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1. B] & Introduction

1.1. HEiR Overview

1.1.1. AT fEi 4 Company Profile

Bz AR A 4 R 23 7] ( Global Digital Cybersecurity Authority Co., Ltd.), ik GDCA
BB JEON T RECHEBVAE R OA R AR 7, AL T 2003 453 6 He 2005
9 H, GDCA fKiLiE I 7 E 5 %R0 B R AR E A5 B = B e Beas o 1, ol 4 e it
INFFHAF CRFAEIRSFATIEY (FFATIES : ECP44010215007) [IH FIAEMRSHIIMZ —;
2008 4F 12 H, 3R13 FE B0 B R AU ) R S 7 s A B VR RTIE s 2011 4F 4 7, alnd
T SR A B R LTSS T AIE IR S R A0V, 3RS OB BT UAIE RS L) (G
T A021) BEA%. 2013 4, XTHETUGEIRS REG#ET SM2 Sk, IRl | E R S
HRAL M2 AR . 2015 4], GDCA i T WebTrust EBrZ 4w AE, A& THE
BRARAEAL I IE B A BRI SS AKF, A DASR A A BRI B IR SS o i@ ROl 45 K & 75 22,
2016 4 5 7, “T AREBFUEB VAR O RA R 7 544 09 “ B AR A IR A R 7. 2017
8 H 11 H, GDCA fEH =MREEMAL 5y, WEEFIFR: Braen i, BREEAR: 871932,

Global Digital Cybersecurity Authority CO., LTD. (abbreviated as GDCA, or “#{ZB1{X") with the former
name of Guangdong Digital Certificate Authority CO., LTD was founded on March 6, 2003. In September
2005, GDCA passed the security review by the
State Cryptography Administration Office of Security Commercial Code Administration (abbreviated as
OSCCA) and the former Ministry of Information Industry by law, as one of the first eight electronic
authentication authorities with "Electronic Authentication Service License" (license number:
ECP44010215007) in China. In December 2008, GDCA obtained the "Commercial Cryptography Products
Sales License" issued by OSCCA. GDCA passed through the assessment of E-government and Electronic
Authentication Service Ability by OSCCA with the qualification certificate of "E-government and Electronic
Authentication Service Authority" (number: A021) in April 2011. In 2013, GDCA upgraded electronic
authentication service system for SM2 algorithm and passed through the security review by OSCCA. In
2015, GDCA passed the assurance review for Certification Authority by WebTrust with the international
level of operation management and service to provide digital certification service globally. For business
development, GDCA changed its name from "Guangdong Digital Certificate Authority CO., LTD." to
"Global Digital Cybersecurity Authority CO., LTD." in May, 2016. On 11 August 2017, GDCA was admitted
to the National Equities Exchange and Quotations (NEEQ) of China, with a stock abbreviation of “Z{ZiT
X" and stock code “871932".

GDCA 45, J “J REFUEFBNETOHRAF” KI5, 6ids. Haimaehs
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Gl B AR R A IR AR 7 &Kk FEEAHTS GDCA LA “T ARECAIESIAE O
AIRATF” 2 LATHEF S PR H T AR AEBVAET WA RA T A4 R
FAHI) LS5 w “ B AR BB i A IR AR &k

Since then, all assets, debt, rights and business of "Guangdong Digital Certificate Authority CO., LTD."
were inherited by GDCA. Meanwhile, and all the rights and obligations of the contracts and agreements
signed by "Guangdong Digital Certificate Authority CO., LTD." were inherited by GDCA.

B mACREF “BUE AE Bk G5 B ER, BT “EERER T M4
A, BTN R MBS AEIRS R

GDCA upholds the corporate values of“Authority, Credibility, Professionalism, and Innovation”, fulfils the
corporate mission of “Trust Connects Parties from all over the World”, and is committed to becoming a
“first-class online trust service provider”.

1.1.2. JIEHKHE Certificate Policy (CP)

AR GDCA IHET5EEE (CP), s GDCA il 1555 g 5 8, & T f
H1 GDCA 28R AV BB e MR 2 5 k. JftertE. &k, 8L . S0, JH
UEFSRIAR IS 1l {5 AR 55 5 Mk 55« JREERIBOR B ZSRAITIE . IX S ZORATE (R Y GDCA
BRI 2 Ve e B, A8 —REEAE GDCA Vil A — & A i — AU 4R, Rk
FEHEAS GDCA ZER P RENS SR AL FRE ISR IR . A% CP JF A& GDCA MEZ 575 Z [ ik
PEVRX, GDCA M52 577 Z 18] FIAUR] LS5 AR EEAAT 1 2 18] 2828 (1) 25 SR 0 U 7 o

This document describes the Certificate Policy (CP) of GDCA and explains the policy statement for GDCA
digital certificate service. It applies to all digital certificates issued and managed by GDCA and their related
participants. The CP sets forth business, legal and technical requirements and specifications for certificate
approval, issuance, management, usage, renewal, revocation and related trusted services. These
requirements and specifications protects the security and integrity of GDCA digital certificate services and
includes a comprehensive set of consistently applicable single rule sets in the GDCA scope. Therefore it
provides the same extent of trust guarantee throughout the GDCA architecture. The CP is not a legal
agreement between GDCA and all participants; contractual rights and obligations between GDCA and
participants are established by other means of agreements with such participants.

A CP i R CHERR X509 2 P At 50t 1k 5 SRS ATHIE 5V 55 HEZ ) € Internet X.509
Public Key Infrastructure Certificate Policy and Certification Practices Framework), B[ i H 1
FRUELL 2 “ B TR TAE4L” (Internet Engineering Task Force) il 5E ft] RFC3647 bruEf4:
PRI AR ESR, R E (GB 26855-2011-T 15 B 224 HoAR A FFERE B IE P 5008 5 AIE
A5 WIHESE) ISR AR 2K, JFIE o E R A GDCA 1128 BRI T8 21
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The CP complies with the structure and content requirements of both Internet X.509 Public Key
Infrastructure Certificate Policy and Certification Practices Framework, also called RFC3647 defined by
The Internet Engineering Task Force, and GB 26855-2011-T Information Security Technology Public Key
Infrastructure Certificate Policies and Certification Practice Statement Framework. It would also make
appropriate changes in accordance with Chinese laws and regulations together with operational
requirements of GDCA.

GDCA 1EN—MERIRSZ I (CA), 7EA CP LK FABARIE A CA IE, ZRIT
FUEFS o BT AFFSRBRRSHTE R, AR UEFREE AT 7 ] U IE Fdh AT 0 45 0k o5 22
Ry RS 4L BFREA . SO A . S IESEAR RS . KB KREA CP ok
FARIT I S ER, B B —IKIEF . GDCA KIH-TIAEML SN (CPS) 5% A
CP ML, VRAIEIAR T GDCA 1ENHFINIEMRS MU AL E TS a2 BEiE 45 LS A B
ML, BRIERLRES . T GDCA UET T ' AR T S A CP S AH K CPS K
B, PERIE AL RS AT

As a Certification Authority (CA), GDCA generates root and intermediate certificates, and issues
certificates to subscribers under CP restrictions. Based on different types and application scope, digital
certificates may be used by subscribers to process SSL, code signing, e-mail signing, document signing,
identity authentication, and other different applications. Relying party could decide whether to trust a
certificate in accordance with the requirements of the relying party’s obligations in this CP. GDCA
Certification Practice Statement (CPS) accept the discipline of CP, elaborates the definition of GDCA
digital certificates and the methods to provide these certificates as well as the corresponding managerial,
operational and security measures. All certificate subscribers and relying parties under GDCA must refer to
the provisions of the CP and its relevant CPS to determine the usage and reliability of the certificates.

1.1.3. GDCA ZE¥J GDCA Architecture

7% CP 52 GDCA fimiffI50g, GDCA HIEFARSSHLE (CA) %I CP i€ CPS, RA 1%
HEAS CP JeAHIG CPS HEATIUE TARSS HiGE %0, 1T ARy S At AR G Sk iz B AR CP A A
K CPS YREMIEPHIME . FAEIFEATHRHI XS5, GDCA & TH CA. 4 CA, #HH
FYEMHLE . FrHds M2 B R, X EESRHAE GDCA TAUER FR A A A2 X IR 55 44
The CP is the highest strategy throughout the GDCA architecture. Certification authority (CA) under GDCA
formulates CPS in accordance with CP. Registration Authority (RA) authenticates certification requests
according to this CP and its related CPS. Subscribers, relying parties along with other correlative entities
determine their rights for using and trusting the certificates as well as perform corresponding obligations on
the basis of the CP and its related CPS. GDCA has established services entities at different levels,

including root CA, subordinate CA, related RA, registration authority terminals and business acceptance
points.
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1.1.4. GDCA iE+ R ZE#] Hierarchical Architecture of GDCA Certificates

GDCA HEiH 7 MRBIEF, 40518 ROOTCA iE+ (RSA). GDCA ROOT CA iE-.
ROOTCA iE+5 (SM2). GDCA ROOT CA1 iF+i. GDCA TrustAUTH R5 ROOT iE+5. #22 i
f& RS R CA iE15. GDCA TrustAUTH ES ROOT iE5. FEAMR CA Rk CA, LAER A
WEF . GDCA AERIMTH G CA IEF,

Currently, GDCA has 7 root certificates, including ROOTCA certificate(RSA), GDCA ROOT CA certificate,
ROOTCA certificate(SM2) , GDCA ROOT CA1 certificate, GDCA TrustAUTH R5 ROOT certificate, #{ZhT
X R51R CA certificate and GDCA TrustAUTH E5 ROOT certificate. Each Root CA has Subordinate CAs to
issue subscriber certificates. GDCA does not issue external Subordinate CAs.

1) ROOTCA (RSA)

ROOTCA
(RSA2048-bit)
I
i f'iblfi’\cf't”:“ﬁldgﬂi_iU GDCA TrustAUTH R2 CA
(RSAL024-bit) (RSA2048-bit)
| \
Individual Organization Equipment Other Individual Organization Equipment Other
Certificate Certificate Certificate Certificates Certificate Certificate Certificate Certificates

ROOTCA(RSA)UF 15 /2 B ¢ % 5 3 2/ AR IE+, #6558 RSA, WEHAKE N
2048-bit, NIEMNFLE CAUET, HH: (1) GDCA Guangdong Certificate Authority 15,
ZEHK N 1024-bit, ZERFHKE N RSA 1024-bit AN NBIEF . HUZEIE . H&2KIE
FAHABIGES; (2) GDCA TrustAUTH R2 CA iE, ZHIK N 2048-bit, K FHKE
79 RSA 2048-bit Fl RSA 1024-bit FIN ANKUEF . FUZRUET . WA UEFAHADSEUET .

ROOTCA (RSA) certificate is a root certificate of OSCCA using RSA algorithm with 2048-bit root key length.
There are two subordinate CAs under this ROOT CA, including: (1) GDCA Guangdong Certificate Authority
certificate with 1024-bit key length is used for issuing RSA 1024-bit individual certificates, organization
certificates, equipment certificates and other certificates. (2) GDCA TrustAUTH R2 CA certificate with
2048-bit key length is used for issuing RSA 2048-bit and RSA 1024-bit individual certificates, organization
certificates, equipment certificates and other certificates.

RSA ROOTCA(RSA)IEF#4T- 2025 4 8 F 23 HEIH.
ROOTCA certificate (RSA) will expire on August 23, 2025.

GDCA Guangdong Certificate Authority iE+5T 2015 47 H 19 HEI#, 201541 H 1 H
2, GDCA NFE# 1% CAIEPRZ&KIT FiETS . GDCA TrustAUTH R2 CA iE5F 2018 4F 12
H 15 H#M, 2017 4 12 A 15 Hi2, GDCA REAHHZ CA IERZRIT FiEH.

13



r] ﬁﬁlﬁlﬂ:?‘ﬂﬁﬂifﬁﬁmﬂﬁl
IO TR [0 SCOUNTL AUETONT o, LT

= ' GDCA {E- 536 mE (V3. 3 fiw)

GDCA Guangdong Certificate Authority certificate expired on July 19, 2015. From January 1, 2015, GDCA
no longer used it to issue subscriber certificates. GDCA TrustAUTH R2 CA certificate expired on December
15, 2018. From December 15, 2017, GDCA no longer used it to issue subscriber certificates.

2) GDCAROOT CA (1024-bit)

GDCA ROOT CA
|
GDCA Guangdong
Certificate Authority
[
Individual Organization Equipment Other
Certificate Certificate Certificate Certificates

GDCA ROOT CA iE PR EHKE N 1024-bit, N1 GDCA Guangdong Certificate
Authority UEF5, #EHKEN 1024-bit, R FHHKEE A RSA 1024-bit N AFKIEFS . PLIESE
UEF . B RUEB A AR ZRUE TS .

The length of GDCA ROOT CA certificate root key is 1024-bit. There is a GDCA Guangdong Certificate

Authority certificate under this ROOT CA, used for issuing RSA 1024-bit individual certificates,
organization certificates, equipment certificates and other certificates.

GDCA ROOT CA iFFTF 2024 4 12 A 11 HEIHA.

GDCA ROOT CA certificate expired on December 11, 2024.

GDCA Guangdong Certificate Authority iE5T 2024 4F 1 H 12 HE}, 2016 £ 1 H 1 H
2, ANEEHZ CAERZRIT FIET.
GDCA Guangdong Certificate Authority certificate expired on January 12, 2024. From January 1, 2016,
GDCA no longer uses it to issue subscriber certificates.

3) ROOTCA (SM2)

ROOT CA
(sm2)

GDCA PublicSM2 CA1

GDCA TrustAUTHEL CA

GDCASM2ICA
Individual Organization Equipment Other
Certificate Certificate Certificate Certificate
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ROOTCA iEH; (SM2) JE [ Z % i B MR IEY:, #i5EN SM2, REHKEN
256-bit, % Guangdong Certificate Authority (GDCA TrustAUTH E1 CA) iE$5, ZHKEN
256-bit, FEARCKAEEHE SM2 AN NI HUGZKIUES . & SuEBA A 2RIE S,
Guangdong Certificate Authority (GDCA TrustAUTH El1 CA) K& GDCA SM2 ICA k{5 &
GDCA Public SM2 CA1 iiE45, KK E % 5L SM2 AN AKIUE . FUSEIESS . i3k
UEF A H AR 2R AE
ROOTCA (SM2) certificate is a root certificate of OSCCA using SM2 algorithm with root key length of
256-bit. There is a Guangdong Certificate Authority (GDCA TrustAUTH E1 CA SM2) certificate with key
length of 256-bit under this root CA, used for issuing individual certificates, organization certificates,
equipment certificates and other certificates with SM2 algorithm. Guangdong Certificate Authority (GDCA
TrustAUTH E1 CA) issued GDCA SM2 ICA and GDCA Public SM2 CA1, which are used for issuing

individual certificates, organization certificates, equipment certificates and other certificates with SM2
algorithm.

ROOTCA 45 (SM2) #5F 2042 £ 7 A 7 H 2.
ROOTCA (SM2) will expire on July 7, 2042.

Guangdong Certificate Authority (GDCA TrustAUTH E1 CA) iE5K7E 2034 £ 6 A 21 H
2, 2030 4 1 A 1 HEE, FEAREHZ CA MR EAIT k1.

Guangdong Certificate Authority (GDCA TrustAUTH E1 CA) certificate will expire on June 21, 2034. From
January 1, 2030, GDCA will no longer use it to issue subscriber certificates.

GDCA SM2 ICA IE5#7E20334E12 H31H 2, 2030 41 A 1 Hild, B AFMAHZ CA
PRI FIED.
GDCA SM2 ICA certificate will expire on December 31, 2033. From January 1, 2030, GDCA will no longer
use it to issue subscriber certificates.

GDCA Public SM2 CA1 iE+5#4 76203312 H31 H 23, 2030 45 1 H 1 Hilg, KA FAH
% CA UEBZERAT FEFS .
GDCA Public SM2 CA1 certificate will expire on December 31, 2033. From January 1, 2030, GDCA will no
longer use it to issue subscriber certificates.

4) GDCAROOT CAl

GDCA ROOT CAL
v v v v v v
GDCA Public CA1 GDCA Public CA2 GDCARSAICA GDCA OTC CA GCAHIMR OV GDCA HEMR IV
/ Y A, A A, /
NS WUAIE BAAES HoAbiEF3 HURIE NS
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GDCA ROOT CAl iEH IR EHKE N 4096-bit, R 6 NP CAIET, H: (D
GDCA Public CA1, #HKEETy 2048-bit, 2R TP RSA 2048-bit (/N AKIUEF . Bl
FEEP . WAIEEBMEABIEES; (2) GDCA Public CA2, 4K E N 2048-bit, 25k %4
KJEZ N RSA 2048-bit AN NFAUEFS AU SRIUEFS L e & FRUE B A HABSEAIE S : (3)GDCA HKMR
OV CA, ZHIKE N 2048-bit, 25Kk B HIK N RSA 2048-bit [ B4 FLANIMIEF; (4) GDCA
HKMR IV CA, ZHK 4 2048-bit, 25K % HK N RSA 2048-bit & HE H AN NIEFS; (5)
GDCA RSA ICA FHHK A 2048-bit, 25K K E N RSA 2048-bit AN AFKIUEFS . HLAE
WE . B ZRUE BRI HARZRAIE TS, (6) GDCA OTC CA % 4HK 4 2048-bit, 25Kk HAHK N
RSA 2048-bit (> NZRUEFS AN ZRAUEFS . B SRR A1 HARSAE TS .

GDCA ROOT CA1 IEF54 T 2040 4F 12 7 31 HH[H].

GDCA Public CA1 iEF3K7E 2038 4F 12 A 31 HEM, 203541 A 1 Hid, KA
% CA MERZERIT P EF .

GDCA Public CA2 iEK7E 2038 4 12 F 31 HEIME, 20354 1 A 1 Hilg, K AHEMEH
% CA MERZERIT P EF .

GDCA HKMR OV CA E¥47E 2030 45 12 A 31 HEH, 2027 4 1 A 1 Hilg, HAFEE
1% CA EFZERIT FESS

GDCA HKMR IV CA iEFRAE 2030 4 12 H 31 HEIH, 2027 41 H 1 HiE, KAHE
Hi% CA IR RAT FHEt .

GDCA RSA ICA iEFK7E20304F 12 H31H B, 2028 41 H 1 Hil, HAFEHZ CA
P RAT FAEF

GDCA OTC CA iEf3#47£20304E12 H31H FIH, 2028 41 H 1 Hig, WA FHHZ CA
EBE LT PEH.

B HAE SR G R R (B PR EVGIE TSR ), A CP ANFHiIR.

The length of GDCA ROOT CA1 certificate root key is 4096-bit. There are five subordinate CAs under this
root CA, including: (1) GDCA Public CA1 with key length of 2048 bit, used for issuing RSA 2048-bit
individual certificates, organization certificates, equipment certificates and other certificates; (2) GDCA
Public CA2 with key length of 2048 bit, used for issuing RSA 2048-bit individual certificates, organization
certificates, equipment certificates and other certificates; (3) GDCA HKMR OV CA with key length of
2048-bit, used for issuing RSA 2048-bit organization certificates for Guangdong — Hong Kong mutual
recognition purpose; (4) GDCA HKMR IV CA with key length of 2048-bit, used for issuing RSA 2048-bit
individual certificates for Guangdong — Hong Kong mutual recognition purpose; (5) GDCA RSA ICA with
key length of 2048-bit, used for issuing RSA 2048-bit individual certificates, organization certificates,
equipment certificates and other certificates. (6) GDCA OTC CA with key length of 2048-bit, used for
issuing RSA 2048-bit individual certificates, organization certificates, equipment certificates and other
certificates.
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GDCA ROOT CA1 will expire on December 31, 2040.

GDCA Public CA1 will expire on December 31, 2038, and from January 1, 2035, GDCA will no longer use
it to issue subscriber certificates.

GDCA Public CA2 will expire on December 31, 2038, and from January 1, 2035, GDCA will no longer use
it to issue subscriber certificates.

GDCA HKMR OV CA will expire on December 31, 2030, and from January 1, 2027, GDCA will no longer
use it to issue subscriber certificates.

GDCA HKMR IV CA will expire on December 31, 2030, and from January 1, 2027, GDCA will no longer use
it to issue subscriber certificates.

GDCA RSA ICA will expire on December 31, 2030 and from January 1, 2028, GDCA will no longer use it to
issue subscriber certificates.

GDCA OTC CA will expire on December 31, 2030 and from January 1, 2028, GDCA will no longer use it to
issue subscriber certificates.

The certificate policy for the Hong Kong and Guangdong Mutual Recognition conforms to the latest version
of the Guangdong the Certificate Policy for Mutual Recognition of Electronic Signature Certificates issued
by Hong Kong and Guangdong.

5) GDCA TrustAUTH R5 ROOT

GDCA TrustAUTH R5 ROOT

l ! ! l l ] ] ! ! l

GDCA TrustAUTH GD%:‘ ;I’ ”s‘gym SFEC\//-\ g ’;“S/'}UTH GDCA TrustAUTH GDCA TrustAUTH GDCA TrustAUTH GDCA TrustAUTH GDCA TrustAUTH GDCA TrustAUTH GDCA TrustAUTH
R4EV SSL CA = desig“nsing = T R4 OV SSL.CA R4IV SSLCA R4 DV SSL CA R4 CodeSigning CA R4 TimeStamp CA R4 Generic CA Ré Primer CA

EV SSL Server
Certificate

Organization,

EV CodeSigning
Individual Certificate

Certificate

EV CodeSigning
Certificate

OV SSL Server
Certificate

IV SSL Server
Certificate

DV SSL Server
Certificate

CodeSigning
Certificate

TimeStamp Certificate| E-mail Certificate

GDCA TrustAUTH R5 ROOT ilEH I Z AH K FE 9 4096-bit, T 10 A2 CA EH, H

H1: (1) GDCA TrustAUTH R4 EV SSL CA, %K 2048-bit, 25K % PN RSA 2048-bit
) EV SSL AR 45 8% 2K9FE 4 (2) GDCA TrustAUTH R4 Plus EV CodeSigning CA ilE$5, 4K
55 4096-bit, %K%K N RSA 3072-bit [ EV ARIBZE 4 ZEF; (3) GDCA TrustAUTH
R4 EV CodeSigning CA, %K EA 2048-bit, 2K 4K N RSA 2048-bit [1] EV A% 4
JSIEH; (4) GDCA TrustAUTH R4 OV SSL CA iEH, ZEK N 2048-bit, 2R BEHKE N
RSA 2048-bit [f] OV SSL AR %5 #$25F+4; (5) GDCA TrustAUTH R4 IV SSL CA, HHKE N
2048-bit, K H K E N RSA 2048-bit [ TV SSL AR5 25 2EH; (6) GDCA TrustAUTH R4
DV SSL CA, #PIKSEN 2048-bit, R H PN RSA 2048-bit i) DV SSL IR 554 KA1
(7) GDCA TrustAUTH R4 CodeSigning CA i+, %KL 2048-bit, 25K %K AN RSA
2048-bit ML 4 ZKIEF: (8) GDCA TrustAUTH R4 TimeStamp CA iFH, ZHKEN
4096-bit, 25K FHKE N RSA 3072-bit I [AJEIEF: (9) GDCA TrustAUTH R4 Generic CA
UEP, KN 2048-bit, 25K FEHKE N RSA 2048-bit [IHLH . > AJSEP; (100 GDCA
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TrustAUTH R4 Primer CA, Z4HK: R 2048-bit, 25 % %40 K FF A RSA 2048-bit [1] S/IMIME %
SRR .

The length of GDCA TrustAUTH R5 ROOT certificate root key is 4096-bit. There are ten subordinate CAs
under this root CA, including: (1) GDCA TrustAUTH R4 EV SSL CA with key length of RSA 2048-bit is used
for issuing RSA 2048-bit EV SSL Server Certificates. (2) GDCA TrustAUTH R4 Plus EV CodeSigning CA
with key length of 4096-bit is used for issuing RSA 3072-bit EV CodeSigning Certificates. (3) GDCA
TrustAUTH R4 EV CodeSigning CA with key length of 2048-bit is used for issuing RSA 2048-bit EV
CodeSigning Certificates. (4) GDCA TrustAUTH R4 OV SSL CA with key length of 2048-bit is used for
issuing RSA 2048-bit OV SSL Server Certificates. (5) GDCA TrustAUTH R4 IV SSL CA with key length of
2048-bit is used for issuing RSA 2048-bit IV SSL Server Certificates. (6) GDCA TrustAUTH R4 DV SSL CA
with key length of 2048-bit is used for issuing RSA 2048-bit DV SSL Server Certificates. (7) GDCA
TrustAUTH R4 CodeSigning CA with key length of 2048-bit is used for issuing RSA 2048-bit CodeSigning
Certificates. (8) GDCA TrustAUTH R4 TimeStamp CA with key length of 4096-bit is used for issuing RSA
3072-bit Timestamp Certificates. (9) GDCA TrustAUTH R4 Generic CA with key length of 2048-bit is used
for issuing RSA 2048-bit Organization, Individual Certificates. (10) GDCA TrustAUTH R4 Primer CA with
key length of 2048-bit is used for issuing RSA 2048-bit SIMIME Certificates.

GDCA TrustAUTH R5 ROOT iE 434 F 2040 & 12 A 31 HFIH.

GDCA TrustAUTH R5 ROOT certificate will expire on December 31, 2040.

GDCA TrustAUTH R4 EV SSL CA IE-F5KA7E 2030 47 12 F 31 HEI#1,2027 41 A 1 Hig,
WEAFEZ CA UE B RAT FIETS .
GDCA TrustAUTH R4 EV SSL CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 Plus EV CodeSigning CA ilE t0K7E 2035 4 12 H 31 HE|H, 2032
F1HHE, BAREHZ CAIERERIT S UET.

GDCA TrustAUTH R4 Plus EV CodeSigning CA certificate will expire on December 31, 2035. From
January 1, 2032, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 EV CodeSigning CA UEF47E 2030 4F 12 H 31 HEH, 2021 4F 6
H1HE, SAEEHZCAERZERIT T HE.
GDCA TrustAUTH R4 EV CodeSigning CA certificate will expire on December 31, 2030. As of June 1,
2021, GDCA has stopped the issucane of subscriber certificates with this CA certificate.

GDCA TrustAUTH R4 OV SSL CA HEF5447E 2030 4 12 7 31 HEH], 2027 41 H 1 Hig,
KA % CA WE P2 RIT FEf

GDCA TrustAUTH R4 OV SSL CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 IV SSL CA iF5%7E 2030 £ 12 H 31 HFI#H, 202741 H 1 Hilg,
BASFAE 1% CA IE B KT EF .
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GDCA TrustAUTH R4 IV SSL CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 DV SSL CA EF K AE 2030 4 12 H 31 H 21,2027 41 7 1 Hiz,
WA Z CA IE R RAT FIET.
GDCA TrustAUTH R4 DV SSL CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 CodeSigning CA 47 2030 4F 12 H 31 HEI, 2021 46 H 1
Hitd, CAFEHZ CAIERZERIT FiEt.
GDCA TrustAUTH R4 CodeSigning CA certificate will expire on December 31, 2030. As of June 1, 2021,

GDCA has stopped the issucane of subscriber certificates with this CA certificate.

GDCA TrustAUTH R4 TimeStamp CA iEF0K7E 2035 4 12 H 31 HEI, 203241 H 1
Hitd, BAEAMAHZ CAIERZE R FIE+H.

GDCA TrustAUTH R4 TimeStamp CA certificate will expire on December 31, 2035. From January 1, 2032,
GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 Generic CA iE5K£E 2030 45 12 H 31 HFI#, 202741 A 1 Hit,
BAFAE R Z CA F B2 RIT FIER.

GDCA TrustAUTH R4 Generic CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 Primer CA iF 5 EELE 2030 4F 12 A 31 HFIH, 2024 £ 4 H 4 Hik,
CAFA 1% CA WFRZ& KT FE.

GDCA TrustAUTH R4 Primer CA certificate will expire on December 31, 2030. GDCA no longer used it to
issue subscriber certificates as of April 4, 2024.

6) ZrATfR RS HE CA

Hew i AARSHLCATE TS

ez RAEV HezH R R4 OV ¥ R4 IV #z I AR R4 DV #si R4 I RRA HE I RRA
JIR55 FAEAS CA 745 23145 CA JIR 4% #3315 CA k45 2545 CA RG24 E TS CA AEITHEF CA SERBITFUE CA

IV SSL Server
Certificate

DV SSL Server
Certificate

Organization,
Individual Certificate

EV SSL Server OV SSL Server
Certificate Certificate

CodeSigning

e E-mail Certificate
Certificate

e mH R RS MR CA IE R IR K E N 4096-bit, F# 7 NP2k CAES, Hi: (D
ezt R4 EV RS 4IET CA, BHIKEDY 2048-bit, KR HHKE N RSA 2048-bit )
EV SSL fi%5 #550E15: (2) Fwhifk R4 OV G AHIET CA, ZHKE N 2048-bit, &K
Py RSA 2048-bit 1] OV SSL IR55#:2K1ET: (3D Hwm X R4 TV JIRSTEHET CA,
B N 2048-bit, 2R K E N RSA 2048-bit [f] IV SSL AR S5 28J5EH; (4) Bt
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R4 DV 2L CA, FHKEE AN 2048-bit, 25K B KA RSA 2048-bit [ DV SSL Ak
FamdRiEt: (5 #uh U R4 RISZZIET CA, FHKE N 2048-bit, S RFEHKEN
RSA 2048-bit MDA 4 FIET:: (6) 2K R4 il IT JHIEFS CA, BHIK L)y 2048-bit,
BRI HKEE A RSA 2048-bit AL N AKIEF: (7) HzhR R4 EERIHT FEF CA,
K FE N 2048-bit, 28R FHKE N RSA 2048-bit [1] S/IMIME 2 4= AF1E 15

The length of #ZBHt R5 #& CA certificate root key is 4096-bit. There are seven subordinate CAs under
this root CA, including: (1) #Z&EHX R4 EV ARSZEEIEP CA with key length of 2048-bit is used for issuing
RSA 2048-bit EV SSL Server Certificates. (2) #ZhI{{ R4 OV fR55EF1UET CA with key length of 2048-bit is
used for issuing RSA 2048-bit OV SSL Server Certificates. (3) #{ZLBHL R4 IV IRSSEEIEF CA with key
length of 2048-bit is used for RSA 2048-bit IV SSL Server Certificates. (4) #ZRHt R4 DV BRSZESIE$ CA
with key length of 2048-bit is used for issuing RSA 2048-bit DV SSL Server Certificates. (5) #{Zh1{{ R4
IBEZIUEPE CA with key length of 2048-bit is used for issuing RSA 2048-bit CodeSigning Certificates. (6)
LRI R4 E@BITFUEP CA with key length of 2048-bit is used for issuing RSA 2048-bit Organization,
Individual Certificates. (7) #iZRHt R4 AT FIEH CA with key length of 2048-bit is used for issuing
RSA 2048-bit SIMIME Certificates.

Bz AR RS MR CA IE-H54 T 2040 4F 12 H 31 HEIH.
FZRTX R5 1R CA certificate will expire on December 31, 2040.

¥ R4 EV RS EIEH CA UEFRAE 2030 4F 12 H 31 HE, 202741 H 1 H
A, AR Z CAIEBZERIT L.

LB R4 EV IRS328IET CA certificate will expire on December 31, 2030. From January 1, 2027, GDCA
will no longer use it to issue subscriber certificates.

Bz R4 OV RS 2HIET CAEKALE 2030 45 12 A 31 HEIMA, 202741 H 1 H
&, BAFMMHZ CAIFBERIT M IER.

LR R4 OV IRSS88IET CA certificate will expire on December 31, 2030. From January 1, 2027, GDCA
will no longer use it to issue subscriber certificates.

AR RA IV RS ZSIEP CA UEFH7E 2030 45 12 A 31 HEIW], 2027 41 A 1 HiE,
BAFAS % CAERZERIT FE+.

FZRT R4 IV fRSSERIEH CA certificate will expire on December 31, 2030. From January 1, 2027, GDCA
will no longer use it to issue subscriber certificates.

B R4 DV REGZIED CA IEKAE 2030 £ 12 A 31 HEIM, 20271 H 1 H
&, BAFMNHZ CAIFBERIT AIE.

LR R4 DV IRSSESIET CA certificate will expire on December 31, 2030. From January 1, 2027, GDCA
will no longer use it to issue subscriber certificates.

B R4 IS ZAFEH CA UEFI4LE 2030 45 12 H 31 HFIW], 2021 4£ 6 H 1 Hig,
O AT % CA IE B2 KT FHER.
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LB R4 XABEZIES CA certificate will expire on December 31, 2030. As of June 1, 2021, GDCA has
stopped the issucane of subscriber certificates with this CA certificate.

et R4 BT EH CAEIEAE 2030 4F 12 31 HE, 2027 £ 1 H 1 Hid,
BAFAL % CA IF B2 RITFIE .

AT R4 E@BITFUEP CA certificate will expire on December 31, 2030. From January 1, 2027, GDCA
will no longer use it to issue subscriber certificates.

e AR R4 FERETT FIEB CA EIEAE 2030 4F 12 H 31 HEIM, 202741 A 1 HiE,
BT Z CAF R RIT FES.

AT R4 EREITFUET CA certificate will expire on December 31, 2030. From January 1, 2027, GDCA
will no longer use it to issue subscriber certificates.

7) GDCA TrustAUTH E5 ROOT

GDCA TrustAUTH E5 ROOT

GDCA TrustAUTH E4 EV GDCA TrustAUTH E4 GDCA TrustAUTH E4 IV GDCA TrustAUTH E4 GDCA TrustAUTH E4 GDCA TrustAUTH E4 GDCA TrustAUTH E4
SSL CA OV SSL CA SSLCA DV SSL CA CodeSigning CA Generic CAIIETS Primer CA
EV SSL Server OV SSL Server 1V SSL Server DV SSL Server CodeSigning Organization, q s
i s i e Fvf = E-mail Certificate
Certificate Certificate Certificate Certificate Certificate Individual Certificate

GDCA TrustAUTH E5 ROOT i B %I E LA ECC, REHKE N 384-bit, FiX 74
g CAIEF, Hr: (1) GDCA TrustAUTH E4 EV SSL CA , 4K E R 256-bit, 2R %
K E N BCC 256-bit ] EV SSL IR &5 #+250E15; (2) GDCA TrustAUTH E4 OV SSL CA, #
FIK N 256-bit, 2R %K E N ECC 256-bit i1 OV SSL MR%#:2KUEF; (3) GDCA
TrustAUTH E4 IV SSL CA, 45K BN 256-bit, 25K 41K N ECC 256-bit (1) IV SSL k%
PP ; (4) GDCA TrustAUTH E4 DV SSL CA, #4K N 256-bit, 25K %K A ECC
256-bit ) DV SSL R%% #42K9F5; (5) GDCA TrustAUTH E4 CodeSigning CA, 5K JEN
256-bit, 2K EEAKE AN ECC 256-bit RG24 FET; (60 GDCA TrustAUTH E4 Generic
CAEH, BEHKE N 256-bit, 2R EHKEN ECC 256-bit MIHLIY. M AZKIUET; (7) GDCA
TrustAUTH E4 Primer CA, Z4HK N 256-bit, %k % HKE N ECC 256-bit [1] S/MIME %%
AR

The length of GDCA TrustAUTH E5 ROOQT certificate root key is 384-bit with ECC algorithm. There are
seven subordinate CAs under this ROOT CA, including: (1) GDCA TrustAUTH E4 EV SSL CA with key
length of 256-bit is used for issuing 256-bit ECC EV SSL Server Certificates. (2) GDCA TrustAUTH E4 OV
SSL CA with key length of 256-bit is used for issuing 256-bit ECC OV SSL Server Certificates. (3)GDCA
TrustAUTH E4 IV SSL CA with key length of 256-bit is used for issuing 256-bit ECC IV SSL Server
Certificates. (4) GDCA TrustAUTH E4 DV SSL CA with key length of 256-bit is used for issuing 256-bit ECC
DV SSL Server Certificates. (5) GDCA TrustAUTH E4 CodeSigning CA with key length of 256-bit is used
for issuing 256-bit ECC CodeSigning Certificates. (6)GDCA TrustAUTH E4 Generic CA with key length of
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256-bit is used for issuing 256-bit ECC Organization, Individual Certificates. (7) GDCA TrustAUTH E4
Primer CA with key length of 256-bit is used for issuing 256-bit ECC S/MIME Certificates.

GDCA TrustAUTH E5 ROOT il 54T 2040 &= 12 H 31 HFIHA.

GDCA TrustAUTH E5 ROOT certificate will expire on December 31, 2040.
GDCA TrustAUTH E4 EV SSL CA E5#47£ 2030 4 12 H 31 H3, 202741 H 1 Hilg,
BARFAE 1% CAIERZERIT FHET .

GDCA TrustAUTH E4 EV SSL CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 OV SSL CA iF 54 7E 2030 4 12 H 31 H##H,2027 41 H 1 Hilg,
AT Z CAIEPERIT FE.

GDCA TrustAUTH E4 OV SSL CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 IV SSL CA WIF 0 #7E 2030 4£ 12 H 31 HEIH#,2027 41 A 1 Hig,
BAFAE R Z CA F B2 RIT FPIER.

GDCA TrustAUTH E4 IV SSL CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 DV SSL CA iF5%7E 2030 & 12 A 31 H3#A, 202741 H 1 Hi,
AT Z CAIEPERIT FES.

GDCA TrustAUTH E4 DV SSL CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 CodeSigning CA UEFK7E 2030 4 12 H 31 HEIH, 202741 H 1
Hitd, HAFAHZ CAERZEAIT FHET.

GDCA TrustAUTH E4 CodeSigning CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 Generic CA IE 54 7E 2030 45 12 A 31 HEIH#H, 2027 41 A 1 Hilg,
BAFHAE % CA IEHZERIT FEH .
GDCA TrustAUTH E4 Generic CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 Primer CA IEH 76 2030 £ 12 A 31 HEI,2027 41 A 1 Hig,
BAFEHZ CA IEBEKIT FIEP.
GDCA TrustAUTH E4 Primer CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

XfF GDCA TrustAUTH R5 ROOT iE 5. #2048 RS #R CA ilE+5. GDCA TrustAUTH E5
ROOT Z K 4 CA FFZ K IFIT FIEFH: GDCA 7E CA/NI Y 281815 (CA/Browser Forum,
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PREEZ, NFRE R CA WINEARECHE, 22 CA EBrARHERIHLY, https://www.cabforum.org)
KA TR A Baseline Requirements Certificate Policy for the Issuance and Management of

Publicly-Trusted TLS Server Certificates ({4 #% “Baseline Requirements” ). Network and
Certificate System Security Requirements (f&#% “NCSSR”). Guidelines for the Issuance and
Management of Extended Validation Certificates (%5 “EV Guidelines”)+ Baseline Requirements
for the Issuance and Management of Publicly-Trusted Code Signing Certificates (f&j#% “Code
Signing Baseline Requirements” ) . Baseline Requirements for the Issuance and Management of
Publicly - Trusted S/MIME Certificate ({ij#% “S/MIME Baseline Requirements”)  Adobe %
41N ) KA ) the Adobe Approved Trust List (AATL) Technical Requirements( f&i#x AATL AR
ZRD , TR A AILEE ) SSL/TLS BFEH . AR ZEF . SIMIME %4l
UEFAT Adobe SCRIZE A UETS , % WA FL BT 0, IR 4 SR E HOR AT B AT 81T CP,
WHRA CP 5 CA/M Y ES s (CA/Browser Forum) KA AR AR AERLIE 1 (1 26 3 A —3K
A TT, W EL CA/ Y3 1 3z 1R UK AT LG A i

For subscriber certificates issued by the subordinate CAs which are issued by GDCA TrustAUTH R5
ROOT certificate, Z{ZHBH{t R54R CAIEH and GDCA TrustAUTH E5 ROOT, GDCA conforms to the latest
versions of the Baseline Requirements Certificate Policy for the Issuance and Management of
Publicly-Trusted TLS Server Certificates (hereinafter referred to as “Baseline Requirements”), Network
and Certificate System Security Requirements (hereinafter referred to as “NCSSR”), Guidelines for the
Issuance and Management of Extended Validation Certificates(hereinafter referred to as “EV Guidelines”),
the Baseline Requirements for the Issuance and Management of Publicly-Trusted Code Signing
Certificates (hereinafter referred to as “Code Signing Baseline Requirements), Baseline Requirements for
the Issuance and Management of Publicly-Trusted S/IMIME Certificate (hereinafter referred to as “S/MIME
Baseline Requirements”) published by CA/Browser Forum (an international organization, also known as
international CA browser alliance, to establish international standards of CA, https://www.cabforum.org),

and the Adobe Approved Trust List Technical Requirements of the Adobe Systems Inc (hereinafter
referred to as “AATL Technical Requirements”) to issue and manage the publicly-trusted SSL/TLS digital
certificates, publicly-trusted code signing certificates, S/IMIME certificates, and Adobe PDF signing
certificates. GDCA regularly checks the updates on CA/Browser Forum’s website and continually revise
its CP according to these updates. The specifications of the CA/Browser Forum shall prevail in case of
any discrepancies between the provisions of this CP and the standard specifications published by the
CA/Browser Forum.

&k # IETF PKIX RFC 3647 CP/CPS HES, A& CP 3L/p ALY, s GDCA WEF RS
I K i 22 A il i, 55 S iRE « J9 TR B REC3647 HIREAAREN Btk 3, wi i “ A
W7 RS IZETANE
Pursuant to the IETF PKIX RFC 3647 CP/CPS framework, this CP is divided into nine parts that cover the
security controls and practices and procedures for GDCA's certificate services. To preserve the outline

specified by RFC 3647, section headings that do not apply are accompanied with the statement “Not
applicable”.
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1.2. X454 #RE5E#7R Document Name and Identification

ARSCREFRNE Bz ARBHE IR A IR A FEB RIS ) (AR “(GDCA CP)”. “A& CP™),
HRARMA CP WBITEBIESHEM . A CP A AF28uE 5 IIE 5 5 08 157 43 i — /N — (1)
X EARRRF, BART S 0UA CP & 1.4.1 715,

This document is called "Global Digital Cybersecurity Authority CO., LTD. Certificate Policy" (abbreviated
as “GDCA CP” or “This CP”). Please refer to Appendix for detailed revisions of this version. This CP
specifies a unique object identifier for Certificate Policy of each kind of certificates (see CP section1.4.1
for details).

A CP KL S 3R 2 A » GDCA Ry R 5 SRR AR 5 R SCRRAS TE B R — B3t 7

This document is the Chinese-English bilingual edition of GDCA CP, and GDCA should make sure that
there are no material differences between the Chinese and English version.

1.3. PKI 253 PKI Participants

1.3.1. B FIAERZEHLH Certification Authorities

HLFINEARSS LR (Certification Authority, fEFK CA) RZMULIE P HISEAA. GDCA 2R
i (PR NIRILRIE P2 2750 CRFIMIERRSS B BLMNE) B, KIS 558 =07
HLFIIEARSS LA . GDCA 3 45 M35 FL 152 5 W6 ) (1 4 07 EARITUR Bl 1 SR AHIEFIG
E R4S 2 F BT BN L VGRS 33 5 k. CA MBI P T CA B RIET1SE
RIOARIE, BER—MRILER CA, —/MR CA 2 —RIEBARRIEEZ.

Certification Authority (abbreviated as CA) is an entity which issues certificates. GDCA is a trusted
third-party electronic authentication service authority established by law based on "Electronic Signature
Law of the People’s Republic of China" and
"Measures for the Administration of Electronic Certification Services". GDCA becomes a participant in
electronic authentication activities by issuing certificates and providing certificate verification services to
the parties who are engaged in electronic transaction activities. CA also means an element in certificate
architecture that is issuing certificates to terminal subscribers or subordinate CAs. Root CA is a special
entity, which is at the top of certificate architecture.

1.3.2. FEMAPLA Registration Authorities

TEMML (Registration Authority, fijFK RA) 3R CA B rfyF Mhd#E, #UGEH g
P S, MAESEELUE T RIEE . 21T PSR UETHT, & LA ) S RiEMHIE S .
WEFHITEFH LA CA BLRA EALAEME AR 58 B M, HEREIHE B2 845 CA BURA.
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CA B RA KX HHEH M S0 S L EJETEBT RN, AR5 e A AR IR %16 K. U2k
BEHAEN, WREFR AR % iGE . RA IEATDURIEIT 7 ZHIE T, RER CA 5B
A A, JPRAER I ZREF #8151 (CRL)H .

Registration Authority (RA) establishes registration process, confirms the identity of certificate applicants,
and approves or rejects the request of certificate applicants on behalf of CA. Before a subscriber obtains
certificate, he/she must apply for a certificate as an applicant. Certificate applicants must follow
registration process established by CA or RA, and submit registration forms and related application
documents to CA or RA. CA or RA will authenticate applicant’s identity and other attributes, and then
decide whether accept or reject this application. If CA issues the certificate, the certificate will be sent to
the applicant. While RA could initiate certificate revocation process according to subscriber’s requests, CA
would be the only entity to complete the revocation operation and add the certificate to the certificate
revocation list (CRL).

1.3.3. 1] Subscribers

WP, B CA BSGEF Sk, G450 A #52 GDCA IEBIIAN A BAL. 1T AHE
MNARZ G IFEA =0, W RAT PO A —F 075 2 3 A CRIESRAS I . & 2 4R AL
NN HERNFNE T HE DB AN LSS RBURAZ, i e
ok, —BmE, AN ZEAEN G B AW ARIDIE S5 X TR & 2K,
A TR A S AR R R YE, T P I8 RO I RS I A B AN, IR A
2B () BT B AN AR AH RLFR 55

Subscribers, the entities that receive certificates from CA, include individuals and organizations accepting
certificates from GDCA. Subscribers and applicants would not always be the same; in this case,
applicants need to ensure that they have obtained explicit and appropriate authorization. Individuals can
be divided into a natural person and person who belong to an organization; Organization contains all
kinds of government organizations, enterprises and institutions and other social groups. Usually, an
organization has a legal personality or National Organization Code; for equipment certificates, due to the
particularity of the entity contained in certificates, subscribers are usually organizations or individuals who
own the equipment, and would assume the corresponding obligations.

W PRERE UL A TG0 E (e — LR, AT 5 HLAIE A5 e X B (AL B 14 o 442
o AT PHEA CP G I WA HIETS, JFRIEA CP 215 ) 55 .

Subscriber is the unique entity with corresponding public key in certificate and has ultimate rights to
control corresponding private key in certificate. Subscriber should use certificates under CP restrictions,
and assume the obligations agreed in this CP.

1.3.4. #&H75 Relying Parties

WA TR AR SIS A AARAL . AR5 AT DUEIEFIT . BRI BUARAE
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:Fg—i/]—‘)ﬂo
Relying parties are entities who trust and use the certificates. These entities may, or may not be a
certificate subscriber.

FUSATECE EH —3KUE 1, R AU IEIE B (5 B, AASEIE PR SR

(CRL) Hiffifl OCSP 7y ANEWIEFIRES . KA A2 & I B A% J5 A R 8 A5 AE — 5KAIE
15,

To trust or use a certificate, a relying party must verify revocation information of the certificate by looking

up the Certificate Revocation List (CRL) or searching the certificate status with OCSP servers. Before
relying party trusts a certificate, a proper review process must be executed.

1.3.5. HAth2 53 Other Participants

HAh 2 52169 GDCA 1 HL T IS SIFE HEAH S AR 55 (1 FoAt s

Other participants are the entities that provide related services in electronic authentication activities of
GDCA.

1.4. iEFMNMHA Certificate Usage
1.4.1. E A KIS Appropriate Certificate Uses

GDCA T b2 iE eSS, $MGERRB AR, #AAEHRNA . FlinA eSS
FIRBGEZEA MR ERiIr A OA REGt5E, MR FHREEAT M L R B, & k4
FERFRR A By AT (5 BaIE NS 5 o R 1 BUOATE R IR I AR 5 4 BAS R 0 3 BOIE
R ZESAh, GDCA 1T UEFS T L2 B AE s 7055 H TR 95 S AR A, ASEEL B 4
WIE. T4 RBEERINE 5 H 1.

Subscriber certificates of GDCA are widely used. Different types of certificate are applicable for different
cases. For example, individual certificate is used for sending encrypted e-mails with digital signatures,
logging into OA system, etc.; organization certificate is used for online tax declaration, etc.; and
equipment certificate is used for identifying equipment and encrypting communication tunnels, etc. Apart
from different applications caused by the identity of the certification subject, GDCA subscriber certificate
can be widely used in e-government, e-commerce and other social activities to realize identity
authentication, electronic signature, and encryption of data etc. Meanwhile, it can be used to ensure the
validity and authenticity of identity between peers of communication via Internet as well as the integrity
and confidentiality of information.

GDCA T JEFS, MIhfe BT A 2 T 9122 4

Certificates issued by GDCA can meet the following security requirements by functionalities:
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® S, fRIEKRM GDCA (SRR SS HIE i & S & ikik.

® Authenticity of identity: the certification can ensure the validity of certificate holder using GDCA trust
services.

® IIEfEE BN, PRIERM GDCA HUFHE B #2440, w LUS RS B AE L
PR A B, AE AR R B — 2

® \Verification of integrity: the assurance to an entity that data has not been altered and further verifies
the consistency of information between sender and receiver using certificate of GDCA.

® (FEMNLENE, IRIEALIETT AR E B HIPLENE, AR e RGBT

® Confidentiality: the certification can ensure the confidentiality of information during transmission, and
avoid the leakage to other non-authorized parties.

®  HUIRAMNE, XHEEARSE Z) AN AT (14308 B 4528 4 BEAT BRI

® Non-repudiation: the certification can ensure the non-repudiation of transaction entities by verifying
the digital signatures.

RAEUE TR, GDCA A R FIE AT N NER . PUSEIER. &&BIED. 4
A 2E 45 . SSL/TLS RSS2 BUFH . RIS Z 2 EP4%, Hi.

According to the type of certificate, the certificates signed by GDCA include Individual Certificates,
Organization Certificates, Equipment Certificates, SIMIME Certificates, SSL/TLS Server Certificates, and
CodeSigning Certificates.

® X TN ANKIEBMHIRIES, GDCA IR RIET 250, 077
PRI BEAEAR, SO 438, Fhlllm, e SR, S5 208

® For Individual Certificates and Organization Certificates, GDCA classifies them into four categories
according to the security level, authentication method, and private key protection mode of the
certificate. The higher the class, the higher the security level, and the more strict the authentication
method;

® T AEMMIEEY, B RIEBMZEER. AN E, 7l AR
BEAFIEF . N AV BREEIEF . WL (OV) B IEBFHLIF AN (SV) BEAEIE
1

® The S/MIME Certificates are categorized into three types based on the intended security levels and
authentication methods, as follows: Basic S/IMIME Certificates, IV S/IMIME Certificates, OV S/IMIME
Certificates, and Sponsor-validated (SV) S/IMIME Certificates;

® XfT SSL RS 28251FF5, X% N DV SSL (Domain Validation SSL) iFf5. IV SSL
(Individuals Validation SSL) iE+5. OV SSL (Organization Validation SSL) 57l
EV SSL (Extended Validation SSL) 1F;

® For SSL Server Certificates, there are DV SSL (Domain Validation SSL) Certificates, IV SSL
(Individuals Validation SSL) Certificates, OV SSL (Organization Validation SSL) Certificates and EV
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SSL (Extended Validation SSL) Certificates;
o i FAVEAEAUES, X N iE RS2 A UE A BV AR RS 44 1R

® For CodeSigning Certificates, there are normal CodeSigning Certificates and EV CodeSigning
Certificates;

® ISR, WTAIRGIE AN H AT 702K
® Equipment Certificates and Timestamp Certificates have no classification.

WP AT DURYE SR 22, B AW A g R AR B8 IIE 2R, ARPIES RA A
[7] F) S P Y B

Subscriber can choose suitable type of certificates based on actual requirement. Different certificates are
applicable for different cases.

1.4.1.1. N ANZKIEF Individual Certificates

MR 2N NIIBUCTAESS, D ANEAE AR NS E SN GL, 1ASs 6. 4l A T4,
ANANFGER AL G 1R NIES. 5 2 B NIEBAEN T SSL/TLS k-
UL

Individual certificate is a digital certificate that is issued to the individual, including natural person or
personnel with specific identity, such as civil servant and employee, etc. There are four different types of
individual certificates (Type | and Type Il individual certificates are not applicable to SSL/TLS certificates
and code signing certificates):

%1 RN MNEB——RBHE M A5 B R P A KA IED e, & TR 2900 )
R HE S 1 R NIEBR EFH R S 5k, GDCA R FF Rk e &2 5 &
DR ARl . FHLSRSSE, i UE AN T A RN R LT AR RE A4 L B U I A
To AR B 3 UE W R INGIAE 53 55

Type | individual certificate provides the basic authentication function in the process of online information
transmission, which is applicable for the cases of the low security requirement. There is no need to offer
identity information when applying for the Type | Individual Certificate. GDCA just need to verify the
information submitted by users, such as e-mail address, mobile phone number and so on. Type |
Individual Certificate can be used for e-mail signatures with low security requirement, client-side
authentication, and small transactions that do not require any identify certificate etc.

52 FA NS —— SRR R_E (5 BB R 15 GAE . (3 BN R 24 )
e, SEITARAH BRI, B5 2 FA G T G5 I & 7 RS
£, GDCA TRl BRSSO B, B, SEZUmIT RUR S =7 B F s i R A
B SO (5 8, E TR T R Bt . s & 5 2%

Type Il individual certificate provides the identity authentication, data encryption and digital signatures etc.
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in the process of online information transmission. It is applicable for the cases of the high security
requirement. When applying for Type Il individual certificate, GDCA requires the applicant to provide
some personal information, to verify the information submitted by users and, if necessary, to authenticate
the identity of the individual through an authorized third-party database. Type Il Individual Certificate can
be used for login through internet and the transactions with medium amount payment.

55 3 R NIEH——SLHE W _EA5 B ARSI R P 2 2 F B 1 S AE . {5 BN A
By Thne, G T L EORER M AR HIE2 3 8 NIEH I /R fhe B
SO E B LR IEREL, GDCA W25 S 3 Bk HAE A REEATIRE, B8k 1005 20nT L@ i
B MU A R A T SUEEAT B BRI RS IS B S BB =T Bl P T A5 B AT B
XFIRIE, AR ML T-45 R N 2R GE A B A IE S BRI 1 5558

Type lll individual certificate is used in the process of identities authentication, information encryption and
digital signatures etc. during online information transmission with higher security level, applied for
application areas with higher security requirement. GDCA requires the user to provide complete identity
information and application materials when applying for the Type lll individual certificates. The GDCA
must authenticate the identity data and application materials through voices, videos, photos, etc., or
compare the information with authoritative third-party database. Type Il Individual Certificate can be used
for the authentication of specific application system and e-commerce transactions with large amount
payment.

5 4 R NEB——LIE W A5 B EERE  22 00 fm S AE. 5 B
By Thae, G ZEERIRE NN AU FIE% 4 0 IR iR fhe B
S35 BTGB, GDCA W AUEIETEF . WIS i 8 A5 B S o 1 A 265 ) 4507 kAT
FiA,  BRANE LA ZIURE HF 5 228 1045 S S BB =7 Bl e o B 45 S AT B BiE, Ak
IV R AR il 3 AN ER AR e

Type IV individual certificate is used to achieve the highest security level of identity authentication,
information encryption and digital signature functions during online information transmission. It is applied
to the cases with highest security levelst. Users are required to provide complete identity information and
application materials when applying for Type IV individual certificates. GDCA must verify the identity by
voice, video, photograph, or face-face verification, etc.; in addition, GDCA must compare the information
with an authoritative third-party database. Type IV Individual Certificate can be used for the signing of
electronic contracts and large amount payment of e-commerce transactions etc.

1.4.1.2. HL#ZRUETS Organization Certificates

MR AN BCFAEH, VAR AFL RS . BURHLOG. 2 B1E%. GDCA AEL
1 ZERN5E 2 ZRHUAEDS, HAERE 3 KA 4 BHIMET:

Organization certificate is a digital certificate that is issued to organization, including enterprise, institution,
government and social organization, etc. GDCA does not issue Type | and Type Il Organization
Certificates, and only issues Type Il and Type IV Organization Certificates.
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55 3 RHVIE——SEIAE M _EA5 B R P B NIE . (5 BN Mk 7254557
RE, 8 TR 2 A EORE R AN AT FRE 2R 3 SRHUIE F fedR it e B B 5 /8 S H
THAEL GDCA U HURTEF TR K S AP REEAT IR AIE, S8R A7 30T DO I 15 5 « AU
08 S 7 AT B BIOHs FR IR 3 1R SRR B S BUBEE = U Bodie e Hh AR BT BERS BRAIE, 1%
UE-P N TR N RS SR NIE . B840 I 5«

Type Il Organization Certificates are used for authentication, information encryption and digital signature
in the process of information transmission on the Internet. It is applicable for the cases with high security
requirements. Subscribers are required to provide complete identity information and application materials
when applying for Type lll Organization Certificates. GDCA must verify the identity by voices, videos,
photos, face to face verification or compare the information with authorized third-party database, etc. The
certificate can be used for the authentication of specific application system, digital signature, and
encryption etc.

5 4 FHUNIEB——SEBE W _E A5 BAREE RE T 2 20 s i B 0 aiE . (5 B &%
TREVEIIRE, TR EORAR E N AU RIEER 4 REUVAIEF f e ft e B &
{5 B BB, GDCA AU 15 MU 471 18 5% St o i 248 1) 55 07 gt AT
W, AR AU BE SRS I B SRS = 05 B B 1045 BT LU IR, 1R R
AT TSR KRBT RS LS.

Type IV Organization Certificate is used to achieve the highest security level of identity authentication,
information encryption and digital signature functions during online information transmission. It can be
used in the cases with highest security level. Subscribers are required to provide complete identity
information and application materials when applying for a Type IV Organization Certificate. GDCA must
verify the identity by voices, videos, photos, face to face verification, and compare the information with
authorized third-party database. The certificates must be used with USB Key. They can be used for the
signing of electronic contracts and e-commerce transactions with large amount payment etc.

1.4.1.3. & ZIUET: Equipment Certificates

RIANUA 25 P e FOBUFUE TS, W BFE RS A% B kdb . BRI dRas, BbSRuE -l % Hl 1k
AW S HIE, B2 W2 eE Rtes. B, 25 0R55 &MU BIUE-T5 5 30 b 45 7T L2
ool X 3k P 5% 2 KD S 7y, B3 SSL/TLS e sl LAAE XU AT N2 25 1 o

Equipment certificate is a digital certificate that is issued to equipment, including servers, firewalls, routers,
and etc. It is usually used for network equipment identification and secure communications. For example,
certificates issued to servers enable browsers to authenticate the identity of website with certificate and
create SSL/TLS channel for secure session.
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1.4.1.4. ZALMAZAEF S/MIME Certificates

22 A MR UE A5 — ABCI P 500 o I A o s AN K 25 42 DL S W R it 1) 22 A, — 7
T ) AOREBR A A8 # BAn FOSeE, o5 — D5 T DRl 1 A S R o AS At N Pl s S B
I B BB RSB BEATIGAIE, A DR BT B A 2R PR e B A

2 AW IEFARIESN A FIAT AR 255075 20: - SERE A IE A5 R 98k i 7 B R bk
PR PR AN AR HL 3 MR ik B AT 5 (R SE S s TV BRAFIEAS % TTREXE A A 7R
PEHAERT A B FEHIBLL S N7 M LA 3 i BCSe B BEAT BIE s OV MRAFIEASRR 1
WAE HL T B PF AR P AR SEHIRL ISR B BRI B SR AU IR U SE By AT BRI SV
HUAAN D BBAUETS, B T 30AIE FL IR A AL 3L, 4356 7 MR bk BT I
HUR RV ARS8 B4 EAT BT

S/MIME Certificates are generally used for encrypting and digitally signing e-mails and ensuring secure
data transmissions, the certificates can ensure the authenticity of the identity of an e-mail sender and
guarantee that the e-mail will not be read or tampered by an unauthorized party during the transmission,
and the certificates will be verified by the recipient of the e-mail to ensure the integrity of the e-mail.

When it comes to the authentication in relation to S/MIME Certificates, GDCA follows different
authentication methods based on the types of the certificates: for Basic SIMIME Certificates, GDCA only
validates the ownership and control of an e-mail address and will not validate the identity of the e-mail
address owner; for IV S/IMIME Certificates, GDCA validates both the ownership and control of an e-mail
address, and the identity of the individual who owns such e-mail address; and for OV S/MIME Certificates,
GDCA validates both the ownership and control of an e-mail address, and the identity of the organization
who owns such e-mail address. For Sponsor-validated (SV) S/MIME certificates, GDCA validates both
ownership and control of an e-mail address, and the identity of the organization as well as the individual
affiliated to the the organization who owns such e-mail address.

1.4.1.5. SSL AR552%2RiE+5 SSL Server Certificates

SSL/TLS AR %525 2KEPHniR Web MubEE Web AR 254y, 7] LLRF-E B 99k 1) £
PrEE . $RAL SSL/TLS In#&i@iE, NMEH T8EZH . AT A aI6AE .

SSL/TLS server certificate is a digital certificate that identifies the website or server, applicable for
verification of website certificates and provides SSL/TLS channel. It cannot be used for signature or
verification of transaction and payment.

GDCA JIZ5 & ) SSL Mk 55 #RAUE B 45 LA T PUAb:
SSL server certificates of GDCA include the following:

® EVSSL iEF (Extended Validation SSL Certificates), B4 36 E Y Ak 5% 25 1UF 5

® EV SSL certificate (Extended Validation SSL Certificates), the extended validation SSL certificates.
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® OV SSLET (Organization Validation Certificates), B 75 BL461E WX vk Fr A WA LS B
W PIARESRY SSL I+

® OV SSL certificate (Organization Validation Certificates), the SSL certificate requires to verify the
identity of the organization that owns the website.

® [V SSLiE+ (Individuals Validation SSL Certificates), B 75 3EE0IE N4 s # /NN &
B HIFRHET SSL E

® |V SSL certificate (Individuals Validation SSL Certificates), the SSL certificate requires to verify the
individual identity of website owner.

® DV SSL iF# (Domain Validation SSL Certificates), B[} - 3&1F ¥ sk 38 44 Fir G AL [H) 7] 5
1 SSL iFF

® DV SSL certificate (Domain Validation SSL Certificates), the SSL certificate that only verifies the
ownership of the website.

Hodr, OV SSL iF5. IV SSL i 5 ] SZHIL R 356 41235 (25 B 25 DL K R s £ 473 IR B8 IE T R
DV SSL ilF 5 R 24t M35 (5 BRI hie . EV SSL FHiEf5 (GDCAEV iFPB5EEE), 4
CP AP H AT BRI IR

OV SSL certificate and IV SSL certificate provide the functions of information encryption and verification of
website identity. DV SSL certificate only provides information encryption. The issuance and usage of EV
SSL certificate conforms to “GDCA EV CP”, which is no longer covered in this CP.

SSL i 55 &k P AN R A AORRSE,  nmlldsk4s . BUR A 55

The types of domain names in SSL/TLS server certificates are not restricted, e.g. .com, .gov etc.

1.4.1.6. A2 KESS CodeSigning Certificates

FRBS2E 4 FEUE b IR FORIR B P, R REH T3 R v 4, MG
TR 5 SO s sE RN A -

CodeSigning certificate is a digital certificate that identifies the source or owner of the software code. It
can only be used for digital signature and cannot be used for transaction, payment and encryption, etc.

AR AL RUE ST b AR, AP A T XRE RS mEAs. &
BURAF . SRR

Subscriber must commit not to sign malicious software, virus code, infringement software and hacker
software using CodeSigning certificate.
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1.4.1.7. BTAJERZRIEFH TimeStamp Certificates

I TR 5 5 B I Rk 25 4, SR 2 T e

Timestamp Certificates are mainly used for Timestamp servers to provide digital signature service.

1.4.1.8. ZRIEFHUE KIS RFRIREF CP Object Identifiers of Certificates

FEZR CP O RESRAEAS (IEAS BRI I e — N — 6 SAm IR FT, BRI R

We assign a unique object identifier to certificate policy items of different types in this CP, the regulation is
as follows:

%tF H1 ROOTCA (RSA) iE-5. GDCA ROOT CA iE-5. ROOTCA (SM2) . GDCA ROOT
CALIE-BAE R CA B2 kK I FHIES, IFHRIEARIRTF (OID) 41R:

51 RN NIE PR 1.2.156.112559.1.2.1.1

552 RN NAE P 5 1.2.156.112559.1.2.1.2

553 RN NIEP AR 1.2.156.112559.1.2.1.3

554 KA NIEP 3RS 1.2.156.112559.1.2.1.4

55 3 RHUAE PR : 1.2.156.112559.1.2.2.1

55 4 RHUE P I 1.2.156.112559.1.2.2.2

WAL HEMS: 1.2.156.112559.1.2.3.1

DRI H SN © 1.2.156.112559.1.99.1.1

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1, the allocated policy OIDs are as follows:

Type | individual certificate policy: (1.2.156.112559.1.2.1.1)
Type Il individual certificate policy: (1.2.156.112559.1.2.1.2)
Type lll individual certificate policy: (1.2.156.112559.1.2.1.3)
Type IV individual certificate policy: (1.2.156.112559.1.2.1.4)
Type lll organization certificate policy: (1.2.156.112559.1.2.2.1)
Type IV organization certificate policy: (1.2.156.112559.1.2.2.2)
Equipment certificate policy: (1.2.156.112559.1.2.3.1)

Certificates for test purpose: (1.2.156.112559.1.99.1.1)
XF T i GDCA TrustAUTH R5 ROOT iE-f5. #(Z2 48 R5 R CA iE+5. GDCA TrustAUTH

E5 ROOT 22K 2% CA 2 K I FES, RS 3ENg (OID) R P ANEan T
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EFHRH REEXT RARRAF FHHE HiE
HE 4 AE Eﬁiﬁ‘ﬁ?ﬁg’%%Mﬁ’ﬁ 2022411 A1 H
AN Hhe N 2
;i%f.11zwﬁu5leL1 SR R I e 7S T §;§2f$ﬁé
o L I A2 A7 °
Adobe X SAARE: Brs4, Ak,
pr iy | 210N LLL2 e . Adobe R4
SAARE: B4, PN,
HLAAS I | 1.2.156.112559.1.1.2.4 | #EIN%
HES 2.23.140.1.5.3.2 WHORT SR EA YR B i S IR,
HL T IR R4
SAARE: B4, PN,
WLRIERAE | 1.2.156.112559.1.1.2.1 | #En#,
1 2.23.140.1.5.2.2 Haom M SRV &P un S A 5L,
H T R R
BN BUrss, B, #%
A EBAEIE | 1.2.156.112559.1.1.2.2 | #Eins,
B 2.23.140.1.5.4.2 WaeR RSV % i S BRI,
L WA DR 3
FHRNE: BUrss, B, %
FEREHBAIE | 1.2.156.112559.1.1.2.3 | %,
B 2.23.140.1.5.1.2 WaeR RSV % i S BRI,
L WA DR 3
X B Brssss,  BmHnEE,
D L 1.2.156.112559.1.1.4. i . . .
o SSL i SIS st 2 GE |
T 55 2 B A BRAILE o
X TR Brsk, wPHINE.
%V SSL i SSABIA ssmmik, % GE |
R R 5528 G 56l
‘ B Brsss,  BmHnEE,
M it LSS LLAD ks %S E
T 55 % B A B6AILE o
X TR Brsk, FHINE.
i SSL ik SIS st % pGE
T R 5528 G 56l
3 AR 25 B BFEs4,
PN 1.2.156.112559.1.1.5.1 e
EV RRIBZE | 1.2.156.112559.1.1.7.1 | ZEHAE:: $r%4.
AL N 2.23.140.1.3 Whom A S F L. AR 4 .
w v, Hpeest
TR BRAE TS | 1.2.156.112559.1.1.8.1 EAMIL: BrE.

R R EE I HIVE I )R

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT, #{ZRH{{

R5 #R CA JE#, and GDCA TrustAUTH E5 ROOT, the allocated policy OIDs are as follows:

Types of Certificates

Policy OIDs

Key Usages

Remarks
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Email Certificates
(Previously the Type |

Individual Certificates)

1.2.156.112559.1.1.1.1

KU: Digital Signature, Key
Encipherment.

EKU: Client Authentication,

Email Protection.

This policy OID will
not be used to
identify the email
certificates as of 1

November 2022.

KU: Digital Signature, Non
Repudiation.

Adobe PDF signing
" 1.2.156.112559.1.1.1.2

certificates EKU: Adobe Document
Signing.
KU: Digital Signature, Key
Encipherment, Data

SV S/MIME | 1.2.156.112559.1.1.2.4 Encipherment.

Certificates

2.23.140.1.5.3.2

EKU: Client Authentication,

Email Protection.

OV S/MIME Certificates

1.2.156.112559.1.1.2.1

2.23.140.1.5.2.2

KU: Digital Signature, Key

Encipherment, Data

Encipherment.
EKU: Client Authentication,

Email Protection.

IV S/IMIME Certificates

1.2.156.112559.1.1.2.2

2.23.140.1.5.4.2

KU: Digital Signature, Key

Encipherment, Data

Encipherment.
EKU: Client Authentication,

Email Protection.

Basic S/MIME

Certificates

1.2.156.112559.1.1.2.3

2.23.140.1.5.1.2

KU: Digital Signature, Key

Encipherment, Data

Encipherment.
EKU: Client Authentication,

Email Protection.

DV SSL Certificates

1.2.156.112559.1.1.4.3
and 2.23.140.1.2.1

KU: Digital Signature, Key
Encipherment.

EKU: Client Authentication,
Server Authentication.

OV SSL Certificates

1.2.156.112559.1.1.4.1
and 2.23.140.1.2.2

KU: Digital Signature, Key
Encipherment.

EKU: Client Authentication,
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Server Authentication.

KU: Digital Signature, Key
1.2.156.112559.1.1.4.2 | Encipherment.

IV SSL Certificates
and 2.23.140.1.2.3 EKU: Client Authentication,
Server Authentication.
KU: Digital Signature, Key
N 1.2.156.112559.1.1.6.1 | Encipherment.
EV SSL Certificates

and 2.23.140.1.1 EKU: Client Authentication,
Server Authentication.

Standard Code Signing KU: Digital Signature.

- 1.2.156.112559.1.1.5.1
Certificates EKU: Code Signing.

EV  Code Signing | 1.2.156.112559.1.1.7.1 | KU: Digital Signature.
Certificates and 2.23.140.1.3 EKU: Code Signing.

KU: Digital Signature.
TimeStamp Certificates | 1.2.156.112559.1.1.8.1

EKU: Time Stamping.

1.4.2. FR &1 I UEF A Prohibited Certificate Uses

—fME, GDCA EH2 — Bt HBHIESS, AT LIS [F 0T 2 [AAH LR . A
ik, GDCA EHED e Eig 2 BIRHIH, A e+ R eeH TN AR PR, AR E
MRS A EAVIE A . 5B REIA—EHIES, ARAA CP RBI NS
In general, GDCA certificates are general certificates. These certificates can be used among different
relying parties for mutual operations. However, some features of the certificates are prohibited. For
example, the Individual Certificate can only be used as individual case rather than the cases being used

as Equipment or Organization Certificate. Certificates shall not be deemed as trusted by this CPS if they
are not corresponding to their respective usages.

SRAEAEAR AT B Bl SE A IR B B X 2 a1 S RS, B4R AR (T ik
RIS S EGE AR L AR S 55 A FE S, 75 bt s AR S R B O,

The certificate is prohibited to be used in such circumstances, such as any violation of state laws,
regulations and national security or legal consequences, in addition, a certificate is prohibited to be used
in business that involves criminal activities, or in business forbidden by laws, otherwise all legal liability
that triggered by this will be taken consciously by user themselves.
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1.5. SREZEFH Policy Administration
1.5.1. S SCRY B E MM Organization Administering the Document

GDCA %4 M2 fi 7k GDCA HL YL AR 55 AT Sl 1) oo B BEALRY, S0 5T 011 0E 4
P RIfEREAS CPo

GDCA Security Policy Committee is the highest management authority responsible for review and
approval of electronic certificate services, as well as the highest decision organization to perform
inspection and supervision of the CP.

GDCA %A RIEE A HRE T ARERZE, TEH O SR 2RSS 0 &
A RFB EIERR AR

GDCA Security Policy Committee is assigned as the document management authority responsible for
establishing, publishing and updating this CP. The committee consists of the relevant representatives with
the right of decision-making from GDCA’'s management, administrative center, technology center, and and
customer service center, etc.

GDCA %45 2 G2 IO TAT R B3 A A UIE A5 SR BEAT 7 B HERS , 2247 — SR E AL,
ISRIEEAE, 2 32 AR T X R ERL

Member of GDCA Security Policy Management Committee has the right to vote over management and
approval of certificate policy. The Chairman of the committee may have two votes for decision in case of
tie of votes.

A SRS SO AR Ah A 5555 H AR AT BUE BT 4298

Consultation of this policy document to the external parties and other routine jobs are undertaken by the
administrative cernter.

1.5.2. BR& A Contact Person

1.5.2.1. iEH R Certificate Problem Report

RS i) ARy SIE B E SR A0EE LT 7 Nz — 4258, HAEF 1% K 4 41 L A5 1 %
PR

® KHEFEZ: webtrustreport@gdca.com.cn; BY

® F(Hi: 4007008088

Any certificate problem reports or certificate revocation requests shall be submitted through one of the
following ways and certificate revocation requests must be submitted in writing:

® E-mail to: webtrustreport@gdca.com.cn
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® Call: 4007008088

1.5.2.2. CPS |4 CPS Related Issues

BRI GDCA 1T EUE L]
Contact Department: GDCA Administrative Department

RN £t

Contact: Ms. Wang
MR- bk . gdca@gdca.com.cn

E-mail: gdca@gdca.com.cn

BEZAHE: +8620-83487228
Tel: +86 20-83487228
Huhib: A NRILFIET RAT MRS XA 112 SERILEFRRE 30 £ 3001 =

Address: Unit 3001, 30F, Pearl River International Building, No. 112 Yuehua Road, Yuexiu District,
Guangzhou City, Guangdong Province, the People’s Republic of China

MB4w: 510030

Postal Code: 510030

1.5.3. RE CP FF5 IRIEHINLH Person Determining CP Suitability for the Policy

A% CP Hi GDCA ‘% & 52 iy =~ ibife, BAEA CP MBI RIpRA AR

This CP and the corresponding revisions and version changes should be approved by the GDCA Security
Policy Committee.

GDCA %4 Mg 2 2 71 51 V-l GDCA 1) CPS 2 BT & A CP, ZHL#EFI P E GDCA [
CPS /& 75 57 CP AHE M ALK .

GDCA Security Policy Committee is responsible for assessing whether GDCA CPS is in accordance with
this CP as well as approving and deciding whether the CPS of GDCA corresponds with the CP or not.

1.5.4. CP #it#EF2F CP Approval Procedures

K CP B GDCA %4 5RN&Zs i o H RN 3L E SCRY, #2228 GDCA 4 ikms 2 i =it
HEHF % .

This CP is drafted by relevant personnel organized by the GDCA Security Policy Committee and
submitted to the GDCA Security Policy Committee for review and approval.
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1.5.5. CP {&3T CP Revision

GDCA Kt CP HEAT ™ A& B CASTE ], I 1 2 KR R T oS FH E.

GDCA R4k BRI . BORER L PRk AR Sk 55 K G LA HET 4 CP, [4]
%+ F H GDCA TrustAUTH R5 ROOT iE+5. £ 4L R5 R CA iE45. GDCA TrustAUTH E5
ROOT %KM CA FrE KA AEIEH S, GDCA &t # CAB Wiz

(https://www.cabforum.org. ) & i [] 5 #7 i A< [f] Baseline Requirements. EV Guidelines. Code
Signing Baseline Requirements. S/MIME Baseline Requirements £ NCSSR [#) 23k & BH&1] CP.

CP % 5 /NHMRIEAH R G AE CP BT @I, #2758 GDCA %2 RIKE R Hii%, &%
Tt s, 1IEUE GDCA B J7 Wk B &k Af

A CP ZDFHEBIT IR WERTNESS), WESERAS . EF AT R AR50 6]
AT id5xK

GDCA will implement strict version controls on this CP, and such work will be arranged by the GDCA
Security Policy Committee.

This CP will be updated timely in line with the changes of national policies and regulations, technical
requirements, standards and business development. Meanwhile, for the publicly trusted certificates
issued by the subordinate CAs that are issued by GDCA TrustAUTH R5 ROOT certificate, %z 4% R5
& CAIETS and GDCA TrustAUTH E5 ROOT, GDCA shall also update this CP according to the latest
versions of the Baseline Requirements, the EV Guidelines, the Code Signing Baseline Requirements,
S/MIME Baseline Requirements and the NCSSR of the CA/B Forum (https://www.cabforum.org).

This CP is updated at least once every year. Even if no other changes are made to the contents of this CP,
GDCA will increment the version number and update the release date, effective date, and the revision
records of this CP.

1.6. & XH4EE Definitions and Acronyms

1.6.1. AR5 E X — YR List of Term Definition

Aig & X
GDCA %A RIEZE4x | GDCA TAIEAR Sk F A 1 e i SR A 3 s B LA A CP — 3K
PE Y E WL
HLFUIEAR S5 WL BTN, BR, R EEIE BRI . ZARIEEH
TR CAs & HZ CAs.
ML ML (Registration Authority, RA) 1 57 &b FHE 15 H il
FNEFAT IR E R, HWg 2 3RS VAIE RS, i
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AR RIS EALE N RE SR, SO RS FRE #E 3EAT
bR, Ao B IR R IE R, AR AR
HR 55 AL ik 4 B Ik B B 3 B I R

SE A T3, TR AH S S hIE.

IR SIS HIZE AAEAS (K TOAEAR ST (CAD B IR AT R 2644
L ST 1) LR UE P IR A I TR 26

L ARV 45 0 Y RAE N, B8k, EHE AR E BHEZA) — 3CA

I8 4 ARG BEE R R AIRRE .

SEAPRE A BFE IR A RS PR SO SR A

Linting 451

— M SR AR A, WHET (RFC6962) iEFh. WEF
A FIZREL OCSP M JRE, BAF2E A3 5 (RFC 5280 £ 4.1.1.1
TR tbsCertificate) FEATRE A AIIRE, DARAARELATF & FLLR 2L
KA SCRTC B SO BRI o

FELUEFRRA L FELAUEFAT A PP, ARG 7 N FH A4 Wi 48 g 1 1
K&

A FH 2 SR R RS R B R 28, Tl s
Bk, N B R A R R I ) il s E O

N BN TR R AR B RAH R B AT, Al RN R T
i, DA se 5 ARV — QB 784, Kk
AT ISR, DMEAUH RORL S & T RS Bk AT
R o

YNBSS ilgi —HABFERE . . NG RS R THER S, H
TSLHLEE T AP S SOE BRI nEa . k. EH
S AL FH D 6E o

AFLAFUEF EH 1 FCAH S B AR IE 5 DUE AR 0 T 20AE )72 T AR FH 3
W, NI AT AE HJIE .

& ) E T FFEr s CP 71y 8.2 Ik K 1) H AR N BE SR

AT WA BAIE S 1) B SR N BE A SAA

TH WeRE AR H IR N B SEAA,  HLAZ 3T 7 IS E Al FH 2% 5k
LI AR N BRI A

ANk WUER S WA S5 UE+ BiE NAT 2 Z B0, & ie 1
FITHIBU 5 54T

WebTrust CPA &= KAEFSFIAIE AR HLAA ) WebTrust I H AT FRiHE o

Term Definition

GDCA Security Policy
Committee

It is the highest management and monitor function for CPS and the
decision-making agency pursuant to CP within the GDCA certification
services system.

Certification Authority An organization that is responsible for the creation, issuance,
revocation, and management of certificates. The term applies equally
to both Roots CAs and Subordinate CAs.

Registration Authority A Registration Authority (RA) is responsible for processing service
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requests from certificate applicants and certificate subscribers, and
submitting them to the certification authority for the final certificate
applicant to establish registration process. RA is also responsible for
identifying and verifying certificate applicants, initiating or transferring
certificate revocation request, and approving certificate renewal or
re-key request on behalf of the certification authority.

Certificate

An electronic document that uses a digital signature to bind a public
key and an identity.

Certificate Revocation List

A regularly updated time-stamped list of revoked certificates that is
created and digitally signed by the CA that issued the certificates.

Certification Practice

Statement

One of several documents forming the governance framework in
which certificates are created, issued, managed, and used.

Domain Name

The label assigned to a node in the Domain Name System.

Fully Qualified Domain
Name

A Domain Name that includes the labels of all superior nodes in the
Internet Domain Name System.

Linting

A process in which the content of digitally signed data such as a
Precertificate [RFC 6962], Certificate, Certificate Revocation List, or
OCSP response, or data-to-besigned object such as a tbsCertificate
in RFC 5280, Section 4.1.1.1) is checked for
conformance with the profiles and requirements defined in the

(as described

Baseline Requirements.

Online Certificate Status

Protocol

An online certificate-checking protocol that enables relying party
application software to determine the status of an identified certificate.

Private Key The key of a key pair that is kept secret by the holder of the key pair,
and that is used to create digital signatures and/or to decrypt
electronic records or files that were encrypted with the corresponding
public key.

Public Key The key of a key pair that may be publicly disclosed by the holder of

the corresponding private key and that is used by a relying party to
verify digital signatures created with the holder's corresponding private
key and/or to encrypt messages so that they can be decrypted only
with the holder's corresponding private key.

Public Key Infrastructure

A set of hardware, software, people, procedures, rules, policies, and
obligations used to facilitate the trustworthy creation, issuance,
management, and use of certificates and keys based on public key

cryptography.

Publicly Trusted

Certificate

A certificate that is trusted by virtue of the fact that its corresponding
root certificate is distributed as a trust anchor in widely-available
application software.
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Qualified Auditor A natural person or legal entity that meets the requirements of section
8.2 of this CP.

Relying Party Any natural person or legal entity that relies on a valid certificate.

Subscriber A natural person or legal entity to whom a certificate is issued and who

is legally bound by a subscriber agreement.

Subscriber Agreement An agreement between the CA and the Applicant/Subscriber that

specifies the rights and responsibilities of the parties.

WebTrust The current version of CPA Canada’s WebTrust Program for

Certification Authorities

1.6.2. IRME S HA X — %3 List of Abbreviations and their Meaning
CA Certification/Certificate Authority B T AAE RS M LM
CAA Certification Authority Authorization YAEHL AL
CP Certificate Policy E P8 sk
CPS Certification Practice Statement T AIE Y 2% 20 )
CRL Certificate Revocation List TEB RO A 2
CSR Certificate Signing Request TEBE R
DBA Doing Business As RS
DNS Domain Name System 4 %%
EV Extended Validation P R IF 48 BRI E
(US Government) Federal Information Processing | (g ®pjif) BEHYE BAb
FIPS Standard
H b
FQDN Fully Qualified Domain Name S A [ SR I 44
Global Digital Cybersecurity Authority CO., LTD. ¥ 2z AR I 45 A TR
GDCA
A
oTLD Generic Top-Level Domain i T 238 42
IANA Internet Assigned Numbers Authority I G 4 BT M
Internet Corporation for Assigned Names and |  gf iy 4 = 5 g 2
ICANN | Numbers
LA
ISO International Organization for Standardization BrAT AL ZH 27
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KM Key Management B A T
LDAP Lightweight Directory Access Protocol 2B 2% B 07 L
LRA Local Registration Authority A LR
OCSP Online Certificate Status Protocol TERTEBIRA T

State  Cryptography ~Administration Office of | 576 P a5 A T
OSCCA | Security Commercial Code Administration of

China TPAE
PIN Personal Identification Number AN AR D
PKCS Public KEY Cryptography Standards NS R R A
PKI Public Key Infrastructure INEH R
RA Registration Authority Rk Al

Request For Comments 5 SR b v (— ol B
RFC

W bR )

SSL Secure Sockets Layer A
TLS Transport Layer Security F it R 224
AATL Adobe Approved Trust List Adobe JHAEEAEHIF

2. RA 518 B EFFE Publication and Repository Responsibilities

2.1.

GDCA 1

B MM ATTHIAE B,

& B FE Repositories

EREWIRAE . BUEHES K SIEBAERIER .

GDCA ERENEBIEEARNRTLLTANZ: CP Ml CPS BT A A . F+H. CRL. T )7
s, PA B GDCA TR BN KA MG E . GDCA 4 Kbt K ATEFEIETS . CPS &1 FtL
EHEEENE. GDCA 158 ] LU Whk: https://www.gdca.com.cn £, B{H GDCA [l

i E I HE

HBINIVEIRST -

GDCA repositories are open to the public. It can store, retrieve certificates and their related information.
GDCA repository includes but not limited to the following: current and historical CPs and CPSs,
certificates, CRLs, subscriber agreements and other information published by GDCA when necesary.
GDCA will release certificates, CP and CPS revisions and so on timely that must remain consistent with

the CPS, relevant laws and regulations. You can search at https://www.gdca.com.cn or via any other

communication methods specified by GDCA at any time.
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2.2. {EBBIKF Publication of Certification Information

GDCA 7£ ' 77 M3l https://www.gdca.com.cn K15 EFE, %M GDCA KATFTA1EE
BE 2. B BRI IRIE .

GDCA publishes repositories on its official website (https://www.gdca.com.cn). The official website is the

primary, most prompt and authoritative channel to publish all information about GDCA.

GDCA @it H 3RS 28 R AT P IIE A CRL, 1T 7 8Lk#t 7 vl LU Ui M) GDCA (1)
B RRBGIE P 45 B RS IE P41 [, GDCA $fE&iEFIRESE WS, 1T/ 8K
7 AT S B IE R IRESE B

GDCA publishes certificates and CRLs via LDAP. Subscriber or relying party can obtain information of
certificates and CRLs through GDCA's official website. Meanwhile, subscriber or relying party can get the
current status of certificate instantly via OCSP service provided by GDCA.

[, GDCA 45 2 iR 7 ZR MU A T R (M NEAT 15 B A

Meanwhile, GDCA may also release any related information in other possible forms.

2.3. RATHIE I3 Time or Frequency of Publication

GDCA fEV] PR K BE RS, 8 B J7 sk B 2 RHIE 5 AT CRL K AT .

X+ H ROOTCA (RSA) iE+i. GDCAROOT CA iE+15. ROOTCA (SM2). GDCA ROOT
CALIERZERIIFH CA FiZ R FIET, CRL KA 8 /I,

Xf 1 i1 GDCA TrustAUTH R5 ROOT iE-f. #Z2i48 R5 R CA iE+5. GDCA TrustAUTH
ES5 ROOT &R CA FiZ R M1 FE+S, CRL KA EN 24 /NiF,  H. nextUpdate 7 B¢
FIME AR H thisUpdate {1 10 KLA_E.

FER SR T, GDCA 7] LLEATREIET A CRL KA A, GDCA B4 KA —IK
HL P YRR S LI CAE S 51% (ARL).

GDCA releases automatically the latest certificates and CRLs via its official website when the certificates
are issued or revoked.

The subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1, the CRLs are issued every 8 hours.

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT, #Zht{t
R5 R CAIE$, and GDCA TrustAUTH E5 ROOT, the CRLs are issued every 24 hours and the value of the
nextUpdate field is not more than ten days beyond the value of the thisUpdate field.

In particular, GDCA can choose time to release the certificates and CRL in case of an emergency. GDCA
releases CRL of CA (ARL) every year.
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5 R A Y 2R 1 R AT TR RIS, th GDCA A vesE, IR A L% A
R, I HRAT [ SR 2R o

GDCA can individually choose the time and frequency of releasing other information of repository. The
release is efficient, timely and consistent with the requirements of the laws.

2.4. {5 BEVFH$EH] Access Controls on Repositories

GDCA 15 2 EEH G BRI AT RATN, AR A REWE AR, XX 2845 B A R L0717
ANBEAEATRR A -

GDCA i P28 2 2B R eevit. 2 B iR AL AN 7 74 6

TEBERE. MR B KASEERE.

The information in GDCA repository is publicly available. Anybody can read the relevant information, and
there are no restrictions on the read-only access of such information.

With network security, secure system design and security policy, GDCA ensures that only authorized
employees can add, delete, modify and publish the repositories.

45



[] SR RIXIRIGBIRD S
m (RO TR C e Secun ity Athonityg Coe Lo GDCA -‘LIE:H%H{% (VB. 3 )]-[&)

3. iR 5 X5 Identification and Authentication

3.1. %74 Naming
3.1.1. %R A Types of Names

GDCA 2R METIEBAF & X.509 brifE, /Ao iE 5 RiAT & I EARE 4, R X500
LIEXVIE:W

The certificate issued by GDCA format meets X.509 standard and the identifier which is assigned to the
subscriber as the DN meets X.500 standard.

XFF SSL/TLS ARZS#3UETE, B misk 42 #Rasin ) = @i & i, 1 3 s H 2 o8 384,
WAL B — AN B 32 U 44 P I A3k 44 B TP bt

For SSL/TLS server certificate, all domain names or IP addresses are added as the Subject Alternative
Name and the common name is a primary domain name which must be one of the domain names or IP
addresses from the Subject Alternative Name.

3.1.2. Xn A B X HIZER Need for Names to be Meaningful

VPR AL i i 4 B EAT — @ AR S, WL EIE B R B A LA R
HURAEII S

The subscriber’s name must be meaningful, usually contains the semantics which could be understood.
The name could be used to confirm the identity of individuals, organizations or equipment in the certificate
subjects.

3.1.3. TP RIEAZ B84 Anonymity or Pseudonymity of Subscribers

T PRRAE IS % HE D, TR RS .

Subscribers cannot use anonymous or pseudonyms to apply for certification. Also, anonymous or
pseudonyms cannot be used in certificates.

3.14. RRBEAE) A 44 K93 Rules for Interpreting Various Name Forms
1K X.500 HJ 44 iy 44 MU AR o

The interpretation should conform to naming rules of X.500 DN.
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3.1.5. 4 ME—M Uniqueness of Names

GDCA NORIERE R4 HAT P IES, HEAREA, £ GDCA [FAERAZME— 1. 2
U R A2 AR, BSE HEE DL Se A -

DN of certificate must be unique for different subscribers in GDCA trust domain. When DN is not unique to
different subscribers, the first applicant of this DN shall govern.

316,  HEREIRA. R 5HE

Recognition, Authentication, and Role of Trademarks

GDCA 25 & FIUEAS i) EAREU 2 AR SR br 4

Subject’'s DN of certificate issued by GDCA does not contain any trademarks.

3.2. WG H3HaIA Initial Identity Validation
3.2.1. iEBHHA FAEH R 572 Method to Prove Possession of Private Key

UE P B & 0 I B 456 5 BT By A A B AR S AL, IR B B 7 VB 4S AR IE P S T
B a&EFEY (PKCS#10). e 5SS R 7%, 803 GDCA ZR I ek
W, BRI IVIGELE S (B2 E i S A A BRI B2 ) PIN i) 2%,

Applicants must prove that he/she holds the corresponding private key to the public key being registered.
You can use the ways of digital signature contained in certificate request messages (PKCS#10) or other
equivalent method to identify the secret keys, or some ways required by GDCA, such as initial information
(distributed key medium and its PIN code), etc. to prove that you holds the relevant keys.

3.2.2. MAN B HI %] Authentication of Individual Identity

NS IR IR 2
Authentication of individual identity includes the following:
1 SRNEM ARG EARR TSN B kB % B IS BUR U AU (1 BEVSUE TS A S 43
WA RO, B A R KA RO RIBUBER =7 Bl A

1. Authentication attestation includes but is not limited to valid government issued personal ID or
military 1D, or valid authoritative third-party database signed document.

2. AZEUE U OGRS B 5 E RO EGE =y SR E R R R ARTE, # RS EIEE
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AR, (HIENHME B RALLRIEE A .

2. GDCA verifies to a reasonable level of assurance that key information in certificate application
matches valid document or third-party database. But final confirmation of applicant’s information
shall govern.

3. VTSR X B MU R S5 75 SRS BUR A LRI 28 R KA 28T

3. Subscribers can submit valid government issued document through methods such as face-to-face
submission or postal mail.

4. XFUAREAELF AN E 34 R, 38 75 ZE5R A8 H e A SR A R E BT AL o

4. If an applicant belongs to an organization and applied on his/her own, relevant attestation from
his/her organization should also be provided.

5. MNP ANRGER LA, AT BZ: T PRS2 N7
UEFS S B 3RO B I N RS R ) S5 B R EN

5. GDCA authenticates the representative’s authority to represent the applicant by checking authorized
document from applicant and valid original and copy of personal ID.

HHIEE DU EYEER, FF BN SAE, DAHIEAR SR TN
Ji&

i

o

If the request contains organization information, GDCA should confirm the existence of this organization
and the applicant belongs to the organization.

GDCA DAZIRIEA NPT HIE HRE B2 A, PATAFR SS9 770, — RS,
WET A, Zagutke, S0 A0S, SR N . 21 BN NIET A 2
A NIEFALEH T SSL/TLS iE-PB AL 4 E F .

GDCA must perform different authentication methods depending upon the type of certificate applied by
the individual. Generally, the higher class certificate type means higher security level, and stricter
authentication method with more comprehensive authentication information. Type | and Type Il individual
certificates are not applicable to SSL/TLS certificates and code signing certificates.

Lo X 1N AETS, $47 LR 40
1. For Type | Individual Certificate, the following authentication is performed:

GDCA W HIAUEH PG R, KT P B8 A AT 30 . #iA 7 =n] LR A
HIE R AR I BOE I L AU S A S 7 ke S K FR I R TR AS IS B
HIFIHALE . GDCA ANHAIN AE LR BT & HIUE 5 AR BRI UEAS B LAAT R A 5 0315 22 S
AR, BT HIEEANM.

GDCA only verifies the information submitted by the subscriber and does not validate the identity of the
subscriber. The information submitted by the subscriber can be validated by sending a verification code,
making a phone call, sending an SMS message or any other reasonable ways. GDCA will not ensure or
guarantee the validation and reliance of other information, and will not validate whether the information
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belongs to the subscriber, except the information submitted by the subscriber.

2. XTH 2 RN NET, HATEL R
2. Forthe Type Il Individual Certificate, the following authentication is performed:

GDCA 753k Frdg A2 s 2, IR (3B 4 0T 7 ISR ik 4% . #A g 2GmT A
FEIE IR BB AR SIS B i HL T FURE AR S Al e (1075 2ORBAIE FE & TR A1t i
FRBVESLAE, WER, BT A AR =07 B R A AT SE R T SO H A SRR Sy
R BT SEIRIE,  BOR HIE & PR L RS B S A R 2

GDCA shall verify the information submitted by the subscriber, and to verify that the common name is the
real name of the subscriber. The information submitted by the subscriber can be validated through
sending a verification code, making a phone call, sending an SMS message or any other reasonable
ways. GDCA can also validate the identity of the subscriber through the well-known third-party database if
necessary, to ensure the consistency of the information from different channels.

3. XFH 3R NES, PATUUTER:
3. For the Type Ill Individual Certificate, the following authentication is performed:

1) WAHTEE SR I SEENE R AR TT S AU IR AT H I & 20— BUR
DU T AR A R I B SO (R RS A E. IR, F B
il S , GDCA 6 BAZAE W S S A AR TR sl i (R R, 44 22, GDCA
A LAE S 25 KA 8B U E W SO RS BB = 07 04 PE AT R A A R Sy,
A DLEE IS EE I A AR SO0 B SR IS AT R SERAIE, BRI
RUMEE SELSR .

1) Ensure the identity of the subscriber. This must be validated by obtaining at least one currently valid
government-issued photo ID (e.g. ID card, passport, military ID, or equivalent document type), GDCA
shall inspect the copy for any indication of alteration or falsification. GDCA cross-checks with an
authoritative third-party database that issues the valid identification document, when necessary,
GDCA may also verify the information submitted by the subscriber through a voice communication,
video, photo taking, etc. as well as validate through cross-checking with a well-known third-party
database, to ensure the consistency of the information from different channels.

2) BRAHIEFE AL, GDCA AT LGEEMY 57K . RAT AR IK 5 B f5 R K A5 A% K
P 2 1A 1k B AR R 28 4 1) B Uk W S A (i

2) GDCA may verify the address of the applicant using a utility bill, bank statement, credit card
statement etc., or directly rely on the address on the identification document issued by the

government.

3) BEIUEBIERMELM. GDCA M /il M7, 5 HRIEEZIGERIEK.
3) GDCA verifies the certificate request with the applicant by sending e-mails or making phone calls etc.

4) XTI BN B34 SR, 38 75 2R A8 H e AT S AL AU T AL -
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4)

5)

1)

2)

3)

4)

5)

For the application applied by someone in his’lher name who works in an organization, the applicant
also needs to provide the proof materials from the organization.

5) HHIHEELSUSIMEER, HEMNZIWEEFAE, DRI ARSETIZL
FIR A o QISR GEATAT IR B SO A28 =7 8l PE . AIAIN LT 145

When the application information contains some information of an organization, it is necessary to
confirm the existence of the organization and whether the applicant belongs to the organization.
GDCA could require the applicant to submit the certificate of incumbency, or validating by a
third-party database, or sending e-mails to the organization, and so on.

4. XFH 4 RADNES, PATEUT 5]

For the Type IV Individual Certificate, the following authentication is performed:

1) WNFEE SRR SEAERE o« AT FENARE: 1D BAURIRE FiEH
F— R BUFHUMUR 1 AR B 1 S E R S (e RS E. 7
L B IR AR R SEIERR D), GDCA K B IR B SO 2 1A AT AT B sl Dyt ) IR 5
2) RS R A RS UE B SO BB =5 s AT AN, B ORPTIR A5
BERESR .

Ensure the identity of the subscriber. Ways of authentication are: 1) obtaining at least one currently
valid government-issued photo ID (e.g. ID card, passport, military ID, or equivalent document type),
GDCA will inspect the copy for any indication of alteration or falsification; and 2) Cross-checking
with an authoritative third-party database that issues the valid identification document, to ensure the
consistency of the information from different channels.

2) HHIANFTEE L. GDCA AT L@ Yk 98K . ARAT R K B B R UK AR A S
A 2 Rt bk B B AR AU 22 5 1) B e B S B i

GDCA may verify the address of the applicant using a utility bill, bank statement, credit card
statement etc., or directly rely on the address on the identification document issued by the
government.

3) EAEIUEBIERMESEN:. GDCA ML L. W), 5 HIEE R SHETIE K.

GDCA should verify the certificate request with the applicant by sending e-mails or making phone
calls etc.

4) ALERS, GDCA AJLGEIEFME . M. Al 500 Bl & 1 B i 2t AT A
B ny A LA 1 7 AT AR A

GDCA may verify the information submitted by the subscriber through a voice communication, video,
photo taking, etc. GDCA may also validate the information face to face.

5) AT RAEANHLIF AN NS 44 CRIE ), 36 75 ZIRAS T E S 4R LR B AR .
For the application applied by someone in his/her name who works in an organization, the applicant

also needs to provide the proof materials from the organization, etc.

50



[] BSHtNEERERAS
AR S GDCA IF Fu 5 m% (V3. 3 i)

6) HHIEEEUSIMGEER, HFEMIZIREAE, ULHIEARETETZ
PRI o QB SR GEAAR LA SCPF . A SR =5 B e . IR WAL T 155

6) When the application information contains some information of an organization, it is necessary to
confirm the existence of the organization and whether the applicant belongs to the organization.
GDCA could require the applicant to submit the certificate of incumbency, or validating by a
third-party database, or sending e-mails to the organization, and so on.

WARINNA T E, GDCA & n] LUl S =T R E BRI IZHEE DN A 51,
IR GDCA BENE =TI BRI AR G S, AR =g T, SR AiEE Rt
WHMIE EAER R K

If necessary, GDCA can also verify the subscribers’ identities using the information obtained from the
third-party. If GDCA cannot get all the required information from a third-party, it may delegate the
third-party to conduct an investigation or require certificate subscribers to provide additional information
and evidence materials.

UEAh, EERS, GDCA & RS P E H e d 245 7 AR R

If necessary, GDCA may also establish other required identification methods and information.
HEE A S IRIEFTEM R L SEA R, K SIS AR 5T

The applicant is obliged to ensure the authenticity of the application materials and bear the corresponding
legal responsibility.

X+ Adobe N ASCREZEAUESS, B 005 AR ATTER 4 S NS 10 500 2R3

1To

For Adobe Individual PDF signing certificates, GDCA follows the authentication requirements under Type
IV Individual Certificate to perform identity validation.

3.2.3. P S5 1% 5] Authentication of Organization Identity

RS (BURHLI . A sArEs), 78DV CHIENRIEIE R . W& BIEP.
SSL/TLS AR5 25 iE PRS2SR AE R, T M G550, BRI N %

Organizations (government agencies, enterprises and institutions, etc.), which apply for organization
certificates, equipment certificates, SSL/TLS server certificates and other types of certificates, shall be
authenticated strictly, including the following:

1 WU R SRR SRRk BAI 7 00T BUR . BURFHIRIAE K A R0
s EFEEART IR E LA B SRR IESSE, B I8 25 AT O L
JBCER = 7 Bl AR A

1. GDCA must authenticate the legal existence of the organization. Authentication attestation such as
valid government issued documents, including but not limited to business license or organization
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code certificate, or valid documents from authoritative third-party database.
2. RZEED G GG B 5 SO EEE = BE FE TR WA, (s RIS
Aix, (HEMHE B & LHEE A M.

2. GDCA verifies to a reasonable level of assurance that key information in certificate application
matches valid document or third-party database. But final confirmation of applicant’s information
shall govern.

3. JERLAE. MBEUEM . HCESRIENISCIEEE S SRR e T A A A R
BRMESEE, HIE AR GE RS IR LR E & ISR S

3. GDCA shall verify the organization information through telephone, postal mail, required attestation or
other similar methods.

4. T ATR P T X T B R B 55 AR A BUR LRI R85 1A RO

4. Subscribers can submit valid government issued document through methods such as face-to-face
submission or postal mail.

5. MNP ANRGER LA, AT BZ: LW S S/ NHE
TR A B AU R TP NAT R AR UEAE I SR A B S BN

5. GDCA authenticates the representative’s authority to represent the applicant by checking authorized
document from applicant and valid original and copy of personal ID.

GDCA L ZRIE AR FT BE LB A, AT AR S 08507 — RS,
RS, A, ST TR A%, S0 PN A

GDCA must perform different authentication methods depending upon the type of certificate applied by
the organization. Generally, the higher class certificate type means higher security level, and stricter
authentication method with more comprehensive authentication information.

1 X5 3 RHUHESS, $ATRAT 55
1. For the Type Ill Organization Certificate, the following authentication is performed:
1) AU R SAFE R . AVER SR, Bl AT U BUTHLI R R A R0
fF, BFEART TRE I a3 A A AN IESE, BB KA R
S HIABUREE =5 Bl PEf A o

1) Confirm the legal existence of organization. This can be proved by a valid document issued by a
government agency, such as an Industrial and commercial business license, enterprise National
Organization Code certificate, or validation through well-known authorized third-party database.

2) WINPT R SLE, BCRALGIWRAUE S IF AN R A . B
J5 2T AN 2 B AU IR AR AT A5 S I N RS O e A SO Bl i 2 =7 43
BURTHRTES RS WEEUE BR S5 07 305 BN REAT IS, DASRAS AL A 5% HR I B AL
FHEBTIA
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2) GDCA must confirm the validity of the authorization, which means the agents who applied on behalf
of organizations are authorized. Confirmation methods include checking organization authorization
agreements with official seals, validating agents’ valid ID, or contacting with the applicant by phone
number or mailing address obtained from a third-party.

2. XFH 4 RHMHESS, SATUA 450
2. For the Type IV Organization Certificate, the following authentication is performed:
1) GDCA WAAUEILEF B M. 0T ZO0 SRR B 540 BORLAT HE A4
REEATHN, 6 B N DATE O 181 7 AT R A

1) GDCA must verify the identity and application information provided by the subscriber through voice
communication, video, photo taking, etc. If necessary, GDCA may conduct a face-to-face
confirmation.

2) ANV SEAAAE R SRRk BARs 00T LUE . BURFHURIZE KA 0L
fF, BREART TRE I A3 A A RN RISIESE, JFEE &R
5 =07 e R 57 SN FE R ML RIS RPRLEEAT IR R, ORI IR AL IS B S A A
R

2) Confirm the legal existence of organization. This can be proved by a valid document issued by a
government agency, such as an Industrial and commercial business license, enterprise National
Organization Code certificate, or validation through well-known authorized third-party database.

BAS BRI LS, RMRA LW SESSIE S g I R 2 U . Bl 75 0
UL N 2 TR AR R a I N RS e SO, a2 =5 B 20 il 5
e HREUE B 555 NS RS MU AT IR, ASRAS LA G H S B B B A

Confirming the authenticity of the authorized application means that the person who submitted the
certificate application on behalf of the organization is authorized. The confirmation method can be
checking letter of attorney with organization's official seal and valid identity document of agent, contacting
the applying organization via the phone number, postal mail and etc. from the third party to obtain
confirmation about application or authorization of the applying organization.

UEAh, ERS, GDCA & RT ABE H e 7 245 7 ST R
If necessary, GDCA can also set other required identification methods and information.

X+ Adobe HLF SCAZE A UESS, B 4005 ARG AT ER 4 SEAUMIIE S Y 52 00 ZER 3K

S

1T

For Adobe Organzation PDF signing certificates, GDCA follows the authentication requirements under
Type IV Organziation Certificate to perform identity validation.

3.2.4. W& S B4 %) Authentication of Equipment Identity

B S A AR H e A E A FTT AR, GDCA AU T 7 3EAT B 73 %I
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(EECTINN SRS

Authentication on equipment identity varies by different according to different owners. GDCA must
authenticate the identity of subscriber, including the following:

BRI IR AL ISR, W A & SR SRR BN k55 703
BRAS . @I N RS e 1 2 A BN

Subscriber submits application form of equipment certificate with original and copy of owner’s ID,
authorization of operation, original and copy of delegated person’s ID.

WA A 7 1 B 03 2 AR AN [ S B2 IR AN [R] 1) By 2500 7 AT, T R DA, &
T %L B A CP 26 3.2.2 1750 4 B NUE B ERITREHAT : 1T P AN, 4% A CP 5 3.2.3
TR 4 RHUAIE S SR RAR AT
Authentication of Individual equipment Identity will be different according to the different owner of the
equipment. If Subscriber are individuals, GDCA performs the verification of identity according to the CP
section 3.2.2 class 4 personal certificate identification process; Subscriber are institutions, GDCA

performs the verification of identity in accordance with the CP section 3.2.3 class 4 institutions certificate
identification process.

FEBCE AN VIES BN E FIEIEBR, EHERIEZPIEE RS IE AN, #
T AT DL SR A U5 o BGIE B ST BT U X0 12504 T A B s AL B o Th AR Ve 55, N o
NE,

When the device name is applying for a certificate as the certificate subject content, GDCA also need to
verify whether the applicants have the right to do so. Confirmation can be done as follows: Applicants
shall provide the certificate of ownership or the written commitment of the ownership or use-right from the
institution with company chop.

MR NNA T E, GDCA ik N =T IR (5 ORI IZ HEEH DA 51,
1R GDCA TiENEE =532 A P fa A5 8, MRS =Tr T E, BRIt
WHMAE EAHE R K

If necessary, GDCA can also verify the applicants’ identities using the information obtained from the
third-party. If GDCA cannot get all the required information from a third-party, it may delegate a third-party
to conduct an investigation or require certificate applicants to provide additional information and evidence
material.

SEAh, W ERF, GDCA ] LA¥E H e i 2 U5 s BTk

GDCA can also set other required identification methods and information.

3.2.5. MR Hh Ik A IA R 255 Verification and Authentication of Email Address

GDCA BHZ BT MATUALE T B 1 8 MR A R bk (18 M AN BT S8 50 o 25 1)t
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JiiE R
(1) GDCA [rjiZz R bl RS B, FEVVE R RS ™4, I HME—.
(2) HIEFWCEIMRAT I B A% AU HEAT R A
(3) GDCA B [FI%E, J-H5 R = P BB LE 5 20X MR UE AT EUXS, AE2R 5, W
HR A b il % 5
bR S TR B B REALE A AW 9 W= AR ZBENUE TR Y 24 /Nt . 2855077 3R qs
S/MIME Baseline Requirements 1.0.0 58 3.2.2.2 5.
BEAh, XFEAN NS E BRI Z M HES, GDCA KH%IRES 3.2.2 %558 4 8 NIE
FERRAZHATIT A NS HER ;s T &I S5 B 22l HES, GDCA K%
M 3.2.3 755 4 RHUEPS SRR IAT T IR B 0 ) 25501

GDCA or its authorized Registration Authorities will validate the validity and control of the e-mail address
of the applicant by following procedures:

(1) GDCA sends a Random Value to the e-mail address; the Random Value will be generated by a system
to ensure its uniqueness;

(2) The applicant receives the Random Value via an e-mail and sends back a confirming response with
such Random Value;

(3) GDCA receives the Random Value from the applicant and compare such value with the one sent by
GDCA, the validation completes once GDCA confirms that the Random Value received matches the one it
sends.

The Random Value remains valid for use in a confirming response for no more than 24 hours from its
creation. This way of validation conforms to section 3.2.2.2 of the S/IMIME Baseline Requirements 1.0.0.

Additionally, for the S/MIME certificates that contain information of an individual, GDCA follows the
authentication requirements for Type IV Individual Certificate as described in section 3.2.2 of this CP to
perform identity validation for the individual. And for the S/IMIME certificates that contain information of an
organization, GDCA follows the authentication requirements for Type IV Organization Certificate as
described in section 3.2.3 of this CP to perform identity validation for the organization.

3.2.6. SSL k5575 540 1% 7] Authentication of SSL Server Identity

R P2 R FUEF R A FSAT A RIS, AT WA

GDCA must perform different authentication methods depending upon the types of SSL certificate applied
by the subscribers.

X+ OV SSLUEY:, FREGIEMSs T &N B SL Sy, HEEm] 77 %A CP 25 3.2.3
T 4 FHMNE B LR RFEPAT

For OV SSL certificate, GDCA shall validate the identity of the owner of website in accordance with the
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Type IV organization authentication procedures in section 3.2.3 of CP.
XTIV SSLAES, FRiEMub2EHE N NELS 0y, AR T7 A CP 55 3.2.2 77
R NUEHLE R RIEIAT -

For IV SSL certificate, GDCA shall validate the identity of the owner of website in accordance with the
Type IV individual authentication procedures in section 3.2.2 of CP.

XFF DV SSLEH:, R FFRAE M N SR W b 3424 B A B AL, JE /s e HLA
A NS B3 BEAT B8 IE

For DV SSL certificate, GDCA shall validate the ownership or control of the domain name and will not
verify the identity.

SFF EV SSLAETS, 4517720875 (GDCA EV iE1i5HS), A CP ASFNT Hgt AT Bk
3R
The validation procedures of EV SSL certificates is described in the GDCA EV CP and not covered in this
document.

TESE A WA NIE D BN R LR, 67 EGIEZ A B IHE AR, HE4 1)
K RFEIEAS CP 26 3.2.9 AT,

In case of domain name is used as subject of certificate, GDCA shall validate whether the organization
has the right and the validation of domain name is supposed to be in accordance with the CP section
3.2.9.

GDCA AR EH WNE PRI SSLEF

WA AA FHE, GDCA & ] Ui A B =J7 KI5 S ORI UE 1% 17 & A S 47
W GDCA BENE =R RA R IE R, TRITHE =7 TR, SRR EE it
WM S BAER AR

GDCA does not issue SSL certificates containing internal names.

If necessary, GDCA can also verify the subscribers’ identities using the information obtained from the
third-party. If GDCA cannot get all the required information from a third-party, it may delegate the
third-party to conduct an investigation or require certificate subscribers to provide additional information
and evidence materials.

SEAh, W ERF, GDCA ] LA¥E H e i 24 U5 s BTk

If necessary, GDCA may also establish other required identification methods and information.

3.2.7. RG24 54 1% 7] Authentication of CodeSigning Identity

T E A4S B (R 4 AR FACES A & (AN RISAT AR S 200 7 3, 3T 7 9L
F ), FZHEA CP 5 3.2.3 1958 4 FEHUMIEF SRR RAT s 1T N/ NI, 3% AS CP 57 3.2.2

56



[] SR RIXIRIGBIRD S
m (RO TR C e Secun ity Athonityg Coe Lo GDCA -‘LIE:H%H{% (VB. 3 )]-[&)

TE 4 RN NIEBEAREIIT. EV AL S0 %58 (GDCA EV IE5HI), A&
CP ANFExf Hgb AT BAA IR

Different authentication of subscribers’ identity for a code signing certificate is performed based on
different subscribers. For organization subscriber, GDCA performs certificate validation process in
accordance with the Type IV organization authentication in CP section 3.2.3; for individual subscriber,
GDCA performs certificate validation process in accordance with the Type IV individual authentication in
CP section 3.2.2. The validation procedures of EV CodeSigning certificates is described in the GDCA EV
CP and not covered in this document.

HEARRDAE A T, AU BN N, o200 AR 25 42 1IE 4 FH Y0 BB L 75 ) 04
PRI, AR AR AR R E B T s R a A R R

EHIZEA

Subscriber must make a statement and prove for the use of the CodeSigning certificate. Subscriber must
promise not to sign malicious software, virus codes, infringement software and hacker software using the
CodeSigning certificate.

3.2.8. B TR ZR S0 1% 5] Authentication of TimeStamp Identity

GDCA — s HAEF X HIAMZE R TR BRAE 15 . AU FRE I [RIEGE 15, GDCA TFiZEA CP
3.2.3 it 4 BHUMIE X B ARAT .

GDCA generally issues Timestamp certificates only to organizations. For organizations that apply for
Timestamp certificates, GDCA validates the identity of the organizations in accordance with the Type IV
organization authentication procedures in section 3.2.3 of this CP.

3.2.9. B2 KB IAFI 4 %) Domain name recognition and Validation

St F IR A, W36 E A SL R IR T LU g & B F], AR S ENL, GDCA

AR A BA T 400 75 A g —Fb

1 S IR S LR BB B = 07 B4t P b 10 B iR 3 42 R 2 8l i v TR
I HOE R 7T SRS, WA T709: (1) GDCA [AZ BB bt & 3 BEHLE,  BEALAA
ARG, JFHME— () HIEFUEIMEE IR B UE T #IN: (3)  GDCA W&
52, IR RIS R BENUE S ROE R BEYVE T EE XS, AR 8, s . FEVERE
RO B KR HE A BN LE T 46 1 30 K o %557 77 Ui/ Baseline Requirments 2.1.2 5 3.2.2.4.2
5. [H 2024 4 12 H 27 Hilg, GDCA ARG T AT A4 0k . A 7 ik 4T
() S i B0 TIE DA AR A s 7 v S (R 36 IE B AN A5 T8 R FH P IE T3 ]

2. M EER N R IR I, 8 K — B A B L R R R £ 45 B admin T,
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‘administrator”, ‘webmaster’, ‘hostmaster’ B{ ‘postmaster’ YENHIZIIN LT 5@, DAL
W N RS IBAR, USRI ZBENUE R AR R CBENUE RN T B RO A IR 5
1RO, BRI HRHEAL 1 A A HIRL . %) 77 \i%E1E Baseline Requirments 2.1.2
% 3.2244 7,

EIS A R IE I8 7E DNS CNAME. TXT 5k CAA c 5% 9 (14T 2 B 51 3R 4 R K A7 4E K
Bl iE AXT FQDN (GEABR 4 ) rfhil. %507 %G Baseline Requirments 2.1.2
%5 3.2.2.4.7 7,

T AN SRAB BB T3 SO A A (9, 5N SRAE EBE HLE A H B
T FAEBGZ AR R, FRIOTE K IS B ) HTTP 2xx IRZAUIS R 5D, DL
N B X FQDN [ SEBRIZE HIHL o 1% %2 51 77 B Baseline Requirments 2.1.2 £ 3.2.2.4.18

e
Ho

For the purpose of domain name validation, entities to be validated may also be the applicant's parent

company, subsidiary company, or affiliate. GDCA may use one of the following ways for the validation of

domain names:

1.

Obtain the e-mail address of the domain name owner listed by the domain name registrar or other
authoritative third party database, and contact the owner by sending a Random Value via email, and
the validation steps include: (1) GDCA sends a Random Value to such e-mail address and the
Random Value will be generated by a system to ensure its uniqueness; (2) The applicant receives
the Random Value via an e-mail and sends back a confirming response with such Random Value; (3)
GDCA receives the Random Value from the applicant and compare such value with the one sent by
GDCA, the validation completes once GDCA confirms that the Random Value received matches the
one it sends. The Random Value remains valid for use in a confirming response for no more than 30
days from its creation. This way of validation conforms to section 3.2.2.4.2 of the Baseline
Requirements 2.1.2. [Effective December 27, 2024, GDCA shall not rely on this method for domain
validation. Prior validations using this method and validation data gathered according to this method
shall not be used to issue subscriber certificates.]

Sending an constructed email to domain contact to confirm the ownership and control of the domain
name, by sending an email including a Random Value to one or more addresses created by using
‘admin’, 'administrator’, 'webmaster','hostmaster’, or 'postmaster' as the local part, followed by the
at-sign ("@"), followed by an authorized Domain Name, and receiving a confirming response utilizing
the Random Value (GDCA follows the same steps to confirm a Random Value as described in
3.2.9.1). This way of validation conforms to section 3.2.2.4.4 of the Baseline Requirements 2.1.2.

By confirming the presence of a Random Value or Request Token in a DNS CNAME, TXT, or CAA
record to confirm the applicant’s practical control over the FQDN. This way of validation conforms to
section 3.2.2.4.7 of the Baseline Requirements 2.1.2.

Confirming the applicant's control over the FQDN by verifying that the Request Token or Random
Value is contained in the contents of a file (such as a Request Token, Random Number that does not
appear in the request used to retrieve the file and receipt of a successful HTTP 2xx status code
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response from the request). This way of validation conforms to section 3.2.2.4.18 of the Baseline
Requirements 2.1.2.

X IEAAHRA, GDCA SR @ BT A M ik Aa,  PRIEIZIE A & IR R 55— ik
S AR BBUFH SN, TR IEM AR

GDCA JEAEIEBCAT () A7 M FRjdsAn ELRGR TR AL 305 S8 B sl A% v W B LR 4%
il A3 A FAE P R, BRAIE RO 2 BR G AIE L 5 AR i i 3844 1 T A i 44 7 1)

WE, GDCA i 7 BEER O E AN (Ko B i, DAz AR AL, 2R
THE RN AT, % E AR LIRS

As for the validation of a wildcard domain name, GDCA verifies the domain name in the right position of
the wildcard to ensure the domain name in the right position of (*) is obtained through registration, and
explicitly owned or controlled by a business entity, a social organization, or a government authority etc.

GDCA rejects any certificate request with a domain name in the right position of the wildcard (*) being a
gTLD, public suffix, or a registry-controlled domain name, unless the applicant proves its rightful control of
the entire domain namespace.

If necessary, GDCA may also perform the independent investigation to confirm the ownership of the
domain name. The subscriber shall not refuse the requirements when corresponding assistance is
needed from GDCA.

3.2.10. MR ILLFRIEIE Verification of DBA/Tradename

FAEFEM A DBA s k%K, GDCA wlilit UL R 7 s & > —Fh DI Sz H1i
A B % DBA 05k 44 5K -
1 HRIEE PERE X B BURF LR SR AL TIE B B SR AL FEFEBOA AT SO, Bl 5%
BUR LR IR 38
CIEANEVe /P S17F
55 5T 2 DBA 44 RRER b A4 BRI BURT LA VA 18 5
Bt ity SRR SR PR R B R A
PlLK B, ERATXIK AL, (E R RATK R, BURSSRIBLR, B GDCA N AT SE 5
iE 77 2

a c w N

If the subject identity information is to include a DBA or tradename, GDCA verifies that the applicants
have right to use the DBA/tradename using at least one of the following:

1. Documentation provided by, or communication with, a government agency in the jurisdiction of the
applicant’s legal creation, existence, or recognition;

2. Areliable data source;
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3.  Communication with a government agency responsible for the management of such DBAs or
tradenames;

4. An attestation letter accompanied by documentary support; or

5. A dtility bill, bank statement, credit card statement, government-issued tax document, or other form
of identification that GDCA determines to be reliable.

3.211.  FrEEMFIIAES %5 Verification of Country

A UE S 2 A P [ SR T, GDCA 38 I BUBER = 775 H0die 2 2 1R W i DN'S 123k 7R 1Y
IP Ik BGH 1 & 1 TP MUK AN PTE L, B OR FRIE AR TP bbb 2 [ 15 AR N SR E
—

In case the “countryName” field is present in the subject, GDCA verifies the country associated with the
subject though checking the IP address of the applicant or the IP address on the DNS record from an
authoritative third party database, to ensure the IP address of the applicant is consistent with a country
where the applicant is actually located.

3.2.12.  IP HihERIHEIARI 5] Authentication of an IP Address

GDCA KA LT3, #iiA g A ssebrtshiliz 1Pt
1. fEGE IP HubEf URL (58— BEUEARIRSAT) AOLEZIM 0T X 2958 BME BT i3,
J5 UL 1 0 TP Huhik ) SERRiEdiIRL . 42577 27 Baseline Requirments 1.8.7 £
3.2.2.5.1 71,
GDCA ANAT 2y 1P Hihk28 % EV SSLiE 15,

GDCA adopts the following way for the authentication, to confirm the applicant owns or practically controls

the IP address:

1. By making a change to the agreed-upon information found on an online Web page identified by a
uniform resource identifier containing the IP address, to confirm the applicant’s practical control over
the IP address. This way of validation conforms to section 3.2.2.5.1 of the Baseline Requirements
1.8.7.

GDCA must not issue EV SSL certificate for an IP address.

3.2.13. HIERIEHRIMERME Data Source Accuracy

TEHEAT TSR RV Yo o] OB R IE T 2 BT, GDCA X ZRIB I AT o, viEme, %
o Bl B T, 6% DL R

1 RS BRI

2. {5 BIE TR
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3. BRpLRiRg, MEEEEAER HE;
4. HEEXT AR AT P B AT e 1
5. D B BB AR HESE .

%t F ROOTCA (RSA) iF45. GDCA ROOT CA iFfi. ROOTCA (SM2). GDCA ROOT CAl
HERBAR Mg CA BT R IILT FIEFS, 4 A VPAl g ] MRS SR V5 v A5 ) 5000 sl S AN
UEF R KA R, W GDCA wIAE %4 S0t % T/ GDCA TrustAUTH R5 ROOT HiEF5. %%
I RS # CA ET5. GDCA TrustAUTH E5 ROOT &K HIH 2% CA Frs ZHIVT FHET, 75 MIF
it A AT SRR 5 R FRAR 1) B0 SO AN TE T35 R AT 825 K, Wl GDCA A i FZ 404 1% 5L
f, SEFARIEA CP3.2.9 (55 1 Mt 7 R4 MR Ak 44 F 1P Hhhik, 5 56 F cdis ok
SCA S TR SRR RIE A8 KR 398 K

Prior to using any data source as a reliable data source, GDCA evaluates the source for its reliability,
accuracy, and resistance to alteration or falsification, and considers the following during its evaluation:

1. The age of the information provided,

2. The frequency of updates to the information source,
3. The data provider and purpose of the data collection,
4. The public accessibility of the data availability, and

5. The relative difficulty in falsifying or altering the data.

GDCA may use the documents and data to verify certificate information, provided that it obtained the data
or document no more than thirteen months prior to issuing the certificate.

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1, GDCA may use the documents and data to verify certificate
information, provided that it obtained such data or document for a period no more than the maximum
validity of the certificates. For the subscriber certificates issued by the subordinate CAs of GDCA
TrustAUTH R5 ROOT, #zcif4t R5 R CA k15, and GDCA TrustAUTH E5 ROOT, GDCA may use the
documents and data to verify certificate information, provided that it obtained the data or document no
more than 825 days prior to issuing the certificate, and for validation of domain names and IP addresses
according to Section 3.2.9 (excluding validation method 1) of this CP, any reused data or document must
be obtained no more than 398 days prior to issuing the certificate.

2020 4E 10 H 1 Hi, FEMEHZEA SR ST LUE 2 EV SSL IEHA J¢ B W E 2K
Z 1, GDCA #ifRAUEN A CP %747 2.1 TR ) GDCA {5 RE, ~IFEk EV SSLAEH 4 #
S0 IE T A5 P 1 S5 2 LA B SR o A 2R P I T ARG {2 5 SRV R AT W LA £ 4 11 o
ZIOAE .

SARBAC AU H15 B 21 5D T 56 DL R P2
® LY HIME B LB UM SR Sl AR LA (BN 2R B R M) K
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® Ul FHIMAEZMME: “subjectjurisdictionLocalityName ” (OID: 1.3.6.1.4.1.311.60.2.1.1),
“  subject;jurisdictionStateOrProvinceName ” ( OID: 13.6.1.4.1.311.602.12 ) , X

“subject;jursidictionCountryName” (OID: 1.3.6.1.4.1.311.60.2.1.3), 48 Fj s2AR &40 AL ML
S S AR E T, BHR S E 1E AE AEATLRAE F 14 X

® YRR SEAE AT UL I W S (A% BB VAR, DI R S5V Mg 5 W e ks =X
AT

® EITICSR, FIE RN BN, B SOR /B, TR R ME— AR S A I H

Effective as of 1 October 2020, GDCA shall ensure that, prior to the use of an Incorporating Agency or
Registration Agency to fulfill the verification requirements for EV SSL certificates, the Incorporating
Agency or Registration Agency data sources used for EV SSL Certificates will be publicly disclosed in the
repository described in section 2.1 of this CP. GDCA also uses this data sources to validate the identities
of organizations for other types of certificates.

This Agency Information shall include at least the following:

® Sufficient information to unambiguously identify the Incorporating Agency or Registration Agency
(such as a name, jurisdiction, and website); and,

® The accepted value or values for each of the ‘subject:jurisdictionLocalityName' (OID:
1.3.6.1.4.1.311.60.2.1.1), ‘subject:jurisdictionStateOrProvinceName’ (OID: 1.3.6.1.4.1.311.60.2.1.2),
and ‘subject:jursidictionCountryName’ (OID: 1.3.6.1.4.1.311.60.2.1.3) fields, when a certificate is
issued using information from that Incorporating Agency or Registration Agency, indicating the
jurisdiction(s) that the Agency is appropriate for; and,

® The acceptable form or syntax of Registration Numbers used by the Incorporating Agency or
Registration Agency, if the CA restricts such Numbers to an acceptable form or syntax; and,

® A revision history that includes a unique version number and date of publication for any additions,
modifications, and/or removals from this list.

3.2.14.  FEUERIIT F4E B Non-Verified Subscriber Information

UEF P BfE B A i, RERAEREBEAFENET.

The information contained in the certificate must be validated, the information that is not validated shall
not be written into the certificate.

3.2.15. BN Validation of Authority

BT AR Ip NI P BRAIE L 550, GDCA RHEAT 41 5l -
1 RS =75 S UE I AR S B . BURF AT IR R SR T A A U A7 A
2. JEEHUERBOCCM BRI EEEE e R AHIE B B A [ 5 D5 sORIRIEZ N &
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T LR BLR HACRAT AN IR AL

GDCA J3 St ¥F FIE# 1R E ML K FRTFIETS . 27 G DB IR E 1w PLBEATHE
TSN, N GDCA A AEZAEE N A LSRR HIFER . IR HE
H OAZSERI TSRS, GDCA R JA HiR & 1Rt S BN R i 5.

The following verification will be conducted while the representative of organization subscriber applying
for certificate:

1. Confirming the organization from third-party identity verification service or database,
documents issued by government.

2. Using telephone, postal letter with return receipt, employment proof document or any
equivalent way to confirm that the person belongs to above organization and his/her behavior is
authorized by these organization.

GDCA should allow an applicant to specify individuals to request certificates. If an applicant specifies, in
writing, the individuals who may request a certificate, then GDCA shall not accept any certificate requests
that are outside this specification. GDCA should provide an applicant with a list of its authorized certificate
requesters upon the applicant’s verified written request.

3.2.16.  HIERIEAEN Criteria for Interoperation

ST HAB I P E RS WA, FTLLYS GDCA #HAT B #4E, {H2 1% IUAERSHLAT
CPS W JifFH GDCA CP %3k, JFH5 GDCA 25 M NI

Other certificate authorities can interoperate with GDCA. These CAs must ensure that their CPS are in
compliance with the requirements from GDCA’'s CP and sign related agreement with GDCA.

GDCA RHARAE ML N, #323F GDCA K AENU SR HIME S, A BB
-LE:FE o
GDCA accepts the information authenticated by other CAs and issue corresponding certificates based on
the agreement.

U SR E SOR AN A EE, GDCA K™ 1% F BL#hAT

If there are provisions of national laws and regulations regarding interoperations of issuing certificate,
GDCA will perform strictly according to relevant legislations.

HAEHAEI, GDCA K& RALATAE XAUEF,

To date, GDCA has not issued any cross certificates.
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33, HHAEFERKIGIRE LR

Identification and Authentication for Re-key Requests

FEREAT CP 55 4.7 TP (e 52 B ST AT, 75 060 ST AR 8 R AT 265 01 LU D s 9 B9
PR A FIEH#AIAE L

Before rekey operation described in CP section 4.7, GDCA shall authenticate the key to confirm that the
request of rekey is from the original key owner.

3.3.1. HIEHAE IR IR S LR

Identification and Authentication for Routine Re-key

TR LT TR, 1T A5 10 GDCA E-F RS Wk AT % E R s, R4
HAERBGT P FAEE S, Wl 4 IEBFS55E, BRGE- SR HE; GDCA ik
FHNUE R GeHe X 2 P S8 F G BEAT B A S0 IE o 1T 7 AT LS GDCA F3E WIS F 15 55 B 58T
GDCA MU AERAETT 2 5 270 N A RO T

In general, subscriber can apply for rekey via GDCA certificate service website. The system can get
former certificate information automatically such as DN, serial number, etc. Above operations can
complete the application of rekey; Certificate authentication system of GDCA authenticates identity for
rekey application. Subscriber can also apply for rekey to RA. RA must authenticate valid documents of
subscriber and agent.

ST 2 2 I S S S I i SO B TR A, AL, T A R A R
HIT s A A P S S (G I R SR B s C2e i, iiE sk, GDCA F Ak
HIE.

The renewal of the secret key will cause that the original secret key is unable to decrypt the files or data.
Therefore, the subscriber shall make sure the encrypted documents or data have been decrypted before
they apply for the secret key’s updating. GDCA shall not assume any responsibility due to failure of
decryption by the renewal of the secret key.

XSS 1R NIEFS B 2 A NS B SRAEAS Ik 55 23 2845 S22 A4 IE 15 GDCA
AN PR

For Type | individual certificate, Type Il individual certificate, equipment certificate, server certificates, and
code signing certificate, GDCA does not accept key updates.
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3.3.2. B EFEHEFMIRREER

Identification and Authentication for Re-key After Revocation

UEFSHUH 5 A BEREAT B BT

Re-key/renewal after revocation is not permitted.

3.4. HHERKIRIRE LR

Identification and Authentication for Revocation Request

WEFHAS IS R AT LSk BT 7, BRI LR GDCA. JEMLE . 24 GDCA s EMLIA A
A CP4.9.1.1 Frid B py 4R 1T 7 BE -5 I, A BUHIZHIE 1S, XA 1% L Ao AT %5 10E - GDCA
B MRS EF A G R, b 2 HAE B LM 8 MR B LA EAT 1 8 A 7T LAEAT o 2o
AT P E I R IET, WHZRRA CP 28 3.2 TR EAT S %51 o WSR2 WAL AR 4
Y, CA B RA KL LAl LG i BORUB 5 KOO E D S m s, AN EAT HoAt
75 25

Revocation requests can be made by subscriber, GDCA or RA. GDCA or RA can revoke certificate based
on the reasons stated in section 4.9.1.1 of this CP without authentication. Revocation requests of GDCA
or RA must be approved by its management or supervision authority. Subscribers who request to revoke
certificates shall follow identity procedures described in CP section 3.2. If the revocation requests are
from judicial authority by law, CA or RA will use revocation request documents of judicial authority as
authentication evidence and will not use any other methods for authentication.

3.5. FTFRURESHHBEIAREALS] Identification and Authentication for

Authorized Service Organization

i@ FH T GDCA ROOTCA iFH (RSA). GDCA ROOT CA iF+. ROOTCA iEH (SM2).
GDCA ROOT CAl iEPBZERFIHF L CA BT k1T FUET, RA Bk T GDCA A& LL4h, GDCA
A DLAZAL RA .

For subscriber certificates issued by the subordinate CAs which are issued by GDCA ROOTCA iE+4
(RSA). GDCAROOT CA itfi. ROOTCA iE+: (SM2). GDCAROOT CA1, GDCA will serve as RA by
itself, and may also assign another authorized RA.

TR RA, AR ZeEEh, ARk, KRB IZE i AR
BGEN . BEITRN G AABIERS . REUSAT4EY M2 28 P RE
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The authorized RA must have a designated and secure operation location that can effectively prevent and
detect unauthorized access; in addition, it must have designated personnel to undertake the functions in
relation to certification services, system operation and maintenance, and security management.

AL RA Riffil € 5 GDCA —F 122 2 5K S & B M, BfFERSRENIE. /5
BATYE AR 5RGE, AN REERNES, JE2th GDCA il 5 77 vl 9Lt .
The authorized RA should formulate the security policies and operation management guidelines that are
consistent with those adopted by GDCA, including service procedures and guidelines, system operation

maintenance procedures, personnel management guidelines etc., which shall be implemented after
confirmed and approved by GDCA.

GDCA 5L RA ZEAT AR S AE BMSL, AL RA Zi™ kg 4545 CP $3.2 HEOR AT B 43 4
Allo 7KH RA BRTTHIN 14000 2 A CP $5.3.1 KK . [RINRAL RA RiARHE A CP $ 5.5.2 ()2
RO SRR S BEAT ARG PR AT -
An agreement between GDCA and the authorized RA should be reached, under which the authorized RA
shall perform identity authentication strictly according to section 3.2 of this CP. Relevant personnel

undertaking the RA duties must meet the requirements of section 5.3.1 of this CP. In the meantime, the
authorized RA must archive relevant documentation and records as required by section 5.5.2 of this CP.

GDCA XA RA MAEMY S5 & st AT 4%, R HOR 15 M4 4% HR GDCA 1142 42 5 J¢
IEEE G R S5 TE SN WA S SRS Ve RITR AL, S IE AR AL RA BRIICSIE
A, W GDCA 7RI 5 R LA RA L5
GDCA will monitor the certification services provided by the authorized RA to inspect whether or not its
business activities comply with the security policies and operation management guideline adopted by
GDCA. In case any violation of policies or guideline identified, GDCA will notify the authorized RA to take

remediation actions within a given period, should no such actions taken within the given period, GDCA will
suspend or terminate the business of the authorized RA immediately.

i&EH T GDCA TrustAUTH R5 ROOT iE 5. %z mfL R5 2 CA {E15. GDCA TrustAUTH
E5 ROOT 2K b2 CA P2 R I3T FiEH, GDCA HATHATIET RA, A A1T¥ T RA.

For subscriber certificates issued by the subordinate CAs which are issued by GDCA TrustAUTH R5
ROOT certificate, #{ZHF{L R5 #R CA certificate and GDCA TrustAUTH E5 ROOT certificate, GDCA will
serve as RA by itself, rather than assign another RA.
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4. JEFSA oy A IRAR R

Certificate Life Cycle Operational Requirements

4.1. WETSERE Certificate Application
4.1.1. EF 5 SE48 Who Can Submit a Certificate Application

UEAS B SEAR QA AR B AT LA N B A S (AT BRI Sk pfr, dh
il NENEI S

Entities of certificate applicants may be individuals and organizations with independent legal entities
(such as administrative organizations, institutions, social organizations, people's organizations and other
organizations).

4.1.2. VEMHTFE 5 574F Enrollment Process and Responsibilities

1. AR
1. Registration Process

G A KA BIE R ZIX S RA, RA WIAEZIER, FHXTHELY, RERKHKELS CA.
Applicant sends certificate request to RA. RA verifies and signs the request, then sends the results to CA.

CA #WRNIZIERIG, KAk RA HI%E4, KT PUES. EEMNEEEY, DICRE
ORI -

CA validates the RA signature after receiving the request and issues the end-user subscriber certificate.
In the whole registration process, it is necessary to take enough measures to ensure that:

® RA WAUN HIE(E B FIEE 1 BRI HEAT 25
® RA must verify the information of application and the identity of applicant.

® 7f RA [ CA RIZUEIERES, fRiFEHE B e e, R, B8

® RA ensures the security, confidentiality and integrity of information transmission in the process of
sending certificate request to CA.

2. Wit

2.  Responsibilities

® GDCA KJEMHURAT ST [T 7 5 R0 7k 5 AT L1 25 42 (R4 FH 2% 1

® GDCA and Registration Authority have the responsibility to inform the subscribers about the usage
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condition of digital certificate and electronic signature.
®  GDCA MUEMAKA TTAER 1T 7 AR 55 W 2 i 100 H AR 74

® GDCA and Registration Authority have the responsibility to inform the subscriber on service charging
items and standards.

® GDCA JEMHUAA TTAEFIT 7 &5 RORAE AR T 7 45 B AR A ST A5

® GDCA and Registration Authority have the responsibility to inform the subscribers on the rights and
responsibilities of preserving and using subscriber information.

® GDCA KiEMAMAE T L] 4551 GDCA HI 54T VE s

® GDCA and Registration Authority have the responsibility to inform the subscribers on the
responsibility scope of GDCA.

® GDCA KIEMHUA SRR 5 5T 7 I SRS ;

® GDCA and Registration Authority have the responsibility to inform the subscribers on the
responsibility scope of subscriber.

® TS T L. CP A CPS S MFZIERIHI, Rl H ok THEFi&
PG BRI OS5 AHE LR IR OG A 25

® The applicants should learn about the agreed-upon matters stipulated in the subscriber agreement,
the CP and CPS etc. in advance, particularly those in relation to certificate usage, rights, obligations
and warranties.

® T A TR HAIE L R R R AU B ST
®  The subscriber has the responsibility to provide accurate application information and data to GDCA.
®  EMHUA ARSI LT P AR ALRIE T HE (B 5 SO UE AR — B A AR, (RIS
ARAHAH B A% 54T

® RAs shall ensure the consistency between certificate application information and identification which
subscribers provided and bear corresponding responsibilities of review.

4.2. WFPHHIELPE Certificate Application Processing
4.2.1. #ATIR A 5% 5] Performing Identification and Authentication Functions

2 GDCA. {EMHUEZ BT P IIEF IS 5, MA%A CP 28 3.2 WWINESR, XTI AT
R0 5 %

XFF ROOTCA (RSA) ik i GDCA ROOT CA iE+i. ROOTCA (SM2). GDCA ROOT CA1
IEPBEEIIT R CA BRI FET, 77 GDCA M4 CP 3.2 48 i R IF IR I B 5IE B S
A PR T ) AN T I b KA 8O BB R K AR, T GDCA WA F 2 s BRAIE B S A
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W SAEF 45 B X T B GDCA TrustAUTH R5 ROOT ilE45 $ Z2 iA RS #R CA 4 .GDCA
TrustAUTH E5 ROOT 22K I 4% CA A2 KT JHESS, %7 GDCA ##E CP 3.2 457 RKE3R
7514 B0 BIE B SO (B TR ANER I 825 K (ERAF- U344 A1 TP Hbbik ¥ 36 E B SRS AR B[R] AS
398 KD Hizfs BAKAZM, W GDCA Al FHZ 0 5GE B SCfF, ZSiE B s & .

After GDCA and its registration agencies receive the subscriber’s certificate application, they will perform
identity recognition and verification of identification over the subscriber according to the requirements of
CP section 3.2.

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1, GDCA may use the documents and data to verify certificate
information, provided that it obtained the data or document (according to section 3.2 of this CPS) for a
period no more than the maximum validity of the certificates, and provided that no changes occurred to
the documents and data within such time period. For the subscriber certificates issued by the subordinate
CAs of GDCA TrustAUTH R5 ROOT, #zi4X R5 i CA iE+5, GDCA may use the documents and data to
verify certificate information, provided that it obtained the data or document (according to section 3.2 of
this CPS) no more than 825 days prior to issuing the certificate (and for validation of domain names and
IP addresses, any reused data or document must be obtained no more than 398 days prior to issuing the
certificate), and provided that no changes occurred to the documents and data within such time period.

4.2.2. EF HiEHLHERIFEZE Approval or Rejection of Certificate Applications

GDCA. JEMHBUR RN AE U ISR -, bR g, WRIBLE g, IR I8 E
AT A A B A B RNE S B E & .

GDCA and RA should approve or reject applications based on authentication. If GDCA and RA reject an
application, they should inform the applicants with appropriate ways and within reasonable time period.

4.2.2.1. UES HiE L Approval of Certificate Applications

WRFFE TR M, RA AT LULAEE 1 HiE
1 ZHE A EA CP 5 3.2 1R T1T 7 B ks LRI S S R E «
2. HEFH B ECE B RO UM A RER
3. HIEH CAIRBUE ST TAHRI B H .
RA will approve the certificate requests, if the following conditions are met:

1. The application shall completely meet the requirements from CP section 3.2 regarding the
subscriber's identification information and authentication.

2.  Applicant accepts or has no opposition regarding the content or requirements of the subscriber's
agreement.

3. Applicant has paid already in accordance with the provisions.
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422.2. UE HiFHIFE4E Rejection of Certificate Applications

WKL N HIMER, RA NMABLEIEP i
RA shall refuse the certificate application in case of the following situations:
1 ZHEAFFEA CP 5 3.2 TR AT 7 S BIAR IR Rl € ;

1. The application does not meet the specifications of subscriber’s identification and authentication in
CP section 3.2.

2. HIEEABERR ML TR L0 S U WA AL
2. The applicant can’t provide the required identity documents.

3. HUEH O ECE AREEAAT 7 IR AT R N AT EDR

3. The applicant opposes or cannot accept the relevant content or requirements of the subscriber's
agreement.

4. FITEE A B ASRE U IO E SO AR A 2 1T 5
4. The applicant has not paid or can’t pay the appropriate fees.
5. HIIEMHET A ICANN (The Internet Corporation for Assigned Names and Numbers )
REHHT gTLD (TR );

5. The requested certificates contain a new gTLD under consideration by ICANN (The Internet
Corporation for Assigned Names and Numbers).

6. GDCA BHEMHBUANALIEZ IR 24 GDCA iR F . VA Zr s #ik .

6. GDCA or RA considers that the approval of the application will bring about controversies, legal
disputes or losses to the GDCA.

Xf T GDCA TrustAUTH R5 ROOT iE-H5. %X R5 #2 CA 1iE+5. GDCA TrustAUTH E5
ROOT %KM 4% CA PTZEKAT FE+, WA A5 LS i, B0 GDCA Ay
HHEZ P B =R, GDCA MR 1Z B, GDCA ARYE &M . Biias) s
KIRHE L 5T P48 22 A 55 O BUR LR S5 55 =T RAT I 44 B, A FLIBE AR A T i T 48R 1
{55, 8L GDCA Z Hil BT MR8 0 4584 £ sl FL At 1 i FF 3 sl gt % 17 5 4 1) A -7 >R sl i 7o)
o, BRSLAGED IR S XU S A SR, EESZE B IR B WIS REE . W TR
B HE N, GDCA # B R4 IL i

ST RIEB G, GDCA A1 % & IE P g 2RI

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT certificate,
Bz R5 8 CA IE+S and GDCA TrustAUTHES ROOQT, if the application is prohibited clearly by laws
and regulations, or GDCA considers that there are highly risks to approve the application, GDCA shall
reject it. GDCA establishes and maintains a list of high risk certificate applicants according to the list
provided by anti-phishing alliance, antivirus vendor or related alliance, government agencies which are
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responsible for network security affairs and other third parties, or the disclosure of information through
public media reports, or previously rejected certificate requests by GDCA due to suspected phishing or
other fraudulent usage or concerns. GDCA will query information from the list during accepting certificate
application. If the applicants appear in this list, GDCA will reject their application directly.

For the rejected certificate application request, GDCA will notify the applicant about the failure of
application.

4.2.3. AL R ER #E IR ] Time to Process Certificate Applications

GDCA HIH-F RS HUN] (CPS) N2 A HEE 1 i A BER B . GDCA FIyEA L
K RNLAE CPS $U5E FRIINFTR] Py AL B i, T8 R e IR St 4 o 3X AN TR B 2 2 D TAEH .

GDCA CPS should specify the processing period of certificate application. No matter approving or
rejecting, GDCA and RA should process certificate application within the period specified by CPS. The
period is 2 working days in general.

424, INENLHIBEAL (CAA)  Certification Authority Authorization (CAA)

XFF GDCA MUK 13 /& CA/NI Y25 183% EV Guidelines. Baseline Requirements 223K [ 4
JLA{E R SSL/TLS iEF5, GDCA X425 KUk F /A 44 e miH )5 —> dNSName i CAA
AR, JREEAE RIS

GDCA #R 4% RFC8659 I} 2 AL H “issue " “issuewild” & “iodef” ()@ HEFRZE: 7 “issue”.

“issuewild” FrZEHANEE “gdca.com.cn”, W GDCA AR I M FUET; # CAA i+ H
L “iodef” $7%5, N GDCA 5 HI1E V48 )5 g /& 1 N HMUR IR .

GDCA LA %1 CAA iCF B HRMUFHNE NPT ZRAEH I 56 1) 7E3F GDCA £
Wit P A ) CAA 0SR20 B/ Sd —IRE T &4k CAA 103k 3) 34 FrfE X S A7
TEFR ] ICNNA #2 X 38(%) DNSSEC 48 F % «

For the publicly trusted SSL/TLS certificates issued by GDCA and conform to the EV Guidelines and
Baseline Requirements of the CA/Browser Forum, GDCA will check the CAA records and follow the
processing instructions found for each dNSName in the subjectAltName extension of the certificate to be
issued.

GDCA shall process "issue", "issuewild", and “iodef” property tags according to RFC8659: GDCA shall not
issue corresponding certificates if the "issue", "issuewild"property tags do not contain“gdca.com.cn”. In
case the property tag “iodef” is present in the CAA records, GDCA shall determine whether or not to issue

certificates after communicating with the applicant.

GDCA shall treat a record lookup failure as permission to issue certificates if: 1) the failure is outside the
GDCA's infrastructure; 2) the lookup has been retried at least once; and 3) the domain's zone does not
have a DNSSEC validation chain to the ICANN root.
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4.3. EHZER Certificate Issuance
4.3.1. IEFHZ R H RA F1 CA HJ4TN CA Actions During Certificate Issuance

i CA HIEFS2E R R GDCA SBT3 A SUBHULRAT LIRS, AR CA SUTFIED
B4

A trusted person authorized by GDCA should deliberately issue a direct command with respect to
certificate issuance by the root CA, in order for the root CA to perform a certificate signing operation.

R BRI RIS RA MR QA SHEBHIENE L, JHELEE RA KREKEZERIE
PG R KIE CA HIIFBE KR £t RA K1t CA IIF P KRIEREETA RA NS H L5
=R, FERORAE R &K B IERIR CA IEBER AR5 .

In the process of issuing certificate, the RA’'s administrator is responsible for the approval of certificate
application, and sending certificate issuance request to the certificate issuance system of CA via the RA
system. Issuance request which RA sends to CA must include identification with the measures of
information security. RA must ensure that the request is sent to the correct CA certificate issuance
system.

CA MIEBLEER RGAERAT RA MIEHBZEKIERG, Xk E RA FE TS0 5%,
XA RINEBRE KGR, IEBRERRGE KT PIES.

After obtaining the RA certificate issuance request, CA certificate issuance system authenticates and
decrypts the requests. For the valid certificate issuing request, certificate issues system issues the
subscriber certificate.

AT 2025 4 3 4 15 H4RECZRERM SSUTLS WEH, 7EE 4R 21, GDCA 2441
MRS (TBSETS) 3T linting Kl

For SSL/TLS certificates issued on or after March 15, 2025, GDCA must perform pre-issuance linting to
check the tbsCertificate (to be signed Certificate).

4.3.2. CA 1 RA BHIT PIEPRHZER

Notifications to Subscriber by the CA of Issuance of Certificate

GDCA WHEBZE R ARG KU )E, K EREEEEE RA BHT P IEH Ok, JFHE
WP R PIRAIE B 5 30, il X, Mg 8, s Ed e 5y
SE 5 2 FIAT P AR A S

After GDCA certificate issuance system issues certificates, subscribers will be informed by GDCA or RA
that the certificate is issued and how to obtain certificates. Subscriber can get the certificate via face-face,
online download, or other methods specified by subscriber.
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4.4. JEFEER Certificate Acceptance
4.4.1. W ZIE 1174 Conduct Constituting Certificate Acceptance

1 W7 EATUI L TTH GDCA MEP RS M RAE TR EAHAF I BT, A T3
HL. USB Key ', il Fa5e BRRMARAT 4532 TiES.

1. Subscribers access to specialized GDCA certificate service website, then download certificate to the
certificate carrier, that means subscriber totally accepted the certificate after it has been
downloaded.

2. GDCA VEMPLMARET P NEAUET, FEIIE S R IE B8RS, 21T
P2 T EBFIE B EARRIAERIT P52 T UE
2. When RA of GDCA downloads the certificate on behalf of subscriber, the downloaded certificate will

be kept in digital certificate carrier. Once the subscribers accept the certificate carrier, the
subscribers accept the certificate.

3. WHRR VIRMUERRT, JF R R RHE BB IR N A

3. Subscribers have received the way of obtaining the certificates, and no objection of the certificates or
their contents.

4. AT ROGIEAS B RS N A A ERATE R I

4.  Subscribers fail to oppose or conduct the operation of objection over the certificates or the content of
certificates.

4.4.2. CA SHEF KR AL Publication of the Certificate by the CA

PR G, GDCA #1Z1T ki ki3] GDCA i H k% £ 4. [, GDCA
P& Google [ CT %% Chttps:/github.com/chromium/ct-policy), #i] ' HII 4 15 B KA 1L £ />
=/~ CT g5 ast

After a subscriber receives a certificate, GDCA publishes the subscriber certificate to directory service
system. As per the Google CT policy (https://github.com/chromium/ct-policy), GDCA embeds in the
SSL/TLS certificates the signature data from at least three CT servers recognized by Google.

4.4.3. CA B AL ARIERB IR

Notification of Certificate Issuance by the CA to Other Entities

FRUEFSIT 7 4h, GDCA S M UAL A 75 B R HAl SEAAUE P 28
GDCA and RA do not need to notify the certificate issuance to other entities except for subscribers.
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4.5. EEAXTFUE A B Key Pair and Certificate Usage

45.1. TP RARERFMEF Subscriber Private Key and Certificate Usage

W PHESRAS TUEF WG I 7 GDCA s K HUEF /5, BN B4 [RS8 57 5 GDCA.
TR TT A R BIBFIFN LS 2R 1T B2 BIECTUE S,  ROR IS B4 i 2 35 OR A7 IR 50T
IS RLEH B S R AU o 1T RBRTEE V. A CP BT 7 SR 19 Bl Py
i ARV EHANIE 15

SHFBLUE, HAHITHFEENES, T NARIFASE LN ST
UEAS, HARVH T R TR LA BN B A5 B AT A2 . 7EUE BRI 2 5, 1T
WA 1At FZEAIE 5068 I (R AL o

StF SSL/TLS iE43, 1T F 4 ST AR AN S5 ARE R AR RS P 81 Hh 1) 2 R ) 4 368 I8 1) R 45 % o
HBIES

After the subscribers have submitted certificate application and received certificates issued by GDCA,
they are deemed to have agreed to comply with the terms of GDCA, relying party related rights and
obligations. The subscriber who receives the certificate shall take appropriate measures to properly keep
the corresponding private key to the certificate from unauthorized use. Subscribers can only use the
private key and certificate in the CP specified range, and under applicable laws and the subscriber
agreement.

For the signature certificate, the private key can be used for the signature of a message. The subscriber
should know about and confirm the signature content. For the encryption certificate, the private key can
be used to decrypt the information which uses the corresponding public key to encrypt. After the
certificate expires or is revoked, the subscriber must stop using the certificate’s corresponding private key.

For the SSL/TLS certificates, the subscribers should undertake an obligation and warranty to install the
certificates only on servers that are accessible at the subjectAltName(s) listed in the certificates.

4.5.2. W35 ASHFE K Relying Party Public Key and Certificate Usage

HRBT BN BT A HE R G, A SC5REAT UM AR AR

When the relying party has received the message with digital signature, the party has the obligation to
carry out the following operations to confirm:

1. SRIGECFE LN N FUE T S AGAT 5

1. Obtain digital signature’s corresponding certificate and trust chain.

2. WHINZES4 S N FIE 2 B GDCA ATk

2. Confirm that the signature’s corresponding certificate is the one trusted by the relying party.
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3. L) CRL 8¢ OCSP B\ 14542 X6k N A AIE 4 A2 75 Bl 4004 »

3. Confirm whether the signature corresponding certificate has been revoked by querying the CRL or
OCSP.

4. RS AERE TR R AR A
4. Certificate usage is suitable for the corresponding signature.
5. fEAHEF BRI APHRAER 4 .
5. Use certificate’s public key to verify the signature.
6. AL ErUET A RO
6. Check the validity of the certificates
PAEARAT— ARG, 0T A SHEIR R4 B
If the above conditions are not met, relying party has the responsibility to refuse to sign information.
T R B ROB NS BRI, Al i IR AR SR AGHE T RN IE S,
SRJE PR B AP S BN . HOOT RO NI 5 RN A5 B — i AR 45 552 7

When the relying party needs to send an encrypted message to the receiving party, the party must first
obtain the encryption certificate of receiving party through proper channels, and then encrypt the
information using public key of the certificate. The relying party should send the encryption certificate and
encrypted information to receiving party.

4.6. VEFHEHr Certificate Renewal

R R AEAN SR UE T P A B AR AT B RIEOL T, T P8R —5KiE
e
Certificate renewal is the issuance of a new certificate to the subscriber without changing the public key or
any other information in the certificate.

46.1. EPBEHKEF Circumstances for Certificate Renewal

XTT GDCA 28R 51T P RS, 1 P TR AEUE 15 2 T2 T Uk 58

X+ H ROOTCA (RSA) iE+i. GDCA ROOT CA iE15. ROOTCA (SM2). GDCA ROOT
CA1 TERZRIIF R CA BRI FESS, 1T 7 AT Ui il GDCA HIE-15 J %% 3 838 3] GDCA
ML BEATUE B SRR s . RIS IE R ERESEME R, RESHNFEITT R
ZE.

XF T i GDCA TrustAUTH R5 ROOT iE-f5. #(Z2 48 R5 R CA iE+5. GDCA TrustAUTH
E5 ROOT 2R [ 4t CA Fr R AT FESS, 117 75 18 Fp il i RIS MHE B IE i
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WSS, T LA H R EET

XFF SSL/TLS iiE+s, GDCA #321T FIAEAS BEHT 2 H F i SEHTIESS o 1T 77 Bl BEHnIE 15
i, GDCA FxtiT FHAS ST A, DA RS AT S, WoNssss, WERIT
FHRAEFF G BRI

For the subscriber certificates issued by GDCA, the subscribers need to submit the certificate update
request before the expiry of the certificate.

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1, the subscriber can access the GDCA Certificate Services
Website or GDCA Registration Authority for certificate renewal application before expiration. Applicant for
certificate renewal has no need to fill in the registration information, while the system will automatically
obtain the information.

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT, #Zzi{
R5 R CA{E$5, and GDCA TrustAUTH E5 ROOT, when renewing the certificates, the subscibers shall
submit the registration information as they do for the new certificates requests. If the certificate had
expired, the subscriber must apply for a new certificate.

For SSL/TLS certificate, GDCA accepts the subscriber to apply for certificate renewal without updating
the key. When a subscriber requests to renew a certificate, GDCA will check whether a key submitted is a
weak key, and will require the subscriber to renew the key pair if the submitted key is proved to be weak.

4.6.2. 18 3RAEF5 8B 1524k Who May Request Renewal

RV B 3 5 A 51T 7

The entity who requests certificate update is the subscriber.

4.6.3. ALFEAEH B FT1E K Processing Certificate Renewal Requests

P UEF SR, HACBS AR AR HIERAE. S0l RS, XTI (1 50 UE R 450 25
TN U

For certificate renewal, its process includes application and verification, identification, and issuance of the
certificate. The verification and authentication of application shall be based on the following:

L W WEEFAAAE I H il GDCA JraEk s

1. The original certificate of subscriber is exist and issued by GDCA
2. ISUENEPHUEE SR AE VAT AR Y

2. Validate the certificate update request is in validity period.
3. BT JRENME BT B 250 .

3. Identity verification based on the original registration information.
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FE LA EIGUE AT % )i JF GDCA A A HEHERS K UEFS -
GDCA can issue certificate only if all the verification and identification above are passed.

VT AT PR — RO AT A 15 VTR AT IR 15 5007, 4% IR EORIR AR L I+ 1
B GHIEM BUEL . GDCA FEARA L T #8 AR AT 4a IE+5 FE (14855 75 A ik 5 ST it
HEHILSEERE S

When the certificate is updated, subscribers can use the original private key to sign the update request,
and GDCA will verify and identify the validity, legality and uniqueness of subscriber’s signature and public
key, user information of the update request.

4.6.4. BRIV PFRERRISR

Notification of New Certificate Issuance to Subscriber

[FIA CP % 4.3.2 %5,

See CP section 4.3.2

4.6.5. M2 EFE BTN

Conduct Constituting Acceptance of a Renewal Certificate

[FI4S CP %5 4.4.1 7.

See CP section 4.4.1

4.6.6. CA X EHFHERKI KA

Publication of the Renewal Certificate by the CA

[FIA CP %6 4.4.2 7,

See CP section 4.4.2

4.6.7. CA B HAR AU B K

Notification of Certificate Issuance by the CA to Other Entities

[FIA CP % 4.43 i,

See CP section 4.4.3
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4.7. IEPEHEF Certificate Rekey

IEBEHEHRIT 7 B S 55 A R X s I RS N AP R — eSS

Certificate Rekey refers to generating a new key and requesting to issue a new certificate for the new
public key by the subscriber or other participants.

4.7.1. IERFHAFEFKIERE Circumstances for Certificate Rekey

GDCA HJIE %8 S AR EA R T L 5

GDCA certificate Re-key including but not limited to the following circumstances:
1. AETRAIME ER TR e 1S

1. Revocation certificate due to private key leakage.
2. UETEIH;

2. The certificate expires.

3. ETHAR., BURZ4HEE, GDCA ZERIEHZHE.

3. GDCArequires certificate key update based on the security reasons of technology and policy.

4.7.2. TR SR UE5 2550 5 % 1 Sk

Who May Request Certification of a New Public Key

S SRAIE T 8B TR 1 2 A ONE AT 7

The entity who requests re-key is the certificate subscriber.

4.7.3. RLFEAEH % 4H B H71E K Processing Certificate Rekeying Requests

[FJA CP Zf 4.6.3 15,

See CP section 4.6.3.

4.7.4. BEIVT PFHERRIZER

Notification of New Certificate Issuance to Subscriber

[FIA CP 55 4.3.2 7,

See CP section 4.3.2.
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4.7.5. IR Z A EFE BTN

Conduct Constituting Acceptance of a Rekeyed Certificate

[FI4< CP %5 4.4.1 7.

See CP section 4.4.1.

4.7.6. CA X HEHEFIEB IR

Publication of the Rekeyed Certificate by the CA

[FAX CP 2 4.4.2 75,
See CP section 4.4.2.
B HIE T NAE 24 /NN & AT

Re-Keyed Certificate must be published within 24 hours.

4.7.7. CA B AR IER IR

Notification of Certificate Issuance by the CA to Other Entities

A CP %5 4.4.3 15,

See CP section 4.4.3.

4.8. EFHZ T Certificate Modification

4.8.1. EHBE KB Circumstances for Certificate Modification

ARAT AR BERTEMHE B R EAS,  640A GDCA f HE A

If the registered information which subscriber provide is changed, the subscriber has the obligation to
report certificate modification to the GDCA.

A RIS A5 15 B AR SE AT RERE M LT P BN S5 B e A, AT AN RE HABIE Th AR 5
RBERUGHZAET,  FEER IR
If information contained in the certificate changes that may affect the rights and obligations of subscribers.

The subscriber cannot apply for the certificate change, and he/she can only revoke the certificate then
apply for a new certificate again.

UEFS AL S RS AIE P R P A IR . 2% 1o — B0
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Both of the procedure and conditions of the certificate application and modification is the same.

4.8.2. B RIEHZZ F HK5L4E Who May Request Certificate Modification

T SRIUE A28 B A SEARCORIEAS T /7

The entity who requests the certificate modification is the subscriber of the certificate.

4.8.3. A-FEHE 2 B 1E R Processing Certificate Modification Requests

UEHAR B A% JEAT X FREIE TS AV E I AR AT A0 2], [ A CP 3.2,

The certificate modification is processed following the registration procedures where the first application
for a certificate, see CP 3.2.

4.8.4. BRIV PFRERRISR

Notification of New Certificate Issuance to Subscriber

[FIA CP &5 4.3.2 7,

See CP section 4.3.2

4.8.5. MR EUE B RAT A

Conduct Constituting Acceptance of Modified Certificate

[FIA CP 6 4.4.1 7,

See CP section 4.4.1

4.8.6. CA X2 HAEF ) KA Publication of the Modified Certificate by the CA

[F]4~ CP #F 4.4.2 5,

See CP section 4.4.2

4.8.7. CA B HAR AR UE B K

Notification of Certificate Issuance by the CA to Other Entities

[FIA CP % 4.43 i,
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See CP section 4.4.3

4.9.

IE R A EERL Certificate Revocation and Suspension

4.9.1. IEPBHE KB Circumstances for Revocation

4.9.1.1. IT FIEH#EE R JRE Reasons for Revoking a Subscriber Certificate

> w0 poE

HHILLL RS — P Fl, GDCA AZTE 24 /NI 2 PR IIE 15

VTP DAAS T 20 SR IE 15

VT PVIE A GDCA S IE T 1 SR ARG BFRAL HASGEE M RHAT

GDCA 3K43 T k4, EHISUEF A ST P AVEHE 21 1t

GDCA 35453 7 i, EWIXHEFH FQDN, TP Hu ik ol s 4% 1y bk (16 355 4% $52 A0l 2 AL P 56
UIEAS AL

CA Bl 5 K HE BT R AE LT 7 RABH VI 3R (1) R B0AIF (1 777925, G 7V T ARG 23 £H %6 5 TS L
¥AE (#14n Debian §925%, W.: http://wiki.debian.org/SSLkeys) , BAEAE BRI FIIEYE .
LB RO — Rk 2 Rl CA NAE 24 /NI 2 WHRBSIESS, HLAZJRPE 5 R A H

CERLE

1.

2
3.
4

© © N o O

10.

IEB RS54 Baseline Requirements 2 6.1.5 5} 55 6.1.6 15,

GDCA FRAF 1 k18 2 15% H e

GDCA RT3 % 71T/ . CP/CPS H it — I Bk & T K 54

GDCA 3R T FQDN B IP bk i A A B iR ol (9l SvERE s
A CERE T AN AR BT, TS RS N VR AT B IR &5 Bl
Wik, U4 M AR I BE R4 D

GDCA FR B0 ELFFUE 50 F T 500 BT R % SV (138042«

GDCA FRBUEH &5 B I HE K31k

GDCA FERIUF P2 K A BERT & Baseline Requirements 23K, B{ GDCA #J CP 5 CPS;
GDCA I\ AT AR 8 5 0t BLLEIE S o AOA5 RO RS s

GDCA fk# Baseline Requirements %5 & UE- TR, SOBARBE B & 1k, BReEH 4k
H4fT CRL/OCSP 15 HJF

CPS HHA ST M EAT W AR B2 AT HT AT s FR R E s THRNIEOEE R .
M BB ISR BURAT Y B A AR SR R 5 Bt A B s
B
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11. GDCA C&BATHES S G, T PRI IS %

GDCA shall revoke a certificate within 24 hours if one or more of the following occurs:
1. The subscriber requests in writing that GDCA revoke the certificate;

2. The subscriber notifies GDCA that the original certificate request was not authorized and does not
retroactively grant authorization;

3. GDCA obtains evidence that the subscriber's private key corresponding to the public key in the
certificate suffered a key compromise;

4. GDCA obtains evidence that the validation of domain authorization or control for any Fully-Qualified
Domain Name. IP address or mailbox address in the certificate should not be relied upon; or

5. GDCA is made aware of a demonstrated or proven method that exposes the subscriber's private key
to compromise, methods have been developed that can easily calculate it based on the public key
(such as a Debian weak key, see http://wiki.debian.org/SSLkeys).

GDCA should revoke a certificate within 24 hours and must revoke a certificate within 5 days if one or
more of the following occurs:

1. The certificate no longer complies with the Baseline Requirements section 6.1.5 and 6.1.6;
2. GDCA obtains evidence that the certificate was misused;

3. GDCA s made aware that a subscriber has violated one or more of its material obligations under the
subscriber agreement and CP/CPS;

4. GDCA is made aware of any circumstance indicating that use of a fully-qualified domain name or IP
address in the certificate is no longer legally permitted (e.g. a court or arbitrator has revoked a
domain name registrant’s right to use the domain name, a relevant licensing or services agreement
between the domain name registrant and the applicant has terminated, or the domain name
registrant has failed to renew the domain name);

5. GDCA is made aware that a wildcard certificate has been used to authenticate a fraudulently
misleading subordinate fully-qualified domain name;

6. GDCA is made aware of a material change in the information contained in the certificate;

7. GDCA is made aware that the certificate was not issued in accordance with Baseline Requirements
or GDCA's CP or CPS;

8. GDCA determines or is made aware that any of the information appearing in the certificate is
inaccurate;

9. GDCA’s right to issue certificates under the Baseline Requirements expires or is revoked or
terminated, unless it has made arrangements to continue maintaining the CRL/OCSP repository;

10. The fulfillment of the obligations in the CPS is delayed or encounters force majeure, such as natural
disasters, computer or communications failures, changes of laws and regulations, government
actions or other causes beyond the reasonable control, causing threats to the information of others;
or
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11. Subscribers fail to pay the service fees after GDCA performed the obligations of notifying the
subscribers to pay.

KETRINE, X1 GDCA EBIRS KRG TERMIES, #lin CA. RA. ZH SEHE
M55 EfE CEEEIRS RS H B IIES (R RUES, w] DU HAE .
1. CA 5RA. ZHSEERAT RPN 8 KA
2. UEBRPIR A 2 A T B BB R A 2 A R
3. HTEEIMFEE,

If the following circumstances occur, for the certificates using in GDCA certificate service system, such as
certificate using in CA, RA, LRA or other services entities (including equipment using certificate in service
system), GDCA can revoke the certificate:

1. Agreement between GDCA and RA, LRA has changed or stopped.
2. The private key of the certificate has security damage or is suspected with security damage.
3. The need of management.

WEFIT PR R I ECHE SR B AV 2 R AR S, NAZRER CA #HATHES . X T
SSL/TLS M55 # 2KUEF, # HBLLL MER —IE LU Y, R T IE AR
1. CA WSS ANTEETE, Wk e IR ARk . ST & 24 1045,
CA B350 — @B AFUE R R IR AUE — MR VEVE IR 3 T 154
CA WUt THEM R R A& 11217, I HARZHHAR CA R UM IE I SRR
CA ZEJAUEF AR i BB B 1k, BRIE CA OAF 224k, 48 2L4E5" CRL/OCSP:
TE S R EAR A5 B 2 ol 17 o I FH A A S i AR T AN T e 32 1 XU

o c w D

If certificate subscribers discover or suspect the security of private key of the certificate has been
damaged, they shall immediately notify GDCA to revoke the certificate. For the SSL/TLS server certificate,
if the following one or several cases have occurred, GDCA also need to carry out the certificate
revocation:

1. Domain name that CA knows is no longer valid, such as the domain name has been judged by the
court, domain name registration agency contract termination, etc.

2. GDCAknew a wildcard certificate was used for a fraudulent misrepresentation sub domain name.

3. GDCA terminates the operation for some reasons and doesn’'t arrange other CA to provide for
supporting operation of revocation certificates.

4. Unless GDCA make special arrangements, GDCA will continue to maintain CRL/OCSP, under the
circumstance of that GDCA's right to issue certificate has been expired, revoked or terminated.

5.  Technical content or format of certificate causes unacceptable risk for application software vendor or
relying party.
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4.9.1.2. 12 CA IET RS EE Reasons for Revoking a Subordinate CA Certificate

A HILLA NS ) —FhELZ Fh, GDCA ZUTE 7 RZ W 9% CA EF3:

1.

I L T

GDCA 3k4% 1 b4k, UEW] SR A0S REFK h 4% CA RVEHIE 21 7 415 , BN 75 & Baseline
Requirements 5% S/MIME Baseline Requirements 5 6.1.5 75} 55 6.1.6 715 FIAHICE K
GDCA FRAF 1 k18 23R F RS

GDCA £ BAUFP %5 R K BEFT & Baseline Requirements 3K, B 1 2% CA K AEFF & CP/CPS;
GDCA YAMEFTHITEh S CA IEB P EAER . AELEAG RS

GDCA HI TAEMJRENF 1L E, HAS 5 —% CA B AR BIE R R 55
GDCA f# Baseline Requirements %5 & UFT AL )R8, BB B 261k, BRIEH 4%
Z24Ed CRL/OCSP {5 B % .

GDCA shall revoke a subordinate CA within 7 days if one or more of the following occurs:

1.

GDCA obtains evidence that the subordinate CA’s private key corresponding to the public key in the
certificate suffered a key compromise or no longer complies with Sections 6.1.5 and 6.1.6 of
Baseline Requirements or S/MIME Baseline Requirements;

GDCA obtains evidence that the certificate was misused;

GDCA is made aware that the certificate was not issued in accordance with Baseline Requirements
or that subordinate CA has not complied with the GDCA CP or CPS;

GDCA determines that any of the information appearing in the subordinate CA certificate is
inaccurate, unreal or misleading;

GDCA ceases operations for any reason and has not made arrangements for another CA to provide
revocation support for the certificate;

GDCA's right to issue certificates under Baseline Requirements expires or is revoked or terminated,
unless GDCA has made arrangements to continue maintaining the CRL/OCSP Repository.

4.9.2. 15 RAE P34 F75248 Who Can Request Revocation

© a > w DN

PN S A RT BAE SRABEH — AN P e

GDCA S ML AT DURIE A CP 28 4.9.1 7 ZESRHEH —/MT kS

SEFAS AUESS, AR P AT L SRS A1 8 AN AGE

T HUHGIES, RN AR FRAT BT RI C 22 R 4 U HOE

T RAUES:,  RATIARA& IHU BA AR AT SRS SR DA 2R IIE T
Rt BUR BT H A AR TR DR T e .

M7 LR AR AR L B3 B TR BOHC AL 4 35 = 75 PT DASRASUE 15 i) R 5, 5 A
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GDCA & PR ey iE .

The following entities can request revocation of subscriber certificate:

1.

GDCA or Registration Authority can revoke one subscriber certificate based on the requirements of
this CP section 4.9.1.

For individual certificate, certificate subscribers can submit a request to revoke their own individual
certificates.

For organization certificate, only representative authorized by this organization has the right to
submit a request to revoke certificate which has been issued to this organization.

For equipment certificate, only representative authorized by this organization who has the equipment
has the right to submit a request to revoke certificate which has been issued to this organization.

The court, government departments and other public power department can revoke subscriber
certificate in accordance with the law.

Relying parties, application software suppliers, anti-virus organizations and other third parties may
submit certificate problem reports informing GDCA of reasonable grounds to revoke the certificates.

HA GDCA A DURUEHARIE P a2 CA IET.

Only GDCA can revoke root certificate or Subordinate CA certificate.

4.9.3. IE B E R KA EEFERF Procedure for Revocation Request

4.9.3.1. 7T P ERBAHIETS The subscriber actively proposed to revocation application.

A w0 D

VTP A A LR SRS R, RIS 0 JR i R«

TEYRATURA R S5 FR T SRR ST B 0 0 RS B P ) I 2 1k
TEMHUR R FUE FR 1B R IR E 4 GDCA, B GDCA 58 BUHilH
GDCA #2445t 7+24 /NI FOHUY H i IR 45

Subscriber submits revocation application form and identification material to registration authority and
indicates revocation reason.

Registration Authority verifies the identity of entities applying for revocation and the appropriateness
of revocation reasons.

RA submits application form of revocation to GDCA and GDCA completes the revocation operation.

GDCA offers 24x7 certificate revocation requests service.

4.9.3.2. T P& 5RH 45 IEF The subscriber is forced to revoke the certificate

1.

2 GDCA BEMHLIA 7853 B EE AR (S tH LA CP 2 4.9.1.1 1 I OUE, Al i Py

85



Il semnnnnaemes

Sooa GDCA F 5 5kHE (V3.3 fi)

5 R IR R SRS TE 1

2. GDCA $2fit 7%24 /N IRIIE A5 v /AR 5 AL BEALAR

3. BT REALA R AT SRR L B R AL S AR = D7 SRR AR & 1N, GDCA
IO 2L 2 7 A U 7 4 SRR i S TS A E

4. GDCA HEITFIERE, @& Um oy, SR miss, Sl Ep o
S AR EE R

1. When GDCA or RA has sufficient reasons to confirm that circumstances described in CP section

4.9.1.1 have occurred, they can revoke subscriber certificates through determined internal
processes;

2. GDCA maintains a 24x7 certificate problems reporting and processing procedures;

3. GDCA will take actions to investigate the certificate problem reports submitted by relying parties,
judicial institutions, application software providers, anti-virus organizations and other third parties,
and will decide whether or not to revoke the certificates based on the results of the investigation;

4. After the certificate revocation, GDCA or RA will use appropriate ways, including email, phone, and
fax to notify the final subscriber that the certificate has been revoked and the reason why it is
revoked.

4.9.4. B TE R I % FR 3 Revocation Request Grace Period

R SR I T e A T IR S T, SRR S SR 0 A LM % A S e 8 /NS
PPt o AR IR S N AR 15 SR 0 ZEAZ B[] 48 /N P dieth

If key exposure occurs or suspected occurs, revocation request must be submitted in finding leakage or
leakage suspicion within 8 hours after key exposure or suspected exposure is found. Revocation
requirements caused by other reasons must be made within 48 hours.

4.9.5. CA KCFEHEH 15 R B PR

Time Within Which CA Must Process the Revocation Request

GDCA H £ R 15 3K 2 76 U 2 18] I TR B SYIRR - ANSHERRE 24 AN/

The cycle of GDCA processes revocation request is no more than 24 hours.

496.  KBOTREIEDEEKZER

Revocation Checking Requirements for Relying Parties

WRHT A MIEF AT L 20 & ) GDCA AT CRL B ABAT T 5 AR AIIE 5 & 75 Bt
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.
Relying parties must check the CRL published by GDCA before trusting a certificate to check whether the
certificate is revoked.

4.9.7. CRL RAF#Z CRL Issuance Frequency

%t F B ROOTCA (RSA) iF+5. GDCA ROOT CA iF+5. ROOTCA (SM2). GDCA ROOT
CALEBLER I CA FrER AT FEFS, CRL KATHWIN 8 /it

Xf ¥ i1 GDCA TrustAUTH R5 ROOT 1iE+i . # i AX R5 #R CA iE15. GDCA TrustAUTH
ES5 ROOT &R 2% CA T2 KT FEF, CRL KA JE YN 24 /N,  H. nextUpdate 7B
A HE H thisUpdate 1A 10 K LLE

Xt g CAUEFS, GDCA i) CRL &AT MY 12 4 H o iR 2 CA E+:, GDCA
FERES G 24 /N2 N BEH CRL, H. nextUpdate “7-EX (IMEANTSHE H thisUpdate {81 12 4> BA
.

FERFIRE SR IL R AT BAE CRL SZEIAER (RAE M 25 A 2% FRERS PRIED, CRL AYSZEDA:
R GDCA il %€ 1) R AT SR UL TE o

The subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1, the CRLs are issued every 8 hours.

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT, #iZ&Bd{t;
R5 R CAE$, and GDCA TrustAUTH E5 ROOT, the CRLs are issued every 24 hours and the value of the
nextUpdate field is not more than ten days beyond the value of the thisUpdate field.

For the subordinate CA certificates, GDCA shall update and publish certificate revocation list (CRL) every
12 months. In case the subordinate CA certificates are revoked, GDCA shall update and publish the
certificate revocation list (CRL) within 24 hours after the revocation, and and the value of the nextUpdate
field shall be no more than twelve months beyond the value of the thisUpdate field.

However, CRL can come into effect immediately determined by release strategy made by GDCA in
special emergency circumstances (assuming that the network transmission condition can guarantee).

4.9.8. CRL R A7 5 K J5 B} 18] Maximum Latency for CRLs

—/MIEFS B B 216 Wl A 1) CRL b 1 i B R AS Bt 24 /BT

A revoked certificate will be added to CRL within 24 hours.
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4.9.9. FELARASE W R W F 1% Online Revocation/Status Checking Availability

GDCA N [AJUEF5 1T P A 7 $AEAE LR IE TR S E W AR 55 - OCSP M B ZIFF & RFC 6960
FIER, FHHAE OCSP R55 432544 . OCSP {4528 HIE T 5 IEE B WPRASFE B B H—4 CA
25 9%, OCSP [R5 2% HIAIE 5 A & — AN RFC6960 & Y1257 id-pkix-ocsp-nocheck I3 & T .

GDCA should support OCSP responses for subscribers and the relying parties. The OCSP responses
should conform to RFC 6960, and signed by an OCSP Responder whose Certificate is signed by the CA
that issued the Certificate whose revocation status is being checked. The OCSP signing certificates
should contain an extension of type id-pkix-ocsp-nocheck, as defined by RFC6960.

49.10. FELRESEEER Online Revocation Checking Requirements

M P e BLE BT FEZOIRAS B W), GDCA AR EATAT 1B HURLFR -

GDCA #2fit Get Fil Post P15 2Lf OCSP /I 55 .

XFF AT RS, GDCA 5 /b4 PU K 558 OCSP {5 & . OCSP M B ) e KA RO N 10 Ko
Xt T CaUHIESS, SZRIEEE OCSP.

XF g CAETS, GDCA MZEAAE 12 AN OCSP 5 5. H#fH ht CA LR,
EAE 24 /N A BEGHT OCSP 15 12

XFFARZER P APIRESEWIERK, GDCA AFIR[A “good” IRZ.
Users may feel free to inquire status online. GDCA must not impose any access limits.
GDCA offers the OCSP service using both the Get and Post methods.

For subscriber certificates, GDCA should update the OCSP information at least every four days.OCSP
responses from this service have a maximum expiration time of ten days. For the revoked certificates,
OCSP status will be updated immediately.

For subordinate CA certificates, GDCA should update the OCSP information at least every twelve months,
and within 24 hours after revoking a subordinate CA certificate.

GDCA must not respond with a "good" status for the request for status of a certificate that has not been
issued.

49.11. HHEBHHEMAEAER

Other Forms of Revocation Advertisements Available

k%7 CRL. OCSP 4, GDCA 7] DA E B A R A0, (HIXAE DA .

GDCA may provide other publication forms of revocation information in addition to CRL and OCSP,
however, such publication forms are not mandatory.
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49.12. FHHBERFREHZESR Special Requirements related to Key Compromise

RS CP 55 4.9.1 WHUE RIS IEAL, 23T 7 BE MU FIE o A2 B 2 i, WAL
HITa) GDCA # tE P g K . R CA HEH] (IR CA Bih 2 CA ) e e
MRSEAR T, NAZAE A BRI 18] Y A 2 5 QR R @ T - AR AT

Except for the case described in CP section 4.9.1, when certificate key of subscriber or RA has security
damages, certificate revocation request should be made to GDCA immediately. If CA key (root CA or
Subordinate CA key) is compromised or may have been compromised, subscriber and relying party shall
be notified by reasonable means timely.

BT P LA S = 7 Al RAEA CP (155 1.5.2.1 2 ik R 7K, &F%t i GDCA &% 1)
H AR AR IARIES, 1 GDCA & 1% Bk 88 4R s, s J7 AU DL 7B
—F B REA R AR 5% R R AAEH -
> SRACHI R AV K CSR,  JREAEE A A BN “Proof of Key Compromise for
GDCA”;
> EERAI ER AL .
GDCA RJ 175 75 A% 7 747 38 0 At iF B L BH 1 55 (1 77725

Non-subscriber third parties may report a key compromise of an unexpired, unrevoked GDCA certificate
according to the contact information described in section 1.5.2.1, using one of the following methods to
prove possession/control of the private key associated with a certificate.

»  Submission of a CSR signed by the compromised private key with the Common Name “Proof of Key
Compromise for GDCA”; or

»  Providing the private key itself.

GDCA may allow additional, alternative methods that do not appear in this section at its own discretion.

49.13. EHEERIEF Circumstances for Suspension

GDCA A SZFFIE T

GDCA does not support certificate suspension.

4.9.14.  ERIEFHHERKI L/ Who Can Request Suspension

GDCA AN SZFHIE .

GDCA does not support certificate suspension.
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49.15. HRIEFRKFEF Procedure for Suspension Request

GDCA A SCFRIE T

GDCA does not support certificate suspension.

4.9.16. HEAWIFRFR#] Limits on Suspension Period

GDCA A FriuE Rl .

GDCA does not support certificate suspension.

4.10. IEFIRFHRS Certificate Status Services

410.1.  #AERHE Operational Characteristics

1P A BLiEidE CRL. LDAP H=xMK 4% . OCSP &Mk 0iR%s, Lk

S22 0T S SR BE R S I () A0 A Ab B g

A T7 HHEF RS

X HES IE TS, GDCA AMAEUE T 2 EARTMIBR HAE CRL H IS 1% . GDCA A

MBS CRL FRPARAS S 4% 40E 15 PO U 18 5% o
GDCA AR OCSP s i 5% .

Subscribers can query certificate status through the CRL, LDAP and OCSP. Certificate status services

described above should have reasonable response time and concurrency process capability for query

request.

For the revoked certificates, GDCA shall not remove their revocation records from CRL prior to expiration

of such certificates. GDCA does not remove the revocation records of code signing certificates from the

CRL.

GDCA does not remove the revocation records in the OCSP.

4.10.2. RS H M Service Availability

UEFSIRZS AR S5 LRI 7X24 /NP AT, ELWi R R) AN R 10 7D

Certificate Status Services must be available in 24 x 7 hours, and the response time must be of ten

seconds or less.
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4,10.3.  WFIEKFIE Operational Features

ANEH

Not applicable.

4.11. ITWZ55K End of Subscription

VT PES R IR R 0TAT P T 04Ty TE R

The following circumstances of certificates indicate that the subscriber’s subscribing behavior has
formally terminated:

1. UEB R E A AT T
1. The certificate is not renewed after the expiration.

2. UEFSRIIRT B .

2. The certificate is revoked before the expiration.

4.12. BHILE 5% E Key Escrow and Recovery

4121,  EARESRERRBEITA

Key Escrow and Recovery Policy and Practices

%tF B ROOTCA (RSA) iF+5. GDCA ROOT CA iF+5. ROOTCA (SM2). GDCA ROOT
CALIERZR P CA Fra R I FAE: AET P e & 495t i GDCA 18T /' GDCA
HEER, JFH GDCA BEATE L. MUEH1T P AN R ERE NS SR, 7TLAR GDCA 2
HHERE N %, GDCA ZIRMVE. W, T P EE, il 7 A S 2 2
He.

IEFT P2 5 B AT 7 B AT, GDCA AE321T P 88 4 S It FIk S .

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1:The encryption key pair of the subscriber is applied for and
generated by the GDCA on behalf of the subscriber, and is managed by the GDCA. When the subscriber
needs to recover the encryption key, they can submit an application to GDCA for key recovery. GDCA will
process the subscriber's application and recover the corresponding encryption key for the subscriber
according to the established procedures.

Subscribers shall keep signing key pairs by themselves. GDCA does not provide the key escrow and
recovery services for subscribers' signing key pairs.
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Xf ¥ i1 GDCA TrustAUTH R5 ROOT k45 #ifAX R5 #R CA iE15. GDCA TrustAUTH
ES ROOT 2R Mg CA 28 R IMAT FAE-f: 3T/ (s At thiT /AT A . a0 s g%t h
INEEREAFLRAE, GDCA EERAT P b iU I A2 B8 I FIPS 140-2 55 — 2 EOR (1 hn S i -2
HOREAH, BZRFEA AR ME—350]. 1T P AT AR GDCA AT EAT A B % 0 Al
CSR. PAALEHIS SR . kSR 45 ridh il )40 2K AT 7 B 2K 4H, GDCA Xf Ik AR 534E. GDCA
AERBAT P AR AR 55

For subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT certificate, %
ZH A R5 #8 CA {E+ and GDCA TrustAUTH E5 ROOT:The key pairs of subscribers shall be generated
by the subscribers themselves. In case the key pairs are to be stored in a cryptographic hardware, GDCA
requires that the subscribers must use cryptographic hardwares that meet or exceed the requirements of
FIPS 140-2 level 2 to properly keep the private keys, and must always keep unique control of the private
keys. Subscribers can authorize GDCA to generate key pairs and CSR. Subscribers shall undertake the
responsibilities by themselves for the losses incurred by the loss of signature private key, and GDCA
refuses to take the corresponding responsibilities.

GDCA does not provide key escrow and recovery services for the subscribers' private keys.

4122,  XEEVRERESKENFERETN

Session Key Encapsulation and Recovery Policy and Practices

R FIE AL E G B AORBPR SR, B SR E B E N A&
WEPIINE, #E M E SRR E R E 1

The session key is packaged in digital envelope using asymmetric algorithm. The digital envelope is to
encrypt the session key using information recipient's public key, then the recipient can use their own
private key to decrypt and recovery the session key.

5. INEHUMIBEME . & BT ERAE I

Facility, Management, and Operational Controls

5.1. #¥)¥$EH Physical Controls

5.1.1. A B 58 Site Location and Construction

GDCA WO HL G FE IR IhRE £ B NiZ O X . RS IX . BFHIX . #EX . AKX AKX
100 X — N MR G FL G B A = o FLFE AR N AR B A FLAN AR, ATt 55K B 2N 2mm

Sﬂ}
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I FLAAAR,  MASCR S EEDY 3mm (74 SLANAR . F745 T 208 CO2 fRIPIE . B A5 (1 iR
A RMRIBT AN BRI TR BRI ] 38 WU 42 57 il 2 A% T 75 e g R0 XD
T IR A R AR VB AS o« A TUOR S BRI B A AR L SUBCE AEZD X

According to the functions of GDCA central area, it consists of core area, service area, management area,
operation area, public area. The core area is a high-performance electromagnetic shielding room. Its shell
is made of six sides of high quality cold-rolled steel plate. The roof and wall panel is made of cold-rolled
steel plate with thickness of 2 mm. The floor is made of cold-rolled steel sheet with thickness of 3 mm.
Welding process is CO2 protection welding. Glass is thickened and bulletproof with metal mesh added on
it. Shielding door is manual locked. Vent is configured with honeycomb type ventilation duct shielding
room window according to the specifications of the shielding room. Power filter is single phase
high-performance low leakage filter. Safe with confidential information stored must be placed in the core
area.

5.1.2. YPBEV5 ] #E %] Physical Access

BEH BB A R AT N T s, SRR, AT AR IERE B BN B %
IR N R LB . GDCA 1] CPS 2N B )45 i 3047 LLBE A I L E

The activities of accessing to each physical security layer shall be recorded, audited and controlled in
order to ensure that all above activities of certain person have been authorized. GDCA CPS must define
detailed rules for physical access control.

5.1.3. B, /75214 Power and Air Conditioning

GDCA Wl MNA %4 WA A R s A9t DA IR KRS B i F 7
R 4k, ERLEANE L RS B R G5 w8 S B R IR AT B

The computer room of GDCA shall be equipped with secure and reliable electric power system and
electric backup system to ensure continuous, uninterrupted access to electric power. In addition, these
systems shall have temperature and relative humidity of special air-conditioning system and wind system
control operation facilities.

5.1.4. B 7K Water Exposures

GDCA M55 B L T TR, Bk AR 3, JFBEREAE IR K I f KA
JE RN KR DI 2R S R

The computer room of GDCA should have specialized technical measures to prevent and detect leaks,
and be able to reduce the influence of leakage on the certification system to the maximum extent.
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5.1.5. ‘KRB Fire Prevention and Protection

GDCA L BRI #1152 A L AR Py RV BRI 1 K R A A A, IX K R B
I ML AT T P E B T e A R

The room of GDCA should take preventive measures, and formulate the corresponding program to
eliminate and prevent the occurrence of the fire. These measures shall meet local applicable safety
regulations.

5.1.6. AR Media Storage

XPPDEE A o A AF TRV P BE /2 Bk Bk Bl Bl B B, B
B R AR A S5 K 22 4 oK, IF HUEESL ™A% R DR T B LAR 125X 0 R 2S5 ALK A6 P A U5 1]

GDCA meets the security requirements for media storage, including fire-proof, water-proof,
earthquake-proof, = moisture-proof,  corrosion-proof, pest-proof, static-proof, electromagnetic
radiation-proof, etc. Meanwhile, GDCA takes strict measures to prevent the media from unauthorized use
and access.

5.1.7. JRYALEE Waste Disposal

2 GDCA fF RS R FKSCAF AR R AP 75 B A A IR IS, e AR S AR 50, o
fEETIEWE . BB a5 AIAF BUBURAE B A A LA I Ak B TR & i SR (A 7k e
e HA IR I AT VB 5

The written documents and materials of GDCA should be destroyed when they are no longer needed or
exceeded the expiration date, and must not be recovered. Cryptographic devices and media with
sensitive information should be initialized and physically destroyed by using manufacturer’s method
before disposal.

5.1.8. FHLZA Off-Site Backup

GDCA 37 1 sl & oy hote, AL TR AEXT OB R Gedde . o T H S As AL
USSR EAT AR &

GDCA has established a remote data backup center. It backups the core system data, audit log data and
other sensitive information by the specialized software at off-site location on a daily basis.
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5.2. FEFF#E#] Procedural Controls

5.2.1. H{Z 4 Trusted Roles

£ GDCA F2HE M P IEAR ST RE T, REMA BT B HRER Ak (] & BRI
S DR BRI HRA #5 GDCA MM WIS Mt X6 0 N A0 4 -

In the process of electronic authentication service provided by GDCA, a person who can essentially affect
the processes of certificate issuance, usage, management and revocation, and other related positions
which are involved in key operation is considered as trusted roles. The trusted roles include:

1. EAHRIEID A I BN L s

1. Administrator of key and password devices.
2. RGUEHNN;

2.  System administrator.
3. wAeWIF AR,

3. Security auditor.

4. M EHN G SSERIEN

4. Business administrator and business operator.

5.2.2. BT % FER AZL Number of Persons Required per Task

GDCA NLAEFL A 35 HE 0 BT 55 BEAT A 2], IR Z DR A kA S 55
— LUK IESS

GDCA should strictly control key task for specific business specification to ensure that various trusted
roles jointly participate in completeness of some sensitive tasks:

1. PRSI ERERER: TS5 ANaE NP 3 AL E 5K
2. IEBBERRAGRGEGEAE: FTEINRKRGEFHEANRTH 2 DMAE N RILFE TR
3. HRMNZKIE: FE 2 AAEARIELEEH.

1. Foroperation and storage of the key cryptographic equipment, it requires at least three of five trusted
persons to operate.

2. For background operation of the certificate issuance system, it requires at least two of three trusted
persons to operate.

3. For review and issuance of the certificate, it requires two trusted persons to operate.
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5.2.3. A KRR 5 %5 Identification and Authentication for Each Role

XA ARG ARG, AT A KR AR, AR ORI e G AL P AR T
TEER DTSR . SRR FAE GDCA BN S FH A AR 9] Th A E

All persons who undertake trusted roles must be identified and authenticated strictly to ensure that they
can meet the requirements of their jobs. The identification procedure is given in the GDCA personnel
management regulations.

5.2.4. T ER T 0EIFI A E Roles Requiring Separation of Duties

PrEisi s, iR AEE TR IREERMA T, BUAREHEE S —RrE IAER)
fth. & EPTT ORI A O AR T

Segregation of duties means a person who plays a specific role cannot be the person who plays
another specific role. Roles requiring segregation of duties include but not limit to:

1. AEFkg 2R
WEF5EL CRL 25k
ARG LRS54y
CA FHEH
TAH T

o~ w D

1. The acceptance of the certificate businesses
2. The issuance of certificates or CRLs

3. System Engineering and Maintenance

4. CAkey management

5. Security auditing

5.3. AR#E#] Personnel Controls

5.3.1. B, KA HER

Qualifications, Experience, and Clearance Requirements

GDCA X &H A5 A ORI T/EN R ERIN T
1. BE&ROMESITIEY S,
2. ESFEZEE. L R GDCA K148 — 2 HE KB B
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BAF GDCA 1 KR A H RS He A B s

HA RGO ARR . BRSO T TS
H2% RAFII RN A A

TEEILIRIE .

© g &~ w

The qualification requirements of person who undertakes trusted role in GDCA are as follows:
1. Good social and working background.

2. Complying with state’'s laws and regulations. Obeying GDCAs unified arrangement and
management.

3. Complying with the GDCA related security management norms, regulations and specifications.

P

Having good personalities and working attitudes, with good working experience.
5. Agood team player.
6. Noillegal and criminal records.
GDCA ER7E A5 M i) N 51 /D b ZUR 2 BB mIAE H0SORT AR AP, JEs2mil CA
BATHIH IR AR . AAT L R HRIE 35

A person required by GDCA as trusted role personnel must have loyalty, trustworthiness and dedication to
work, without other part-time work that affects CA daily operation, no major bad records of this industry
and etc.

5.3.2. B AAEFERF Background Check Procedures

GDCA 547 KIBUFERT IR B EAE, se ot vl 5 5 s SR

GDCA collaborates with governments and investigation organizations to complete background review for
the trusted roles.

PP AT AT 53 R ER O N ) AT A O3 AR e 0 R e AT RO A . RIS
N FEA BT

All employees who are trusted or apply for should have a written consent that they must go through a
background investigation. Background review including: basic review and full review.

EAREOIN TEZD, BALiER, #H, H2RATHRE.
Basic review includes reviewing work experience, job recommendation, education and social relation.
SR AR S A A H SNSRI IL R, e R AN e T A .
XA B AEE Lk 55 PR B ) (57 i A HEAT AT I 4

Full review includes reviewing criminal records, social relation and social security besides basic review.
Full reviews must be carried out for key roles that involve with publicly trusted certificates business.
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EvEIR ROk LT

a) NI IT RSN R AR BN . SRR Bk B, femit e
AR EALUEF . BEARUE A S RS A A RAIEM

b) AFHARIDEL R FEeh. Mg EVIE U R A AR N SR T 5

c) MANMITEEILHZ. HHERE. FHRERET 0 HAEE,

d) Z%#%, GDCA 50 TEITRE ML, AR A TAVRER CA IE-BARS KA ff
FHABURE S [, GDCA ERHZHEANURIMI N 538 BAR SIS T 7R $H ml 45
MR GIBEAT I 5 5, DUERENS Fr SR I0IE IR 48 N 53 1 TS A2 LA AR e

The review procedure includes:

a)

b)

<)

d)

The HR department is responsible for confirming candidate’s personal information. Candidates
should provide the following information: resume, the highest degree graduation certificate, degree
certificate, qualification certificate and identity card and other related valid certificates.

The HR department identifies the authenticity of the information provided by candidates through
telephone, correspondence, network, visits and other forms.

The HR department checks candidates through on-site assessment, daily observation, situational
test and other methods.

After the review, GDCA signs a confidentiality agreement with employee in order to restrain
employee not to reveal any confidential and sensitive information of CA certificate services. At the
same time, GDCA will also be in accordance with the relevant organization regulations of personnel
management and make job examination on in-service staff who assumed trusted role, so as to
continuously review these employees’ trustworthiness and working ability.

5.3.3. FEAIZE R Training Requirements

N TAE A TR AR T AR, 75 20 53 AT B A b i 35 IR AR A A fE I, DATE 4

(05 & AR BT N R R o BRI ROZ ARG EARRR T DR 25

In order to make the employees to be competent at his/her jobs, pre-training and re-training must be

conducted for employees to meet the requirements of the job positions. Content of training shall include

but not limit to:

1. GDCA A7 Bk S AT AR 55 200 5
CP and CPS issued by GDCA.
2. PKIFEAHIH;

PKI basic knowledge.
3. HFRAIEMAMIGEREM

Electronic Signature Law of the People's Republic of China related laws and regulations.
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4. GDCA IZERR. FRK R 2228 B
4. GDCA operation system, technology system and security management system.
5. LARHRTTAISIAL UL -

5. Working responsibility and job description.

5.3.4. BREJIFBERNZER Retraining Frequency and Requirements

GDCA NARYE 7 B HE A I, AORIIE B2 g 7 ) B3 AT & P ALK, IR Hh e
H TR

GDCA shall arrange for continuous re-training for employees at important positions regularly to ensure
employees can meet their job requirements and complete their jobs more smoothly.

5.3.5. TAERPI I EFIIXF Job Rotation Frequency and Sequence

GDCA AR 8 %2 4/ P SR ) 5 A2 AN 53 1) A S 6 o UL AT o

Job rotation cycle and the sequence of GDCA serving officer will be based on organization security
management strategy.

5.3.6. REFZAT NEI 4L T Sanctions for Unauthorized Actions

GDCA NS I — B E BN, WREPUT NEATIE L AT, AR L5y
Aa A, WETAERAL. TG MIPEE . IRASFNEN AL BEAE T 3. IR AR ST 4 1F
EVEEHEMIE R .

GDCA shall establish and maintain a set of measures for the administration, including termination of labor
contracts, position removing, fines, criticism and education, submitting to Judiciary for processing, etc., to
appropriately discipline the personnel unauthorized activities. Above discipline activities shall comply with
laws and regulations.

5.3.7. W& ZIANKIZEDSKR Independent Contractor Requirements

XFTAJET GDCA HU A LAEAN G, (HMNEF GDCA M54 K TAER Wk 55 7 3L
kg NG BN AL A 2N, GDCA )G —ZR T
1 NARIRM &R,
2. GDCA #2Bt4 — Ky R AT R I AR B AR I, BN A FEEAR T GDCA EF
S BN R TN UE Y 55 R
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For persons who do not belong to the GDCA but participate in the relevant works for GDCA businesses,
such as business personnel of business branch organization, management personnel and other
independent contractors, GDCA has requirements are as follows:

1. Record management of personnel profiles

2. GDCA provides unified training and retraining, includes but not limited to the GDCA certificate
acceptance rules and electronic certification business rules.

5.3.8. R44 N\ T304 Documentation Supplied to Personnel

GDCA $ 45 PN 53 LA SO B AFE RS IR R 5 53 1 TARR A .

Documents provided to internal employees by GDCA include training documents and related personnel
working documents.

5.4. HiHCFRFER Audit Logging Procedures
5.4.1. CREHFHIZEE Types of Events Recorded
CA M RA AZHCFHIBAT RGUMHKRIFF, L T JEEH B THIT AR . IX 0%,

TR TAEMEE — ARG AR, HNIZEELTEE:
1. FFARER H AN H]

2. WRMTFHG:

3. idsRHyEAY,

4. ORI

5. CFFIILIA,

All major security incidents occurred in GDCA will be logged in the audit trail records, and will be made
available to qualified auditors for review when necessary. Regardless of manual or automatic generation,
these records should contain the following information:

1. The date and time of the event
2. Sequence number for the record
3.  Type of record

4. Record source

5. Event recording entity

GDCA Riid M FEHEEAE T
1. CA FHA AN EIFM, A5 CA BHAR. &0, . WE. #H.
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B OJARY. AHSRE. FAEHIIEEESE

2. UFPBA AN EEE, GFEUEBR R M. EH. M,

3. RG. MEgzaFfl, A RIBARIIVIN CA RENES), R4 HEIZIT™
ARH B, RGAREE,

4. (EEZEREMNZEEMN,

5. RGHAEFEM, BFARGHIRMAIE. MER, ¥WEBUE %D

6. AUENUBIERIVTIH, O FERAN Gk A EN U BRE . AR St A UEA LAY
Bt SE A ISR

7. A{ENREEILE, O RARIRMAIE. MR LT EE.

These events include but not limited to:

1. Management events in key’s life cycle, including generation, backup, storage, recovery, usage,
revocation, archiving, destruction, private key leakage, etc.

2. Management events of certificate life cycle, including application, approval, update, revocation, etc.

3. System and network security events including: successful or unsuccessful access attempts for CA
system, logs generated during the daily system operation and system updates etc.

4. Security events recorded via information security devices.

5. System operating events, creation or deletion of permission, configuration or modification of
password.

6. Access to CAfacilities, including the access of authorized or unauthorized personnel and attendants,
and other relevant records.

7. Management record of trusted roles and personnel, including system access application, deletion
and modification.

54.2. A3 H ERIPE Frequency of Processing Log

GDCA Rt a s it 0, DMERBIEER 2 MR, RN 2 2RI
HH LR it o

All the audit logs should be checked by GDCA regularly in order to discover the significant security and
operation events and take corresponding measures.

5.4.3. #FHiHH EH R E IR Retention Period for Audit Log

GDCA W50 35 RAF L T IANE R 55 I H T H S, IRAFIIR O i 725 2 B R BUR T4

GDCA saves electronic certification service audit logs properly. The preservation limitation period is five
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years after the date of expiration of the electronic signature certification.

5.4.4. #Hit H EBIPRP Protection of Audit Log

Pra fa T H &, REESREU™ A Y BAZ AR U R 150, B bR RN &
o MHERSE

All the audit logs should be handled with strict physical and logical access control measures to avoid
unauthorized reading, modification and deletion, etc.

5.4.5. #H it H £ & FERF Audit Log Backup Procedures

xR T H S NAZ I ST PSRRI, 2 AT 4 00

GDCA should set up and carry out the reliable system for backups of audit logs, and full backups are
performed periodically.

5.4.6. HHEE RS Audit Collection System (Internal vs. External)

AEH

Not applicable.

54.7. Xt S E A E A E SN Notification to Event-Causing Subject

BTSRRI, NCE R SR IZFRN N AN

When audit record reports an event, GDCA shall notify individuals, organizations who cause this event.

5.4.8. HE55PEPRfE Vulnerability Assessments

MRYEH TR, GDCA N WIHEAT 2 e WE s PEVEAY,  FFARTE PIAS 1 R A R it

GDCA should conduct security vulnerability assessments regularly according to audit records and take
remedial measures according to assessment reports.

5.5. E3JH#4 Records Archival

5.5.1. IFR4IE R HIZR A Types of Records Archived

FERGOIETR, BT A CP 5 541 FHEM, JEH T FILTHATIR, Ol
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In addition to the records need to be archived specify in CP section 5.4.1, the following records should be
archived:

1. EHHIEER;
1. Information of certificate application.
2. UEBERII A SR .

2. Supporting documents of certificate issuance.

5.5.2. ARSI =B BE IR Retention Period for Archive

GDCA LTINS (CPS) MERIE & BRI RS 0 O BE SRR

CPS of GDCA shall provide reasonable retention period for archive.

5.5.3. VARSI R4 Protection of Archive

368 T 3 22 PR A B AT A 1) U5 T4 6 v DR Vs e, RO e B el 45 N 53 Se v U7 1]
IR, B IERARBRE . o MRS E BT .

All archive records shall take appropriate measures to control physical and logical access so that only
trusted personnel can access records. Archive records shall be protected from the unauthorized browsing,
modifying, deleting and other illegal operations.

5.5.4. HRE S &4 F2F Archive Backup Procedures

T RGA R T IERCS, N E T R, S SCFREAT A

Electronically archived records generated by the systems should be backed up weekly. The backup file
should also be stored off-site.

X RS BORE, AN BT, (H T RO M AR i ORUE L 2 A

For the written archiving data, they do not need to be backed up, but some strict measures need to be
taken to ensure the security.

5.5.5. 10} B BRE SR Requirements for Time-Stamping of Records
GDCA [T HERA R 0, BREEANRT TILRB RS H .

All the GDCA records are labelled with time, and the time will either be added manually by the operators
or automatically by system.
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5.5.6. JAR4YCEE RSt Archive Collection System (Internal or External)

B H SR RLAE A R BRI R 4, 45 GDCA REM LA .

All the entities including GDCA and RA should construct internal archive collection system.

557.  FRENKRKEHESNESF

Procedures to Obtain and Verify Archive Information

GDCA (112 48 S AE 4k N 537075 O B VAR5 200 2 98 DL AR R A5 5e B =45 2
JRRFIX 2 A4 DLEAT LEER

Security auditors and operation and maintenance team of GDCA retain 2 copies of the GDCA file
information respectively. While obtaining the complete archived information, comparison of the 2 copies
should take place to confirm the integrity.

5.6. Z4IZE Key Changeover

7E CA IEH RIS, GDCA Kixf CA IE-BHATHE B, R CA BYIR I Rtz
A CP 55 6.3.2 TR ALE A KA ar I, T4 CA EASal DU R S AT B . 765 00 75 2
FEASHT XS, Bk O I CA BEHX . RMEES X A i A, GDCA tr] LAl
A ORI R T AR CAE . TE—A CA IE R 2 1T, 2R M H 50,
PLRBX A CA R R HISZiR M CA HEE BT 237 36 0T P A %

When the certificate of CA expires, GDCA will renew the certificate of CA. As long as CA key pair does not
exceed the maximum lifetime specified in Section 6.3.2, the certificate of CA could renew using original
key. Otherwise, new key pair shall be generated to replace the expired key pairs of certificate of CA. Also,
even in the key pair life cycle, GDCA could generate new certificate of CA by using new key pair. Before
the certificate of former level CA expires, key changeover shall be performed to ensure that the entities in
the CA system shall switch from original key pair to new key pair smoothly.

FEAERHTI CA SN, ™ 857 GDCA & T3 A1 BN . B s x4
I, GDCA H2ERWH CA UEF, JF RIS BEATRAT, LT P AKIT e KNSR 1 CA
.
New CA key pair is generated according to the key management rules of GDCA strictly. While generating

new key pair, GDCA shall issue and publish the new CA certificate timely, and it shall be available for
subscriber and relying party to obtain new CA certificate.

CA EHIL R, 2R UEEE A UEFHE AR 2

Make sure that the entire certificate chain transits smoothly in CA key changeover.
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5.7. #HELERMEWKE Compromise and Disaster Recovery
5.7.1. HiAHRELFEEF Incident and Compromise Handling Procedures

GDCA NIT % Ff F A AL BT ML SACBE TGS, FH 8 AH S A0 S M40 3 AL BEAR Y -

GDCA should make handling schemes of different kinds of accidents and handling pre-scheme of
emergency, stipulate corresponding handling procedures of accidents and damages.

5.7.2. THEVLVEIR. AR/ MR

Computing Resources, Software, and/or Data Are Corrupted

AR LT SERLBTIR . PR/ B R 1 S, GDCA SLE R Zh b BAE F, nfy
WEL, AHE IR AR BRI S

Following corruption of computing resources, software, and/or data, GDCA shall utilize the incident and
compromise handling procedures promptly. If necessary, the disaster recovery procedures could be used.

5.7.3. SRR E AL FFER Entity Private Key Compromise Procedures

FEHCGE R NAMEUE AR KMERTENL T, GDCA K RHU T 50 B UMK 22 A A 55

1. GDCANIERZMN DA NS ER G WS HRIER . RGEH RHTRE,;

2. ARIEIAERIEST, F8 73 B4 AR UE A 7 E AN B Jm OB IE

3. MR HRLIEEHECE A ALiimse, Ha s, it CRL 75 22Tk
2

4. BT 2 A RRT BE A B AR R AR A

5. WRFHFEWEMSSE M AMBCE I, Ml RGEH RPATIKE

6. WIRFEWE GDCA M55 #AF 51 A B S, WIH 73 4h—44 GDCA % 4l 553 AF 57

B 558 B G0 H AT IR

peiss

g

In case of any intentional, man-made or natural disasters, GDCA will take the following steps to restore
security environment:

1. GDCA verification system’s password is changed by the business administrator, business operators
and system administrator.

2. According to the type of disaster, some or all certificates will be revoked or re-verified later.

3. Directory data, encryption certificate and CRL are needed for recovery if the directory is unavailable
or directory with impure suspicion.
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4. Timely access to security site as far as possible to restore operation reasonably

5.  While restore the business administrator's configuration file, it will be done by the system
administrator.

6. While restore the GDCA business operator’s configuration file, it will be done by another GDCA
security business operator or administrator.

2 CA IRFAVEHBE B st 5, GDCA J& B 8 KRN SRR 7, B4 RS 23 oA
R BIE FZAT VAN, HlE T s R W T CAUETS, Ha KDL N4 it :
When CA root private key has been damaged, missed, tampered or leaked, GDCA starts a major

emergency treatment process, which is assessed by GDCA Security Policy Committee and the relevant
experts to make a plan. If the CA certificate must be revoked, the following measures will be taken:

1. AT A E R R R,
1. Notify relying parties and state administrative department.
2. RANVUEBIEFPIRESRNE B
2. Publish certificate revocation status to repositories.
3. JHId GDCA Wube el 5 )y sURAT R TER CA IR (A BEIE T ;

3. Publish handling notification about revoked certificates at GDCA website or by other communication
methods.

4. FPPAFRIARFAH, BEFONIT P ERIE .

4. Generate new root private key and re-issue certificate to subscriber.

5.7.4. R J5 V%5 774268 /7 Business Continuity Capabilities After a Disaster

GDCA fER KM, NA I LA T HL 5547858 ) -
GDCA should have the following continuity capabilities after a disaster:

1. ERFRF KRN S RS, &2 AE 48 N
1. Recover business system as soon as possible, not exceeding 48 hours.

2. BEMIKREELR;

2. Recover information of customers.

3. BEWIRIEWRE G HIZERIAT & L e TR,

3. Ensure the operation site meets the security requirements after recovered.

4. AW SRS 55 I BANE SR BT 70 FI SR

4. There are enough employees to operate the business and not violating segregation of duties.
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5.8.

CA B RA FJ2&1E CA or RA Termination

2 GDCA F HE LR 75 A5 1k b 55 1, A 250 6 2 HR e N R ] i 12542925

(R T INIEARSSE BIMNEY KA SIE P RHAUELAY 26 1B HE T AUE R 95 BRI E EEREAT A R

TAE.

When GDCA and its RA need to stop their business, it shall enforce termination procedures strictly

according to “Electronic Signature Law of the People's Republic of China”’, “Measures for the

Administration of Electronic Certification Services” and relevant laws and regulations.

fE GDCA #1177, W4
TH S5 7R B AL

L GDCA £ 15751,

AN GDCA £ 1EHH G 1 S s
SR H R 5% %5

UE5 VRN

Kb BRAF RS SCAF L3 s

{5 LA TE O R 5
RS H RS 35

R HR M5 45

Ab3E GDCA V458 B2 53 il GDCA M1 55 4524 53 A E BLBR 5
- AEEIN A

Kb BRI BURR SCAY 5

13. ik GDCA FHLAEF

© © N o g A~ w N oPE

e =
I

Before termination, GDCA must:

1.

2.

Arrange the business to undertake

Draft GDCA termination statement

Notify the entities that are related to GDCA termination.
Shut down subordinate LDAP

Certificate revocation

Treatment of archive file record

Termination of certificate authority service.

Archive main LDAP
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9.  Shutdown main LDAP.

10. Dispose the access of GDCA business administrator and GDCA business operator.
11. Process encryption key.

12. Process and store sensitive documents.

13. Remove GDCA mainframe hardware
2 RA R IEARSSHT, GDCA 4% I8 5 AT AR S U b B b 45 e 2 B A
fl I,

When RA terminates its services, GDCA deals with all the relevant business in accordance with the
agreements.

6. INIER G F AR %43 H| Technical Security Controls

6.1. XA E 2% Key Pair Generation and Installation

6.1.1. 2N B A A Key Pair Generation

6.1.1.1. CA X E R Generation of CA Key Pair

CA ZBIN U AHE 2 A B b, i 2 AP {5 N G 7E [ S8R 2 3 1 St A Ve ]
BRSBTS B EH. A SRR NOENE FIPS140-2 ARk A M
SEo T FIPS140-2 ArifEdtAr 2 B 5 0 1 3 1A nT R SCRERObRE, B 5006 T 25007 A
FERS A EREER, MUt FIPS140-2 AR S IBIAT, R7EE K %0 BORVF Al AT 3 T %k
PEMEER, BAASRES) HROETOR . T IR g AR s A R i [ R D
LTS E . IS

CA AN A B 72 75 SR AR B R — 44 A4 1) B VU7 AL TIE DA R L8 CP DA K A €53 28
IR o AN AR O FR AR I TR D SR IR AT

The key pairs of CAs are generated within the cryptographic devices approved and licensed by OSCCA,
in a physically secure environment and under the control of multiple trusted persons. The generation,
management, storage, backup and recovery of the key pair shall comply with the relevant regulations of
FIPS140-2 standard. Since FIPS140-2standard is not a standard that approved and accepted by OSCCA,
for strict manage requirements of state’s cryptographic products, GDCA only takes the provisions of
FIPS140-2 under the permission of OSCCA according to the information provided by device manufacturer.
Hardware Security Module used for key generation must be authenticated and certified by OSCCA.

The generation of the CA key pairs shall be video recorded or witnessed by a qualified auditor to ensure
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the generation process complies with the requirements of this CP and follow the separation of roles
principle. The procedures and operations related to key pair generation shall be recorded and archived.

6.1.1.2. iT P& AXT A B Generation of Signing Key Pair

WA, AR E KA RBORIE . GDCA 2 M2 4 %
XA TS, n] DA AR 2 ADASE (W1: USB Key), tHm] A FH [ 52 2% 5 5 1 J=y St 1)
BAF AR, n] DU AR BB A S A AR (. Web IR 55 a5 FPFS 43 18 1 A2 L DD R
85D, R HE R PR L RR ST B, MK /0y RSA 2048 A28l ECC 256 fi. %f T
B4 RN NUER 5 4 FHIET . RS A UESS, 0o 20 qs P R 3 A AR R A e 5 . A
AR, BRI AR RN 2 BIRIE. GDCA FEEOR . M SFREME L, &
LS T 2 R A .

The generation of the subscriber’s signing key pairs must comply with the national laws and regulations.
GDCA supports multiple patterns to generate signing key pair. Subscriber can use a hardware
cryptographic module (such as USB Key), or software cryptographic module approved by OSCCA, or a
standard software cryptographic module (such as the key generation function offered by web server
software, etc.), so subscribers can choose according to their needs, and the key sizes are at least RSA
2048 or ECC 256. It must use the hardware cryptographic module to generate keys for type IV individual
certificate type IV organization certificate and code signing certificates. In any case, the security of key

pair’s generation shall be guaranteed. GDCA shall implement adequate security measures in technology,
business processes and management.

(1) %fFH ROOTCA (RSA) iEf5. GDCAROOT CA ilE5. ROOTCA (SM2). GDCA
ROOT CAI1 UEPBZERKIT YL CA FrZs K HIT JHIESS:

VP AEAS F 3 R AR, 0 2548 P ) 5K R B ) LV T ) 6048 A A 44 5 AN
Bl AL SR, USB Key. IC REEA L. 1T P EEFXEERAHT, NMFHSmH GDCA
HMH R RFMBEEEZFE . GDCA 1] FRAERF G 1 S8 0 B O € I A& AE 91T
FRE A BN A A B 4%

GDCA —fRAFEHARTT 7 A= AR 44 S XS, AR P 1510 F i 42 GDCA ik, GDCA
FILLA B E O A B R, JF BARUE AR B FASI R RIA,  SRIBUE 0% IR CRUE % ST
ZAME AEEPEAIME AV, (ER T R I R L R A SR G AR, GDCA ANk
AR THAE 5 55

UEFAT P % % e GDCA ARIT SRR, IFH GDCA BHTE#. kil -
ARSI, % GDCA VRS, BT 7 (1 BRAE LT VR SR L R I % % 5 o

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1:
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When using hardware cryptographic modules, subscribers must generate signing key pair with devices
approved by OSCCA, such as cryptographic server, cryptographic card, USB Key and IC card etc. Before
choosing of these devices, subscribers should consult with GDCA on system compatibility and
acceptance. In addition, GDCA provides devices to subscribers as generation and storage devices of
signing key pairs which are in accordance with the relevant provisions of state cryptography
management.

Generally, GDCA does not provide signing key pairs for subscribers, unless when submit written
applications to do so and approved by GDCA, and GDCA guarantees not to hold copy of private keys, and
take effective actions to ensure the key pairs are safe, trustworthy and unique. However, GDCA does not
assume any responsibilities and obligations for the losses caused by the loss, disclosure of such key pairs
or for any other reason related to such key pairs.

The encryption key pair of the subscriber is applied for and generated by the GDCA on behalf of the
subscriber, and is managed by the GDCA. When the subscriber needs to recover the encryption key, they
can submit an application to GDCA for key recovery. GDCA will process the subscriber's application and
recover the corresponding encryption key for the subscriber according to the established procedures.

(2) XFFH GDCA TrustAUTH RS ROOT iEf5. #zi{t RS 8 CA iE15. GDCA
TrustAUTH E5 ROOT 22K [ 2 CA B K BT FHIES -

XF 1 SSL/TLS AEH AN [HEIE:, 177 B3 8 137 7 B A BOHRE .

ST HBAFIETS, GDCA FuvFil I ELRAE B T Fke FABH I (R4 e il 22 4@ 1 AL
5T, BT P HEEE CSR B KEF .

SHF 75 A AATL BAR BRI ZAIGZE A IETS, T PR AR &btk R B8 1 15 4%
A AR, AVAARREE WA T, [FE AU A F A E A, GDCA Tl 22 4 Il R i
& B ERZEIT

UEFAT P R A 22 A SRR LS5, FEARE B s SR I8 5T

LEAYIRT BT AT A NI G A J7 T, % 2024 4 11 A 15 B2 JRRASHIER, GDCA
28/ BSR4 it -

1. %t T Debian 3% #4JK A Chttps://wiki.debian. org/SSLkeys ), GDCA #H & 7F
https://github. com/cabforum/Debianweak-keys/ 51 Hi {43 Fla 4127 (51141 RSAL ECDSA)
FUBEAK M ATE 2. W T2 6. 1.5 WESRIILMEE, B RSA SEAKE#T 8192
BLTE LA, GDCA #H 4 Debian §5%HH.

2. %FF ROCA Jii, GDCA FE 44383 https://github. com/crocs—muni/roca B T HiH

3. W T =S (https://fermatattack. secvuln. info/), GDCA FE 44 A] i T Fermat
IX R TTIRAE 100 %6 N 23 il 55 %5 5H o
For subscriber certificate issued by subordinate CAs of GDCA TrustAUTH R5 ROOT certificate, % ZzHf /¢
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R5 #i¢ CA certificate and GDCA TrustAUTH E5 ROOT certificate:

For SSL/TLS certificates and timestamp certificates, subscribers’ key pairs are generated and kept by the
subscribers themselves.

For e-mail certificates, GDCA allows the subscribers to generate key pairs online and will deliver the
encrypted private keys to the subscribers through secure channels. Subscribers may submit the CSR for
the issuance of such certificates.

For the certificates that are compliant to the AATL Technical Requirements and the code signing
certificates, subscribers shall use the hardware equipment that meets relevant requirements to generate
key pairs, and private keys shall not be duplicated or exported, and the activation of which must require a
password. GDCA will deliver the activation passwords to the subscribers thorugh secure channels.

Certificate subscribers have the responsibilities and obligations to protect the security of private keys, and
assume the legal responsibilities for this.

The Public Key corresponds to an industry-demonstrated weak Private Key. For requests submitted on or
after November 15, 2024, at least the following precautions shall be implemented by GDCA:

1. In the case of Debian weak keys vulnerability (https://wiki.debian.org/SSLkeys), GDCA shall reject all

keys found at https://github.com/cabforum/Debianweak-keys/ for each key type (e.g. RSA, ECDSA) and
size listed in the repository. For all other keys meeting the requirements of Section 6.1.5, with the
exception of RSA key sizes greater than 8192 bits, GDCA shall reject Debian weak keys.

2. In the case of ROCA vulnerability, GDCA shall reject keys identified by the tools available at
https://github.com/crocs-muni/roca or equivalent.

3. In the case of Close Primes vulnerability (https:/fermatattack.secvuln.info/), GDCA shall reject weak
keys which can be factored within 100 rounds using Fermat’s factorization method.

6.1.2. FAEAEIELS1T 7 Private Key Delivery to Subscriber

%tF B ROOTCA (RSA) iF+5. GDCA ROOT CA iF+5. ROOTCA (SM2). GDCA ROOT
CAL IEBERIITH CA B KKIT FE+H, B GDCA AT 7 g & & $H g 15K,
GDCA NiT P A I s xS, JHEFHAT P 2R B I B A AT Ber 5 B, DAEdE
Wiy J7 e ik% GDCA, i GDCA T EEIT UL ARy, 117 F A4 R 12
B3, PRGNS E P AR T .

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1, GDCA submits application of an encryption key pair on behalf of
the subscribers and generates an encryption key pair for subscriber, and encrypts the key pair using the
public key of the subscriber's signing key pair based on the digital envelope technology, and sends it to

GDCA as data stream. The subscriber downloads the digital envelope from GDCA, decrypts it using the
private signing key and saves the decrypted encryption key pair in the certificate carrier.

i GDCA TrustAUTH RS ROOT iE 5. %z #f4t R5 #2 CA iE+5. GDCA TrustAUTH E5
ROOT ZRHIH K CA P2 R HIVT FUET CZ4 I IE BRI,  GDCA ASFs E AL 3
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ST o X TR EARB R 2 B ARIE, RPN CriP 5l 2 AT AR IR 4T 7,
2 AR H) 77 TS S/MIME Baseline Requirements 6.1.2.

For subscriber certificates (S/MIME certificates excepted) issued by Subordinate CAs of GDCA
TrustAUTH R5 ROOT certificate, #{Z&RH{X R5 8 CA certificate and GDCA TrustAUTH E5 ROOT
certificate, GDCA does not need to send private keys to subscribers. For the S/MIME certificates that
require the delivery of private keys, the private keys shall bedelivered encrypted and protected via secure
channels to the subscribers, and the metod to encrypt and transport private keys conforms to section
6.1.2 of the S/IMIME Baseline Requirements.

6.1.3. ANABIESIEFRZ R Public Key Delivery to Certificate Issuer

N TIREE TS, RZT P A RA @i PKCS#10 4% N IUEH5%5 42 15 kA5 B O Bk
TR, BT 07 S0 AR ACSS GDCA 25K, X K B F R R IE
B 2Ry, g s mE T (SSL).

In order to obtain a digital certificate, end subscriber and RA sends certification issuance request to GDCA
electronically. The request contains public key for GDCA to issue the certificate. The request information
is encoded as PKCS#10 or other packing format with digital signature.The transmission of these requests
or file packages needs to use security protocol for protection, such as secure sockets layer protocol
(SSL).

BZAT PR RA BT PKCS#10 #% 20 RHIE 25 42 175 k5 B B H & B2 42 1 SO e kg =X,
DLEL T 17 R AR A 4 GDCA %S K, GDCA TEZS K AE B AT W IF T2 28 1 SR 3T 444

End subscriber and RA sends certification issuance request to GDCA electronically. The request contains
public key for GDCA to issue the certificate. The request information is encoded as PKCS#10 or other
packing format with digital signature.The subscriber’s signature on the request is authenticated prior to
issuing the certificate.

6.1.4. CA AEAFEIEA IS T CA Public Key Delivery to Relying Parties

GDCA Nizilid %4 SE R CA ARG HT, BN el 5 N, X T
HNE S

GDCA shall use secure and reliable way to deliver CA public key to relying party, including download from
security site, face to face submission, etc.

GDCA 13 EiE i H 3 kA H CA iEP.

GDCA also publishes CA certificate through server directory.
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6.1.5. FEHARKE Key Sizes

%t F B ROOTCA (RSA) iF+5. GDCA ROOT CA iF+5. ROOTCA (SM2). GDCA ROOT
CALIERZE R CA S KT 7 UE+, GDCA SCHFI RSA BEHK R 1024 784 LA L,
SCRFI) SM2 B AN 256 fi7. XFF H GDCA TrustAUTH R5 ROOT iEi. %z R5 1R
CAiE+:.GDCA TrustAUTH E5 ROOT 25 & HIH 4t CA Fir 25 & I F1 7 IE+:, GDCA SCRFHJ RSA
K 2048 A7 A b (AT EREY: 8 #EBR) , SCHFIY ECC ZHHHK AN 256 LA F. &
SR ERERL . BUR £ NS0 3 K A I VG AN 2K, GDCA #2578 M

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1, the size of RSA key which GDCA supports is 1024 bits or more,
and the size of SM2 key which GDCA supports is 256 bits or more. For the subscriber certificates issued
by the subordinate CAs of GDCA TrustAUTH R5 ROOT, #Zh{{ R5 1R CA JIEF, and GDCA TrustAUTH
E5 ROOQT, the size of RSA key which GDCA supports is 2048 bits or above (evenly divisible by 8), and the
size of ECC key which GDCA supports is 256 bits or above. GDCA will conform to the specifications and
requirements of key size from state’s laws and regulations, government, etc.

6.1.6. AHSHNERMRERE

Public Key Parameters Generation and Quality Checking

ST RS 25 T ASE L) GDCA 1T 7, A S H A5V FH [ 52 35 A 5 530 )tk Ve ]
WU A S, BT, %~ USB Key. IC REEA AL, FF# XLy
B 1A ORTEAIRRAE . GDCA VARSI P BT, BRSO A% T 21
BRERTNR

Public key parameters of subscriber who use hardware cryptographic modules must be generated in
encryption equipment and hardware medium approved and permitted by OSCCA, such as cryptographic
server, cryptographic card, USB Key, IC card, and follow generation standards of these devices. GDCA
considers that built-in protocols, algorithms for these devices and medium have already met sufficient
level of security requirements.

XTSRRI A, [FIRE a5 8 R0 32 58 50 ) LA VR T 9 0 25 v 2% RN A Ay Jo ik
17, Bl el %+, USB Key. IC R4

}

Quality of public key parameters is also checked through the encryption equipment and hardware medium
approved and permitted by OSCCA, such as cryptographic server, cryptographic card, USB Key, IC cards.
Of course, GDCA considers that built-in protocols, algorithms for these devices and medium have already
met sufficient level of security requirements.
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6.1.7. FAMERHER (FETF X509 v3 HFHAREFB) Key Usage Purposes (as per

X.509 v3 Key Usage Field)

GDCA Z K1) X.509v3 IEHAS THAMEY B, HAZS RFC 5280 fnifE(Internet
X.509 Public Key Infrastructure Certificate and CRL Profile, May 2008) #H#F. W4 GDCA f&H
ZERAET B AREY RN TR 7T HIE, uEHIT 7 Doz iz ta B s % 3.

X.509v3certificates issued by GDCA contains key usage extension which meets the RFC 5280 (Internet
X.509 Public Key Infrastructure Certificate and CRL Profile, May 2008).If the key usage is defined in the
certificate by GDCA, the certificate subscriber must use the key according to the key usage defined.

Z WA CP7.1.2,

See CP 7.1.2.

6.2. RGP RHEDEBL TR

Private Key Protection and Cryptographic Module Engineering

Controls

WAENUA A SUEE Y3 IR AR A R ) 2R & SEDUR A O} CA R % 2. 1T MY
SEDRAEPT PR BORZ TR HE 7 IR E 0 tEe . S esOREAUAE A

Physical, logical and process control approaches must be synthetically used to ensure the security of
CA's private keys. Subscriber agreement will require certificate subscriber to take necessary measures to
prevent the loss, leak, changes, or unauthorized use of the private key.

6.2.1. FREB AR HERIEH] Cryptographic Module Standards and Controls

GDCA W2 [ S8 S5 A 3 ER T 1IN AT o v AR B R A AR CAL R AIET Y
CA FH AL CA N, FHAFMEAE CA FofH. CA RSN IAESF S FIPS 140-2 4 =25
I ARE R, 1Tl BT A FIPS 140-2 25 Al H R EEK .

GDCA must use the Hardware Security Module approved and permitted by OSCCA to generate and store
the key pair of root CA, issuing CA and other CAs. The cryptographic module of the CA system meets the
FIPS 140-2 Level 3 technical requirements, and the cryptographic modules of the subscribers conform to
the FIPS 140-2 level 2 technical requirements.
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6.2.2. FAgHZ A#EH] (mi%& n) Private Key (n out of m) Multi-Person Control

WAL 2 08 I BRSO FE BRI HIILRRSEI 2 A el fE N RIEAS S CA It
AR BOR BRIt AT s 2 E” BOR, R —A> CA AP P s 4L
Yo B TRy, A2 A E N RIFA o IRy — MBI S AR B R 5 73 1 B0
m, AADAHHL n ASKIREN G A BERGE A7 AR AR ) CA A, EIXH m A/
T5, n AT 3.

CA must use technology and process control mechanisms to achieve multi-reliable personnel jointly
participate in the operation of CA encryption equipment. The “Secret Sharing” technology is adopted,
namely, the activated data required in operating the private key of CA is split into the several parts and the
parts are held by several trusted personnel. If hardware cryptography module’s secret division amount
ism, then at least the number of n of trusted personnel must be required to activate CA private key stored
in this cryptography module. It notes that m is not less than 5, n is not less than 3.

6.2.3. FAEHFEE Private Key Escrow

AEH

Not applicable.

6.2.4. FAEH 17 Private Key Backup

N TIRIENL S RREETTRE, GDCA 26l CA A&, L& KA AT . AEH
i LI B8 X ORAFAERE A B D o 7724 CA AR B IS BIR MR & CP 56 6.2.1 T2
RIFAFAEORIIAE o CA FLEH R A 2 5% O B A S AU AR B B4 & CP 25 6.2.6 1T EEK.

In order to ensure ongoing operations, GDCA must create backup of the CA private key for disaster
recovery. Such keys are stored in encrypted form in hardware cryptographic modules and associated key
storage devices Backup of the private key in encrypted form is stored in the hardware cryptographic
module, and cryptographic modules used for CA private key storage meet the requirements of section
6.2.1 and are stored in safety box. CA private key is copied to backup for hardware cryptographic module
to meet the requirements of section 6.2.6.

HFAT A, RSB O B, AT PR 6
BRG0P SR 20, AL e

For subscribers signing certificate, if the private key is stored in the software code module, it is proposed
that subscriber’s backup the private key, the backup private key using the password for access control
authorized to prevent unauthorized modification or disclosure.

AT FINEESS, HmE R GDCA #H47 &0y, &M AAHLLE SO RAFEE .
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For subscriber’s encryption certificate, its encryption private key is backed up by GDCA, and backup
private key exists in the form of cipher text.

6.2.5. FEH 4% Private Key Archival

TE CA FLEHRI IS , L6 048 I /2 CP 28 6.2.1 17 ZER s R 2 A AR AR O AT 2520 7 4
FRBR G R, X CA APIRIEHER AT & CP 28 6.2.10 T3 IIRLE -

After the expiration of private key, GDCA must use the hardware cryptographic module specified by CP
section 6.2.1 to archive and store at least 7 years. After the expiration of archival period, the destruction of
private key shall meet the provision of CP section 6.2.10.

6.2.6. HHASH. FANFELEL

Private Key Transfer Into or From a Cryptographic Module

CA HIFLHH, GDCA N % AR P18 VO BT & 07, BRI AMERI TN 3R
TERABICVF. 25 CA YIRS &0 B 73 SN BE A S BB B, DU (0 Qe B 2 [l %
%, I HAEAEIERTERAT S %0, LTIk CA BRI ER. BEgi. B JERBUNIEE
FEFRBLIAE -

GDCA private key backup is run strictly in accordance with procedure and strategies specified by GDCA,
in addition, any data import and export operations are not be allowed. When CA key pair is backed up to
another hardware cryptographic module, by the way of the encrypted form to transmit between the
modules, and made a authentication before the transmitting to prevent the CA private key from being lost,
stolen, modified, disclosure non-authorized, used unauthorized.

GDCA ARMELT  RAH B A f b e G 0059, A SR VR b . X A7 e
BAF SRS P AT, AT P B R H B AT AR SRS, 1T B B SAT T
Jras AR R EER A O A ORI S BT Al P 1 e

GDCA does not provide the export of subscriber’s private key from hardware cryptographic module and
allow this operation. As for the private key stored in software cryptographic module, and if subscriber is
willing to bear the relevant risks, subscriber can choose the way of import and export with access control
such as password, etc.

6.2.7. FAHAE F AL 7% Private Key Storage on Cryptographic Module

CA R G RLEH 06 20 DA 28 ST 1) QA7 T 1) 5% 0 3 28 508 1 ) FH o AR 2 T P s 2 3 R A
i, B SS I RL E /D RS FIPS 140-2 = 20 bR B R 25 4 22 47K F .

The private key of CA systems in encrypted form must be stored in Hardware Security Module approved
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and permitted by OSCCA, and hardware cryptographic module at least meets the FIPS 140-2 level 3
standards or equivalent security levels.

VTP IR B A AEAT R 5 5 B R RE 1) B4 BOSCPIE H , T AT fE e A7 R PR L
B, HCLE SR A . X T TR A A AR AR B AL Rl AR s A Bl £
AER, AT AT BLE e A A 22 4 OR3P 8 It O 28 R R A

Subscriber's private key is stored in the devices or files meeting the regulations of OSCCA. All the private
keys stored in the devices are in the form of cipher text. For the private key generated by software
cryptographic modules is preferably stored and used in hardware cryptographic modules. Subscriber can
also use specific software cryptographic modules with security measures.

T2 A7 AR 28 2R 15 1T 7 AR R AF 2 0 Ak b 22 /D 75 & FIPS 140-2 — 2 br 1 5l [H]
&Y v G

The hardware cryptographic module used to store the private keys of the code signing certificates at least
meets the FIPS 140-2 level 2 standards or equivalent level of security.

6.2.8. WG FAEARI J77E Method of Activating Private Key

CA WA TR s i e, B s s CP 21 6.2.2 JWtAT o, JF HIRAF
FEIC REEREEA L, 2T m 3% n 1977 37 7 A\ s Bl 4 BE S AL .

The private key of CA shall be saved in hardware cryptographic module, and its activation data shall be
spilt in accordance with Section 6.2.2, and be saved in the hardware media such as IC card. The private
key must be activated through entering the data using n out of m.

X FAFBAE T AN USB Key N R In s ALekc Hof e 2 8 R A B b 11T AL B
WP ARG 4 1C REETFABE— DR BTSNl Bk TN RSN fE, K USB
Key. IC REEFHAMMNMBE T, SARY DL, WA . X TAABEET SR
WRSRLS A ARV, T ROZSR A A B A S DR ORI SAL, DABIEAE B R B
FAUEGLS, oAb A S RIT P TSN SR« SR AP AR SR R A e b B L A
B ORI, A E R I B RE AP GS . R DR, A
ERSEEONEE, T ER A A RIS A .

For the private key saved in such as USB Key, cryptographic card, cryptographic server, or other forms of
hardware modules, the subscriber can protect through password, IC card, etc. After the appropriate driver
is installed in subscriber’s computer, the private key is activated by the way that the USB Key, smart cards
are plugged into the appropriate device to enter the protection password. For the private key stored in the
subscriber's computer software cryptographic module, the subscriber should take reasonable measures
to protect the computers physically in order to prevent unauthorized personnel from using computers and
private keys of subscriber. If the private key is stored in software cryptographic module without the
password protection, then the loading of software cryptographic module means the activation of private
key. The private key protected by password can be activated via inputting password.
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6.2.9. HEEFAEHR 775 Method of Deactivating Private Key

— BAVAYEGS, BRARXFOIRES RS, A ERAE T EIRE . IR T 2
B, AVARERBE, RBEBEAT —URAE,  WORAR B AT T ERAE, R B AT

Once the private key is activated, unless the state is deactivated, the private key is always active. In some
cases, the private key is activated for one operation and reactivated for another operation.

GRESAVEH T N FER HERPIRAS . VIWT s K B AL I VA P R St
oty

SJ o

The ways of deactivating private key include exit, shutdown, removing hardware cryptographic module
and logout of user or system. Any unauthorized person can’t execute above operation.

XIT CA RV, HAARVHR B B, AR RS, .
The private key will be deactivated when its storage device powers off.

PGS RAABE ATE, SR UERIEE ST EL, S0 B i A A SR 2%
FhE, DIWTERIR, AR A

Subscriber can deactivate the private key by themselves. And private key will be deactivated when logout,
or remove hard cryptographic module from card reader, or turn off the power supply.

6.2.10. EBRFABIEIRESHKI /7L Method of Destroying Private Key

AN ATERAER, NIZEAHS, AR Rk, Moy, iEaEERm
flEH

When private key is no longer used and do not need to be saved, it shall be destroyed so as to avoid loss,
stealing and disclosure or unauthorized usage.

T REA OINEIE R, ARG RG, MIZZERAE TR, BUE T
THINERE R . WNTRETPELERAY, EHEGERERE, WRIETHHRS, Hilp
PO SO R, PTLLEEAAIRIMIER . RS ECE SRR TG0 V)P SR A A S B
LYW SEEE

For end subscriber’s encryption certificate private key, after the termination of lifetime, it should be kept
certain time so as to decrypt the encrypted information. For end subscriber signature certificate private
key, after the termination of lifetime, if it does not need to be kept, subscriber shall determine the method
of destroying the private key, including deletion of private key, initialization of system or cryptographic
module, physically destroying the private key storage module and other methods.

CA RMH, fEAM RS, T8 CA R — A ERE A& HEAT AR, AR CA A
PR B AR CA RPIEH ARIRETR N FAEZ A E AN RS 5RHEL T %
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G CA FPIFIAERE N R b, CA RIS AUEE S CA APIMINE R h AR
I R 2 R TG A 0 77 A B

After the termination of lifetime, GDCA need archive one or more backup of CA private key and securely
destroy other CA private key backup. The archived private key of CA shall be destroyed by multiple
Trusted Persons during its archiving period. The CA private key is stored in the hardware encryption card,
the destruction of CA private key must use the method that the CA private key is deleted from the
encryption card completely or is destroyed with encryption card initialization.

6.2.11.  ZERGELLETR4E Cryptographic Module Rating

GDCA 13 I B 5 A5 8 Bl It v ATV R (0 SR ™ ih - 252 JLAUR ) 25 St L BV
PGSR . PPUNIEAE % IEOR, GDCA FIARTE ™ M ERe . TARRCR. Bt R B s s
I 26 1F, PRI ZEAR B

GDCA uses the products approved and permitted by OSCCA, and accepts various standards,
specifications, assessment, evaluation certification and other requirements published by OSCCA. GDCA
could select the module according to product performance, efficiency, supplier qualifications and other
aspects.

6.3. FHEXNEFKIFHATTHE Other Aspects of Key Pair Management
6.3.1. %1344 Public Key Archival

WA CA AR AT FIESS, VAR HAIE 5 P A7 A Hede e

GDCA must archive CA and end subscriber certificate, and archived certificate can be stored in database.

6.3.2. IE PR EHE YR Certificate Operational Periods and Key

Pair Usage Periods

I BHANRL B B A YIRS e AT OIS, (B IR A e e R FF— 2.

The usage period of public key and private key is related to the validity period of certificate, but they are
not completely consistent.

XA B HIES:, A BT RN A AT LA T8y 40, AR AT 3
BRAN IR A ZAWIR . B2, 8 7 ORIEEIEBA RO N 24 1045 B AT USHIE, A8
FISBR AT CALEE +5 B RO R DA

For the signing certificate, its private key can only be used for signing within the certificate validity period
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and not be used surpass the validity period of certificate. However, in order to ensure signature
information can be verified within the certificate validity period, the public key can be used surpass the
validity period of certificate.

X B ES, AR GRS A XA A T LU TS S, AP
BRAN I UE A BRI . B2, S 7 ORUEEE G ROH AN 145 B T DUBIT,  RAER I
JFHYIPR W] AFEIE S A RAYIR BLAb o

For the encryption certificate, its public key can only be used for encryption within the validity period of
certificate and not be used surpass the validity period of certificate. However, in order to ensure
information encrypted can be used to unlock the information within the validity period of certificate, the
private key can be used surpass the validity period of certificate.

X T ) IR AOUESS,  FRAEHAN A I BEAEUEFA O A4 ] LU .

For the certificate used for authentication, the private key and public key can only be used within the
validity period of certificate.

B MEFAZAHER, AP AR Z UL BSOS

If a certificate has multiple usages, the usage periods of public key and private key follow the rules
described above.

AR R RIS CA B, EBRAME, FEREZEMEL T, 1t
VRSP i 2 A0 SHIE S BEAT ST o (H S AR AN RE T IR I

In addition, after the expiration of certificate, under the circumstances of ensuring security, original key
pair can be used to update the certificate. But the key pair can’t be used indefinitely.

ST AFERESS,  FB X F VI I F 45 5 37 1) s A A P IR 4 F

1. %} ROOTCA(RSA)Z K] RSA2048 fii CA iE+, HEHIXT KK 7o ki A 4ERR /2
10 £, AlZbF 10 4

2. %} ROOTCA (SM2) 22K 1] SM2 CA EF5, F3 B I s v AR R 2 20 47,
Al 20 4R

3. XIF GDCA ROOT CAIl %% [f] RSA 2048 fi7 CA IEF5, BN K S V4 I 4F
PRAZ 13 4F, AT 13 4

4. XtF GDCA TrustAUTH E1 CA 25K 1) SM2 CA {IE+5, HA AN 185K o 158 FH 4 PR
F& 124, Tl 12 4

5. X GDCA (] RSA4096 il CA EFS, HEPIX K R v AR 2 30 4, ]

/b 30 4
6. XIT GDCA [1] ECC 384 fiifd CA UET:, FEHI &K R R 2 30 45, W
/b 30 4

7. X}F RSA2048 {7 SSL/TLS AR4S#sUE15, B EHXT ) A& o v FH HARR /& 398 K,
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aJ/bF 398 K

8. X} RSA3072 FiARRIZ LR, HEBEAX A v IR 2 39 A, mlbF
39N Hs

9. X} RSA3072 Ak alBEAES, HB PRk o v d AR 2 5 4, af/bF 5 4F,

10. XFF RSA2048 v Z4MEAES, HEHXT K R vrE IR & 825 K, nl/bF
825 K;

11. XFF RSA2048 {7k SSL/TLS ARZ5#31E+ M S/MIME “Z 4 MRA-E 41T FHAESS,
HB X P K eV AR 2 8 45, /b1 8 4

12. 65T SM2 AT JHEFS, HEYI I E AV IR 2 4 48, W/ 4 4

13. X+ ECC256 i SSL/TLS AR 45 #3iE 15, H BRI K o v IR & 398 &, 7f
/DF 398 K

14. XIF ECC256 fARMZELUEY, HEHXN M HRKAVHERIPEZ 39 ~MH, aldbF
391N Hs

15. XJF ECC256 fiifx SSL/TLS AR 45 #8 ik 15 A AL ZE 2 UE AT FuE1s, HS AT 1
K AV FER 2 8 &, n/bT 8 4,

For different certificates, the maximum usage period of the key pair can be obtained via certificate

renewal:

1.

For ROOTCA (RSA) RSA 2048-bit CA certificate, the maximum usage period of the key pair is 10
years or less than 10 years.

For ROOTCA (SM2) SM2 CA certificate, the maximum usage period of the key pair is 20 years or
less than 20 years.

For GDCA ROOT CA1 RSA 2048-bit CA certificate, the maximum usage period of the key pair is 13
years or less than 13 years.

For GDCA TrustAUTH E1 CA SM2 CA certificate, the maximum usage period of the key pair is 12
years or less than 12 years.

For the GDCA RSA 4096-bit root CA certificate, the maximum usage period of the key pair is 30
years or less than 30 years.

For the GDCA ECC 384-bit root CA certificate, the maximum usage period of the key pair is 30 years
or less than 30 years.

For the RSA 2048-bit SSL/TLS server certificate, the maximum usage period of the key pair is 398
days or less than 398 days.
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8. For the RSA 3072-bit code signing certificate, the maximum usage period of the key pair is 39
months or less than 39 months.

9. For the RSA 3072 bits Timestamp certificate, the maximum usage period of the key pair is 5 years or
less than 5 years.

10. For the RSA 2048 bits S/IMIME certificate, the maximum usage period of the key pair is 825 days or
less than 825 days.

11. For the RSA 2048 bits Subscriber Certificates other than the SSL/TLS server certificates and
S/MIME certificates, the maximum usage period of the key pair is 8 years or less than 8 years.

12. For SM2 subscriber certificate, the maximum usage period of the key pair is 4 years or less than 4
years.

13. For the ECC 256 bits SSL/TLS server certificate, the maximum usage period of the key pair is 398
days or less than 398 days.

14. For the ECC 256 bits code signing certificate, the maximum usage period of the key pair is 39
months or less than 39 months

15. For the ECC 256 bits Subscriber certificates beyond the SSL/TLS server certificates and the code
signing certificates, the maximum usage period of the key pair is 8 years or less than 8 years.

6.4. BIEEFE Activation Data

6.4.1. EEBIE K P2 2238 Activation Data Generation and Installation

CA FAHRBOE R, 5250 I8 5 T3 P 0E Hdle 70 B A P8 BLIMEA IR, T gtk
TR S RAME T o

Activation data of CA private key must be generated, distributed and used strictly according to the
requirements which are related to the segmentation of key activation data and key management.

WA EE SR, BT MEIEBR A4 (M ER KRR, USB Key
() PIN A4, A AAE 22 4 T SE PR T BEHL™ A

Activation data of subscriber private key, including password (provided in the form of password envelope)
used to download the certificate, USB Key, login password of IC card, must be generated randomly in
secure and reliable environments.

6.4.2. BEEIE IR Activation Data Protection

X CA RPIMIBOEEE, D ATE AL 7 HIPRE 73 31 e RS0 i t A R R AT N 5
B, MHEENRBIRFERTT I ESR, 258 Il 1 m B o 5 8 & 51,

Activation data of CA private key must be separated in reliable way and kept by different trusted
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personnel .Administrator must meet the requirements of responsibility division. The responsibilities of key
sharing holders should be confirmed by signing related agreements.

XFFT P RH B ROE, 4804 EL PIN 5, #RDAZUME 224 Al SEIAEE R A .
JUNLZ B R I FL 2 B PIN A5, By bt e T B, RO THREEL S RGN % /oK, M
LB BRI AT IR 2

Subscriber’s activation data, including password and PIN, must be generated in the safe and reliable
environment. The subscriber should take good care of password or PIN to prevent being exposed or
stolen. Meanwhile, in order to meet the security requirements of business systems, activation data should
be modified regularly.

6.4.3. BrE B I FAh 5 TH Other Aspects of Activation Data

AR BIE AR AT RN, MR ElEAIREE R T REA o, B, JFR
POt Fz « BARRBUE -

Activation of private key shall be protected from loss, theft, modification, unauthorized disclosure, or
unauthorized usage during the transmission.

SR BB R A w B NAZ B R eI R R e B e iR BRI
BUEHT, A SBLI04E R TR R 5 B o o B BB 12 3R A5 B a1 B 7y el 4= v, B
Uit s 2 4RI 206 i o

The activation data of private key which is no longer used shall be destroyed and protected from thetft,
disclosure or unauthorized use during the destruction. The result of destruction is that some or all of
activation data can’t be recovered directly or indirectly from the residual information and medium, papers
recorded with passwords must be shredded.

6.5. HEN.ZEFEH] Computer Security Controls

6.5.1. FAKWTENZEFE REXR Specific Computer Security Technical

Requirements

GDCA AGHIME B 2B M, HREZEBE R AN (F R L&A IEHMERS
WY S A R ERORME) . T AE B AR CRFIERSEHINE), S
18027001 15 /2 % Axhr kR AL HABAH R A5 2 2 bk, il Hh 4xti s 5838 1) 2 4 2SR
WAL, (EIaE P ASeht. #aMicst. ERMLEHRNEHIE RS SR
WAlE. ZAET RS BT RS NS BOE L W2 T I P

Information security management of GDCA certification system meets "Specifications Related Security
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Technology Certificate Authentication System" published by OSCCA, "Information security
technology—Specifications of cryptograph and related security technology for certificate authentication
system" published by Ministry of Industry and Information Technology, standards of information security in
1ISO27001 and security standards of other relevant information. GDCA draws up comprehensive and
perfect security management strategies and standards, which have been implemented, reviewed and
recorded within operation. The main security technologies and control measures include: Identification
and authentication, logic access control, physical access control, management of personnel's
responsibilities decentralization, network access control, etc.

LR ) 2 AT T B BiR CA B BEE I R G R 2T ER RS, A%
BIRGIHB 5 -

Strict security controls ensures that the system of CA software and data files is secure and reliable without
unauthorized access.

B0 RG LA S AL R G, A= R5H A RGUE MRS . X F0 555 mT AH 1k
Bt e 1) L PR 0T X 28 (1 U5 1) o A5 L 917 k358 BEL LE DL PR I AN YN AR A 7= R G P 2%, R A
Vil RENTES. R CA REHIESEHEAPN . ALETEFE. Uik REMWTE
N GRT AT 47 ) CA 8

Core system must be separated physically from other systems and the production system must be
separated from other system logically. This separation can prohibit network access except for specific
applications. The usage of firewall is to prevent the intrusion from the internal and external network
production system and restrict activities of access production system. Only trusted persons in operation
and management group of CA system, when necessary to access to the system can  access the CA
database using password.

6.5.2. HHEH L4 1Pl Computer Security Rating

GDCA [MMIERSE, i 1 E S BRI 2 etk s &,

GDCA certification systems pass the security review of OSCCA.

6.6. Ay EHAHARIEF Life Cycle Technical Controls
6.6.1. ARG K3EH] System Development Controls

GDCA HJERAF Bt AT A A T84 DL T R -

1. E=J75uER A

2. iR A VT
AR, GDCA [ RIRMEMIE, 2% 1SO15408 MIbnifE, ATAHICHIRIFIH K12
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Software design and development of GDCA process follows principles:
1. Verification and review of third-party;
2. The security risk analysis and reliability design.

The operation specifications of software development, which refer to 1ISO15408 standard, implement
relevant plan and development control.

6.6.2. RAEEHES| Security Management Controls

GDCA NIERGIE R e B, MR [ S8 5 o T 1A SSs 1T B AT
P (8

Information security management of GDCA certification system conforms to the relevant operation
management specification of OSCCA strictly.

GDCA AIE R Gt s LA PR b, A I R G2 i P 1R IR I 5 A gk
1T N, AEMESNTH 2 A S IF AT RO Z R DhREI SR . GDCA it
WAE R GEHEAT & BIANAS 2 B e 2 A0t

GDCA authentication system have a strict control measures, and all the systems can be used through
rigorous testing and verifying .Any modifications and upgrades will be recorded for reference and made
for version control , functional test and record. GDCA also carries out regular and irregular inspection and
test for certification system.

GDCA R H — T R0 18 BAA SR AR R A AL RGN, AR LRSI 2

GDCA uses the flexible management system to control, monitor system configuration and prevent
unauthorized modification.

BEPFBE % R BB , St T ZetEiied, MRRBBE R THEANER, Z2HAE
AR S o N B AR AT 22 b A SN ™ 4 1) 2 A2 LA T, AT B AR 8
e I

Hardware devices are checked from the perspective of intrusion and security holes, etc. Encryption
devices must be examined, installed and accepted in a strict security control mechanism.

GDCA WAE RGP R 5 TR VUG, IR IR B AESEAT AL BRI, e AU A
R A R % A5 B A .

After all the hardware and software equipment of GDCA authentication system are upgraded, GDCA must
confirm the existence of information which affects the security in waste equipment.

6.6.3. A Ay A B 22 42354 Life Cycle Security Controls

GDCA AIE R G HAE A B B PR T Rt i), P A 3E 1o e, A2 i
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L libEs

Software and hardware of GDCA certification system have sustainable upgrade plan such as
arrangement of software and hardware lifetimes.

6.7. ML Z2FEH] Network Security Controls

GDCA AIERGERH 2 5 KBS 48 Ll 22 i R G iRy, I HL S5 35 177 7]
FERIEA

GDCA authentication system has multi-level firewalls and the protection of network resource security
control systems. It also has complete access control technology.

N TR 48 24, GDCA NIERGUZEAME T NRIEI . 2% PR meE R
gt JFH R R RS AR Al BIREE AR R RRAS, DU AT RE R
R T 10 225 R XSS

GDCA [F1I 622 2 F | BURF& CA/RI 281835 (CA/Browser Forum) & Afi ) Network and
Certificate System Security Requirements (NCSSR) [FJ#3K .

In order to ensure network security, GDCA authentication business system has been equipped with
intrusion detection, security auditing, virus protection and network management systems, and updated to
the version of above systems, as much as possible to reduce the risks from the network.

The network controls adopted by GDCA must conform to the Network and Certificate System Security
Requirements (NCSSR) published by the CA/Browser Forum.

6.8. KB [A]EX Time-Stamping

GDCA $RAL7F4 RFC 3161, 5816 VLK Authenticode [ [AIBR RS, EEH TCE%4 .
PDF %44 Hi%. GDCA L5 RS0 R G R 2@ NTP Pl 5% AR 55 1A 25

GDCA provides time stamp service that complies with RFC 3161, RFC 5816 and Authenticode, mainly
used for code signing and PDF signing purpose, and the system time of GDCA's operation system
synchronizes with this time stamp service through Network Time Protocol (NTP).
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7. EH. EBREEFIRAELIEDREY Certificate, CRL, and

OCSP Profiles

7.1. EPHIR Certificate Profile

GDCA EF5 346 ITU-T X.509v3 (1997): {5 BRI RS Hik- H 3 NIEHESE (1997
6 J) FR#ENI RFC 5280: Internet X.509 AHFLAEBEIETS I CRL £5#4 (2008 4 5 ).
The format of GDCA certificates conforms to national standard, i.e. ITU-T X.509 V3 (1997): Information
Technology - Open Systems Interconnection - the Directory - Authentication Framework (June 1997)

recommendation by ITU-T and RFC 5280: Internet X.509 Public Key Infrastructure Certificate and
Certificate Revocation List (CRL) Profile (May 2008).

GDCA j#id CSPRNG £ KT 0 HKEN 64 AL rIHERF FERRE 7515 .

GDCA generates non-sequential certificate serial numbers greater than zero containing 64 bits of output
from a CSPRNG.

GDCA Pl %8 Al P S5/ FE AU

1 IEE R ERR] Sl

fRAS 59 X. 509 HEF A% A, H 9 V3

3515 TEF (M — BRI

LA ST B RAE T BTG 24 5 (L CP 385 7. 1.3 41
& DN 2R WL 4

ARGEE AW | T EERE AR UTC), AL AR, % RFC 5280 ZEK %Y

AR&IERY] | FTEPRE AR (UTC) , MILSTR RS, % RFC 5280 ZRwhY. %L

WM BT CP 5 6. 3. 2 R PR o

% /8 DN UEFFEA 3 BRI E 44 40 F

CA HR3EH DN: CN. 0. C.

Higl CAEFS DN: CN. 0. Co

VT PHURRIESS DN: CN. 0. OU (FAJ3ED . L. S+ Co
TP HUAS NES DN: CN. 0. OU (Afi%) . L. S. C.
VP AGUEF DN: CN 0. OU (AJ3E) . L. S+ Co

T P BERUHEAEIE S DN: E. ON.
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T PAS NMBEHE S DN: Ev ON. Ly Sy Co

VTP HUAIBAEIESS DN: E CNy O, organizationldentifier. OU (HJi%) .
L. S. C,

PSS ANHBAEH DN: E. CN. 0. organizationldentifier. OU (HJ
#) . L. S\ Ce

WTPAS NEFS DN: CN. L. S. Co

1T/ DV SSL iiE45 DN: CN.

1T OV SSLiE+ DN: CN. 0. L. S. C.

1T J* EV SSL #1E45 DN: CN. 0. streetAddress (AJi%) . postalCode (FAJi%k) .
L. S. C. serialNumber. businessCategory. jurisdictionLocalityName
(0ID: 1.3.6.1.4.1.311.60.2. 1. 1) . jurisdictionStateOrProvinceName
( 0ID:1.3.6.1.4.1.311.60.2.1.2 > .  jurisdictionCountryName
(0ID:1.3.6.1.4.1.311.60.2.1.3) »

T/ EV ACHE 2544 4E+H DN: CN. O. streetAddress (A[i%) . postalCode
(mi#k > . L. S. C. serialNumber . businessCategory -
jurisdictionLocalityName (0ID : 1.3.6.1.4.1.311.60.2.1.1) .
jurisdictionStateOrProvinceName (0ID:1.3.6.1.4.1.311.60.2.1.2) .

jurisdictionCountryName (0ID:1.3.6.1.4.1.311.60.2.1.3)

AS

2]

F4f RFC 5280 4wfd, fHi/ CP 45 7. 1.3 Tidhfg @ yE, KB L CP

6. 1.5 TR E R ER

Following are the basic certificate fields for the certificates issued by GDCA:

Fields

Value or value limitation

Version

Format version of X.509 certificate with the value is V3

Serial number

Unique identifier of certificate

Signature . ) o . .
) Signature algorithm for issuing certificate (see CP section 7.1.3)
algorithm
Issuer Issuer’s Distinguish Name
{Bef Based on the Coordinated Universal Time (UTC), Synchronized with Beijing
notBefore
time, encoding follows the requirements of RFC 5280.
Based on the Coordinated Universal Time (UTC), Synchronized with Beijing
notAfter time, encoding follows the requirements of RFC 5280. The setting of valid
period follows the limitation of this CP Section 6.3.2 specified.
Subject Subject DN of a certificate holder or entity may be as follows:
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DN of a root CA certificate: CN, O, C.

DN of a subordinate CA certificate: CN, O, C.

DN of a subscriber organization certificate: CN, O, OU (Optional), L, S, C.
DN of a subscriber individual certificate: CN, O, OU (Optional), L, S, C.
DN of a subscriber organization employee certificate: CN, O, OU (Optional),
L, S, C.

DN of a subscriber equipment certificate: CN, O, OU, L, S, C.

DN of a subscriber Basic S/IMIME certificate: E, CN.

DN of a subscriber IV S/IMIME certificate: E, CN, L, S, C.

DN of a subscriber OV S/MIME certificate: E, CN, O, organizationldentifier,
OU (Optional), L, S, C.

DN of a subscriber SV S/MIME certificate: E, CN, O, organizationldentifier,
OU (Optional), L, S, C.

DN of a subscriber individual certificate: CN, L, S, C.

DN of a subscriber DV SSL certificate: CN.

DN of a subscriber OV SSL certificate: CN, O, L, S, C.

DN of a subscriber EV SSL certificate: CN, O, streetAddress (Optional),
postalCode (Optional), L, S, C, SerialNumber, businessCategory,
jurisdictionLocalityName (OID:1.3.6.1.4.1.311.60.2.1.1),

jurisdictionStateOrProvinceName (O1D:1.3.6.1.4.1.311.60.2.1.2),
jurisdictionCountryName (OID:1.3.6.1.4.1.311.60.2.1.3) .

DN of a subscriber EV codesigning certificate: CN, O, streetAddress
(Optional), postalCode (Optional), L, S, C, SerialNumber, businessCategory,
jurisdictionLocalityName (OID:1.3.6.1.4.1.311.60.2.1.1),
jurisdictionStateOrProvinceName (O1D:1.3.6.1.4.1.311.60.2.1.2),
jurisdictionCountryName (OID:1.3.6.1.4.1.311.60.2.1.3)

Public key

Using specified algorithm of CP Section 7.1.3 according to the encode of
RFC 5280, key length meets specified requirements of CP Section 6.1.5.

7.1.1. FR 45 Version Number(s)

GDCA ] JHEPAT & X.509 V3 IEHHE 30, S BAFBHEIE R ARA(E B

GDCA certificates are in line with X.509 V3 certificate format. The version information is stored in the field

of the certificate version column.

7.1.2. EHH B I Certificate Extensions

GDCA [ TR X.509 V3 FRUEBAs#ED REIILASL, & H T B e XY I,

In addition to the X.509 V3certificate standard extensions, GDCA also uses custom extensions.
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7.1.2.1. FREF Root CA Certificate

1. FARZR

RAEP Al Bizy ROl, Hizy ROy KRBy RO, EAREREBE RN CA,
“pathLenConstraint” B B

2. HHME

FRAUEH B B %Y I, Hizy ROy feml, kB E Y KeyCertSign, CRLSign.
RRAEF RN AV AN ] 72528 OCSP WM.

3. UETSHENK

Y EIIR I E

4. WRRAVEH NS

Y RIUR A

5. F AR RSRT

HAE-BAU By RO, HiZy RN R D Y I, & M E N A & EGET
25 R WIAEP TR 1) authorityKeyldentifier 47 f& [ keyldentifier 721

1. basicConstraints

This extension shall appear and shall be marked critical. The cA field shall be set true, and the
pathLenConstraint field is not present.

2. keyUsage

This extension shall be present and shall be marked critical. The usage keyCertSign and cRLSign shall
be set. The private key corresponding to a Root CA will not be used for signing OCSP responses.

3. certificatePolicies

This extension is not set for root CA certificates.

4. extKeyUsage

This extension is not set for root CA certificates.

5. subjectKeyldentifier

This extension shall be present and shall not be marked critical. It shall contain a value that is included in
the keyldentifier field of the authorityKeyldentifier extension in certificates issued by the Root CA.
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7.1.2.2. F14% CA iiEF5 Subordinate CA Certificate

1. iF5 R R

gk CA IEBH AR EIZY I, HAR Y I, A SRR RIS IRIRFTH1E 2
TH LA CP 128 1.4.1.8.

2. CRL /3K 4

18 CAUEB AU Bz I, HARNKEY RO, 1% RISE S CA CRL RS
() HTTP Huhit .

3. MURHUFE B V51

Xf T i1 GDCA TrustAUTH R5 ROOT iE-5. #2248 R5 R CA iE+5. GDCA TrustAUTH
E5 ROOT 22K 2% CA UEFS, 2 CA UEFS N BCA MUK UA(E BU7 a4 eI,  HAR K
By BRI . WY BRSO EERE CAIEPRZEREIEDKN HTTP Hbht
( AccessMethod=1.3.6.1.5.5.7.482 ) A 4 [(1 CA OCSP fit 55 1 HTTP #b ki
(AccessMethod=1.3.6.1.5.7.48.1).

X+ B ROOTCA (RSA) iE+i. GDCAROOT CA if+5. ROOTCA (SM2). GDCA ROOT
CAl IEBZE R CAUEF, " CA IEH A BAAMURHUE BUr ey o, #HiKE, W
AEAREY R, Ky RT2EERMI CA EBEREFIERK HTTP #bik
( AccessMethod=1.3.6.1.5.5.7.482 ) M 4§ [\ CA OCSP flx % ) HTTP #h 4k
(AccessMethod=1.3.6.1.5.5.7.48.1).

4. FERLH

T2 CA UEBARE ZY R, HZy RIUYCHEY I, EMAEMPEA CA,
“pathLenConstraint” 7B il B & .

5. FHHME

g CAER AU By RUl, H Oy XEy o, HZikE KeyCertSign, CRLSign
% Hhdk CA EFX RIFAEHA R 1258 OCSP Wil ¥ .

6. HsRAVEHHE

XFF7E 2019 4 1 A 1 HJ5 H1 GDCA TrustAUTH R5 ROOT iE45. #r 2zt RS R CA iE
5. GDCA TrustAUTH E5 ROOT % K 4k CAUETS, H4% CA UE Pk iy R, H
AR R I, #zK P g CA WEBRH# A T2 % SSL/TLS iE+:, WHZy Rz
id-kp-serverAuth [ RFC5280 1, ] f4 ¥ id-kp-clientAuth [ RFC5280 1, A~ 15 U &

id-kpemailProtection [ RFC5280 1,  id-kp-codeSigning [ RFC5280 1, id-kptimeStamping
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[RFC5280]), id-kp-OCSPSigning [RFC5280] /% anyExtendedKeyUsage [RFC5280), tHA
1560 AR AR oA A

7. WURHAG B HFR AT

2l CAVE-BATRE ZY I, HARAREY R, 29 BRI A7 Keyldentifier ¥
B

8. FRE IR IART

R CAE-BAUR By I, Hizy RO MR IC RS I, & rME N ZE & 1R
W2 CA 25 R IFAIE P Fh 1) authorityKeyldentifier 7 2 1) keyldentifier 7B .

1. certificatePolicies

This extension for subordinate CA certificates shall be present and shall not be marked critical. More
information about the asserted OIDs is explained in section 1.4.1.8 of this CP.

2. cRLDistributionPoints

This extension for subordinate CA certificates shall be present and shall not be marked critical. It shall
contain the HTTP URL of the CA’'s CRL service.

3. authoritylnformationAccess

For subordinate CAs issued by GDCA TrustAUTH R5 ROOT certificate, %7z 54¢ R5 4R CA i and
GDCA TrustAUTH E5 ROOT, this extension should be present and shall not be marked critical. It should
contain the HTTP URL of the Issuing CA’s certificate (accessMethod = 1.3.6.1.5.5.7.48.2). It may contain
the HTTP URL of the Issuing CA's OCSP responder (accessMethod = 1.3.6.1.5.5.7.48.1).

For the subordinate CAs issued by ROOTCA (RSA), GDCA ROOT CA, ROOTCA (SM2), and GDCA
ROOT CA1, this extension may be present, and shall not be marked critical if present. It should contain
the HTTP URL of the Issuing CA’s certificate (accessMethod = 1.3.6.1.5.5.7.48.2). It may contain the
HTTP URL of the Issuing CA's OCSP responder (accessMethod = 1.3.6.1.5.5.7.48.1).

4. basicConstraints

This extension for subordinate CA certificates shall be present and shall be marked critical. The cA field
shall be set true. The pathLenConstraint field may be present.

5. keyUsage

The subordinate CA certificates have the "keyUsage" extension, which is a critical extension. Usage
settings are: digitalSignature, keyCertSign, cRLSign. The private key corresponding to a subordinate CA
certificate will not be used for signing OCSP responses.

6. extkeyUsage

For subordinate CAs issued by GDCA TrustAUTH R5 ROOT certificate, #iZ 4t R5 /2 CA L+ and
GDCA TrustAUTH E5 ROOT after 1 January 2019, this extension shall be present and should not be
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marked critical. If such subordinate CA certificates will be used to issue SSL/TLS certificates, the value
id-kp-serverAuth [RFC5280] shall be present. The value id-kp-clientAuth [RFC5280] may be present. The
values id-kpemailProtection [RFC5280], id-kp-codeSigning [RFC5280], id-kptimeStamping [RFC5280],
id-kp-OCSPSigning [RFC5280] and anyExtendedKeyUsage [RFC5280] shall not be present. Other
values should not be present.

7. authorityKeyldentifier

This extension for subordinate CA certificates shall be present and shall not be marked critical. This
extension contains only the "Keyldentifier" field.

8. subjectKeyldentifier

This extension shall be present and shall not be marked critical. It shall contain a value that is included in
the keyldentifier field of the authorityKeyldentifier extension in certificates issued by the subordinate CA.

7.1.2.3. 1T PiEFH Subscriber Certificate

1. UE-P S

WPER AU EZY R, AR REY RO A AR SRR IR A 115 B I
A CP HIZE 1.4.1.8 75

2. CRL 7R

XfJ i1 GDCA TrustAUTH R5 ROOT 1iE+5. #Z i AX R5 #R CA iE+5. GDCA TrustAUTH
ES ROOT 2R [ 4 CA T8 R AT FHIETS, 12301 PR By R, H ity
NAERBEY FE. Iy BOih a5 18m CACRL RS HTTP URL Hbtk.

X+ H ROOTCA (RSA) iE+i. GDCA ROOT CA iE+15. ROOTCA (SM2). GDCA ROOT
CAl IEBZBERIITH CA B KM PSS, 2287 P E i S B %y R, #iE, N
Y RBUNAR Y e Y I @& 1A CA CRL IR5H) HTTP URL #idik.

3. WUAHUAEE BT

Xf T i1 GDCA TrustAUTH R5 ROOT iE-f5. #tZ2 48 R5 R CA iE+5. GDCA TrustAUTH
ES ROOT 2R [ 4 CA FiZ R AT FAE, 1T E B A RN E S Uiy o, A
AR RKRBEY I, Ky T2 THmk CA IEBERKHIERK HTTP Hihk

( AccessMethod=1.3.6.1.5.5.7.482 ) Al f& ] CA OCSP flt %5 B HTTP i 4
(AccessMethod=1.3.6.1.5.5.7.48.1),

X+ H ROOTCA (RSA) iE+i. GDCA ROOT CA iE+15. ROOTCA (SM2). GDCA ROOT
CALIEBZER PR CA BT K BT P ESS, 1% FIE R o] BOA MU MRS B U7 [ 10,
HWE, WAEAEY RO, Iy Rrh 2RI CA IEBZKFUEFK HTTP il
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( AccessMethod=1.3.6.1.5.5.7.482 ) Al #§ ] CA OCSP flx % B HTTP #h hk
(AccessMethod=1.3.6.1.5.5.7.48.1).

4, FERZAHR

Xt F H GDCA TrustAUTH R5 ROOT iE15. #Z B4 RS #R CA iIE+5. GDCA TrustAUTH
E5 ROOT K IIHh 2 CA AT4 & 1K) SSL/TLS VI FHE+H, W EiZY I, = kE, Nizy @
WAV Y B, Wi B “cA” FEAIWEN “False”,

%t F B ROOTCA (RSA) iF+5. GDCA ROOT CA iF+5. ROOTCA (SM2). GDCA ROOT
CAl IFBZERIF S CA FIZ RV FUEH, B ZY I, A%E, Ny Eh “cA”
FEENRE N “False”.

5. ZHHE

WHIEB S EZY R, A% E, WSHAEAS R E N keyCertSign & cRLSign.

6. I om A v

Xt F H GDCA TrustAUTH R5 ROOT iE15. B4 RS #R CA iIE+5. GDCA TrustAUTH
E5 ROOT 2R HIH 2 CA BT R I AR+, Wb A B2 80 F vk K Bt sm R 2 g VA an )
IEHZ5) FEHR: &Z1E
B s, BN,
HEAEED EANN 1 285E | Bl ns. 2022 F 11 H 1 HEAFH
SED WeR MR B mSmw% | T2 aiEt.
WE, HLCTHRAEARA
A TS 4L, Ak
Adobe R4S AR WO B VL. Adobe CRYZE
.

EHRE: BTsa, BHmEE,
BRI

WeR M B V. B IS
WE,  HL AR

B BEss, BHINE,
B s

Mo B A e R U B
WE, HLTHRAEARAR

TR T4, EHnE,
.

WO AR B A R U B
WE, HLCTHRAEARAR
TR s, BHnE,
.

o R S A R U B
WE, HLCTHRAE AR

DV SSL iEf5 B BUrsss, BN,

HUREAS N HEAIEF

BRI FIE

A NHEFHIEF

SRk IR
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B A BBV B i A 5
iE RS A S Rk

BRI BUrs 4, BN
OV SSL iiF# WER RS k. B I S
iE , RG2S IIE .
BEARE: BUrg 4, BN
IV SSL iE$ WER RS k. B I S
iE , IREER SN IIE.
D BEsL, EHINE.
EV SSL iFf B A BBV B i A 5
iE RS A S RLE

B B4,

BRI VL A4,
B %4,

WoR VL A4,
B B4,

WO RV A ALK

il A2 4 RAIE TS

EV RIS ALIE

B TR EE S

7. WURKUR AR IRAT

WPIE s Bizy eul, HARNREY I %3 RIS Keyldentifier 7Bl

8. LU AR IRAT

WPIER A Bizd eI,  Hazy RRIASMARC RS I, BNz & — AT
UEF P B A BIRA SR HIAE -

1. certificatePolicies

This extension for subscriber certificates shall be present and shall not be marked critical. More
information about the asserted OIDs is explained in section 1.4.1.8 of this CP.

2. cRLDistributionPoints

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT, #Z&ad{t;
R5 #R CA JEH, and GDCA TrustAUTH E5 ROOT, this extension shall be present and shall not be marked
critical. It shall contain the HTTP URL of the CA’'s CRL service.

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1, this extension may be present and shall not be marked critical if
present. It shall contain the HTTP URL of the CA's CRL service.

3. authoritylnformationAccess

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT certificate,
LB R5 TR CAIEH and GDCA TrustAUTH E5 ROQT, this extension shall be present and shall not be
marked critical. This extension will contain the HTTP URL of the Issuing CA’s certificate (accessMethod
1.3.6.1.5.5.7.48.2) and the HTTP URL of the Issuing CA's OCSP responder (accessMethod
1.3.6.1.5.5.7.48.1).
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For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1, this extension may be present, and shall not be marked critical if
present. This extension will contain the HTTP URL of the Issuing CA’s certificate (accessMethod
1.3.6.1.5.5.7.48.2) and the HTTP URL of the Issuing CA's OCSP responder (accessMethod
1.3.6.1.5.5.7.48.1).

4. basicConstraints

For the SSL/TLS subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT
certificate, #ZAF{X R5 R CA IEFH and GDCA TrustAUTH E5 ROOT, this extension may be present and
shall be marked critical if present, and the cA field shall be set to "False" if present.

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CAT1, this extension may be present, and the cA field shall be set to
"False" if present.

5. keyUsage

This extension for subscriber certificates may be present, and if present, usage keyCertSign and cRLSign
shall not be set.

6. extKeyUsage

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOQOT certificate,
#Z Bt R5 #R CAIEH and GDCA TrustAUTH E5 ROOT, key usage and extended key usage are as
follows:

Types of Certificates Key Usages Remarks

KU: Digital Signature, Key | This policy OID will

; not be used to identif
Email Certificates (Previously | Encipherment. y

the Type | Individual Certificates) EKU: Client Authentication, as of 1 November
Email Protection. 2022.

the email certificates

KU: Digital Signature, Non
Adobe PDF Signing Certificates | Repudiation.
EKU: Adobe Document Signing.

KU: Digital Signature, Key
Encipherment, Data

» Encipherment.
SV S/MIME Certificates

EKU: Client Authentication,

Email Protection.

KU: Digital Signature, Key
OV S/MIME Certificates Encipherment, Data
Encipherment.
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7.

EKU: Client
Email Protection.

Authentication,

IV S/IMIME Certificates

KU: Digital
Encipherment, Data

Signature, Key

Encipherment.

EKU: Client
Email Protection.

Authentication,

Basic S/IMIME Certificates

KU: Digital
Encipherment, Data

Signature, Key

Encipherment.

EKU: Client
Email Protection.

Authentication,

KU: Digital Signature, Key
Encipherment.

DV SSL Certificates
EKU: Client  Authentication,
Server Authentication.
KU: Digital Signature, Key
Encipherment.

QV SSL Certificates
EKU: Client  Authentication,
Server Authentication.
KU: Digital Signature, Key
Encipherment.

IV SSL Certificates
EKU: Client  Authentication,
Server Authentication.
KU: Digital Signature, Key
Encipherment.

EV SSL Certificates

EKU: Client
Server Authentication.

Authentication,

Standard Code
Certificates

Signing

KU: Digital Signature.

EKU: Code Signing.

EV Code Signing Certificates

KU: Digital Signature.

EKU: Code Signing.

TimeStamp Certificates

KU: Digital Signature.

EKU: Time Stamping.

authorityKeyldentifier
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This extension for subscriber certificates shall be present and shall not be marked critical. This extension
contains only the "Keyldentifier" field.

8. subjectKeyldentifier

This extension shall be present and shall not be marked critical. It shall contain a value that is included in
the keyldentifier field of the authorityKeyldentifier extension in certificates issued by the subordinate CA.

7.1.2.4. FrBEFH All Certificates

GDCA 25K KT A IE T 345 & RFC5280, % H1 GDCA TrustAUTH R5 ROOT k5. %
I RS R CA {E45. GDCA TrustAUTH E5 ROOT 2K (I 2% CA EH, BLAH 2% CAAIE
BRI FAESS, B FE G5 A B PR SO B RIS FF6 4 CP 3 7.1.2.1.7.1.2.2,
& 7.1.2.3 ER.

%tF H ROOTCA (RSA) iF+5. GDCA ROOT CA iF+5. ROOTCA (SM2). GDCA ROOT
CALIERZER IR CAET, DL Z CA TEF2E R I FE1, GDCA B 7% F§ RFC5280
SE SURARHESURIARAES RETRLASL, B w46 e U R TIL, il AN [R] 1 30E 5 82 FH R 5%
7oK, GDCA W R ¥EE S R I, AHREAMR T 0~y R0

1. GG eSS HTRrdal s oG e,
2. (FHEMSS S WEASAUANUR P A F AR IRAT 7 M — 2 5
3. MABMHET: H TR E RS ORI H S

For the subscriber certificates and the subordinate CA certificates that chain up to GDCA TrustAUTH R5
ROOT certificate, #ZhT{ R5 R CA L and GDCA TrustAUTH E5 ROOT, key usages, extended key
usages and certificate extensions conform to section 7.1.2.1, 7.1.2.2, and 7.1.2.3 of this CP.

For the subscriber certificates and the subordinate CA certificates that chain up to ROOTCA (RSA),
GDCA ROOT CA, ROOTCA (SM2), and GDCA ROOT CAA1, in addition to the standard fields and
extensions defined by RFC 5280, GDCA may also use customized extensions, for example, to satisfy
different requirements for certificate application services, GDCA may define some extensions flexibly,
including but not limited to the following extensions:

1. Unified social credit identifier: It is used to indicate the unified social credit identifier.
2. Trusted service number: It is used to indicate subscriber’s unique number generated by GDCA.

3. Resident identity card number: It is used to indicate unique number of resident’s identity card.
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7.1.2.5. RFC5280 [ Application of RFC 5280

NPEIERCIL, RFC 6962 & X “HE+H” A A RFC5280 € LK “iE1 ",

For purposes of clarification, a precertificate, as described in RFC 6962 shall not be considered to be a
“certificate” subject to the requirements of RFC 5280.

7.1.3. B X 5 PR RAF Algorithm Object Identifiers

GDCA 2R I AIE R LU R L —

ShalRSA withRSAEncryption 1.2.840.113549.1.1.5
sha256RSA withRSAEncryption 1.2.840.113549.1.1.11
SHA256 with ECDSA 1.2.840.10045.4.3.2
SM3withSM2Encryption 1.2.156.10197.1.501

il GDCA TrustAUTH RS ROOT iE15. #ZH X R5 8 CA iE+5. GDCA TrustAUTH ES5
ROOT 25 & I 4% CA WEPBEE R KA T A S AFIEP & OCSP P i &L LA ] shalRSA.

GDCA uses one of the following relevant algorithms to issue certificates:

Sha1RSA withRSAEncryption 1.2.840.113549.1.1.5
sha256RSA withRSAEncryption 1.2.840.113549.1.1.11
SHA256 with ECDSA 1.2.840.10045.4.3.2
SM3withSM2Encryption 1.2.156.10197.1.501

Subscriber certificates and OCSP certificates that chain up to the subordinate CA certificates issued by
GDCA TrustAUTH R5 ROOT certificate, #{ZA3ft R5 #R CAEH and GDCA TrustAUTH E5 ROOT are
not signed with sha-1WithRSAEncryption.

7.14. £ RIER, Name Forms

GDCA 25k FIE T 2R % LA N A7 & X.501 Distinguished Name(DN)F¥ % 51 44
o
XtF H GDCA TrustAUTH R5 ROOT iE+15. B 4% RS #R CA iIE+5. GDCA TrustAUTH

E5 ROOT &K HIH g CA FiZE K BT FHAED, HAFRIE R AR 08 P 544 20455 & RFC5280,
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K¢ CA/B W ¥% K i [f) Baseline Requirements LA & SIMIME Baseline Requirements 7.1.4 5 {3k
GDCA A CP R RIUES, BORIEBAERET, F4E @ 5 B2 .
GDCA A2 434 A1 TP Hiuhik 5 ATEAS T2 P BR ARG A CP 5 3.2.9 WIS 3.2.12 491K
PE
SSL/TLS MEBEMIUAREAN AW “.7, “-7, & “ 7 (B 77/, R/SHMTME
NN . ATERE, BANE N2

Name of certificate issued by GDCA is formatted in accordance with X.501 DN. For subscriber certificates
issued by the subordinate CAs that are issued by GDCA TrustAUTH R5 ROOT certificate, #ZBH R5
R CA iF# and GDCA TrustAUTH E5 ROOT, the format and content of the name forms of these
certificates match the requirements as defined in RFC5280, and CA/Browser Forum Baseline
Requirements and S/MIME Baseline Requirements Section 7.1.4.

GDCA issues certificates in accordance with this CPS and shall make sure that the information in the
certificate subject field are correct. GDCA will not write domain names or IP address into a certificate
subject unless they have been strictly validated according to section 3.2.9 and 3.2.12 of this CP.

SSL/TLS server certificates cannot only contain metadata such as ‘.’, *-’and ‘' (empty) characters and/or
any other indication that the value/field is absent, incomplete, or not applicable.

7.1.5. 4 FRPR %] Name Constraints

GDCA T H#E RFC5280 KA FH A ARBR G T 1T, VARSI 2 CA uEf5 ik 55 B H Y5

GDCA may use the name constraints extension per RFC 5280, in order to limit the business scope of
subordinate CA certificates.

7.1.6. IEFRIEXT FARRFF Certificate Policy Object Identifier

s FE TS S R TN, E 5 A B S UE R SR (X AR IRAT, 200 SARIRAT 5 A R 1
UEFS AR B

When the certificate policy extension is used, the certificate contains object identifier of CP, and the object
identifier is in accordance with the corresponding certificate category.

7.1.7. RIS FRH19 FE W 1% Usage of Policy Constraints Extension

AEH

Not applicable.
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7.1.8. TR BR & P B 157035 X Policy Qualifiers Syntax and Semantics

ANEH

Not applicable.

7.1.9. UL IRIEY B AL 3E X Processing Semantics for the Critical

Certificate Policies Extension

NEA.

Not applicable.

7.2. EF#4E%]3R CRL Profile

GDCA EWIZ % CRL, fLHH A 2iffd .
A CP 2K CRL 54 RFC5280 FrifE. CRL Z/DAUEn S R PmR AR AN %5 .

The CRL determined in this CP is accordance with RFC5280. CRL contains at least basic domain and
content described in the following table:

1 B B 1 P R 1)

FRAS V2

WUR & 2R CRL HSEAA, MR B o

A2 R H 4 CRL &K H

TRER CRL FIRZARWIH . CRL HEFE 24 /N5 37

ESE AN AT 2K CRL Fr i FH 285 44 S0

WU U SRR IART 1 160 A7 AR IE T ATLAL A BH HEAT HU 38 55 5 HRME AL R

WA pIR FIH S RS, BAERCE IR F  FE 51 S MR 4

Domain Value or value limitation

Version V2

Issuer Entity for issuing CRL, issuer distinguish.

This update Issuance date of CRL.

Next update Next issuance date of CRL. CRL is updated every 24 hours.

Signature signature algorithm used for issuing CRL.

Authority key identifier It's composed of a 160-bit hash of the value of CA’'s public key.

Revoked Certificates List of the revoked certificates, including serial number and
revocation date of revocation certificate.

141



[] SR RIXIRIGBIRD S
m (RO TR C e Secun ity Athonityg Coe Lo GDCA -‘LIE:H%H{% (VB. 3 )]-[&)

7.2.1. fR A Version Number(s)

GDCA HAi% % X.509 V2 iiAH] CRL, MARASAEHE CRL fiiAH% 202 H .

GDCA currently issues CRL of X.509 V2 version. This version number is stored in format column of CRL.

7.2.2. CRL #1 CRL % B¥ B3l CRL and CRL Entry Extensions

GDCA %R ¥4 RFC5280 1) CRL il CRL ™ J& i,

FKTE M, FHEZI, Mz CRL % HY RIS R EY o, X+ A% SSL/TLS
IEHZERBARRE I CA, #7 CRL 5% HgdH W CA Bih gt CA IEHT, ML Zi3 E 1% CRL
FHY I X T AR SSL/TLS IEBZAFARGE /I CA, WA EET LUN 15 L B 5l i
1% CRL 2 H¥ EIi: CRLReason {H /7] A unspecified (0). # U4 EE A B, W GDCA @4
AU I reasonCode 7% HI I (AT & LIRESR) . 47 CRL 4% H 24X SSL/TLS 11/ iE+3,
JIj CRLReason {H AN certificateHold (6)-

#i W E | reasonCode § &1, Nl CRLReason fH 424 RFC5280 LA KA CP 25 4.9.1 Hix
FHOCHIFEHY
GDCA issues CRLs with entry extensions in accordance with RFC 5280.

With regard to reason code: If present, this CRL entry extension shall not be marked critical. For CAs
technically capable of issuing SSL/TLS certificates, if a CRL entry is for a Root CA or subordinate CA
certificate, this CRL entry extension shall be present. If a CRL entry is for a CA not technically capable of
causing issuance, this CRL entry extension may be present or omitted, subject to the following
requirements: The CRLReason indicated shall not be unspecified (0). If the reason for revocation is
unspecified, issuing CAs shall omit reasonCode entry extension, if allowed by the previous requirements.
If a CRL entry is for a SSL/TLS certificate, the CRLReason shall not be certificateHold (6).

If a reasonCode CRL entry extension is present, the CRLReason shall indicate the most appropriate
reason for revocation of the certificate based on RFC 5280 and section 4.9.1 of this CP.

7.3. OCSP #iiA OCSP Profile

GDCA JyH F $2&4k OCSP (FELRIUE PR A WIS, OCSP /£ CRL A &kh 7, i f&
UEFS P B EIE RS (S B - GDCA K IETF PKIX TAEATF KM — ANELIUE TR B
W (Online Certificate Status Protocol, OCSP, RFC6960), %W X T —FAriEf ik R A1
M J97 A5 S A% X U DE 32 5 B 1
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As an effective supplement of CRL, OCSP provided by GDCA is used to check the information of
certificate status for subscriber online. GDCA adopts an Online Certificate Status Protocol (OCSP,
RFC6960) developed by IETF PKIX working group. This protocol defines a standard request and
response information formats to query whether a certificate is revoked.

#7 OCSP M |37 iz 45 /& NARAE 58 Hh 2 CA IE PR, HAZ2EUES CUB ey , WITE CertStatus
] RevokedInfo 77, revocationReason “FE WK H o
CRLReason WAJUNA CP 5 7.2.2 FH SO VR BE 1S

If an OCSP response is for a root CA or subordinate CA Certificate, and that certificate has been revoked,
then the revocationReason field within the RevokedInfo of the CertStatus shall be present.

The CRLReason indicated shall contain a value permitted for CRLs, as specified in section 7.2.2 of this
CP.

7.3.1. FR4<5 Version Number(s)

RFC6960 & X ] OCSP htA

The field conforms to OCSP defined in RFC6960.

7.3.2. OCSP F" B OCSP Extensions

AER . XFT SSL/TLS k45, OCSP WiSif#) singleExtension ANF[fL% CRL % HH
reasonCode ¥ FE Il

Not applicable. The singleExtension of an OCSP response cannot contain the reasonCode CRL entry
extension for SSL/TLS certificates.

8. I\ iE ¥l ¥ % i A1 H fh ¥F 5 Compliance Audit and Other

Assessments

8.1. VHEHIBIE SIS Frequency or Circumstances of Assessment

GDCA NAFZERE AR HET — K — S B i A BV, IR E D 3% e
BEATPEAL, DARIEE P IRSS M mT Stk et T2 t o Frdd B AUE 1529 GDCA TrustAUTH
R5 ROOT iEH. iR RS #R CAEHS. GDCA TrustAUTH E5 ROOT iE 25 K [ HH 4 CA
T2 R 1) SSLTLS AR 45 233 +5
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GDCA shall conduct a compliance audit and an operation assessment each quarter to ensure the
reliability, security and controllability of certification services. We extract at least 3% of certificates for
assessment. The extracted certificates are SSL/TLS server certificates issued by subordinate CA of
TrustAUTH R5 ROOT certificate and #1ZF§f{ R5 1R CA certificate and GDCA E5 ROOT certificate.

B 7 R EE T FIVPAS 4, GDCA IEHETE L (8 TS 55 F,  $% B8 WebTrust X CA 11
TR AT SR B TRV Al
1 R4E ChANRIHE B 72430 (EFIERSEEINEG) SHEsR, HFE—
RIS F BRI VPAL A 2
2. GDCA #ZME K FETIIMER . B FAHRIRENA CP (FHUE Sz & RS,
F IR PRI R TR, A D AT — RN IR IV %, B EEXT GDCA
WH B SR (RA. 2SS I H %,
3. GDCA FEUEMALIHTHITEE% FT, #H8 WebTrust X CA [ THRIN, RRFHEAT—
AN TR
4. GDCA FFHFEIHT— AR VRS TAE, R NS HMBI g, PPl B F 44 kAR
(AT REME B iR, IFURAh H aTIO NI SRl HR . RS LR A il 75 AL
i X RS, AR KU VPAl, BER . SEHE R AERRIR R e AR . S I A
EUR
In addition to internal audits and assessments, GDCA also engages external audit firms to perform
assessments and evaluations according to the requirements of WebTrust on CA.

1. GDCA is assessed and inspected once a year in accordance with the "Electronic Signature Law of
the People's Republic of China", "Measures for the Administration of Electronic Certification
Services" and other requirements by administrative authorities.

2. GDCA conducts operations and services according to the requirements of state’s authorities, the
specifications of state’s relevant standards and this CP. GDCA shall conduct internal assessment
and audit to other entities (including RA or LRA, etc.) in GDCA at least once a year.

3. GDCA engages external audit firms to conduct assessments and evaluations once a year to be
compliant with WebTrust for CA.

4. GDCA performs a risk assessment once a year to identify internal and external threats, and to
evaluate the possibility of occurrence and potential damages, and to assess if the current
strategies, technologies, systems and relevant measures are able to mitigate these risks. Based on
the risk assessment, GDCA develops, implements, and maintains a security plan consisting of
security procedures, measures, and products.

8.2. VHEEHBE 4/ % Identity/Qualifications of Assessor

GDCA NI T, B GDCA %4 tRIgZ i 2 st A 5B 1 1 o TPl /N, B
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PPN AT BT A
GDCA BSiE AN THHLR, BOZR % BUT A 53R -
WALV A POL AR TSI, FEMV A A R
2. THATENEEZEERR, BEMSLEER, PRI R, drdErIER{E
3. HAZRAERGISATIERA T A EAMN T A
4. B AGHSLHEH T R

=

Cross department audit assessment group organized by GDCA Security Policy Committee performs
internal audit of GDCA.

External auditors which GDCA hires shall have the following qualifications:
1. Must be an authority which has been licensed and has a good reputation.

2. Understand computer information security system, communication network security requirements,
PKI technology, and related standards and operations.

3. Have the expertise and tools to check the system operation and functionality.

4. Beindependent.

8.3. THEE SHIRMEE Z KK ER

Assessor’s Relationship to Assessed Entity

1. GDCA Fit A S5ANMKRGEH . WAEH . WSEE R TAERMAGEE

2. ANV E (S B R L TR S5 i L AL AT GDCA 2 8] &
MALHIRFR, BEAEHNS . W5k, B H e AT R E 5 &R 2 CLRZ I PP 1
BRNE, PRASE R DAL, AR, BUMHESES GDCA #H4T1FA

1. Segregation of duties is required between the GDCA auditors, and the GDCA system administrators,
business administrators, and business operators.

2. The external evaluators (information industry department, independent audit firms and other
authorities) and GDCA are independent from each other. There is no business inter actions, financial
transactions, or any other interests that could affect the objectivity of the assessment between the
above two. Assessors should evaluate GDCA in an independent, fair and unbiased attitude.

8.4. VHEHINZA Topics Covered by Assessment
GDCA W T A A4
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GDCA's internal audit includes:
1. ARG 15 3 78 70 A St
2. e TARGRAEAI 2 15 2™ A8 57
3. ETHARAL CP. NS IVEAN % 4 BEORIT AL 55 5
4. FRHE. CREGTE, SEALR -,
5. AR A AT REAFAE I 2 A XU
55 =07 B VHIMEE 55 i f WebTrust For CA BUVERIEER, X GDCA #EAT ML H i,

oA

1. Whether the security strategy is fully implemented
2. Whether operation procedures and processes strictly followed

3. Whether strictly following the CP, business specifications and security requirements when
conducting authentication services

4.  Whether all kinds of logs and records are preserved and if there is any question
5. If there’s any other potential security risks

Third-party audit firms perform assessments and evaluations on GDCA to be compliant with CA
requirements of WebTrust.

8.5. XTHBEEAEREUIFTE) Actions Taken as a Result of Deficiency

T GDCA W EB a8 vH45 S A i el @, bl o T 0RA /N 2H 5 5 I B X B ) @) S AT BR e T )
HEAT NV 55 3E N 58 38 (5 I o SE RN B TH 45 SR et ), S BRBE S 1 00 20 [ B 1Pk N L 42
M55 i TAE M S5 4R .

Audit assessment group monitors responsible departments for improvements and complete status of
issues that were mentioned in audit reports. After improvement of audit results have completed, various
functional departments should submit summary of improvement to audit assessment group.

XF T GDCA HBGEMHUAG B T 451, iz IEAE #4738 e A CP A GDCA il 5 i) 3
fib MV 5 USERIAT N, GDCA ¥ BARILE, AR ST 2 F A7 Bl 1R IX 26470, [ AR YE GDCA
(B SRIEAT 45 B 0 M55 3B AT 1 P2 VLA, GDCA #4213 Z AL (1 B FA
EME 28 AL

For authorized RA mentioned in GDCA's audit report, if they are violating the CP and other business
standards defined by GDCA, GDCA will stop the above behaviors immediately and ask them to make
changes in accordance with the requirements of GDCA. GDCA will terminate relevant authorization of
electronic certification services of RA if the above behaviors are seriously violated.

=TT S TR E AR . GDCA JRIBIE LA A (P, JFBE IR i
B
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If assessments of a third-party auditor firm are completed, GDCA will rectify in accordance with the audit
reports. GDCA will be evaluated again after the rectification.

8.6. HL%sEK4EEE K Communications of Results

GDCA A F i T 45 R L[ A HLA B HARE A0 1T LS 88 S HE LA 147 1E I A,
XF Rl REAE T P 2 AR, GDCA 2RI [ 1T F a4 o

Audit results are formally informed to relevant departments of GDCA and related RA. GDCA will notify the
subscribers of any potential security risks timely.

B0 HTH S P e E . TR TERIAER, KB www.gdea.com.en W5 BEAT
A o ARARTER = T3 TIPS SER B AN VAL 25 R BE RN A5 B, #AA S S WIHfi 11 GDCA &
A AN A H AT 3, IR GDCA IR, 25 AUERIERSL: GDCA fREI(EIX T TH
MRS

If the assessment from a third-party auditor firm is completed, the audit results will be published at GDCA
website (www.gdca.com.cn). Third-party should communicate its purposes and methods to GDCA in
advance before notifying the evaluation entity on the assessment results or similar information, except
otherwise defined by law, GDCA reserves the legal rights in this part.

8.7. HVEfH Self-Audits

DLEETS 8.1,

See section 8.1.

9. EETFEF HABIL %22 Other Business and Legal Matters

9.1. #%F Fees

GDCA wJ #RA45E F2 A 1 L DR AR G R 55 TR AU FRRIE P30 P SO - BAR 2 PR R
TS AN RIAR S8 AR ] B RIE -

GDCA can charge subscriber certification fees for the digital authentication service provided. The specific
charge will be determined by market rules and regulations of relevant administration department.
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9.1.1. IERFAN T 3] Certificate Issuance or Renewal Fees

GDCA XHIEBH AR, AMfE GDCA IM%E www.gdea.com.cn |, HEH
).

The fees of GDCA adding and renewing certificates are published in the website www.gdca.com for user
to query.

WIR GDCA Z B WP R B I S A1 GDCA AN AEA—E, AR AN N
‘\/&o
If the price specified in GDCA agreement is different from the one published, the agreement price
prevails.

9.1.2. WEPBEH ] Certificate Access Fees

MTUERAH, HEl GDCA AYHUEM . BRARRI T SR 4T oK, % GDCA
SRS B, GDCA K4 5 R 9 R WCBUSLiZ S 2 7

Currently, GDCA doesn't charge for inquiry during the certificate validation period. Unless the subscriber
has special requests, which makes GDCA to pay extra fees, GDCA will interact with the subscriber for
appropriate charges.

WRAE P E R N R BORE LA AL, GDCA F2 M i 7E M % www.gdca.com.cn | A
A

If certificate inquiry charging policy has any changes, GDCA will promptly post the changes at its website
(www.gdca.com.cn).

9.1.3. B MREE EE % A Revocation or Status Information Access Fees

T REEAIRSE B &#, HAT GDCA AWHUEM S . BRARH P SR IR R TR, &
L GDCA SUATESMA S, GDCA K55 F1 ) Bl i S HUSL 12 B A 35 1 o

GDCA currently does not charge any fees for the certificate revocation and status inquiry. Unless the
subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with the
subscriber for appropriate charges.

MARMHEAMRESE B BB R BEEAG AL, GDCA ¥ o i 7E W uh
www.gdca.com.cn | F PLA i .

If revocation and status information inquiry charging policy has any changes, GDCA will promptly post the

changes at its website (www.gdca.com.cn).
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9.1.4. HAhHRS3% B Fees for Other Services

1. WA GDCA HEAUR ) CP B HARARHI/EL SCHFRT, GDCA 7 Z LA
SH 7= A P S5 R A B T A

2. GDCA Rl 1 SR A7k A Bl ARG IR DS, GDCA 12 51T 7 i HoAt SEAh %53
(RBP4

3. HAh GDCA ¥ZEE rIREIR LRSS I3, GDCA Ko KIS A, B - 2.

1. If subscriber requests paper version of CP or other related documents from GDCA, GDCA will
charge postage and processing fees.

2. GDCA provides certificate storage media and related services to subscribers. GDCA declares the
prices of above items in the agreements signed with subscribers or other entities.

3. Other services fees that GDCA may or will charge will be published timely for referencing.

9.1.5. IB K $KHE Refund Policy

GDCA T WSR2 F, B 7 3R 15 HR g A s g o B DX DR e BE i ) DLB IS4k, GDCA
PIAIBIEF P AR 35

GDCA does not refund any fees to subscribers except fees charged for certificate application and renewal
because of specific reasons.

FESEREE B EAE MR AAEB RIS, GDCA 3857 A% RV ERE FP A SEmE . 40k GDCA
EH A CP I HUE TR EE K XSS, T LESK GDCA U IEHIFIRK. f£
GDCA i 71T 7 HIEF J5 , GDCA KL RIHET 7 Oy BRE IZAE 5 P ST 0 2 AR e 45 1T
Jre

In the process of the certificate operation and the certificate issuance, GDCA complies with strict
operating procedures and policies. If GDCA violates its defined responsibilities under this CP or other
material obligations, subscribers can request GDCA to revoke certificates and refund. After GDCA
revokes subscriber’s certificates, GDCA will immediately refund the full amount that subscribers have paid
for the certificate application.

LB RSRM AN BR AT 7 45 2 B A £
This refund policy does not limit users from obtaining other compensation.
FERGRGRSE, T WURAREEAE FHZIUEF, GDCA Kb i Hak 5.

After refund completion, if a subscriber continues to use the certificate, GDCA shall investigate his/her
legal liabilities.
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9.2. 4537 4E Financial Responsibility
9.2.1. PREYE FE Insurance Coverage

DRISvE Bl 32 224X CP 55 9.9 75 o i KL E A 2

Insurance Coverage mainly focuses on compensation specified in CP Section 9.9.

9.2.2. HAB = Other Assets

AEH

Not applicable.

9.2.3. X B & S ) RS Bl HE R VS

Insurance or Warranty Coverage for End-Entities

UEFAT 7 — B %% GDCA HIEFS, B @l Pl e BONHIE B IR %2, A EwRE
ZAT P Ea 2 TA CP R TR AE R E LR .

The acceptance of the certificate or its services specified by the agreement by the subscriber means that
subscriber has accepted the specification and constraint of insurance and warranty coverage in this CP.

0.3. W%E BRE Confidentiality of Business Information
9.3.1. £ 2515 BIEE Scope of Confidential Information

£ GDCA 2t B FIER S, DU ME BEHAREE R

1. GDCA I " U725 40 S a9

2. HIHOFARE: AHHE. RESHE. BRMEENER, XEEEY GDCA MM
REGERE, AAZe®E ARG EH A USSR, RIEHRER, NalEA RSN
KA

3. HAthHi GDCA Fl RA TRAFHIAN ANFIA TG BN AL IR T, BRIFERESR, AT A,

In the electronic certification service provided by GDCA, the following information is treated as
confidential information:

1. GDCA subscriber’s digital signature and decryption key
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2. Audit records including local logs, server logs, archive logs information, which is treated by GDCA as
confidential information. These records can only be accessed by security auditors and business
administrators. Unless for law requirements, this information cannot be released outside of the
company

3. Other individual and company information preserved by GDCA and RA and should be treated as
confidential. Unless for law requirements, this information cannot be released to the public

9.3.2. ANETRENEE

Information Not Within the Scope of Confidential Information

1. H1 GDCA RATHIEFS . IEF A8
1. Certificate issued by GDCA and its public key.
2. EHTHRATEE
2. Information of subscriber in the certificate.
3. UEPBREHAIE;
3. CRL
4. ARG (CPO. HLFIAMEMESS N (CPS).

4. CPandCPS

9.3.3. PRI - %15 B FI 5 1E Responsibility to Protect Confidential Information

GDCA. VEMALE . 1T LR SVAEN SRS 5055, #0A LSHERA CP KIE,
ARAEAR R R R AR SR DT, L AUEIE A AR T BORVE BLRE o L AT ORI

GDCA, RA, subscribers, relevant entities and parties involved in certification business, have the
obligations to assume appropriate responsibility of keeping confidential information in accordance with
this CP, and must protect it through effective technical means and management process.

MREAE RIFTA # BT REAEN, ZR GDCA ATl & Frf A R 215 S,
GDCA R 2 HER; [FI, GDCA 4B RZREAT BB %X B i AT AL
AR H B S A TP B B R o A SR P4 R TR 15 S (AT s B ATAe At g ) s 2%
X%, GDCA AL T 5 A B T A FF R (5 BTG Rk . (RS BT a
N AR DGR B T A TR S B 5 R TR T8 2 54T

As confidential-information holder requires GDCA to publish or reveal all his/her/its own confidential
information due to some causes, GDCA shall satisfy his/her/its requirements; Also, GDCA shall require
the holder’s documentary application and authorization to express his/her/its own will of publishing or
revealing.

151



[] BSHtNEERERAS
AR S GDCA IF Fu 5 m% (V3. 3 i)

If any other obligation of compensation is involved in the act of revealing confidential information of the u
ser by GDCA, GDCA will not assume any responsibility for damage concerning it or caused by the act of
publishing the user's confidential information. The confidential-information holder shall assume
compensatory responsibilities related with it or caused by the opening of confidential information.

2 GDCA EAEMER VAL JABE AR AR AR R SR P 2R, i
A CP PHUE MR E (S BN, GDCA RMAZMEE . LA SGEBE IR ER, %5
NAGHRIIRE S, GDCA AR TTAE. XA SRR it S 7 ORI R A L

%

o

When facing any requirements of laws and regulations or any demands for undergoing legal process of
court and other agencies, GDCA must provide confidential information in this CP, and could publish the
relevant confidential information to law-enforcing department according to requirements of laws,
regulations, legal doctrines or court judgments. Under this circumstance, GDCA shall not assume any
responsibility. The reveal shall not be regarded as a breach of confidential requirement and obligations.

9.4, MARRFAREE Privacy of Personal Information

9.4.1. REFALRZE11R) Privacy Plan

GDCA Nl 5 B AL PR T RXHT  BA N5 B IR

GDCA should establish the Non-disclosure plan to protect the privacy information of subscriber.

9.4.2. YENBEFAMEEEHI4E B Information Treated as Private

B VIEP T e ERE B LSAEFIRESE B AN, 3T S AR At S AAE BRIl vk
O OSE N (SN[ Y N (SEX D EERSYER R

Except for the information already included in the subscriber certificates and the certificate status
information, other basic information provided by the subscribers is deemed private. Information treated as
private includes:

L WP RE RG-SR S E ST B

2. VPR L

3. TP L,

4. AT PHARATIRS .
1. Subscriber’s valid documents number such as ID number, organization code
2. Subscriber's telephone number

3. Subscriber’s mailing address and living address
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4. Subscriber's bank account number

9.4.3. AN AEER KIS B Information Not Deemed Private

WP RAREBNEREIER, ULZIEB RS, ZrTBATFm, ARG

iho

All information in a subscriber certificate and the status information of the certificate, etc. is deemed not
private, and shall not be regarded as privacy information.

9.4.4. PRI B3 FARI 5T4E Responsibility to Protect Private Information

GDCA. JEMHUE A 28 RE SR CP 25 9.4.2 i HE AT P RRAME B HI5TES X
%

o

GDCA has the responsibility and obligation for proper custody and protection of the certificate applicant
personal privacy described in section 9.4.2.

9.4.5. {3 R RAVE E K85 41 5 [E & Notice and Consent to Use Private Information

GDCA £ HANENV SSVE WAL TR G AT PR, R SiRn]. B M
AR 5T Y H R AEAE P L5 B, iR S K BIRE L, GDCA #BCA & AT 7 ) 355,
W FTRARRNIT A

Any subscriber information GDCA obtaining within the scope of certification business can only be used for
identifying, managing and serving subscribers. When using the information, no matter the privacy is
involved or not, GDCA has no obligations to notify subscribers, and no need to obtain subscriber’s
consent.

GDCA TEARATEAEMBE L L AR5 A GVER PN ER S, SEEEA
H R AZBAE O T FRRE 6 R R AE B, WEE ST P LSS, I EAFERNT
VL IE=

Under any requirements of laws and regulations, and demands for undergoing the legal process of other
agencies, or under the circumstance where private information holder submits the written authorization to
certain object for publishing the information, GDCA has no obligations to notify subscriber, and to obtain
the consent from the subscriber.

GDCA. VEMHUR A1 SR 75 ZLRAT B AME B 1005 202 AT LLANK H B, ST L 20
TRIT P IARAFAT 7 R AL, T HX A RS A R T AR 7 s e B A5 B

If GDCA and registration authority shall apply user’s private information to other purposes beyond the
functions agreed between two sides, CA and RA shall notify subscriber to obtain his/her/its agreement
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and authorization, and the agreement and authorization shall be in the form which can be archived (such
as fax and business letters etc.).

94.6.  RIEEBATERERFIIEBHE

Disclosure Pursuant to Judicial or Administrative Process

AT . ERBAT BT IR 2, GDCA KT IR AAE IR Bt A R ik
LR ATEHATHLRZ e . (45

Due to the need of legal execution as well as administrative execution permitted by legal authorization,
GDCA shall provide subscriber’s private information to relevant law enforcement agency and
administrative enforcement authorities. The above behaviors are permitted. It includes:

1. BUMREBSEREIE I HZAHGET T 1l SETR P fe t Hi ;

1. Submit the application following the legal process required by relevant agencies pursuant to the
provisions of laws and regulations.

2. EBE VLA ER T AL BE RS FAIE A5 7 A B 2 2 I 52 B4R H H i
2. The formal application by court and other agencies when dealing with the dispute of using certificate

3. RAEEFRNEERBU RN I IE .

3. The formal application by arbitration agency with legal jurisdiction,

9.4.7. HAb{E BEIHEETE Other Information Disclosure Circumstances

WRAT FE R GDCA $R LRI 2 & 7 SO RS I B BHIBZF B, GDCA I 75 B 4811 7 1
106 A FE UG A I 2545 BARALAS 28 =& i & A Al .

If certificate subscriber requires GDCA to provide some particular customer support services such as
mailing materials, GDCA needs to send the subscriber's name, mailing address and other related
information to a third-party such as mailing company.

9.5. &1iRF=#L Intellectual Property Rights

1. GDCA ZA IR XHIE LA GDCA $EAE M FT A AT (1 AR R0 = A5

2. GDCA XTI RGP BA AR LR Fl g5 5 AL

3. GDCA Wi EAM—VIME B8 GDCA M7=, K% GDCA 15 i, fit AAEE
FEEH T RDAT N

4. GDCA KATHWIEF A CRL ¥J 43 GDCA SZICHIM =,

5. X AhicE RIS AIALYE Y GDCA 7™
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6. FIkFIHFEH GDCA A (SRR EL M 4 (LU fRIAR DND DL AZ I il &k 45 4%
i SR IEH, ¥ GDCA A7~ .

1. GDCA reserves and remains full intellectual properties rights for all the certificates and software
offered by GDCA.

2. GDCA holds ownership, the right of name, the right to share the benefits for certificate system
software

3. All the information published at GDCA website is GDCA property. Without written permission of
GDCA, others cannot repost them for commercial activities.

4. Certificates and CRLs issued by GDCA are both the properties controlled by GDCA.
5. External operation management strategy and specification are GDCA property.

6. The distinguished name (hereinafter referred to as DN) used to express the GDCA domain entity in
the directory and the certificate issued to the terminal in the domain entity are the properties of
GDCA.

9.6. PR 53H{R Representations and Warranties
9.6.1. CA KRR 5% CA Representations and Warranties

GDCA XHIEHTT 7 o 20 n T 4R -
GDCA must make the following warranties to subscriber:
1. GDCA %R LT P HIEBRFEA CP FTA SRR

1. Certificates issued to subscribers by GDCA must be in line with all substantive requirements of this
CP.

2. BRI B RS S HER T (organizationalUnitName 13 B R 71);

2. Verifies the accuracy of all of the information contained in the certificate (with the exception of the
organizationalUnitName information).

3. GDCA fRIEHFAAR 2 2 WA AN IRY, GDCA AL AT i) & A LA & [ 2K
FHRBUR I E 5

3. GDCA ensures that its private key shall be stored and protected securely, and GDCA shall establish
and implement security mechanism pursuant to the terms of national relevant policies.

4. GDCA WA CP [RIE, S HEHIEF5;
4. GDCA shall revoke certificate timely in accordance with this CP.
5. GDCA ¥ [aiE-FiT B8R AR ] SRR, LA BT LRSI ;7 BAIE-FS B R A ] 5
65 LN
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5.

10.

11.

GDCA informs subscribers any known events, which will fundamentally affect the validity and
reliability of the certificate.

6. IRIUEFIEENFIFEIE S L B BB AT e (B XA S, 345 1
A A AL BN IR0 T34 S 1P kA A P A2 AL

Verifies that the applicant either had the right to use, or had control of, the Domain Name(s) and IP
address(es) listed in the certificate’s subject field and subjectAltName extension (or, only in the case
of Domain Names, was delegated such right or control by someone who had such right to use or
control);

7. IR FEE R TIEB IR R DAL I BRI T IREG DR BHE#H FFIE S

Verifies that the applicant authorized the issuance of the certificate and that the applicant
representative is authorized to request the certificate on behalf of the applicant;

8. RHUIGUEHS it LAY /IMIEF £ @ “organizationalUnitName” T L& {8 EAEIR S
HIAT BEE

Implements a procedure for reducing the likelihood that the information contained in the certificate’s
subject: organizationalUnitName attribute would be misleading;

9. MRHE CP 3.2 HYZRIGIE FHH A S

Verifies the identity of the applicant according to section 3.2 of this CP;

10. # GDCA 51T/ ek, W GDCA 5iT J5& Gk R H Al AT T P 7, %
PR & CA/N YA 18 35 AT Y] Baseline Requirements 25 %3K; 5 GDCA 51T
SRR — SR SR, U HE AR BN AT 45K

That, if GDCA and subscribers are not affiliated, the subscriber and GDCA are parties to a legally
valid and enforceable subscriber agreement that satisfies the Baseline Requirements and other
requirements published by the CA/Browser Forum, or, if GDCA and subscribers are the same entity
or are affiliated, the applicant representative acknowledged the terms of use;

11, A0 P AR HAE P R 2 AR R B O R A ) AL R e3P 4 R AR A (24x7)
NIFHIE R

Maintains a 24 x 7 publicly-accessible repository with current information regarding the status (valid
or revoked) of all unexpired certificates.

GDCA AT s iUl o T AH AR

GDCA must make the following warranties to relying party:

1.

2.

1. AEPBHRE BRI UE R
GDCA guarantees that the information contained in the certificate has been properly validated.

2. GDCA 5248 A CP & CPS 13l E 2 K+

GDCA is in full compliance with the provisions of the CP and relevant CPS to issue certificate.

156



I semrnarpemas

GDCA

GDCA {E- 536 mE (V3. 3 fiw)

3.

f£ GDCA 15 R AT NE S O 2 k4 7T/, JEHAT P Sz ifiAR CP h iRl
SEHER T ZIE .

3. Certificates published in GDCA repositories should have been issued to subscribers and accepted

by subscribers in accordance with the provisions of the CP.

9.6.2.

3.

RA HIBRiR 5#H{R% RA Representations and Warranties

RMELUERAT P ENERE S 247G CP TR S PR 2R

£ GDCA A RIEFIS, A2 RORTE MU 9 R 10T B0 1045 2 S e+ i &
15 BA—E

MR F A CP [RLE, ST GDCA $&AZTEF HIH « A . SRS gs Hid .

1. The registration process provided for subscribers is compliant with all the substantive requirements
of GDCA CP.

2.  When generating certificates, GDCA does not allow the inconsistencies between certificate

information and certificate applicant information due to mistakes of registration authority.

3. Registration authority will submit the applications of revocation, update and other services to GDCA

in time according to the provisions of CP.

9.6.3.

T P HIBRIR 54H1% Subscriber Representations and Warranties

W — B3 GDCA ZE R HUETS , Wit 917 GDCA TEMLAE S AT 1 H BLR 7k i -

1.
2.

FEUEF A RN T HCT 2 445

VP AE FRE TS I ) LR S B A5 B AR JOS. SE BERERA Y, SRR SEAE ]
UM, Dhi& S E B AEHSUE;

WERAFAEAREN, AT P RREAPIE S3E s 5iE . 11 7 A sUERURER AR
AT A SE AR 51800, J8A1 GDCA LI BUIIE T ARSI

ST PR S AP AT AT I — R4, MR A, IF
HAEATRE AN, IEH2 A ROES GERBCA . 88, IEBRRATINIT AL
VT FIAE

BRARZEAT A EN LR (] A5 T B R RLE , 1T 7 SRIEA A RAENL . (BRI
) T L 55 5

TS, BIRORIT PRI CP R 2RISR, JRREB 2
EINAIRADERYISNE

TS, W A AR DU IR AR FE AR R], A RS
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RS, KHCE PR TR RSy (L RAEH B 26 . MR . BB Ehl R 2 AU

8. ARELAEMTRE GDCA AR, o, BB, TS, AFF(HANER T 50 |
R (A8 ESORIIE 5 JIR 55 P 384 0 R sk 55

9. EBIEAR CP PHUEMMATEE N R, FURAIE M T 20 AU sl Al 5721
flEH H

10. RHCZ A, A PR R IETERRAGH I e . i ER AN 4 B o S A

11, XFF SSLTLS iE4s, 1T A ST S5 PR UE R AEUE S o 41 H 0 32 Ul 44 368 2 4 ik 55
5 e B A

12. XA LU, TP ARG T B AR A B4

Once subscribers accept a certificate issued by GDCA, the subscriber is considered to make the following

commitments to GDCA, registration authority and related parties who trust the certificate:

1.

2.

10.

11.

The subscriber uses digital signatures if the certificate is valid.

All information that subscriber provides to registration authority during certificate application process
must be true, complete and accurate. The subscriber is willing to take legal responsibility for any
false or forged information.

If there is an agent, then both the subscriber and agent take jointly responsibility. The subscriber is
responsible for notifying GDCA and its authorized certification services agencies any false
statements and omissions made by the agent.

Each signature is generated using the private key corresponding to certificate by subscribers
themselves. The certificates shall be valid at the moment of signing, i.e. certificate is not revoked or
expired.

Subscribers ensure that they don't engage in business performed by the issuing agency (or similar
institutions) unless they sign written agreements with the issuing agency on such matters.

Once the certificate is accepted, subscribers are considered as knowing and accepting all the terms
and conditions in the CP as well as corresponding subscriber agreements.

Once the certificate is accepted, the subscriber should assume the following responsibilities: always
maintain control of their private keys; use trust worthy systems; and take reasonable precautions to
prevent the loss, disclosure, alteration, or unauthorized usage of the private keys.

Prohibited for rejecting any statements, changes, updates and upgrades published by GDCA,
including but not limited to modification of strategies and standards as well as additions and
deletions of certificate services.

The subscriber only uses certificate for the authorized or other lawful purpose within the range
specified by this CP.

The subscriber use secure and reasonable measures to prevent the private key from loss, disclosure,
alteration and other events.

For the SSL/TLS certificates, the subscribers undertake an obligation and warranty to install the
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certificates only on servers that are accessible at the subjectAltName(s) listed in the certificates.

12. The subscriber must not use the code signing certificates for signing suspicious codes and other

illegal or malicious software.

9.6.4.

o > w DR

KT %R 51H 4% Relying Party Representations and Warranties

WSFA CP T HUE ;

FEARRUE AR, B EFSAE R R 10 v B AT R A5 A

FERGUEAS AT, XS UE A (S AR BEEAT Sk s

FEMIE ST, dId A ) CRL 5{ OCSP i AIE+5 2 15 B4 «

— Bl T2 AR RS E 7 A A A S, R0 IS4 GDCA i
SR RBEAT AMe2, I HARHH PR e i ) B s N 52K 5

AFELATTR H GDCA ARiE A o3, B8, THREE, FF(H AR T 560 |
TRV (142 SCRIAIE 5 1 55 (R0 85 0 R =5

1. Abide by all provisions of this CP.

2. Ensure that the certificate is used in prescribed scope and duration.

3. Verify certificate’s trust chain before trust the certificate.

4. Before trust a certificate, verify whether the certificate is revoked or not through querying CRL or
OCSP.

5. The relying party is willing to compensate GDCA for the losses and accept liabilities for any loss of

self or others, due to negligence or other reasons violating the terms of a reasonable inspection.

6. Prohibited for rejecting any statements, changes, updates and upgrades published by GDCA,

including but not limited to modification of strategies and standards as well as additions and

deletions of certificate services.

96.5.  FMhZE5HFKPRREHER
Representations and Warranties of Other Participants
B A CP HIFTA AUE o

Abide by all provisions of this CP.

9.7.

{7 % 7 Disclaimers of Warranties

B CP9.6.1 T IR ATESS, GDCA AS A HARAE A 1 A ARIE RN S 55
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1 ARUEUEFIT 7 iy HAbh S 538 1RIR N2

2. AL IAUEE Bl A A R AR AT B A S ORAIE

3. AKHEBLER HFLE H 1) LLS R AT AT 54 s

4. XEHTAWHT, WG 8RR E S IE 0 RS W I s B 2 40 R R
TE:

5. WERA CP9.6.3 XK, BT ERA CP9.6.4 LKV, 135k GDCA
Z5ifE.

Except for the commitments declared in CP Section 9.6.1, GDCA does not assume any other forms of
guarantee and obligation:

1. Do not guarantee the statements of certificate subscribers, relying party and other.
2. Do not guarantee any software used in electronic certification activities.
3. Do not assume any liability when certificate is used beyond the prescribed purposes.

4. Do not assume any responsibility for service interruption and customer losses caused by force
majeure, such as war, natural disasters, etc.

5. When subscriber violates the commitments defined in CP Section 9.6.3, or relying party violates the
commitments defined in CP Section 9.6.4, GDCA can exempt from liability.

9.8. A PFRFT{E Limitations of Liability

WEPBT P KH7 K] GDCA #2451 B P IR S N F R FEshE 2 ik, GDCA H&iH
A CP 2 9.9.1 FHlE AR 7L,

The certificate subscriber and the relying party specialized in civil activities suffered losses due to
electronic certification service provided by GDCA, GDCA only assume limited liability amount stipulated in
CP section 9.9.1.

0.9. A2 Indemnities

9.9.1. WIENLH ) %42 37 4F Indemnification by GDCA

U1 GDCA i T4 CP 28 9.6.1 T BIBRIA, T/, M7 555K 1T Bl GDCA 7RIk
BE5HE GREBLE R TTRID, AR THE:
1. GDCA BERHRIZR G P USMASE =T, SBOT ) BURKIG T8 524575 19
2. FEVTRAAE BB RHERG . R SERITELL T, GDCA R BIE I 1 E#HRE R,
EOT P BT 2R
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4.
5.

fE GDCA WISIIT F #2505 BB BHAE MR B AR G 00, (T38RI 3T P 28 R AR
TR T T AR

HT GDCA HI R K 320 CA A 7

GDCA RAe S HAHIES, S EURM T E 2R .

If GDCA violates statements in CP Section 9.6.1, certificate subscribers, relying parties and other entities

can request GDCA assume compensation liabilities (except for statutory and contractual exemptions). If

the following circumstances occur, GDCA will assume limited compensation liability:

1. GDCA issues certificates to a third-party instead of the subscriber by mistake, which leads to losses

of the subscriber or relying party.

2. If subscriber submits accurate and true information to GDCA, but GDCA issues certificates with error

information and the error leads to losses of the subscriber or relying party.

3. After GDCA knows the fact that subscriber provides fake registration information or data, GDCA still

issues certificate, which leads to relying party suffering losses.

4. If the private key of CAis disclosed due to GDCA's fault.

5. GDCAfails to revoke certificates in time, which leads to relying party suffering losses.

9.9.2.

11 P & 5T4E Indemnification by Subscribers

TEUNRIEOL, 1T H & J5 H 1 Y GDCAL KAk, B M7 A2 5 AT

If the following situations cause GDCA or relying party suffering losses, subscribers shall be assumed the

liability to compensate:

1.

P REEANERR, REGE ., EReE SRR, FE GDCA KHI%
BUIEFS AR S5 LR B 28 =5 T 52451 35

WP R s R G AR . 8k, BUNAAVH Caitie . B RImBeA A
GDCA K HFZAHUEF 55 WL, BLEA H A NS GDCA [ LA 1)
PR SSHUIR L 5 =7 2451

WPERRES AT, AERA CP KA RERAEME, BSR4 CP J
SE [V 551 F

UEAS T 7 B HE AT BUR A UE S (0 SEAAR SR AR 3K 5, 21 GDCA RZEA5 4
BAE BT LA, a2 B AT AR 5, B AT 28 S I 2R 2
2y, WK GDCA 284 CP MUMVEREAT 147 A, AT P L AURSE P
AR EH WL DTS

UEFS A A5 JE R AR AR SRR A5 LA HIAIE A5 9 S I I8 K GDCA AN 5
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10.

B AR BCE B R 16 i, B E R B d . oI, RS
FEAFFIALVE B R BAAAE GBI, A% 1A AR I R 38 1 GDCA MK
UEAS BB AL AR IR

W AEHAE BARIE T3 =T ARER AL

10. FERUE BN FVE RIS ME HIAIE S, dn BV IB AR 3] .

© © N o

GDCA and its authorized service agencies or third-party suffer losses due to unreal information, such
as deliberate, negligent or malicious provision of unreal information by applicants when applying for
certificates.

GDCA and its authorized service agencies or third-party suffer losses due to disclosure and loss of
private keys deliberately and by mistake; due to not informing GDCA and its authorized service
agencies or third-party of the leakage and loss of private keys with knowing the facts; and due to
handing keys to others inappropriately.

Subscribers violate the CP and related operation practices when using certificates as well as using
the certificates activities outside of the CP.

If the certificate is used for illegal transactions or causes disputes during the period from revocation
requests submitted by the subscribers or other entities authorized by GDCA to this information of
certificate revocation published by GDCA, if GDCA operates in accordance with the requirements of
the CP, subscribers must assume any responsibility of losses according to this CP.

Subscribers do not stop to use the certificate which its information have changed and don't notify it to
GDCA or relying parties in time.

The private key is lost, compromised, stolen, exposed, and etc. due to not taking effective protection

measures.

Subscribers continue to use the certificates and do not notify GDCA and relying parties promptly
when they are made aware that private keys are lost or at the risk of being compromised.

The certificate has expired but is still in use.
The subscriber’s certificate information infringes upon the intellectual property rights of a third-party.

Using certificates outside the provisions of specific application scope, such as the use of certificates
for illegal and criminal activities.

9.9.3. AT K% 31 4F Indemnification by Relying Parties

FEUNN B, AT B 5 R R IE ) GDCAL 1T ik, N 27K AH A 54T

If the following circumstances lead to the losses of GDCA or subscriber, relying party shall be assumed

responsibility to compensate:

1. &AJEIT GDCA ST IPCRIA CP iR RILE K 355 s
2. RAKIEA CP MIVEHEIT G, T8 GDCA K IHAZBHIUE R S5 WU B =7
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3. MEAEERINE L NHHULEAS, AR B RIIE P A7 ARV ol 0 PR O 15 T B
IEFS DB AT RER N BT IS T, (BT RMRASIE 45 5
4. WA BA AL R EAERE AT 0L
5. KM B 8IS A CRL B, OCSP N IE+5 2 75 B ilsH -
1. Obligations defined in the CP and agreements between GDCA and relying parties are not fulfilled.

2. GDCA and its authorized service agencies or a third-party suffer losses due to inappropriate reviews
against this CP.

3. Trust certificates in unreasonable circumstances. For example, relying party still trusts the certificate
with knowing that the certificate usage is beyond its scope or period or the certificate has or may
have been stolen.

4. Relying party does not verify trust chains of the certificates.

5. Relying party does not check whether a certificate is revoked through querying CRL or OCSP.

9.10. AXMEIE5 % IE Term and Termination

9.10.1. HBXH Term

A CP AR AT H I IERAR,  E—ROARR) CP RN R34 CPAE T —hitA CP ZAERK
Z HEAE GDCA £ 1E F T INIE IR S5 I R 2K

This CP will enter into force at 12 o’clock of the release date, and the last version CP will become invalid.
This CP will become invalid when the next version CP enters into force or the electronic certification
services of GDCA are terminated.

9.10.2. 2 1F Termination

GDCA Z 1l -FIMNIERRSE), A& CP %1k,

When GDCA terminates electronic certification services, this CP is terminated.

0.10.3. & IEHIBER 51F4E Effect of Termination and Survival

A CP Wik, FWREVEN AL 55 R Z 0k, (HIAENV S5 2B A E A A IEDLAY
SAEMIZ AL . DAENURIFEND 55 28 10 J5 BRI B RSt AR IERR 55 8% B A GEN LR, O}
UEVT P A 2
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The termination of this CP means that the termination of CA business, but the termination of certification
business does not mean the termination of CA’s responsibility. After the termination of business, CA shall
take reasonable measures to transfer certification service to other CA so as to ensure the interests of the
subscriber.

0.11. MEHRANHELERMERXE

Individual Notices and Communications with Participants

WAENUAFE L ZRE LS, ISR e KT FORAE T #0E S0 g KT
HA S AT AT, AR IE T, s TR (F RS, ASAERT
AT -

The circumstances that CA actively revokes the subscriber’s certificate, finds out subscriber using
certificate out of specified usage, or behaviors of subscriber violating subscriber agreement have
occurred, CA can use appropriate way, such as telephone, E-mail, letter, Fax, etc., to notify subscriber
and relying party if necessary.

9.12. #&iT Amendments
9.12.1. &I Procedure for Amendment

2 GDCA Z A RIER RERAL, CPS w5 /NAFFER/DEHE KA CP, HifRHFFAE
FIFFEE BT TR EE R UL A < [ Frbrdte,  FF A IENE 55 T R 1 s fn 75 22

Through the authorization of GDCA Security Policy Committee, CPS composition team shall review this
CP at least once a year, to ensure that CP meets the requirements of national laws and regulations and
administration department, to meet the latest SSL baseline requirements and specifications, and satisfy
the actual requirements of certification business operation.

A CP HMEIT, th CPS %w'5 /NLIRHEAZ TR, 715 GDCA %4 RIg R itk ),
CPS 4w 'S5 /NG ST AENT BT JG i) CP 43t GDCA %24 SIS Z G 2 kv Js 1E 2006k o & AT o

The revised version of this CP will be revised by the CPS composition team and approved by GDCA
Security Policy Committee. CPS composition team will be responsible for the revision and the revised CP
will be officially released after being approved by the GDCA Security Policy Committee.

9.12.2. BHMLEIFIHIPR Notification Mechanism and Period

BTG/ CP &4l 544 7. RI7E GDCA [F) M3k https://www.gdca.com.cn & AT. X T 7%
SHE TR S BARSETT SGEAE S, GDCA K E& BRI I (8] Y3 A %% 7
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£ BRI 18] N2 PRAEAT R J7 32 B 1520 B /D o

After approval of the revised CP, it will be posted on GDCA official website https://www.gdca.com.cn
immediately. For the modification notified by email, mail, media and other ways, GDCA shall notify the
relevant parties in reasonable time, which ensures that the relevant parties have minimum influence.

9.12.3. 44 OID W)1EH Circumstances Under Which OID Must be Changed

GDCA TasHiRE CP FUETT 2R B HEEH OID,

GDCA is responsible for determining whether an amendment to the CP requires an OID change

0.13. & ifiE P2k EX Dispute Resolution Provisions

2 GDCA. AT RIST 2 [8) B3OS, A3 ST T AR P BCE I P e ok, i s
RAT Y, ATERL VAR

Any disputes between GDCA and subscribers or relying parties shall be resolved through negotiations as
agreed, and those cannot be settled by negotiations will be resolved by laws.

0.14. B#:4 Governing Law

GDCA ) CP 5z [E 5 S aiAn 1 € A [N B IR [E B 725 4436 ) « CHE TR IR SS B BT
CHFINIF RS SR TN ) JEEE IS,

The CP of GDCA is governed by the law of “Electronic Signatures Laws of People’s Republic of China”,
the regulation of “Measures for the Administration of Electronic Certification Services” and “Measures for
the Administration of Cipher Codes for Electronic Certification Services” promulgated by the country.

0.15. f#FE&EFIE4 Compliance with Applicable Law

WIESRI BT B WSS W3, & PhilnZirsa (hEANRIEME B 72541%) . (B
FUWIEMRS BRI pE) . CERFIMERS HIEEINEY DL B A N R E R
E -

All businesses, activities, contracts, and agreements of GDCA must conform to "Electronic Signatures
Laws of People’s Republic of China”, “Measures for the Administration of Electronic Certification
Services”, “Measures for the Administration of Cipher Codes for Electronic Certification Services” and
other laws and regulations of People’s Republic of China.
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9.16. —f&%kaX Miscellaneous Provisions

9.16.1. 58P Entire Agreement

CP. CPS. I/l HOHS B S AN TE WM SCRFF 8 PRI 22 N3 2 T8 [0 52 BE B

The entire agreement is composed of CP, CPS, Subscriber Agreement and Relying Party Agreement as
well as its supplementary agreement.

9.16.2.  ik¥¥ Assignment

RAEA CP PR FIATESEAR % J5 RIBURIAN (5%, & 07 25 AT $2 IRE A S e 2t
AT RN LS5 (AL o IR LEAT DR A I AN S B 1107 % 3 — 5 IAEAT 5255 K STAE I ST

According to the rights and obligations of certification entity parties detailed in this CP, all parties can
transfer the possession of rights and obligations in accordance with the relevant provisions of the law. The
occurrence of the above transfer behavior does not affect the change of any debt and liability among the
transferors.

9.16.3.  Z#% Severability

WRAS CP ATAT 56 3RS B B T 5 GDCA FITE 5 X (28 A i SR T B 8 S 8
AN BAAT I . GDCA NAE SRR B BRE MEIT %2650, (EHAREA R, HARH A
SR, GDCA RAEME TR N .

TEMRAR AT 5 ER S KIET 21T, GDCA M KIEHRMES question@cabforum.org, i# A
CAB itlz CP EBITIER, AR Sk 2 AL R AL T AR R AR
(https://cabforum.org/pipermail/public/) .

AIXEATHEHR], 8l CA/B WIZHIERHAEL, 1 GDCA FIR & CA/B Iz ] Baseline
Requirements M IFEAFE R, AR ZE AT AT GDCA &S EEERT R AN 4k 2@ H . Bk
XAV S5 EAE AT RIAH OGS B, X GDCA ) CP KIELT, Ll CA/B Wiz HIIERINAE 90 KN 7E
J¥o
In case any clause or provision of this CP is held to be unenforceable or invalid due to any conflicts with
the laws of any jurisdiction in which GDCA operates, GDCA shall modify any conflicting clause or
provision to the minimum extent necessary to make them continue to be valid, and other clauses and

provisions shall remain valid without being affected. GDCA shall disclose the modified contents in this
section.

GDCA shall (and prior to issuing a certificate under the modified requirement) notify the CA/Browser
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Forum of any modified content in the CP by sending emails to question@cabforum.org, and confirm that it
has been posted to the Public Mailing List and is indexed in the Public Mail Archives available at
https://cabforum.org/pipermail/public/.

Any modification to GDCA's practice enabled under this section shall be discontinued if and when the law
no longer applies, or the requirements published by the CA/B Forum are modified to make it possible to
comply with both them and the law simultaneously. An appropriate change in practice, modification to the
GDCA's CP and a notice to the CA/Browser Forum, as outlined above, shall be made within 90 days.

0.16.4.  BEBIAT (BRIT R F FIBUFI ) Enforcement (Attorneys' Fees and Waiver

of Rights)

ANEH
Not applicable.
9.16.5.  AH[Hi/7 Force Majeure

RYEA CP il 7E 1) CPS MALFEAAIFL K, LIRS & T5 A2t

CPS formulated in accordance with this CP shall include a force majeure clause to defend the benefits of
each party.

9.17. H/Ah43k Other Provisions

GDCA St CP B & B

GDCA has final interpretation rights to this CP.
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Content

Sections Revised V3.2 V3.3
SEQ
Adjust the expiration dates of the
GDCA Public CA1 and GDCA
1.1.3 GDCA iEHER Public CA2 and the deadlines for

1 48 # GDCA Certificate issuing subscriber certificates;

Hierarchical Architecture Adjust the deadline for issuing
subscriber certificates by GDCA
TrustAUTH R4 Primer CA.

1521, iF 45 i M4 The cc.)r-1tact phone number | Change the c.c?ntact phone

) Certificate Problem for CeI"tIfIC:’:.lt.e problem repo.rts number for certllflcate problfam
Report and certificate revocation | reports and certificate revocation

requests is 95105813. requests to: 4007008088.

3 1.61. RiEEX—%K Add the definition of the term
List of Term Definition "Linting".

3.2.9. A KRN %

4 Pl Domain name Adjust the applicable period for a
recognition and domain validation method.
identification
431, AERBERLED
HEMHLE (RA) FIEFA

5 WEMRS AL (CAY KT R Add linting requirements.

CA  Actions During
Certificate Issuance
543 il [ &0 The retention Period for aud-it Adjl.Jst the retentior-l period for

6 11 Retention Period for logs and archived rec.o.rds is auo-llt logs and archived r-e-cords

Audit Log ten years after the certificates | to flye years after the certificates
expire. expire.

Remove the first paragraph that

6.1.1.2. 1T J* % B X A ik does not align with the current

7 Generation for practice;

SubscriberKey Pair Add precaution measures for
weak keys.
Adjust certain sections and
contents according to RFC

8 Other revisions 3647

Adjust some wording issues,
and other parts that may cause

confusion.
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