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1. B] & Introduction

1.1. #EiR Overview

1.1.1. A HE) &4~ Company Profile

B WHARBH A A BR A 7] (Global Digital Cybersecurity Authority Co., Ltd., f&FK
GDCA 8 “Hzif 7)) J5A 7 REFIERIEF OERA R ", AT 2003 423 H
6 H.2005 4 9 H , GDCA fkixidid 1 [ 5% 05 B Al [ 5 A5 27 I (1 55 4+
RO A EE O\ F RS (B INERSVFRTEY (YFAHIES: ECP44010215007) [JHLT
WAEMRS A Z —; 2008 4F 12 H, R4 HE Z B E B RMUR B R B S i B v
AJEY; 2011 4F 4 H, @i 7 B 5% LR HLT B T UGIEIRSS RE 0 VEAL, k43 (L
TESS BT UAERSHAG) (Gi'5: A021) ¥Ekg. 2013 4F, SHHFIAMERS RGHEAT
SM2 BHyEFLR, Hdnd T ERESE R HLAR 2. 2015 4F, GDCA @ik T
WebTrust [ br2z 2 # THAUE, B4 T EBRbraE iz & 8BRS KT, 7] DUtk
R FYAER S . NIERNL S ERFHE, 2016 4E5 H, “) RKEFAEBUGEF 04 R
N BEN BB RBHR AR AF . 2017 4£ 8 H 11 H, GDCA 7E# =t
WAL 5y, BEETRIRR: B AR, REEARES: 871932,

Global Digital Cybersecurity Authority CO., LTD. (abbreviated as GDCA, or “${ZHI{t”) with the
former name of Guangdong Digital Certificate Authority CO., LTD was founded on March 6, 2003. In
September 2005, GDCA passed the security review by the State Cryptography Administration Office
of Security Commercial Code Administration (abbreviated as OSCCA) and the former Ministry of
Information Industry by law, as one of the first eight electronic authentication authorities with
"Electronic Authentication Service License" (license number: ECP44010215007) in China. In
December 2008, GDCA obtained the "Commercial Cryptography Products Sales License" issued by
OSCCA. GDCA passed through the assessment of E-government and Electronic Authentication
Service Ability by OSCCA with the qualification certificate of "E-government and Electronic
Authentication Service Authority" (number: A021) in April 2011. In 2013, GDCA upgraded electronic
authentication service system for SM2 algorithm and passed through the security review by OSCCA.
In 2015, GDCA passed the assurance review for Certification Authority by WebTrust with the
international level of operation management and service to provide digital certification service
globally. For business development, GDCA changed its name from "Guangdong Digital Certificate
Authority CO., LTD." to "Global Digital Cybersecurity Authority CO., LTD." in May, 2016. On 11
August 2017, GDCA was admitted to the National Equities Exchange and Quotations (NEEQ) of
China, with a stock abbreviation of “Z{ZR${t” and stock code “871932”.
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GDCA B4 Jm, J& “T AEFIEFMETOHARAR " 5. 5. Mamas
A el “BR ABSR AR AR A%k, fEEXHTS GDCA LA “T AREUTHE
PUEF DA RA R 4 AT AR PRI H T AREBFHEFAEF LA R
"7 A BRI LS5 “ B AR BB AT IR A =7 7RGk

Heg AR “BUEL ~fE. Ll BT ko EN, AT “EEBRER T
b fsidr, BOTT O “— IS ER S5 7.

Since then, all assets, debt, rights and business of "Guangdong Digital Certificate Authority CO.,
LTD." were inherited by GDCA. Meanwhile, and all the rights and obligations of the contract and
agreement signed by "Guangdong Digital Certificate Authority CO., LTD." were inherited by GDCA.

GDCA upholds the corporate values of “Authority, Credibility, Professionalism, and Innovation”, fulfils
the corporate mission of “Trust Connects Parties from all over the World”, and is committed to
becoming a “first-class online trust service provider”.

1.1.2. IEF53EME Certificate Policy (CP)

AR SCAIR GDCA ) BV iEi5kES (EV CP), #& GDCA EV HU7 il 1R 55 1) 5k s
PR, & T ATA B GDCA 2R A EV BU7AE B RS 5 14k AitE &R
B G BEH. R EV BRI AE RS LS AR B ER AN
PRV o IXLEERAFTE LR 7 GDCA EV IE IR ST H) 22 A 72 844, 08 — #E1E GDCA
VO N —Bod H s — A4, IERES GDCA ZEM) N Refig fe it R AE S R4 R
A CP JfANE GDCA 1% 2 575 Z o] FHEE ML, GDCA F1#% 2 575 2Z 18] i BUR] L 55
IREEABATT 2 18] 22 1) 25 SR B R B
This document describes the EV Certificate Policy (EV CP) of GDCA and explains the policy
statement for GDCA digital certificate service. It applies to all EV digital certificates issued and
managed by GDCA and their related participants. The EV CP sets forth business, legal and technical
requirements and specifications for certificate approval, issuance, management, usage, renewal,
revocation and related trusted services. These requirements and specifications protects the security
and integrity of GDCA digital certificate services and includes a comprehensive set of consistently
applicable single rule sets in the GDCA scope. Therefore it provides the same extent of trust
guarantee throughout the GDCA architecture. This CP is not a legal agreement between GDCA and

all participants; contractual rights and obligations between GDCA and participants are established
by other means of agreements with such participants.

7 CP #/& CA/Browser Forum |72 ] Guidelines For The Issuance And Management
Of Extended Validation Certificates ({&i#X “EV Guidelines”)+ Baseline Requirements for the
Jréé

Issuance and Management of Publicly-Trusted Code Signing Certificates( {&#¢“ Code Signing

Baseline Requirements”). Network and Certificate System Security Requirements (f&j#%
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“NCSSR 7)) LA & Baseline Requirements for the lIssuance and Management of
Publicly-Trusted TLS Server Certificates ({#5i#; “Baseline Requirements” ) #Thi A~ £ R,
W2 CHICM X509 2 JT %5 A Bt B AE 5 SR AE Pk 55 HESE) C Internet X.509
Public Key Infrastructure Certificate Policy and Certification Practices Framework), [} fHH.
B PO A A 2H 2R F B T FE T /E 2 ” (Internet Engineering Task Force) fill i ] RFC3647 #x
HEMI SR N ZR, [R5 2 (GB 26855-2011-T {5 B % &R AN HIA BEEIE 1S
MG FIENE 55 A BIHEZR) AR R 2K, IR o [ AN A GDCA #iz
B EORMTIE S I B

This CP conforms to the latest version of the Guidelines for The Issuance and Management of
Extended Validation Certificates (hereinafter referred to as “EV Guidelines”), Baseline Requirements
for the Issuance and Management of Publicly-Trusted Code Signing Certificates (hereinafter
referred to as “Code Signing Baseline Requirements”), Network and Certificate System Security
Requirements (hereinafter referred to as “NCSSR”), and the Baseline Requirements for the
Issuance and Management of Publicly-Trusted TLS Server Certificates (hereinafter referred to as
“Baseline Requirements”) formulated by CA/Browser Forum. Meanwhile, this CP meets the
requirements of structure and content defined in Internet X.509 Public Key Infrastructure Certificate
Policy and Certification Practices Framework, RFC3647 from The Internet Engineering Task Force,
and GB 26855-2011-T Information Security Technology Public Key Infrastructure Certificate Policies
and Certification Practice Statement Framework, and would make appropriate changes in
accordance with Chinese laws and regulations together with operational requirements of GDCA.

GDCA fEN—MEFRFSH (CA), fEA CP KIZIR TR EV HIEF A EV CA
WET, BRATFUET . ST AR S, EMIEB R AMT - n] LU A E
PHAT IS 2 AR ARES 4 M SR 4 B AR SEAN TR S A
AT HRIBAS CP G TR T ) S5 ER, o R EAE—TKiEfi. GDCA [ EV
TR N (EV CPS) #5248 CP LI, EAIIEIA T GDCA {E T IMIEMRSS:
HUAGERALHRE TS . TSR AR TS LR AH R A HE . B RRBR S 3. BT GDCA IET
(ITT P ARG T 6B HEA CP KA EV CPS FIMLAE, P SHIES (o fd FHAME AE

As a Certification Authority (CA), GDCA generates EV root and Subordinate CA certificates under
the constraints of this CP and issues certificates to subscribers. Based on different types and
application scope, subscribers may use certificates for purposes such as website security protection,
code signing, email signing, document signing, and identity authentication. Relying parties
determine whether to trust a certificate based on the obligations for relying parties outlined in this CP.
TheGDCA EV Certification Practice Statement (EV CPS), governed by this CP, elaborates the
definition of GDCA digital certificates and the methods to provide these certificates as well as the
corresponding managerial, operational and security measures. All GDCA certificate subscribers and
relying parties must refer to the provisions of this CP and its relevant EV CPS to determine the usage
and reliability of the certificates.



[] HEMHEIRIGBIRAE
S ot Ut L ety ALty Lo Ltk GDCA EV iE45450s (V2.9 B

1.1.3. GDCA iEH Bk ZE#) GDCA Certificate Hierarchical Architecture

A CP /& GDCA W EV IFB = 5%, GDCA MIEH RS HIM (CA) 1#IEA CP
il % EV CPS, RA %A CP KAHI% CPS BHATIE RS HIE 4, 117 MKy K HAh
AR SARFZ B A CP M AHIE EV CPS R EXTUEBIE . (SEIHFBATH M 5.

This CP is the highest policy for EV certificates issued by GDCA. Certification authority (CA) under
GDCA formulates the EV CPS in accordance with this CP. Registration Authority (RA) authenticates
certification requests according to this CP and its related CPS. Subscribers, relying parties along
with other relevant entities determine their rights for using and trusting the certificates as well as
perform corresponding obligations on the basis of the CP and the relevant EV CPS.

GDCA EV CP
GDCA EV CPS
|
| |
E RA1
3yl N

AT
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1.1.4. GDCA EV iE B EXKZE# GDCA EV Certificate Hierarchical

Architecture

GDCA HEif 3 EV RIFH, 2358 GDCA TrustAUTH R5 ROOT iEf5. $z it
R R5 R CA iEH. GDCA TrustAUTH E5 ROOT iF+i. &R CA T4 CA, D&

Subscriber

Relying
Party

K EH . GDCA AZ RSN L CA E+ .

Currently, GDCA has 3 EV root certificates, including GDCA TrustAUTH R5 ROOT certificate, #Z&
B R5 tR CA certificate, GDCA TrustAUTH E5 ROOT certificate. Each Root CA has Subordinate

CAs to issue subscriber certificates. GDCA does not issue external Subordinate CA certificates.

1) GDCA TrustAUTH R5 ROOT
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GDCA TrustAUTH RS

ROOT
GDCA TrustAUTH R4 GDCA TrustAUTH R4 GDCA TrustAUTH R4
EV SSL CA EV CodeSigning CA Plus EV CodeSigning CA
EV SSL Server EV CodeSigning EV CodeSigning
Certificate Certificate Certificate

GDCA TrustAUTH R5 ROOT iE-f 3 50K R 4096-bit, 1 3 MH14% EV CA iE
H, M. (1) GDCA TrustAUTH R4 EV SSL CA iE4, 4K AN 2048-bit, 25K %
B SN 2048-bit ) EV SSL 45 #%E 155 (2) GDCA TrustAUTH R4 EV CodeSigning CA
IES, WK FE R 2048-bit, 25K %KL 2048-bit [ EV ARRSZE 4 E+; (3) GDCA
TrustAUTH R4 Plus EV CodeSigning CA 15, HHKERN 4096-bit, 25K ZHKE N
3072-bit ] EV AARSZF L EFS .

GDCA TrustAUTH R5 ROOT ilE-5 T 2040 4 12 7 31 HFHH.

GDCA TrustAUTH R4 EV SSL CA UE5R1E 2030 4 12 F 31 HEH, 2027 41 7 1
Hig, EAEAEZ CAERZRIT FHEH.

GDCA TrustAUTH R4 EV CodeSigning CA IE 1344 7E 2030 4F 12 A 31 HEH, 2021
o H1HIE, CAFMHZCAIERZERITFIER,

GDCA TrustAUTH R4 Plus EV CodeSigning CA IFH#7E 2035 4£ 12 A 31 HFiH,
20324 1 H 1 B, RAFEHZ CA IEHE R k.

The length of GDCA TrustAUTH R5 ROOQOT certificate root key is 4096-bit. There are three EV
Subordinate CAs under this root CA, including: (1) GDCA TrustAUTH R4 EV SSL CA is 2048-bit
lengths and responsible for issuing 2048-bit EV SSL Server Certificates. (2) GDCA TrustAUTH R4
EV CodeSigning CA is 2048-bit lengths and responsible for issuing 2048-bit EV CodeSigning
Certificates. (3) GDCA TrustAUTH R4 Plus EV CodeSigning CA with key length of 4096-bit is used
for issuing RSA 3072-bit EV CodeSigning Certificates.

GDCA TrustAUTH R5 ROQT certificate will expire on December 31, 2040.

GDCA TrustAUTH R4 EV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 EV CodeSigning CA certificate will expire on December 31, 2030. As of June
1, 2021, GDCA has stopped the issucane of subscriber certificates with this CA certificate.

GDCA TrustAUTH R4 Plus EV CodeSigning CA certificate will expire on December 31, 2035. From
January 1, 2032, GDCA will no longer use it to issue subscriber certificates.

6
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2) HEHALRS R CA

i ARSIECA

Y
BULETAR4 EV
% 224F+H CA

v

EV SSL Server
Certificate

Hraz iR RS MR CA IEB MR Z K A 4096-bit, N ¥ 1 AN CAET: B!
R R4 EV IR EIET CA, HEHKEN 2048-bit, 5K HEHK LA 2048-bit [1] EV SSL
k55 FREF

A RS R CA WE-H T 2040 55 12 H 31 HEIH.

Bz L R4 EV JIRFHUET CA UEFAE 2030 42 12 H 31 HEIH, 2027 41 H 1
H, KT Z CA MR RIT FHET.

The length of #ZHT{L R5 1R CA certificate root key is 4096-bit. There is one Subordinate CA under
this root CA: #ZH1{t R4 EV IRSSE8IEF CAis 2048-bit length and responsible for issuing 2048-bit
EV SSL Server Certificates.

LR R5 4R CA certificate will expire on December 31, 2040.

LR R4 EV IRSSEEUET CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

3) GDCA TrustAUTH E5 ROOT

GDCA TrustAUTH E5
ROOT

GDCA TrustAUTH E4 EV
SSL CA

EV SSL Server Certificate
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GDCA TrustAUTH E5 ROOT iE Bk H #5258 ECC, IR N 384-bit,
W AN CAEFH: GDCA TrustAUTH E4 EV SSL CA , 41K N 256-bit, 25K
AR N 256-bit [ EV SSL IR 45 28E 1

GDCA TrustAUTH E5 ROOT iF 56T 2040 4F 12 H 31 HZIH#.,

GDCA TrustAUTH E4 EV SSL CA iE+K7E 2030 4 12 H 31 HEIH], 2027 41 J 1
Hig, BRI Z CAERZRIT FE.

The length of GDCA TrustAUTH E5 ROOT certificate root key is 384-bit using ECC algorithm. There
is one Subordinate CA under this ROOT CA: GDCA TrustAUTH E4 EV SSL CA with 256-bit key
length is responsible for issuing 256-bit EV SSL Server Certificates.

GDCA TrustAUTH E5 ROOT certificate will expire on December 31, 2040.

GDCA TrustAUTH E4 EV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA #1f CA/M % #4i81s (CA/Browser Forum) KA ¥ RIGIFIET4RR (EV
f6m ). Code Signing Baseline Requirements. NCSSR L) 2 Baseline Requirements 15zt
TRABR AT R AME B EV Bk, S L EMIEN, TR R g8 oA A 1)
FRASHEATIZIT CPo WIRAS CP A1 CA/RIYE 51817 (CA/Browser Forum) A AR S
RIS AT, R CA/YE 2818 15 1E O AR RITE A HE

GDCA issues and manages the EV certificates based on the latest version of the EV Guidelines, the
Code Signing Baseline Requirements, NCSSR and the Baseline Requirements published by
CA/Browser Forum. GDCA regularly checks the status on CA/Browser Forum’s website and
continuously revise this CP if there is any update. In the event that a discrepancy arises between
interpretations of this document and CA/Browser Forum, the CA/Browser Forum shall govern.

#&#& IETF PKIX RFC 3647 CP/CPS HEZE, A CP L4 ML=, i GDCA iEP
RES BT B W 22 g il i e, S5 A mfE . NPREH RFC3647 HIFEAR KA g =,
HEARE “ANEH” RN ENZETAER .

Pursuant to the IETF PKIX RFC 3647 CP/CPS framework, this CP is divided into nine parts that
cover the security controls and practices and procedures for GDCA's certificate services. To
preserve the outline specified by RFC 3647, section headings that do not apply are accompanied
with the statement “Not applicable”.

1.2. XL FREFRIE Document Name and Identification

AR (BRI B IR A F] EV IEF 5% ) (8% (GDCA EV CP).
A CP)o fARARA CP MBITERIESHMR. A CP HONRESRUES: AL SIS 5>
Bl —ASPE— BN ZARRSF, BAATTS WA CP %5 1.4.1.3 7.
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A CP A I3 XUETE A KA, GDCA R PR 9 SR AS 5 o ST A TE # R A — 2
HI7

This document is called "Global Digital Cybersecurity Authority CO., LTD. EV Certificate Policy"
(abbreviated as “GDCA EV CP” or “this CP”). Please refer to Appendix for detailed revisions of this
version. Certificate policy for each kind of certificate is assigned a unique object identifier in this CP.
Please refer to CP section1.4.1.3 for details.

This document is the Chinese-English bilingual edition of GDCA CP, and GDCA should make sure
that there are no material differences between the Chinese and English version.

1.3. PKI 253 PKI Participants

1.3.1. BT NERSHLH Certification Authorities

HL I IE AR 45 ML ( Certification Authority, FK CA) &Mk EV iE 515244 . GDCA
FetyE (R NRILAEBFELE) . CRTFINEIRS EHINE) Mg, HKIERLKAT
B =TT B INEIRS Y . GDCA I8t 25 INFH 728 5 i& B IR % 7 EARNUR EV 87
UEH . RAIEBIUER S5 T B BN B TAEE S 2 5 Tk

GDCA s a trusted third-party electronic authentication service authority established by law based on
"Electronic Signature Law of the People's Republic of China" and "Measures for the Administration
of Electronic Certification Services ". GDCA becomes a participant in electronic authentication
activities by issuing EV certificate and providing certificate verification service to the parties who
engage in electronic transactions.

1.3.2. YEMHLI Registration Authorities

JEMAPLI (Registration Authority, EFK RA) 3R CA @ rfykMidfE, #iil EV
R HIEE I Sy, HEEIELS EV IR HRIEE .
GDCA fEN EV IETSH) CA I2E WM, FATIHAL EV iEF5 RA, A AATBIOL RA.

Registration Authorities (abbreviated as RA) set up registration process on behalf of CA, confirm the
identity of applicant, and approve or reject the applicant.

As a CA operator of EV certificate, GDCA serves as RA of EV certificate by itself, and no longer to set
up another RA.

1.3.3. I P Subscribers

WPAREE BV I AP g0E FIME— Sk, A0 5 HUE A5 e — X B AL B 1
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REPEHIB T HEAR CP EFE A BV AESS, Jf&HAS CP 24952 /) XL 55

A subscriber represents the unique entity to which the public key in the EV certificate is bound and
holds ultimate control over the private key uniquely corresponding to the certificate. The subscriber
uses the EV certificate within the scope of this CP and assumes the obligations stipulated in this CP.

GDCA R % IGE NN RIL BV AET, A ERARE EV AEHE AR KR
%

<]

GDCA only issues EV certificates to legal entities and doesn’t provide application and issuance
services of EV certificate to natural person.

1.3.4. A H5 Relying Parties

AT ARG AR T FHUE A B SR o AT m] LUUEFSIT 7, ] IASZAEAST 7

Relying Parties are entities who engage in related electronic certification activities based on the
reliance of electronic signature provided by GDCA. This entity may, or may not be a certificate
subscriber.

FABAT B (] — FKAETS, AT UG UEE P 5 S, A BRE T H 51
#* (CRL) 2Tl OCSP J7 sUAWHEDIRZS . KA izl & B i % 5 A4 BERS (51T
—5KIEF5.

To trust or use a certificate, a relying party must verify revocation information of the certificate by
looking up the Certificate Revocation List (CRL) or searching the certificate status with OCSP
servers. Before a relying party trusts a certificate, a proper review process must be executed.

1.3.5. HAhZ 5% Other Participants

HAiZ 5% 218N GDCA K1 H-FIAENG B AL AH I AR 55 1) HAd s2 44

Other participants are entities that provide related services in electronic authentication activities of
GDCA.

1.4. EHRLIA Certificate Usage
1.4.1. A IR Appropriate Certificate Uses

GDCA %K1 EV ERBFEH T H 0 1R5] . Ng2id 5k 55 € & GDCA 2K
1) EV iET, WRIZIEBH A EREERESSARN, HHOamd 7EY T ErR &

7 AR -

10
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EV certificate issued by GDCA is mainly used for identification. When the EV certificate is verified
and confirmed the issuer is GDCA, it means that the information contained in the certificate is true
and effective, and has passed the appropriate and reliable authentication procedure.

1.4.1.1. EV SSL AR%-24EFH EV SSL Server Certificates

EV SSL R 523 EA5 FH T B0AE UE 5 HhAm VR 000 2% AT R 5% 45 BB IR I 45 44 11 51 473
DA REA 1200 268 AR 55 25 BCEL IR 9 3044 (180722 AR B 47

GDCA A2 R MICAT EV SSL RS &#IETS, BRIEECFTINA AL, EV SSL RS GHET
ABRHNIRE IR, k4 . BU 4 %

EV SSL server certificate is used for verifying the contents of certificates including: identity of
network server, internet domain name and identity of organization who owns this server or domain
name.

GDCA does not issue wildcard EV SSL server certificate. The types of domain names like business
domain name or government domain name, except wildcard domain name, in EV SSL server
certificates are not restricted.

1.4.1.2. EV &4 iF+H EV CodeSigning Certificates

EV AR A2 UE45 T 38 B UE A AR IR A A AR 3 1 07 8Os AT 5 1) o

EV CodeSigning certificate is used for verifying the identity of program provider or publisher.

1.4.1.3. ZRIERHAEBERE R FRREF  CP Object Identifiers of Certificates

TEAR CP H AR BV UE T UE 15 5 0 T 43 e — /N ME— 0 bR 1R, BRI .
EV SSL IR & 28iF B3R Hg: 1.2.156.112559.1.1.6.1 % 2.23.140.1.1
EV fCRL 2 42 30F F 5 m%: 1.2.156.112559.1.1.7.1 }% 2.23.140.1.3

GDCA assigns unique CP object identifiers of different EV certificate type in this CP, the regulation is
as follows:

EV SSL server certificate policy: 1.2.156.112559.1.1.6.1 and 2.23.140.1.1

EV Code signing certificate policy: 1.2.156.112559.1.1.7.1 and 2.23.140.1.3

1.4.2. FR &I BIEH M A Prohibited Certificate Uses

SEAEAEAR T S [ S VRO X 2 IR T M BV IEfS, th2kIbfE
AT IR ARG S A AR IE AR SCML 55 N ] BV IR, 75 00 Eh e s vA A e 2R i

11
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F P H E&H,

EV certificate is prohibited to be used in the circumstances that in violation of national laws,
regulations or undermine national security; in addition, an EV certificate is prohibited to be used in
business that involves criminal activities, or in business forbidden by laws. Otherwise, legal
consequences caused by the above circumstances must be taken by the subscribers themselves.

1.5. SKEREH Policy Administration
1.5.1. S SRS B Organization Administering the Document

GDCA %M N2/ GDCA HLTINIEAR S5 T SRS e e i B, S Dl
S YESRIRREA CP.

GDCA %A RIEE Rtk E TARERZE, TEH O BoRb . B RS b
FREEIAT DR SR B G AR ALK

GDCA Security Policy Committee is assigned as the document management authority responsible
for establishing, publishing and updating this CP.

The committee consists of the relevant representatives with the right of decision-making from
GDCA's management, administrative center, technology center, customer service center, etc.

AN SEME SCRS R3S A0 A A 55 55 H O AT AT BUE B 1 190 5T

GDCA administrative center is responsible for external consulting services of this policy document
and other related routines.

1.5.2. Bt % A Contact Person

1.5.2.1. iEHMEHR Y Certificate Problem Report

RS i JUAR & SR T R AR LA R 77 N2 — 4258, HAEBREER LA L, $
[/

® KHEPEZE: webtrustreport@gdca.com.cn; X

® I 4007008088

Any certificate problem reports or certificate revocation requests shall be submitted through one of
the following ways, and certificate revocation requests must be submitted in writing:

® E-mail to: webtrustreport@gdca.com.cn

® Call: 4007008088
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1.5.2.2. CPS [af5 CPS Related Issues

BEARMIT: GDCA 1TBUE EEE]

BRAN: Tt

kil gdca@gdca.com.cn

R HLIE: +86 20-83487228

fEH: +86 20-83486610

Hohik: e NRSEFTE R8T M B TS X AR R 112 5 BRIV BR K 30 £ 3001

[t

fl4k: 510030
Contact Department: GDCA Administrative Department
Contact: Ms. Wang
E-mail: gdca@gdca.com.cn
Tel: +86 20-83487228
Fax: +86 20-83486610

Address: Unit 3001, 30F, Pearl River International Building, No. 112 Yuehua Road, Yuexiu District,
Guangzhou City, Guangdong Province, the People’s Republic of China

Postal Code: 510030

1.5.3. RE CP fF& R HIAL# Person Determining CP Suitability for the

Policy

A CP 1 GDCA %4 &2 ik, 454 CP BT AR A AL 5 .
GDCA &4 R ZE R4l GDCA ff] CPS 2&E&4E&A CP, ZitfiyE
GDCA [1] CPS & &5 57 CP #Hi& B ML o

This CP and the corresponding modifications and version changes should be approved by GDCA
security policy committee.

GDCA Security Policy Committee is responsible for assessing whether GDCA CPS is in accordance
with this CP as well as approving and deciding whether the CPS of GDCA corresponds with the CP
or not.

1.5.4. CP #tHEFER CP Approval Procedures

A% CP i GDCA %4 5Mg & S LSRN SAULE SO, 3248 GDCA Z Ak
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AEAHEH .

This CP is drafted by relevant personnel organized by the GDCA Security Policy Committee and
submitted to the GDCA Security Policy Committee for review and approval.

1.5.5. CP /&1 CP Revision

GDCA #4%F CP #EAT RS IRUAAZ I, I B 22 42 SR 28 A 2> ST AH R B L
GDCA R4 E KM BUREI . BARZR ., W% KRS LL & CA/N Y #5 i8ix
(CA/Browser Forum) R A7 [f] EV $8# (Guidelines for Extended Validation Certificates )+

Code Signing Baseline Requirements. NCSSR L)} Baseline Requirements [ #7242 3K A2 B
BATA CP, CP % 5 /NHMRYEAH R DL E CP BT, $R5C GDCA %4 5K 2R iy
SH%, KBRS, ERE GDCA B IS FEAm.

A CP BDFFEET — IR WMRTAR U, WG S . R . AL
I 18] S fB1T 10 3% o

GDCA will implement strict version controls on this CP, and such work will be arranged by the GDCA
Security Policy Committee.

This CP will be updated in accordance with the change of national policies and regulations, technical
requirements, business development, as well as the latest requirements of the Guidelines for
Extended Validation Certificates, Code Signing Baseline Requirements, NCSSR and the Baseline
Requirements published by the CA/Browser Forum. The proposed suggestion of modification will be
submitted by the team which is responsible for writing this CP based on relevant changes, then it
would be reviewed by the GDCA Security Policy Committee. After approved by the committee,
GDCA will publish the CP on the official website.

This CP is updated at least once every year. Even if no other changes are made to the contents of
this CP, GDCA will increment the version number and update the release date, effective date, and
the change log of this CP.

1.6. X H4EE Definitions and Acronyms

1.6.1. ARIEE X —W 3R List of Term Definition

R -5’8
GDCA LA RIEZE 4> | GDCA AIFAR Sk F A 1 e i SR g A 3 s B LA A CP — 3K
PEVE N -
FL N E AR &5 WL BTN, Bk, WU KEBAE BRI . 1ZAREEH
T4 CAs &2k CAs.
FEMALI ALK (Registration Authority, RA) 47 5t AL BEIIE S H i
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FRUERT P RIS R, R IR ANEIRS AL,
S ZE I H RSN R S, TR i 3
{7 PRARIE A, RSB RTR, AR T
55 U 3 S O 7 1

e R A BT, A TPREAHE S Y.

ISR CETIES 25 RIE 5 B H UG IR SSHLR (CAD Al i T B 725 4,
L5 B HEGHT I R 15 1 B T B B R

AR 25 F) IR, 28k, B3 A% BEAE B (0 — 1 X

4 W4 R BE R AT SRR .

564 PR E Sk 44 LG HLERM I 44 R G0 BT A R T AR R 4

Linting farill — M T B AR N, INTGIETS (RFC 6962). IES. {E

F A ZI K B 0CSP M i, BifFAE A EHRE X 4 (RFC 5280 2
4.1. 1. 1 iR M thsCertificate) AT, LA
PRIAF G 2 K g LI IC B SO AR AE o

TELRUEFRRAS P TELRUE TR B AL, RS4RI FH 32 B 4 s iE -5 1)

R
A I PIR A A DR B A T S, TR
B, S B I R BTN e s T
N AP T BBV B ATT RV, AT MK T

. PSS R AN — IR G i B 244, /ol
RTINS S, DME O NAA SR A 3 A 2R B AT

fif %

INHEERE — AR A AR RS M ST &%, H
FSLHUE T AHEE A OE BRI EaE. k. FH
J AL FH BT 6E o

AFTFUET FH - A R AR IE 5 LAME AR R T 2UAE )32 AT FH R S A
HE, NI RS T

A b R FFEA CP AT 8.2 TR ELR 1) F AR N BEE SEAR

(R Ry e e TN = BAYNEIRRE 8 5N

WTH B RAE T AR NBGEE SR, B 20T 7 Uil B 4%k
I AR NBE S

DRI INE AR SSHUR SE 5 HiE NAT P Z 8IS, i isise 7
& IR 5 BT

WebTrust CPA N K& XTIAE AR S5 WA ) WebTrust I H FI AT bRtk

GDCA Security Policy | It is the highest management and monitor function for CP and the
Committee decision-making agency pursuant to CP within the GDCA certification
services system.

Certification Authority An organization that is responsible for the creation, issuance,
revocation, and management of certificates. The term applies equally
to both Roots CAs and Subordinate CAs.
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Registration Authority

A Registration Authority (RA) is responsible for processing service
requests from certificate applicants and certificate subscribers, and
submitting them to the certification authority for the final certificate
applicant to establish registration process. RA is also responsible for
identifying and verifying certificate applicants, initiating or transferring
certificate revocation request, and approving certificate renewal or
re-key request on behalf of the certification authority.

Certificate

An electronic document that uses a digital signature to bind a public
key and an identity.

Certificate Revocation List

A regularly updated time-stamped list of revoked certificates that is
created and digitally signed by the CA that issued the certificates.

Certification Practice

Statement

One of several documents forming the governance framework in which
certificates are created, issued, managed, and used.

Domain Name

The label assigned to a node in the Domain Name System.

Fully Qualified Domain
Name

A Domain Name that includes the labels of all superior nodes in the
Internet Domain Name System.

Linting

A process in which the content of digitally signed data such as a
Precertificate [RFC 6962], Certificate, Certificate Revocation List, or
OCSP response, or data-to-besigned object such as a tbsCertificate
in RFC 5280, Section 4.1.1.1)
conformance with the profiles and requirements defined in the Baseline

(as described is checked for

Requirements.

Online Certificate Status

Protocol

An online certificate-checking protocol that enables relying party
application software to determine the status of an identified certificate.

Private Key

The key of a key pair that is kept secret by the holder of the key pair,
and that is used to create digital signatures and/or to decrypt electronic
records or files that were encrypted with the corresponding public key.

Public Key

The key of a key pair that may be publicly disclosed by the holder of the
corresponding private key and that is used by a relying party to verify
digital signatures created with the holder's corresponding private key
and/or to encrypt messages so that they can be decrypted only with the
holder's corresponding private key.

Public Key Infrastructure

A set of hardware, software, people, procedures, rules, policies, and
obligations used to facilitate the trustworthy creation, issuance,
management, and use of certificates and keys based on public key

cryptography.

Publicly Trusted

Certificate

A certificate that is trusted by virtue of the fact that its corresponding
root certificate is distributed as a trust anchor in widely-available
application software.
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Qualified Auditor A natural person or legal entity that meets the requirements of section
8.2. of this CP.

Relying Party Any natural person or legal entity that relies on a valid certificate.

Subscriber A natural person or legal entity to whom a certificate is issued and who

is legally bound by a subscriber agreement.

Subscriber Agreement An agreement between the CA and the Applicant/Subscriber that

specifies the rights and responsibilities of the parties.

WebTrust The current version of CPA Canada’s WebTrust Program for

Certification Authorities

1.6.2. s KA X — % List of Abbreviations and their Meaning

CA Certification/Certificate Authority B, T A E AR S5 WL
CAA Certification Authority Authorization DYAENRIEZRL

CP Certificate Policy HE S

CPS Certification Practice Statement B, T A 55 300
CRL Certificate Revocation List SERRON 5 2

CSR Certificate Signing Request E P R S
DBA Doing Business As BRI

DNS Domain Name System 4 2%

EV Extended Validation I FR B /18 TR 0 41F

(US Government) Federal Information Processing
FIPS Standard

(EEBUN) BFRE B AL
B brtE

FQDN Fully Qualified Domain Name

AR E A

Global Digital Cybersecurity Authority CO., LTD.
GDCA

ez AR I 0 A PR

]

¢TLD Generic Top-Level Domain i TR 38, 4,
IANA Internet Assigned Numbers Authority HI P 4 B A B AL
Internet Corporation for Assigned Names and | 7 g iy 4 =2 b g
ICANN | Numbers
P

ISO International Organization for Standardization

BrbrEfL 227
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KM Key Management 5
LDAP Lightweight Directory Access Protocol B H 505 W L
LRA Local Registration Authority A HBTE LA
OCSP Online Certificate Status Protocol TERIEFRAS ML

State  Cryptography ~Administration Office of | i 576 P 5 e T
OSCCA | Security Commercial Code Administration of

China INRE
PIN Personal Identification Number AN R A
PKCS Public KEY Cryptography Standards NS BB B A U
PKI Public Key Infrastructure N R T
RA Registration Authority ML

Request For Comments 1 SRV b v (— o T
RFC ~

WX IR )

SSL Secure Sockets Layer e e
TLS Transport Layer Security R4

2.8 fi 5 /8 B FE 3 /£ Publication and Repository

Responsibilities

2.1. 5B JE Repositories

GDCA HIHFINIERE B ENAFELL A : IEBERE (CP). HF AR S F
(CPS). WEP. IFFHEHIFR (CRL). IFPBHELIRESTEH (OCSP) 4,

GDCA repositories should include the following: CP, CPS, certificate, CRL, OCSP, etc.

2.2. 1B BKAG Publication of Certification Information

GDCA 1EE J7 Ml https://www.gdca.com.cn K Af{5 B E, %Ml & GDCA RAFTH
EREREE. RN BB IREE.
GDCA @3 H 3 M %% 38 KA 1T P HIUE-F5 A0 CRL, 11 7 SR #6777 BAd I 15 ) GDCA
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(B W SRIBGIE A5 (145 B AR IE 502 RN, GDCA St fELiE RSB MRS, 1T
JUERAGT T AT SE A HIE T PR B
A, GDCA R 2 MR 75 ER HUCH A AT e AT 15 B R AT

GDCA publishes repositories on its official website (https://www.gdca.com.cn). The official website is

the primary, most prompt and authoritative channel to publish all information about GDCA.

GDCA publishes certificates and CRLs via LDAP. Subscriber or relying party can obtain in formation
of certificates and CRLs through GDCA'’s official website. Meanwhile, subscriber or relying party can
get the current status of certificate instantly via OCSP service provided by GDCA.

Meanwhile, GDCA may also release any related information in other possible forms.

2.3.  RATHIES[E)FIFHZ Time or Frequency of Publication

GDCA 7EIT PHEPB AR sl v ains, @il & o7 Wk 3K IEB RN CRL K AT, KA
JA AR 24 /B, H nextUpdate 7B F{E S H thisUpdate {1 10 KEA b RS
5L, GDCA 7] LLEAT Y UE A1 CRL MR AT Al GDCA RR4F R AT — K LT IAIE
HRESHUAE ) CA WEFEH 5% (ARL).

B IS A Y B R AR RIS, HH GDCA BT wRsE, IR R A %42 K
W, R, IF B A B I R 1 .

GDCA releases automatically the latest certificates and CRLs via official website and the CRLs are
issued every 24 hours and the value of the nextUpdate field is not more than ten days beyond the
value of the thisUpdate field. In particular, GDCA can choose time to release the certificates and CRL
in case of an emergency. GDCA releases CRL of CA (ARL) once every year.

GDCA can individually choose the time and frequency of releasing other information of repository.
The release is timely, efficient and consistent with the requirements of the laws.

2.4. 15 B EEVTE#%H] Access Controls on Repositories

GDCA {5 B e MG RS Sh A TFRATH AR NHRRENS BB, R IXLEAF 20 A 1%
Vi AN S AR AT PR o

GDCA il f4& 2 2B Rt e aicit ZaE i R ik A ad =AU A R
A REATE B ERIE I, MR, Bo. KATEERAE,

The information in GDCA repository is publicly available. Anybody can read the relevant information,
and there are no restrictions on the read-only access of such information.

With network security, secure system design and security policy, GDCA ensures that only authorized
employees can add, delete, modify and publish the repositories.
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3. B RiIR 5% 5] Identification and Authentication

3.1. #¥4% Naming

3.1.1. 4257 Types of Names

GDCA 2251 EV HUFIFE BT 6 X.509 brfk, 7ECAIEPRAE MR A4, K
H X.500 i 44 75 e

EV SSL UEHH EV D25 44 1E iy 4 AN A EE RN T 10 SR AEFZ A CP il 5 19
CPS . EV SSL iEHifl EV AAELE A UEF 7] 4 it FiEH 4% (common name,
CN=) W%, SIIEREM 2 NS EH A PR aE A IReE.

EV certificates issued by GDCA conform to X.509 standard and naming rules of Subject
Distinguished Name assigned to certificate holder is in accordance with X.500 standard.

Naming rules and requirements of EV SSL certificate and EV code signing certificate must be stated
in the CPS. Distinguish name of EV SSL certificate and EV code signing certificate must contain
common name (CN=). Common name after verification should contain domain name, organization
valid name, etc.

XtF EV SSL 55 asikE45,  FirAT (14842 AR I N 2 28U 44 w1 26 ABUE FH 44 D 235
H, W2 A IR TR 44 R A A

For EV SSL server certificate, all domain names are added as the Subject Alternative Name and a
primary domain name shall be used as the Common Name.

3.1.2. X4 A B X HIZE SR Need for Names to be Meaningful

VPR P i i 44 BT — 5 AR VE R S 1T P IR P a8 1 EAR A A K,
82 24 B 4% WA e 2 IE A5 15 TR DAS P EE AR IR B P28 EWLAR 55 4%+ ELIR R 344 B AR
AT S, JEE T DAAARAUT U0 . AR A PR 2 15 AR A A A DS

Names in subscriber certificates should have a significant meaning. Subject Distinguished Name in
subscriber certificate shall definitely indicate the identities of certificate holders or specified internet
servers, internet domain names or software publishers; it shall be identified by relying parties. The
naming rules of Subject Distinguished Name shall meet the requirements of relevant laws and
regulations.
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3.1.3. TP RIE & B4 Anonymity or Pseudonymity of Subscribers

WPARMHEY . A HIEIES, IEShEARENES. h4.

Subscriber cannot apply for certificate with anonymity or pseudonymity stated in this CP.

3.1.4. FEBEAE] 4 42 I Rules for Interpreting Various Name Forms

R X500 Hiu 5 42 iy 4% KLU A RE

The format of DN conforms to X.500, and naming rules of DN are defined by GDCA.

3.1.5. 745 K ME—HE Uniqueness of Names

GDCA RiRUEZS K28 HNT P IESS, HEARERI4, £ GDCA 1SRN &rE—
(K)o AH—ANVT Fa] ARG gk el DA i 4 [R) — A 32 U 5 42 FAIE 5

Subject DN of certificate must be unique for different subscribers in GDCA trust domain. But a
subscriber can hold more than one certificate using the same subject DN.

3.1.6. 4 2l 43 kb Naming Dispute Processing

GDCA ARAHRPAEP IR T an B U oy 5T, RAEMGN, 1T R EATR
FHEN U B 1T 5R D R

GDCA doesn't assume the responsibility of solving naming disputes during certificate application.
When dispute is occurred, subscribers shall submit above issue to judicial institutions or
administrative departments.

3.1.7. FPRIRE]. %55/ Recognition, Authentication, and Role of

Trademarks

GDCA 25 R PUETS I AR ERL 7 24 P A B R AR 44 o

Subject’s DN of certificate issued by GDCA does not contain any trademarks.
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3.2. #IEEHHHIA Initial 1dentity Validation

3.2.1. iE B HA R RIJ5  Method to Prove Possession of Private Key

EV L4 HEH U AUIEI T A 5 PTG A SRS B AL R, IR 7 iR A AR IR
FHREEEPOEHTEL (PKCS#10). HESHALEHRRT%, 5% GDCA
FORMFEUE I T7 2, RS0 B (o3 IE A 38 BAF A A BT A B2 PIN fiZh)

A
~3 o

Applicants must prove that he/she holds the corresponding private key to the public key being
registered. You can use the ways of digital signature contained in certificate request messages
(PKCS#10) or other equivalent method to identify the secret keys, or some ways required by GDCA,
such as initial information (distributed key medium and its PIN code), etc. to prove that applicants
hold the relevant keys.

3.2.2. VU 54 4 5] Authentication of Organization Identity

FEXTHURG S 3 HEAT S0, SR RE S A id sk #E EV CPS v, JEHEZIRI cA/
N 2R 1eIs (CA/Browser Forum) #id www.cabforum.org KAl EV $8E 5 = &K1
FORA—8 . HIE P E R4 (internationalized domain names, IDNs) i, [
B b FEl B 3 4 14 R 7 U - (homographic spoofing) .

The identification procedures for organization identity authentication must be stated clearly in GDCA
EV CPS and comply with the Section 3 of EV Guidelines released by CA/Browser Forum at
www.cabforum.org. Homographic spoofing should be prevented if the certificate contains

internationalized domain names (IDNs).

3.2.3. MNAE 4% 7] Authentication of Individual Identity

GDCA NN ANH P H EV IE T HE.

EV certificate does not accept individual application.

3.2.4. BAWAE KT 42 B Non-Verified Subscriber Information

EV T oA 6 4 03T 2 £ AR ST SR

All information in EV certificate must be verified.
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3.2.5. A Validation of Authority

YU P I TP NP BRIE ML S5 I, N 23R4T QR S
1o @5 =07 SO iE YIRS s dt 2 BURT 20 1 1R R I S5 D7 A Az AL
FAEAE
2. JEIEHTE. A BRI EEEE R L I B A A [ 2 5 SR BHIEZ N R T B
HURE LA R HARERAT A2 358 o
GDCA J FE ¥ FE & 18 AL AR I IESS » 35BS Ui e a2 1 n] Lk
TR I, W GDCA AMGHESZAEIZIRE N 51 LSRR 1 K .
TEWSCE FiE 3 OAZ L1 TG SR, GDCA R[] B # H I O AU LG B

The following verification processes shall be taken when agents authorized by subscribers apply for
certificates:

1. Confirming the organization validity by using third-party identity verification service or database
and reviewing documents issued by government.

2. Using telephone, postal letter with return receipt, employment proof document or any
equivalent way to confirm that a person belongs to above organizations and his/her behaviors
are authorized by these organizations.

GDCA should allow an applicant to specify individuals to request certificates. If an applicant specifies,
in writing, the individuals who may request a certificate, then GDCA should not accept any certificate
requests that are outside this specification. GDCA should provide an applicant with a list of its
authorized certificate requesters upon the applicant’s verified written request.

3.2.6. HE/EAHEN Criteria for Interoperation

T HAR R FUGEARS AU, TIPS GDCA #H7 HAE, (H2 % FIMERS
P CPS 215 & GDCA CP ZE3K, I H 5 GDCA 2 AH BBl .

GDCA KR4I ZS, #5%23E GDCA WIRIENU LS HIER, HAZER
FH R IIET o

#Z HAT, GDCA RZ KA XAEF

a0 SR SOEE RS LA LE . GDCA #4% 1 DAPAT .

Other certificate authorities can interoperate with GDCA. These CAs must ensure that their CPS are
in compliance with the requirements from GDCA's CP and sign related agreement with GDCA.

GDCA accepts the information authenticated by other CAs and issue corresponding certificates
based on the agreement.

To date, GDCA has not issued any cross certificates.
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If there are provisions of national laws and regulations regarding interoperations of issuing certificate,
GDCA will perform strictly according to relevant legislations.

3.2.7. B3 RIRKIUHER T Data Source Accuracy

FERL AT B SRS Ay P AR R B V5 A8 P 2 1T, GDCA SHZ IR (1 Tt ,
Bk, MOl B ST BT VAL, R R LL TR R
BT 15 B AR IR ;
5 BV T AR
HARpERIRT, MR R B 1
B XA AR AR T P S AT ) 42
Dy e 5 OB PR A
P g PR RESE SR H 3R A5 ) 8 OO (R ) AN B i e 545 R AT 398 R,
W GDCA 7 f F iz Hitts A ST A

GDCA Ziifii#& EV Guidelines FJERAEF M (www.gdca.com.cn) #F& EV iEH 1150
TEHRE SRR, T HIVPAE . ST

o c w bpoE

Prior to using any data source as a reliable data source, GDCA evaluates the source for its reliability,
accuracy, and resistance to alteration or falsification, and considers the following during its
evaluation:

1. The age of the information provided,

2. The frequency of updates to the information source,
3. The data provider and purpose of the data collection,
4. The public accessibility of the data availability, and

5. The relative difficulty in falsifying or altering the data.

GDCA may use the documents and data to verify certificate information, provided that it obtained the
data or document no more than 398 days prior to issuing the certificate.

GDCA must publicly disclose the verification sources for the issuance of EV certificates on its
website (www.gdca.com.cn) according the EV Guidelines, and should periodically review and
update.

2020 4E 10 H 1 HE, 7R AN S & il AR LA LA &£ BV SSLEBA K H
BUEER 2 AT, GDCA Wifr it A CP &7 2.1 k) GDCA {5 B8, ATFHEE
EV SSL iiE 58 A2 56 10E 5 FH 1 S 5 1c a3 AT LA it Sk s

SEAARCEALAE LA A5 B A4 D i a5 LR N2
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SRS IS B DL R B SEAR B C AR LR (BN FR . BEX M)
® UL K % Il B % B : “ subject;jurisdictionLocalityName ” ( OID:
1.3.6.1.4.1.311.60.2.1.1 ) , “ subject:jurisdictionStateOrProvinceName ” ( OID:
1.3.6.1.4.1.311.60.2.1.2 ) , M “ subject;jursidictionCountryName ” ( OID:
1.3.6.1.4.1.311.60.2.1.3), 44l S AL AE ML (5 B AAE RIS, PR
ARG ICAE NG I A% X o SR 2000 T R 115 BA RV FENZ T B
40 s ZHZ3 P MHLAG A2 B X o B R 3HE - subject:jurisdictionCountryName,
A 3 H 5 subject:jurisdictionStateOrProvinceName 7l
subject:jurisdictionLocalityName; WIS VE WAL &M /A —H K, WA ZIEE
subject:jurisdictionCountryName F1 subject:jurisdictionStateOrProvinceName, A
13155 subject:jurisdictionLocalityName; 15 &HIT7 —Z ), X Bk =47
LIS .
2 R 1) SE ARG AC A T URS) (56 P AV I 5 B0 ks sy g ) 75 ¥ i Y M e 5 T 4
52 ks A EE T
BTIE, AZIE RN RN BSOS/ B, 0 75 8 o — A 5 A A T H 3.

Effective as of 1 October 2020, GDCA shall ensure that, prior to the use of an Incorporating Agency
or Registration Agency to fulfill the verification requirements for EV SSL certificates, the

Incorporating Agency or Registration Agency data sources used for EV SSL Certificates will be

publicly disclosed in the repository describer in section 2.1 of this CP.

This Agency Information shall include at least the following:

Sufficient information to unambiguously identify the Incorporating Agency or Registration
Agency (such as a name, jurisdiction, and website); and,

The accepted value or values for each of the ‘subject:jurisdictionLocalityName’ (OID:
1.3.6.1.4.1.311.60.2.1.1), ‘subject:jurisdictionStateOrProvinceName’ (OID:
1.3.6.1.4.1.311.60.2.1.2), and ‘subject:jursidictionCountryName’ (OID: 1.3.6.1.4.1.311.60.2.1.3)
fields, when a certificate is issued using information from that Incorporating Agency or
Registration Agency, indicating the jurisdiction(s) that the Agency is appropriate for. These
fields must not contain information that is not relevant to the level of the Incorporating Agency or
Registration Agency. For example: The Jurisdiction of Incorporation for an Incorporating
Agency or Jurisdiction of Registration for a Registration Agency that operates at the country
level must include the country information (subject:jurisdictionCountryName) but must not
include the state or province (subject:jurisdictionStateOrProvinceName) or locality information
(subject:jurisdictionLocalityName). Similarly, the Jurisdiction for the applicable Incorporating
Agency or Registration Agency at the state or province level must include both country
(subject:jurisdictionCountryName) and state or province information
(subject:jurisdictionStateOrProvinceName), but must not include locality information
(subject:jurisdictionLocalityName). And, the Jurisdiction for the applicable Incorporating
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Agency or Registration Agency at the locality level must include all of these three fields
information.

® The acceptable form or syntax of Registration Numbers used by the Incorporating Agency or
Registration Agency, if the CA restricts such Numbers to an acceptable form or syntax; and,

® A revision history that includes a unique version number and date of publication for any
additions, modifications, and/or removals from this list.

3.3. FHEIE R IREXS Identification and Authentication

for Re-key Requests

FEREAT CP 2 4.7 T HTIR AL 5 P SR A, 750X BB 10 5 B 2 AT 46 ) A O o )
SR SRR H IR P

Before rekey operation described in CP section 4.7, GDCA shall authenticate the key to confirm that
the request of rekey is from the original key owner.

3.3.1. HREAEHKIRRE XA Identification and Authentication for

Routine Re-key

PR OU R, R BV AEBRET, 1T N EFHZE CP 5 3.2 Tk
TAEBIRAEHINAG 512 RO R E SR S UE S I

In general, subscriber should submit application for re-key according to CP section 3.2 on method to
prove possession of private key before the expiration of EV certificate.

SR BT 2 3 A R S N ) SR B TV AR, R, T P AR R
SRR D20 A FH J 25 B 026 R SO BE B DA A%, iR ILIE BRIP4 2k , GDCA
BEAEIHTAT .

The renewal of the secret key will cause that the original secret key is unable to decrypt the files or
data. Therefore, the subscriber should make sure the encrypted documents or data have been
decrypted before they apply for the secret key’s updating. GDCA shall not assume any responsibility
due to failure of decryption by the renewal of the secret key.

34 WHEZETHEHRMWMHBIRSE X A Identification and

Authentication for Re-key After Revocation

EV EF U 5 A BEBEAT S P BT
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Re-key/renewal after revocation is not permitted.

3.5. WHIERBFIREXY Identification and Authentication for

Revocation Request

AT EV OUE BRI ERET, GDCA ¥ DAWTARTE M i A SR LS 77 20
B e HAR K

When subscriber applies for EV certificate revocation, GDCA will contact with the subscriber
according to the information recorded during initial registration procedure to verify the application.

4, IEPA M A PBIEER Certificate Life Cycle Operational

Requirements

4.1. IEFHIE Certificate Application
4.1.1. TFE HiESE4E& Who Can Submit a Certificate Application

UEFS F I SRR B R N B A SN (BHEAT B Sl b, o
(LIPNEHEf

Certification application entities are organizations with independent legal person qualification (such
as administrative organizations, institutions, social organizations, people's organizations and other
organizations).

4.1.2. FEMEFE S 514 Enrollment Process and Responsibilities

EV AFE 15 M /E R M B B id S E EV CPS W, JE H M CcA/W 2% it i
(CA/Browser Forum)ifi i www.cabforum.org & AT H EV 48 26 DU 4 B SR AH — 2.
HIE # RLFE TR P . A CP AR CPS 5 SCHF205E I dii, sl Hh o6 T
EFIE RV BOR. U AR LRI DG N 25

HIE# RL[A) GDCA J#3¢ EV UEF H1E R FAHREISCAF, AT R IRE s &
C& T e PR NS . BEER BT EAREXT, 74 PKCS#10 IEF51E K3
FIFEBAL 4 GDCA.

27



Il semtnnnemaa

GDCA EV WFH S (V2.9 k)

The EV certificate registration operation shall be stated clearly in GDCA EV CPS and be compliant
with EV Guidelines’ Section 4 released by CA/Browser Forum at www.cabforum.org.Applicant
should learn subscriber’'s agreement, provisions agreed in this CP and corresponding CPS and
other files in advance. Especially, applicant should focus on related content about the certificate
applicable scope, rights, obligations and guarantee.

Applicant should submit EV certificate application forms and corresponding documents to GDCA. All
of above means that applicant has learned and accepted the contents. Applicants must generate
public and private key pair by themselves and send a PKCS#10 certificate request file to GDCA.

4.2. EFHIFARE Certificate Application Processing

4.2.1. P AT R B 5 % H] Performing Identification and Authentication

Functions

2 GDCA #3221 I EV IEH ISR, Mi%A CP 5 3.2 JTI SR, ST T
SRR 5 %5 . A EVIEBRE SRS RET, RAMESE, SRR
1A [ AR A Bk e o

FEAEFS RS, # GDCA HRHE CP 58 3.2 75 P iE RUEIRAT A B BRAIE B SCA o i
AN 398 R HAZ B BARK A, W GDCA Wl {8 84 Bk B SO, SIS
FHIEE .

After GDCA and its registration agencies receive the subscriber’s certificate application, they shall
perform identity recognition and verification of identification over the subscriber according to the
requirements of CP section 3.2. During the review and issuance of an EV certificate, the entry clerk
and reviewer undertake different job responsibilities to satisfy the separation of duties principle.

GDCA may use the documents and data provided in section 3.2 to verify certificate information,
provided that it obtained the data or document from a source specified under section 3.2 no more
than 398 days prior to issuing the certificate, and provided that no changes occurred to the
documents and data within such time period.

4.2.2. iE PR iE AR IE A Approval or Rejection of Certificate

Applications

GDCA JAESSUERI LA I, fAEsIEZE vl . AR Ffis, N IZE & 2 17
o RGBSR BN BV R IS #

GDCA should approve or reject applications based on authentication. If GDCA and RA reject an
application, they should inform the applicants with appropriate ways and within reasonable time
period.
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4.22.1. EFHFERKHEUAE Approval of Certificate Applications

WRFFE TR %A, GDCA R DAHLHEIEFS B3«
1 ZHIEEEW A CP 5 3.2 F Rk TIT 7 B IR IR NI Rl 5E »
2. WU S B A SOMAT 7 L) A AR
3. HHEH Lt ME SO TN 2 o
GDCA will approve the certificate requests, if the following conditions are met:

1. The application shall completely meet the requirements from CP section 3.2 regarding the
subscriber's identification information and authentication.

2. Applicant accepts or has no opposition regarding the content or requirements of the
subscriber's agreement.

3. Applicant has paid already in accordance with the provisions.

4.2.2.2. IEPHHIERIEL Rejection of Certificate Applications

WEREAETFIEE, GDCA RARLEIE H i

1 ZHIEARTFEAR CP 5 3.2 TR TAT T S RS RIS S HE «

P & S RE SR L BT 75 1 S O iE B A R

HT & SO0 B AN RERESZ 1T P WU D6 A 25 IR 5

F A B AN RE 4% IR A8 AT AR I 1 28

HiE IE &7 ICANN (The Internet Corporation for Assigned Names and
Numbers) 5 EF[FH ¢TLD (T4 );

6. GDCA AJyftHEIZ HiF K 20 GDCA k4. WA 4yl ik .

o ~ w D

If the following circumstances happened, GDCA shall refuse the certificate application:

1. The application does not meet the specifications of subscriber’'s identification and
authentication in CP 3.2.

2. The applicant can’t provide the required identity documents.

3. The applicant opposes or can’t accept the relevant content or requirements of the subscriber's
agreement.

4. The applicant has not paid or can’t pay the appropriate fees.

5. The requested certificates contain a new gTLD under consideration by ICANN (The Internet
Corporation for Assigned Names and Numbers).

6. GDCA or RA considers that the approval of the application will bring the dispute, legal disputes
or losses to the GDCA.

29



[] HEMHEIRIGBIRAE
S ot Ut L ety ALty Lo Ltk GDCA EV iE45450s (V2.9 B

4.2.3. AbFEUEF B 38 AR 1A] Time to Process Certificate Applications

GDCA ] EV HLFIAIENEZ N (CPS) ML E & FE IE - G AL FE R 7] . GDCA
NAE CPS HHE AR E] Py AL FEAIE i, Toie S Eis e a4 .

GDCA EV CPS should specify the processing period of certificate application. No matter approving
or rejecting, GDCA should process certificate application within the period specified by GDCA EV
CPS.

4.2.4. INENLHER (CAA) Certification Authority Authorization (CAA)

T GDCA M & 3 /& CA/MI Wi 4% 1837 EV Guidelines. Baseline Requirements 223K
[P LA {5 ) TLS/SSL iE 15, GDCA N %f 28 K AE 15 3 85 4 5 8 Wik i — A
dNSName {#f CAA idFA A, FEE A3 1HE7xR.

GDCA AR RFC8659 ML E AL “issue” “issuewild” & “iodef” {Jm@MAR%S
7 “issue”. “issuewild” FRZEH A “gdea.com.cn”, N GDCA AN KN N FIE TS 5
A1 CAA E%H I “iodef” 128, W GDCA v 5 HiE VA 5 € & B N AURE 15 .

GDCA RiLA % CAA g AR RMAFHAE N AT AR 1D fE9F GDCA
YRR B T i) CAA IR 2) DSl —IRE T A4k CAA B3¢ 3) AT
FE X IRAAEAEE ] ICNNA AR [X 18] DNSSEC % iiF 8 .

For the publicly trusted TLS/SSL certificates issued by GDCA and conform to the EV Guidelines and
Baseline Requirements of the CA/Browser Forum, GDCA checks the CAA records and follows the
processing instructions found for each dNSName in the subjectAltName extension of the certificate
to be issued.

GDCA shall process "issue", "issuewild", and “iodef’ property tags according to RFC8659: GDCA

shall not issue corresponding certificates if the "issue", "issuewild" property tags do not contain
“gdca.com.cn”. In case the property tag “iodef” is present in the CAA records, GDCA shall determine
whether or not to issue certificates after communicating with the applicant.

GDCA shall treat a record lookup failure as permission to issue certificates if: 1) the failure is outside
the GDCA's infrastructure; 2) the lookup has been retried at least once; and 3) the domain's zone
does not have a DNSSEC validation chain to the ICANN root.

43. EFZ K Certificate Issuance
43.1. EHZ & F CA K47 A CA Actions During Certificate Issuance

R CA FHIEF 2R N GDCA ALY A AE N TSI R AT AR 2, R CA $h4T
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IEBE A RAE

A trusted person authorized by GDCA should deliberately issue a direct command with respect to
certificate issuance by the root CA, in order for the root CA to perform a certificate signing operation.

CA AEUET B M HEHE J5 A IR RIETS . CA il N AR RIS R FIE T 5T
FAEUEF B B HE (S B o R UET IR R W #fiC 3 #E EV CPS o, Jf HLZEAI
CA/NI Y2883 (CA/Browser Forum) J@id www.cabforum.org KAGI EV 826 4 #4>
[ SRAH — S

BT 2025493 H 15 H YRk 52 K EV SSL/TLS iF -+, ZEIF P25 K 2 1, GDCA
DIRXH A 4AEH (TBS WE+H) 34T linting #3

GDCA generates and issues certificates after approval of the application. CA generates and issues
certificate for subscriber based on the information from certificate application form approved by
GDCA. The operation of certificate issuance shall be stated clearly in GDCA EV CPS and be
compliant with EV Guidelines’ Section 4 released by CA/Browser Forum at www.cabforum.org.

For EV SSL/TLS certificates issued on or after March 15, 2025, GDCA must perform pre-issuance
linting to check the tbsCertificate (to be signed Certificate).

4.3.2. CA B&ITPiEPHIZ R Notifications to Subscriber by the CA of

Issuance of Certificate

GDCA [MIEBZER RGLE AU )5, RERT e Qg k. JFRT P RAtT L
SRR T2, AR X g R3S, B e 5T 4
TR P U SR IE S

GDCA will notify subscriber after issuing certificate. Subscriber can get the certificate via face- face,
online download, or other methods agreed in advance by both sides.

4.4. EFEES Certificate Acceptance
44.1. I BAEZIEBRIAT N Conduct Constituting Certificate Acceptance
L AT AT T T GDCA HE IR UL F 3, U F Be SRR T
Pz TR
2. GDCA VEMAHURLELT T HIRVE T, ARETP TEAETS, IHCIEdEd mefE s

FIELEAT T, BARERAT P32 T ES
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3. A OSHIEAS BCE RS N I ERAE RN

1. Subscribers can download certificates at the specific GDCA certificate service website. The
download completeness indicates that subscribers have accepted the certificate.

2. GDCA's RA can download certificates for subscribers with the permission of subscriber. Then
RA sends the certificates to subscriber through e-mail. It means the fact that subscriber has
accepted this certificate.

3. Subscribers oppose the fail operation of certificate and its content.

4.4.2. CA SHEF R KR AR Publication of the Certificate by the CA

TP ESZIE 5, GDCA ¥1% 1T Pk R A 2] GDCA 1 H k5 R4t . RN, GDCA
& Google [f] CT %KMs (https:/github.com/chromium/ct-policy), F#iT /[l 4415 8 &
FAESE/D=A CT Bss i,

After subscriber receive a certificate, GDCA issues the subscriber certificate to the GDCA directory
service system. As per the Google CT policy (https://github.com/chromium/ct-policy), GDCA
embeds in the SSL/TLS certificates the signature data from at least three CT servers recognized by
Google.

4.4.3. CA @ &0 FH A SEAATEH 4 & Notification of Certificate Issuance by

the CA to Other Entities

FRUEFSIT Ak, GDCA AN 23 1 HAt SEARIE F 28 A

GDCA and RA do not need to notify the certificate issuance to other entities except for subscribers.

45, FHEMANERKIEA Key Pair and Certificate Usage
45.1. TP RARRER A Subscriber Private Key and Certificate Usage

SEAS AR E (0 2 BIAS BLAL T A A P 22 0T 7 T BOF R S2AIE S )R T AT A
Mo MERREBRFEIT . A CP AIFHSE CPS HIMLE, I HAAZBUS e 8 g g
I IR E SRR A — B

VTP R ORY HAL LI S R BB, JF HAS A A o ST e e e 45 . A
AT VAR

X BV AURSREZAUESS, AAFAE MR 2 MR B
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X1 EV SSLAES, 1 77H STAEA LS5 RAE R AEE S H 210 H 1) 3 U3 44 %5 2 FA) e 5%
PR E

Only after subscribers sign the subscriber agreement and accept the certificate, the private key
which is correspondent to the public key in the certificate can be used. The usages of the certificates
must conform to the provisions of subscriber agreement, this CP and related CPS also must be
compliant with the EKU defined in the certificate.

Subscriber shall protect his/her private key from unauthorized use. Subscribers should no longer
use expired and revoked certificates. In addition, the private key should not be archived.

For EV CodeSigning certificates, a certificate cannot match multi-software at the same time.

For the EV SSL certificates, the subscribers should undertake an obligation and warranty to install
the certificates only on servers that are accessible at the subjectAltName(s) listed in the certificates.

45.2. BT AAFIER KA Relying Party Public Key and Certificate

Usage

ARG BN BT BRI, A ST LU N RAE:
1 RAGECTRE 20 N RS S AF AT
2. FAVIZZE AN MRS 2 i GDCA 4%
3. A M CRL B OCSP N ZLE 44 X0 B RTIE F5 72 15 4 s
4. UEFIFEIE F T LA 4
5. AFHHET R AHIIES 4
6. AU 0.
PhEARAT— MRS 2RI, RIS T A SRR 425 4415 B
SRR T T B R IE NS BRI, AUl E S RS AR T BN
T, SRS HET LI ABARHE BN o« RIS RO 0% UE % R &5 B — iR %4
B2 5
When the relying party has received the message with digital signature, the party has the obligation
to carry out the following operations to confirm:
1. Obtain digital signature’s corresponding certificate and trust chain.
2. Confirm that the signature’s corresponding certificate is the one trusted by the relying party.

3. Confirm whether the signature corresponding certificate has been revoked by querying the CRL
or OCSP.

4. Certificate usage is suitable for the corresponding signature.
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5. Use certificate’s public key to verify the signature.
6. Check the validity of the certificates.
If the above conditions are not met, relying party has the responsibility to refuse to sign information.

When the relying party needs to send an encrypted message to the receiving party, the party must
first obtain the encryption certificate of receiving party through proper channels, and then encrypt the
information using public key of the certificate. The relying party should send the encryption certificate
and encrypted information to receiving party.

4.6. IEFHFEH Certificate Renewal

4.6.1. EREH KR Circumstances for Certificate Renewal

GDCA MM EV IEFHEH AR o

GDCA does not provide EV certificate renewal service.

4.6.2. B RIE B EH K L4E Who May Request Renewal

ANE

Not applicable.

4.6.3. AR FEHTER Processing Certificate Renewal Requests

AEHT

Not applicable.

4.6.4. BENT PIE B R Notification of New Certificate Issuance to

Subscriber

AEH

Not applicable.

4.6.5. ¥y B 52 JE H 4T Conduct Constituting Acceptance of a

Renewal Certificate
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Not applicable.

4.6.6. CA Xt B HrEF I A AR Publication of the Renewal Certificate by the

CA

ANEH]

Not applicable.

46.7. CA B &1 H Al SHAAEF B2 K Notification of Certificate Issuance by

the CA to Other Entities

ANEHT

Not applicable.

4.7. EPHEHEF Certificate Rekey
4.7.1. EBZHEH B Circumstances for Certificate Rekey

GDCA fJEF5 % B B BB (EANR T DL R

GDCA certificate Re-key including but not limited to the following circumstances:
1 AEPE;
2. ETHOR. BURZAERH, GDCA ZERIEA % T

1. The certificate expires.

2. GDCA requires certificate key update based on the security reasons of technology and policy.

47.2. BRIEBHFHEH LA Who May Request Certification of a New

Public Key

SR G R S 3T P

The entity who requests re-key is the certificate subscriber.

4.7.3. K FEIE R B E JER Processing Certificate Rekeying Requests

Z AR CP 57 3.3 JIAIAS CP 5 4.3 17 [ RIE XHIE 53§15 0rdt AT B B 4 2 550 AR
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A LA SRR K o

The authentication and identification of subscriber for certificate rekey and the certificate issuance
shall conform to CP section 3.3 and CP section 4.3.

4.7.4. BENRT P IE B R Notification of New Certificate Issuance to

Subscriber

A4 CP 25 4.3.2 15,

See CP section 4.3.2.

4.7.5. Fa A 2 HE R HI4TA Conduct Constituting Acceptance of a

Rekeyed Certificate

[Fl A CP 25 4.4.1 15,

See CP section 4.4.1.

4.7.6. CA XA HEFR K &KAR Publication of the Rekeyed Certificate by

the CA

[F A CP 25 4.4.2 715,

See CP section 4.4.2.

4717. CA JB&nH Al SARE B HIZ K Notification of Certificate Issuance by

the CA to Other Entities

[A A CP 55 4.4.3 15,

See CP section 4.4.3.

4.8. {EFA T Certificate Modification

4.8.1. 25 K18 Circumstances for Certificate Modification

GDCA ARt EV AR R ST, Wik45h a5 a5 B LA M A% A CP 26
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4.9 T FERESIZET, 1T RIEIEA CP 25 4.1, 4.2, 4.3, 4.4 THIME EH HIEZ
RAUEF
GDCA does not support modification of EV certificates. A certificate in which the information has

been changed should be revoked according to CP section 4.9. Subscriber should re-apply the
certificate according to CP section 4.1, CP section 4.2, CP section 4.3, and CP section 4.4.

4.8.2. W RIEFZRFE K524k Who May Request Certificate Modification

AEH

Not applicable.

4.8.3. KHEIEHZEEER Processing Certificate Modification Requests

ANE

Not applicable.

4.8.4. BAEIT P ENE BRI R Notification of New Certificate Issuance to

Subscriber

ANEH]

Not applicable.

4.8.5. MR EZ A EIEH AT A Conduct Constituting Acceptance of

Modified Certificate

A&

Not applicable.

4.8.6. CA XA EUEF K & AT Publication of the Modified Certificate by the

CA

AEH

Not applicable.
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4817. CA B &1 H Al SHAAE A2 K Notification of Certificate Issuance by

the CA to Other Entities

AEH

Not applicable.

49. IEPBESFERR Certificate Revocation and Suspension

WE U AR S T WA E S Y B IC S E EV CPS H1, FHEZR CA/XEAR RIS
(CA/Browser Forum )il it www.cabforum.org &Af ] EV $8F5 55 4 370 I E SR A — 2L

Certificate revocation and operation to query status shall be stated clearly in GDCA EV CPS and be
compliant with section 4 of EV Guidelines published by CA/Browser Forum at www.cabforum.org.

49.1. IEHEESRETE Circumstances for Revocation

49.1.1. T FIEHE#ERER Reasons for Revoking a Subscriber

FH LU B — R, GDCA WZAE 24 /NI 2 YRS IIE Fi -

VT DT 20 SRS 15 5

1P GDCA S IRIE i SR AR B AL H A BEE ) 25 AT 9

GDCA 345 T EdE, WEW SIE-B AP0 RAT PRV S 1 it

GDCA 313 TEHE, EBIXHET A FQDN B 1P Myl (38 4 $52 A a2 il AL AR 36 1A
LA A o

A L RSB B —FhEk 2 Fh, CA RITE 24 /N2 PUIRESIE TS, HALZITE 5 K2
PR IE F

1. EHAFESFE Baseline Requirements 55 6.1.5 5 55 6.1.6 711;

GDCA 3R1% 1 E-518 21 15% F e

GDCA FRZBIT 3 % 7T 9. CP/CPS H i — T Bk 2 1 K 574 5

GDCA 37 T £ B FQDN [ FIA A VR rT (i, SRR simh sk i 22
A T A T A A By, A4 T N RS N R S VE AT R IR 5 B A
Zeal, BUSAA M AR ) BE R AL )

5. GDCA 3R 25 Fe FFIE 54 A T4 0 B IR O 1% 5 1 148042

6. GDCA ZREIUEFH &5 B I E R AR,

A w0 PR

> w0 N
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10.

11.
12.

GDCA FRBRIE P 125 K AR BEFT A Baseline Requirements 3K, 8§ GDCA [ CP B¢ CPS;
GDCA A ATAA 504 5 0 ILETE T R K45 BONHE RS B

GDCA & ## Baseline Requirements 22 K UE AL K80, Bkl s 2k, Bk
Hakg: 485" CRL/OCSP {5 B/

CPS WA ST M JEAT WAL IR B2 AN T BT (BHAS s FAR R E . T ENLBURAE R V&
L OMUEEBOLEVEE ISR BURAT s SO B A A 1 SR R R Ho b A AE
SR B

GDCA C&JEATMA LS5 )E, W AR IRS .

CA 5 ML T vl fE3T P AAEHHEER (MG U0 E 1 59, IR 5 v AT AR A 4H %% 5 Hh
HHEAGE (Bl Debian §5%%7, W.: http://wiki.debian.org/SSLkeys), BAF7E W]
B IITIESR , IF B A ORL B (0 77 VR R

GDCA shall revoke a certificate within 24 hours if one or more of the following occurs:

1.

2.

The subscriber requests in writing that GDCA revoke the certificate;

The subscriber notifies GDCA that the original certificate request was not authorized and does
not retroactively grant authorization;

GDCA obtains evidence that the subscriber's private key corresponding to the public key in the
certificate suffered a key compromise; or

GDCA obtains evidence that the validation of domain authorization or control for any
Fully-Qualified Domain Name or IP address in the certificate should not be relied upon.

GDCA should revoke a certificate within 24 hours and must revoke a certificate within 5 days if one

or more of the following occurs.

1.

2.

The certificate no longer complies with the Baseline Requirements section 6.1.5 and 6.1.6;
GDCA obtains evidence that the certificate was misused,

GDCA is made aware that a subscriber has violated one or more of its material obligations
under the subscriber agreement and CP/CPS;

GDCA is made aware of any circumstance indicating that use of a fully-qualified domain name
in the certificate is no longer legally permitted (e.g. a court or arbitrator has revoked a domain
name registrant’s right to use the domain name, a relevant licensing or services agreement
between the domain name registrant and the applicant has terminated, or the domain name
registrant has failed to renew the domain name);

GDCA is made aware that a wildcard certificate has been used to authenticate a fraudulently
misleading subordinate fully-qualified domain name;

GDCA is made aware of a material change in the information contained in the certificate;

GDCA is made aware that the certificate was not issued in accordance with Baseline
Requirements or GDCA’s CP or CPS;
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10.

11.

12.

GDCA determines or is made aware that any of the information appearing in the certificate is
inaccurate;

GDCA’s right to issue certificates under the Baseline Requirements expires or is revoked or
terminated, unless it has made arrangements to continue maintaining the CRL/OCSP
repository;

The fulfillment of the obligations in the CPS is delayed or encounters force majeure, such as
natural disasters, computer or communications failures, changes of laws and regulations,
government actions or other causes beyond the reasonable control, causing threats to the
information of others; or

Subscribers fail to pay the service fees after GDCA performed the obligations of notifying the
subscribers to pay;

GDCA is made aware of a demonstrated or proven method that exposes the subscriber's
private key to compromise, methods have been developed that can easily calculate it based on
the public key (such as a Debian weak key, see http://wiki.debian.org/SSLkeys), or if there is
clear evidence that the specific method used to generate the private key was flawed.

4.9.1.2. Reasons for Revoking a Subordinate CA Certificate 1% CA iEHHI#EHE IR A

LR L A —FhEZ Fh, GDCA ZITE 7 K2 WA H % CA ETS:

GDCA 313 TiEdE, E SIEHB A MM CA RHE R 1% HME, BAHE
Fr A B K RN S bR e (1 2R

GDCA 132 7 IEFE 23R M AL

GDCA f35MIE P2 R ARRERF &, BiHP R CA AR RERF A IE F IIE 15 520 s A IE L %%
FLI

GDCA Y NAEAFTHIAE 9 CA WE-FH 15 BOvE R E BB R AR 3 1%,

4% CA B TATf R R 1S

14 CA I, BB B 2 1

GDCA shall revoke a subordinate CA within 7 days if one or more of the following occurs:

1.

GDCA obtains evidence that the subordinate CA’s private key corresponding to the public key
in the certificate suffered a key compromise or no longer complies with the requirements of the
standards on key sizes and public key parameters;

GDCA obtains evidence that the certificate was misused;

GDCA is made aware that the certificate was not issued in accordance with or that subordinate
CA has not complied with the applicable CP or CPS;

GDCA determines that any of the information appearing in the subordinate CA certificate is
inaccurate or misleading;

The subordinate CA ceases operations for any reasons;
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6. The subordinate CA expires or is revoked or terminated.

49.2. 5 RAEPHES I 524E Who Can Request Revocation

PN SEAART DA SR — T P E S
1. GDCA;
2. UEFIT
3. bR BUREE M LEARR AT
4. ARASTT BT SRAERE B s A U A ) 35 = AT BABRASIE 1A i 75
%40 GDCA A & ¥ EL A UE1S .
The following entities can request revocation of a subscriber certificate:
1. GDCA;
2. Subscriber;
3. Court, government departments and other public power department;

4. Relying parties, application software suppliers, anti-virus organizations and other third parties
may submit certificate problem reports informing GDCA of reasonable grounds to revoke the

certificates.

4.9.3. EHIAS 5 R AL B Procedure for Revocation Request

4.9.3.1. TP ERBEEIET The subscriber actively proposed to revocation application

VTP GDCA $& AU HR g A S O IE AR, [RS8 B RS S5 A«
GDCA 87K CP 5 3.4 19 (ML g BEAT UE S HIUBS 15 K 1) %)«

GDCA 7EE: BRI R IG 6 2 A TAE H A 5 BUIE Ty

GDCA 58 U 5 St i FLR AT BINE B 513

GDCA i HL & MBAFEE 2 7 3, AT 7 UE P AR e S A s 1 2 el
GDCA $&4it 7%24 /N RJE P FR s IR %5 o

© a &~ w b

1. Subscriber submits application form of revocation and documents of identity confirmation
to GDCA. Meanwhile, subscriber should provide reasons of revocation.

2. GDCA makes authentication of certificate revocation request according to CP section 3.4.

3. GDCA completes certificate revocation within 2 working days after receiving revocation

request.

4. After the completeness of revocation, GDCA releases it to CRL promptly.
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5.

4.9.3.2.

4.9.4.

GDCA notifies subscriber that the certificate was revoked and the revoked reason by
appropriate means, such as telephone, mail, and etc.

GDCA offers 24x7 certificate revocation requests service.

T PRSI BBSUEF The subscriber is forced to revoke the certificate

2 GDCA A 7847 (I EE i A f5 BUA CP 28 4.9.1.1 Hr 3 BB, mTadd A
JE BT UE

GDCA 24t 7*24 /NI RIE-F 1] R 75 AN AR BR AL 5

AUHGTT . FNENUR L SR AR« B R LA S5 AR =5 SR UE ) 1) AR
H, GDCA N2 AU & AR 3 U 2 45 ROR P /& 75 U 15

GDCA T e e, EddE im0, it imihss, SR
UEFS LA S 2 .

GDCA can revoke subscriber’s certificate with the occurrence of circumstances described
in CP section 4.9.1 .1 after the approval of GDCA Security Policy Committee;

GDCA maintains a 24x7 certificate problems reporting and processing procedures;

GDCA will take actions to investigate the certificate problem reports submitted by relying
parties, judicial institutions, application software providers, anti-virus organizations and
other third parties, and will decide whether or not to revoke the certificates based on the
results of the investigation;

After the certificate revocation, GDCA or RA will use appropriate ways, including mail,
phone etc. to notify the final subscriber that the certificate has been revoked and the
reason why to be revoked.

P TE R I % PR Revocation Request Grace Period

R SR L B M e B T R B S T, FUR VR SR 2 i UL AT S TR S 8
NI RS o ARSI TR TR SR 1S SR A ZAE AR TE Y 48 /NI AR Y

If key exposure occurs or suspected occurs, revocation request must be submitted in finding
leakage or leakage suspicion within 8 hours after key exposure or suspected exposure is found.

Revocation requirements caused by other reasons must be made within 48 hours.

4.95.

CA ACH R E R BT PR Time Within Which CA Must Process the

Revocation Request

GDCA H 4% 2R E K 2 52 IARUH 2 18] (Tl B SRR, S 24 4>/
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The cycle of GDCA processes revocation request is 24 hours.

4.9.6. R R B IR HAS SR Revocation Checking Requirements for

Relying Parties

A TEARH — AIE S AT 202 ) GDCA KA 1) CRL B 1T ST E 15 2 15
g
Relying parties must check the CRL published by GDCA before trusting a certificate to confirm the
status of certificate.

4.9.7. CRL RAFMZF CRL Issuance Frequency

XFFAT RS, GDCA 1) CRL & AG AWy 24 /N, H. nextUpdate B {E A1k
tH thisUpdate fE 1 10 KLL .

Xk CAWETS, GDCA ) CRL A A#IN 12 N H o WEREEE 9% CA iE$,
GDCA 7EH4H 5 24 /N2 IWBE#HT CRL, H. nextUpdate 7Bt I{E AN H thisUpdate 15
12 M HBLE.

TERFIR X 2 L R o] LAE CRL 2RI R (RS W 48 AR 4 26 1FBE S AR UE D, CRL [HI57
B2t GDCA il 72 A AT SR IE TR E o

For the subscriber certificates, GDCA shall update and publish certificate revocation list (CRL) every
24 hours, and the value of the nextUpdate field shall be no more than ten days beyond the value of
the thisUpdate field.

For the subordinate CA certificates, GDCA shall update and publish certificate revocation list (CRL)
every 12 months. In case the subordinate CA certificates are revoked, GDCA shall update and
publish the certificate revocation list (CRL) within 24 hours after the revocation, and the value of the
nextUpdate field shall be no more than twelve months beyond the value of the thisUpdate field.

However, CRL can come into effect immediately determined by release strategy made by GDCA in
special emergency circumstances (assuming that the network transmission condition can
guarantee).

4.9.8. CRL AR BB KHE f5 B 18] Maximum Latency for CRLs

—/N BV EH M SRS 28 R AT S CRL ¥ 5 i B AN Be T 24 /N .

CRL is effective after revocation request approved within 24 hours.
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4.99. ELRASEMHMT A Online Revocation/Status Checking

Availability

GDCA JB7 [AHE A5 1T 2 AR 7 5 BEE 2GR RS & W IR %% . OCSP i S 20 1+F &
RFC6960 1K, JEHH#E OCSP M55 #8454 . OCSP flds 4% HIAE 155 IE7E B R A IIE
Fi A —A CA %K, OCSP JIg 55 #% (iE 45 B f & — A~ RFC6960 & X KA K
id-pkix-ocsp-nocheck (K4 f& I .

GDCA shall support OCSP responses for subscribers and the relying parties. The OCSP responses
shall conform to RFC6960, and signed by an OCSP Responder whose Certificate is signed by the
CA that issued the Certificate whose revocation status is being checked. The OCSP signing
certificates shall contain an extension of type id-pkix-ocsp-nocheck, as defined by RFC6960.

49.10. FELRASEMER Online Revocation Checking Requirements

M BLE BT AELORES B, GDCA A3 B AT I UL .

GDCA $i2flt Get I Post P77 7 OCSP E#IAR S5 -

AT AEF, GDCA N.EDEEVYR B Hr OCSP {5 /2. OCSP i i (1 e KA AUy
10 Ko 0T CEREE e+, LRI OCSP.

XTI CA iEF, GDCA RiZ/DEE 12 N HEH OCSP 55 . i 4k CA IE
A5, NIAE 24 /N A BEET OCSP {5 2.

XFFARZER AP IIRESEWIER, GDCA A1FIR[A “good” IRZ.
Users may feel free to inquire status online. GDCA must not impose any access limits.
GDCA offers the OCSP service using both the Get and Post methods.

For subscriber certificates, GDCA shall update the OCSP information at least every four days. OCSP
responses from this service have a maximum expiration time of ten days. For the revoked
certificates, OCSP status will be updated immediately.

For subordinate CA certificates, GDCA shall update the OCSP information at least every twelve
months, and within 24 hours after revoking a subordinate CA certificate.

GDCA must not respond with a "good" status for the request for status of a certificate that has not
been issued.
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49.11. HEEBKHEARRATE I Other Forms of Revocation Advertisements

Available

% 7 CRL.OCSP 4, GDCA #J DL SRR A5 2 B H Al A 20, (HIX AN 20U

GDCA may provide other publication forms of revocation information in addition to for CRL and
OCSP; however, such publication forms are not mandatory.

4912, WM EW B E R Special Requirements related to Key

Compromise

BRAS CP %5 4.9.1 THUE MG TEAL, 23T 7 BEEMAUAL FRAIE -+ 3 81 52 31 2 4 E
7RI GDCA # HiE B iER . Wk CA MHH R CA Hihdt CA %) %4
PR E BB VBRI, NAZAE & E A 18] Y 5 3Q 0 R 8 AT P MR 7

Except for the case described in CP section 4.9.1, when certificate key of subscriber or RA has been
lost or probably lost, certificate revocation request must be made to GDCA immediately. If security of
CA's key (root CA or sub-CA key) is damaged or suspected damaged, GDCA should notify
subscriber and relying party timely in reasonable time and appropriate way.

UEFIT T A SE =07 TR IE A CP 236 1.5.2.1 BEHERR T, £ GDCA
SR B HL AR AR IRAET, 11 GDCA & HIEH &AM g iR, 5y Zifd
FBAR 7512 — UE AT B ZAE A5 00 2 ) FA B -
> RAS Bt EE I FAHAE A 1K CSR, IFAE@E A BTN “Proof of Key Compromise

for GDCA”; 5%
> EIER BRI ER R FAE .

GDCA RJ 135 75 A 2 7 38 0 A 0 B RA B it 5 100 752

Non-subscriber third parties may report a key compromise of an unexpired, unrevoked GDCA
certificate according to the contact information described in section 1.5.2.1, using one of the
following methods to prove possession/control of the private key associated with a certificate.

»  Submission of a CSR signed by the compromised private key with the Common Name “Proof of
Key Compromise for GDCA”; or

»  Providing the private key itself.

GDCA may allow additional, alternative methods that do not appear in this section at its own
discretion.
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49.13. iEPEREAERE Circumstances for Suspension

GDCA ANCFRIE .

Not applicable.

4.9.14.  ERIEFHEREK SR Who Can Request Suspension

GDCA A FriE B .

Not applicable.

49.15.  H=HEIFERKFERF Procedure for Suspension Request

GDCA ANSCFRIE .

Not applicable.

49.16. HEHEARIFRFR%] Limits on Suspension Period

GDCA ANSCFRIE .

Not applicable.

4.10. EFIRESIRSS Certificate Status Services

410.1.  BAEHFME Operational Characteristics

AT LUERE CRL. LDAP H3R%. OCSP #HHEFIRA, ik )5 sQHE R4
IR 55 7 12255 2 0175 SR AT - L AR W 82 R ) R+ 2 b P

X TR FIETS , GDCA AN RAEEFS BTN B HAE CRL A3 1d 3%k - GDCA
AR CRL AR 25 44 1IE i i i i % o

GDCA AilB: OCSP A iifias id 3%

Subscribers can query certificate status through the CRL, LDAP and OCSP. Certificate status
services described above should have reasonable response time and concurrency process
capability for query request.

For the revoked certificates, GDCA shall not remove their revocation records from CRL prior to
expiration of such certificates. GDCA does not remove the revocation records of code signing
certificates from the CRL.
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GDCA does not remove the revocation records in the OCSP.

4.10.2. RS AT A Service Availability

WEFRRAS AR SS D ZURAUE 7X24 /NP RTFE, - L 37 i [a] A58 10 75
UEPRARS RS T YR S B R id sk BV CPS 1, JFH M CA/MEA R is
(CA/Browser Forum )il izt www.cabforum.org &Af ] EV $8F5 55 4 370 B SR A — 2

Certificate Status Services must be available 24 x 7 without scheduled interruption, and the
response time must be of ten seconds or less.

The availability of certificate service status shall be stated clearly in GDCA EV CPS and be compliant
with EV Guidelines’ Section 4 published by CA/Browser Forum at www.cabforum.org.

4.10.3.  WJIESFAE Operational Features

ZMBAR CP 45 4.9.9, 49.11 77 FIME .

See CP section 4.9.9, section 4.9.11.

4.11. ITTE5E End of Subscription

WPIEF LR AITE R BT 7 BT 47 o IR 3 (A R

1 EP RIS A AT

2. UES RIS B .
The following conditions shall be deemed that the user terminated to use the certificate services
provided by GDCA:

1. The certificate is not updated after expiration.

2. The certificate is revoked before expiration.

4.12. FHIEE 5, E Key Escrow and Recovery

4121, EHHEESKERRES1TN Key Escrow and Recovery Policy and

Practices

GDCA NMSFEEALT EV IEHIT 7 IRV, ISR H I E R % -

GDCA does not escrow the private key of subscriber’s EV certificate and thus does not provide key

47


http://www.cabforum.org/

[] HEMHEIRIGBIRAE
S ot Ut L ety ALty Lo Ltk GDCA EV iE45450s (V2.9 B

recovery services.

412.2. SEEANBESKERKIES51T4 Session Key Encapsulation and

Recovery Policy and Practices

ANEH]

Not applicable.

5. INENIA R B EMEEIEREH] Facility, Management, and

Operational Controls

5.1. #E$EH] Physical Controls
5.1.1. yHhhr B 5841 Site Location and Construction

GDCA H Ol 5 I Re B2 iz 0 X IRSFIX . EELIX, BRI, AFEIXTA
Xido B0 XZ At E . e NI FLAIR, Feh T, SRR
MRS 2mm 7 FLAANR,  HUOBCR BB 3mm (W FLANER . 1R4% T 208 CO2 friP
P BRI IN R A B8 W BB s s . B ) Tl B BRG] o 8 XU S 5
R T B e RO X o LRI A A A v PR REAR R e e A o A7 DR BB
R R A 6 TR EAEAZ 0 X

According to the functions of GDCA central area, it consists of core area, service area, management
area, operation area, public area. The core area is a high-performance electromagnetic shielding
room. Its shell is made of six sides of high quality cold-rolled steel plate. The roof and wall panel is
made of cold-rolled steel plate with thickness of 2 mm. The floor is made of cold-rolled steel sheet
with thickness of 3 mm. Welding process is CO2 protection welding. Glass is thickened and
bulletproof with metal mesh added on it. Shielding door is manual locked. Vent is configured with
honeycomb type ventilation duct shielding room window according to the specifications of the
shielding room. Power filter is single phase high-performance low leakage filter. Safe with
confidential information stored must be placed in the core area.

5.1.2. W35 la] ¥ 8 Physical Access
R AN A E AT N A T B e s . HE PR E ], MO PRIEE AN
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24 RN LRI . GDCA 1) CPS 25U ¥y B ) 2 i) BEAT ELEL AT R
JE o

The activities of accessing to each physical security layer shall be recorded, audited and controlled
in order to ensure that all above activities of certain person have been authorized. GDCA CP must
define detailed rules for physical access control.

5.1.3. B, 77 5 2% Power and Air Conditioning

GDCA HLps NiA 224 WEERTH Bt i R G0 K B & IR 48, DA OR-Ap S AN 8] T £
HLJBERL . S8k, 38 N BA HLD % 25 1 2R 40 B AR el s 7 W it o At B8 AR

The computer room of GDCA shall be equipped with secure and reliable electric power system and
electric backup system to ensure continuous, uninterrupted access to electric power. In addition,
these systems shall have temperature and relative humidity of special air-conditioning system and
wind system control operation facilities.

5.1.4. Bh7K Water Exposures

GDCA M55 B L T TRIEORTE I, B7ib . AR ZK R 3, I BEREAE t IR 7K I f
DR PEE 1 930 /N IR 7K R E 2R GE PR 50 o

The computer room of GDCA should have specialized technical measures to prevent and detect
leaks, and be able to reduce the influence of leakage on the certification system to the maximum
extent.

5.1.5. KRB Fire Prevention and Protection

GDCA HLp3 BRI $& i, i AH L A RE P RV B A B L K R (s A, 3X 28k
KBTI TLAT 5 2 HH B B AT 2 A ER

The room of GDCA shall take preventive measures, and formulate the corresponding program to
eliminate and prevent the occurrence of the fire. These measures shall meet local applicable safety
regulations.

5.1.6. A A Media Storage

XFBEAY B A A TN FH R A2 B K Bk BT Bl B, Bidess . B
MLy BT P RARR A S A 2 TR, R L™ # 1 OR3P T BE AR LEX A1 AR L 3 A A 1
Aii .
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GDCA meets the security requirements for media storage, including fire-proof, water-proof,
earthquake-proof, moisture-proof, corrosion-proof, pest-proof, static-proof, electromagnetic
radiation-proof, etc. Meanwhile, GDCA takes strict measures to prevent the media from
unauthorized use and access.

5.1.7. RPAEFE Waste Disposal

2 GDCA A5 RIARSK SCAF AR RE CAS - 5 2 A7 R BT R LI, ah ZBR A it 6
8, MG R IIEIRE . BB AE IS B A A B AR IR AL B RTAR G 3 R 3
BEIR T3R5 1 H AR AT HEAT ) A B

The written documents and materials of GDCA should be destroyed when they are no longer needed
or exceeded the expiration date, and must not be recovered. Cryptographic devices and media with
sensitive information should be initialized and physically destroyed by using manufacturer’s method
before disposal.

5.1.8. S &4 Off-Site Backup

GDCA BT 1 Bl A mhot, (A IR Rt R Gt . & ih H S 50
AN ABBEURAS BT Rt R R A&

GDCA has established a remote data backup center. It backups the core system data, audit log data
and other sensitive information by the specialized software at off-site location on a daily basis.

5.2. FEFF#EH] Procedural Controls
5.2.1. A{E /£ Trusted Roles

fE GDCA AL FIMENRS I, BE AR ER2miiEfr ik . . &8
FURES S0 S B AR E R #R B GDCA WA TS M (. IR B A (0 B AL HE

1. BRI U4 N

2. RGEBANN;

3. wAHIFAM;

4 SN G PO 5B B

In the process of electronic authentication service provided by GDCA, a person who can essentially
affect the processes of certificate issuance, usage, management and revocation, and other related
positions which are involved in key operation is considered as trusted roles. The trusted roles
include:
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1. Administrator of key and password devices.
2. System administrator.
3. Security auditor.

4. Business administrator and business operator.

5.2.2. FIEE T ZR A Number of Persons Required per Task

GDCA NEAEE A 55 F ot BT S5 30T A 2], iR D E Mt 2SS
e UK IS5

1 PR RD i RE A F5 2 5 ARIE NS i 3 AN IE R e

2. UEPBRAGNEGHME: HEINRGEEHAN RPN 2 405N B TE S

3. HRMEKIES: &E 2 AE N AIEFE S

GDCA strictly defines the controls of core missions in specific standards. Multiple trusted roles shall
be required to jointly complete the sensitive operation. For example:

1. For operation and storage of the key cryptographic equipment, it requires at least three of five
trusted persons to operate.

2. For background operation of the certificate issuance system, it requires at least two of three
trusted persons to operate.

3. For review and issuance of the certificate, it requires two trusted persons to operate.

5.2.3. FNMAARRPE5 X5 Identification and Authentication for Each

Role

XF A A RS AN G, AR AT ™M AR AT EEE, B DR L RENE T35 A2 T N
FHLAEIRTTEDR . BUEREF1E GDCA HIN S H A B 260 Th oA E

All current staff who undertakes the trusted roles in GDCA should pass certain accreditation process.
This process is set out in the GDCA personnel management regulations.

5.2.4. FEIRT2HHAE Roles Requiring Separation of Duties

FrBR T8, AR — A ANAE T R —HRBe M B, A B FHEAT 53— 4 2 R
REM A 0. 75 IR T 20 B A (B4 HANBR T

1. iEFkgsz 8

2. EPECRL %k
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3. R TR G4
4. CAHHIET
5. wledfiit

In order to ensure security of the systems, it should follow the trusted role segregation principle that
the trusted role must be took by different personnel in GDCA. Roles requiring segregation of duties
include (but are not limited to:

1. The acceptance of the certificate businesses
2. Theissuance of certificates or CRLs

3. System Engineering and Maintenance

4. CAkey management

5.  Security auditing

5.3. A R$%H Personnel Controls

N RSN M B RfC SR AE EV CPS A, 3 H 2R/ CA/ % 2318 3% (CA/Browser Forum)
1 www.cabforum.org KA BV $8FEE 5 &0 2R AH— 2L

Personnel Controls shall be stated definitely in GDCA EV CPS and be accordance with EV
Guidelines Section 5 published by CA/Browser Forum at www.cabforum.org.

5.3.1. k. Z2FAEBZER Qualifications, Experience, and Clearance

Requirements

GDCA X A Al {5 M i) TAE N B BAR ER I R
1 A% RIFMALSR TIN5
AP E A B IR GDCA W4 — 22 HF S B B
BT GDCA K2 A BTG e A B 5
HAT RIFIN AR BFR LA BN ST AR s
H A& RUFHI RN VERE 1
ToIEEIL TR IE .
GDCA ZER7 TS M RN B AUR A B ATEIUA S TAE M. ToRe
M CA EAT I B IR TAE. LRI E R R IC RS

© a > w DN

The qualification requirements of person who undertakes trusted role in GDCA are as follows:

1. Good social and working background.
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2.  Complying with state’s laws and regulations. Obeying GDCA’s unified arrangement and
management.

3.  Complying with the GDCA related security management norms, regulations and specifications.
4. Having good personalities and working attitudes, with good working experience.

5. Agood team player.

6. Noillegal and criminal records.

A person required by GDCA as trusted role personnel must have loyalty, trustworthiness and
dedication to work, without other part-time work that affects CA daily operation, no major bad records
of this industry and etc.

5.3.2. B RIAERRF Background Check Procedures

GDCA B 5 RHBUMF RIS S, 58O A{E A LR S

FITA (R AT 5 53 AR N B )45 D3 R0 25045 T ) o0 HegE AT 1 st 2 19 i
R FAWAEM AT,

BB TEZT, PR, BE, 2R THEE.

AT AR S BRI AT H SIS B AEIC TR IE R, A0k RAHL 222 42 75 TH (11
Ao B A AT AT

GDCA may collaborate with governments and investigation organizations to complete background
review for the trusted roles.

All employees who are trusted or apply for should have a written consent that they must go through
a background investigation. Background review including: basic review and full review.

Basic review includes reviewing work experience, job recommendation, education and social
relation.

Full review includes reviewing criminal records, social relation and social security besides basic
review. Full reviews must be carried out for key roles.

VB R LA

PN (R Iva YNGR NEES VL DN S NS TN S
DIV . SERTUEFS . BEREIE 5 G IE AR ST RE W o

b)  NHEESTTEIE AR R L TR R DR B AT

SE o
¢) MAMITEE IS EZ. HFENE. HRERETT 20 LB R, RIEERNLS
A AR R 225

d) Z£%1#%, GDCA 5 i TAITIRE ML, LAWK 0 TA VR EE CA TE RS
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AREMBURE R . RN, GDCA R4 FAHLRI H N 524 B S B Ty
ARG A ONERN A HATIRA 5, DU RS RRAEIRIEIX S N S A5 1S
FERI T AERE

Background review including: basic review and full review.

Basic review includes reviews about work experience, job recommendation, education and social
relation.

Full review includes reviews about criminal records, social relation and social security besides basic
review.

The review procedure includes:

a) The HR department is responsible for confirming candidate’s personal information. Candidates
should provide the following information: resume, the highest degree graduation certificate,
degree certificate, qualification certificate and identity card and other related valid certificates.

b) The HR department identifies the authenticity of the information provided by candidates
through telephone, correspondence, network, visits and other forms.

c) The HR department checks candidates through on-site assessment, daily observation,
situational test and other methods. Appropriate arrangement is made according to the
investigation result.

d) After the review, GDCA signs a confidentiality agreement with employee in order to restrain
employee not to reveal any confidential and sensitive information of CA certificate services. At
the same time, GDCA will also be in accordance with the relevant organization regulations of
personnel management and make job examination on in-service staff who assumed trusted
role, so as to continuously review these employees’ trustworthiness and working ability.

5.3.3. RYIZE R Training Requirements

GDCA 1R E M ERIL TR, 4 TR RATE, Za8IINEDT:
GDCA K R

GDCA AR A

GDCA %4 & PN

S A7 B ST g — K

GDCA EHBUR . il KI5

& [EZKTHFIMNEMS AR, B &bt 7%,

* 6 6 ¢ o

Based on the position requirement of trusted role, GDCA shall arrange the corresponding pre-job
training. The comprehensive training contents are as follows:

€ GDCA operation system
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€ GDCA technology system
€ GDCA security management mechanism

€ Job responsibilities uniform requirement

€ GDCA management policies, systems, measures, etc.

€ The laws, regulations and standards, procedures of electronic certification service in China.

5.3.4. BRVIFBERNER Retraining Frequency and Requirements

GDCA AR 75 B2z HE I, DLORIE 2 B AL ) 5 T SEINAT & AL T K, A
FER AR BT

GDCA shall arrange for continuous re-training for employees at important positions regularly to
ensure employees can meet their job requirements and complete their jobs more smoothly.

5.3.5. T RO E RSB RKF Job Rotation Frequency and Sequence

GDCA AR 8 % 4 8 R SIS A 2 AE BN 53 1) A B A e A SUT AT o

GDCA will define and change the Job rotation cycle and the sequence based on the organization
security management strategy.

5.3.6. KEBRUT R4S Sanctions for Unauthorized Actions

GDCA RS IFYE —BE B IME, XWARPUT NATIE LA T, AR R
1E57Eh AR B TAERAL, Tk, MVPEH . IRACFRHEN AL B A . IRERAL 14T
NN AR AR K o

GDCA shall establish and maintain a set of measures for the administration, including termination of
labor contracts, position removing, fines, criticism and education, submitting to Judiciary for
processing, etc., to appropriately discipline the personnel unauthorized activities. Above discipline
activities should comply with laws and regulations.

5.3.7. JhST A4 NKIER Independent Contractor Requirements

T A& T GDCA MU AEE TAE N 51, (H S GDCA Mv.554 5k TAERI Al 5570 32
DU LSS N B B BN SO A AN, GDCA )4 — 2RI

L N AR & R,

2. GDCA #RAtge— i i A I TR s i, 8590 A e EAR T GDCA
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EAS 32 AT L7 AE Y S5 R

For persons who do not belong to the GDCA but participate in the relevant works for GDCA
businesses, such as business personnel of business branch organization, management personnel
and other independent contractors, GDCA has requirements are as follows:

1. Record management of personnel profiles;

2.  GDCA provides unified training and retraining, includes but not limited to the GDCA certificate
acceptance rules and electronic certification business rules.

5.3.8. R N B B304 Documentation Supplied to Personnel

GDCA $At45 P 53 RS R BB RS AR 5 03 T TARAR 5SS .

Documents provided to internal employees by GDCA include training documents and related
personnel working documents.

5.4. BEHORERF Audit Logging Procedures
5.4.1. B R EH IR Types of Events Recorded

GDCA Rtk M H U iEEAR T
Lo AT/ IS . SR, HERUET A GDCA U VR4 FH P e H i Ik

RE
2. GDCA GRS, AT, SR, BEHBREMLE L, e, g, F
BN

3. FEHRIW
4. 1 GDCA #4755 #1E;
5. BT RBAHAEWETRE, ZABRIBS UL E S M, GDCA/Authority
AR S51F 1k, AR ZEREEA S, BYIERE R, BEHiT, DN A&
B, KR R R R R, UE AR A R A R L T
X O SR ATE Db B LS4 F LTI A G
GDCA should record these events include but not limited to:

1. Certificate application, certificate suspension, certificate revocation and renew initiated by
subscriber or by GDCA, subscriber applies for key recovery, etc.

2.  Members of GDCA: Setup, change and login; Reset and alteration of password; revocation of
privilege; Creation, renewal, and recovery of key.

3. Connection failure.
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4. Read and write operations from GDCA.

5. All related events such as certificate revocation, security policy modification and effective use,
start and end of GDCA/Authority software, making certificate and certificate chain effective,
attribute certificate management, customer update, DN alteration, database and audit trail
management, certificate lifecycle management and other events.

These logs shall be made available to qualified auditors for review when necessary.

5.4.2. 4b2E H B HISRE Frequency of Processing Log

GDCA NisgE It B e vh H &, DA AR I E ) 2 AR AT, XR D 2% e F T
RIBUR L PR 5 it o

All the audit logs shall be checked by GDCA regularly in order to discover the significant security
and operation events and take corresponding measures.

5.4.3. #H it H E AR BEHIFR Retention Period for Audit Log

GDCA WA 023 (R A7 HL T IIER 55 10 T H &, PRAFIIBR N i 728 2 IR R U T
Fo

GDCA must save electronic certification service audit logs properly. The preservation limitation
period is five years after the expiration of the electronic signature certification.

5.4.4. #H i+ HE#R3 Protection of Audit Log

FIAT (T H S B 2 RIU™ 6 XA BERIE A U5 1) 42 1) £ 7, 917 LE R 5B 300 i
B MERSE.

All the audit logs should be handled with strict physical and logical access control measures to
avoid unauthorized reading, modification and deletion, etc.

5.4.5. it H E &4 F2F Audit Log Backup Procedures
X E 1 H R & A NAZ ST AHAT AT SE R, e AT &0

GDCA should set up and carry out the reliable system for backups of audit logs, and full backups
are performed periodically.
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5.4.6. HIFKEE R4 Audit Collection System (Internal vs. External)

ANEH]

Not applicable.

5.4.7. X S B HA FERRE A Notification to Event-Causing Subject

BTSRRI, BRG] R IZ IR AL

When audit record reports an event, GDCA shall notify individuals, organizations who cause this

event.

5.4.8. & 5514 PP Vulnerability Assessments

MRYE # THC 3K, GDCA NE WREAT 2 Mg G5 PEVPAG , FFARGE VPt 75 RN R g i o

GDCA shall conduct security vulnerability assessments regularly according to audit records and
take remedial measures according to assessment reports.

55. eF AR Records Archival

5.5.1. JARSEF AR A Types of Records Archived

B ARAIE SR, B U A CP 35 5.4.1 RLE AL, 7R EX N LRt AT AR,
1

1L EBHEER;

2. AEPRRAGERE ISR SO

In addition to the records need to be archived specified by CP section 5.4.1, the following records
should be archived:

1. Information of certificate application.

2. Supporting documents of certificate issuance.

5.5.2. AR F A B HIFR Retention Period for Archive

GDCA # EV BT IEMESHN (CPS) MK E & F A RS 10 A% B HPR .

EV CPS of GDCA shall provide reasonable retention period for archive.
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5.5.3. ARSI Protection of Archive

N3 3 3 = ) EATZ AR U R P iR DR AR s, R R ATAE N B fe v
ViR, B R RGP B0 MIEREE R ST .

All archive records shall take appropriate measures to control physical and logical access so that
only trusted personnel can access records. Archive records shall be protected from the
unauthorized browsing, modifying, deleting and other illegal operations.

5.5.4. VARSI B8 FE P Archive Backup Procedures

T RGBT IR, N E T &y, S SO REAT R A T
X A VAR BORE, AN EREAT A, (R BRI R AR it DR IE L 2 A1k

Electronically archived records generated by the systems should be backed up weekly. The backup
file should also be stored off-site.

For the written archiving data, they do not need to be backed up, but some strict measures need to
be taken to ensure the security.

5.5.5. O A B E R Requirements for Time-Stamping of Records

GDCA [y HE#A I e 5t S h#fE N R F Lie sl R 5t 3 3hd .

All the GDCA records are labelled with time, and the time will either be added manually by the
operators or automatically by system.

5.5.6. RS A R 4t Archive Collection System (Internal or External)

F H SR NLAE A IR B AR CER RE, EAG GDCA ML«

All the entities including GDCA and RA should construct internal archive collection system.

5.5.7. SRS AL JHRY4E BUKIFERF Procedures to Obtain and Verify Archive

Information

GDCA (1% 28 T SINEE4EN 517355 Or B RS A5 B A 2 M98 Lo FESRAS Se R 2805
S, ZIRIX 2 95 DUBEAT EE AL

Security auditors and operation and maintenance team of GDCA retain 2 copies of the GDCA file
information respectively. While obtaining the complete archived information, comparison of the 2
copies shall take place to confirm the integrity.
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5.6. #4HZ T Key Changeover

7E CA WE-B IR, GDCA ¥Xf CA IEBHATHE B, RE CA BYIN I RitFamik
AHNA CP 5 6.3.2 W HLERIR KA, A CA IR A LM % P47 53 .
3T 27 A B AN, B i I CA XS . RIMEAE B A A A, GDCA
] DIGE A B S R 7 PR CAER . 7E— CA B, 9%
RS, DARBEIX S CA AR R SR N CA  TH S B 2135 25 A0 i ~F AR I

When the certificate of CA expires, GDCA will renew the certificate of CA. As long as CA key pair
does not exceed the maximum lifetime specified in Section 6.3.2, the certificate of CA could renew
using original key. Otherwise, new key pair shall be generated to replace the expired key pairs of
certificate of CA. Also, even in the key pair life cycle, GDCA could generate new certificate of CA by
using new key pair. Before the certificate of former level CA expires, key changeover shall be
performed to ensure that the entities in the CA system shall switch from original key pair to new key
pair smoothly.

TEAHTR CA BRI, LA HE S GDCA KT 3 HE B IAE . 375 P
PR, GDCA K58RBTI CAEF, I R BEAT KA, LETT NI e 6 e I 3RHL
i) CAEFS

New CA key pair is generated according to the key management rules of GDCA strictly. While
generating new key pair, GDCA shall issue and publish the new CA certificate timely, and it shall be
available for subscriber and relying party to obtain new CA certificate.

CA HPHEEN, AR UE P EE IR 1 .

Make sure that the entire certificate chain transits smoothly in CA key changeover.

5.7. MELRMEPKE Compromise and Disaster Recovery

5.7.1. HMHBELERERF Incident and Compromise Handling Procedures

GDCA JSi il 1T % it s ab B 7 G AN UL FRFZE , 0 5 A L F) S M8 35 A AR 5

In order to timely respond to and handle accidents and damages, GDCA establishes a series of
emergency response schemes and accident treatment schemes.

5.7.2. THENEIE. AR/ BEE KHER Computing Resources, Software,

and/or Data Are Corrupted

GO BRSPS SR K FAF, GDCA LRSS S B AL,

60



[] HEMHEIRIGBIRAE
S ot Ut L ety ALty Lo Ltk GDCA EV iE45450s (V2.9 B

WA A, AT R GRS T R S T

When identified the destruction of network communication resources, failures of devices for daily
services, malfunction of software, or tampered database etc., GDCA will launch the disaster
recovery plan.

5.7.3. SRRV R EAALEFEF Entity Private Key Compromise Procedures

FEMURE I NN IER B ARG DL R, GDCA K REU N 515 B LR e A 385

1. GDCAMERGMI DA NS EH A WS HER . RAEH AT,

2. MRAERHERIHERR, o B IR T R a2 S EATAE.

3. WRHFLEEHEE HRXAAAEE, HaHdE, EiEHHA CRL &%
BATIRE

4. JIF el A R AT R G B R R

5. W BRI G RCE SO, M RAEE APUTIRE

6. WIRFTEWE GDCA WA EME R E M, WH 515 —4 GDCA %4k 55
A 0l 45 B H O AT IR

In the intentional, man-made or natural disaster situation, GDCA will take the following steps to
restore security environment:

1. GDCA verification system’s password is changed by the business administrator, business
operators and system administrator.

2. According to the type of disaster, some or all certificates should be revoked or re-verified later.

3. Directory data, encryption certificate and CRL are needed for recovery if the directory is
unavailable or directory with impure suspicion.

4. Timely access to security site as far as possible to restore operation reasonably.

5.  While restore the business administrator's configuration file, it should be done by the system
administrator.

6. While restore the GDCA business operator’s configuration file, it should be done by another
GDCA security business operator or administrator.

M CA MRFAHB 0L B % . GDCA JA B H K A RS BAR /7, R 22 4 HEnE 25 1
SR ORI B R BEAT VRS, SIEATZ TR R 2R CA TEF, 452 R LU R # it

1 AT AE K T

2. RAGIEBERPREBNE B

3. i GDCA Wkl H e i A5 77 2R AN R T VEAH CA IEH A AL B AR

4. FEASHTIARFAEH, EHONIT P A RIET.
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When CA root private key has been damaged, missed, tampered or leaked, GDCA starts a major
emergency treatment process, which is assessed by GDCA Security Policy Committee and the
relevant experts to make a plan. If the CA certificate must be revoked, the following measures will
be taken:

1. Notify relying parties and state administrative department.
2. Publish certificate revocation status to repositories.

3. Publish handling notification about revoked certificates at GDCA website or by other
communication methods.

4. Generate new root private key and re-issue certificate to subscriber.

5.7.4. RMEJE BN S-S B 7 Business Continuity Capabilities After a

Disaster

GDCA TR R MG, WA N JUANI7 T B35 A8 RE ) -
1. ERATBERLIIN ] AR B S5 R 58, % AN 48 /NI
2. REWREEER;
3. BEMSTRIERE Ja MIZ BT & 2 4 2K
4. HRBHIN ARSI RS I HAE SR D70 FIHEK
GDCA shall have the following continuity capabilities after a disaster:
1. Recover business system as soon as possible, not exceeding 48 hours.
2. Recover information of customers.
3. Ensure the operation site meets the security requirements after recovered.

4. There are enough employees to operate the business and not violating segregation of duties.

b 55 e g PR 1) SE i M BT SR /E BV CPS W, JEH ZER CA/W R 2% i
(CA/Browser Forum )i it www.cabforum.org &AiH EV 85 58 5 370 B SR A — 2L

The implementation of Business Continuity shall be stated definitely in GDCA EV CPS and be
accordance with EV Guidelines Section 5 released by CA/Browser Forum at www.cabforum.org.

5.8. CA B RA KJZ&1E CA or RA Termination

M GDCA J i MLR 75 s b 45, ™ % ie (e N R LA i1
AN CEFUAEARSS B FLIPE) KA I A A TEN LR £ 11 BN IE R S5 1R 2
FRBAT A R TAE,

£ GDCA &1L, W
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T 55 R B4

L H GDCA £ 117 B ;

AT GDCA % IEAHC IS4
KM H RS %5

WES VRSN

AL BRAE R AT AL 3R

15 IEAE O IR 55 5
RS H R RS54
KM HF RS54

AbFE GDCA V455 B 53 A1 GDCA b 55 24 53 R AEALRR
- KPR BUR O RY s

12. jEF GDCA FEHLAEM:.

© © N o g & w b oE

e =
Lo

GDCA and its RA need to stop their business strictly under “electronic signature law on the People's

” oo«

Republic of China”, “electronic certification service management method” and relevant laws and

regulations.

Before termination, GDCA must:

1. Arrange the business to undertake
2. Draft GDCA termination statement
3. Notify the entities that are related to GDCA termination.
4.  Shut down subordinate LDAP
5. Certificate revocation
6. Treatment of archive file record
7. Termination of certificate authority service.
8.  Archive main LDAP
9. Shutdown main LDAP.
10. Dispose the access of GDCA business administrator and GDCA business operator.
11. Process and store sensitive documents.
12. Remove GDCA mainframe hardware
2 RA R LRSS, GDCA 2 85 H AT AR IS BBk AT Sl 55 Ak L
AN F A I

When RA terminates its services, GDCA deals with all the relevant business in accordance with the

agreements.
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6. I\NIE R GiH R %4 4#) Technical Security Controls

6.1. AN MRS %3 Key Pair Generation and Installation

6.1.1. AN AR Key Pair Generation

CA PN L ZAE 22 A IS rh, 2N al {5 N SAE [ 00 2 8 1 T HE A
VPRI RS AR i BRI AR R BB fPfl . & RS MBS FIPS140-2 Frif:
FIFHRAE - BT FIPS140-2 AR JF AR B 50 % i A8 BT A AT A SR AR e, 500
TR AT AR I FRER, A FIPS140-2 bR S 8T, fE7F 5300 i FE
SRVFA AR RIS, BRSO rMittisirl. M T % g i % 5
BRI E R EE TS E . .

CA B I A i A5 e AR B — 44 5% 1R o 0T I AR DR LA CPS LA A A
B0 BRI A O PR AR T R RAE

XFF BV SSLAT RS, 1T A X i 2 B CAE IR E .

5T BV AR AZAET, il R AT hm i EOR AR B8 AR B %, ABIA
Re S HIAN S, AR AUE DA B0EFAEH, GDCA I 22 4@ s 1 AL 55T
Fo

TEABX RLTATE A NS RV A T, 0T 2024 4F 11 A 15 HERZ JE 328 1938 3K, GDCA
25/ N SR HR A 90 B 4 i

1. %t F Debian 5% #HIKIA C(https://wiki. debian. org/SSLkeys), GDCA #F #i7E
https://github. com/cabforum/Debianweak—keys/ 151 H ) fEFh a4 28R (il 1 RSA.
ECDSA) R K FE I AT %4 W T e 5 6. 1. 5 BRI E], B RSA P KR
i 8192 ALAYEHLAL, GDCA 4E4E Debian §5% .

2. %+F ROCA Jsili], GDCA $E43i#1d https://github. com/crocs—muni/roca BRAFR TR
W 2

3. 4 T Z BRI (https://fermatattack. secvuln. info/), GDCA FH.4A]iE L
Fermat ZMf )5 9246 100 %6 A /1 59554

The key pairs of CAs are generated within the cryptographic devices approved and licensed by
OSCCA, in a physically secure environment and under the control of multiple trusted persons. The
generation, management, storage, backup and recovery of the key pair shall comply with the
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relevant regulations of FIPS140-2. Since FIPS140-2 is not a standard that approved and accepted
by OSCCA and OSCCA implement a strict management of state’s cryptographic products, GDCA
only apply part of the provisions of FIPS140-2 under the permission of OSCCA. Specifically, the
product manual of the device is for your reference. Hardware Security Module used for key
generation must be evaluated and certified by OSCCA. Subscriber’s key pair is generated by the
key generation mechanisms embedded in his/her own server or other devices.

The generation of the CA key pairs shall be video recorded or witnessed by a qualified auditor to
ensure the generation process complies with the requirements of the CPS and follow the separation
of roles principle. The procedures and operations related to key pair generation shall be recorded
and archived.

For EV SSL certificates, subscribers’ key pairs are generated and kept by the subscribers
themselves.

For EV code signing certificates, subscribers shall use the hardware equipment that meets relevant
requirements to generate key pairs, and private keys shall not be duplicated or exported, and the
activation of which must require a password. GDCA will deliver the activation passwords to the
subscribers thorugh secure channels.

The Public Key corresponds to an industry-demonstrated weak Private Key. For requests submitted
on or after November 15, 2024, at least the following precautions shall be implemented by GDCA:

1. In the case of Debian weak keys vulnerability (https://wiki.debian.org/SSLkeys), GDCA shall
reject all keys found at https://github.com/cabforum/Debianweak-keys/ for each key type (e.g. RSA,
ECDSA) and size listed in the repository. For all other keys meeting the requirements of Section
6.1.5, with the exception of RSA key sizes greater than 8192 bits, GDCA shall reject Debian weak
keys.

2. In the case of ROCA vulnerability, GDCA shall reject keys identified by the tools available at
https://github.com/crocs-muni/roca or equivalent.

3. In the case of Close Primes vulnerability (https:/fermatattack.secvuln.info/), GDCA shall reject
weak keys which can be factored within 100 rounds using Fermat’s factorization method.

6.1.2. REAEIRLIT 7 Private Key Delivery to Subscriber

AT BATA K, AT ER AP IEHL T

Since the private key is generated by subscriber, GDCA dost not deliver private key to subscriber.

6.1.3. NEFEIEAERZ R Public Key Delivery to Certificate Issuer
N T AT, BT A RA Glid PKCS#10 # IE 5% 4 18 K45 B Bl

TR, TR SR AR GDCA 5k, IXEEIRE R
BT B 2Ry, 22 BRI Z i (SSL).
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In order to obtain a digital certificate, end subscriber and RA sends certification issuance request to
GDCA electronically. The request contains public key for GDCA to issue the certificate. The request
information is encoded as PKCS#10 or other packing format with digital signature. The
transmission of these requests or file packages needs to use security protocol for protection, such
as secure sockets layer protocol (SSL).

RZAT A RA iEid PKCS#10 #% AU IEH 24 15K (5 B B e 8 B4 -6
PR 77 S A IR S 45 GDCA %5k, GDCA TE2: KL Sk P 2 28 18 3k
T 254 .

End subscriber and RA sends certification issuance request to GDCA electronically. The request
contains public key for GDCA to issue the certificate. The request information is encoded as
PKCS#10 or other packing format with digital signature.The subscriber’s signature on the request is
authenticated prior to issuing the certificate.

6.1.4. CA AR A WK /T CA Public Key Delivery to Relying Parties

GDCA M iZiBid %4 ] SEFR AR CA APMEEIH T, A48 N 4sul i Nk, T
o THI I3 AE &5 7 20
GDCA 75 £l H & kA H CA IEF.

GDCA shall use secure and reliable way to deliver CA public key to relying party, including
download from security site, face to face submission, etc.

GDCA also publishes CA certificate through server directory.

6.1.5. AR E Key Sizes

X+ EV IETS, GDCA SZRFHT RSA ZAHK E /002 2048 £i7 (AL ERER: 8 BERR),
R BCC HHKEZR /DN 256 fi.

For the EV certificates, the key size of RSA is no less than 2048 bits (evenly divisible by 8). The key
size of ECC is no less than 256 bits.

6.1.6. NASEIE RA R ERAE Public Key Parameters Generation and

Quality Checking

OIS B 25U Y T A5 A8 0 1 DR PR T A 0 ANBE AR A S 2R R 8
L INE R USB Key. IC REEABANGE, JFI0E A IX B8 i 8 i) 2 VS AR 1 o
GDCA W\ AIZ LR &M A BRI, FIEECL RS T AW SRR,

P SHUTE R, [T I [ 5% RS A R T AR R AT 00 ek AR A A
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FIHEAT, BlWhnE L. %K. USB Key. IC %%,

Public key parameters must be generated in encryption equipment and hardware medium
approved and permitted by State Cryptography Administration, such as encryption machine,
encryption card, USB Key, IC card, and follow generation norms and standards of these devices. Of
course, GDCA considers that built-in protocols, algorithms for these devices and medium have
already met sufficient level of security requirements.

Quality of public key parameters is also checked through the encryption equipment and hardware
medium approved and permitted by State Cryptography Administration, such as encryption
machine, encryption card, USB Key, IC cards.

6.1.7. FAMAHE R (FETF X509 v3 FEHHHIBZFB) Key Usage Purposes (as

per X.509 v3 Key Usage Field)

GDCA ZEK M X.509v3 IEBAE T #PIMEY R, HHAVAS RFC 5280 #rifE
(Internet X.509 Public Key Infrastructure Certificate and CRL Profile, May 2008) #H%f. il
R GDCA fEHAERAEB R E Y RN 7 &, UE-HiT 7 D i8I
M H. Z WA CP 2 7.1.2 75,

X.509v3 certificates issued by GDCA contain key usage extension, which matches RFC 5280
standard (Internet X.509 Public Key Infrastructure Certificate and CRL Profile, April 2002). If GDCA
specifies the usage in key usage extension in the issued certificate, the subscribers must use the
key according to the specified usage. See CP section 7.1.2.

6.2. MPFIFAFEEL THEES Private Key Protection and

Cryptographic Module Engineering Controls

VAN LGB B B AR R R A 20 & S BUR B ) CA RPN %42 AT 7
P2 BORAUEFIT R B Z R T iR IRV R Z % MhFR . S R &3 i
Mo

Physical, logical and process control approaches must be synthetically used to ensure the security
of CA’s private keys. Subscriber agreement will require certificate subscriber to take necessary
measures to prevent the loss, leak, changes, or unauthorized use of the private key.
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6.2.1. 2% B AR R K A AT #E %] Cryptographic Module Standards and

Controls

GDCA 254 F [ R S0 B0 T A AT o b O R F S8 i A b AE iR CAL 25 KAE
B CA FIH Al CA ZFEXT, HAEMEAE CA FA8H. CA RGN Z AT S FIPS 140-2
BTN EDR, T P PR & FIPS 140-2 55 200 FIH AR ZE R,

GDCA must use the hardware cryptographic module approved and permitted by State
Cryptography Administrator to generate the key pair of root CA, issuing CA, other CA and store
relevant private key of CA. The cryptographic module of the CA system meets the FIPS 140-2 Level
3 technical requirements, and the cryptographic modules of the subscribers conform to the FIPS
140-2 level 2 technical requirements.

6.2.2. FEHZ A (m i%& n) Private Key (n out of m) Multi-Person Control

VAEAURG 6 2508 R K F2 B il pL ok sl 2 2 nE AR 25 CA N
BRI BOR BFEHInT R “RZ 03”7 R, BUEER — CA TR BT
(RIS I 23 i AN, 0 B 2 2 B N AR o SR — AR R R (1 ik
A BRECN m, A WA L 0 ASRTRIE N G BRI il A7 7R S AR 1) CA A
He X m ANT 5, n AT 3.

CA must use technology and process control mechanisms to achieve multi-reliable personnel jointly
participate in the operation of CA encryption equipment. The “Secret Sharing “technology is
adopted, namely, the activated data required in operating the private key of CA is split into the
several parts and the parts are held by several trusted personnel. If hardware cryptography
module’s secret division amount ism, then at least the number of n of trusted personnel must be
required to activate CA private key stored in this cryptography module. It notes that m is not less
than 5, n is not less than 3.

6.2.3. FAEHILE Private Key Escrow

AEH

Not applicable.

6.2.4. FAEH &40 Private Key Backup

N T PRUENE S5 FFEET i, GDCA A2 A CA T4, DL RAEM R AL . A
P&y LU B SR AR S D B T . 76k CA RAVBAIRIE RSN AT & CP 26
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6.2.1 75 BRI A AR R ESAE o CA RAEH & 1] 31 & A B A B A ip 2455 5 CP 25 6.2.6
THIER

In order to ensure ongoing operations, GDCA must create backup of the CA private key for disaster
recovery. Such keys are stored in encrypted form in hardware cryptographic modules and
associated key storage devices Backup of the private key in encrypted form is stored in the
hardware cryptographic module, and cryptographic modules used for CA private key storage meet
the requirements of section 6.2.1 and are stored in safety box. CA private key is copied to backup
for hardware cryptographic module to meet the requirements of section 6.2.6.

6.2.5. F4EHHAY Private Key Archival

7E CA FEABIIASG , AZIS 3 /& CP 25 6.2.1 15 SR [ R 25 B RS B T R A 28 />
5. ARHARSE R G, X CA FAFARIES N A CP 55 6.2.10 T HIHE -

After the expiration of private key, GDCA must use the hardware cryptographic module specified by
CP section 6.2.1 to archive and store at least 5 years. After the expiration of archival, the
destruction of private key shall meet the provision of CP section 6.2.10.

6.2.6. REAFH. IAFEMEE Private Key Transfer Into or From a

Cryptographic Module

CA IALE], GDCA N 4% AR P VO AT & 03, BRIEZ MR SR
R APICVF . 2 CA IR &0y B 53 SRR s e B, DU i aUrE AR
R IAMEAE, JFAAEARBATE AT S 500, LB IE CA AT R R . #ioi. Bk, 4k
BB EE . ARRAUHIAE T

GDCA private key backup is run strictly in accordance with procedure and strategies specified by
GDCA, in addition, any import and export operations are not be allowed. When CA key pair is
backed up to another hardware cryptographic module, by the way of the encrypted form to transmit
between the modules, and made a authentication before the transmitting to prevent the CA private
key from being lost, stolen, modified, disclosure non-authorized, used unauthorized.

GDCA A FERELT RV AR A R o 3t 59, BN SR VR bt o X 47
AR E AR AR, RAT P IR RO B AT AR EAR G R, T T A BT
NFHHTT, BRI R BRI 1 ORI SR [ 4% i 15

GDCA does not provide the export of subscriber’s private key from hardware cryptographic module
and allow this operation. As for the private key stored in software cryptographic module, and if
subscriber is willing to bear the relevant risks, subscriber can choose the way of import and export
with access control such as password, etc.
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6.2.7. RAAAEB LR EM Private Key Storage on Cryptographic

Module

CA R GG 26 20 UL SC I AR TBCE I S0 32 83 I HE RV m] ) A 2
B, AR BT AR 25 /D FF & FIPS 140-2 = bnif 5l R1 S5 20 % 42K

M T 22480 EV AR ZUEH1T P AR B 2 /0 £5 5 FIPS 140-2 —
Wb B A S5 ) 22 47K

The private key of CA systems in encrypted form must be stored in Hardware Security Module
approved and permitted by OSCCA, and hardware cryptographic module at least meets the FIPS
140-2 level 3 standards or equivalent security levels.

The hardware cryptographic module used to store the private keys of the EV code signing
certificates at least meets the FIPS 140-2 level 2 standards or equivalent level of security.

6.2.8. HOEFVH R iE Method of Activating Private Key

CA WA TR p s B, LBl Bl 12 18 CP 26 6.2.2 it T 0%, JFH
TRAFAE 1C REEREAFE A B, A2H m ik n 1977 2 A NS EOE A ReBaE AL «

The private key of CA shall be saved in hardware cryptographic module, and its activation data shall
be spilt in accordance with Section 6.2.2, and be saved in the hardware media such as IC card. The
private key must be activated through entering the data using n out of m.

6.2.9. HREEFAEARI T2 Method of Deactivating Private Key

X CAR, AAF ORI B W, A AR &5

The private key will be deactivated when its storage device powers off.

6.2.10.  44EBFLERITTE Method of Destroying Private Key

AHAANFAE . AT ERAER, NI, s Rk, el Mk
BRI -

When private key is no longer used and do not need to be saved, it shall be destroyed so as to
avoid loss, stealing and disclosure or unauthorized usage.

CA R, fEAMMMAHRIE, R/ CA R — B & AT AR, AR
CA B ML 2B IR CA RPIEH AR ERN FEZ A EAN RS
IS T % 48 CA RPIAFTBHERET TN R, CA RV S JUE IR CA FL
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M R AU I B mRe I R AR A R 7 U B

After the termination of lifetime, GDCA need archive one or more backup of CA private key and
securely destroy other CA private key backup. The archived private key of CA shall be destroyed by
multiple Trusted Persons during its archiving period. The CA private key is stored in the hardware
encryption card, the destruction of CA private key must use the method that the CA private key is
deleted from the encryption card completely or is destroyed with encryption card initialization.

6.2.11.  FERELRKPEAL Cryptographic Module Rating

GDCA {4 F [l 52 05 F 350 T S A VE T (R B A = it 4852 FLATUR 1 5 b . L
. PSR PMIERSE&RER, S CONS 15135, 1SO 19790 B FIPS 140-2 %%
2% 3 MIHE, GDCA AIARIEF~ShPERE. TAERCR. (LR 7 i %8 257 Th 1 21
P P A B IR

GDCA uses the products approved and permitted by state cryptography department, accepts
various standards, specifications, assessment, evaluation certification and other requirements
published by state cryptography department, and follows the related specifications of CNS 15135,
ISO19790 or FIPS 140-2 level 3. GDCA selects the module according to product performance,
efficiency, suppliers’ qualifications and other aspects.

6.3. EHXNEFHK H b F W Other Aspects of Key Pair

Management
6.3.1. 2A4HH#RS Public Key Archival

WLZARS CA AR ZEAT RS, VRS LS nl A7 R et o v

GDCA must archive CA and end subscriber certificate, and archived certificate can be stored in
database.

6.3.2. ER e RSN A IR Certificate Operational Periods and

Key Pair Usage Periods

EV SSL/TLS [RSZ=RIEBAIERHAN 398 RakblA, EV RIBERIEBRIERUEA 39 AR,

The maximum validity period for EV SSL/TLS certificates shall not exceed 398 days, and the
maximum validity period for EV CodeSigning certificates shall not exceed 39 months.

EV iEH AR RS BV B+ A RO R — 2

The usage period of public key and private key of an EV cerfificate shall remain consistent with the
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validity period of the EV certificate.
FANTRER R R FIE IR R CA R, IEBRIAE, fE R IE 2 EMEL T,
FOVHAE ] SR A IR AT B . (BRSPS AR T BRI I

In addition, after the expiration of certificate, under the circumstances of ensuring security, original
key pair can be used to update the certificate. But the key pair can’t be used indefinitely.

St AN RIS, LB Fo e S UE 5T ) S KA i BABR 2 R

1. X7 RSA4096 £ CA UEFS, FHEPIRHIRAS LV I IRAZ 30 4

2. X RSA2048 fir CA EH:, HAGIN R R VrE AR 27 4F

3. XFF ECC384 it CAUEF, FHAHARN 1K v AR Z 30 4

4. XT ECC256 fir CAUEFS, JLEHIN I Em K SRV AR IRE 27 4F

5. XFF RSA3072 fif EV U2 UESS, HE XS i K ALV AR IR 2 39 4 H

6. XIT RSA2048 fii EV SSL ikg54siEts, ILEPIN A RV ERR 2 398
UN

7. XFF ECC256 fii EV SSL RS aeilE+s,  HEF XS I 1< Se Vi AR IR 2 398 R

For different certificates, the maximum usage period of the key pair can be obtained via certificate
renewal are as following:

1. For RSA 4096-bit CA certificate, the maximum usage period of the key pair is 30 years.
2. For RSA 2048-bit CA certificate, the maximum usage period of the key pair is 27 years.
3. For ECC 384-bit CA certificate, the maximum usage period of the key pair is 30 years.
4. For ECC 256-bit CA certificate, the maximum usage period of the key pair is 27 years.

5. For RSA 3072-bit EV Code Signing certificate, the maximum usage period of the key pair is 39
months.

6. For RSA 2048-bit EV SSL server certificate, the maximum usage period of the key pair is 398
days.

7. For ECC 256-bit EV SSL server certificate, the maximum usage period of the key pair is 398
days.

6.4. BUEEIE Activation Data
6.4.1. BOEEEE K2 A f 223 Activation Data Generation and Installation

CA RIS Bl b 20H% MO T3 SISl 0 B 1 B MR 2R, ™
WEREAT AR R AN
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Activation data of CA private key must be generated, distributed and used strictly according to the
requirements which are related to the segmentation of key activation data and key management.

6.4.2. BOEEHE MR Activation Data Protection

Xt CA RV IHEE S, W ATE R AR 73 FR 70 H1 A f s Eodls b AR R E A
Jr

B, HEE N QAT S IR ST BRI EOR, 2 U A 2B A 7 ) B A

il
S

¢
H

<]

Activation data of CA private key must be separated in reliable way and kept by different trusted
personnel. Administrator must meet their requirements of responsibility division. The responsibilities
of key sharing holders should be confirmed by signing related agreements.

6.4.3. BOEEHE K H AR5 T Other Aspects of Activation Data

AHNE -

Not applicable.

6.5. HENLZ4#EH Computer Security Controls

6.5.1. KA ENZE2HARZER Specific Computer Security Technical

Requirements

GDCA R4iM{E B2 EH, REEREEEHERBAMY (FELEHAR IERIL
i 2R G350 HobH 56 2 A BORNTE ) « Tolk RS BAL PR 19 € FUGE IR 545 B0,
Z8 18027001 15 & 22 A bR HERNTE LA S HABAH DG 115 B 22 Abmit, il tH A THT . 531
LA FRIE RN, (EIEE LS. FARNCR. B AR AR R il i £
Fo: BOHRBIAEE ., B8 sl PRyt N RIRSTBUE L, 2 U iRl

il 55 o

Information security management of GDCA certification system meets "Information security
technology—Specifications of cryptograph and related security technology for certificate
authentication system, "Measures for the Administration of Electronic Certification Services"
published by Ministry of Industry and Information Technology, standards of information security in
ISO 27001 and security standards of other relevant information. GDCA draws up comprehensive
and perfect security management strategies and standards, which have been implemented,
reviewed and recorded within operation. The main security technologies and control measures
include: Identification and authentication, logic access control, physical access control,
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management of personnel's responsibilities decentralization, network access control, etc.
I A ) AP B, BIIR CA BAFRIEIR U R G R % & B R S, A
S 2 BIR ARV ) .
ol RGBS HAL RGN B, B KRG S AL RGEERE . XFh5r B AL
BEL L B i 5 F10 2 FH 2 e Aok I 4 1) 7 1) o A 917 KB BEL L A AT I A1 N AR A2 7 2R 4 90
2, MREITT AR RGEMES) . RH CA RGHRESEHATN., ALETEFE. U
] REGH) AT {5 N GR] DUE I 14 Ui ] CA i FE .

Strict security controls ensures that the system of CA software and data files is secure and reliable
without unauthorized access.

Core system must be separated physically from other systems and the production system must be
separated from other system logically. This separation can prohibit network access except for
specific applications. The usage of firewall is to prevent the intrusion from the internal and external
network production system and restrict activities of access production system. Only trusted persons
in operation and management group of CA system, when necessary to access the system can
access the CA database using password.

6.5.2. BN 24Pl Computer Security Rating

GDCA fINIERSE, B | EZENEE RN % et .

GDCA certification systems pass the security review of OSCCA.

6.6. A=A AT ARFEH Life Cycle Technical Controls

6.6.1. ARG I &k #EH| System Development Controls

GDCA A et AT A R I A L S -
L SB=J7 WA &
2. ga o Hr A SE BT
[Ny, GDCA WA TFRIRMERTE, 275 1SO15408 IbnifE, AT FLRIAIIT
RAE o
Software design and development of GDCA process follows principles:
1. Verification and review of third-party;
2. The security risk analysis and reliability design.

The operation specifications of software development, which refer to 1ISO15408 standard,
implement relevant plan and development control.
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6.6.2. 4 HEEH| Security Management Controls

GDCA ANIER GG B a3, M Hs 1808 B 508 Y 18 i 1 T s AT B
BEAT A

GDCA AIE RS LA TR 2 B i, P ) 2R Sl e iod )™ % 1) I il B ik
A AT 2 AARE, ARFME ST 20 AR ST AR IR ] DRI AnIE 3% .
GDCA I XHAIE R GEEAT 5 HIRIAS 2 STk 2 At

GDCA K —Fh R G 1) E A Z R AR R RN E, AR IERBUIE L.

Information security management of GDCA certification system conforms to the relevant operation
management specification of OSCCA strictly.

GDCA authentication system has a strict control measures, and all the systems can be used
through rigorous testing and verifying. Any modifications and upgrades will be recorded for
reference and made for version control, functional test and record. GDCA also carries out regular
and irregular inspection and test for certification system.

GDCA uses the flexible management system to control, monitor system configuration and prevent
unauthorized modification.

FEEAF 2% BRI B USN , SedB AT e tE iR, R R EHAR, 25
AR 2 AR A o TN V88 RO SR I AT 22 22 0 ZBULE SE N ™ s R 22 A LA T, EAT e
IR v T

GDCA WIE RS BB T LR, JRIH & AEREAT AL BRI, 5 55 AU
IWHE A R 2 4 (15 B AFLE

Hardware devices are checked from the perspective of intrusion and security holes, etc. Encryption
devices must be examined, installed and accepted in a strict security control mechanism.

After all the hardware and software equipment of GDCA authentication system are upgraded,
GDCA must confirm the existence of information which affects the security in waste equipment.

6.6.3. A 47 B B i 22 245 ) Life Cycle Security Controls

GDCA NIE RS v B v RESAE R Tl JLrp 4 7R, R
i A S 2

Software and hardware of GDCA certification system have sustainable upgrade plan such as
arrangement of software and hardware lifetimes.
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6.7. M Z44H] Network Security Controls

GDCA AIERGUR I 2 5 KM 4 Bl 22 e i R G R RGP IF HL St 5€ 3% 1)
VRS .

N T RN 24, GDCA WIE RS LAAE 7 NRIGI . 22wt B
ERG, JFH R K NI A PR R E RS, BUR
A REHTFEARAK B T 0 2% KU

GDCA )P 2% 2 x5 £55 CA/N AR 183n (CA/Browser Forum) R A7 i) Network
and Certificate System Security Requirements (NCSSR) %K,

GDCA authentication system has multi-level firewalls and the protection of network resource
security control systems. It also has complete access control technology.

In order to ensure network security, GDCA authentication business system has been equipped with
intrusion detection, security auditing, virus protection and network management systems, and
updated to the version of above systems, as much as possible to reduce the risks from the network.

The network controls adopted by GDCA conform to the Network and Certificate System Security
Requirements (NCSSR) published by the CA/Browser Forum.

6.8. IFAIE Time-Stamping

GDCA #4554 REC 3161 5816 LK Authenticode [ BRI SS, FEH TS
A& . GDCA LSS KRG R GiR (R YiEE NTP Wil 5 1% (R 8AR 55 725

GDCA provides time stamp service that complies with RFC 3161, RFC 5816 and Authenticode,
mainly used for code signing, and the system time of GDCA's operation system synchronizes with
this time stamp service through Network Time Protocol (NTP).

7. EF IERHEHFIRAAELIET RS Certificate, CRL,

and OCSP Profiles

7.1. EPRHR Certificate Profile

GDCA FFiB4E ITU-T X.509v3 (1997): (5B HAR-FF ARG Hi%-H 3% IAEHESE
(1997 4E 6 A ) b#EFT RFC 5280: Internet X.509 A4AREAEBEHEIE B CRL 454 (2008
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F5H).

The format of GDCA certificates conforms to national standard, i.e. ITU-T X.509 V3 (1997):
Information Technology - Open Systems Interconnection - the Directory - Authentication Framework
(June 1997) recommendation by ITU-T and RFC 5280: Internet X.509 Public Key Infrastructure
Certificate and Certificate Revocation List (CRL) Profile (May 2008).

GDCA #id CSPRNG KT 0 HKER 64 AL HERF ZIEFIE T F 55 .

GDCA generates non-sequential certificate serial numbers greater than zero containing 64 bits of
output from a CSPRNG.

EV AP 2D EFEA X509 vI 38, HRHE (E BE X PR a0~ 2R ik

Certificate contains
described as follow:

at least basic X.509 v1 domain, and its specified value or limited value is

FR-EV PS5 1R AR5

i B B AR PR ]

JERA B X. 509 UEF5 A% kA, B4 V3

hllke] A5 IR ME— bR IR AT

4L 2 RE T BT F 2 4 53098 (DL CP 3 7. 1. 3 7))

2R DN R R R 4

AR H | BT E bR A TR (UTC) , bty A [F)22, 4% RFC 5280 ZER4whd

ARZERW | BT E bR A TR (UTC) , Ak A][E22, 4% RFC 5280 ZER4mhD.
A ROVR BB R A CP 45 6. 3. 2 T HLE PRI .

% DN IEH R B BRI 4, B

CA HEH DN: CN. O. C.

F12% CA iEH DN: CN. O. C.

11/ EV SSL iE+) DN: CN. O. streetAddress (1 i%). postalCode (T
%), L. S\ C. serialNumber. businessCategory- jurisdictionLocalityName
(OID :

1.3.6.1.4.1.311.60.2.1.1) . jurisdictionStateOrProvinceName

(OID:1.3.6.1.4.1.311.60.2.1.2) N jurisdictionCountryName

(OID:1.3.6.1.4.1.311.60.2.1.3)-

1T EV AREBZE44EF5 DN: CN. O, streetAddress (7% ). postalCode
QIS ADEN

jurisdictionLocalityName

L. S. C. serialNumber . businessCategory -

(OID 1.3.6.1.4.1.311.60.2.1.1) .

jurisdictionStateOrProvinceName (OID:1.3.6.1.4.1.311.60.2.1.2) .
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jurisdictionCountryName (OID:1.3.6.1.4.1.311.60.2.1.3).

N HR¥E RFC 5280 4wfd, A CP 255 7. 1. 3 IR EMEEL, HHKE 2
CP 28 6. 1. 5 4R 7€ IR,
Table - Basic domain of Certificate structure
domain Value or value limitation
Version Format version of X.509 certificate with the value is V3
Serial number Unique identifier of certificate
Signature . . N e .
) Signature algorithm for issuing certificate ( see CP section 7.1.3 )
algorithm
Issuer DN Issuer’s Distinguish Name
Start period Based on the Coordinated Universal Time (UTC), Synchronized with Beijing
i
P time, encoding follows the requirements of RFC 5280.
Based on the Coordinated Universal Time (UTC), Synchronized with Beijing
End period time, encoding follows the requirements of RFC 5280. The setting of valid
period follows the limitation of this CP Section 6.3.2 specified.
Subject DN of a certificate holder or entity may be as follows:
DN of a root CA certificate: CN, O, C.
DN of a subordinate CA certificate: CN, O, C.
DN of a subscriber EV SSL certificate: CN, O, streetAddress (Optional),
postalCode (Optional), L, S, C, SerialNumber, businessCategory,
. jurisdictionLocalityName (OID:1.3.6.1.4.1.311.60.2.1.1),
Subject DN L .
jurisdictionStateOrProvinceName (OID:1.3.6.1.4.1.311.60.2.1.2),
jurisdictionCountryName (OID:1.3.6.1.4.1.311.60.2.1.3).
DN of a subscriber EV codesigning certificate: CN, O, streetAddress
(Optional), postalCode (Optional), L, S, C, SerialNumber, businessCategory,
jurisdictionLocalityName (OID:1.3.6.1.4.1.311.60.2.1.1),
jurisdictionStateOrProvinceName (OID:1.3.6.1.4.1.311.60.2.1.2),
jurisdictionCountryName (OID:1.3.6.1.4.1.311.60.2.1.3).
Public k Using specified algorithm of CP Section 7.1.3 according to the encode of RFC
ublic ke
y 5280, key length meets specified requirements of CP Section 6.1.5.

7.1.1.

45 Version Number(s)

GDCA T 'Y EV IE B4 X509 V3 iEPEHER, ARG BEBIEIEBRAE BFE
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Mo

GDCA certificates are in line with X.509 V3 certificate format. The version information is stored in the
field of the certificate version column.

7.1.2. MEHH B Certificate Extensions

GDCA 2K H) EV iL+45, HALPY R IUESS IETF RFC 5280 #nifE, I EV 55
PL K Code Signing Baseline Requirements ffJ %K .

WEP NG e B 4 B id kA2 EV CPS o, Jf B2 CA/M i 451835 (CA/Browser
Forum) i€ www.cabforum.org &A1) BV $i& Fd Z R AH— %k,

Extensions of EV certificate issued by GDCA follow IETF RFC 5280 standard, and conform to the
requirements of the EV Guidelines and Code Signing Baseline Requirements.

Certificate policy extensions shall be stated definitely in GDCA EV CPS and be accordance with EV
Guidelines released by CA/Browser Forum atwww.cabforum.org.

7.1.3. HEH SR FRIRAF Algorithm Object Identifiers

GDCA 2R IIEPBH, 5L RIPRR T A sha256RSA Fil sha256ECDSA .

The cryptographic algorithm identifiers of certificates issued by GDCA include sha256RSA and
sha256ECDSA.

GDCA P BN ZAR RS, FF8 1SO X R RAF (OID) & HFI MG .
7.1.4. LZ IR, Name Forms

GDCA 25 & FIE T 2 FRTE % U P 545 & X.501 Distinguished Name(DN)¥%
g, KA AR M N 5% 555 CA/R 51835 (CA/Browser Forum) 1
Baseline Requirements 7.1.4 5 1 E K .

EV SSL/TLS it E@IA RN & A «.7, “-7, k7 CFk) F4F, K/aidh
AT R IZ IO . A BAE A% .

Name of certificate issued by GDCA is formatted in accordance with X.501 DN. The format and
content of the name forms of these certificates match the requirements as defined in RFC5280, and
CA/Browser Forum Baseline Requirements Section 7.1.4.

EV SSL/TLS server certificates cannot only contain metadata such as ‘.’, *-’and * ' (empty) characters
and/or any other indication that the value/field is absent, incomplete, or not applicable.
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7.1.5. Z FRBR# Name Constraints

GDCA A[#R#E RFC5280 AL ZARER AT eI,  BARRHI-F 4% CA IR+ 155 N

GDCA may use the name constraints extension per RFC 5280, in order to limit the business scope of
subordinate CA certificates.

7.1.6. T EmERT RARIRAF Certificate Policy Object Identifier

GDCA 5% EV UES AL S UE 5 SR M X SAR R AF, BARAT S LA CP 565 1.4.1.3

-

Ho

EV certificate issued by GDCA shall contain the certificate policy object identifier: Please refer to CP
section1.4.1.3 for details.

7.1.7. SR PR3 BRI Y B ¥ Usage of Policy Constraints Extension

ANEHT

Not applicable.

7.1.8. S PR B FF AR AIE X Policy Qualifiers Syntax and Semantics

ANEH

Not applicable.

7.1.9. REBIF B EmRY B A HEE X Processing Semantics for the Critical

Certificate Policies Extension

AEH

Not applicable.
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7.2. EPHBFIFE CRL Profile

GDCA EM% % CRL, ftH & h{H .
KA CP &1 CRL #74& RFC3280 #Hnif. CRL &/DES U R FEA

SN 7

The CRL determined in this CP is accordance with RFC5280. CRL contains at least basic domain and
content described in the following table:

1 BB E Y PR A

FRAS V2

MUK 2R CRL SRR, AR ) o

A= 24 H 3 CRL HY2&E K H ]

R CRL FIRZERMHEIA . AT UE 1R 24 /NEEE T
R4 S R CRL I Y B 2544 B0

R WL A 2 B s R

7

H1 160 {7 FIATUAUE S HLAG 22 BIEAT A3 S5 (1 R4 1l

EHGEPIES H S BRSSO UE T P 81 5 AR H T
Domain Value or value limitation

Version V2

Issuer Entity for issuing CRL, issuer distinguish.

This update Issuance date of CRL.

Next update

Next issuance date of CRL.CRL is updated every 24 hours.

Signature

signature algorithm used for issuing CRL.

Authority key identifier

It's composed ofa160-bithashofthe value of CA’s public key.

Revoked Certificates

List of the revoked certificates, including serial number and revocation
date of revocation certificate.

7.2.1.

Rz Version Number(s)

GDCA HAI% % X.509 V2 fAF) CRL, MAIRAS A AE CRL A A H .,
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GDCA currently issues CRL of X.509 V2 version. This version number is stored in format column of
CRL.

7.2.2. CRL 1 CRL £ H¥ B3 CRL and CRL Entry Extensions

GDCA %K f§& RFC5280 ff) CRL il CRL 4 /& il

KT, FREZW, WiZ CRL % HY RIAS KRBT RO xFT A&
SSL/TLS IE-H2E A BARRE N CA, % CRL 2% HZETXIHR CA sih 2t CAEF 1, Nin
M E 1% CRL % HY Il X T AR%& SSL/TLS IE-H2 KB CA, NnfET
DL B BA IS 1% CRL 25 HY & IT: CRLReason {HAT A unspecified (0). #7 4
AR, W GDCA 21440 reasonCode 25 HY BRI (JIfF A LIREIR). # CRL
% H /&4 %t SSL/TLS 1 i+, M CRLReason {HANH] A certificateHold (6).

#i % E 1 reasonCode # f& T, Nl CRLReason {E 420 RFC5280 LA A CP % 4.9.1
e =S FPSINE P
GDCA issues CRLs with entry extensions in accordance with RFC 5280.

With regard to reason code: If present, this CRL entry extension shall not be marked critical. For CAs
technically capable of issuing SSL/TLS certificates, if a CRL entry is for a Root CA or subordinate CA
certificate, this CRL entry extension shall be present. If a CRL entry is for a CA not technically capable
of causing issuance, this CRL entry extension may be present or omitted, subject to the following
requirements: The CRLReason indicated shall not be unspecified (0). If the reason for revocation is
unspecified, issuing CAs shall omit reasonCode entry extension, if allowed by the previous
requirements. If a CRL entry is for a SSL/TLS certificate, the CRLReason shall not be certificateHold

(6).

If a reasonCode CRL entry extension is present, the CRLReason shall indicate the most appropriate
reason for revocation of the certificate based on RFC 5280 and section 4.9.1 of this CP.

7.3. OCSP #iiif OCSP Profile

GDCA AN P AL OCSP (FEZE RS E M ARS ), OCSP £ CRL ) %A TR,
DA UES P A i BRI S S B .

As an effective supplement of CRL, OCSP provided by GDCA is used to check the information of
certificate status for subscriber online.

7.3.1. F4s5 Version Number(s)

RFC6960 & 3 ] OCSP kA,
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The field conforms to OCSP defined in RFC 6960.

7.3.2. OCSP #" &I OCSP Extensions

ANEH . XFT SSL/TLS #E+5, OCSP i) singleExtension A H[ £ 7 CRL 2% H )
reasonCode ¥ R T,

Not applicable. The singleExtension of an OCSP response cannot contain the reasonCode CRL entry
extension for SSL/TLS certificates.

8. INVEHLA B 3+ A H AR ¥E {5 Compliance Audit and Other

Assessments

8.1. ITHMEHIBE ELIE T Frequency or Circumstances of Assessment

GDCA JIBpFEX sl HHEH, frEmm. BUEPUTEH AT — IR
AR E SEBR AAE G DR I S TS FbRiE . BEOR—B JFARYE o B g ReRBUTa): B
WHESBEAT — SO H T AE E VR, IR s 2 > 3% 8 &K EV SSL RS54k
HEV RIS ZUEB AT AL, CAORUEUE PSR SS I P St . 22 s PEAT A 4% 1

B 7 A AL AL, GDCA SEHE ML H vH W E 55 P, %M WebTrust X
CA RN EAT S B T APl

1. AR4E (P ANRITAEB 7S CEFMERSEEME) HER, G4
— R EE PP AR 2

2. GDCA MR E K EEHIIMER . FZAHRIAER A CP HIHE SE iz & 1
55, RN ERTEAE AN T RE, R 2D HIPAT IO EBI TR H R, B GDCA
W ESE (RAL ZEAZ) FIVEEH .

3. GDCA HEiEMAL s iS55 AT, %08 WebTrust X CA BIFHIFRIN, 451
17— IRAMER B TH APl

4. GDCA FHEHAT — RIS PEAE A, R0 NS SMERII U, VRS B S K
AT B S s AR, TR URAE H AR RON SR . BOR L RS USH AT R
JREXF RS, R RS Ay, B S AR RRIA A5 e TR . AT 2 AT R
GDCA shall audit physical controls, key management, operation controls and authentication once a

year in order to confirm the actual circumstance and take actions according to the audit result.
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Furthermore, GDCA shall make consistency audits and operation assessments quarterly, and GDCA
shall extract at least 3% of the EV SSL certificates and EV code signing certificates respectively for
assessment to ensure the reliability, security and controllability of certification services.

In addition to internal audits and assessments, GDCA also engages external audit firms to perform
assessments and evaluations according to the CA requirements of WebTrust on CA.

1. GDCA isassessed andinspected once ayear in accordance with the "Electronic Signature Law
of the People's Republic of China", "Measures for the Administration of Electronic Certification
Services" and other requirements by administrative authorities.

2. GDCA conducts operations and services according to the requirements of state’s authorities, the
specifications of state’s relevant standards and this CPS. GDCA shall conduct internal
assessment and audit to other entities (including RA or LRA, etc.) in GDCA at least once a year.

3. GDCA engages external audit firms to conduct assessments and evaluations once a year to be
compliant with WebTrust for CA.

4. GDCA performs a risk assessment once a year to identify internal and external threats, and to
evaluate the possibility of occurrence and potential damages, and to assess if the current
strategies, technologies, systems and relevant measures are able to mitigate these risks. Based
on the risk assessment, GDCA develops, implements, and maintains a security plan consisting
of security procedures, measures, and products.

8.2. TREEW B 3/%# 1dentity/Qualifications of Assessor

GDCA MINERH T, H GDCA %4 5IEZ A 2x 7 5T LS FE 1 T v oH PP Al /N,
H PP N AT BT T A

GDCA FEE RN T, B iZ A LU B 58 -

1 DARAVERTH. APV R PRSI, 1R A= AT %

2. THOTENGERLAERR. BEMSZETR, PKI HAR, bR fIEE(E

3. ASKERFIBATIERM T B AR TH

4. HLAPUSTH RS

Cross department audit assessment group organized by GDCA Security Policy Committee performs
internal audit of GDCA.

External auditors which GDCA hires shall have the following qualifications:
1. Must be an authority which has been licensed and has a good reputation.

2. Understand computer information security system, communication network security
requirements, PKI technology, and related standards and operations.

3. Have the expertise and tools to check the system operation and functionality.

4. Be independent.
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8.3.

8.4.

1.

2.

TR E S8R E Z IR &R Assessor’s Relationship to

Assessed Entity

GDCA # i1 i1 SANIRI R GUE B L M558 B 5L b 55454 1 LAR b LA

SRS (13 B M ) B TS 55 57 B SR BLGYR GDCA. 2
FIRBOLIR R, WA RIS R, s REfERE X R Y
WA A R, PR BIUBAL. AT, HASIERT GDCA BT VRS

Segregation of duties is required between the GDCA auditors, and the GDCA system

administrators, business administrators, and business operators.

The external evaluators (information industry department, independent audit firms and other

authorities) and GDCA are independent from each other. There are no business interactions,

financial transactions, or any other interests that could affect the objectivity of the assessment

between the above two. Assessors shall evaluate GDCA in an independent, fair and unbiased
attitude.

P B R 2 Topics Covered by Assessment

GDCA e 1 P AL FE:
1.

o s N

24 SRS e 75 49 3 78 70 (1 S

B8 TARTREE NG AL 545 2 ™ e <5

FET AL CPL ST AN 2 4 BERIT R 55 5
BRI &, xR, AR,

T AFAE HA AT REAF LK) 2 A XU

B =05 LTI EE 4% B 8 WebTrust For CA FRE A E R, %7 GDCA #4757
it

GDCA’s internal audit includes:

Whether the security strategy is fully implemented

Whether operation procedures and processes strictly followed

Whether strictly following the CP, business specifications and security requirements when

conducting authentication services

Whether all kinds of logs and records are preserved and if there is any question

If there’s any other potential security risks
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Third-party audit firms perform assessments and evaluations on GDCA to be compliant with CA
requirements of WebTrust.

85 XHBEEAREFRBB TSN Actions Taken as a Result of

Deficiency

%F GDCA PR H 45 b F LA, i VA8 AN 7 T M R A 3 LR
3 7N 25 B PS8 R L o SRS 5 OB R IR 1 A o
VA N R L 6 B A M SR

5 F GDCA $ERUEALK I 45 8, UK IE/E i 75 R A CP % GDCA #
AL 2 TG HIATH, GDCA 44T LAILE, A BUSt & JESr B 1 seAT g, R
FR4 GDCA BOBER it (70l 25 ek, NS0 AT R4 7 B OPE LMD, GDCA 4% 11
LR L T 254 XL

=R S TR U, GDCA HIRE TIRIR S AT 8k, HH fK
AL

Audit assessment group monitors responsible departments for improvements and complete status of
issues that were mentioned in audit reports. After improvement of audit results have completed,
various functional departments should submit summary of improvement to audit assessment group.

For authorized RA mentioned in GDCA's audit report, if they are violating the CP and other business
standards defined by GDCA, GDCA will stop the above behaviors immediately and ask them to make
changes in accordance with the requirements of GDCA.GDCA will terminate relevant authorization of
electronic certification services of RA if the above behaviors are seriously violated.

If assessments of a third-party auditor firm are completed, GDCA will rectify in accordance with the
audit reports. GDCA will be evaluated again after the rectification.

8.6. VTHMLE4 R BIMEESE kA Communications of Results

GDCA [ P4 #8145 R L[ A AU 2% BRRE 1T AR B TH8 S RO E R BLA i3k 47 1 5K
AR, RATREIE AT A EE R, GDCA AU N [T @ i .

=07 MRS PP e e, TSR, R iE www.gdea.com.cen [k
BEAT A o ARAR S5 =T [T A SIEAAE PPl 5 R B SRR (5 I, 06 203 58 B 1 )
GDCA Rl ENH) H HIAT5 3, HHETS GDCA B, IS A AUE ERSh: GDCA fk
B AEIX T T VR AL

Audit results are formally informed to relevant departments of GDCA and related RA. GDCA will notify
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the subscribers of any potential security risks timely.

If the assessment from a third-party auditor firm is completed, the audit results will be published at
GDCA website (www.gdca.com.cn). Third-party should communicate its purposes and methods to
GDCA in advance before notifying the evaluation entity on the assessment results or similar
information, except otherwise defined by law; GDCA reserves the legal rights in this part.

8.7. HiHfh Self-Audits

I, 8.1 &,

See section 8.1.

9. ERERFAMH AR %2 Other Business and Legal Matters

9.1. %%FH Fees

GDCA AIARSESR AL 1 L IAUEAR S5 A LR FEAS T P e 2 A, BARUR B A HEAR
FEATIE T SRS DL E , GDCA A3HE B 3 s B pn e, 7 KW 3 e

GDCA can charge the certificate subscriber of this institution for the electronic authentication service.
The specific charge standards must be executed according to the market. GDCA can’t increase the
fees of charge and enlarge the range of charge by itself.

9.1.1. UE P 373 A Certificate Issuance or Renewal Fees

GDCA XHEBHEF MR, A GDCA HMul www.gdca.com.cn |, fit
&

R GDCA 2558 P h fa IR A& AT GDCA A AT A —2, PR BCH
1% i
The fees of GDCA adding and renewing certificates are published in the website www.gdca.com for

user to query.

If the price specified in GDCA agreement is different from the one published, the agreement price
prevails.

9.1.2. IF 22 A Certificate Access Fees

PR &R, ARG GDCA AWHPAEM B BRAER S IR R R, 2
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GDCA S AT#AM 2R, GDCA 5 7 B s SCHUS i SCHR ) 2 A
WHAE &AW R S ECEA T A1, GDCA ¥4 I 7E MG www.gdca.com.cn
ETRAAA.

Currently, GDCA doesn't charge for inquiry during the certificate validation period. Unless the
subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with the
subscriber for appropriate charges.

If certificate inquiry charging policy has any changes, GDCA will promptly post the changes at its
website (www.gdca.com.cn).

9.1.3. BHEARESE BB T Revocation or Status Information Access

Fees

X HEE AR ASE B AW, HAT GDCA ANBUDUET 2R . BRIEH 52 ek &
K, T2 GDCA XATHAMAIZH, GDCA #5H 7 i Sc IO iZ SO ) 2 H

SRR AR S AE B AW I R BUR A AT AR 4L, GDCA K 23 eI 178 9 i
www.gdca.com.cn T LA .

GDCA currently does not charge any fees for the certificate revocation and status inquiry. Unless the
subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with the
subscriber for appropriate charges.

If revocation and status information inquiry charging policy has any changes, GDCA will promptly post

the changes at its website (www.gdca.com.cn).

9.1.4. H A AR 553k B Fees for Other Services

1. WA H GDCA ZEHARF ) CP BHAMAH G ML SO, GDCA 75 2
HC D] S 7 A e IS 28 D A B T A 9

2. GDCA # [ H P R I B AAE N B AR OGRS, GDCA fE 51 P 8 HoAth sk
PRZE B I P TN A o

3. HAth GDCA HEEH PR RS T, GDCA #4242 Jebt A, LR
i

1. If subscriber requests paper version of CP or other related documents from GDCA, GDCA will
charge postage and processing fees.

2. GDCA provides certificate storage media and related services to subscribers. GDCA declares
the prices of above items in the agreements signed with subscribers or other entities.
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3. Other services fees that GDCA may or will charge will be published timely for referencing.

9.1.5. IBEK MG Refund Policy

GDCA ST P YCHU e, B 7 0 15 B R0 3% FH R D 4 o B b ml DB 41
GDCA AR R AT 2

FE S HE P AR A B AL L FE s, GDCA 157 ™ i IR RE A S ms .
GDCA i T A CP FrileE Mot e H oK X5, I ATLLE R GDCA #lsiiE it
B3R, 7£ GDCA #8711 IEPJE, GDCA #5arRIEIT F oA HFZAE B T S A 1 2%
FABURIE LT

TR TR WS AN FRAITT A3 B e R
SERGRFE, 1T MRS FXIES, GDCA B 7t Huk 5t/

GDCA does not refund any fees to subscribers except fees charged for certificate application and
renewal because of specific reasons.

In the process of the certificate operation and the certificate issuance, GDCA complies with strict
operating procedures and policies. If GDCA violates its defined responsibilities under this CP or other
material obligations, subscribers can request GDCA to revoke certificates and refund. After GDCA
revokes subscriber’s certificates, GDCA will immediately refund the full amount that subscribers have
paid for the certificate application.

This refund policy does not limit users from obtaining other compensation.

After refund completion, if a subscriber continues to use the certificate, GDCA shall investigate his/her
legal liabilities.

9.2. %3 4E Financial Responsibility
9.2.1. PREEYERE Insurance Coverage

DRESVE R 2 A% CP 26 9.9 719 P T LE MO £

Insurance Coverage mainly focuses on compensation specified in CP Section 9.9.

9.2.2. H AR 7= other Assets

ANEHT

Not applicable.
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9.2.3. X B & seAk AR K B FH AR YE ] Insurance or Warranty Coverage for

End-Entities

EFT 7 — B4 GDCA fIES:, B0 M Pl 58 SO IE T I 55 19332, I8 4t
BIREIZIT T L4227 A CP R TR AHH LR A RIE AL R

The acceptance of the certificate or its services specified by the agreement by the subscriber means
that subscriber has accepted the specification and constraint of insurance and warranty coverage in
this CP.

9.3. W55 BRE Confidentiality of Business Information
9.3.1. 12515 EYEE Scope of Confidential Information

£ GDCA M- FIMIERR S5, BUNME BN IR (E B -

1. GDCA il " 7254 Mo

2. HIHCFAHE: AMHE, REEHE AMHENEE, X8EEH GDCA
MNREE R, RARAEH T RN SR LTS . BRZEER, A0TE
) SN R AR

3. HAtlth GDCA M1 RA fRAFHIN A ARG BN IRE, BRIEHRZHR, A

2t

o

In the electronic certification service provided by GDCA, the following information is treated as
confidential information:

1. GDCA subscriber’s digital signature and decryption key

2. Auditrecordsincluding local logs, serverlogs, archive logs information, which is treated by GDCA
as confidential information. These records can only be accessed by security auditors and
business administrators. Unless for law requirements, this information cannot be released
outside of the company

3. Otherindividual and company information preserved by GDCA and RA and should be treated as
confidential. Unless for law requirements, this information cannot be released to the public

9.3.2. AETHRZRSE Information Not Within the Scope of Confidential

Information

1. H GDCA KATHIES . iEPAHAH;
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2. EHHHAT R

3. UEPBRUEHIIR;

4. UEPSES (CP). HFAUEMESS RN (CPS).
1. Certificate issued by GDCA and its public key.
2. Information of subscriber in the certificate.
3. CRL

4. CPandCPS

9.3.3. % 3 £ % 5 B M) 3T £ Responsibility to Protect Confidential

Information

GDCA. EMHLE. 1T LR SVAEL SRS 5775, #A L551%EA CP 1
FUE, ZRAEAH R ORI R B 5 B DU, AU A BRI R T BOMVE BRE e 0 AT
(ZS/AR

GDCA, RA, subscribers, relevant entities and parties involved in certification business, have the
obligations to assume appropriate responsibility of keeping confidential information in accordance
with this CP, and must protect it through effective technical means and management process.

AOREAE BRI PTA & T IHEARE, ZR GDCA A JTFalk g b il A i R (5 2
IKf, GDCA Rripi e FLBR; [FIRF, GDCA Hf ZERZ RS S I A & XX Rl 24T
FEEAL PLRIRH B B AT B I (R A R Bk DR 5 B AT i AT
fa H A7 B 2% (55, GDCA AN ZKFEATAT 5 A 5 0 B - A T DR 345 JS T I B Y
WK PR (S BRI FTAT 5 RURHE 5 IR S el i T 20T PR3 2 SR M P A W2 5 AE

As confidential-information holder requires GDCA to publish or reveal all his/her/its own confidential
information due to some causes, GDCA shall satisfy his/her/its requirements; Also, GDCA shall
require the holder’'s documentary application and authorization to express his/her/its own will of
publishing or revealing.
If any other obligation of compensation is involved in the act of revealing confidential information of
the user by GDCA, GDCA will not assume any responsibility for damage concerning it or caused b
y the act of publishing the user's confidential information. The confidential-information holder shall
assume compensatory responsibilities related with it or caused by the opening of confidential
information.

2 GDCA FEARAIEAE M VAR LA A AU TEE SR P I ER T,
WAHRHEA CP hHLE IR E (S BT, GDCA RFZHEIEAE . V2R DL Ak B H ke ) ZEKR,
[FHIEIR T AAAR SRR R S 2, GDCA AUKIEAEM 53 4E . XA SRR i & T
TR R ESRAN 55
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When facing any requirements of laws and regulations or any demands for undergoing legal process
of court and other agencies, GDCA must provide confidential information in this CP, and could publish
the relevant confidential information to law-enforcing department according to requirements of laws,
regulations, legal doctrines or court judgments. Under this circumstance, GDCA shall not assume any
responsibility. The reveal shall not be regarded as a breach of confidential requirement and
obligations.

9.4. MABRFRE Privacy of Personal Information

9.4.1. BRAARZE 1R Privacy Plan

GDCA Nl € B AL PR T RIXHT 7 B N A5 B ORS

GDCA should establish the Non-disclosure plan to protect the privacy information of subscriber.

9.4.2. e R BaFL A E 42 B Information Treated as Private

B TIEH SRR RE B U SAEARESE B AN, 1T SR AR AT SR L
NEEAAEEE . AE AL B 15 B AL HE:

L TR ROEE SIS e S5, AL ACAD;

2. ATPHIERAR L

3. ML,

4. ATPHIRITIKS .

Except for the information already included in the subscriber certificates and the certificate status i
nformation, other basic information provided by the subscribers is deemed private. Information
treated as private includes:

1. Subscriber’s valid documents number such as ID number, organization code
2. Subscriber's telephone number
3. Subscriber’s mailing address and living address

4. Subscriber's bank account number

9.4.3. AN NERE{E B Information Not Deemed Private

WP RARREPNAREREE, ULZIEPRPRESE, =W LA, Ak
AE R

All information in a subscriber certificate and the status information of the certificate, etc. is deemed
not private, and shall not be regarded as privacy information.
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9.4.4. PRI B3 FA R BT 4E Responsibility to Protect Private Information

GDCA. JEMA G Z 38 55404 CP 45 9.4.2 FdHLE 3T 7 FafufE B 5 /F
5%,

GDCA has the responsibility and obligation for proper custody and protection of the certificate
applicant personal privacy described in section 9.4.2.

9.4.5. FHBAEERNS S5 RZE Notice and Consent to Use Private

Information

GDCA fEHANUEN 555 B WAL A Bk B AT P 52, R0 S0l &
BAAR ST 0 H 1. EEATX A B, TR S K BIFEA, GDCA #i A & AT
PSS, BEREERT .

Any subscriberinformation GDCA obtaining within the scope of certification business can only be used
for identifying, managing and serving subscribers. When using the information, no matter the privacy
is involved or not, GDCA has no obligations to notify subscribers, and no need to obtain subscriber’s
consent.

GDCA FEARATIE A B VAR AR A BT B EERE P I ER R , s (5
FIT AT 3 P AL R O T TRV RF 22 X Sl R P S BN, BT S R 7 1 55, JFHA
AT P IR

Under any requirements of laws and regulations, and demands for undergoing the legal process of
other agencies, or under the circumstance where private information holder submits the written
authorization to certain object for publishing the information, GDCA has no obligations to notify
subscriber, and to obtain the consent from the subscriber.

GDCA. JEMHUG LR 724537 7 BEALE B T X007 205€ B I LUK H Y, ST
TR P IR P R AL, 10 HLIZ A 5] S A ASCEE AT U 145 2 (e 3L
(DR

If GDCA and registration authority shall apply user’s private information to other purposes beyond the
functions agreed between two sides, CA and RA shall notify subscriber to obtain his/her/its agreement
and authorization, and the agreement and authorization shall be in the form which can be archived
(such as fax and business letters etc.).
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9.4.6. RERBATEBREF /E B8 Disclosure Pursuant to Judicial or

Administrative Process

HI T  EERBUAT BT I /& 22, GDCA RIT 7 MRS B ittt f ok
PWIELI ATEIATHLRR SR vF . 4

1. BUMREBSERIE I B ARG Tl AR P t i

2. KB VL R A BT AL BRI FIAIE P 7 AR I A 3 I S i R B Y F S

3. RAGIERNEERBU MR I R .

Due to the need of legal execution as well as administrative execution permitted by legal authorization,
GDCA shall provide subscriber’s private information to relevant law enforcement agency and
administrative enforcement authorities. The above behaviors are permitted. It includes:

1. Submit the application following the legal process required by relevant agencies pursuant to the
provisions of laws and regulations.

2. The formal application by court and other agencies when dealing with the dispute of using
certificate.

3. The formal application by arbitration agency with legal jurisdiction.

9.4.7. Hihfz B3 EFIE Other Information Disclosure Circumstances

GNARAT T ESR GDCA R HERERAT E %  SCHR AR 55 W BERHIRAF I, GDCA U 75 24T
VTP IR AR FEAR AN R S5 A5 S SR 45 20 = F iR A A 7]

If certificate subscriber requires GDCA to provide some particular customer support services such as
mailing materials, GDCA needs to send the subscriber’s name, mailing address and other related
information to a third-party such as mailing company.

9.5. HHRFEAL Intellectual Property Rights

1. GDCA A HARHEXHE T L& GDCA &4 T F A i 4B AR P2 AL

2. GDCA XA RGN BA AR LA F 87 AL

3. GDCA M A —YE B398 GDCA M7=, K% GDCA 5 fuir, fitbA
BRI AT A

4. GDCA KATHIEF R CRL ¥J 452 GDCA 2L,

5. XAz EE BLHIE AN GDCA 7

6. FIREIRHFH GDCA b S B A4 (BUREIFR DND BLAZIg ik
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SRR IIE, 508 GDCA Ml 7=.

1. GDCA-reserves and remains full intellectual property rights for all the certificates and software
offered by GDCA.

2.  GDCA holds ownership, the right of name, the right to share the benefits for certificate system
software

3. All the information published at GDCA website is GDCA property. Without written permission of
GDCA, others cannot repost them for commercial activities.

4. Certificates and CRLs issued by GDCA are both the properties controlled by GDCA.
5. External operation management strategy and specification are GDCA property.

6. The distinguished name (hereinafter referred to as DN) used to express the GDCA domain entity
in the directory and the certificate issued to the terminal in the domain entity are the properties
of GDCA.

9.6. B&EIR5ELR Representations and Warranties
9.6.1. CA HIfrid 5% CA Representations and Warranties

GDCA 25Ut i T~ fH LR -

1. 2RI P IEBRE A CP T SER 2K

2. PRIEHAPIE B % A HITEBOREY GDCA BT RIPAT [ 22 A ML 7F & B 5 A
KRB IIHE ;

3. B CPIMLE, MU E1S:

4. B AEF T P IERAR AT O A, SRR AR BT BRI T RE S A R A AT S
HAF

5. IUEHIEE M AITEIE D B L N R (8, MEam s, ke
T AR A A FERCEAE AN L B0 Hr R348 4 5 P A B A AL

6. SOUFFIEE AL TIPSR LA B H ARG TR DR BE B
E13;

7. BRAEEAS RO AL A S B AR

8. HR¥E CPS 3.2 FYZRIGIE HiH N K H 17

9. # GDCA S5iT oKL, W GDCA 51T Pt &iEA 2 Hal AT 1T P s
Jis 2T P& CA/NI T 23815 R A Y Baseline Requirements Z523R; #5
GDCA i P N[R—SEAREA G, R AR Sl T A 463
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10. B FrAE AR HIHAE-BR A ECRESEE CHREERHEED @A L4 4 R A%
(24x7) ATFHIE B
GDCA must make the following warranties:

1. Certificates issued to subscribers by GDCA must be in line with all substantive requirements of
this CP;

2. Ensuresthatits private key shall be stored and protected securely, and GDCA shall establish and
implement security mechanism pursuant to the terms of national relevant policies;

3. Revokes certificate timely in accordance with this CP;

4. Informs subscribers any known events, which will fundamentally affect the validity and reliability
of the certificate;

5. Verifies that the applicant either had the right to use, or had control of, the Domain Name(s) listed
in the certificate’s subject field and subjectAltName extension (or, only in the case of Domain
Names, was delegated such right or control by someone who had such right to use or control);

6. Verifies that the applicant authorized the issuance of the certificate and that the applicant
representative is authorized to request the certificate on behalf of the applicant;

7. Verifies the accuracy of all of the information contained in the certificate;
8. Verifies the identity of the applicant according to section 3.2 of this CPS;

9. Subscriber agreement: That, if GDCA and subscribers are not affiliated, the subscriber and
GDCA are parties to a legally valid and enforceable subscriber agreement that satisfies the
Baseline Requirements and other requirements published by the CA/Browser Forum, or, if
GDCA and subscribers are the same entity or are affiliated, the applicant representative
acknowledged the terms of use;

10. Maintains a 24 x 7 publicly-accessible repository with current information regarding the status
(valid or revoked) of all unexpired certificates.

GDCA A8 75 o 20Ut fn T FH AR -

1. UEPFHE B AR L T SRR

2. GDCA FE4n# A CP & CPS HIHMLUE &KL

3. 1E GDCA {5 BEPEAMRHET CA% KL 7T, JF BT E&4uEA Cp

IRLE #5521 iZIEH .

GDCA must make the following warranties to relying party:
1. GDCA guarantees that the information contained in the certificate has been properly validated;
2. GDCAIs in full compliance with the provisions of the CP and relevant CPS to issue certificate;

3. Certificates published in GDCA repositories should have be issued to subscribers and accepted
by subscribers in accordance with the provisions of the CP.
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ROOT CA Fl CA FIFRIEF TTAE N 2 BHAf1C R E EV CPS 1, H 43 Z A CA/M

2

s is (CA/Browser Forum) iHid www.cabforum.org KAAMH EV 8/ 18 Al 7.1 ¥
I3 H B SR A — 2
The guarantee and liability of ROOT CA and CA shall be stated definitely in GDCAEV CPS and be in

accordance with EV Guidelines Section 18 and 7.1 released by CA/Browser Forum at

www.cabforum.org.

9.6.2. RA HIBRR 548 RA Representations and Warranties

1L R a2 T S A CP I A LI 2R

2. {E GDCA LRGN, AP MR # : R T0-F BOE S T 5 B S5 IE
HEMEEAE

3. TEMAHLKRHZA CP BIALE, A i) GDCA $#RAZUEFHITE . M. SRS s
HIi o

1. The registration process provided for subscribers is compliant with all the substantive
requirements of GDCA's CP;

2. When generating certificates, GDCA does not allow the inconsistencies between certificate
information and certificate applicant information due to mistakes of registration authority;

3. Registration authority will submit the applications of revocation, update and other services to
GDCA in time according to the provisions of CP.

9.6.3. 1T P W BRiR 5$8 4% Subscriber Representations and Warranties

WP —H3%5% GDCA 2R MET, SN GDCA. ML KA 7 1E Hi LA
A

1. TEUEBRAE SO N T 8744

2. U PAE B UL UGS A5 SR B SRR, SRR
TEATHRAL AR . il 5505 B VR DA T s

3. WIRAATERBELN, AT P AREARE S ERTE. WA THUEHARTA
FITAE ATAT AN SR 530, 38501 GDCA SR ABUIUE 15 AR 55 LA

4. ST FHEFATE AFMN R RVH BT T IR S, #ORIT S EH CS4,
FAAEHATEALN, AERRARGER GEBEAEY. B8, EBRFREN
VAR B ) M

5. BRAEZAT FORURAEN U ) PR BRUE , 3T SREA B R UENI (8%
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(CRIR PRIV AN

6. —L&ESZUER, RIFIRIT PRI A CP A kMR, IR
BeSZARRLITT P

7. —HESZAER, PR S W S MR OREE ALV A, (AT
BIRSG, RECEHEF TR R R, MR sy R 4%
UL ;

8. AFEAEfIRE GDCA A A SUE . BF . FH5E, BIREART
SR« R A8 CSORRIE 5 IR 55 (10 38 A A ek 252«

9. UFBLEAR CP FHUEMAVEE N EH, FIRESH T2 A s b &
PERIAE R H s

10. SREUZ A AEIHE MR IEIE AV I8 . k& A B el S i

11. X EV SSLAEH:, 1A ST L35 ORAIE R AEUE S 1 51 H ) 32 /U 44 %5 L)
JIR 5% 245 v EHIE

12. Xf T EV ARRBAE 2RSS, 1T AR A T SIS IRE I SRR
%4,

Once subscribers accept a certificate issued by GDCA, the subscriber is considered to make the

following commitments to GDCA, registration authority and related parties who trust the certificate:

1.

2.

The subscriber uses digital signatures if the certificate is valid;

All information that subscriber provides to registration authority during certificate application
process must be true, complete and accurate. The subscriber is willing to take legal responsibility
for any false or forged information;

If there is an agent, then both the subscriber and agent take jointly responsibility. The subscriber
is responsible for notifying GDCA and its authorized certification services agencies any false
statements and omissions made by the agent;

Each signature is generated using the private key corresponding to certificate by subscribers
themselves. The certificates shall be valid at the moment of signing, i.e. certificate is not revoked
or expired;

Subscribers ensure that they don't engage in business performed by the issuing agency (or
similar institutions) unless they sign written agreements with the issuing agency on such matters;

Once the certificate is accepted, subscribers are considered as knowing and accepting all the
terms and conditions in the CP as well as corresponding subscriber agreements;

Once the certificate is accepted, the subscriber should assume the following responsibilities:
always maintain control of their private keys; use trustworthy systems; and take reasonable
precautions to prevent the loss, disclosure, alteration, or unauthorized usage of the private keys;
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8.

10.

11.

12.

Prohibited for rejecting any statements, changes, updates and upgrades published by GDCA,
including but not limited to modification of strategies and standards as well as additions and
deletions of certificate services;

The subscriber only uses certificate for the authorized or other lawful purpose within the range
specified by this CP;

The subscriber use secure and reasonable measures to prevent the private key from loss,
disclosure, alteration and other events;

For the EV SSL certificates, the subscribers undertake an obligation and warranty to install the
certificates only on servers that are accessible at the subjectAltName(s) listed in the certificates;

The subscriber must not use the EV code signing certificates for signing suspicious codes and
other illegal or malicious software.

9.6.4. T IRIR 53R Relying Party Representations and Warranties

WESFAS CP A BLE 5

FEARASAIEAS T, B IAE S £E 0 [ 70 B AT A 1 5

FEARBUE AT,  XHE A EERE AT RALE

FEMRBE T AT, 8L A CRL 8 OCSP #i A IETS 2 i ;

— Bl T 2 e A RS T A PR A SR AR IR R R T 45
GDCA iR R R AT AME,  IF HARHH PR G B B 5 s N R4 2k

6. MNMFELALFRE GDCA ARl B8 o, JHEE, BiEART
SR RV AL CSORTALE F5 A 55 8 R =5

o c w bpoE

Abide by all provisions of this CP.
Ensure that the certificate is used in prescribed scope and duration;
Verify certificate’s trust chain before trust the certificate;

Before trust a certificate, verify whether the certificate is revoked or not through querying CRL or
OCSP;

The relying party is willing to compensate GDCA for the losses and accept liabilities for any loss
of self or others, due to negligence or other reasons violating the terms of a reasonable
inspection;

Prohibited for rejecting any statements, changes, updates and upgrades published by GDCA,
including but not limited to modification of strategies and standards as well as additions and
deletions of certificate services.
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9.6.5. Hih2 5K kE S5 Representations and Warranties of Other

Participants

HSFAS CP T LE -

Abide by all provisions of this CP.

9.7. IH{RH 3 Disclaimers of Warranties

BRA CP9.6.1 HIAHAA&M 7, GDCA AN HARAE AT 2 CRAUE R L5

L ARIEERIT . KRBT HAh S 58 1BRR N2

2. AT OAUETE B A AR T R A ORAE

3. AXHUERLER HE H LA R A AT 5T

4. XEHTARH, Wikg BRI H G B IR S T W B LI i & R R
AR TAES

5. WERA CP9.6.3 /KN, BRI Hi A CP9.6.4 ZA&ERT, 15LLGER
GDCA Z 5t/

Except for the commitments declared in CP Section 9.6.1, GDCA does not assume any other forms

of guarantee and obligation:

1. Do not guarantee the statements of certificate subscribers, relying party and other;
2. Do not guarantee any software used in electronic certification activities;

3. Do not assume any liability when certificate is used beyond the prescribed purposes;

4. Do not assume any responsibility for service interruption and customer losses caused by force
majeure, such as war, natural disasters, etc;

5. When subscriber violates the commitments defined in CP Section 9.6.3, or relying party violates
the commitments defined in CP Section 9.6.4, GDCA can exempt from liability.

9.8. APFRITE Limitations of Liability

WEFIT P &G GDCA FEHET T UE RS N F R FIESE 2Bk, GDCA
HRIEA CP9.9.1 € A IR TTAE

The certificate subscriber and the relying party specialized in civil activities suffered losses due to
electronic certification service provided by GDCA, GDCA only assume limited liability amount
stipulated in CP section 9.9.1.
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9.9. A% Indemnities

9.9.1. INENLE FIRERZ T 4E Indemnification by GDCA

U GDCA iz T4 CP % 9.6.1 i HIMRIE, 1177, WRMUT 55 SE44 AT HiiE GDCA 7K
PR DT (R B E R 3BRoh), AR R G

1. GDCA ¥HEBHRINZE R SN =07, FEOT P BRI T 18 251K 1

2. TRV HRAAE RE B RHER . JRSLAE LN, GDCA 8K B H B 1 5 R (5
B ST KT T 2 R R

3. 7 GDCA WIHIT J $2 55 BB B RMEAE EAR Ve 4 A5 00, (BTSSR 1003 7 25K IE
o, FEHMOTEZ AR

4. 1T GDCA HJJE S CA FAPI it & ;

5. GDCA AKfg KBHETIET, SEURIG T EZ KM .

If GDCA violates statements in CP Section 9.6.1, certificate subscribers, relying parties and other
entities can request GDCA assume compensation liabilities (except for statutory and contractual
exemptions). If the following circumstances occur, GDCA will assume limited compensation liability:

1. GDCA issues certificates to a third-party instead of the subscriber by mistake, which leads to
losses of the subscriber or relying party.

2. If subscriber submits accurate and true information to GDCA, but GDCA issues certificates with
error information and the error leads to losses of the subscriber or relying party.

3. After GDCAknows the fact that subscriber provides fake registration information or data, GDCA
still issues certificate, which leads to relying party suffering losses.

4. If the private key of CA is disclosed due to GDCA's fault.

5. GDCA fails to revoke certificates in time, which leads to relying party suffering losses.

9.9.2. TP RIIBALFRAE Indemnification by Subscribers

FEAN NSO, AT 0 B SR RE R GDCAL KT 0%, B 247K FE I £L 5 E «

Lo AT HOEEMHER R, FE#E . R sE SRR A TSPkl F8 GDCA K
HBARHIUET RS MR B 5 = 7 8 2

2. TP IRMGE SRS RS RV IR . R, BARAEH i . R
T F1 GDCA N HAZBHEFARSSHU , LRAS 52l AN i i GDCA K&
HBREB RS 356 =07 52 45%
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3. WTPMEAIERMAT N, AERA CP KM HRIEMNE, SCEKIEBHTIEA
CP HE Pk 253 s

4. R EE HE A AR R 00 SEAA R B IE SRS, B GDCA HZIIE

PR E BT LUR A AR, a0 SZIE o F DT IR 5, B TR 5

I PEA Y231, W GDCA &8 CP HIMIURHT T 3 E, WA ZIEH

VTP 2B AH BT A 451 T I 2 B AT

EAS P RS SR AR AR B AE A A LA FAAE 45 9 S BT 38 N GDCA A Ty

B TRV R BCE B R i, SR B REARE . DI MRS

TEA ARV R B AFAE SER I, A5 1A FIE 159 A 8 R0 GDCA R 7 5

UE -5 B EA 7R P IR

VP IE RS B RN T 58 =77 M AR = AL

10. 7 [ R F ¥ R AME FAE 5, NS VR GG 3

©© N o O

If the following situations cause GDCA or relying party suffering losses, subscribers shall be assumed

the liability to compensate:

1.

GDCA and its authorized service agencies or third-party suffer losses due to unreal information,
such as deliberate, negligent or malicious provision of unreal information by applicants when
applying for certificates.

GDCA and its authorized service agencies or third-party suffer losses due to disclosure and loss
of private keys deliberately and by mistake; due to notinforming GDCA and its authorized service
agencies or third-party of the leakage and loss of private keys with knowing the facts; and due to
handing keys to others inappropriately.

Subscribers violate the CP and related operation practices when using certificates as well as
using the certificates activities outside of the CP.

If the certificate is used for illegal transactions or causes disputes during the period from
revocation requests submitted by the subscribers or other entities authorized by GDCA to this
information of certificate revocation published by GDCA, if GDCA operates in accordance with
the requirements of the CP, subscribers must assume any responsibility of losses according to
this CP.

Subscribers do not stop to use the certificate which its information have changed and don't notify
it to GDCA or relying parties in time.

The private key is lost, compromised, stolen, exposed, and etc. due to not taking effective
protection measures.

Subscribers do not stop to use the certificate which its private key is lost or in danger and notify
it to GDCA or relying parties in time.

The certificate has expired but is still in use.
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9. The subscriber’s certificate information infringes upon the intellectual property rights of a
third-party.

10. Using certificates outside the provisions of specific application scope, such as the use of
certificates for illegal and criminal activities.

9.9.3. AT g2 5t4E Indemnification by Relying Parties

TR RAEOL, A7 % B & 5 H & R GDCAL 1Tk, B4 7 i 4 5T«
1. WAJEAT GDCA SHIGTT H I FIA CP g i 55
2. REERHEA CP MVEHHT G H %, FE GDCA K HAZAIIEF Ik 55 AL Ek
B=IT I E,
3. EAGHINTE NSRS, T P AIE AR R A B 1
TEEGIE L2 8 /T REB N G IS T, (B SR AIE 15
4. R TT A RHIE SR AT U0 0E
5. kA @I A CRL 5 OCSP A A IE 1572 A 4 a0 -
If the following circumstances lead to the losses of GDCA or subscriber, relying party shall be assumed
responsibility to compensate:

1. Obligations defined in the CP and agreements between GDCA and relying parties are not
fulfilled.

2. GDCA and its authorized service agencies or a third-party suffer losses due to inappropriate
reviews against this CP.

3. Trust certificates in unreasonable circumstances. For example, relying party still trusts the
certificate with knowing that the certificate usage is beyond its scope or period or the certificate
has or may have been stolen.

4. Relying party does not verify trust chains of the certificates.

5. Relying party does not check whether a certificate is revoked through querying CRL or OCSP.

9.10. A¥HI 541k Term and Termination

9.10.1. ABXEHH Term

A% CP fE R AT HIAEIS IEERL  E—RARH CP R k&L A CP £ T — A CP
AR HEAE GDCA 2 1k FE N IEAR S5 I 2R 2K

This CP will enter into force at 12 o’clock midnight of the release date, and the last version CP will
become invalid. This CP will become invalid when the next version CP enters into force or the
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electronic certification services of GDCA are terminated.

9.10.2. £k Termination

GDCA & 1EH-FIAEAR S, 4 CP &1k,

When GDCA terminates electronic certification services, this CP is terminated.

0.10.3. & IEMIBER 54 Effect of Termination and Survival

A CP Y2 1E, EREVAENAEL 55 A28k, HIAEN S5 2 LA F R AL
FUR SRR 2R 1k o YAEHUE M 55 28 1k 5 BER IS B RGHE I, RE DA IE AR 55 3% 21 Al GIE
PUR,  ORUELT P A 2

The termination of this CP means that the termination of certification authority business, but the
termination of certification business does not mean the termination of certification authority
responsibility. After the termination of business, certification authority shall take reasonable measures
to transfer certification service to other certification authority so as to ensure the interests of the
subscriber.

90.11. S EHK A B EE &E B E Individual Notices and

Communications with Participants

YAENUAFE L Z RO T, BB e TS KRBT FORAEB e 4 i
JAT P H s BT P ATy, B IE U A, s, R (S RREE, Ml
i PSINAD AN S

The circumstances that CA actively revokes the subscriber’s certificate, finds out subscriber using
certificate out of specified usage, or behaviors of subscriber violating subscriber agreement have
occurred, CA can use appropriate way, such as telephone, E-mail, letter, Fax, etc., to notify subscriber
and relying party if necessary.

9.12. #&iT Amendments

9.12.1. BITFERF Procedure for Amendment

2 GDCA %4 RMEER R, CPS 4’5 /NAMTGER/DHEE A CP, iR
FFE B ZOE R R 83T T A R S BB R A ) SSL FE R MY, A7 &ML 5
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A CP MMEIT, H CPS Zw'5/NHEHEHAEITI Y, 3515 GDCA %2 HRIKZE A 2=t
5, M CPS SE/NHMTTHLUEIT, BIT/EH CP &0t GDCA %4 HRI&Z: i ox itk
Ja IE KR A

Through the authorization of GDCA Security Policy Committee, the CPS composition team shall
review this CP at least once a year, to ensure that CP meets the requirements of national laws and
regulations and administration department, to meet the latest SSL baseline requirements and
specifications, and satisfy the actual requirements of certification business operation.

The revised version of this CP will be revised by the CPS composition team and approved by GDCA
Security Policy Committee. The CPS composition team will be responsible for the revision and the
revised CP will be officially released after being approved by GDCA Security Policy Committee.

9.12.2. JBEHHLEIFIHIFR Notification Mechanism and Period

BT J5 ) CP 4t j5 ¥ 32 RIFE GDCA (1) /3f www.gdea.com.cn bR AR o %) 175 %
I PSR B A AR SE TT OB AN RME 2, GDCA R AE & RPN [B] I A1 R &7
o BRI R B PRAEAT 577 52 BRI /N o

After approval of the revised CP, it will be posted on GDCA official website www.gdca.com.cn
immediately. For the modification notified by email, mail, media and other ways, GDCA shall notify the
relevant parties in reasonable time, which ensures that the relevant parties have minimum influence.

9.12.3. BUBITIE T SEWE 1T Circumstances Under Which CP Must be

Changed

IR T A5, GDCA SNt A CP #HATE K

1. EERHIE R KR, UL CP WA Rt
A FANUEN 55 FO AR AR HEEAT B3+

WWUE RGO S5 BRI R AR KT Rl s
PR B TR

A CP H I EHE

a > w N

If the following situations occur, this CP must be modified:

1. The encryption technology develops significantly enough to affect the effectiveness of existing
CP.

2. The relevant standards have been updated.
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3. Certification system and relevant management regulations take significant upgrade or changes.
4. The laws and the administration departments require the CP to be modified.

5. There is some significant deficiency in the existing CP.

9.12.4. LZEH OID BI1EH Circumstances Under Which OID Must be

Changed

A CP ORAMBATI AN L AUE A S RAR R A AT A, AU nARA IR
A

When the CP has modified, its corresponding certificate policy object identifier will not change, and
only increase the version identification code.

9.13. 4Rk Dispute Resolution Provisions

2 GDCA. i P RWRIT 22 8] H B U, A 5007 T LA B SO P r e ke, oy
PRI MARRAN T 1, Al AR

Any disputes between GDCA and subscribers or relying parties shall be resolved through negotiations
as agreed, and those cannot be settled by negotiations will be resolved by laws.

0.14. E¥EHEAER Governing Law

GDCA ] CP 32 [ CitAiff) (b N RICANE i 7284405 (i TR AR 55 & 2
INEDS CRTINEARS RS B INE) IEEEIE T

The CP of GDCAIs governed by the law of “ Electronic Signatures Laws of People’s Republic of China”,
the regulation of "Measures for the Administration of Electronic Certification Services” and "Measures
for the Administration of Cipher Codes for Electronic Certification Services” promulgated by the
country.

9.15. RF&1&FER Compliance with Applicable Law

WAENURIFT AL 53, &R R irra (N RIEAIE 72544750
CRTPEMR S EEIMNED) . (RTINS E R E HI A YL E i NI VA
A HILE -

All businesses, activities, contacts, agreements of GDCA must conform to "Electronic Signatures

Laws of People’s Republic of China”, “Measures for the Administration of Electronic Certification
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Services”, “Measures for the Administration of Cipher Codes for Electronic Certification Services” and
other laws and regulations of People’s Republic of China.

0.16. —f%% =X Miscellaneous Provisions

9.16.1.  SEEEPHMX Entire Agreement

CP.CPS AT /' FMS AR5 B3 S FAR T8 P BCREA B PRI 22 N3 2[RI 58 BE Ml

The entire agreement is composed of CP, CPS, Subscriber Agreement and Relying Party Agreement
as well as its supplementary agreement.

9.16.2.  ikJE Assignment

MRYEA CP o PR A IESEAAR %7 FOBURIAN LS5, & 07 243 AT $ RVE A AH S R
SEEAT BRI LS5 1) e ik R LEAT R AR I AN MR BB LT 36 53— O AAEAT 652 55 S Bt
AR BT

According to the rights and obligations of certification entity parties detailed in this CP, all parties can
transfer the possession of rights and obligations in accordance with the relevant provisions of the law.
The occurrence of the above transfer behavior does not affect the change of any debt and liability
among the transferors.

9.16.3. 4y Severability

U FEAS CP AT A 45k B B R T 55 GDCA Fr 785 45 X (R A ioh 5 i ol 1
NTCRLEAEHAT JI0E, GDCA RITE AR ZE MR EE FAEIT %5, FHARSA 2, H
RIBIF AN, GDCA RLTEME T HEER BT A

ERRARBIT 5 ER KL 2 B, GDCA N RIEHEE question@cabforum.org, i
51 CAB i1z CP HEEITHIER, BN O 2 AL FIRFAAE T AR R
%12 (https://cabforum.org/pipermail/public/) »

LFEEARIER, B CAB WIRHEREEN, i GDCA R ff& CA/B IR
Baseline Requirements AGZEHEEK, A E T AP ARAT GDCA b 5545 1 B W AN 1 4k
SuEH . LIRXHE S ERERAT A SCUREE, X GDCA 1) CP [{ME1T, K1 CA/B 111
TBAHINITE 90 KN 5E

In case any clause or provision of this CP is held to be unenforceable or invalid due to any conflicts
with the laws of any jurisdiction in which GDCA operates, GDCA shall modify any conflicting clause or
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provision to the minimum extent necessary to make them continue to be valid, and other clauses and
provisions shall remain valid without being affected. GDCA shall disclose the modified contents in this
section.

GDCA shall (and prior to issuing a certificate under the modified requirement) notify the CA/Browser
Forum of any modified content in the CP by sending emails to question@cabforum.org, and confirm
that it has been posted to the Public Mailing List and is indexed in the Public Mail Archives available
at https://cabforum.org/pipermail/public/.

Any modification to GDCA's practice enabled under this section shall be discontinued if and when the
law no longer applies, or the requirements published by the CA/B Forum are modified to make it
possible to comply with both them and the law simultaneously. An appropriate change in practice,
modification to the GDCA’s CP and a notice to the CA/Browser Forum, as outlined above, shall be
made within 90 days.

9.16.4.  SRHIBAT CRITHRHAMBFIEFE) Enforcement(Attorneys' Fees and

Waiver of Rights)

AEA
Not applicable.
9.16.5.  AH[HLJI Force Majeure

HKYEA CP Hill5E 1) CPS MAFEA R HL/I %K, PLRI & T A2 o

CPS formulated in accordance with this CP shall include a force majeure clause to defend the benefits
of each party.

9.17. HAhZ&EK Other Provisions

GDCA X7 CP B A A FERL.

GDCA has final interpretation rights to this CP.
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Appendix: GDCA EV CP Revision Records

& BAT &Y V2.8 V2.9
F5
1.5.2.1. GRS A @A i | GRS r) AR AR R | R AR T SR U
1 Certificate Problem | iERKEX RH G558 | RECR B IG5 058K
Report 95105813, 4007008088 -
L6.1.  ARiFEN—%
2 #* List of Term FEn<Linting el AR VE E 3o
Definition
43.1. WEBZKH
3 CA 191575 CA Actions S linting KoK .
During Certificate
Issuance
RSN -y
o | SO it s s A | L R A
. IR AUE B ARG 4. | BRIEEONIE RS 1A
for Audit Log
s |OLL  EOINHER ST T 1.
Key Pair Generation
IR4E RFC3647 {HEHR 4y 215
H5WE;
6 HAbAEAT WEEAFIATEH . R AT
BTSSR A N S N
Ro
Content
Sections Revised V2.8 V2.9
SEQ
1521, F 5 i AR 2 The cc?r?tact phone number | Change the c?o.ntact phone
1 Certificate Problem for certlflcellt.e problem repo.rts number for certllflcate probllem
Report and certificate revocation | reports and certificate revocation
requests is 95105813. requests to: 4007008088.
) 1.6.1. KiBEX—% Add the definition of the term
List of Term Definition "Linting".
431.  UEBZEKT CA
3 147/ CA Actions During Add linting requirements.
Certificate Issuance
4 543. ®HiFHENHRHE Adjust the retention period for
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HAFR Retention Period for

The retention period for audit

audit logs and archived records

Audit Log logs and archived records is | to five years after the certificates
ten years after the certificates | expire.
expire.
5 6.1.1.  ZEH XA K Add precaution measures for
Key Pair Generation weak keys.
Adjust certain sections and
contents according to RFC
6 Other revisions 3647,

Adjust some wording issues,
and other parts that may cause
confusion.
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