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1. 8] & Introduction

1.1. AR Overview

1.1.1. A&/ Company Profile

B AR G IR A 5] (Global Digital Cybersecurity Authority Co., Ltd., fAj#x
GDCA 8 “#zif X7, ) J5A “I REFIERHIEF OERA R ", BaLT 2003 4 3 H
6 H.2005 4 9 [, GDCA i iB ik 1 [l 5 %00 B Jay A5 8 3 A S5 7 M 3B ) 5t e
BN E B O\F RS (R IERRS VFRTIEY (VFRTIES . ECP44010215007) [1HLT
WIEIRSS IR 2 —: 2008 4 12 F, FRAFEFR 0D B RMUR I (2500 S 4 5 vr
A[EY; 2011 4F 4 H, @i 7 B 5% R LR HL B T UGIEIRSS RE D VEAL, k43 (L
FES HFIERS P (G5 A021) #Eft. 2013 4, X HLFIAMEARS RGHAT
SM2 HiEFH, il T EEEE R AN etk H A, 2015 45, GDCA @it T
WebTrust [EB5 722 4 & vHAIE, B T B bR s &8 BRI S KT, a4k
R FYAER S . AIERONL S ZRFHE, 2016 4E5 H, “J REFAEBUGEH0A R
A" HEN BB AR AR 7. 2017 4£ 8 A 11 H, GDCA 7E#T =t
WAL oy, EETRIRR: A, REEAREY: 871932,

Global Digital Cybersecurity Authority CO., LTD. (abbreviated as GDCA, or “#{z ") with the
former name of Guangdong Digital Certificate Authority CO., LTD was founded on March 6, 2003.
In September 2005, GDCA passed the security review by the State Cryptography Administration
Office of Security Commercial Code Administration (abbreviated as OSCCA) and the former
Ministry of Information Industry by law, as one of the first eight electronic authentication authorities
with "Electronic Authentication Service License" (license number: ECP44010215007) in China. In
December 2008, GDCA obtained the "Commercial Cryptography Products Sales License" issued
by OSCCA. GDCA passed through the assessment of E-government and Electronic Authentication
Service Ability by OSCCA with the qualification certificate of "E-government and Electronic
Authentication Service Authority” (number: A021) in April 2011. In 2013, GDCA upgraded electronic
authentication service system for SM2 algorithm and passed through the security review by
OSCCA. In 2015, GDCA passed the assurance review for Certification Authority by WebTrust with
the international level of operation management and service to provide digital certification service
globally. For business development, GDCA changed its name from "Guangdong Digital Certificate
Authority CO., LTD." to "Global Digital Cybersecurity Authority CO., LTD." in May, 2016. On 11
August 2017, GDCA was admitted to the National Equities Exchange and Quotations (NEEQ) of
China, with a stock abbreviation of “%¥z /%" and stock code “871932".
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GDCA B4 Jm, J& “T" AREFIEFHIMEF AR AR " W57 ii5. NamMmas
A el “BRm ABSRmAR AR A%k, fEEXHTS GDCA LA “T  AREUTHIE
FEF DA RA R 4 AT AR PRI H T REBFHEFAEF LA R
"7 A BRI LS5 h “ B AR BB AT IR A =] 7 7RGk

Heg AR “BUEL ~E. Ll BT ko EN, BAT “EEBRER T
b fsidr, BOT TN “— RIS EER SR 7

Since then, all assets, debt, rights and business of "Guangdong Digital Certificate Authority CO.,
LTD." were inherited by GDCA. Meanwhile, and all the rights and obligations of the contract and
agreement signed by "Guangdong Digital Certificate Authority CO., LTD." were inherited by GDCA.

GDCA upholds the corporate values of “Authority, Credibility, Professionalism, and Innovation”,
fulfils the corporate mission of “Trust Connects Parties from all over the World”, and is committed to
becoming a “first-class online trust service provider”.

1.1.2. IEF53EME Certificate Policy (CP)

AR GDCA /I EV AET5EES (EV CP), /& GDCA EV U7 iiE 15 I 55 1 s
FEHA, 3& T T B GDCA 2 R AVE LI EV BUFiEH AR5 5 E k. Jofttle %
EELL L R R BV ETRIA S Al MRS el A VAR B R A
TR o IX LB SR AN G A4 GDCA EV IE P AR 4S [¥ 2 A PR AN 52 B 1, 48 — B £ 17E GDCA
O AN —B0& s — R, RIE/EREA GDCA HEM P RERS S FIFE BT HAR
A% CP JEA 2 GDCA %2575 Z VAR ML, GDCA Fl#-Z 577 2 ] AR L 55
R EEAMAT 2 1) 2528 1 25 2 B SUHE Ao

This document describes the EV Certificate Policy (EV CP) of GDCA and explains the policy
statement for GDCA digital certificate service. It applies to all EV digital certificates issued and
managed by GDCA and their related participants. The EV CP sets forth business, legal and
technical requirements and specifications for certificate approval, issuance, management, usage,
renewal, revocation and related trusted services. These requirements and specifications protects
the security and integrity of GDCA digital certificate services and includes a comprehensive set of
consistently applicable single rule sets in the GDCA scope. Therefore it provides the same extent of
trust guarantee throughout the GDCA architecture. This CP is not a legal agreement between
GDCA and all participants; contractual rights and obligations between GDCA and participants are
established by other means of agreements with such participants.

A CP 151§ CA/Browser Forum il 1] Guidelines For The Issuance And Management
Of Extended Validation Certificates (& #% “EV Guidelines”). Baseline Requirements for the
Issuance and Management of Publicly-Trusted Code Signing Certificates( {& #x“ Code Signing

Baseline Requirements”).  Network and Certificate System Security Requirements (& #x
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“NCSSR ”) LA & Baseline Requirements for the Issuance and Management of
Publicly-Trusted TLS Server Certificates (f&#% “Baseline Requirements” )& # A~ £K ,
Wi CHIEM X509 24 T3 P HL Al B UE 15 5 FIEFL S5 HESE) C Internet X.509
Public Key Infrastructure Certificate Policy and Certification Practices Framework), B[ H.
Bk R s o 4H 2R BB ) T AR A 45 CInternet Engineering Task Force) il i€ [f] RFC3647 #5
HEM RN R ER, AR 2 (GB 26855-2011-T {5 2 &2 H AR A PSRRI At Uk 5
TG UMY 55 A BIHEZR) OSSR g 2K, IR o [ AN AN GDCA iz
B EORTIE S I B

This CP conforms to the latest version of the Guidelines for The Issuance and Management of
Extended Validation Certificates (hereinafter referred to as “EV Guidelines”), Baseline
Requirements for the Issuance and Management of Publicly-Trusted Code Signing Certificates
(hereinafter referred to as “Code Signing Baseline Requirements”), Network and Certificate System
Security Requirements (hereinafter referred to as “NCSSR”), and the Baseline Requirements for
the Issuance and Management of Publicly-Trusted TLS Server Certificates (hereinafter referred to
as “Baseline Requirements”) formulated by CA/Browser Forum. Meanwhile, this CP meets the
requirements of structure and content defined in Internet X.509 Public Key Infrastructure Certificate
Policy and Certification Practices Framework, RFC3647 from The Internet Engineering Task Force,
and GB 26855-2011-T Information Security Technology Public Key Infrastructure Certificate
Policies and Certification Practice Statement Framework, and would make appropriate changes in
accordance with Chinese laws and regulations together with operational requirements of GDCA.

GDCA 1EA—/MIEFRFSHM (CA), fEA CP LI NA /L EV HRUEH5 41 EV CA
WEAS, ZRAT U . JEFARR R BRI R VG, AEIE R A BT 7 ar LLE FIE
BT L0l 2 2Ry RISEL . B4 OB S . SRS R R .
AT U IBAR CP G T T ¥ USSR, e R B EAE—TKIE T . GDCA ¥ EV
TANEMES N (EV CPS) #3274 CP LR, 1F4HE IR T GDCA 1E N T IAMIEIRSS
HUAGERALHE TS . TSR AR TS LR AH BRI A HE . BRI RIE IS 3. BT GDCA IET
IAT P ARG T 6B HEA CP KA EV CPS HIMLRE, P RHIES s FH AN AE

As a Certification Authority (CA), GDCA generates EV root and Subordinate CA certificates under
the constraints of this CP and issues certificates to subscribers. Based on different types and
application scope, subscribers may use certificates for purposes such as website security
protection, code signing, email signing, document signing, and identity authentication. Relying
parties determine whether to trust a certificate based on the obligations for relying parties outlined
in this CP. The GDCA EV Certification Practice Statement (EV CPS), governed by this CP,
elaborates the definition of GDCA digital certificates and the methods to provide these certificates
as well as the corresponding managerial, operational and security measures. All GDCA certificate
subscribers and relying parties must refer to the provisions of this CP and its relevant EV CPS to
determine the usage and reliability of the certificates.
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1.1.3. GDCA iEH E Rk ZE#) GDCA Certificate Hierarchical Architecture

A CP /& GDCA W EV WP ) = 5%, GDCA HIEHARSSHIM (CA) 1%IE A CP
il % EV CPS, RA %A CP K AHZ% CPS #HATIE RS HIE 4, 117 MRfsir e HAth
AR SR B A CP M AHIE EV CPS R EXTUEBIE . (BEIHFBATH M 5.

This CP is the highest policy for EV certificates issued by GDCA. Certification authority (CA) under
GDCA formulates the EV CPS in accordance with this CP. Registration Authority (RA) authenticates
certification requests according to this CP and its related CPS. Subscribers, relying parties along
with other relevant entities determine their rights for using and trusting the certificates as well as
perform corresponding obligations on the basis of the CP and the relevant EV CPS.

GDCA EV CP
GDCA EV CPS
|
| |
N RA1
Wiy Al

(]
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GDCA EV CP

GDCA EV CPS

l
l I

Subscriber RA1

Relying .
Party Subscriber
Relying
Party

1.1.4. GDCA EV iEH E XK Z# GDCA EV Certificate Hierarchical

Architecture

GDCA HEIH 34~ EV HRET, 43~ GDCA TrustAUTH R5 ROOT iE+5. %zt
& R5 #? CAiE-15. GDCA TrustAUTH E5 ROOT iE1i. &AMR CA Fi#%igk CA, L%
RHFIET . GDCA RZERAMTH 9 CAET.

Currently, GDCA has 3 EV root certificates, including GDCA TrustAUTH R5 ROOT certificate, %%
i 4% R5 #R CA certificate, GDCA TrustAUTH E5 ROOT certificate. Each Root CA has Subordinate
CAs to issue subscriber certificates. GDCA does not issue external Subordinate CA certificates.

1) GDCATrustAUTH R5 ROOT
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GDCA TrustAUTH RS

ROOT
GDCA TrustAUTH R4 GDCA TrustAUTH R4 GDCA TrustAUTH R4
EV SSL CA EV CodeSigning CA Plus EV CodeSigning CA
EV SSL Server EV CodeSigning EV CodeSigning
Certificate Certificate Certificate

GDCA TrustAUTH R5 ROOT ilEH ¥ E FHK &y 4096-bit, i 3 MH12 EV CAIE
5, Hrh: (1) GDCA TrustAUTH R4 EV SSL CA iE, HIKE N 2048-bit, 25K %
EAK N 2048-bit 1] EV SSL 45 #31E+; (2)GDCA TrustAUTH R4 EV CodeSigning CA
IR, K FE R 2048-bit, 25K %KL 2048-bit (1) EV RIS ZIEH:; (3) GDCA
TrustAUTH R4 Plus EV CodeSigning CA iF15, #4HK N 4096-bit, 25Kk %KL N
3072-bit 1) EV RIS ZAE 15

GDCA TrustAUTH R5 ROOT ilE-544 T 2040 4 12 1 31 H##.

GDCA TrustAUTH R4 EV SSL CA 1154 1E 2030 4 12 JJ 31 HFH, 2027 1 H 1
Hid, #BAEAEHZ CAIERERIT T ES,

GDCA TrustAUTH R4 EV CodeSigning CA iE 13445 7E 2030 4 12 A 31 HE#{, 2021
6 H1HE, SAEMHZ CAIERZERITFIET.

GDCA TrustAUTH R4 Plus EV CodeSigning CA 1IFH#7F 2035 4F 12 A 31 H Fi,
2032 4F 1 H 1 Hilg, HAHMEHZ CAIERERIT FHE+.

The length of GDCA TrustAUTH R5 ROOT certificate root key is 4096-bit. There are three EV
Subordinate CAs under this root CA, including: (1) GDCA TrustAUTH R4 EV SSL CA is 2048-bit
lengths and responsible for issuing 2048-bit EV SSL Server Certificates. (2) GDCA TrustAUTH R4
EV CodeSigning CA is 2048-bit lengths and responsible for issuing 2048-bit EV CodeSigning
Certificates. (3) GDCA TrustAUTH R4 Plus EV CodeSigning CA with key length of 4096-bit is used
for issuing RSA 3072-bit EV CodeSigning Certificates.

GDCA TrustAUTH R5 ROQT certificate will expire on December 31, 2040.

GDCA TrustAUTH R4 EV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 EV CodeSigning CA certificate will expire on December 31, 2030. As of June
1, 2021, GDCA has stopped the issuance of subscriber certificates with this CA certificate.

GDCA TrustAUTH R4 Plus EV CodeSigning CA certificate will expire on December 31, 2035. From
January 1, 2032, GDCA will no longer use it to issue subscriber certificates.

6
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2) Kz fURS R CA

e ARSIECA

Y
BUUAAR4 EV
% 224F+H CA

h 4

EV SSL Server
Certificate

$rez iR R5 MR CA IE PR 248K B8 4096-bit, N #t 1 AN CAET:: Hrwhf
fR R4 EV RS FIET CA, HEAKEN 2048-bit, 25K % EHK A 2048-bit 1) EV SSL
k55 FREF

Hrzz AL RS AR CAIEFKET- 2040 4F 12 H 31 H 2.

He U RAEV 55 aiE+H CAUEFSR£E 2030 £ 12 F] 31 H 3], 2027 4 1 /1 1
Hi2, BB % CAERE& LT FIES.

The length of % i 1% R5 i CA certificate root key is 4096-bit. There is one Subordinate CA under
this root CA: /8 R4 EV iR 45 23IE 15 CAis 2048-bit length and responsible for issuing 2048-bit
EV SSL Server Certificates.

i R5 R CA certificate will expire on December 31, 2040.

i R4 EV iR 55 231E 1 CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

3) GDCA TrustAUTH E5 ROOT

GDCA TrustAUTH E5
ROOT

GDCATrustAUTH E4 EV
SSLCA

EV SSL Server Certificate
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GDCA TrustAUTH E5 ROOT k-l B ) # i 5%E A ECC, iREHKE A 384-bit,
T 1A CAIEF: GDCATrustAUTH E4 EV SSL CA , K JE N 256-bit, &k
K N 256-bit 1) EV SSL IR 45 28E 1

GDCA TrustAUTH E5 ROOT iE-544 - 2040 4 12 H 31 HZI.

GDCA TrustAUTH E4 EV SSL CA ilE 454 7E 2030 4F 12 JJ 31 H 3], 2027 4 1 7 1
Hid, BAEMHZ CAIERERIT T ES,

The length of GDCA TrustAUTH E5 ROOT certificate root key is 384-bit using ECC algorithm.
There is one Subordinate CA under this ROOT CA: GDCA TrustAUTH E4 EV SSL CA with 256-bit
key length is responsible for issuing 256-bit EV SSL Server Certificates.

GDCA TrustAUTH E5 ROOT certificate will expire on December 31, 2040.

GDCA TrustAUTH E4 EV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA 1§ CA/MIYigsibts (CA/Browser Forum) EAGIIY RIGIEIE iR (EV
f6®3). Code Signing Baseline Requirements. NCSSR LA X Baseline Requirements 1] &8
TRA SR AT R R AME B EV Bk, WIS L EMIE, JRR R g8 A A0 1)
TRAHATIZIT CP. WA CP Al CA/N W28 183x (CA/Browser Forum) & A (1 AH KIS
RIS AT, T EL CA YE 2818 15 1E UK AT RITE A HE

GDCA issues and manages the EV certificates based on the latest version of the EV Guidelines,
the Code Signing Baseline Requirements, NCSSR and the Baseline Requirements published by
CA/Browser Forum. GDCA regularly checks the status on CA/Browser Forum’'s website and
continuously revise this CP if there is any update. In the event that a discrepancy arises between
interpretations of this document and CA/Browser Forum, the CA/Browser Forum shall govern.

#HE IETF PKIX RFC 3647 CP/CPS HEZY, A CP L4y ML N&E™, Wi GDCA iE+H
ARES BT e W 22 g il i e, M55 A mfE . NIREH RFC3647 HIFEAR KA g =,
HEIRE “ANEH” RN ENZETAER .

Pursuant to the IETF PKIX RFC 3647 CP/CPS framework, this CP is divided into nine parts that
cover the security controls and practices and procedures for GDCA's certificate services. To
preserve the outline specified by RFC 3647, section headings that do not apply are accompanied
with the statement “Not applicable”.

1.2. X4 RRE#RRR Document Name and Identification

ASCRIFRAE (B AR B A PR A & EV IEH SIS ) (ff#X (GDCA EV CP).
AR CP)o HRARA CP MBI ERIESH M. A CP AL AL 15 5 mE I 43
it — AN — B R AR IR, BRSO CP 3 1.4.1.3 75,
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A CP A I 3XEIE A A AT, GDCA R PR 9 SRR AS 5 o S i A TS # KA — 2
HI7

This document is called "Global Digital Cybersecurity Authority CO., LTD. EV Certificate Policy"
(abbreviated as “GDCA EV CP” or “this CP”). Please refer to Appendix for detailed revisions of this
version. Certificate policy for each kind of certificate is assigned a unique object identifier in this CP.
Please refer to CP section1.4.1.3 for details.

This document is the Chinese-English bilingual edition of GDCA CP, and GDCA should make sure
that there are no material differences between the Chinese and English version.

1.3. PKI 53 PKI Participants

1.3.1. BT NEARSHLH Certification Authorities

HL I IE AR 45 LI ( Certification Authority, IFK CA) &k EV iE 1515214k . GDCA
FetyE (R NRILAEBFELE) . CRTFINEIRS EHINE) M, HKIERLKAT
B =TT B INEIRSS I . GDCA Tl It 25 N L7285 iG BN IR % 7 EARMUR EV 7
UEH . RAIEBIUEIR S5 T BOm BN MBS S 2 5 4k

GDCA is a trusted third-party electronic authentication service authority established by law based
on "Electronic Signature Law of the People's Republic of China" and "Measures for the
Administration of Electronic Certification Services ". GDCA becomes a participant in electronic
authentication activities by issuing EV certificate and providing certificate verification service to the
parties who engage in electronic transactions.

1.3.2. VMM Registration Authorities

ALK (Registration Authority, fF8 RA) U3 CA ML fE, #il EV
WEF SR S, HHESIEL EV IEF HRiEE .
GDCA 1E4 EV iEHH) CA iz ML, HATHAE EV iE+H RA, AR 54T RA.

Registration Authorities (abbreviated as RA) set up registration process on behalf of CA, confirm
the identity of applicant, and approve or reject the applicant.

As a CA operator of EV certificate, GDCA serves as RA of EV certificate by itself, and no longer to
set up another RA.

1.3.3. I Subscribers

PR BV R AT ERE KIME— SR, A0 5 R A5 — X B AL B 1
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REFEHIB 1T HEAR CP VS A EV AEFS, Jf7KIEAS CP 2952 /) XL 55

A subscriber represents the unique entity to which the public key in the EV certificate is bound and
holds ultimate control over the private key uniquely corresponding to the certificate. The subscriber
uses the EV certificate within the scope of this CP and assumes the obligations stipulated in this
CP.

GDCA RXFIENNMKIN EV IE+:, AF ERNGRME BV IEF g2
%o

GDCA only issues EV certificates to legal entities and doesn’t provide application and issuance
services of EV certificate to natural person.

1.3.4. A F Relying Parties

A5 T A5 AR I FIE P A S o MRS P DLRE T 7, BT ISR T

Relying Parties are entities who engage in related electronic certification activities based on the
reliance of electronic signature provided by GDCA. This entity may, or may not be a certificate
subscriber.

BHEAT B A — KRS, AT AR UE B RS S, A B IE R 5
# (CRL) 2iffi ] OCSP 77 A\A WUEFIRAS . KA A2 & B % 5 A4 RERS 15 1T
—HKIEFS

To trust or use a certificate, a relying party must verify revocation information of the certificate by
looking up the Certificate Revocation List (CRL) or searching the certificate status with OCSP
servers. Before a relying party trusts a certificate, a proper review process must be executed.

1.3.5. HAth2 53 Other Participants

HAhZ 5% 7489 GDCA [ HL T IAIERS S 3R B I R 55 1 Hofth S 4

Other participants are entities that provide related services in electronic authentication activities of
GDCA.

1.4. EFHMNH Certificate Usage
1.4.1. EE IS Appropriate Certificate Uses

GDCA &)W EV IEPBEEHT H M. FL2Ld iUl 5 € & B GDCA &k
1 EV IEF, BRFZIEPFITEEIERELERN, JFHELEN TiEY HAHEm S
1y S NRE T

10
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EV certificate issued by GDCA is mainly used for identification. When the EV certificate is verified
and confirmed the issuer is GDCA, it means that the information contained in the certificate is true
and effective, and has passed the appropriate and reliable authentication procedure.

1.4.1.1. EV SSL AR%-24EFH EV SSL Server Certificates

EV SSL Al 55 SR+ F T 58 UETE A s bm 1R A /0 4 T2 LR 55 4 BCEL IR W 3844 1) B 03
AR5 12 00 258 IR 55 4% B CEL IR R 344 VR AL B4

GDCA A2 AT EV SSL g5 ailbt, BREACFF A4k, EV SSL k55 il 15
ANBREEAL RIS, AR . BUFIEA S

EV SSL server certificate is used for verifying the contents of certificates including: identity of
network server, internet domain name and identity of organization who owns this server or domain
name.

GDCA does not issue wildcard EV SSL server certificate. The types of domain names like business
domain name or government domain name, except wildcard domain name, in EV SSL server
certificates are not restricted.

1.4.1.2. EV &4 iF+H EV CodeSigning Certificates

EV A5 25 44 UE 5 T30 R UE 5 T bn R AR A S B 05 B AT T 1 B

EV CodeSigning certificate is used for verifying the identity of program provider or publisher.

1.4.1.3. ZRIERHAEBERRZRFRRE  CP Object Identifiers of Certificates

TEAR CP W AR EV UE T UE 15 5 I T 43 e — /N ME— 0 bR 1R, BARI R
EV SSL JIR %% #&1F H 55 1%: 1.2.156.112559.1.1.6.1 }% 2.23.140.1.1
EV RS54 4F 555 % 1.2.156.112559.1.1.7.1 & 2.23.140.1.3

GDCA assigns unique CP object identifiers of different EV certificate type in this CP, the regulation
is as follows:

EV SSL server certificate policy: 1.2.156.112559.1.1.6.1 and 2.23.140.1.1

EV Code signing certificate policy: 1.2.156.112559.1.1.7.1 and 2.23.140.1.3

1.4.2. FR &I BIEB M A Prohibited Certificate Uses

SEARAEAR T S [ S VRO X 2 IR T M BV IEF, thZkibfE
AT IR ARG S BE AR IE AR SCML 55 N AT BV IR, 75 00 h e s A A e 2R i

11



Il semtnnnemaa

GDCA EV iE35EHE (V3.0 )

FP B E&AH,

EV certificate is prohibited to be used in the circumstances that in violation of national laws,
regulations or undermine national security; in addition, an EV certificate is prohibited to be used in
business that involves criminal activities, or in business forbidden by laws. Otherwise, legal
consequences caused by the above circumstances must be taken by the subscribers themselves.

1.5. SKEREH Policy Administration
1.5.1. KR SRS EHLM Organization Administering the Document

GDCA ‘ZaHMEZ fi /e GDCA HL T INIEAR S5 T SRS R e e B BRI, S Dl
S YESRIRREA CP.

GDCA Z 4 HIE R Rk A T AR EHE . TEH O FoRdb . kgl
PSS IAT DR SR B G AR ALK

GDCA Security Policy Committee is assigned as the document management authority responsible
for establishing, publishing and updating this CP.

The committee consists of the relevant representatives with the right of decision-making from
GDCA's management, administrative center, technology center, customer service center, etc.

AN TS SCRE R3S A0 A R 55 55 H AR AT BUE B T 5T

GDCA administrative center is responsible for external consulting services of this policy document
and other related routines.

1.5.2. BX & A Contact Person

1.5.2.1. EFHHEEHRS Certificate Problem Report

RS i JUAR & SR T SR AR LR 7 N2 — 4258, HAEBRE R LA, F
[T AR AL -

® RIUEMEZE: webtrustreport@gdca.com.cn; EY

® Hi: 4007008088

Any certificate problem reports or certificate revocation requests shall be submitted through one of
the following ways, and certificate revocation requests must be submitted in writing:

® E-mail to: webtrustreport@gdca.com.cn

® Call: 4007008088
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1.5.2.2. CPS [A/% CPS Related Issues

BCARERI]: GDCA 1T BUSHLEE ]

BRAN: Tt

HEEHhE: gdca@gdca.com.cn

kR HLiE: +86 20-83487228

fEE: +86 20-83486610

Hohl: e NEILRIE R ) TR S5 X R A% 112 5 BRVLE broKJE 30 4% 3001

[t

4w : 510030
Contact Department: GDCA Administrative Department
Contact: Ms. Wang
E-mail: gdca@gdca.com.cn
Tel: +86 20-83487228
Fax: +86 20-83486610

Address: Unit 3001, 30F, Pearl River International Building, No. 112 Yuehua Road, Yuexiu District,
Guangzhou City, Guangdong Province, the People’s Republic of China

Postal Code: 510030

1.5.3. RE CP fF5 RIEHINLF Person Determining CP Suitability for the

Policy

7 CP 1 GDCA %4 &2 2k, 454 CP 1B IR A AL 5 .
GDCA 4 %mgZ 25tk GDCA f] CPS ZHE/HEA CP, =ty E
GDCA 1] CPS s&2 5 54 CP AHi& M. FIHLH -

This CP and the corresponding modifications and version changes should be approved by GDCA
security policy committee.

GDCA Security Policy Committee is responsible for assessing whether GDCA CPS is in
accordance with this CP as well as approving and deciding whether the CPS of GDCA corresponds
with the CP or not.

1.5.4. CP #it#EFERF CP Approval Procedures

7% CP i GDCA %45l & Sl LSRN SAULE ST, $248 GDCA LAk
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AEHHEH

This CP is drafted by relevant personnel organized by the GDCA Security Policy Committee and
submitted to the GDCA Security Policy Committee for review and approval.

1.5.5. CP &3] CP Revision

GDCA H5xf CP HEAT ™% KA IZE R, IF %2 2 RIg R B TR HE H.

GDCA #5 [ 5 B VE A . BORER L M55 R JEAE L LA S CAIN B8 45 18 1
(CA/Browser Forum) &[] EV 48w (Guidelines for Extended Validation Certificates)-
Code Signing Baseline Requirements. NCSSR L) % Baseline Requirements )58 223K 2 i
BATA CP, CP 45 /NURIEAHSC KIS SLE CP BT, 182 GDCA % 4= 5kl Z 7

RHZ%, BuERSMHESS, EXLE GDCA B J7 Ml kA .
A CP Z/DRFEBIT — IR WERTHNENS), WIS B AR . AR
i) B BT 30 5%

GDCA will implement strict version controls on this CP, and such work will be arranged by the
GDCA Security Policy Committee.

This CP will be updated in accordance with the change of national policies and regulations,
technical requirements, business development, as well as the latest requirements of the Guidelines
for Extended Validation Certificates, Code Signing Baseline Requirements, NCSSR and the
Baseline Requirements published by the CA/Browser Forum. The proposed suggestion of
modification will be submitted by the team which is responsible for writing this CP based on relevant
changes, then it would be reviewed by the GDCA Security Policy Committee. After approved by the
committee, GDCA will publish the CP on the official website.

This CP is updated at least once every year. Even if no other changes are made to the contents of
this CP, GDCA will increment the version number and update the release date, effective date, and
the change log of this CP.

1.6. X H4EE Definitions and Acronyms

1.6.1. AR5 E X —W R List of Term Definition

R X
GDCA “ZA Mg ZE i 4x | GDCA AIEIR S F A 1 e i SR S A 3 s B LA A CP — 3K
PEVENL -
FL N E AR &5 WL BTN, Bk, B KEEAE BRI . 1ZAREEH
T4 CAs 2k CAs.
VEMALI ALK (Registration Authority, RA) 47 5t AL BEIIE S H i
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g SERIRERREER GDCA EV iE-55RH% (V3.0 ki)
FAETAT P RS R, A Z AN RSBLH,
S ZEA R SN R S, USRI i 3
(7O PRARIE A, RSB RTR, AR T
E A S5 U 3 S O 7 1

e AT, HTPREAHE S mYE.

SR CELTIES 25 RIE 5 B H - UGE ARG ALR (CAD Al T B 725 4,
L 52 B HEHT I R 5 1 B T B B R

AR 25 F) MIRGIE SN, 28k, B3 A% BEAE B () — 1 X A

4 W4 R BE R AT SRR .

564 IR E Sk 44 LG BRI 44 R G0 BT A R T ARS8 4

Linting il — M B AR N, WTHET (RFC 6962). IEfS. i

F A ZIF B 0CSP MM, BifFE A EHRE X 4 (RFC 5280 5
4.1. 1. 1 TR thsCertificate) HBEATHY LY HE, LLHf
PRIAF G 2 K T g LRI IC B SO AR AE .

TELRUEFRRAS P TELRUE R B AL, RIS AR 7 S FH 312 B 4 v iE -5 1)

R
A I PIR A A DR BB I S, TR e
BeAh, Sl e S IR S BN T SR A
N DS AT BBV R S AT RV, AT M7

. PSSR AN — IR G B 244, /el
T INEAS S, DME O RAA S A 3 AT SR A5 B AT

fif %

INHEERE — AR A N RS M ESHER &%, H
FSEUE T AL S AR B S0, &k, &
JAT T RE

AFEFUET FH - A R AR IE 5 LS AT RS T 2UAE )32 AT FH R A
HEE, NI RS IE T .

A b ) FFEA CP 7T 8.2 TR ELR 1) F AR N BE Sk

W7 I R e e O = EAYNEIRRE 8 5N

e BB RAE T AR NBGEE SR, H 20T 7 U is B A 4%k
AP OIS PPN RERE 555N,

DRk IE RS HUR SE 15 HiE NAT P Z 8IS, & isise 7
& IR 5 BT

WebTrust CPA INEE K& XTIAE AR S5 WA ) WebTrust I H FI 34T FRifE

GDCA Security Policy | It is the highest management and monitor function for CP and the
Committee decision-making agency pursuant to CP within the GDCA certification
services system.

Certification Authority An organization that is responsible for the creation, issuance,
revocation, and management of certificates. The term applies equally
to both Roots CAs and Subordinate CAs.
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Registration Authority

A Registration Authority (RA) is responsible for processing service
requests from certificate applicants and certificate subscribers, and
submitting them to the certification authority for the final certificate
applicant to establish registration process. RA is also responsible for
identifying and verifying certificate applicants, initiating or transferring
certificate revocation request, and approving certificate renewal or
re-key request on behalf of the certification authority.

Certificate

An electronic document that uses a digital signature to bind a public
key and an identity.

Certificate Revocation List

A regularly updated time-stamped list of revoked certificates that is
created and digitally signed by the CA that issued the certificates.

Certification Practice

Statement

One of several documents forming the governance framework in
which certificates are created, issued, managed, and used.

Domain Name

The label assigned to a node in the Domain Name System.

Fully Qualified Domain
Name

A Domain Name that includes the labels of all superior nodes in the
Internet Domain Name System.

Linting

A process in which the content of digitally signed data such as a
Precertificate [RFC 6962], Certificate, Certificate Revocation List, or
OCSP response, or data-to-besigned object such as a tbsCertificate
(as described in RFC 5280, Section 4.1.1.1)
conformance with the profiles and requirements defined in the

is checked for

Baseline Requirements.

Online Certificate Status

An online certificate-checking protocol that enables relying party

Protocol application software to determine the status of an identified certificate.

Private Key The key of a key pair that is kept secret by the holder of the key pair,
and that is used to create digital signatures and/or to decrypt
electronic records or files that were encrypted with the corresponding
public key.

Public Key The key of a key pair that may be publicly disclosed by the holder of

the corresponding private key and that is used by a relying party to
verify digital signatures created with the holder's corresponding private
key and/or to encrypt messages so that they can be decrypted only
with the holder's corresponding private key.

Public Key Infrastructure

A set of hardware, software, people, procedures, rules, policies, and
obligations used to facilitate the trustworthy creation, issuance,
management, and use of certificates and keys based on public key

cryptography.

Publicly Trusted

Certificate

A certificate that is trusted by virtue of the fact that its corresponding
root certificate is distributed as a trust anchor in widely-available
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application software.

Qualified Auditor

8.2. of this CP.

A natural person or legal entity that meets the requirements of section

Relying Party

Any natural person or legal entity that relies on a valid certificate.

Subscriber

A natural person or legal entity to whom a certificate is issued and who
is legally bound by a subscriber agreement.

Subscriber Agreement

An agreement between the CA and the Applicant/Subscriber that
specifies the rights and responsibilities of the parties.

WebTrust The current version of CPA Canada’s WebTrust Program for
Certification Authorities

1.6.2. S iE K H A X — % List of Abbreviations and their Meaning
CA Certification/Certificate Authority BTG IR % WLk
CAA Certification Authority Authorization YGENUREZ AL
CP Certificate Policy TE s
CPS Certification Practice Statement LTI % 30
CRL Certificate Revocation List TEB RO 53
CSR Certificate Signing Request TEBE SR S
DBA Doing Business As ERIEALS
DNS Domain Name System i 42 245
EV Extended Validation - R T

(US Government) Federal Information Processing CEEBUF) BV B b
FIPS Standard

bR HE

FQDN Fully Qualified Domain Name S o [ 5 4 47,

Global Digital Cybersecurity Authority CO., LTD. H 22 B AR RN 35 B A TR
GDCA

A7

gTLD Generic Top-Level Domain i TR 238, 4,
IANA Internet Assigned Numbers Authority H IR 2R 43 B LA

Internet Corporation for Assigned Names and H B 4 5 5 52 4 i
ICANN | Numbers

P
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1SO International Organization for Standardization AT AL 2H 21

KM Key Management B e T

LDAP Lightweight Directory Access Protocol 250 H 0 Al Y
LRA Local Registration Authority 2 HL T LA

OCSP Online Certificate Status Protocol ZELR AT R A T

State Cryptography Administration Office of o [ [ 57 7 A e
OSCCA | Security Commercial Code Administration of

China INRE
PIN Personal Identification Number AN GRS
PKCS Public KEY Cryptography Standards NI B B B L A
PKI Public Key Infrastructure INEF R R
RA Registration Authority FEFHLAG

Request For Comments 8 SR T o (— o LI
RFC B

] g WA EE)

SSL Secure Sockets Layer A
TLS Transport Layer Security i R4

2.8 i 5 & B FE F /£ Publication and Repository

Responsibilities

2.1. 185 E Repositories

GDCA HJHL-FIMEE BENAFELLT A IETHHREE (CP). H-F AR5 A
(CPS). EP. IFHHEFIE (CRL). IFPELIRESEH (OCSP) %,

GDCA repositories should include the following: CP, CPS, certificate, CRL, OCSP, etc.

2.2. fEE W KA Publication of Certification Information

GDCA 75 J7 M3 https://www.gdca.com.cn & #if5 B %, %Mk /& GDCA K Aififs
fERRE T, A, BAUBNRE.
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GDCA iliid H %% 88 BAT VT A BIUE TSR CRL, 11 P sl #fi 75 mT LA@ i 15 i1l GDCA
() B R BGIE 5 45 B AR UE 55 BT, GDCA $&tfELiE FRASE WS, 1T
PRSI A E B RS E R

[FIES, GDCA LK 2 MR 75 R HUH At m] R 1 T 2UEA T 45 B K A o

GDCA publishes repositories on its official website (https://www.gdca.com.cn). The official website is
the primary, most prompt and authoritative channel to publish all information about GDCA.

GDCA publishes certificates and CRLs via LDAP. Subscriber or relying party can obtain in formation
of certificates and CRLs through GDCA's official website. Meanwhile, subscriber or relying party
can get the current status of certificate instantly via OCSP service provided by GDCA.

Meanwhile, GDCA may also release any related information in other possible forms.

2.3.  RATKIEEFIHZR Time or Frequency of Publication

GDCA TEI] FHE 4 R s VRIS, @I B 7 Mk A2 E R CRL KA, KA
JAEAN 24 /Nif, - H nextUpdate B (B A5 HE H thisUpdate {51 10 RUA E; FERRH
1530, GDCA 1J LLEAT Y UE 51 CRL AT Al GDCA RHAF R AT — K LT IAIE
MRS HUAE ) CA TEFHAH 5 (ARL).

R A A R R R AT T R, 1 GDCA SRS e, 3 Fh & A A% A2
IR R, I R I A R

GDCA releases automatically the latest certificates and CRLs via official website and the CRLs are
issued every 24 hours and the value of the nextUpdate field is not more than ten days beyond the
value of the thisUpdate field. In particular, GDCA can choose time to release the certificates and
CRL in case of an emergency. GDCA releases CRL of CA (ARL) once every year.

GDCA can individually choose the time and frequency of releasing other information of repository.
The release is timely, efficient and consistent with the requirements of the laws.

2.4. 12 BFEVi 4] Access Controls on Repositories

GDCA 15 2 HIE B XS A TF R AT AR ANHARRENS B, XTI A5 2 A 1%
U IR ANSZAE AT FR 1

GDCA i Mz el ARG aviit. LBl iR A AL A A 5
A REATE B ERIE I, MR, BE. KATEERAE.

The information in GDCA repository is publicly available. Anybody can read the relevant information,
and there are no restrictions on the read-only access of such information.
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With network security, secure system design and security policy, GDCA ensures that only
authorized employees can add, delete, modify and publish the repositories.

3. iR 5 X5 Identification and Authentication

3.1. #¥4% Naming

3.1.1. 42257 Types of Names

GDCA %R 11 EV HUFIEBFF & X.509 drifE, /R bR A # M EAE 4, K
1 X.500 w44 75 e

EV SSL iEH A1 EV AUAS2E 44 UE 15 iy 44 BE AT ZE SR AT S AEAZ AT CP i) 3 1Y
CPS . EV SSL i+l EV AR AR 1B 4 2t & @ H 44 (common name,
CN=) W7, Zidi ik & N ol g . MU &3R5,

EV certificates issued by GDCA conform to X.509 standard and naming rules of Subject
Distinguished Name assigned to certificate holder is in accordance with X.500 standard.

Naming rules and requirements of EV SSL certificate and EV code signing certificate must be
stated in the CPS. Distinguish name of EV SSL certificate and EV code signing certificate must
contain common name (CN=). Common name after verification should contain domain name,
organization valid name, etc.

XFF EV SSL g5 as A5, FirAT (¥4 A% AR N 2 28U 44 rh s 1 2 ABUE FH 44 D 35
H, IS A AR R A4 P A4

For EV SSL server certificate, all domain names are added as the Subject Alternative Name and a
primary domain name shall be used as the Common Name.

3.1.2. Xty A B X HIZE R Need for Names to be Meaningful

WPUES T80 & i i 44 N R — 5 AR IR S 1T P E A 80 35 ) AR IR A4 FR,
82 24 e 4% WA 8 2 AIE A5 155 TR DA P EE AR IR B P28 EWLAR 55 4%+ ELIR R34 B
AT R B3, FF E AT AT VR o AR TR 44 MRS 24 45 BRI S A S B ) 22
Names in subscriber certificates should have a significant meaning. Subject Distinguished Name in
subscriber certificate shall definitely indicate the identities of certificate holders or specified internet

servers, internet domain names or software publishers; it shall be identified by relying parties. The
naming rules of Subject Distinguished Name shall meet the requirements of relevant laws and
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regulations.

3.1.3. TR B4 B4 Anonymity or Pseudonymity of Subscribers

WPARMEHESA . (4 HiEIES, EBh AR ES. i,

Subscriber cannot apply for certificate with anonymity or pseudonymity stated in this CP.

3.1.4. FRREAN ] 4 44 FIFR I Rules for Interpreting Various Name Forms

1K X.500 5 44 iy 44 KL P o

The format of DN conforms to X.500, and naming rules of DN are defined by GDCA.

3.1.5. 745 K ME—HE Uniqueness of Names

GDCA NARUEZS KA FAAT P HAEY, HEARERH, £ GDCA AL N ZrE—
o {H—ANT Fa] DA P 9k sl DA B Ao R ) — S 32 U 50 44 A E 35

Subject DN of certificate must be unique for different subscribers in GDCA trust domain. But a
subscriber can hold more than one certificate using the same subject DN.

3.1.6. 44 43 kb3 Naming Dispute Processing

GDCA AAMF AL FigThk Tar B UL ot KAEMGE, T MEATRE
FHEN U B 15 D R

GDCA doesn't assume the responsibility of solving naming disputes during certificate application.
When dispute is occurred, subscribers shall submit above issue to judicial institutions or
administrative departments.

3.1.7. FARIRA]. X556 Recognition, Authentication, and Role of

Trademarks

GDCA 2R ML+ 1 AR B 4 A S RAR 4

Subject’s DN of certificate issued by GDCA does not contain any trademarks.
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3.2. HIEEEHEIA Initial Identity Validation

3.2.1. iE A AR5 Method to Prove Possession of Private Key

EV EF G E IR R A 5 AT SR A SRR R AAEH R B O VA R R
PHIFGHEPOEEHTEYL (PKCS#I0) . HE 5SS R T, 8% GDCA
TR UE I 7 2, BRI AAE B Gl 20 e 1 35 5 A A A ORI S2FE) PIN A

A
~3 o

Applicants must prove that he/she holds the corresponding private key to the public key being
registered. You can use the ways of digital signature contained in certificate request messages
(PKCS#10) or other equivalent method to identify the secret keys, or some ways required by GDCA,
such as initial information (distributed key medium and its PIN code), etc. to prove that applicants
hold the relevant keys.

3.2.2. VLI 54 4 5] Authentication of Organization Identity

FEXI AL SR HEAT S5 00 SR N = WG RAE EV CPS i, JEHEZM CA/
WU 28 E (CA/Browser Forum) Bt www.cabforum.org KA EV 855 =450 1
FORA—E SIE P E & EREE 4 (internationalized domain names, IDNs) i, v
BELLE ] Bt 38042 1 [A) T2 53 KB Chomographic spoofing).

The identification procedures for organization identity authentication must be stated clearly in
GDCA EV CPS and comply with the Section 3 of EV Guidelines released by CA/Browser Forum at
www.cabforum.org. Homographic spoofing should be prevented if the certificate contains

internationalized domain names (IDNs).

3.2.3. MNAB 4 HI% 5] Authentication of Individual Identity

GDCA Az M NH P EV E B HIE .

EV certificate does not accept individual application.

3.2.4. BB RT 12 B Non-Verified Subscriber Information

BV A A L 2 AT £ A S0 AT

All information in EV certificate must be verified.
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3.2.5. AU Validation of Authority

PV P I TP N TP BRIE ML S5 I, N 23R4T QR S
1 @58 =07 SO YIRS s dt e . BURT F2 80 1 1R R I S5 7 A A iz AL
AR
2. JEIEHTE. A RIS EEEE R L R I B A A R 2 S SR BHIEIZ N R T B
HURE AR HARERAT AU 3L o
GDCA R fCVF HHE# 15 E AL A AR HIFIESS o 35 HE & DA i a2 1 n] Lk
ATIEF IO, U GDCA AMGHESZAEIZIRE N 51 UM AETIES I K o
TEWCE FiE 3 OAZ L0 TG SR, GDCA R[] B # # I O AU LG B

The following verification processes shall be taken when agents authorized by subscribers apply for
certificates:

1. Confirming the organization validity by using third-party identity verification service or
database and reviewing documents issued by government.

2. Using telephone, postal letter with return receipt, employment proof document or any
equivalent way to confirm that a person belongs to above organizations and his/her behaviors
are authorized by these organizations.

GDCA should allow an applicant to specify individuals to request certificates. If an applicant
specifies, in writing, the individuals who may request a certificate, then GDCA should not accept
any certificate requests that are outside this specification. GDCA should provide an applicant with a
list of its authorized certificate requesters upon the applicant’s verified written request.

3.2.6. HEAEAHEN Criteria for Interoperation

ST AR B FUGER S, ATLLS GDCA HEAT H MR, {H2 % FUAEIRS:
HUFIH) CPS L Zif & GDCA CP #5K, Jf H55 GDCA 25 M R P

GDCA ¥R IE LI A, $%23F GDCA HIKIENM LR IER, AR
FHREFRIE S o

#HEHA, GDCA KRZERATLAMIZE XAE,

AR E SOEHE U B A B, GDCA H4/™4% T LAAT .

Other certificate authorities can interoperate with GDCA. These CAs must ensure that their CPS
are in compliance with the requirements from GDCA’'s CP and sign related agreement with GDCA.

GDCA accepts the information authenticated by other CAs and issue corresponding certificates
based on the agreement.

To date, GDCA has not issued any cross certificates.
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If there are provisions of national laws and regulations regarding interoperations of issuing
certificate, GDCA will perform strictly according to relevant legislations.

3.2.7. B3 RIRRIUHER T Data Source Accuracy

FEREAE T ECE RIS A AT AR A ] 2 1T, GDCA X Z R ATt , v
W, R Ohid BOE SO AT VAL, B IR LT R
BT A B I AR RR
5 R UE ST AR
Bl LR, SRR H
HET A AR AT B B AT e
Dy B 5 eSO PO A
A VA ] (RSB SRR P 3R AT B B30 BRI E) AR IE P3R5 AT 398 K,
JU) GDCA wIfif F i et S S A

GDCA Ziifii #& EV Guidelines F 2K 7EH M (www.gdca.com.cn) #5& EV i H 5%
UEBEERIR, & HIPPAL . ST

o ~ w bpoRE

Prior to using any data source as a reliable data source, GDCA evaluates the source for its reliability,
accuracy, and resistance to alteration or falsification, and considers the following during its
evaluation:

1. The age of the information provided,

2. The frequency of updates to the information source,
3. The data provider and purpose of the data collection,
4. The public accessibility of the data availability, and
5. The relative difficulty in falsifying or altering the data.

GDCA may use the documents and data to verify certificate information, provided that it obtained
the data or document no more than 398 days prior to issuing the certificate.

GDCA must publicly disclose the verification sources for the issuance of EV certificates on its
website (www.gdca.com.cn) according the EV Guidelines, and should periodically review and
update.

2020 £ 10 A 1 H, eSS BEILEMILL LU 2 EV SSL A K %
U UF R 2 7T, GDCA Fi{RAFUEI A CP 2715 2.1 sk i) GDCA 15 B, AFFHiH
EV SSL kA5 i A% Y6 0E T8 H i S S A0 R LR B SR

SEAARE AL UG P15 JE A 28 /B 3 LA P9 25
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JENEHME S DU AR RO SRS C R IS (B4 FR . 8B X R M) s K

® Ul N % WA %K MH: “ subjectjurisdictionLocalityName ” ( OID:
1.3.6.1.4.1.311.60.2.1.1 ) , “ subject:jurisdictionStateOrProvinceName ” ( OID:
1.3.6.1.4.1.311.60.2.1.2 > , M “ subject:jursidictionCountryName ” ( OID:
1.3.6.1.4.1.311.60.2.1.3), 44 F SLAREICAEMHLG T IS B RUEF I, BZR
SRR IE FH 0% X o S5 VR 2000 6 R 1S BA R VPN Z T B .
s 22 VE ML A2 [ X ZOon i) RIS subject:jurisdictionCountryName,
A 3 H 5 subject:jurisdictionStateOrProvinceName A
subject:jurisdictionLocalityName; 41 5 E W HLAL =& N /48 — iy, )b 2 5
subject:jurisdictionCountryName Al subject:jurisdictionStateOrProvinceName, A
335 subject:jurisdictionLocalityName; U152y —2ii, X ER=AFE
LIS

24 PR SR B AT LR A8 P T W 5 PR s X T vk i D0 5 8 e Y M 5 7 4

52 A% BB

BATIESR, ZIE RN BSOS, W FRR M — AR S L AT H .

Effective as of 1 October 2020, GDCA shall ensure that, prior to the use of an Incorporating Agency
or Registration Agency to fulfill the verification requirements for EV SSL certificates, the
Incorporating Agency or Registration Agency data sources used for EV SSL Certificates will be

publicly disclosed in the repository describer in section 2.1 of this CP.

This Agency Information shall include at least the following:

Sufficient information to unambiguously identify the Incorporating Agency or Registration
Agency (such as a name, jurisdiction, and website); and,

The accepted value or values for each of the ‘subject:jurisdictionLocalityName' (OID:
1.3.6.1.4.1.311.60.2.1.1), ‘subject:jurisdictionStateOrProvinceName’ (OID:
1.3.6.1.4.1.311.60.2.1.2), and ‘subject:jursidictionCountryName’ (OID: 1.3.6.1.4.1.311.60.2.1.3)
fields, when a certificate is issued using information from that Incorporating Agency or
Registration Agency, indicating the jurisdiction(s) that the Agency is appropriate for. These
fields must not contain information that is not relevant to the level of the Incorporating Agency
or Registration Agency. For example: The Jurisdiction of Incorporation for an Incorporating
Agency or Jurisdiction of Registration for a Registration Agency that operates at the country
level must include the country information (subject:jurisdictionCountryName) but must not
include the state or province (subject:jurisdictionStateOrProvinceName) or locality information
(subject:jurisdictionLocalityName). Similarly, the Jurisdiction for the applicable Incorporating
Agency or Registration Agency at the state or province level must include both country
(subject:jurisdictionCountryName) and state or province information
(subject:jurisdictionStateOrProvinceName), but must not include locality information
(subject:jurisdictionLocalityName). And, the Jurisdiction for the applicable Incorporating
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Agency or Registration Agency at the locality level must include all of these three fields
information.

® The acceptable form or syntax of Registration Numbers used by the Incorporating Agency or
Registration Agency, if the CA restricts such Numbers to an acceptable form or syntax; and,

® A revision history that includes a unique version number and date of publication for any
additions, modifications, and/or removals from this list.

3.2.8. Z AR Multi-Perspective Issuance Corroboration

AR AR B TETEIE AR 2 8, @ik B 2 AN FE A I IESS B, Xt
FEREAFTE R HE (B, SARIEEE/ R CAA YFal/2E 1) BHTEIE. %
IR BT o S TR KA M DG L (BGP) B BRENFF K B4 e

GDCA i1/ Baseline Requirements [ 8II ZSR AT 2 W0 M 28 R IRAIE

Multi-Perspective Issuance Corroboration attempts to corroborate the determinations (i.e., domain
validation pass/fail, CAA permission/prohibition) made by the primary network perspective from
multiple remote network perspectives before certificate issuance. This process can improve
protection against equally-specific prefix Border Gateway Protocol (BGP) attacks or hijacks.

GDCA follows the Baseline Requirements to perform multi-perspective issuance corroboration.

3.3. FHEIHERPIMBIREXS Identification and Authentication

for Re-key Requests

FEREAT CP 25 4.7 VTR AL 5 P SR A, 750X BB 10 5 B 2 AT 5 ) A O o )
SR SRR H IR P 2

Before rekey operation described in CP section 4.7, GDCA shall authenticate the key to confirm that
the request of rekey is from the original key owner.

3.3.1. ERBEHABE TR E XA Identification and Authentication for

Routine Re-key

PR OUT KPR, (R EV AEBRIMIET, 17 NMEFTHZE CP 5 3.2 ik
TAE BRI AR RUE SR ACUE TS HE .«

In general, subscriber should submit application for re-key according to CP section 3.2 on method
to prove possession of private key before the expiration of EV certificate.

Y S 3 PSS D BRI S R SO B e A DRI, T A FR R
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BB, 6 25BN P T B N 0 SO B Al D s, i tiE sk, GDCA
RA KA TES

The renewal of the secret key will cause that the original secret key is unable to decrypt the files or
data. Therefore, the subscriber should make sure the encrypted documents or data have been
decrypted before they apply for the secret key’'s updating. GDCA shall not assume any
responsibility due to failure of decryption by the renewal of the secret key.

34 WHEEEXEHEFWHRIRE X A Identification and

Authentication for Re-key After Revocation

EV IE P 5 A REREA T 2 B R
Re-key/renewal after revocation is not permitted.
3.5, B ERHIIRIREX5] Identification and Authentication for
Revocation Request
LT PR EV O IEBIAYIE R, GDCA ¥ LAIHAIE M B iE A SR AL A BEL% 7 2

BIEFAE K

When subscriber applies for EV certificate revocation, GDCA will contact with the subscriber
according to the information recorded during initial registration procedure to verify the application.

A EBEAEBHBIEESR Certificate Life Cycle Operational

Requirements

4.1. {EFHIE Certificate Application
4.1.1. VEF HiE 9248 Who Can Submit a Certificate Application

UEFS HE SRR BAT IR N GRS A SN (BT EL G Sk fr . A2 [
AN RBIESE).

Certification application entities are organizations with independent legal person qualification (such
as administrative organizations, institutions, social organizations, people's organizations and other
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organizations).

4.1.2. EMEFE 5 3TE Enrollment Process and Responsibilities

EV IE 5 vE M 4 N M B 1K SR E EV CPS h, I H A1 CA/ I G 25 18 i
(CA/Browser Forum)i i www.cabforum.org & A7 [ EV $i g 55 PU#B7 A2 sk AH— 2.
HIE# NS5 T RT . A CP X AHNL CPS S5 SCMH4yE Md i, el 6T
EFE VG BOR OSSR LRI AE DG A 25

HITE# M) GDCA 1758 EV IE HIER AAH AR SO, AT RIS i #
C4 TR FRNE. RIEER BT E AR HEX, 774 PKCS#10 1 51E K3
PFIHi822 45 GDCA.

The EV certificate registration operation shall be stated clearly in GDCA EV CPS and be compliant
with EV Guidelines’ Section 4 released by CA/Browser Forum at www.cabforum.org.Applicant
should learn subscriber’'s agreement, provisions agreed in this CP and corresponding CPS and
other files in advance. Especially, applicant should focus on related content about the certificate
applicable scope, rights, obligations and guarantee.

Applicant should submit EV certificate application forms and corresponding documents to GDCA.
All of above means that applicant has learned and accepted the contents. Applicants must generate
public and private key pair by themselves and send a PKCS#10 certificate request file to GDCA.

4.2. IEPHHIELFE Certificate Application Processing

4.2.1. AT IR A 5 % A Performing ldentification and Authentication

Functions

2 GDCA #5221 1) EV AEF G A, BAZA CP 5 3.2 T ESR, XHT AT
S0 550, A EVAEBR SRS, RAMOE, SRR
HI A [ ) A R e ko

FEUEFREARHT, 47 GDCA HRHE CP 2 3.2 715 P45 & RIS ZRAF BB miiuE WA SCA i if
AN 398 R Hizf5 BAR KA, N GDCA i FiZ Bk WIS, B SHIES
FHIER .

After GDCA and its registration agencies receive the subscriber’s certificate application, they shall
perform identity recognition and verification of identification over the subscriber according to the
requirements of CP section 3.2. During the review and issuance of an EV certificate, the entry clerk
and reviewer undertake different job responsibilities to satisfy the separation of duties principle.
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GDCA may use the documents and data provided in section 3.2 to verify certificate information,
provided that it obtained the data or document from a source specified under section 3.2 no more
than 398 days prior to issuing the certificate, and provided that no changes occurred to the
documents and data within such time period.

4.2.2. iE P B iE A AIE L Approval or Rejection of Certificate

Applications

GDCA NAESEIER SRS, s ge il . Wdahge mds, NN I8 2417
o FES BRI A B A EV IR HEE .

GDCA should approve or reject applications based on authentication. If GDCA and RA reject an
application, they should inform the applicants with appropriate ways and within reasonable time
period.

4.2.2.1. IEFHFE KA Approval of Certificate Applications

WRFFE TR, GDCA AT LUHLHEIE 15 Hi i«
1 ZHPIE WA CP 5 3.2 TRk 1T 7 S FR AR R € «
2. WIEH B BA AT IR N B ATEK
3. HHEH CIIRE SIS TN 22 1 o
GDCA will approve the certificate requests, if the following conditions are met:

1. The application shall completely meet the requirements from CP section 3.2 regarding the
subscriber's identification information and authentication.

2. Applicant accepts or has no opposition regarding the content or requirements of the
subscriber's agreement.

3. Applicant has paid already in accordance with the provisions.

4.2.2.2. EPHIERIEZ Rejection of Certificate Applications

WRRA T HIETE, GDCA RAHLaIE i i -

1 ZHEARFEA CP A 3.2 TR T1T ' S HIAR IR 5 € «

HEE A BETRBLIT 5 Z 1) S i IE WA R

HIE & SO0 B AN RS2 AT P MU R N A ALK

HAV & VAT B AN BE 8 42 FEL E SIS AR IR 2%

HiHIEH &4 ICANN (The Internet Corporation for Assigned Names and

o c w D
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Numbers) 2 [ )% gTLD (T4 );
6. GDCA I\ NHLHEZ HiEF 2% GDCA k4. Sk E k.
If the following circumstances happened, GDCA shall refuse the certificate application:

1. The application does not meet the specifications of subscriber’'s identification and
authentication in CP 3.2.

2. The applicant can’t provide the required identity documents.

3. The applicant opposes or can’t accept the relevant content or requirements of the subscriber's
agreement.

4. The applicant has not paid or can’t pay the appropriate fees.

5. The requested certificates contain a new gTLD under consideration by ICANN (The Internet
Corporation for Assigned Names and Numbers).

6. GDCA or RA considers that the approval of the application will bring the dispute, legal disputes
or losses to the GDCA.

4.2.3. AbFEIEF B E AR A] Time to Process Certificate Applications

GDCA [ EV BT AIEMLS N (CPS) MR E & BEALEFS H 7 AL I ] . GDCA
REFE CPS JLE (I [A] Py AL BEAE 5 T, TER A HLHE AR 4

GDCA EV CPS should specify the processing period of certificate application. No matter approving
or rejecting, GDCA should process certificate application within the period specified by GDCA EV
CPS.

4.2.4. IENLHZAL (CAA) Certification Authority Authorization (CAA)

X}F- GDCA A& I3 /& CA/N Y #%i83% EV Guidelines. Baseline Requirements Z5K
A FER (S 1) TLS/SSL UE 15, GDCA ikt 28 & UE 15 32 /5l 4 4 J& i 1t B — A
dNSName fif CAA ics i 2, HBE 2 2 1 4E7R .

GDCA AR5 RFC8659 ML AbEE “issue”. “issuewild” J% “iodef” [ MH:Ar s
47 “issue”. “issuewild” kR A& “gdca.com.cn”, N GDCA ALK Xt B AIIE T3 ;
# CAA it H L “iodef " FR4, Il GDCA JA5 HI i # VA i J5 e S 75 A HURIE Fi

GDCA NLAF 51 CAA LR EIRARMAF S E N AT A 26 1F: 1) 7E4F GDCA
(At B0t P 2 ) CAA LSRRG 2) B/ 2% il — Ik E i & 48 CAA 1t3%; 3) GDCA
CHINIZIR 4 JB T RFC 4035 5 4.3 il LI “ R4 IR

For the publicly trusted TLS/SSL certificates issued by GDCA and conform to the EV Guidelines
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and Baseline Requirements of the CA/Browser Forum, GDCA checks the CAA records and follows
the processing instructions found for each dNSName in the subjectAltName extension of the
certificate to be issued.

GDCA shall process "issue", "issuewild", and “iodef” property tags according to RFC8659: GDCA
shall not issue corresponding certificates if the "issue”, "issuewild" property tags do not contain
“gdca.com.cn”. In case the property tag “iodef’ is present in the CAA records, GDCA shall
determine whether or not to issue certificates after communicating with the applicant.

GDCA shall treat a record lookup failure as permission to issue certificates if: 1) the failure is
outside the GDCA's infrastructure; 2) the lookup has been retried at least once; and 3) GDCA has
confirmed that the domain is “Insecure” as defined in RFC 4035 Section 4.3.

42.4.1. CAA i3k DNSSEC IHE DNSSEC Validation of CAA Records

H 2026 4 3 F 15 Hig, M EMZEAPATHIIA 5 CAA iIC k& HIFHICH] DNS £
#), GDCA #UZiHATHT IANA DNSSEC IR {5 {E44 ) DNSSEC %Kil . FH T3 %41
f1 R T CAA L) HH ¢ DNS 1 [¥) DNS f#AT 45 24 2

® % RFC 4035 %% 5 71 7E L HIFLIL AT DNSSEC 4tk ;

® < fF RFC 5155 152 Y [] NSEC3;

® I F RFC 4509 1 RFC 5702 5 X K SHA-2;

® EffiAbFE RFC 6840 5 4 15 hHI 24 ) 22 Ax 1] .

H 2026 4 3 fJ 15 Hif2, GDCA NI FH A HIRZE AT 5 CAA L B AR
() DNS 251 DNSSEC HilF .

H 2026 4 3 7 15 Hi2, EMEMMAE DNSSEC Gkt 2 R Iiss i (il
SERVFAIL) AL NIEF K HIVFAT .

VE RN Z A RIS ) — 58, AR ZERL A AT LIS CAA I8 & WA G iy
DNS #ifj /7% T IANA DNSSEC HR{5fE4 ) DNSSEC 4&ilF .

% IANA DNSSEC #R15 /T4 11) DNSSEC 36 UEATEA CP 2 8.7 15 1 1) F VTAS i [
Mo

Effective March 15, 2026: DNSSEC validation back to the IANA DNSSEC root trust anchor must be
performed on all DNS queries associated with CAA record lookups performed by the primary
network perspective. The DNS resolver used for all DNS queries associated with CAA record
lookups performed by the primary network perspective must:

e  perform DNSSEC validation using the algorithm defined in RFC 4035 Section 5; and
e  support NSEC3 as defined in RFC 5155; and

®  support SHA-2 as defined in RFC 4509 and RFC 5702; and
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e  properly handle the security concerns enumerated in RFC 6840 Section 4.

Effective March 15, 2026: GDCA must not use local policy to disable DNSSEC validation on any
DNS query associated CAA record lookups.

Effective March 15, 2026: DNSSEC-validation errors observed by the primary network perspective
(e.g., SERVFAIL) must not be treated as permission to issue.

DNSSEC validation back to the IANA DNSSEC root trust anchor may be performed on all DNS
gueries associated with CAA record lookups performed by remote network perspectives as part of
Multi-Perspective Issuance Corroboration.

DNSSEC validation back to the IANA DNSSEC root trust anchor is considered outside the scope of
self-audits performed to fulfill the requirements in section 8.7 of this CP.

4.3. EPHZKRK Certificate Issuance

43.1. IEHZE K H CA BI4TA CA Actions During Certificate Issuance

R CA BIEH2E A Nt GDCA U AIE N S T A AT HARTE 2, (R CA 4T
IEF 22 1RAE

A trusted person authorized by GDCA should deliberately issue a direct command with respect to
certificate issuance by the root CA, in order for the root CA to perform a certificate signing
operation.

CA WAEUES BB B AL HE 5 AR IR RAUEFS . CA N HIIE N AR BRI AE R IRIE 5 45 T
FAEUEP B Pt RS B o BUET BIHRAE R 2 AR SRAE EV CPS 1, Jf HLEAN
CA/P Wi #% 81z (CA/Browser Forum) jd it www.cabforum.org & AR EV $RFE5E 4 4>
I ZE R A — 3.

1202543 H 15 H Y Rk 52 K B EV SSL/TLSIF i, 7EIE P4 K& 2 Hi, GDCA
WA AIEF (TBS HEH) #E47 linting Kl

GDCA generates and issues certificates after approval of the application. CA generates and issues
certificate for subscriber based on the information from certificate application form approved by
GDCA. The operation of certificate issuance shall be stated clearly in GDCA EV CPS and be
compliant with EV Guidelines’ Section 4 released by CA/Browser Forum at www.cabforum.org.

For EV SSL/TLS certificates issued on or after March 15, 2025, GDCA must perform pre-issuance
linting to check the tbsCertificate (to be signed Certificate).
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4.3.2. CA BHNRT PEPHRIZ KR Notifications to Subscriber by the CA of

Issuance of Certificate

GDCA [FHEBER RGBS KIEP G, BT EH &R, T atar b
RIFIEPRT, SfE@E I, M 8T, s dEid e 597 P 2E R 77
HEVT P U S RAIE TS

GDCA will notify subscriber after issuing certificate. Subscriber can get the certificate via face- face,
online download, or other methods agreed in advance by both sides.

4.4, EFEER Certificate Acceptance
44.1. I BAESZIE B RAT A Conduct Constituting Certificate Acceptance

L W EAT UL T GDCA IEFS AR 55 RISt REAE S T 48, R4S T 358 ERRIMREERAT
RS TR

2. GDCA FEMHUALET P EISvE b, AR F8AES, FHEIE @ R 7 20
FIELEAT ™, BIMRERAT 32 TR

3. AT RORHIEAS B IS N R I ERAE RN

1. Subscribers can download certificates at the specific GDCA certificate service website. The
download completeness indicates that subscribers have accepted the certificate.

2. GDCA’s RA can download certificates for subscribers with the permission of subscriber. Then
RA sends the certificates to subscriber through e-mail. It means the fact that subscriber has
accepted this certificate.

3. Subscribers oppose the fail operation of certificate and its content.

4.4.2. CA SHEF I KA Publication of the Certificate by the CA

W PR 5, GDCA $51Z 3T FE+ KA 2] GDCA 1 H %IR35 R 4t - [FI, GDCA
fRYE Google 1 CT %Em& Chttps://github.com/chromium/ct-policy), i1/ 415 Bk
FfE D =A CT RS2

After subscriber receive a certificate, GDCA issues the subscriber certificate to the GDCA directory
service system. As per the Google CT policy (https://github.com/chromium/ct-policy), GDCA
embeds in the SSL/TLS certificates the signature data from at least three CT servers recognized by
Google.
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4.4.3. CA i &0 HoAth STARTE P HIZE & Notification of Certificate Issuance by

the CA to Other Entities

FRUEFS1T 14k, GDCA AN E i HAt SEARIIE F 28 A

GDCA and RA do not need to notify the certificate issuance to other entities except for subscribers.

45, FHAMARERKIMEA Key Pair and Certificate Usage
45.1. T P AVARREF M8 A Subscriber Private Key and Certificate Usage

SUEAS A AL 0 2 B AR L A AARH A AE P &880 7 O 4 32 IR S i g Rl
Mo MERREBRFEIT . A CP AIAESE CPS HIMLE, I HAAJU St & P&
PRI E SR AH — B

VTP ORI HALGTIE S R A AL, I HAS AL A S ST s e e 15 . A
AFFHEAT VAR

X EVARBSRE AU, AMFE— MRS 2 MR R

X EV SSLAESS, 3T/ STARAN LS5 ORAE R FEUEFS h 1) H ) S R 44 068 82 AT 55
e B IE S
Only after subscribers sign the subscriber agreement and accept the certificate, the private key
which is correspondent to the public key in the certificate can be used. The usages of the

certificates must conform to the provisions of subscriber agreement, this CP and related CPS also
must be compliant with the EKU defined in the certificate.

Subscriber shall protect his/her private key from unauthorized use. Subscribers should no longer
use expired and revoked certificates. In addition, the private key should not be archived.

For EV CodeSigning certificates, a certificate cannot match multi-software at the same time.

For the EV SSL certificates, the subscribers should undertake an obligation and warranty to install
the certificates only on servers that are accessible at the subjectAltName(s) listed in the certificates.

45.2. T AHMIER KA Relying Party Public Key and Certificate

Usage

RIS B HIE R, A ST U ARk
1 RIGHC 2400 N UE S R A5 A BE
2. HHINZEEA N BLRJUEFS /2 GDCA Fi%s K :
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3 i A CRL B OCSP i\ 1% 44 0F W [ IE 5 2 75 1 #UeH »

4. UEFS I FHIESE 5 R4 44

5. MHHIER BRI AHRIER 4

6. AL A RO

A AT — AN R, AR TR 4% 2 45 B

R T BRI A B AR TR, AL IE 2 (IR AR PR 2 T I ZEAIE
5, ARG RS B ARG BINE o ARKIET RORE N IE - [N 2515 B — i Rk LS
207 o

When the relying party has received the message with digital signature, the party has the obligation
to carry out the following operations to confirm:

1. Obtain digital signature’s corresponding certificate and trust chain.
2. Confirm that the signature’s corresponding certificate is the one trusted by the relying party.

3. Confirm whether the signature corresponding certificate has been revoked by querying the
CRL or OCSP.

4. Certificate usage is suitable for the corresponding signature.

5. Use certificate’s public key to verify the signature.

6. Check the validity of the certificates.

If the above conditions are not met, relying party has the responsibility to refuse to sign information.

When the relying party needs to send an encrypted message to the receiving party, the party must
first obtain the encryption certificate of receiving party through proper channels, and then encrypt
the information using public key of the certificate. The relying party should send the encryption
certificate and encrypted information to receiving party.

4.6. IEHFEH Certificate Renewal

4.6.1. R EHHEH Circumstances for Certificate Renewal

GDCA A4t EV IEPHEH RS -

GDCA does not provide EV certificate renewal service.

4.6.2. B RIEHF B S24& Who May Request Renewal

AN .
Not applicable.
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4.6.3. REFEIEFEEHTE K Processing Certificate Renewal Requests

AEHT

Not applicable.

4.6.4. BEIT P ENE B R Notification of New Certificate Issuance to

Subscriber

AEH

Not applicable.

4.6.5. MIREZEIHIERKIITA Conduct Constituting Acceptance of a

Renewal Certificate

AEH

Not applicable.

4.6.6. CA S EIERR KA Publication of the Renewal Certificate by the

CA

ANEH

Not applicable.

4.6.7. CA H 1 HAb SR UE I & Notification of Certificate Issuance by

the CA to Other Entities

ANEH

Not applicable.
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4.7. EPHEHEH Certificate Rekey

47.1. ERHHEB RIS Circumstances for Certificate Rekey

GDCA HJUE 3 P HpT B (EANR T DL R

GDCA certificate Re-key including but not limited to the following circumstances:
1. UEHEI;
2. FETHAR. BURL2JEE, GDCA ZRIEHBHHEH.

1. The certificate expires.

2. GDCA requires certificate key update based on the security reasons of technology and policy.

472.  ERIEBFHEFK LM Who May Request Certification of a New

Public Key

TSR UEF TR 1 e U 3T .

The entity who requests re-key is the certificate subscriber.

4.7.3. A BEER I EIE R Processing Certificate Rekeying Requests

Z AR CP 5 3.3 JIAIAS CP 5 4.3 17 (I HIE XHIE 5§15 Wrdt AT Al B 4 5 5 AR
Il CABAE 525K o

The authentication and identification of subscriber for certificate rekey and the certificate issuance
shall conform to CP section 3.3 and CP section 4.3.

4.7.4. AT P EIE B %K Notification of New Certificate Issuance to

Subscriber

[Fl A CP 25 4.3.2 15,

See CP section 4.3.2.
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4.7.5. T R A EHEHRIATA Conduct Constituting Acceptance of a

Rekeyed Certificate

[A] 4 CP 25 4.4.1 75,

See CP section 4.4.1.

4.7.6. CA S HHEB A K AR Publication of the Rekeyed Certificate by

the CA

[Fl A CP 25 4.4.2 15,

See CP section 4.4.2.

4.7.7. CA #&nFHAh SEAATEH 4 & Notification of Certificate Issuance by

the CA to Other Entities

[Fl A CP 25 4.4.3 15,

See CP section 4.4.3.

4.8. IEFHEFE Certificate Modification

4.8.1. W HAS 5 Circumstances for Certificate Modification

GDCA Afflt EV IEHA MRS, WHlE+srh (& 115 B AR LA I NAZ IR A CP 58
4.9 T HUE BT ZIET, 1T RARIEA CP 58 4.1, 4.2, 4.3, 4.4 45MHLE HH HIE%
KAUEFS
GDCA does not support modification of EV certificates. A certificate in which the information has

been changed should be revoked according to CP section 4.9. Subscriber should re-apply the
certificate according to CP section 4.1, CP section 4.2, CP section 4.3, and CP section 4.4.

4.8.2. & RIEH2E H 5244 Who May Request Certificate Modification

AEH

Not applicable.
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4.8.3. AFEIEFAREE K Processing Certificate Modification Requests

AEHT

Not applicable.

4.8.4. BEIT P ENE B R Notification of New Certificate Issuance to

Subscriber

AEH

Not applicable.

4.8.5. MIREZEEIER KA Conduct Constituting Acceptance of

Modified Certificate
ANEH .
Not applicable.

4.8.6. CA M FEIFH R KA Publication of the Modified Certificate by the

CA

ANEH

Not applicable.

4.8.7. CA @ &nFH A SAATEH K4S & Notification of Certificate Issuance by

the CA to Other Entities

ANEH

Not applicable.

4.9. FPBFEFEE Certificate Revocation and Suspension

WE PR AR S B EE N M HCSRAE EV CPS w1, FEHZEM CAYEE ISR
(CA/Browser Forum)iE it www.cabforum.org & Aii i) EV T8 5 4 #70 HOZSRAH— 3.
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Certificate revocation and operation to query status shall be stated clearly in GDCA EV CPS and be
compliant with section 4 of EV Guidelines published by CA/Browser Forum at www.cabforum.org.

4.9.1. B HIE Circumstances for Revocation

49.1.1. iTPEH#BSHIER Reasons for Revoking a Subscriber

A HILLL N RO — P £ Fl, GDCA WAZIAE 24 /N 2 PYARAHAIE 15 -

VP LAS TR 20 SR I 5

17381 GDCA BT HIEF51 SR ARAT BIHAL HABEIB I B AT 9

GDCA 313 T b4, WEMSUEF AP RAT P AAHIE S 1t

GDCA #K15 TiEHE, EBIXHETH FQDN 5k IP ik s 44 52 B sk fzs il AL B8 AEAS

JSEAE AT o

A HILLA NS ) —FELZ Fh, CA RITE 24 /NI Z S IEF, HALAIE 5 K2

P E 45 -

IEH AN AT 4 Baseline Requirements 2 6.1.5 95 522 6.1.6 714

GDCA A5 1 L4518 2% M A IESE

GDCA 3BT i/ 7T P CPICPS Hi ) — Ik £ T & K $iAE:

GDCA FR7& T AT H] FQDN HIAE A s vr vl (i, Fikfeslifh i o

S T A E A A IR ), A T N R N IR VR AT iR 55 b b

2l B M N R B SE R A )

GDCA 3R F il FLAFUEH s F T 4500 BAT I 1k 1R I 14804

GDCA FBUE T8 {5 2 B KA s

GDCA K RiIE %5 & R REFF & Baseline Requirements %3k , 5% GDCA ] CP B, CPS;

GDCA AT AT B 5 A0 H IR E 1 rh A5 B N RS R

GDCA {4} Baseline Requirements 2% & iE T3 AL 1R %%, BB A Bl 21k, BRaE

H a4k 8: 489 CRLIOCSP 15 B/

10. CPS HERTTEATHAE BB AN AP HIIHAT: BRKH: THEHLEGEE KM 7%
L BB EVEE I SR s BURAT Y, B e A AR R R Bl A5
JEE BB

11. GDCA C&JBATHES S5 )G, T P AREENIR S5 9% -

12. CA B AL 7 aT (1T A ER (AR IGTE I 7735, LRV TARYE A 5142 ) th
HEAEME (Bt Debian §§%5%], W.: http://wiki.debian.org/SSLkeys), Hif77EH]

A w0 D

A w0 b

© © N o O
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BRRUESE ,  UERA AR RABH I 7 VR A R
GDCA shall revoke a certificate within 24 hours if one or more of the following occurs:
1. The subscriber requests in writing that GDCA revoke the certificate;

2. The subscriber notifies GDCA that the original certificate request was not authorized and does
not retroactively grant authorization;

3. GDCA obtains evidence that the subscriber's private key corresponding to the public key in the
certificate suffered a key compromise; or

4. GDCA obtains evidence that the validation of domain authorization or control for any
Fully-Qualified Domain Name or IP address in the certificate should not be relied upon.

GDCA should revoke a certificate within 24 hours and must revoke a certificate within 5 days if one
or more of the following occurs.

1. The certificate no longer complies with the Baseline Requirements section 6.1.5 and 6.1.6;
2. GDCA obtains evidence that the certificate was misused,;

3. GDCA is made aware that a subscriber has violated one or more of its material obligations
under the subscriber agreement and CP/CPS;

4. GDCA is made aware of any circumstance indicating that use of a fully-qualified domain name
in the certificate is no longer legally permitted (e.g. a court or arbitrator has revoked a domain
name registrant’s right to use the domain name, a relevant licensing or services agreement
between the domain name registrant and the applicant has terminated, or the domain name
registrant has failed to renew the domain name);

5. GDCA is made aware that a wildcard certificate has been used to authenticate a fraudulently
misleading subordinate fully-qualified domain name;

6. GDCA is made aware of a material change in the information contained in the certificate;

7. GDCA is made aware that the certificate was not issued in accordance with Baseline
Requirements or GDCA’s CP or CPS;

8. GDCA determines or is made aware that any of the information appearing in the certificate is
inaccurate;

9. GDCA's right to issue certificates under the Baseline Requirements expires or is revoked or
terminated, unless it has made arrangements to continue maintaining the CRL/OCSP
repository;

10. The fulfilment of the obligations in the CPS is delayed or encounters force majeure, such as
natural disasters, computer or communications failures, changes of laws and regulations,
government actions or other causes beyond the reasonable control, causing threats to the
information of others; or

11. Subscribers fail to pay the service fees after GDCA performed the obligations of notifying the
subscribers to pay;
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12. GDCA is made aware of a demonstrated or proven method that exposes the subscriber's
private key to compromise, methods have been developed that can easily calculate it based
on the public key (such as a Debian weak key, see http://wiki.debian.org/SSLkeys), or if there
is clear evidence that the specific method used to generate the private key was flawed.

4.9.1.2. Reasons for Revoking a Subordinate CA Certificate 1% CA iEH 4 R EH

BN L i) —FhEZ i, GDCA ZRTE 7 K2 MR H 2% CAET:

1. GDCA I3 TIEHE, EMISUEH AN R 2 CA I R T &8 E, SR E
Fr & s R BE R A S SRR HE (1 2R

2. GDCA 132 7 F 1518 235 F 45

3. GDCA fRANEBMZE R KRR &, Bih g CA RBERFEIE H 1L S BOMIE 55
SR

4.  GDCA Y AR H BT CAIER {5 BN RS BB A 1R 1

5. 2% CA TR R T 1LisE

6. P CAIH, BB a2k,

GDCA shall revoke a subordinate CA within 7 days if one or more of the following occurs:

1. GDCA obtains evidence that the subordinate CA’s private key corresponding to the public key
in the certificate suffered a key compromise or no longer complies with the requirements of the
standards on key sizes and public key parameters;

2. GDCA obtains evidence that the certificate was misused;

3. GDCAIis made aware that the certificate was not issued in accordance with or that subordinate
CA has not complied with the applicable CP or CPS;

4. GDCA determines that any of the information appearing in the subordinate CA certificate is
inaccurate or misleading;

5. The subordinate CA ceases operations for any reasons;

6. The subordinate CA expires or is revoked or terminated.

4.9.2. 1B RIEH S 824k Who Can Request Revocation

LN SEAR AT BLE SRIGEH — T e

GDCA;

HEFIT

%Bes BUREE TR AR AR

W5 L TERAFSR AR+ 1595 35 AT UAL) BCEL A P 28 =5 T RASR SIS [ i 75

> w0 dpoE
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%1 GDCA H & FLHE B e 13
The following entities can request revocation of a subscriber certificate:
1. GDCA;
2.  Subscriber;
3. Court, government departments and other public power department;

4. Relying parties, application software suppliers, anti-virus organizations and other third parties
may submit certificate problem reports informing GDCA of reasonable grounds to revoke the
certificates.

4.9.3. BB E R AL BFEF Procedure for Revocation Request

4.93.1. 3T PERBESIETS The subscriber actively proposed to revocation application

VT ) GDCA $ A8 U B 2R S piE BARERE, (71 U6 W 4R S5 A«
GDCA 284 CP 28 3.4 7 A HEAT UE TS U 1 K A0 255915

GDCA fE 42 B TE R 5 10 2 A TAE H P 58 BIE T Ry

GDCA 58 BN Joi 1 Bl HE A FIRIE P 91 3% s

GDCA i@ % MEAFEEIE 2 7 20, T ANTT FE P UEs A i 1 2
GDCA it 7%24 /N FRIIE A 4 FR i iR 55

o a0 &~ w Do

1. Subscriber submits application form of revocation and documents of identity confirmation
to GDCA. Meanwhile, subscriber should provide reasons of revocation.

2. GDCA makes authentication of certificate revocation request according to CP section 3.4.

3. GDCA completes certificate revocation within 2 working days after receiving revocation
request.

4. After the completeness of revocation, GDCA releases it to CRL promptly.

5. GDCA notifies subscriber that the certificate was revoked and the revoked reason by
appropriate means, such as telephone, mail, and etc.

6. GDCA offers 24x7 certificate revocation requests service.

4.9.3.2. TP #EEREHIHEYIES The subscriber is forced to revoke the certificate

1. 4 GDCA H R/ HIF dH#E HBA CP 55 4.9.1.1 H- 15 LI, AT a5
SE IR AR E 155
2. GDCA &t 7%24 /NI AR 15 [ i o5 FAL EE L 5
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3. KT FRANU . BRSO L B R U S S =7 SRAFIE S A AR
T, GDCA 2 2 A AR s 20 5 ROR ok s A TR 4 E 155

4. GDCA f#HiT ke, lidad =S m0ra, Wi rileh Bihss, Sairs
EFS CRCEH S B .

1. GDCA can revoke subscriber’s certificate with the occurrence of circumstances described
in CP section 4.9.1 .1 after the approval of GDCA Security Policy Committee;

2. GDCA maintains a 24x7 certificate problems reporting and processing procedures;

3. GDCA will take actions to investigate the certificate problem reports submitted by relying
parties, judicial institutions, application software providers, anti-virus organizations and
other third parties, and will decide whether or not to revoke the certificates based on the
results of the investigation;

4. After the certificate revocation, GDCA or RA will use appropriate ways, including mail,
phone etc. to notify the final subscriber that the certificate has been revoked and the
reason why to be revoked.

4.9.4. HEHTE R I % PR B Revocation Request Grace Period

D SR L B A A T R R S T, SRR S SR AL L L AT i ke 8
NS A BR o FARHER S DR R 1S SR AL AUAE A TE ) 48 /NI 3R

If key exposure occurs or suspected occurs, revocation request must be submitted in finding
leakage or leakage suspicion within 8 hours after key exposure or suspected exposure is found.
Revocation requirements caused by other reasons must be made within 48 hours.

4.9.5. CA B IERKIF PR Time Within Which CA Must Process the

Revocation Request

GDCA H #% PIHUH 1 5K 21 56 U Z [ R 1] B JUIFR , A 24 A~/

The cycle of GDCA processes revocation request is 24 hours.

4.9.6. W R EUE HAS I ESR Revocation Checking Requirements for
Relying Parties
WA LEAH — AN UE AT 4T 1) GDCA KA ¥ CRL B AT T B AR5 2 75
WA -
Relying parties must check the CRL published by GDCA before trusting a certificate to confirm the
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status of certificate.

49.7. CRL RAFMIZE CRL Issuance Frequency

XTI uE+, GDCA (1) CRL &ATFARAN 24 /i, H nextUpdate =7 B [AME A5
i thisUpdate {E 1) 10 KL E.

g CAEF:, GDCA ) CRL KA N 12 N H . WA 4 CA L+,
GDCA 7EH4H )5 24 /INF 2 )W BEH CRL, H. nextUpdate 7 Bt [F{E A5 HY thisUpdate &
12 AU E.

TERFIR S S 0L AT LM CRL SZRPAE R (B AS W 2L 3 4 1 RE B8 0RIE ), CRL 157
RIAE 2% 1 GDCA il 5 [ R AT SRIE TR E

For the subscriber certificates, GDCA shall update and publish certificate revocation list (CRL)
every 24 hours, and the value of the nextUpdate field shall be no more than ten days beyond the
value of the thisUpdate field.

For the subordinate CA certificates, GDCA shall update and publish certificate revocation list (CRL)
every 12 months. In case the subordinate CA certificates are revoked, GDCA shall update and
publish the certificate revocation list (CRL) within 24 hours after the revocation, and the value of the
nextUpdate field shall be no more than twelve months beyond the value of the thisUpdate field.

However, CRL can come into effect immediately determined by release strategy made by GDCA in
special emergency circumstances (assuming that the network transmission condition can
guarantee).

4.9.8. CRL & AR KB J5 B 18] Maximum Latency for CRLs

—A EV IEF W ERHHE BB A AT R CRL LRI fE I A AN BB 1L 24 /NI
CRL is effective after revocation request approved within 24 hours.

4909, ELREBEZ WK A A Online Revocation/Status Checking

Availability

GDCA ] [m] ik 51T AR 7 52 (AL 2k TR A A IRk 55 . OCSP i B A &
RFC6960 [1ZE3K, Jf H# OCSP 45 #8454 . OCSP R4S &8 M 1 5 IE/E B R A IE
Tl F—A CA %K, OCSP R4 #% Wik i AL & — 4 RFC6960 & X ALK
id-pkix-ocsp-nocheck fI3™ & 17 .

GDCA shall support OCSP responses for subscribers and the relying parties. The OCSP responses
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shall conform to RFC6960, and signed by an OCSP Responder whose Certificate is signed by the
CA that issued the Certificate whose revocation status is being checked. The OCSP signing
certificates shall contain an extension of type id-pkix-ocsp-nocheck, as defined by RFC6960.

49.10. ELREEMER Online Revocation Checking Requirements

M P Al BLE BT AEZORES A W), GDCA A3 BATAT HY LU IR .

GDCA #24}t Get Al Post P F77 f) OCSP £ ifl 55 -

XIS, GDCA % A REVYR B8 OCSP {5 /2. OCSP M bz {1 e (K A3 R N
10 Ko AT 2N HHESS, SZEIEEE OCSP.

KT g CAEF:, GDCA R # /b4 12 A SEH OCSP 5 5. it h 4 CA iE
A5, NIFE 24 /N A BEET OCSP {5 /2. o

XFF AR KR FEB RS E TR, GDCA AFik[El “good” IRZ.
Users may feel free to inquire status online. GDCA must not impose any access limits.
GDCA offers the OCSP service using both the Get and Post methods.

For subscriber certificates, GDCA shall update the OCSP information at least every four days.
OCSP responses from this service have a maximum expiration time of ten days. For the revoked
certificates, OCSP status will be updated immediately.

For subordinate CA certificates, GDCA shall update the OCSP information at least every twelve
months, and within 24 hours after revoking a subordinate CA certificate.

GDCA must not respond with a "good" status for the request for status of a certificate that has not
been issued.

49.11. #HHEERNHEAMEKRATER Other Forms of Revocation Advertisements

Available

k%7 CRL.OCSP 4, GDCA w] DLFR LN S B HoAth R AT 3, (HIX A& LA

GDCA may provide other publication forms of revocation information in addition to for CRL and
OCSP; however, such publication forms are not mandatory.

4912. HWHHREW R P E R Special Requirements related to Key

Compromise

FRACP 25 4.9.1 WRUE TS AN, 230 7 BGE MU FIEF 3 1 52 2 2 I
a7 R[] GDCA # ik B ER . 1R CA W H (IR CA Hihdt CA B 24
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WA E BCE VBRI, N AL & BRI 18] 3 5 3QR0 07 R 38 AT P MK T

Except for the case described in CP section 4.9.1, when certificate key of subscriber or RA has
been lost or probably lost, certificate revocation request must be made to GDCA immediately. If
security of CA’'s key (root CA or sub-CA key) is damaged or suspected damaged, GDCA should
notify subscriber and relying party timely in reasonable time and appropriate way.

T P BLAMA S =T aI RS A CP 158 1.5.2.1 B AHKR T, #xFH1 GDCA
2R B H AR MRS SR IRAE, 171 GDCA & HiEH 24 & iR s, 415 7 Fifd
FICAR 73k 2 — R WA B d A 00 N (AL B -
> IRAC B R (I FAHAE A4 1 CSR, FRFEIE A A RSN “Proof of Key Compromise

for GDCA”; &k
> BRI R ALY

GDCA RJ 175 75 2 5 757 55 0 HoAth 1k W AL BH 1t 5 1K 7705

Non-subscriber third parties may report a key compromise of an unexpired, unrevoked GDCA
certificate according to the contact information described in section 1.5.2.1, using one of the
following methods to prove possession/control of the private key associated with a certificate.

»  Submission of a CSR signed by the compromised private key with the Common Name “Proof
of Key Compromise for GDCA”; or

»  Providing the private key itself.

GDCA may allow additional, alternative methods that do not appear in this section at its own
discretion.

49.13. iEPHEFEAIERE Circumstances for Suspension

GDCA A SZFHIE .

Not applicable.

49.14. ERIEPHHEAK 4K Who Can Request Suspension
GDCA N SCRFIEF k..

Not applicable.

49.15.  H#HEIFERKFEFF Procedure for Suspension Request
GDCA AN SFHIEF 4k .

Not applicable.
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49.16.  HEMHAFRR%] Limits on Suspension Period

GDCA A FHIE

Not applicable.

4.10. EFIRAIRS Certificate Status Services
410.1.  EAEHFME Operational Characteristics

VAT LUERE CRL. LDAP H 3% OCSP #riliE4iiRAs, iRy sRA0E R4
I 45 IR A% 06t 2 7 SR A T PR i 2 I [ 0 9 % A B

X T AR FIETS , GDCA AN RAEIEFS B AT B HAE CRL H A3 1d 5k - GDCA
AR CRL HRARAS 25 44 1IE i ) i i 3%

GDCA Al OCSP H s ic 3% -

Subscribers can query certificate status through the CRL, LDAP and OCSP. Certificate status
services described above should have reasonable response time and concurrency process
capability for query request.

For the revoked certificates, GDCA shall not remove their revocation records from CRL prior to
expiration of such certificates. GDCA does not remove the revocation records of code signing
certificates from the CRL.

GDCA does not remove the revocation records in the OCSP.

410.2.  JRZETHE Service Availability

TERRAS AR S5 D RAE 7X24 /N AT, HL i o2 () A5 6t 10 5.
TE 3RS IR 5% 1 ] P B 24 B A0S 42 EV CPS T, 3 HEEA CA/NI I 2810 1%
(CA/Browser Forum)iifi it www.cabforum.org & A [ EV $5F5 55 4 #54 (ZERA — 34,

Certificate Status Services must be available 24 x 7 without scheduled interruption, and the
response time must be of ten seconds or less.

The availability of certificate service status shall be stated clearly in GDCA EV CPS and be
compliant with EV Guidelines’ Section 4 published by CA/Browser Forum at www.cabforum.org.

4.10.3.  WIEFFME Operational Features

ZWA CP 4 499, 49117 HIE.
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See CP section 4.9.9, section 4.9.11.

4.11. IT453R End of Subscription

WE LT IS R BT BT ATy 1304

1L UEBRE A AT

2. UL RISAHT B .
The following conditions shall be deemed that the user terminated to use the certificate services
provided by GDCA:

1. The certificate is not updated after expiration.

2. The certificate is revoked before expiration.

4.12. FHAFE 5K E Key Escrow and Recovery

412.1. HHEESWKERRESITA Key Escrow and Recovery Policy and

Practices

GDCA AFHEEAEMR EV IEHIT IR, It A SR PR E AR 55 .

GDCA does not escrow the private key of subscriber’s EV certificate and thus does not provide key
recovery services.

412.2. SEEHRBESRERIEKE54TR Session Key Encapsulation and

Recovery Policy and Practices

ANEH

Not applicable.
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5. INIENIA R B EMEE/EREH] Facility, Management, and

Operational Controls

5.1. #E$EH] Physical Controls
5.1.1. L B 584 Site Location and Construction

GDCA HuL AL #Z DI RE EE Rz XL RS IX . ERIX . BEX . AKX
o B0 X R aEtERE LR E . AR NI B FLANMR, FLh T, SR
MRS 2mm (v FLANNR, BRI RS 3mm (v FLANER . 1745 T 208 CO2 friP
1o BEERIMB A SR A B Bkl 12 T BUR bRl 1. 18 X524 57 il
R TC B RO X T o PR A A A v TR REAR IR e e A o AP T OR S DR
R R 6 R B AEAZ 0 X

According to the functions of GDCA central area, it consists of core area, service area,
management area, operation area, public area. The core area is a high-performance
electromagnetic shielding room. Its shell is made of six sides of high quality cold-rolled steel plate.
The roof and wall panel is made of cold-rolled steel plate with thickness of 2 mm. The floor is made
of cold-rolled steel sheet with thickness of 3 mm. Welding process is CO2 protection welding. Glass
is thickened and bulletproof with metal mesh added on it. Shielding door is manual locked. Vent is
configured with honeycomb type ventilation duct shielding room window according to the
specifications of the shielding room. Power filter is single phase high-performance low leakage filter.
Safe with confidential information stored must be placed in the core area.

5.1.2. Y [ #%#) Physical Access

e MG AN A RO T B C T, R, ATTRER A
5% 4 R KRR e AL . GDCA ) CPS A5 Z0HIER s i B AT L L 0 T
.

The activities of accessing to each physical security layer shall be recorded, audited and controlled
in order to ensure that all above activities of certain person have been authorized. GDCA CP must
define detailed rules for physical access control.

5.1.3. 1, 775 2% Power and Air Conditioning

GDCA HLp3 Mg 224 WEERIHL Bt R G0 S i IR S8, LI DRSS AN 8] BT
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HLJBERL. S8k, 3 N BB HLD % H A R 40 B XU AR Ge 2l s T 3 it At B AR

The computer room of GDCA shall be equipped with secure and reliable electric power system and
electric backup system to ensure continuous, uninterrupted access to electric power. In addition,
these systems shall have temperature and relative humidity of special air-conditioning system and
wind system control operation facilities.

5.1.4. Bh7K Water Exposures

GDCA B RA F ITHHOARSE I, Bk KJsKRI B, JFRe a8 7E H Bl K B
DR EE - 930 /N IR 7K A E 2R GE PR 50 o

The computer room of GDCA should have specialized technical measures to prevent and detect
leaks, and be able to reduce the influence of leakage on the certification system to the maximum
extent.

5.1.5. KRB Fire Prevention and Protection

GDCA M5 N K BT 8 it -] 8 AH L B e KT BR A7 b KR B R A, X8k
ST T LT = L B B R T 22 A K
The room of GDCA shall take preventive measures, and formulate the corresponding program to

eliminate and prevent the occurrence of the fire. These measures shall meet local applicable safety
regulations.

5.1.6. A R Media Storage

X VER A 5 AE ORISR 2 B oK Bk BT RE S B, B, B, B
MLy B AR S ) 22 A TR R, IR HE L™ M A OR 7 T BLEABIS LEX A R G 5B 18 ]
A1) o
GDCA meets the security requirements for media storage, including fire-proof, water-proof,
earthquake-proof, moisture-proof, corrosion-proof, pest-proof, static-proof, electromagnetic

radiation-proof, etc. Meanwhile, GDCA takes strict measures to prevent the media from
unauthorized use and access.

5.1.7. EY4LFE Waste Disposal

2 GDCA A5 HIARSK SCAF AR AL CAS P i 2 A7 A BT R Ui, Db BRI i 4
8, MG R IEIRE . B A IBURAS 2 A A A A R Ak B ATAR G 3 R 3
BERITIE Sk HATA AL 34T M) B4 8%

51



[] HEMHEIRIGBIRAE
S ot Ut L ety ALty Lo Ltk GDCA EV iE45450s (V3. 0 B

The written documents and materials of GDCA should be destroyed when they are no longer
needed or exceeded the expiration date, and must not be recovered. Cryptographic devices and
media with sensitive information should be initialized and physically destroyed by using
manufacturer’s method before disposal.

5.1.8. S &4y Off-Site Backup

GDCA AL 1 st edis & iy poe, AEFI LTI ot AR Gu it s o 1 H S A
AN A SRS B BEAT S R &

GDCA has established a remote data backup center. It backups the core system data, audit log
data and other sensitive information by the specialized software at off-site location on a daily basis.

5.2. FEFF$E#H] Procedural Controls

5.2.1. AJ{E /£ Trusted Roles

f£ GDCA UL FYIEIR ST IEREF, BEMAT EREMIES AT . (R
FAE S50 I BB E RO #R 4 GDCA P AT {5 A . I L A (0 B A 45

(R S R & S =S PNAE

2. RGUEHANG

3. WEHIFANR;

4. M EEN RS EIEN R,

In the process of electronic authentication service provided by GDCA, a person who can essentially
affect the processes of certificate issuance, usage, management and revocation, and other related
positions which are involved in key operation is considered as trusted roles. The trusted roles
include:

1. Administrator of key and password devices.
2. System administrator.
3. Security auditor.

4. Business administrator and business operator.

5.2.2. SIS FEE R A Number of Persons Required per Task

GDCA NBLAEFL AR 55 M X AT 55 REAT A 2], iR el fE kA2
FER LU A 55 -
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1 EPMEE RS BRI &2 5 alE AR 3 IR S
2. EBBERGHNE G TEIDRGEHA AT 2 AE N B R SR
3. HREMEBKUESS: T8 2 el N A IEFE S K.

GDCA strictly defines the controls of core missions in specific standards. Multiple trusted roles shall
be required to jointly complete the sensitive operation. For example:

1. For operation and storage of the key cryptographic equipment, it requires at least three of five
trusted persons to operate.

2. For background operation of the certificate issuance system, it requires at least two of three
trusted persons to operate.

3. For review and issuance of the certificate, it requires two trusted persons to operate.

5.2.3. FMAERRYS5X5] Identification and Authentication for Each

Role

XHF A RS AN G, AT ™M IR AT SEE, A DR L RENE T3 A2 T N
FHLAEIRTTMER . SRR 7 7E GDCA N G F A B 2600 TR

All current staff who undertakes the trusted roles in GDCA should pass certain accreditation
process. This process is set out in the GDCA personnel management regulations.

5.2.4. FERT2HEK A Roles Requiring Separation of Duties

BB ER 52, AR IR — A AT T —BRRE M M 0, A RE AT ) — e e IR
REM A (. 7R EEHR T 40 EI A A (B4 BANRR T
1. WEPr gz
IEHEL CRL 25K
ARG TR S Y
CA FHEM
AT

a > w N

In order to ensure security of the systems, it should follow the trusted role segregation principle that
the trusted role must be took by different personnel in GDCA. Roles requiring segregation of duties
include (but are not limited to:

1. The acceptance of the certificate businesses
2. The issuance of certificates or CRLs

3. System Engineering and Maintenance
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4. CAkey management

5.  Security auditing

5.3. A R¥EH#H| Personnel Controls

N R N 2 B A E S 72 EV CPS 1, I HL AN CA/I ¥ 25 18 3% (CA/Browser Forum)
JHITE www.cabforum.org KA EV TR 2 5 30 I E SR A — 2L

Personnel Controls shall be stated definitely in GDCA EV CPS and be accordance with EV
Guidelines Section 5 published by CA/Browser Forum at www.cabforum.org.

5.3.1. BH. £ MEHZER Qualifications, Experience, and Clearance

Requirements

GDCA if AR HH A {5 £ € 1 T AR N BRI 304 SR 4
H4% RUFIHE A TR 5
A E R R IR GDCA 45— 22 HF S B B
S GDCA A K2 E B ARTE . e M) B
HA RFMAN ARG B3SO 5T LIRS
H4% RUFI BN AERE
/i SR L N Ta T
GDCA R 78 M {5 f i N 53 /0 R4 JB . P # B TAERI . TEfe
M CA IzA7T M HBEAIR TAE. JTLREAT I E RE iR IL K5

© g &~ w N

The qualification requirements of person who undertakes trusted role in GDCA are as follows:
1. Good social and working background.

2.  Complying with state’s laws and regulations. Obeying GDCA’s unified arrangement and
management.

3. Complying with the GDCA related security management norms, regulations and specifications.
4. Having good personalities and working attitudes, with good working experience.

5. Agood team player.

6. Noillegal and criminal records.

A person required by GDCA as trusted role personnel must have loyalty, trustworthiness and
dedication to work, without other part-time work that affects CA daily operation, no major bad
records of this industry and etc.
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5.3.2. B RIAERERF Background Check Procedures

GDCA 2l 5H RHBUMRER T IS &1, 5ERo AlE R LR S

B A BRI G AT RS RN IR AT A B 0 5 1 [F) mon) HadEAT 1 R A . 5 50l
BN FEARWEF TR,

WA EUREN TIES D], BOLHEE, #E, HeXRTHMRE.

AT A R A B AR A I H SIS BRI T, #E R R 42 4 T THI ) 1
o RN AT AT .

GDCA may collaborate with governments and investigation organizations to complete background
review for the trusted roles.

All employees who are trusted or apply for should have a written consent that they must go through
a background investigation. Background review including: basic review and full review.

Basic review includes reviewing work experience, job recommendation, education and social
relation.

Full review includes reviewing criminal records, social relation and social security besides basic
review. Full reviews must be carried out for key roles.

B A

a)  NFHMIIATT IS G N BURRT LA $REHINTR B0k DI I
PreMVAESS . SEALEAS . B IE S B IE SR A R RGIE R

b) AFHMI @ HIE. FEk. Mg E VIS TE RO AR HE AR B et AT 4

SE o
c) HANETEE IS HEZ. HENEE. HRFREFT AR, RIEHERL
SRAE AN R 225

d) %1%, GDCA 5 R LRI RE PN, PAZIR 5 LAV EE CA UEF k55 19
AREMBIREE . [, GDCA MRHZIRANIMIAIN 618 B KBNS I
AAHAE A ORI AT AR 5%, DU REUSHF SLI0 IR I 28 N\ B3 (R AT (5 72
JEATAERE

Background review including: basic review and full review.

Basic review includes reviews about work experience, job recommendation, education and social
relation.

Full review includes reviews about criminal records, social relation and social security besides basic
review.

The review procedure includes:
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a) The HR department is responsible for confirming candidate’s personal information. Candidates
should provide the following information: resume, the highest degree graduation certificate,
degree certificate, qualification certificate and identity card and other related valid certificates.

b) The HR department identifies the authenticity of the information provided by candidates
through telephone, correspondence, network, visits and other forms.

c) The HR department checks candidates through on-site assessment, daily observation,
situational test and other methods. Appropriate arrangement is made according to the
investigation result.

d) After the review, GDCA signs a confidentiality agreement with employee in order to restrain
employee not to reveal any confidential and sensitive information of CA certificate services. At
the same time, GDCA will also be in accordance with the relevant organization regulations of
personnel management and make job examination on in-service staff who assumed trusted
role, so as to continuously review these employees’ trustworthiness and working ability.

5.3.3. B E SR Training Requirements

GDCA HRAE A5 M G IIL R, 48 TR R AR, ZRERIIANAEWT:
GDCA Iz E K %

GDCA ARk %R

GDCA %4 B

A7 BT — K

GDCA B HLEUR . il JE S IpikE,

& [HEXTHFMNERS M. b BF%.

* 6 6 ¢ o

Based on the position requirement of trusted role, GDCA shall arrange the corresponding pre-job
training. The comprehensive training contents are as follows:

€ GDCA operation system

GDCA technology system

GDCA security management mechanism
Job responsibilities uniform requirement

GDCA management policies, systems, measures, etc.

* & 6 o o

The laws, regulations and standards, procedures of electronic certification service in China.

5.3.4. BEVIRBERER Retraining Frequency and Requirements

GDCA MR 5 E 22 HE AR I, DLORAIE 52 B 3 1) 53 T SEINAT & B L 7 3K A 3
e AT,
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GDCA shall arrange for continuous re-training for employees at important positions regularly to
ensure employees can meet their job requirements and complete their jobs more smoothly.

5.3.5. TAE R # KB FIX P Job Rotation Frequency and Sequence

GDCA AR % 4= P SRS ) 5 A AN 5% A9 A I oz 6 o ST ARTIGF »

GDCA will define and change the Job rotation cycle and the sequence based on the organization
security management strategy.

5.3.6. RIFPAT NHIAL ] Sanctions for Unauthorized Actions

GDCA NI — BB BIME, SRR BUT ABEATE AT, AR R
EFFa R W TAEMAL, 13K, PPAE . RS FNENU AL BT 30 XA 14T
NN FFEIEAE I K o

GDCA shall establish and maintain a set of measures for the administration, including termination of
labor contracts, position removing, fines, criticism and education, submitting to Judiciary for
processing, etc., to appropriately discipline the personnel unauthorized activities. Above discipline
activities should comply with laws and regulations.

5.3.7. LA ARIZER Independent Contractor Requirements

XA ET GDCA WL N EE TAE A 51, {E A GDCA Mk 554 Kk ARk 5570 32
PBURI LS5 N B B BN SO A 4N, GDCA 48— 2R AT
INNIAYEE SioEE S8k
2. GDCA gt — 1 b ar s I A TAE A ER 1, BN B R EAR T GDCA
RS 32 BT L7 AR S5 R .

For persons who do not belong to the GDCA but participate in the relevant works for GDCA
businesses, such as business personnel of business branch organization, management personnel
and other independent contractors, GDCA has requirements are as follows:

1. Record management of personnel profiles;

2. GDCA provides unified training and retraining, includes but not limited to the GDCA certificate
acceptance rules and electronic certification business rules.

5.3.8. RALA N\ R B3CF Documentation Supplied to Personnel

GDCA 245 P78 51 L 1 SO B AL FE B IARRTS 53 T T AFA SR .

Documents provided to internal employees by GDCA include training documents and related
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personnel working documents.

5.4. HIHEFRFERF Audit Logging Procedures
541  EREHHIZE Types of Events Recorded

GDCA Mt AR EAR T

1L A G AN RS R, OISR &0 A0 IRE . AT .
ERS . AR, AR A

2. UEAEdr AN B, BREIEB R, k. B, REAE

3. ARG, MELEHE, W RIERKUIN CA RENTES), REGHEIEZ

AR HESE, RO

4. ERZERKILKMZERE: B SHMNE KEEES H Sl 20 MAE L,
A D AP ARG B A% BT ks SR 2) e AE
A AN B KB EPAT IS BEERAE, RARRCE ok [ SR DAL U5 R s 2
B 3) WP P A, B EOER: 4) A &

GUERAEAERR, BAERREIERE . PO LR RS E S
5. ARGUHRFFHMT, WHAGPUIRMAIE. MER. RESBHCHN;

6. CA WHifIViin, HEHRAN R CA B, AFRAN R CA Bt S5 AH

ALK
7. WENERILR, GIERGBIRMEIE. MR AR
XGOSR AL BN AR T

These events include but not limited to:

1. Management events in key’s life cycle, including generation, backup, storage, recovery, usage,

revocation, archiving, destruction, private key leakage, etc.

2. Management events of certificate life cycle, including application, approval, update, revocation,

etc.

3. System and network security events including: successful or unsuccessful access attempts for

CA system, logs generated during the daily system operation and system updates etc.

4. Security events recorded via information security devices: Logging of router and firewall

activities at a minimum include: 1) Successful and unsuccessful login attempts to routers and

firewalls; and 2) Logging of all administrative actions performed on routers and firewalls,

including configuration changes, firmware updates, and access control modifications; and 3)

Logging of all changes made to firewall rules, including additions, modifications, and deletions;
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and 4) Logging of all system events and errors, including hardware failures, software crashes,
and system restarts.

5. System operating events, including creation or deletion of permission, configuration or
modification of password.

6. Access to CA facilities, including the access of authorized or unauthorized personnel and
attendants, and other relevant records.

7. Management record of trusted roles and personnel, including system access application,
deletion and modification.

These logs shall be made available to qualified auditors for review when necessary.

5.4.2. A3 H ERISHE Frequency of Processing Log

GDCA ME it & e vH H &, DMERILE Z ) 2 2 NRE I, W RILN 2 F
SRR L PRI Tt o

All the audit logs shall be checked by GDCA regularly in order to discover the significant security
and operation events and take corresponding measures.

5.4.3. Hit B E R EHFR Retention Period for Audit Log

GDCA 212 3 (R AF FL AR AR 55 10 8 1 H A& DRAFIIIBR N L 72 4 IR R A=A 1o
Fo

GDCA must save electronic certification service audit logs properly. The preservation limitation
period is five years after the expiration of the electronic signature certification.

5.4.4. B+ H EB KR Protection of Audit Log

FIA e vh H 38, R SRE™ i A BRI 45 U 1] 42 8 T, 1977 LE R SRR 30
B MERSE.

All the audit logs should be handled with strict physical and logical access control measures to
avoid unauthorized reading, modification and deletion, etc.

5.4.5. HiH H EWEERF Audit Log Backup Procedures

XF T H SR & ROZ B SLARAT FTSEHIRE, 2 AT %4 o

GDCA should set up and carry out the reliable system for backups of audit logs, and full backups
are performed periodically.
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5.4.6. HIFKEE R4 Audit Collection System (Internal vs. External)

AEHT

Not applicable.

5.4.7. X S B HA FERRE A Notification to Event-Causing Subject

BTSRRI, BEEE SR IZ IR AL

When audit record reports an event, GDCA shall notify individuals, organizations who cause this
event.

5.4.8. He g5 PPl Vulnerability Assessments

MR B THC 3%, GDCA NLE JREAT % Mg G5 PEVP A5, FFARGE VAt 75 RICAN R g i o

GDCA shall conduct security vulnerability assessments regularly according to audit records and
take remedial measures according to assessment reports.

55. eF R4 Records Archival

5.5.1. JARSE R IR A Types of Records Archived

B ARIE SR, B 7 A CP 55 5.4.1 1 RLE A, 7R BRI N il st AT AR,
1

1L EBHEER;

2. AEPRRAGERE ISR SO

In addition to the records need to be archived specified by CP section 5.4.1, the following records
should be archived:

1. Information of certificate application.

2. Supporting documents of certificate issuance.

5.5.2. IR 2 AR B MR Retention Period for Archive

GDCA [ EV LTINS HI (CPS) N H1 58 A 1 A R4 0 3% 17 BE AR .

EV CPS of GDCA shall provide reasonable retention period for archive.
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5.5.3. VARSI AR Protection of Archive

N3 3 3 = ) B ATE AR U R P iR R R R, R RIS N B fe v
ViR AR, B IR RGP B0 MIRREE R ST .

All archive records shall take appropriate measures to control physical and logical access so that
only trusted personnel can access records. Archive records shall be protected from the
unauthorized browsing, modifying, deleting and other illegal operations.

5.5.4. VARSI B8 FE P Archive Backup Procedures

T RGBT IIRACS, N E BT &y, S SO REAT R A T
X A VAR BORE, AN BT, (R ERIBU™ R A Bt DR IE L 2 Ak

Electronically archived records generated by the systems should be backed up weekly. The backup
file should also be stored off-site.

For the written archiving data, they do not need to be backed up, but some strict measures need to
be taken to ensure the security.

5.5.5. O B E K Requirements for Time-Stamping of Records

GDCA WA HE#A R EC S, £ h#ERfE N R F LIRS = i .

All the GDCA records are labelled with time, and the time will either be added manually by the
operators or automatically by system.

5.5.6. RS EE R4t Archive Collection System (Internal or External)

 E SR NLE A R B AR R, G GDCA R«

All the entities including GDCA and RA should construct internal archive collection system.

5.5.7. KRB HRY/E B R Procedures to Obtain and Verify Archive

Information

GDCA (¥ % 2 ik Gi A 4 A 5170 75 O B VAR5 200 2 /N8 DL FE3R1G Se B R A
S, ZRRIX 2 95 DUBEAT EE AL

Security auditors and operation and maintenance team of GDCA retain 2 copies of the GDCA file
information respectively. While obtaining the complete archived information, comparison of the 2
copies shall take place to confirm the integrity.
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5.6. #4HEE Key Changeover

£ CAL-P RN, GDCA KX CA AT B, R 2 CA FYIx I R ik
A CP 2 6.3.2 T MUE M KA an ], AR CA TEAS AT LA A I AT SEOHT -
0T A R E I, B D IR CA BN . B SN L A 1A, GDCA
WR] Rhid i A O R 0 07 P AT ) CAE S . #E—> CA IEH 2 7, %A
A FEPUR S, LAORBEIXAS CA R R A HISeR N CA TH & FS 233 B AT A2 %

When the certificate of CA expires, GDCA will renew the certificate of CA. As long as CA key pair
does not exceed the maximum lifetime specified in Section 6.3.2, the certificate of CA could renew
using original key. Otherwise, new key pair shall be generated to replace the expired key pairs of
certificate of CA. Also, even in the key pair life cycle, GDCA could generate new certificate of CA by
using new key pair. Before the certificate of former level CA expires, key changeover shall be
performed to ensure that the entities in the CA system shall switch from original key pair to new key
pair smoothly.

FEAGHTIN CA BRI, WAZ5™ 1% 857 GDCA S5 T3 Y BLATAIT . 57 10 3 B ox
PEAER, GDCA 2RI CAESS, I I AT R A, LEAT P ARG 5 BEWE S I 37
Hii) CAIETS.

New CA key pair is generated according to the key management rules of GDCA strictly. While
generating new key pair, GDCA shall issue and publish the new CA certificate timely, and it shall be
available for subscriber and relying party to obtain new CA certificate.

CA #PIHEE N, W ZRAEHE AN UE P BE TR 1 )

Make sure that the entire certificate chain transits smoothly in CA key changeover.

5.7. #ELERMEPKE Compromise and Disaster Recovery
5.7.1. HMHELEREF Incident and Compromise Handling Procedures

GDCA R 1T 2= sk b BE 7 SN SR B TRGE , g AH L ) < 451 T A BEAR T

In order to timely respond to and handle accidents and damages, GDCA establishes a series of
emergency response schemes and accident treatment schemes.

5.7.2. THENEIR. SR/ B KHER Computing Resources, Software,

and/or Data Are Corrupted

GO BT EHLBTIR . P A B AR K FF . GDCA LR[S S S B AL
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WAL EE, AT IR SR S TR LR

When identified the destruction of network communication resources, failures of devices for daily
services, malfunction of software, or tampered database etc., GDCA will launch the disaster
recovery plan.

5.7.3. SRRV R E AR Entity Private Key Compromise Procedures

FEMOR I NI AR FAMERITE BT, GDCA KR Bl 5 IR AR 5 2 4 31 53 -

1. GDCAIERZGM LA B . WS RAE . RAEHAMITEE,

2. MBI HERIHERR, o B IR T R 5 S EHTAE.

3. WURHFIEMEHEGE HH A4 gee, HEdE, mEEHM CRL FE
BATIRE

4. BT )22 A R AT Be A BE M K R B AR

5. WIRTEEWRE S G R E SO, M RAEE APUTIRE

6. WIRTEWSE GDCA MK EAE R MECE SCAE, Wk 5 4b—% GDCA 4k %
A Ol 558 B O TR

In the intentional, man-made or natural disaster situation, GDCA will take the following steps to
restore security environment:

1. GDCA verification system’s password is changed by the business administrator, business
operators and system administrator.

2. According to the type of disaster, some or all certificates should be revoked or re-verified later.

3. Directory data, encryption certificate and CRL are needed for recovery if the directory is
unavailable or directory with impure suspicion.

4. Timely access to security site as far as possible to restore operation reasonably.

5.  While restore the business administrator's configuration file, it should be done by the system
administrator.

6. While restore the GDCA business operator’s configuration file, it should be done by another
GDCA security business operator or administrator.

) CA IRFAHBE B0 Bt % . GDCA JA B H K A RS BEAR /7, Hh 22 4 HEnE 25 1
SRR B R BAT VRS, SIEATZ R QR 7 A8 CA TEF, 452 RE DL R # it -

1 AR A E K R

2. RATVUEPIEFPIRAS BE B

3. ik GDCA W ufi sl H el 5 77 R A O TSN CA E T AL FE R ;

4. FEASHTIARFAEH, EHONIT P A RAET.

63



[] HSFRBERRERAE
- GDCA EV iEfi5Eng (V3. 0 kD

When CA root private key has been damaged, missed, tampered or leaked, GDCA starts a major
emergency treatment process, which is assessed by GDCA Security Policy Committee and the
relevant experts to make a plan. If the CA certificate must be revoked, the following measures will
be taken:

1. Notify relying parties and state administrative department.
2. Publish certificate revocation status to repositories.

3. Publish handling notification about revoked certificates at GDCA website or by other
communication methods.

4. Generate new root private key and re-issue certificate to subscriber.

5.7.4. RAME 5 K45 FF 8268 /1 Business Continuity Capabilities After a

Disaster

GDCA fER ARG, BA R LA 7 H MV 55 A7 8 RE -
1. ERVTBERLIIN ] AR B SS R G8, AN 48 /N
2. BEMIKREELR
3. BEMSTRIEMRE J MIZ BT & % 42K,
4. RN ARSI RS I HA SR DT FIHEK
GDCA shall have the following continuity capabilities after a disaster:
1. Recover business system as soon as possible, not exceeding 48 hours.
2. Recover information of customers.
3. Ensure the operation site meets the security requirements after recovered.

4. There are enough employees to operate the business and not violating segregation of duties.

b 5% 3% 4 1 ) S it 24 B R Ad SR AE EVCPS th, 3 HOEE AL CA/MI U 2% B I
(CA/Browser Forum)ifi it www.cabforum.org & Afif EV 85555 5 7 O E SR AH — 2L

The implementation of Business Continuity shall be stated definitely in GDCA EV CPS and be
accordance with EV Guidelines Section 5 released by CA/Browser Forum at www.cabforum.org.

5.8. CA 8% RA K& 1k CA or RA Termination

2 GDCA S Hoid LA 75 B - ol 45, U™ R 4% 8 (e N R SLR [ B 1
BAEN CRFVEMRS E B IME) FARSSER A UEN AL 28 1 L AE IR %5 (MR E
ZORMATA R LAE.

£ GDCA &1L, W2
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A S5 AR Bz A

HZEE GDCA 2 1174

A GDCA % AR SEAA
KM H F RS %5

WESVESN:

A BRAFAS SCAF T 3R
EATRINTIRE SN0 8
R H RS
PZEN=EIIE R T

AbFE GDCA V553 B 51 1 GDCA I 55 24 53 R AE ALRR
Kb B AN G BURR SCRY

12. j&Fk GDCA FEAHLELE.

© © N o g & w b oF

e =
Lo

GDCA and its RA need to stop their business strictly under “electronic signature law on the People's

” oo«

Republic of China”, “electronic certification service management method” and relevant laws and

regulations.

Before termination, GDCA must:

1. Arrange the business to undertake
2. Draft GDCA termination statement
3. Notify the entities that are related to GDCA termination.
4.  Shut down subordinate LDAP
5. Certificate revocation
6. Treatment of archive file record
7. Termination of certificate authority service.
8.  Archive main LDAP
9. Shutdown main LDAP.
10. Dispose the access of GDCA business administrator and GDCA business operator.
11. Process and store sensitive documents.
12. Remove GDCA mainframe hardware
4 RA IR IE RS, GDCA K218 5 AT BUAH G I AL BAT SRl 5 AR Fe B
A H A ST

When RA terminates its services, GDCA deals with all the relevant business in accordance with the

agreements.
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6. INERZiF AR 24 #4#) Technical Security Controls

6.1. FFEHXHAERS %R Key Pair Generation and Installation
6.1.1. BEANT A R Key Pair Generation

CA FEH W ZE 22 A b, 2 A5 N SRR [ 53 00 32 B0 Tt A
VPRI RSB AR i B AR R B R0, & AR NOEAE FIPS140-2 Frifk
FIAHICHE .t T FIPS140-2 ARt T F 2 [ 5% 1Y 8 R T 1A AT A SCHF bR, 500
FRRD = S A B ELER, [RIE FIPS140-2 bR S BT, 1 5 2 T B
SRYFATHTSR T HIEREVEE N, BASIUE) FiME sl AT b es 914 B &y
B Za i R TS . E.

CA T BN B AL eI 12 75 SR AR Bl — 44 5 4% 1) o U 03I AR DR LA CPS B A A
OB IEDR . R R O B AR TR il IR A

XFF BV SSL AT PR, T/ B T B AR RO RE .

Xt BV ARIEREAZAUESS, AT R S hn R AT s A2 s A0S, FABHA
R HIANSH, [FI L AUE FH 1A R0EFAEH, GDCA it 22 Al i s 1 1L 645 1T
Fre

FEN IR AT A B S5 AL 5 1T 6T 2024 47 11 A 15 H B2 JE R HIER,
GDCA 2 /b BB LA T TR 4 It

1. % T Debian §5 % 4K i C https://wiki.debian.org/SSLkeys ), GDCA #h 4 7£
https://github.com/cabforum/Debianweak-keys/ H1 %1] 4 (1) & Fl 25 55 25 B (il a0 RSA..
ECDSA) R HHKEZRIITA %o X T 2 55 6.1.5 11 ZRI HABE ], Bk RSA HHK
JEiid 8192 A7 A, GDCA #H44 Debian §5% 4.

2.%}F ROCA Jili, GDCA fE44iHid https://github.com/crocs-muni/roca B%25%% T 5.
R B o

3T HER Z MR Chttps://fermatattack.secvuln.info/), GDCA fE46 1] i 1T Fermat
IIRRTTVEAE 100 B 7 A 55 % E

The key pairs of CAs are generated within the cryptographic devices approved and licensed by
OSCCA, in a physically secure environment and under the control of multiple trusted persons. The
generation, management, storage, backup and recovery of the key pair shall comply with the
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relevant regulations of FIPS140-2. Since FIPS140-2 is not a standard that approved and accepted
by OSCCA and OSCCA implement a strict management of state’s cryptographic products, GDCA
only apply part of the provisions of FIPS140-2 under the permission of OSCCA. Specifically, the
product manual of the device is for your reference. Hardware Security Module used for key
generation must be evaluated and certified by OSCCA. Subscriber’s key pair is generated by the
key generation mechanisms embedded in his/her own server or other devices.

The generation of the CA key pairs shall be video recorded or witnessed by a qualified auditor to
ensure the generation process complies with the requirements of the CPS and follow the separation
of roles principle. The procedures and operations related to key pair generation shall be recorded
and archived.

For EV SSL certificates, subscribers’ key pairs are generated and kept by the subscribers
themselves.

For EV code signing certificates, subscribers shall use the hardware equipment that meets relevant
requirements to generate key pairs, and private keys shall not be duplicated or exported, and the
activation of which must require a password. GDCA will deliver the activation passwords to the
subscribers through secure channels.

The Public Key corresponds to an industry-demonstrated weak Private Key. For requests submitted
on or after November 15, 2024, at least the following precautions shall be implemented by GDCA:

1. In the case of Debian weak keys vulnerability (https://wiki.debian.org/SSLkeys), GDCA shall
reject all keys found at https://github.com/cabforum/Debianweak-keys/ for each key type (e.g. RSA,
ECDSA) and size listed in the repository. For all other keys meeting the requirements of Section
6.1.5, with the exception of RSA key sizes greater than 8192 bits, GDCA shall reject Debian weak
keys.

2. In the case of ROCA vulnerability, GDCA shall reject keys identified by the tools available at
https://github.com/crocs-muni/roca or equivalent.

3. In the case of Close Primes vulnerability (https://fermatattack.secvuln.info/), GDCA shall reject
weak keys which can be factored within 100 rounds using Fermat’s factorization method.

6.1.2. FEMEIELAT P Private Key Delivery to Subscriber

AT P BAT AR, AT ER AP IEBL T

Since the private key is generated by subscriber, GDCA dost not deliver private key to subscriber.

6.1.3. NHAFEIEAE R RV Public Key Delivery to Certificate Issuer
TR TUE, H&IT A RA BT PKCS#10 #%3IE B4 418 R[5 B ek

TR, B TR S0 AL GDCA Rk, IXEEIRE KRB
BLE T B 2Ry, 2 2B Z il (SSL).
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In order to obtain a digital certificate, end subscriber and RA sends certification issuance request to
GDCA electronically. The request contains public key for GDCA to issue the certificate. The request
information is encoded as PKCS#10 or other packing format with digital signature. The
transmission of these requests or file packages needs to use security protocol for protection, such
as secure sockets layer protocol (SSL).

RZAT A RA iEid PKCS#10 #% AU IEH 24 15K (5 B B e 8 B4 s
PR 77 S A IR S 4 GDCA 25k, GDCA TE2: R L Sk P #2238 18 3k
FHIT 254 .

End subscriber and RA sends certification issuance request to GDCA electronically. The request
contains public key for GDCA to issue the certificate. The request information is encoded as
PKCS#10 or other packing format with digital signature. The subscriber’s signature on the request
is authenticated prior to issuing the certificate.

6.1.4. CA AIEIRLRIIT CA Public Key Delivery to Relying Parties

GDCA NiZilid 224 ] FER 12K CA AHAEA W TT, BFE N4l SN, M
PRI
GDCA th 75 it H F kA CA k.

GDCA shall use secure and reliable way to deliver CA public key to relying party, including
download from security site, face to face submission, etc.

GDCA also publishes CA certificate through server directory.

6.1.5. LRI E Key Sizes

X+ EV IETS, GDCA ZRFH RSA ZAHK E 4 /02 2048 fi7 (I ERER: 8 BERR),
XHF ECC #HHHK R/ 256 17,

For the EV certificates, the key size of RSA is no less than 2048 bits (evenly divisible by 8). The key
size of ECC is no less than 256 bits.

6.1.6. NASERE R R ERZE Public Key Parameters Generation and

Quality Checking

DRSO 25U ] 5% 2 3 A 0 1 DM VT T 1 s 8 4 ROARE A A R AE B, 81l 2
ML INE R USB Key. IC REGAFIIEEL, FFi8 A IX S6 5 £ 1) A ORI AR 1 -
GDCA Y NIX B &R 4 BT FES S A% T 2w %y ER,

Xt F S50 R R A, [RIRE O ik ] 5% A 3 A 1A VT A s v A R A A
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JRIEAT, BlannENL. %K. USB Key. IC %,

Public key parameters must be generated in encryption equipment and hardware medium
approved and permitted by State Cryptography Administration, such as encryption machine,
encryption card, USB Key, IC card, and follow generation norms and standards of these devices. Of
course, GDCA considers that built-in protocols, algorithms for these devices and medium have
already met sufficient level of security requirements.

Quality of public key parameters is also checked through the encryption equipment and hardware
medium approved and permitted by State Cryptography Administration, such as encryption
machine, encryption card, USB Key, IC cards.

6.1.7. FAMAHER (FETF X509 v3 FEHHBEFB) Key Usage Purposes (as

per X.509 v3 Key Usage Field)

GDCA £k 1) X.509v3 iEHE& 7 HMEY I, HAES RFC 5280 #rif
(Internet X.509 Public Key Infrastructure Certificate and CRL Profile, May 2008) #H%F. Ui
R GDCA 1EHARAEF R Y BN TR 1 ik, WE1T )7 B AuE iz B
M@ . Z WA CP 28 7.1.2 77,

X.509v3 certificates issued by GDCA contain key usage extension, which matches RFC 5280
standard (Internet X.509 Public Key Infrastructure Certificate and CRL Profile, April 2002). If GDCA
specifies the usage in key usage extension in the issued certificate, the subscribers must use the
key according to the specified usage. See CP section 7.1.2.

6.2. MG AFLEL THEES Private Key Protection and

Cryptographic Module Engineering Controls

WA ZUEE B B AR R ] 20 & S BUR B ) CA AN 42, AT/
P2 BORAUE P IT R B Z R T iR IR AV R Z % MhFR . B R &3 i
M

Physical, logical and process control approaches must be synthetically used to ensure the security
of CA's private keys. Subscriber agreement will require certificate subscriber to take necessary
measures to prevent the loss, leak, changes, or unauthorized use of the private key.
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6.2.1. 2 B A B 1 A5 #E AT #E #] Cryptographic Module Standards and

Controls

GDCA W20 F [ 8 B FRER I 1A A] . FhvE i A S5 A AR B A A CAL 2 KAIE
F ) CA FlH A CA B8}, HAEMEA I CA Fo5H. CA RGN Z LIS FIPS 140-2
BN EDR, T P BT & FIPS 140-2 55 2R FIH AR ZE R,

GDCA must use the hardware cryptographic module approved and permitted by State
Cryptography Administrator to generate the key pair of root CA, issuing CA, other CA and store
relevant private key of CA. The cryptographic module of the CA system meets the FIPS 140-2 Level
3 technical requirements, and the cryptographic modules of the subscribers conform to the FIPS
140-2 level 2 technical requirements.

6.2.2. F4A % N3] (mi%k n) Private Key (n out of m) Multi-Person Control

WA L 0B BOR S ad 78 B R RINLERSEBLZ 24 5 N R ILFEZ 5 CA T
WA RIRE . BOR ERFEHI AT A “BE 817 BOR, B —A CA BB s
HIBEBE 7 i AN, a2 2 RS N o WSROy — AN A AR R () ik
BB m, AL L n ASBY RS N 52 A B0 f A7 7R B AR ) CA AL
He EXHE m AN 5, nAMT 3.

CA must use technology and process control mechanisms to achieve multi-reliable personnel jointly
participate in the operation of CA encryption equipment. The “Secret Sharing “technology is
adopted, namely, the activated data required in operating the private key of CA is split into the
several parts and the parts are held by several trusted personnel. If hardware cryptography
module’s secret division amount ism, then at least the number of n of trusted personnel must be
required to activate CA private key stored in this cryptography module. It notes that m is not less
than 5, nis not less than 3.

6.2.3. FAEHILE Private Key Escrow

ANEH

Not applicable.

6.2.4. FAEH &40 Private Key Backup

N T RUENE S5 FFEE0T i, GDCA a2 CA R4y, LA RAEE AL . A
P&y LU (R SRR S 0 R . 76k CA RN S RSN AT & CP 26
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6.2.1 715 (B R HF A AL RIS AR o CA RLEH & 1] 21 & A B A 5 i B rp 755 5 CP 25 6.2.6
REOED

In order to ensure ongoing operations, GDCA must create backup of the CA private key for disaster
recovery. Such keys are stored in encrypted form in hardware cryptographic modules and
associated key storage devices Backup of the private key in encrypted form is stored in the
hardware cryptographic module, and cryptographic modules used for CA private key storage meet
the requirements of section 6.2.1 and are stored in safety box. CA private key is copied to backup
for hardware cryptographic module to meet the requirements of section 6.2.6.

6.2.5. FEHHAY Private Key Archival

£ CA FAHBIASE , WZUE L CP 5 6.2.1 7 2R A 25 DAL T O A 28 /b
5. FRIIRRAT A A, X CA RPARIHEN TG CP 2 6.2.10 5 AJHLE -

After the expiration of private key, GDCA must use the hardware cryptographic module specified by
CP section 6.2.1 to archive and store at least 5 years. After the expiration of archival, the
destruction of private key shall meet the provision of CP section 6.2.10.

6.2.6. REAFH. IAFEMEE Private Key Transfer Into or From a

Cryptographic Module

CA [FLEH, GDCA R™Hs 1 MR % HE BAVE AT &4, BRI Z AMIAET 2 N2
AR APICVF . 2 CA IR &0y 21 53 SRR s e B, DU i (e
BRIk, IF BAEARILRTEBAT S 52, DABTIE CA BB ER. #ie. 2ok, 3k
BB EE . ARRAUHIAE T o

GDCA private key backup is run strictly in accordance with procedure and strategies specified by
GDCA, in addition, any import and export operations are not be allowed. When CA key pair is
backed up to another hardware cryptographic module, by the way of the encrypted form to transmit
between the modules, and made a authentication before the transmitting to prevent the CA private
key from being lost, stolen, modified, disclosure non-authorized, used unauthorized.

GDCA AFRALIT RV MBE A 5 A B b 3 K55, A Fe VR ane sy . X117
AR AR ALV, AR P IR RO B AT AR AR OGRS, T T A BT
NFHHTT, AR R BRI 1 ORI SR 1] 42 i 15 7

GDCA does not provide the export of subscriber’s private key from hardware cryptographic module
and allow this operation. As for the private key stored in software cryptographic module, and if
subscriber is willing to bear the relevant risks, subscriber can choose the way of import and export
with access control such as password, etc.
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6.2.7. A BN FEM Private Key Storage on Cryptographic

Module

CA R GUIIFAEH 25 LA ST A TP T 5% 2 8 = A3 1 ) HH v R/ T (e Bt 2
B, AR 2R 25 /D FF A FIPS 140-2 = b 5l R1 S5 20 % 42K

T %2240 EV AR LZIEHIT A AN B 2 /D554 FIPS 140-2 —
Ll A 3 e o G o

The private key of CA systems in encrypted form must be stored in Hardware Security Module
approved and permitted by OSCCA, and hardware cryptographic module at least meets the FIPS
140-2 level 3 standards or equivalent security levels.

The hardware cryptographic module used to store the private keys of the EV code signing
certificates at least meets the FIPS 140-2 level 2 standards or equivalent level of security.

6.2.8. BOE R 1% Method of Activating Private Key

CA MIAAF T REAF S p A B, HLad Bt 142 18 CP 5 6.2.2 it T 0%, JFH
TRAFAE IC REAEREAF A, 20 m ik n 1907 253 il NS0 200 A e e FASH .

The private key of CA shall be saved in hardware cryptographic module, and its activation data shall
be spilt in accordance with Section 6.2.2, and be saved in the hardware media such as IC card. The
private key must be activated through entering the data using n out of m.

6.2.9. HEFAHK 77 Method of Deactivating Private Key

T CARH, MAEBCRVARIBEE W, AR R4S .

The private key will be deactivated when its storage device powers off.

6.2.10.  4HEBFLEARITE Method of Destroying Private Key

AAANFAE . AT BRI, AWMERER. el Mk
BRI -

When private key is no longer used and do not need to be saved, it shall be destroyed so as to
avoid loss, stealing and disclosure or unauthorized usage.

CA R, fEAMmMAMLTHIG, T CA BRI — e & AT AR, AR
CA R 28 AR CA RYPIEH IR ERN FEZ A E AN RS
HITE LT % 458 CA RMPIAATBHERET TN R, CA RV S JUE K CA FL
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M R A I B meRe i R AR e i) 7 U B

After the termination of lifetime, GDCA need archive one or more backup of CA private key and
securely destroy other CA private key backup. The archived private key of CA shall be destroyed by
multiple Trusted Persons during its archiving period. The CA private key is stored in the hardware
encryption card, the destruction of CA private key must use the method that the CA private key is
deleted from the encryption card completely or is destroyed with encryption card initialization.

6.2.11.  FERELRPEAG Cryptographic Module Rating

GDCA i i [l 5 2 i 25 A3 A RV ) RO B R0 7= s 152 FUARUR 1 4 bt .
. VPR TROIEBAE %2R EK, JF2 I CNS 15135, 1SO 19790 &( FIPS 140-2 4%
2% 3 MIHE, GDCA FIHAE ShPERE. TAERCR. HERN) 7 H% &7 1 (44 1F
PR BT EL AL

GDCA uses the products approved and permitted by state cryptography department, accepts
various standards, specifications, assessment, evaluation certification and other requirements
published by state cryptography department, and follows the related specifications of CNS 15135,
ISO19790 or FIPS 140-2 level 3. GDCA selects the module according to product performance,
efficiency, suppliers’ qualifications and other aspects.

6.3. XN EHK H b F W Other Aspects of Key Pair

Management
6.3.1. 2A41H#ES Public Key Archival

WLZARS CA AR ST RS, VRS LS rl A7 A g e v

GDCA must archive CA and end subscriber certificate, and archived certificate can be stored in
database.

6.3.2. E R e RS0 F IR Certificate Operational Periods and

Key Pair Usage Periods

EV SSL/TLS Ak 55 &HIEF 1A RdY N 398 RELLLW, EV RG2S IES A %0008 39 D H BILAN

The maximum validity period for EV SSL/TLS certificates shall not exceed 398 days, and the
maximum validity period for EV CodeSigning certificates shall not exceed 39 months.

EV EB AR IR 5 EV IEB A ZONZUR T — 2.

The usage period of public key and private key of an EV certificate shall remain consistent with the
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validity period of the EV certificate.
FANFER R R FIERIEZ CAE, IEBRIAE, fE R IE 2 EMEL T,
SOV SR R IR AT B . (BRSPS AR T BRI

In addition, after the expiration of certificate, under the circumstances of ensuring security, original
key pair can be used to update the certificate. But the key pair can’t be used indefinitely.

XFFANE RS, FEE B o Vi a3k 5 58 () e K AT IRR 2

X T RSA4096 fi7 CA IEFS, BN 1K (8 A A2 30 4F

X1 RSA2048 7 CA EF, HEEIN 1 v AR 2 27 4

Xf - ECC384 fit CA U, FH BN 1K v A2 30 4

XfF ECC256 it CA UE-1S, BN i v i A R A2 27 4

XF 1 RSA3072 fi EV AUHAE 2R+,  FHUE S iR Fo VR AR PR 2 39 M H
XfF RSA2048 i EV SSL kS5 asibE+s, FBF R i o vl AR R & 398
R

7. XFT ECC256 fi EV SSL IRS5 amilE+s, BB X e 1 e Vi F AR IR 2 398 K

o g &~ w N

For different certificates, the maximum usage period of the key pair can be obtained via certificate
renewal are as following:

1. For RSA 4096-bit CA certificate, the maximum usage period of the key pair is 30 years.
2. For RSA 2048-bit CA certificate, the maximum usage period of the key pair is 27 years.
3. For ECC 384-bit CA certificate, the maximum usage period of the key pair is 30 years.
4. For ECC 256-bit CA certificate, the maximum usage period of the key pair is 27 years.

5. For RSA 3072-bit EV Code Signing certificate, the maximum usage period of the key pair is 39
months.

6. For RSA 2048-bit EV SSL server certificate, the maximum usage period of the key pair is 398
days.

7. For ECC 256-bit EV SSL server certificate, the maximum usage period of the key pair is 398
days.

6.4. BUEEIE Activation Data
6.4.1. BEBHE KA M 228 Activation Data Generation and Installation

CA R BE A, % IR O T 8 PHH0S Bl o BN P BINA R EOR, ™
WEREAT ARG AN
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Activation data of CA private key must be generated, distributed and used strictly according to the
requirements which are related to the segmentation of key activation data and key management.

6.4.2. BUEEAE KRR Activation Data Protection

Xt CA R HGE S, A8 R AR 73 FR 73 H Ja s EolE b AR R E A
oy

B, HEE N QAT S IR ST BRI ER, 2 U A A 2B A 7 1) B

paiit
P B 3

¢
H

[

Activation data of CA private key must be separated in reliable way and kept by different trusted
personnel. Administrator must meet their requirements of responsibility division. The responsibilities
of key sharing holders should be confirmed by signing related agreements.

6.4.3. BUEEHE K E AL 5 Other Aspects of Activation Data

AHONE «

Not applicable.

6.5. THENLZ4#EH] Computer Security Controls

6.5.1. R KT ENZEFAREXR Specific Computer Security Technical

Requirements

GDCA AZMfEELaEH, HHEEEERRAMN (FELETR AL
IE R GRS S HAR R R AR IE ) . T AE BI04 (B FINIE R S5  BL M),
Z % 15027001 15 /2 2 bl IE LU AR SC 05 B 2 ebntt, 58 4 583 1)
TAE ARG L, FEE TP, ALK, EEAZ e
o SR RAIANGGAE . ZHETF s WETT RS NSRS BUE L 2% 1T 4%

il 55 o

Information security management of GDCA certification system meets "Information security
technology—Specifications of cryptograph and related security technology for certificate
authentication system, "Measures for the Administration of Electronic Certification Services"
published by Ministry of Industry and Information Technology, standards of information security in
ISO 27001 and security standards of other relevant information. GDCA draws up comprehensive
and perfect security management strategies and standards, which have been implemented,
reviewed and recorded within operation. The main security technologies and control measures
include: Identification and authentication, logic access control, physical access control,

75



[] HEMHEIRIGBIRAE
S ot Ut L ety ALty Lo Ltk GDCA EV iE45450s (V3. 0 B

management of personnel's responsibilities decentralization, network access control, etc.

I A ) AP B, BIIR CA BAFRIEIR U R G R % &I RS, A
S22 BIR ARV ] .

ol RGBS HAL RGN B, B R S AL RGEERE . X5 B AL
BELLE B8 5 10 2 FH 2 e Aok I 4 1) 7 1) o A FH D17 KB BEL L AR A1 N AR A2 7 2R 4 Y
2, WREITT AR RGENES) . A CA RGHESEHATN., ALETIERE. Ui
I R G Al {E N G AT DUE I 1A Vi ] CA i FE .

Strict security controls ensures that the system of CA software and data files is secure and reliable
without unauthorized access.

Core system must be separated physically from other systems and the production system must be
separated from other system logically. This separation can prohibit network access except for
specific applications. The usage of firewall is to prevent the intrusion from the internal and external
network production system and restrict activities of access production system. Only trusted persons
in operation and management group of CA system, when necessary to access the system can
access the CA database using password.

6.5.2. BN Z 4Pl Computer Security Rating

GDCA HJiMIEARSE, B | EEENEER N % e H .

GDCA certification systems pass the security review of OSCCA.

6.6. A=A AT ARTEH Life Cycle Technical Controls

6.6.1. RGHF &k #EH| System Development Controls

GDCA At AT A i TR A1 LA J0 -
1 =TI &
2. g Hr A SE BT
[FINf, GDCA AT RIRIERTE, 275 15015408 IbnifE, AT FIRIAIIT
KA
Software design and development of GDCA process follows principles:
1. Verification and review of third-party;
2. The security risk analysis and reliability design.

The operation specifications of software development, which refer to 1SO15408 standard,
implement relevant plan and development control.
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6.6.2. AW S| Security Management Controls

GDCA MIER GG B a8 B, T MR [ S 48 w8 ] A s AT B
BEAT R AE

GDCA \IUE R e HIE A BA ™ R Al 1 it A ) 2R Gral e 7™ 4% R B i =
A AT 2 AE, ARFME ST 20 A S IAT ORI ] DRI AT 3% .
GDCA & XHAIE F GEEAT & HIRIAS & T e 2 At

GDCA R —Ff R 1) BRSOk A A AL RGBCE, DA LEARIRAURI B L

Information security management of GDCA certification system conforms to the relevant operation
management specification of OSCCA strictly.

GDCA authentication system has a strict control measures, and all the systems can be used
through rigorous testing and verifying. Any modifications and upgrades will be recorded for
reference and made for version control, functional test and record. GDCA also carries out regular
and irregular inspection and test for certification system.

GDCA uses the flexible management system to control, monitor system configuration and prevent
unauthorized modification.

REAF 2% BRI B USNY, Sedf AT iR, MRS R EWAR, &6
AR 2 AR A o TN V28 ORI AT 22 22 0 ZBULE SE N ™ s Y 22 A LA T, BT e
RS, 2.

GDCA MIER G A A e TH R L, TR IR B AE AT A BRI, 155G 20
IWHE A R 2 4 (015 B AFLE

Hardware devices are checked from the perspective of intrusion and security holes, etc. Encryption
devices must be examined, installed and accepted in a strict security control mechanism.

After all the hardware and software equipment of GDCA authentication system are upgraded,
GDCA must confirm the existence of information which affects the security in waste equipment.

6.6.3. A 47 B B iy 22 2458 Life Cycle Security Controls

GDCA L R SR A et B vl RREEEMERO T2 R, SLrp g 7R, iR
i A 3 2k

Software and hardware of GDCA certification system have sustainable upgrade plan such as
arrangement of software and hardware lifetimes.
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6.7. MM %44H] Network Security Controls

GDCA IIE R Gt K H 2 e 7 KA A 248 B 22 ] R G rdr, I B SE i 56 35 1
Vi HIEOAR

N T HiRM % 24, GDCA WIERFLAEE T ARG o it Prmae M
ERG, JFHAR B K MR, 24t PR mNE KRR, DR
I RE A BRI SR T I 2% 10 XU o

GDCA HM 2 2 Ayl fF 4 CAIX A iR ts (CA/Browser Forum) & A [ Network
and Certificate System Security Requirements (NCSSR) fJ#i3K,

GDCA Z/DEEZR AT — IR Z8 Il 4148, I 1 i 152 7 R EC P 1) R AR S e i 7™ LA
JEHE, REENITEAE 96 /NN SR N A BB, &/ SE IR 75 7E 60 TR A i I A 4%
Mo XFTBIAMENL, GDCA MgHTits. RS AL IF .

GDCA authentication system has multi-level firewalls and the protection of network resource
security control systems. It also has complete access control technology.

In order to ensure network security, GDCA authentication business system has been equipped with
intrusion detection, security auditing, virus protection and network management systems, and
updated to the version of above systems, as much as possible to reduce the risks from the network.

The network controls adopted by GDCA conform to the Network and Certificate System Security
Requirements (NCSSR) published by the CA/Browser Forum.

Vulnerability scans of networks are performed at least once a quarter by GDCA. Responding and
remediation timelines are governed by severity, with critical vulnerabilities addressed within 96
hours and high/medium vulnerabilities resolved within 60 days. Exceptions are documented,
assessed for risk, and recorded.

6.8. K [E]ER Time-Stamping

GDCA #2454 RFC 3161, 5816 LK Authenticode R TR BRARSS, FEFH TALHS
25 % . GDCA HIMVSS R R Ger [a] 5@ i NTP WMl 5 1% (Al R 55 525 .

GDCA provides time stamp service that complies with RFC 3161, RFC 5816 and Authenticode,
mainly used for code signing, and the system time of GDCA's operation system synchronizes with
this time stamp service through Network Time Protocol (NTP).
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7. iEH. IEBHSETRAELIEFRSMY Certificate, CRL,

and OCSP Profiles

7.1. iEBHIR Certificate Profile

GDCA iFHiEdE ITU-T X.509v3 (1997): {5 BRI ARG HE-H3%: AIFHESE
(1997 4F 6 A ) FryEF RFC 5280: Internet X.509 A%HILAL A EUEFF1 CRL 4544 (2008
F£5H).

The format of GDCA certificates conforms to national standard, i.e. ITU-T X.509 V3 (1997):
Information Technology - Open Systems Interconnection - the Directory - Authentication Framework
(June 1997) recommendation by ITU-T and RFC 5280: Internet X.509 Public Key Infrastructure
Certificate and Certificate Revocation List (CRL) Profile (May 2008).

GDCA i CSPRNG £ AT 0 HACLE N 64 friaARFSIPERE B P15

GDCA generates non-sequential certificate serial numbers greater than zero containing 64 bits of
output from a CSPRNG.

EV P2/ 5 SR X.509 v1 45k, R e (A BB ) BRI N R TR

Certificate contains at least basic X.509 vl domain, and its specified value or limited value is
described as follow:

F-EV UE TG54 1 AR 35
1 {ELBAA (1R ]
&N BH] X. 509 WEF A& A, (N V3
P55 TEFS (1 M — BRI AT

B AT S RAUEIN P A28 4 550 (DL CP 55 7. 1.3 %)

XKk DN 2R E KL 4

ARG AW | 1 E s ) (UTC) , MBI RI[FIZ, 1% RFC 5280 ZEK %A%

AREIERW | BT E Rl AR (UTC) , MBSt RN [AIZ, % RFC 5280 ESK %Y.
ARG B RF& CP 5 6. 3. 2 TR BRI .

F 4 DN UEP AT 2 BRI B 44, A4

CA tRiE+ DN: CN. O. C.

H1g¢ CAiF$5 DN: CN. O. C.

17 7 EV SSL il 45 DN: CN. O. streetAddress (FJi%). postalCode (7]
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%), L. S. C. serialNumber. businessCategory- jurisdictionLocalityName
(OID : 1.3.6.1.4.1.311.60.2.1.1) . jurisdictionStateOrProvinceName
(OID:1.3.6.1.4.1.311.60.2.1.2) N jurisdictionCountryName
(OID:1.3.6.1.4.1.311.60.2.1.3),
117 EV RIS 4 E1 DN: CN. O. streetAddress ( iJi%). postalCode
(m & ). L. S. C. serialNumber . businessCategory .
jurisdictionLocalityName (OID 1.3.6.1.4.1.311.60.2.1.1) .
jurisdictionStateOrProvinceName (OID:1.3.6.1.4.1.311.60.2.1.2) .
jurisdictionCountryName (0OID:1.3.6.1.4.1.311.60.2.1.3),

N & RFC 5280 #wtd, fHF CP 55 7. 1. 3 "h¥g @ AL, K 2
CP 2 6. 1. 5 fRE M ER
Table - Basic domain of Certificate structure
domain Value or value limitation
Version Format version of X.509 certificate with the value is V3

Serial number

Unique identifier of certificate

Signature . . L - )

. Signature algorithm for issuing certificate ( see CP section 7.1.3 )
algorithm
Issuer DN Issuer’s Distinguish Name

Start period

Based on the Coordinated Universal Time (UTC), Synchronized with Beijing
time, encoding follows the requirements of RFC 5280.

End period

Based on the Coordinated Universal Time (UTC), Synchronized with Beijing
time, encoding follows the requirements of RFC 5280. The setting of valid
period follows the limitation of this CP Section 6.3.2 specified.

Subject DN

Subject DN of a certificate holder or entity may be as follows:
DN of a root CA certificate: CN, O, C.
DN of a subordinate CA certificate: CN, O, C.

DN of a subscriber EV SSL certificate: CN, O, streetAddress (Optional),
postalCode (Optional), L, S, C, SerialNumber, businessCategory,
jurisdictionLocalityName (OID:1.3.6.1.4.1.311.60.2.1.1),
jurisdictionStateOrProvinceName (OID:1.3.6.1.4.1.311.60.2.1.2),
jurisdictionCountryName (OID:1.3.6.1.4.1.311.60.2.1.3).

DN of a subscriber EV codesigning certificate: CN, O, streetAddress
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(Optional), postalCode (Optional), L, S, C, SerialNumber, businessCategory,
jurisdictionLocalityName (OID:1.3.6.1.4.1.311.60.2.1.1),
jurisdictionStateOrProvinceName (OID:1.3.6.1.4.1.311.60.2.1.2),
jurisdictionCountryName (OID:1.3.6.1.4.1.311.60.2.1.3).

Using specified algorithm of CP Section 7.1.3 according to the encode of RFC

Public ke
y 5280, key length meets specified requirements of CP Section 6.1.5.

7.1.1. hz4<5 Version Number(s)

GDCA I /7] EV iEPBFFE X509 V3 iEPI R, As BAFBAEIE B AAE B A
N

GDCA certificates are in line with X.509 V3 certificate format. The version information is stored in
the field of the certificate version column.

7.1.2. IEHF B Certificate Extensions

GDCA 2K (1 EV ilEHS, HAEH Y FEUUHNS IETF RFC 5280 #rifk, JEAT& EV 51
L& Code Signing Baseline Requirements %K .

UEP RIS R N M B A IS 7E EV CPS 1, Jf HZAI CA/MIYE #1815 (CA/Browser
Forum) @i www.cabforum.org & A7) EV 185 ZRAH—2.

Extensions of EV certificate issued by GDCA follow IETF RFC 5280 standard, and conform to the
requirements of the EV Guidelines and Code Signing Baseline Requirements.

Certificate policy extensions shall be stated definitely in GDCA EV CPS and be accordance with EV
Guidelines released by CA/Browser Forum at www.cabforum.org.

7.1.3. H SR ARIRAF Algorithm Object Identifiers

GDCA Z K WEPr, S H IR IRTT N sha256RSA Fil sha256ECDSA.

The cryptographic algorithm identifiers of certificates issued by GDCA include sha256RSA and
sha256ECDSA.
GDCA i I SREX BARRAF, £586 1SO X RARRFF (OID) B HHIHIE

7.1.4. £ # 3R Name Forms

GDCA £ K& HIEH 22 PR 2 XM N 5455 X.501 Distinguished Name(DN) )%
A, HARRE RS AN AR 576 CAE RS 181s (CA/Browser Forum)
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Baseline Requirements 7.1.4 i ZK .
EV SSL/TLS iEBEMBIA AL EA W «.”, “-7, & “ 7 B 75/, R/
AT R AZIUA T . A BAEH A,

Name of certificate issued by GDCA is formatted in accordance with X.501 DN. The format and
content of the name forms of these certificates match the requirements as defined in RFC5280, and
CA/Browser Forum Baseline Requirements Section 7.1.4.

EV SSL/TLS server certificates cannot only contain metadata such as ‘’, - and ‘ ’ (empty)
characters and/or any other indication that the value/field is absent, incomplete, or not applicable.

7.15. £ FRBR# Name Constraints

GDCA w/#i4E RFC5280 R AE HI A ARFR Al 9 I,  ABR il 2 CA LA 1k 55 N

GDCA may use the name constraints extension per RFC 5280, in order to limit the business scope
of subordinate CA certificates.

7.1.6. IEHFRE T RARIREF Certificate Policy Object Identifier

GDCA 22K EV UEA5 B & UL SR (10X SbRiRAF, BRI 2 A CP 5 1.4.1.3
o

EV certificate issued by GDCA shall contain the certificate policy object identifier: Please refer to CP
section1.4.1.3 for details.

7.1.7. SRS RR 4™ B T A v Usage of Policy Constraints Extension

ANEH

Not applicable.

7.18. S PR B AR AIE X Policy Qualifiers Syntax and Semantics

AEH

Not applicable.
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7.1.9.

FEIEHERY B ALHTE X Processing Semantics for the Critical

Certificate Policies Extension

AEH

Not applicable.

7.2. EPHBFIFE CRL Profile

GDCA E %% CRL, ftH A .
KA CP &1 CRL £74& RFC3280 #nif. CRL /D& Un R FEA

AN 2

The CRL determined in this CP is accordance with RFC5280. CRL contains at least basic domain
and content described in the following table:

1 18 B A R R ]

A V2

WK R CRLIYSAR, AR # B .

A= 24 H 3 CRL HJ2& K H ]

IR/EE CRL FIRZERME . AT IE R 24 /N EE T
A RS 2K CRL I Y B 2542 B0

A B A A s IR

7

H1 160 {7 FIATUAUE TS HLA 22 BEAT A3 550 (R A4 1k

GBS FIHHEEEHETS, ISR REEIE 51 5 G H
Domain Value or value limitation

Version V2

Issuer Entity for issuing CRL, issuer distinguish.

This update Issuance date of CRL.

Next update

Next issuance date of CRL.CRL is updated every 24 hours.

Signature

signature algorithm used for issuing CRL.

Authority key identifier

It's composed ofal60-bithashofthe value of CA’s public key.
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Revoked Certificates List of the revoked certificates, including serial number and

revocation date of revocation certificate.

7.2.1. R4 Version Number(s)

GDCA H A% % X.509 V2 it A ] CRL, HfRASAEBAE CRL iiAk& XA H .

GDCA currently issues CRL of X.509 V2 version. This version number is stored in format column of
CRL.

7.2.2. CRL 1 CRL £ H¥ BIi CRL and CRL Entry Extensions

GDCA %K ¥4 RFC5280 ) CRL A CRL ¥ 2Tl

KT EWBY, #FHEEIZI, W% CRL & HY RIIAMG N CEY R, T A&
SSL/TLS iEHZE K E AR I CA, # CRL 2% H 244 R CA Bih 4t CA IEF 11, Mk
UK E % CRL 2 HY BT, X T A B4 SSLITLS IEHZ KB AR I CA, WATHET
PLR S 3 B B 1% 1% CRL 25 H¥ BT CRLReason {EANA] A unspecified (0). #+ 4
PR AR BIRA, T GDCA L7048 reasonCode 2% H ¥ BT (Jif5 & FiRERK). ¥ CRL
2 B4 SSL/TLS 1T FHIEFS, Il CRLReason {41 4 certificateHold (6)

F7BEE 1 reasonCode ¥ T, U] CRLReason {E 42y RFC5280 LMz A< CP % 4.9.1
Hh B A SR R BE

GDCA issues CRLs with entry extensions in accordance with RFC 5280.

With regard to reason code: If present, this CRL entry extension shall not be marked critical. For
CAs technically capable of issuing SSL/TLS certificates, if a CRL entry is for a Root CA or
subordinate CA certificate, this CRL entry extension shall be present. If a CRL entry is for a CA not
technically capable of causing issuance, this CRL entry extension may be present or omitted,
subject to the following requirements: The CRLReason indicated shall not be unspecified (0). If the
reason for revocation is unspecified, issuing CAs shall omit reasonCode entry extension, if allowed
by the previous requirements. If a CRL entry is for a SSL/TLS certificate, the CRLReason shall not
be certificateHold (6).

If a reasonCode CRL entry extension is present, the CRLReason shall indicate the most
appropriate reason for revocation of the certificate based on RFC 5280 and section 4.9.1 of this CP.

7.3. OCSP #ii& OCSP Profile

GDCA JH F#2t OCSP (TEZRIE RS E MR S5 ), OCSP £~ CRL I Rk 78,
AR P A BRI S E R .
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As an effective supplement of CRL, OCSP provided by GDCA is used to check the information of
certificate status for subscriber online.

7.3.1. hz4<5 Version Number(s)

RFC6960 & X 1] OCSP fifAs.

The field conforms to OCSP defined in RFC 6960.

7.3.2. OCSP #" B OCSP Extensions

AEH . X+ SSL/TLS iE15, OCSP iR [ singleExtension A A7 CRL %k H 1)
reasonCode ¥ fE Il »

Not applicable. The singleExtension of an OCSP response cannot contain the reasonCode CRL
entry extension for SSL/TLS certificates.

8. INVEMLA B 3+ A1 H AR ¥E {5 Compliance Audit and Other

Assessments

8.1. THEMIE B Frequency or Circumstances of Assessment

GDCA NARFEXIHZ] . P E . AR ST SR aT — &t
PR E SEPR A BTG DU I S TUE ARHE . BOR B JFIRYE & B4 RREUTS); FE
WISEAT — BUEF THRIZE PP, IR BIsIR 2 D> 3% 8RN EV SSL AR S5 A k45
A EV RIS AZUEBHEAT AL, PAORIEUE P RSSO PT Sk . 22 e PR ml 421k

R 7 A ERH THEAPEAL AL, GDCA JEBSTE ML o T g 55, #%0 WebTrust X
CA RN BEAT A ER B T AT DEAl -

1. MR9E (R NRIEFIE B FEAE) . (BT IERSEHINEG) FER, FE
—IRIER LA TRV AR

2. GDCA I EZR EEMITHIESR . E M IRARHERA CP 1RILE SC it 12 & Ak
55, FEIRARRIEAE AN TG, RRE A D E AT — IR N RO VA A%, B 45X GDCA
NHESLE (RA. ZELASE) FIVHEHZ.

3. GDCA HSiEMALHHH tHImE55 i, 4208 WebTrust Xt CA HJEEiHRUN, ARt
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17— RSN AP A o

4. GDCA BRFEHEAT— IR PPAG AR, R N8-S5 SRR B, 1Pl U1 A
AR RETE MG BT, R VA H ATRI RN SN . HOR . R G UL SRR I 15 2
IR PR, RS B PPAL, B SRt IF4ERFIR o 2 AR . i AT i At

GDCA shall audit physical controls, key management, operation controls and authentication once a
year in order to confirm the actual circumstance and take actions according to the audit result.
Furthermore, GDCA shall make consistency audits and operation assessments quarterly, and
GDCA shall extract at least 3% of the EV SSL certificates and EV code signing certificates
respectively for assessment to ensure the reliability, security and controllability of certification
services.

In addition to internal audits and assessments, GDCA also engages external audit firms to perform
assessments and evaluations according to the CA requirements of WebTrust on CA.

1. GDCA is assessed and inspected once a year in accordance with the "Electronic Signature
Law of the People's Republic of China", "Measures for the Administration of Electronic
Certification Services" and other requirements by administrative authorities.

2. GDCA conducts operations and services according to the requirements of state’s authorities,
the specifications of state’s relevant standards and this CP. GDCA shall conduct internal
assessment and audit to other entities (including RA or LRA, etc.) in GDCA at least once a
year.

3. GDCA engages external audit firms to conduct assessments and evaluations once a year to
be compliant with WebTrust for CA.

4. GDCA performs a risk assessment once a year to identify internal and external threats, and to
evaluate the possibility of occurrence and potential damages, and to assess if the current
strategies, technologies, systems and relevant measures are able to mitigate these risks.
Based on the risk assessment, GDCA develops, implements, and maintains a security plan
consisting of security procedures, measures, and products.

8.2. THEE B /3#% 1dentity/Qualifications of Assessor

GDCA HIN#EH T, H GDCA 45K pl £ ST LA #R 1 T wi T PRt N AL
H VPO N AT BT A

GDCA IiE AMBE LA, ROz A& LT BB

1. DAURAVERTH. BHHOL R IPPAEHIR, 15 A= R %

2. THEHENGE R ZEERAR. BEMSEZEER,. PKI B, brEfER(E

3. A& RGISATIERMTE AR T H

4. HELABUSTH RS
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Cross department audit assessment group organized by GDCA Security Policy Committee

performs internal audit of GDCA.

External auditors which GDCA hires shall have the following qualifications:

1.

2.

8.3.

8.4.

Must be an authority which has been licensed and has a good reputation.

Understand computer information security system, communication network security
requirements, PKI technology, and related standards and operations.

Have the expertise and tools to check the system operation and functionality.

Be independent.

AL E S8R E Z H 55 & Assessor’s Relationship to

Assessed Entity

al

1. GDCA il i SANMK KRG EH R WSEE R WS EAE R TAER A
REE S,

2. AMEBVRAGE (15 B R R Mo B T 55 B L oA LR Al GDCA 2
RS HR R, WAHARMANE S MR, B e AR 3 o8 &R 2 LAY
WP (2 A, PPAG R AN, A IE. BFAAIASEENT GDCA #EATITA .

Segregation of duties is required between the GDCA auditors, and the GDCA system
administrators, business administrators, and business operators.

The external evaluators (information industry department, independent audit firms and other
authorities) and GDCA are independent from each other. There are no business interactions,
financial transactions, or any other interests that could affect the objectivity of the assessment
between the above two. Assessors shall evaluate GDCA in an independent, fair and unbiased
attitude.

AL I A ZE Topics Covered by Assessment

GDCA W HBH T N 2 A4

1. AR 45 3 78 55 I St

1878 TARRURE NI BE 2 519 2 P2 kg ST

ST AL CPL S5 IITE A 22 A BRI TR ARV 555

FMHEE, IRSRTE, REAEN M,

FT S ARAE HAR AT REARAE 1) 22 4 KUK

55 =7 WIS % BT WebTrust For CA FIEIEESR, XF GDCA H#HAT#har

o  w DN
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GDCA'’s internal audit includes:

1. Whether the security strategy is fully implemented

2. Whether operation procedures and processes strictly followed

3.  Whether strictly following the CP, business specifications and security requirements when
conducting authentication services

4. Whether all kinds of logs and records are preserved and if there is any question
5. If there’s any other potential security risks

Third-party audit firms perform assessments and evaluations on GDCA to be compliant with CA
requirements of WebTrust.

85 XHBEARXEKITE Actions Taken as a Result of

Deficiency

XIT GDCA P HRE vH&5 R e @,  H o T vPAd /N A7 57 X G ] ) 51 A HR
BE T TREAT 0 25 SO RO SE R A T o SE RO BT T 45 SRR eSO 5, 35 R R 17106 20 i 7
PPN 52 Ml 25 5k T AR A 53R

XF T GDCA AT MHUM I B v 45 5, Wz IEAE#E T8 A CP M GDCA il
ST [ HABNE S5 BTE 47 9, GDCA K- LARIIE, FA RS A A B (X 2647y, [mli
R4 GDCA MR\ ek . LS5 AT 15 P I LM, GDCA K21k
SHZAUR I HLFIAE Y 5547 FAZ AL

S =07 TS5 PTG SE S, GDCA %8 H TSR 5 b7 80k, R332 K
AL .

Audit assessment group monitors responsible departments for improvements and complete status
of issues that were mentioned in audit reports. After improvement of audit results have completed,
various functional departments should submit summary of improvement to audit assessment group.

For authorized RA mentioned in GDCA's audit report, if they are violating the CP and other business
standards defined by GDCA, GDCA will stop the above behaviors immediately and ask them to
make changes in accordance with the requirements of GDCA.GDCA will terminate relevant
authorization of electronic certification services of RA if the above behaviors are seriously violated.

If assessments of a third-party auditor firm are completed, GDCA will rectify in accordance with the
audit reports. GDCA will be evaluated again after the rectification.
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8.6. THMEERMIEEE KA Communications of Results

GDCA )P4 e T 45 RN [ AL 2 B RE A0 1T LK B TH2 S BRE B LA 3R 4T 15K
IR, RATREIE AT T AR R, GDCA AU I [T 7 il K o

S =7 WM SS Rl Se i, X T e TS5 R, R ilid www.gdea.com.cn (i
BEAT AT o ARAR 55 =7 [P Ak SR8 DAl 5 R B SR A5 B, 06 203 568 B 1 )
GDCA F W& H AT 20, IFEAS GDCA A=, 3 7 A € Bk Fh: GDCA fi
B AEIX T3 TH VAL T o

Audit results are formally informed to relevant departments of GDCA and related RA. GDCA wiill
notify the subscribers of any potential security risks timely.

If the assessment from a third-party auditor firm is completed, the audit results will be published at
GDCA website (www.gdca.com.cn). Third-party should communicate its purposes and methods to
GDCA in advance before notifying the evaluation entity on the assessment results or similar
information, except otherwise defined by law; GDCA reserves the legal rights in this part.

8.7. HVPE Self-Audits

UL 8.1 FEY

See section 8.1.

9. VERTTEMIFEADML S 262K Other Business and Legal Matters

9.1. %#H Fees

GDCA AR S L YA AR 55 A LR AOUE T S 2 . B B AR
FEATIE T U S G LT €, GDCA ASHE B R sl B bmite, 3 KW 3

GDCA can charge the certificate subscriber of this institution for the electronic authentication
service. The specific charge standards must be executed according to the market. GDCA can’t
increase the fees of charge and enlarge the range of charge by itself.

9.1.1. IEHFIFTEFH %A Certificate Issuance or Renewal Fees

GDCA XHIEF#H A J 2 ], A AifE GDCA [R5 www.gdca.com.cn L, fit
H P2
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U GDCA ZEZ i h Fa A 45 Al GDCA AR A —3, DL
i
The fees of GDCA adding and renewing certificates are published in the website www.gdca.com for

user to query.

If the price specified in GDCA agreement is different from the one published, the agreement price
prevails.

9.1.2. HEBE# B Certificate Access Fees

STAUEHEW, HAT GDCA AYHUEM 2 BRAEFH R IR TR, 2
GDCA SZAFAAMA SR, GDCA H45 F By i WC R i L E ) 9

0 B P A W B BUR A A8 4L, GDCA #4x ik 76 Wit www.gdca.com.cn
ETUA.

Currently, GDCA doesn't charge for inquiry during the certificate validation period. Unless the
subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with the
subscriber for appropriate charges.

If certificate inquiry charging policy has any changes, GDCA will promptly post the changes at its
website (www.gdca.com.cn).

9.1.3. HAEFRSEEEHE A Revocation or Status Information Access

Fees

PR FIRSE B, HAT GDCA AUURAEM 2 BRIk 5 e ik 75
R, T2 GDCA ZAEAM A, GDCA 5 7 i i S s 1 3% F

W R B AR S E B A WA BOR AR AL, GDCA R 2 S I 72 /o il
www.gdca.com.cn [ LA A .

GDCA currently does not charge any fees for the certificate revocation and status inquiry. Unless
the subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with
the subscriber for appropriate charges.

If revocation and status information inquiry charging policy has any changes, GDCA will promptly
post the changes at its website (www.gdca.com.cn).

9.1.4. H AR %% %% F Fees for Other Services

1. WHE A GDCA REUALH K CP s HARAHRAIVEML SO/, GDCA 75

90


http://www.gdca.com.cn/

[] HSFRBERRERAE
- GDCA EV iEfi5Eng (V3. 0 kD

S EAT b 7 A 8 B i AT A P A9

2. GDCA [ I RIS AH SRR SS, GDCA £ 51T 77 Bl HoAh st
PREEZE KPP i I IR A%

3. HAth GDCA H5Z el rI RS MRS 9, GDCA o Jeif A, LA
Ao

1. If subscriber requests paper version of CP or other related documents from GDCA, GDCA will
charge postage and processing fees.

2. GDCA provides certificate storage media and related services to subscribers. GDCA declares
the prices of above items in the agreements signed with subscribers or other entities.

3. Other services fees that GDCA may or will charge will be published timely for referencing.

9.1.5. IBEKFHE Refund Policy

GDCA XHiT FCHL I 5% F, B 1 V15 B 17 0 53 2% FH DA R s s 242 b ] LIRS AL
GDCA AN AT 2 F

FESAE P A E A RAE P AL FE s, GDCA 157 ™ i (R AR FE e A g . SR
GDCA & | A CP FrHilE I ST FEEL B HE K 55, T/ Al AR GDCA L5 If

Bk 7 GDCA 4 TiT P HIAEF )5, GDCA ¥4 rEIEIT F7 N FB IR+ T S2 AT 1 2%
ARG G ] .
R H NG RANRES I EE <o) =3 =
SERGRFE, 1T MRk S FXIE S, GDCA i Ft Hk 5t /T .

GDCA does not refund any fees to subscribers except fees charged for certificate application and
renewal because of specific reasons.

In the process of the certificate operation and the certificate issuance, GDCA complies with strict
operating procedures and policies. If GDCA violates its defined responsibilities under this CP or
other material obligations, subscribers can request GDCA to revoke certificates and refund. After
GDCA revokes subscriber’s certificates, GDCA will immediately refund the full amount that
subscribers have paid for the certificate application.

This refund policy does not limit users from obtaining other compensation.

After refund completion, if a subscriber continues to use the certificate, GDCA shall investigate
his/her legal liabilities.
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9.2. M5 3AE Financial Responsibility
9.2.1. PRBETE R Insurance Coverage

DRESVE B 32 24X CP 27 9.9 19 rh T HLE M £

Insurance Coverage mainly focuses on compensation specified in CP Section 9.9.

9.2.2. HABR ™ other Assets

AEH .

Not applicable.

9.2.3. X B 2% SR AR S B AE AR YE B Insurance or Warranty Coverage for

End-Entities

EASIT 7 — Hi%52 GDCA WL, s @i il e OnHiE BRSS9 52, AR Al
BEWREZIT T A% T4 CP KT ORES AT HH OR B 2 FH 200 o

The acceptance of the certificate or its services specified by the agreement by the subscriber
means that subscriber has accepted the specification and constraint of insurance and warranty
coverage in this CP.

9.3. M55 BRE Confidentiality of Business Information
9.3.1. {5245 B Scope of Confidential Information

7E GDCA ST IERS 1, BLRE EMAREE R

1. GDCA I "I 2544 M 5 s

2. HUHOSEHE: AMHE, REEHE, AMHERFERE, X8EEH GDCA
MANREE S, RAARZEH T RN S ER AT UAEER . BRSHEER, AN
N AR KA

3. HAtifh GDCA Hil RA fRAFHIAN A A B BN IR, BRIFHZHR, AR

=

o

In the electronic certification service provided by GDCA, the following information is treated as
confidential information:
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1. GDCA subscriber’s digital signature and decryption key

2. Audit records including local logs, server logs, archive logs information, which is treated by
GDCA as confidential information. These records can only be accessed by security auditors
and business administrators. Unless for law requirements, this information cannot be released
outside of the company

3. Other individual and company information preserved by GDCA and RA and should be treated
as confidential. Unless for law requirements, this information cannot be released to the public

9.3.2. AETHEZEKSE Information Not Within the Scope of Confidential

Information

B GDCA KATHIUES . UEHH A
T P S R

I eE GRS

IEFSHEmE (CP). HLF ARSI (CPS).

> w0 poE

1. Certificate issued by GDCA and its public key.
2. Information of subscriber in the certificate.
3. CRL

4. CPandCPS

9.3.3. 3 £ % {5 B ) 3T /£ Responsibility to Protect Confidential

Information

GDCA. EMHL . T UL SRS KRS 5775, #A L5544 CP 1
FUE, AN R DR (5 B DT, 08 I RN BOR T BOMVE BERE P x He kAT
(ZSIAR

GDCA, RA, subscribers, relevant entities and parties involved in certification business, have the
obligations to assume appropriate responsibility of keeping confidential information in accordance
with this CP, and must protect it through effective technical means and management process.

MOREAS BMPTE & TIAERE, ZR GDCA ATF il & fh B iia 1R %15 &
i), GDCA Mg HZK; A, GDCA K ERIZIRE A B BT & XA g k47
PHEFAL, LAFRIRH B S AT B B 1 R R P (R % A5 B AT s AT
] HoA 77 B £3% S 5%, GDCA ALK FHATAT 5 o AH ¢ (¥ B T A T OR 8545 S8 i e )
PR o DREAS BB A & RARSH 5 AR G B T AR % A5 B R M BT A 64 514 E
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As confidential-information holder requires GDCA to publish or reveal all his/her/its own confidential
information due to some causes, GDCA shall satisfy his/her/its requirements; Also, GDCA shall
require the holder’'s documentary application and authorization to express his/her/its own will of
publishing or revealing.
If any other obligation of compensation is involved in the act of revealing confidential information of
the user by GDCA, GDCA will not assume any responsibility for damage concerning it or caused b
y the act of publishing the user's confidential information. The confidential-information holder shall
assume compensatory responsibilities related with it or caused by the opening of confidential
information.

4 GDCA TEARAAE 1M VB LA HAL AR B A R P IR R,
ZRFRAEA CP HRHLE AR 55 (5 BN, GDCA R [RiE. Hl bA A vk R ) e i 2R,
[ PIEER T T A A AR R R %5 E, GDCA TAUKATAT DA IX AR A A NS T
TR R AN L 55

When facing any requirements of laws and regulations or any demands for undergoing legal
process of court and other agencies, GDCA must provide confidential information in this CP, and
could publish the relevant confidential information to law-enforcing department according to
requirements of laws, regulations, legal doctrines or court judgments. Under this circumstance,
GDCA shall not assume any responsibility. The reveal shall not be regarded as a breach of
confidential requirement and obligations.

9.4. MANBEFIRBE Privacy of Personal Information

9.4.1. B RARZE 71X Privacy Plan

GDCA R ffill 2 B FA PR THRIFS 1T P AN N5 BARE

GDCA should establish the Non-disclosure plan to protect the privacy information of subscriber.

9.4.2. Ve MRaFA AR K115 B Information Treated as Private

Fr T SRR S LSRRGS B AN, 1T SR AR AT SR L
NEEAAEE . AN AL B 15 BT

L TR ROE SIS e S a% . AL

2. ATPHERA LSS

3. AT,

4. ATPHIRITIKS .

Except for the information already included in the subscriber certificates and the certificate status i
nformation, other basic information provided by the subscribers is deemed private. Information
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treated as private includes:

1. Subscriber’s valid documents number such as ID number, organization code
2. Subscriber's telephone number

3. Subscriber’'s mailing address and living address

4. Subscriber's bank account number

9.4.3. ABHNHNBEFARME B Information Not Deemed Private

WP RARRERNAEREREE, UAZEBRPRESE, = LATTH, Ak
HEE .

All information in a subscriber certificate and the status information of the certificate, etc. is deemed
not private, and shall not be regarded as privacy information.

9.4.4. {747 B Fh B 5T 4E Responsibility to Protect Private Information

GDCA. JEMHA 2380/ E 5 /4P A CP 25 9.4.2 Fh HIE 1T P EEALE B 34
555

GDCA has the responsibility and obligation for proper custody and protection of the certificate
applicant personal privacy described in section 9.4.2.

9.4.5. R BREERSGM5ERE Notice and Consent to Use Private

Information

GDCA 7EHANIENE 5556 A 18 TR AR AR B B, R S il &
BURUIRST P I H o AR IX (5 2, iR B K BIEAL, GDCA #BCA AT
FURXSs, MEREENT P IFEE.

Any subscriber information GDCA obtaining within the scope of certification business can only be
used for identifying, managing and serving subscribers. When using the information, no matter the
privacy is involved or not, GDCA has no obligations to notify subscribers, and no need to obtain
subscriber’s consent.

GDCA TEAT A E M B E VAP AR AR IS AVE R P I ESR T, 8385 B
BT & TR BRI LT )45 e X R4 B2 B A5 S, e & AT P LS, HEA
TRENT PR

Under any requirements of laws and regulations, and demands for undergoing the legal process of
other agencies, or under the circumstance where private information holder submits the written
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authorization to certain object for publishing the information, GDCA has no obligations to notify
subscriber, and to obtain the consent from the subscriber.

GDCA. JEMHUR U R 75 ZER AT 7 FaAME B X005 4958 A& LA B Y, ST
W IR FAVT P IESRAFAT P [F) S ARAL, T HL A [R] i AL A F AT A A 0 77 =X (s |
IEEE DB
If GDCA and registration authority shall apply user’s private information to other purposes beyond
the functions agreed between two sides, CA and RA shall notify subscriber to obtain his/her/its

agreement and authorization, and the agreement and authorization shall be in the form which can
be archived (such as fax and business letters etc.).

9.4.6. WERBATBRERFRE E#HE Disclosure Pursuant to Judicial or

Administrative Process

B TVEEAT . VAU AT BT I 75 22, GDCA AT P I BaAME SR A A %
PIENLR . ATBHATHIR V. 35

1. BUREASERRUE I A AR DGR 8IS AR T 3 i

2. VEBE LA R AR T AR EE R FIE 57 A K 24 2y i Ay IR B FR i

3. FHBVERNEEEERUAP A M IER A .

Due to the need of legal execution as well as administrative execution permitted by legal
authorization, GDCA shall provide subscriber’s private information to relevant law enforcement
agency and administrative enforcement authorities. The above behaviors are permitted. It includes:

1. Submit the application following the legal process required by relevant agencies pursuant to
the provisions of laws and regulations.

2. The formal application by court and other agencies when dealing with the dispute of using
certificate.

3. The formal application by arbitration agency with legal jurisdiction.

9.4.7. HAbfE BB B Other Information Disclosure Circumstances

WRIT R GDCA FR AR e & 7 SR RS W BRI, GDCA NI 75 4
VTP B & FE R A 2515 B PR AL AS 28 = Wl %5 A F] o

If certificate subscriber requires GDCA to provide some particular customer support services such
as mailing materials, GDCA needs to send the subscriber’'s name, mailing address and other
related information to a third-party such as mailing company.
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9.5. HIHFZHRL Intellectual Property Rights

1. GDCA A AR FEXHIE T LA L& GDCA $R4E M FTA F A i 4B AR P2 AL

2. GDCA XM TIUEH RGHA BAFTER. SRR R 25 AL

3. GDCA Ml b A —Y)E B3 GDCA 7=, K% GDCA HBmauir, A
ABEFEHA T EAT

4. GDCA KATHIETF1 CRL ¥4 GDCA 2R KI5

5. XfHMzZEE B AIE AN GDCA 7

6. FISkFINH = GDCA b SR i 44 (LU R fEFR DND BA S Z s Ak
S & SEARIIE TS, #4780 GDCA M7=,

1. GDCA reserves and remains full intellectual property rights for all the certificates and software
offered by GDCA.

2.  GDCA holds ownership, the right of name, the right to share the benefits for certificate system
software

3. Allthe information published at GDCA website is GDCA property. Without written permission of
GDCA, others cannot repost them for commercial activities.

4. Certificates and CRLs issued by GDCA are both the properties controlled by GDCA.
5. External operation management strategy and specification are GDCA property.

6. The distinguished name (hereinafter referred to as DN) used to express the GDCA domain
entity in the directory and the certificate issued to the terminal in the domain entity are the
properties of GDCA.

9.6. BRIR5#H{RE Representations and Warranties
9.6.1. CA B2 5% CA Representations and Warranties

GDCA o Zfi i an T~ 5 4R«

1 ZBREPIHNEBRFEAR CP MFTA I MR,

2. PRIEHAYIE BN % 4 ITE ORI  GDCA BT RIPAT [ 22 A WL 75 A B 5 A
KREGRIIRLE :

3. HHK CPIHLE, M HUESIE1S:

4. B ANEFT P IERAR AT O, REAEAS BT B R TT R RE S A R A AT S
FF
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5. IUERIEHE N FIFEIE B R E B L EENAY R (B U PIRA S, RS
AR A A PRGBS IR L R0 A R348 4 5 P A B g ) AL

6. BOFFRIEEBAL T IR K A i E AR AT TR, DMRE FiE# HE
HEFSs

7. BRAUETETS BT 0 A S B AR

8. H#E CPS 3.2 [ ZLRIGIE FHiE A ) £ 177

9. # GDCA 51T/ JikEk, W GDCA 5iT P @& & A A H AT HAT T F B
77, 2T P TS CAIN 251832 K AT 1Y) Baseline Requirements 45 225K ;
GDCA 51T J HIa]— SR s B, I F i AR SN T 263

10. EFXATARIEAMIERR YIRS EE CEREEHE) g R4 4 KA
(24x7) AFFIUEEE.

GDCA must make the following warranties:

1.

2.

3.

4.

5.

6.

7.

8.

9.

Certificates issued to subscribers by GDCA must be in line with all substantive requirements of
this CP;

Ensures that its private key shall be stored and protected securely, and GDCA shall establish
and implement security mechanism pursuant to the terms of national relevant policies;

Revokes certificate timely in accordance with this CP;

Informs subscribers any known events, which will fundamentally affect the validity and
reliability of the certificate;

Verifies that the applicant either had the right to use, or had control of, the Domain Name(s)
listed in the certificate’s subject field and subjectAltName extension (or, only in the case of
Domain Names, was delegated such right or control by someone who had such right to use or
control);

Verifies that the applicant authorized the issuance of the certificate and that the applicant
representative is authorized to request the certificate on behalf of the applicant;

Verifies the accuracy of all of the information contained in the certificate;
Verifies the identity of the applicant according to section 3.2 of this CP;

Subscriber agreement: That, if GDCA and subscribers are not affiliated, the subscriber and
GDCA are parties to a legally valid and enforceable subscriber agreement that satisfies the
Baseline Requirements and other requirements published by the CA/Browser Forum, or, if
GDCA and subscribers are the same entity or are affiliated, the applicant representative
acknowledged the terms of use;

10. Maintains a 24 x 7 publicly-accessible repository with current information regarding the status

(valid or revoked) of all unexpired certificates.

GDCA X 44 i 7 o AU H i R 4H AR -
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1. UERHHE B AR AT IR
2. GDCA 5e4i#fiA CP K& CPS HIMLE 2 KL
3. fE GDCA &5 B e R ATMET D&k 7T, JEHIT T 24 CP
FIRMLE #5321 iZIEH .
GDCA must make the following warranties to relying party:
1. GDCA guarantees that the information contained in the certificate has been properly validated;
2.  GDCAIs in full compliance with the provisions of the CP and relevant CPS to issue certificate;

3. Certificates published in GDCA repositories should have be issued to subscribers and
accepted by subscribers in accordance with the provisions of the CP.

ROOT CA HI CA MIfRIEM TUEN ML % AE EV CPS 1, JIf H2r AIEA CA/NI
W#s18Ix (CA/Browser Forum) j&id www.cabforum.org & A EV f554 18 F1 7.1 B
I3 B EERAH — 2
The guarantee and liability of ROOT CA and CA shall be stated definitely in GDCA EV CPS and be

in accordance with EV Guidelines Section 18 and 7.1 released by CA/Browser Forum at
www.cabforum.org.

9.6.2. RA KIFi2 5% RA Representations and Warranties

1 RBLEEFIT P ERE R e T S A CP R A L It 2R 5

2. f£ GDCA L RGIEAS I, A2 DR ML 1 2% 2R 110 3 BOIE A T K5 B S E S
HEMEEA

3. TEMALKRHZA CP BIRLE, A i) GDCA $RACUE-THITE . #lHS . SEHrERss
HiE

1. The registration process provided for subscribers is compliant with all the substantive
requirements of GDCA's CP;

2. When generating certificates, GDCA does not allow the inconsistencies between certificate
information and certificate applicant information due to mistakes of registration authority;

3. Registration authority will submit the applications of revocation, update and other services to
GDCA in time according to the provisions of CP.

9.6.3. TP IR 5484% Subscriber Representations and Warranties

WA —H#52 GDCA 2R HIETS, gl v GDCA. TN A AR 77 1E Hh LA
A
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10.
11.

12

FEUE A RO AT R 726 44 5

VTP B UE PN P E MU SR AR5 B st se REMIMERA Y, JE kil
FEATIRBEREMR . Dhi&S5(5 B ANER TUE:

WARAAAEAREN, 2T P AREE N 5 0 AT 5. 1T A SRR
PR AT A SEfRiR 51, 8% GDCA B BUE A AR5 LI

ST PAER TS APIARR B RV B HEAT (R — IR &84, #RREAT T H S 4,
IF HAEBEATRE A, IERRAROES GEBRAEE . /), IERRRN
VTP AR B U7 1) A

RARLAT P AUAER LR 1B A5 T B 2, T DRAEAS N ARIEA LAY (B8
ABLR D T ER DA 555

—RPERAEAS, BISRIRIT P R B AL A CP T A sk AN 26, IR RnE A
PSR RLIT

—REAZEAS, T EIN KU DR I ORRE AL ], A AT
BRIRSG, RECEBA PSRRI LR, Wik, PR &%
BUAE 5

AFELAE(TR A GDCA A7-id A, S8 BB THEE, B EART
SRR UV PR CSORTAIE 5 i 55 1A S A R s 45 5

UEPSFEA CP e (VG A SRR, FURAIESS A T2 S sl At 5
IR H 5

KW ar . A BE HOR BT LI PRV A O . itk A L DO 2

XHF EV SSLEF:, 1T AT STARAN OS5 PRtk R AEIEFS A 40 H 10 3 R 44 X6 L 14
i 55 45 E I 5

XtF BV AR AL, 1T AR L AT SRS S AR A BB

B4

Once subscribers accept a certificate issued by GDCA, the subscriber is considered to make the
following commitments to GDCA, registration authority and related parties who trust the certificate:

1.

2.

The subscriber uses digital signatures if the certificate is valid;

All information that subscriber provides to registration authority during certificate application
process must be true, complete and accurate. The subscriber is willing to take legal
responsibility for any false or forged information;

If there is an agent, then both the subscriber and agent take jointly responsibility. The

subscriber is responsible for notifying GDCA and its authorized certification services agencies
any false statements and omissions made by the agent;
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4.

10.

11.

12.

Each signature is generated using the private key corresponding to certificate by subscribers
themselves. The certificates shall be valid at the moment of signing, i.e. certificate is not
revoked or expired;

Subscribers ensure that they don't engage in business performed by the issuing agency (or
similar institutions) unless they sign written agreements with the issuing agency on such
matters;

Once the certificate is accepted, subscribers are considered as knowing and accepting all the
terms and conditions in the CP as well as corresponding subscriber agreements;

Once the certificate is accepted, the subscriber should assume the following responsibilities:
always maintain control of their private keys; use trustworthy systems; and take reasonable
precautions to prevent the loss, disclosure, alteration, or unauthorized usage of the private
keys;

Prohibited for rejecting any statements, changes, updates and upgrades published by GDCA,
including but not limited to modification of strategies and standards as well as additions and
deletions of certificate services;

The subscriber only uses certificate for the authorized or other lawful purpose within the range
specified by this CP;

The subscriber use secure and reasonable measures to prevent the private key from loss,
disclosure, alteration and other events;

For the EV SSL certificates, the subscribers undertake an obligation and warranty to install the
certificates only on servers that are accessible at the subjectAltName(s) listed in the
certificates;

The subscriber must not use the EV code signing certificates for signing suspicious codes and
other illegal or malicious software.

9.6.4. T HIRIR 58 R Relying Party Representations and Warranties

WATA CP WP AE ;

FEARMUEF AT, B VIEFSAE R 7 BRI R A A 5

FEARREF AT, XHUEF A SRR REAT SIE

FERHGUEFS T, JfId A CRL B OCSP i\ IE+5 42 5 B 4l :

—H i T2 s H AR RIS T 1A B AR, RS I S T 48
GDCA i R R BEATAME , I HARHE R L3 R B £ sl N 45 2%

6. MMFIELALFIKRE GDCA AL A B . THEE, SRR EART
SR RV AR A CORTAE A5 R 55 (100 S8 I AT R 5

o > w bdpoE

Abide by all provisions of this CP.
Ensure that the certificate is used in prescribed scope and duration;
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3.  Verify certificate’s trust chain before trust the certificate;

4. Before trust a certificate, verify whether the certificate is revoked or not through querying CRL
or OCSP;

5. The relying party is willing to compensate GDCA for the losses and accept liabilities for any
loss of self or others, due to negligence or other reasons violating the terms of a reasonable
inspection;

6. Prohibited for rejecting any statements, changes, updates and upgrades published by GDCA,
including but not limited to modification of strategies and standards as well as additions and
deletions of certificate services.

9.6.5. Hih2 5 FIkiER S5HL Representations and Warranties of Other

Participants

AP CP T HUE »

Abide by all provisions of this CP.

9.7. F{R%.3F Disclaimers of Warranties

BRA CP9.6.1 H IR Hf AR %41, GDCA R HH AT AT T 2Q A ARAE A L 55

AAETERAT ' AR I35 5 1R P25

A%t B AR Bl A A AT AR 1Al DRAE

ANTHIE L H R H 0 LA AN G L FH AR AT A 24T

StEFANEHUA, Wbk, AR 9 3 A i R IR S5 P T b i ) 25 A R

AR TATS

5. WA CP.6.3 /KA, BRI i A CP9.6.4 Z ki, 15LAGER
GDCA Z 51T

A w0 o

Except for the commitments declared in CP Section 9.6.1, GDCA does not assume any other forms
of guarantee and obligation:

1. Do not guarantee the statements of certificate subscribers, relying party and other;
2. Do not guarantee any software used in electronic certification activities;
3. Do not assume any liability when certificate is used beyond the prescribed purposes;

4. Do not assume any responsibility for service interruption and customer losses caused by force
majeure, such as war, natural disasters, etc;

5.  When subscriber violates the commitments defined in CP Section 9.6.3, or relying party
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violates the commitments defined in CP Section 9.6.4, GDCA can exempt from liability.

9.8. APBRIFE Limitations of Liability

EASIT S KHT A GDCA SR AL HL T IAIE AR 55 M ZF R FE BE 32 ik, GDCA
R4 CP9.9.1 #lE A IR 34T

The certificate subscriber and the relying party specialized in civil activities suffered losses due to
electronic certification service provided by GDCA, GDCA only assume limited liability amount
stipulated in CP section 9.9.1.

9.9. A% Indemnities

9.9.1. IEHLIG I R2 R AE Indemnification by GDCA

41 GDCA % | 4 CP % 9.6.1 JiHh iRE, 1777, #7554 Al B GDCA 7K
I THUE QEEBLE RTIRIN), BFELTEE:

1. GDCA BIEBHIRMZRKLEIT T LASMASE =77, SECT 7 BURKHE 7 8 5245910

2. TEVPHRASAE BEETRMERS . BN, GDCA B HIUEF H L T H RS
B, SBAT Uk 2 85

3. 1E GDCA HHIT F #A8 (5 BB BT R E R R AR 115 50, (RS AR 01T 7 28 KIE
o, SRR T Z R

4. 1T GDCA HJ5 A T3 CA FAP it 2

5. GDCA A B K IRUESIET, S8R 1824501

If GDCA violates statements in CP Section 9.6.1, certificate subscribers, relying parties and other
entities can request GDCA assume compensation liabilities (except for statutory and contractual
exemptions). If the following circumstances occur, GDCA will assume limited compensation liability:

1. GDCA issues certificates to a third-party instead of the subscriber by mistake, which leads to
losses of the subscriber or relying party.

2. If subscriber submits accurate and true information to GDCA, but GDCA issues certificates
with error information and the error leads to losses of the subscriber or relying party.

3. After GDCA knows the fact that subscriber provides fake registration information or data,
GDCA still issues certificate, which leads to relying party suffering losses.

4. If the private key of CA is disclosed due to GDCA'’s fault.

5. GDCAfails to revoke certificates in time, which leads to relying party suffering losses.
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9.9.2. TP IR AE Indemnification by Subscribers

FEQ RS, VTPt 5 R A3 ) GDCA. AR 10k, B 247K FH I A2 514 -

Lo AT HOIEEMHE R, HHE. R BRI Tk, $5GDCA &
HAUUE 5 IR S5 LA i3 35 = 07 3l 2 401

2. TP RIS RGN AR . Bk, BRIRVH O &R . BURMA
51 GDCA K HBAUIEF ARSI, BLIAS M3 At A M5 ik i GDCA %
HBRIEB RS I =07 52 450H

3. TPEREBIT A, BERA CP KAMKIEIEMIE, S iEBATIEA
CP HiE bk 25 Fl 5

4. UEBAT e H e A AR AR T A SRR R U VSRS 3 GDCA 4 iZIIE

PR BT LUR AT AT, SRAZAE P DU AT AR AL 5, s AT 20 5

= AL, R GDCA #IBA CP IMISERET T %M, MAZIETH

P 0 A A T 5% 3 T A AT

UE 5 P A RO A SE AR R A5 L A3 P R A3 9 2 i@ &0 GDCA RIS 7y «

A TRV R BCE B R i, SRR B REARE . BTG MER A

FEAFRIRAGH T R BAFAE SERG I, A2 1A FHAIE 45 9% S i) 3 %0 GDCA AT 5

UE - S HHE A E S P IR

VP EFAE B AR T 58 =7 M AR = AL

10, 7ERLE (¥ 5 F VO B AME FRIE TS, S L RIS 3

© N o v

If the following situations cause GDCA or relying party suffering losses, subscribers shall be

assumed the liability to compensate:

1.

GDCA and its authorized service agencies or third-party suffer losses due to unreal
information, such as deliberate, negligent or malicious provision of unreal information by
applicants when applying for certificates.

GDCA and its authorized service agencies or third-party suffer losses due to disclosure and
loss of private keys deliberately and by mistake; due to not informing GDCA and its authorized
service agencies or third-party of the leakage and loss of private keys with knowing the facts;
and due to handing keys to others inappropriately.

Subscribers violate the CP and related operation practices when using certificates as well as
using the certificates activities outside of the CP.

If the certificate is used for illegal transactions or causes disputes during the period from
revocation requests submitted by the subscribers or other entities authorized by GDCA to this
information of certificate revocation published by GDCA, if GDCA operates in accordance with
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10.

the requirements of the CP, subscribers must assume any responsibility of losses according to
this CP.

Subscribers do not stop to use the certificate which its information have changed and don't
notify it to GDCA or relying parties in time.

The private key is lost, compromised, stolen, exposed, and etc. due to not taking effective
protection measures.

Subscribers do not stop to use the certificate which its private key is lost or in danger and
notify it to GDCA or relying parties in time.

The certificate has expired but is still in use.

The subscriber’s certificate information infringes upon the intellectual property rights of a
third-party.

Using certificates outside the provisions of specific application scope, such as the use of
certificates for illegal and criminal activities.

9.9.3. AT gL 374E Indemnification by Relying Parties

RSSO, AR E R RIS R GDCAL 1T PR, B 2 A PH IR 42 5T -

1. A JEIT GDCA S5 M URIA CP Rl It 3L 55

2. RAGKIEA CP MGHAT A B #H %, F5 GDCA K HBAMIEF ARSI EL
= E 2 E

3. TEAEERIETE FRIUES, Aty B AE AR E L R A S
TEEGIEF CA BT 7T e N ST U T, (AT SRR IE 5

4. W7 A RHIE T S AT RE AT 90 F ;

5. Ak @I A ) CRL B OCSP A A IE 15 & A 4 ae -

If the following circumstances lead to the losses of GDCA or subscriber, relying party shall be

assumed responsibility to compensate:

1.

Obligations defined in the CP and agreements between GDCA and relying parties are not
fulfilled.

GDCA and its authorized service agencies or a third-party suffer losses due to inappropriate
reviews against this CP.

Trust certificates in unreasonable circumstances. For example, relying party still trusts the
certificate with knowing that the certificate usage is beyond its scope or period or the certificate
has or may have been stolen.

Relying party does not verify trust chains of the certificates.

Relying party does not check whether a certificate is revoked through querying CRL or OCSP.
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0.10. B HIEL1E Term and Termination

9.10.1. ARUHE Term

A CP fE5AT HIER LA, B CP RIS R A CPfE R —HiA CP
A3z HElfE GDCA 2 1k FE - INIE IR S5 I 2R 2K

This CP will enter into force at 12 o’clock midnight of the release date, and the last version CP will
become invalid. This CP will become invalid when the next version CP enters into force or the
electronic certification services of GDCA are terminated.

9.10.2.  #JE Termination

GDCA Z 1B FIMNIEARSS ), A& CP &1k,

When GDCA terminates electronic certification services, this CP is terminated.

0.10.3. ZIERIMER 5HEE Effect of Termination and Survival

A CP 28 1E, EREVAEN VAR 55 A28k, (HIAIEN 55 2B A F A AIE
BRI SRR 1k o IATENURIFE M 55 28 15 ) NSRS B FE T, RE DA IE AR 55 6 21 He Al GIE
PUR,  ORUELT P A 2

The termination of this CP means that the termination of certification authority business, but the
termination of certification business does not mean the termination of certification authority
responsibility. After the termination of business, certification authority shall take reasonable
measures to transfer certification service to other certification authority so as to ensure the interests
of the subscriber.

90.11. S EHK AN HESE XE B E Individual Notices and

Communications with Participants

YAENUAFE L ZIE AL T, i ESD AT e TS KRBT FORAE B T H0e 4 i
FAT P HARE AT P o IAT O, ERE T i . TR SR, Al
AT T -

The circumstances that CA actively revokes the subscriber’s certificate, finds out subscriber using
certificate out of specified usage, or behaviors of subscriber violating subscriber agreement have
occurred, CA can use appropriate way, such as telephone, E-mail, letter, Fax, etc., to notify
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subscriber and relying party if necessary.

9.12. 1] Amendments
9.12.1. BT Procedure for Amendment

% GDCA %4z Mg & AL, CPS w5 /NH BB 2/ D & — A CP, iR JL
PG IR SR HEE AN R0 ) 1 2R SRR AR (1) SSL BEMEZRINNE, FF & AR5
TFRE PR 2

A CP (BT, HI CPS 45 /NI BT, /15 GDCA 224 5RHEZ i 42tk
#Ef5, B CPS 5/ NHMTTHLUEIT, BT/ CP 40t GDCA %4 TRIKZ: il o> it
Ja BN R A

Through the authorization of GDCA Security Policy Committee, the CPS composition team shall
review this CP at least once a year, to ensure that CP meets the requirements of national laws and
regulations and administration department, to meet the latest SSL baseline requirements and
specifications, and satisfy the actual requirements of certification business operation.

The revised version of this CP will be revised by the CPS composition team and approved by GDCA
Security Policy Committee. The CPS composition team will be responsible for the revision and the
revised CP will be officially released after being approved by GDCA Security Policy Committee.

9.12.2. JBEHHLEIFIHIFR Notification Mechanism and Period

BT 1 CP itk jm # L RIFE GDCA [ 3t www.gdca.com.cn b5 Afi o X7 2
I IR AF A A SE DT SGE RN RIE L, GDCA REAE & HEL I [R] N JE K1 R %7
BRI 1) S GRAEA 5577 32 B IR e/ o

After approval of the revised CP, it will be posted on GDCA official website www.gdca.com.cn
immediately. For the modification notified by email, mail, media and other ways, GDCA shall notify
the relevant parties in reasonable time, which ensures that the relevant parties have minimum
influence.

9.12.3. A AMBITIEHERE FIETE Circumstances Under Which CP Must be

Changed

MR I FAIEN, GDCA ik 4 CP #HT54:
1. FHEAHBERERE, LUFEMIA CP 1A 3,
2. A FRINEME S FIAH bR B AT 53T
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3. NIERGUNA R P A AL BRI
4. VEEREIAN BRI TR
5. IA CP Il H BRI

If the following situations occur, this CP must be modified:

1. The encryption technology develops significantly enough to affect the effectiveness of existing
CP.

2. The relevant standards have been updated.

3. Certification system and relevant management regulations take significant upgrade or
changes.

4. The laws and the administration departments require the CP to be modified.

5. There is some significant deficiency in the existing CP.

9.124. B OID HETE Circumstances Under Which OID Must be

Changed

A CP ORAABITIS, A R IIEF SRR RAR AT AN BEAT AR S, S R4S iR
HAES o

When the CP has modified, its corresponding certificate policy object identifier will not change, and
only increase the version identification code.

0.13. FiUE R4 Dispute Resolution Provisions

2 GDCA. 1T P ARAGT 2 B B4 WO, A 507 THT AR A B SCE 5 B s ke, e
FEAERAN T (10, s iR

Any disputes between GDCA and subscribers or relying parties shall be resolved through
negotiations as agreed, and those cannot be settled by negotiations will be resolved by laws.

9.14. BHEHESA Governing Law

GDCA i) CP 2 E X CmiAi i) (B A RIEAE i 7284205 (R EARSS & B
INEDS CRT IR S S B B ANE) IREE I E T

The CP of GDCA is governed by the law of “ Electronic Signatures Laws of People’s Republic of
China”, the regulation of "Measures for the Administration of Electronic Certification Services”
and "Measures for the Administration of Cipher Codes for Electronic Certification Services”
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promulgated by the country.

9.15. fF&3& L Compliance with Applicable Law

WAENU I A LSS W80 R e AUT & (b ECRILATE B 72542350
CRTFIMEMR S EEINED) . CRFIMERS # I EEIMNEL) B e NI
R -

All businesses, activities, contacts, agreements of GDCA must conform to "Electronic Signatures
Laws of People’s Republic of China”, “Measures for the Administration of Electronic Certification
Services”, “Measures for the Administration of Cipher Codes for Electronic Certification Services”
and other laws and regulations of People’s Republic of China.

9.16. —R& 2=k Miscellaneous Provisions
9.16.1.  SEEEWHY Entire Agreement

CP CPS. AT/ F s MRS Bl S AN FE W BCRF R 1l PRI 22 N3 Z 18] 1 5E B

The entire agreement is composed of CP, CPS, Subscriber Agreement and Relying Party
Agreement as well as its supplementary agreement.

9.16.2.  ikyE Assignment

MRYEA CP b R A IESEAAR %77 FIBURIAN LS5, &7 2498 AT $ VA A AH S R
SEBEAT AU LS5 I ek o B 1EAT R AR IS AN IR B e 1k D7 0F 53— J7 BARART 5 9% % Bt
RS HT

According to the rights and obligations of certification entity parties detailed in this CP, all parties
can transfer the possession of rights and obligations in accordance with the relevant provisions of
the law. The occurrence of the above transfer behavior does not affect the change of any debt and
liability among the transferors.

9.16.3. 4y Severability

UNRA CP BT AT ks HL N FH BT 55 GDCA FITAE 5 X AOvE A 2 A ph i e 4
NTCEA BT IS, GDCA RLAE AR I R EE T, (EHARSA R, H
R AZE, GDCA MAEMLF T HEEEAEIT N2 .

EAMRPEEAT 5 BoRZE K AEF 2 1T, GDCA N R ZEHR {42 question@cabforum.org, B
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%1 CAB iz CP FEITHIE R, FFmiiAIL O B AL FIRAAAAE T AR
%1122 (https://cabforum.org/pipermail/public/) .

HIFHEARIEH, 5 CAB Iz E R BN, i1 GDCA I ff& CA/B I
Baseline Requirements VA EK, TIIACE 5 AT 0T GDCA V.55 R4 (1R 58 AN F 4%
GuE . RIRXHE S HERAEFAT RIAOCTREE, XF GDCA (1) CP [1&1T, ] CA/B 1%
I REIRLTE 90 KN 78 B o

In case any clause or provision of this CP is held to be unenforceable or invalid due to any conflicts
with the laws of any jurisdiction in which GDCA operates, GDCA shall modify any conflicting clause
or provision to the minimum extent necessary to make them continue to be valid, and other clauses
and provisions shall remain valid without being affected. GDCA shall disclose the modified contents
in this section.

GDCA shall (and prior to issuing a certificate under the modified requirement) notify the CA/Browser
Forum of any modified content in the CP by sending emails to question@cabforum.org, and confirm
that it has been posted to the Public Mailing List and is indexed in the Public Mail Archives available
at https://cabforum.org/pipermail/public/.

Any modification to GDCA's practice enabled under this section shall be discontinued if and when
the law no longer applies, or the requirements published by the CA/B Forum are modified to make it
possible to comply with both them and the law simultaneously. An appropriate change in practice,
modification to the GDCA’'s CP and a notice to the CA/Browser Forum, as outlined above, shall be
made within 90 days.

9.16.4.  BREIBAT (BIF%EAMBFIHZ) Enforcement(Attorneys' Fees and

Waiver of Rights)

ANEH

Not applicable.

9.16.5.  AHHiJJ Force Majeure
I A CP ll5E 1) CPS MALFEA T LSy 563K, LAMRY & J5 Fl i o

CPS formulated in accordance with this CP shall include a force majeure clause to defend the
benefits of each party.

0.17. HAh% K Other Provisions

GDCA X} A CP B A Fx & BAL o
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GDCA has final interpretation rights to this CP.
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Appendix: GDCA EV CP Revision Records

% AT &Y V2.9 V3.0
FP'5

3.28. ZMMABKRK

1 iE Multi-Perspective 9N 22 40 A 25 R BSIE K
Issuance Corroboration
4.24.  ENAFZAL

5 ( CAA) Certification #1251 DNSSEC 36 iFAH %
Authority Authorization HoR,
(CAA)

@JB%EXQ

Recorded
6.7. M 25 (1) % 4 1% il

4 Network Security S8 I Ak 3 R A
Controls

5 FAbAZT R B ) 4 e ) L

Content ) )

Sections Revised V2.9 V3.0
SEQ

3.28.  ZHMMABKIEIE Add the requirements for

1 Multi-Perspective Multi-Perspective Issuance
Issuance Corroboration Corroboration.
4.2.4.  UEHLH R R

) ( CAA ) Certification Add requirements related to
Authority  Authorization DNSSEC validation.
(CAA)
54.1. dgHEAREE Add the requirements for the

3 Types of Events logging of router and firewall
Recorded activities.

4 6.7. M %% 1) 2 4 1% i Add management of vulnerability
Network Security Controls remediation timelines.

5 HAbAZTT Adjust some wording issues.
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