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1. BEFEEERIR Introduction

1.1. #EiR Overview

1.1.1 A=]f%4} Company Profile

B WHRBH A A BR A 7] (Global Digital Cybersecurity Authority Co., Ltd., f&iFK
GDCA 8 “Hzi7), JFEA “T REFAEBIGEFOERA R ", AT 2003 43 H
6 11,2005 49 F , GDCA #kikim i 1 [ 52 % 6 B = A i L 5 A3 S = LB (1 B v o 2
RO A EE O\ F RS (B INERSVFRTEY (YFAHIES: ECP44010215007) [JHLT
WIEIRS UG 2 —; 2008 4F 12 H, SRA5E SR B RAUL I (R F &0 e B VF
FIEY; 2011 4F 4 H, 8 T E K S0 HL R B ES B TIAEARSS BE VPl 3k19 (L
TESS BT UAERSHAG) (Gi'5: A021) ¥Ekg. 2013 4F, SHHFIAMERS RGHEAT
SM2 BiETH 2, i T ERE LSRR AN R AR . 2015 45, GDCA #id T
WebTrust [E 522 4 # THAE, B4 T EbrbrdEib iz & 8 MRS KT, 7T ARt 4 ek
R FYAER S . NIERNL S ERFHE, 2016 4E5 H, “) RKEFAEBUGEF 04 R
AW HZN KB RBHERB AR AR . 2017 4 8 A 11 H, GDCA 1EH# =HH:
WRRZ 5y, MEEETRIRR: BUaehiAR, MEEARAS: 871932,

Global Digital Cybersecurity Authority CO., LTD. (abbreviated as “GDCA”, or “S¥ZLHI{L") with the
former name of Guangdong Digital Certificate Authority CO., LTD was founded on March 6, 2003. In
September 2005, GDCA passed the security review by the State Cryptography
Administration Office of Security Commercial Code Administration (abbreviated as OSCCA) and
the former Ministry of Information Industry by law, as one of the first eight electronic authentication
authorities granted the "Electronic Authentication Service License" (license number:
ECP44010215007) in China. In December 2008, GDCA obtained the "Commercial Cryptography
Products Sales License" issued by OSCCA. GDCA passed through the assessment of
E-government and Electronic Authentication Service Ability by OSCCA with the qualification
certificate of "E-government and Electronic Authentication Service Authority" (number: A021) in April
2011. In 2013, GDCA upgraded electronic authentication service system for SM2 algorithm and
passed through the security review by OSCCA. In 2015, GDCA passed the assurance review for
Certification Authority by WebTrust with the international level of operation management and service
to provide digital certification service globally. For business development, GDCA changed its name
from "Guangdong Digital Certificate Authority CO., LTD." to "Global Digital Cybersecurity Authority
CO., LTD." in May, 2016. On 11 August 2017, GDCA was admitted to the National Equities
Exchange and Quotations (NEEQ) of China, with a stock abbreviation of “4{ZiJ{X.” and stock code
“871932".



[] SR RIXZIRIGBEIRDE
m (RO TR e Secun ity AThonityg Coe Lo GDCA %%U\iﬁj—k%%m)ﬂu (V6. 2 ﬁ}i)

GDCA B4 Jm, J& “T AEFIEFMETOHARAR " 5. 5. Mamas
A el “BRm AR AR AR A2k fEEXHTS GDCA LA “T AREUTHIE
PUEF DA RA R 4 AT AR PRI H T AREBFHEFAEF LA R
"7 A BRI LS5 “ B AR BB AT IR A =7 7RGk

Since then, all assets, debt, rights and business of "Guangdong Digital Certificate Authority CO.,
LTD." were inherited by GDCA and all the rights and obligations of the contracts and agreement
signed by "Guangdong Digital Certificate Authority CO., LTD." were inherited by GDCA.

Heg AR “BUEL ~fE. Ll BT ko EN, AT “EEBRER T
b fsidr, BOT TN “— RIS ER S 7.

GDCA upholds the corporate values of “Authority, Credibility, Professionalism, and Innovation”, fulfils
the corporate mission of “Trust Connects Parties from all over the World”, and is committed to
becoming a “first-class online trust service provider”.

1.1.2 EBFAUENEEHN (CPS) Certification Practice Statement (CPS)

AR RN (FRiFR CPS) AR (e N RILFIE B2 41E) . (T IAE
MRS5S E BT PED . (R INIEAR S5 B0 BEINE) SEHE IR, AR T GDCA
FEALH BT UGEIR S AL TR AR S5 BT g i R0 DA K B TR S AR S
BT, A CPS H GDCA g A KA Uk J i 7254407 7 . HOmis
HAbMRXZ 5%, Uik GDCA Frgftiy i FIEIRS £ &k, Tk, BUBHIE =7
HLFIMIEARSS . X T GDCA Jrd fit PRk S5 R TiAETE [, A< CPS 45T 1 B
AL E -

Pursuant to the requirements of the “Electronic Signature Law of the People's Republic of China”,
"Measures for the Administration of Electronic Certification Services", "Measures for the
Administration of Cipher Codes for Electronic Certification Services" and other related laws and
regulations, this Certification Practice Statement (abbreviated as CPS) outlines the overall
processes that GDCA employs to provide electronic authentication services, illustrates the set of
rules that GDCA conforms to in offering the electronic authentication service, and elaborates on the
responsibilities undertaken by the participants of such services. GDCA makes this CPS available to
the subscribers, relying parties and other relevant participants through open publication to ensure
the validity, professionalism, and authority of GDCA'’s electronic authentication services. This CPS

also clearly defines the limitation of liabilities for the electronic authentication services provided by
GDCA.

A CPS JIri#iR KN 25180 (GDCA IEF5%ES) (http://www.gdca.com.cn/cp/cp), [F]
oW (B E &SR ENIE R KRR LD A D)
( http://gdii.gd.gov.cn/xxh3236/content/post_945261.html) . fEHAT A CPS HILIEH,
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(GDCA IEH5%) 5 (BHEH TR IES LIES RIS AN —BHNERIZLLT
R AL FE o - B S 5 AR IEAE (B i 744U IR 5ms ), N H
TERE RS A SMIE IS (GDCA TEFSENE ). 1EF52 15 B T s 58 HA T
YRR IE 5 SR (R0 SR IR R AT 1 o

This CPS conforms to both "GDCA Certificate Policy" (http://www.gdca.com.cn/cp/cp) and

"Certificate Policy for Mutual Recognition of Electronic Signature Certificates issued by Hong Kong
and Guangdong (version 1.1)" (http://gdii.gd.gov.cn/xxh3236/content/post_945261.html). The
following principle shall prevail in case of any conflicts exist between the above two policies: the
certificates applied to mutual recognition of electronic signature certificates issued by Hong Kong
and Guangdong conform to " Certificate Policy for Mutual Recognition of Electronic Signature
Certificates issued by Hong Kong and Guangdong", while other certificates conform to "GDCA
Certificate Policy". Whether a certificate is applied to the project of “Mutual Recognition of Electronic
Signature Certificates issued by Hong Kong and Guangdong” can be determined by the object
identifier of certificate policy.

GDCA B1E CA/W G #8181 (CA/Browser Forum, [EPrZHZ, NHREPR CA W%
e, S22 CA E BrbriiE I , https://www.cabforum.org ) & AT B i A ) Baseline

Requirements for the Issuance and Management of Publicly-Trusted TLS Server Certificates

(81 #%“ Baseline Requirements”). Network and Certificate System Security Requirements ({#]
X “NCSSR”). Guidelines for the Issuance and Management of Extended Validation
Certificates ( fi] #% “ EV Guidelines ”) . Baseline Requirements for the Issuance and
Management of Publicly-Trusted Code Signing Certificates ({&#% “Code Signing Baseline
Requirements ” ) . Baseline Requirements for the Issuance and Management of
Publicly-Trusted S/MIME Certificate ({&i# “S/MIME Baseline Requirements”) A Adobe
RGN T RAT the Adobe Approved Trust List (AATL) Technical Requirements (fiFx
AATL FARZR) AT AME B AILAEER SSL/TLS L5 AT, ACRYSE 441k
S/MIME % 2= IRAHAIEFi A1 Adobe SCRIRE A UET, EMIEE HEMIEDL, IR s
RATPIRAEATIELT CPS, WIERA CPS 5 CA/NE#%121x (CA/Browser Forum) K Afi )
FHSRARAERLYE T 2 FCH A — St s, U BL CA/N B 2% 18 3= 1E R AT A RIE 9

GDCA conforms to the latest versions of the Baseline Requirements for the Issuance and
Management of Publicly-Trusted TLS Server Certificates (hereinafter referred to as “Baseline
Requirements”), Network and Certificate System Security Requirements (hereinafter referred to as
‘NCSSR”), Guidelines for the Issuance and Management of Extended Validation
Certificates(hereinafter referred to as “EV Guidelines”), the Baseline Requirements for the Issuance
and Management of Publicly-Trusted Code Signing Certificates (hereinafter referred to as “Code
Signing Baseline Requirements”), Baseline Requirements for the Issuance and Management of
Publicly-Trusted S/MIME Certificate (hereinafter referred to as “S/MIME Baseline Requirements”)


http://www.cabforum.org/
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published by CA/Browser Forum (an international organization, also known as international CA
browser alliance, to establish international standards of CA, https://www.cabforum.org), and the
Adobe Approved Trust List Technical Requirements of the Adobe Systems Inc (hereinafter referred
to as “AATL Technical Requirements”) to issue and manage the publicly-trusted SSL/TLS digital
certificates, publicly-trusted code signing certificates, S/IMIME certificates, and Adobe PDF signing
certificates. GDCA regularly checks the updates on CA/Browser Forum’s website and continually
revise its CPS according to these updates. The specifications of the CA/Browser Forum shall prevail
in case of any discrepancies between the provisions of this CPS and the standard specifications

published by the CA/Browser Forum.
#HE IETF PKIX RFC 3647 CP/CPS HEZ2, A CPS L4 N AAETT, #R75 GDCA ilF

FoHR S5 Il e 22 APt $ i, M 55U Rt RE « D9 TR B RFC3647 HYREMR AN Leig 5,
B ARG MR ROV IZEAE .

Pursuant to the IETF PKIX RFC 3647 CP/CPS framework, this CPS is divided into nine parts that
cover the security controls and practices and procedures for GDCA's certificate services. To
preserve the outline specified by RFC 3647, section headings that do not apply are accompanied
with the statement “Not applicable”.

1.1.3 GDCA iFHEKZEM GDCA Certificate Hierarchical Architecture

GDCA HEi4 7 AMRIEF, 4358 ROOTCA iE+ (RSA). GDCA ROOT CA 45+
ROOTCA iE5 (SM2). GDCA ROOT CA1 iE+i. GDCA TrustAUTH R5 ROOT iF4i.
B2z RS MR CA AE+ . GDCA TrustAUTH E5 ROOT iE+ . B4R CA R+ 4% CA,
AR FIETS . GDCA AR AN CA .

Currently, GDCA has 7 root certificates, including ROOTCA certificate (RSA), GDCA ROOT CA
certificate, ROOTCA certificate (SM2), GDCA ROOT CA1, GDCA TrustAUTH R5 ROOT certificate,
LR R5 #R CA certificate and GDCA TrustAUTH E5 ROOT certificate. Each Root CA has
Subordinate CAs to issue subscriber certificates. GDCA does not issue external Subordinate CAs.

1) ROOTCA (RSA)

ROOTCA
(RSA2048-bit)
[
i t(l“l(iflf“\“:'fl’i‘(im GDCA TrustAUTH R2 CA
(RSA1024-bit) (RSA2048-bit)
[ .
Individual Organization Equipment Other Individual Organization Equipment Other
Certificate Certificate Certificate Certificates Certificate Certificate Certificate Certificates

ROOTCA(RSA)E 52 B 5 %08 2R AR IE TS, %I EIEN RSA, WEHKEN
2048-bit, F&FTLE CAFE, Hrd: (1) GDCA Guangdong Certificate Authority iiF
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H, BHKE N 1024-bit, 2R FHHKEA RSA 1024-bit (I NKIEH . HUEZRIES.
WA PBAFHABISEESS; (2) GDCA TrustAUTH R2 CA iEH, 4K N 2048-bit,
2R B B RSA 2048-bit 1 RSA 1024-bit AN AZKIET . FUEZRIE . B&RIER
A ABSRIE

ROOTCA (RSA) certificate is a root certificate of OSCCA using RSA algorithm with 2048-bit root key
length. There are two subordinate CAs under this ROOT CA, including: (1) GDCA Guangdong
Certificate Authority certificate with 1024-bit key length is used for issuing RSA 1024-bit individual
certificates, organization certificates, equipment certificates and other certificates. (2) GDCA
TrustAUTH R2 CA certificate with 2048-bit key length is used for issuing RSA 2048-bit and RSA

1024-bit individual certificates, organization certificates, equipment certificates and other
certificates.

ROOTCA (RSA)IE 54T 2025 4 8 A 23 HEIHA.
ROOTCA (RSA) will expire on August 23, 2025.

GDCA Guangdong Certificate Authority ilF 55 2015 4 7 F 19 HZI#, 20154 1 H
1 Hit2, GDCA ANFHAE 1% CAEF % K 1T FIEF5 . GDCA TrustAUTH R2 CA iE-+f5T- 2018
12 A 15 HEIH, 2017 48 12 A 15 Hitg, GDCA RNFE# 1% CA IEP& KT FHE .

GDCA Guangdong Certificate Authority certificate expired on July 19, 2015. From January 1, 2015,
GDCA no longer used it to issue subscriber certificates. GDCA TrustAUTH R2 CA certificate expired
on December 15, 2018. From December 15, 2017, GDCA no longer used it to issue subscriber
certificates.

2) GDCAROOT CA (1024-bit)

GDCA ROOT CA
l
GDCA Guangdong
Certificate Authority
[
Individual Organization Equipment Other
Certificate Certificate Certificate Certificates

GDCA ROOT CA iEH % 5Kl 1024-bit, ¥ GDCA Guangdong Certificate
Authority IEFs, FHKEN 1024-bit, 2K FHIKEL N RSA 1024-bit ) AKIEF. Hl
FIZEAIES . B AR A A e
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The length of GDCA ROOT CA certificate root key is 1024-bit. There is a GDCA Guangdong
Certificate Authority certificate under this ROOT CA, used for issuing RSA 1024-bit individual
certificates, organization certificates, equipment certificates and other certificates.

GDCA ROOT CA it 2024 4 12 J 11 HEIH,
GDCA ROOT CA certificate expired on December 11, 2024.

GDCA Guangdong Certificate Authority IFE+57 2024 4 1 7 12 HE[#H, 2016 £ 1 J
1 Hig, AEERHZ CAUEBZRITFIET.

GDCA Guangdong Certificate Authority certificate expired on January 12, 2024. From January 1,
2016, GDCA no longer used it to issue subscriber certificates.

3) ROOTCA (SM2)

ROOT CA
(sM2)

GDCA PublicSM2 CA1l

GDCA TrustAUTH E1 CA

GDCASM2 ICA
Individual Organization Equipment Other
Certificate Certificate Certificate Certificate

ROOTCA E+: (SM2) & [E & 4 PR RARIE TS, S 5EE SM2, REPIK
[N 256-bit, 1% Guangdong Certificate Authority (GDCA TrustAUTH E1 CA) Ut
AR N 256-bit, 2R K E % 5L SM2 A ANZET . HUZEER .. & JED
AHABZSES . Guangdong Certificate Authority (GDCA TrustAUTH E1 CA) R GDCA
SM2 ICA 1+ /2 GDCA Public SM2 CA1 iE+:, 25&CRH H% 5% SM2 (i N SKIE+
MURZRIEFS . W& 2RUE-BA AN ZRIE 1S
ROOTCA (SM2) certificate is a root certificate of OSCCA using SM2 algorithm with root key length of
256-bit. There is a Guangdong Certificate Authority (GDCA TrustAUTH E1 CA SM2) certificate with
key length of 256-bit under this root CA, used for issuing individual certificates, organization
certificates, equipment certificates and other certificates with SM2 algorithm. Guangdong Certificate
Authority (GDCA TrustAUTH E1 CA) issued GDCA SM2 ICA and GDCA Public SM2 CA1, which are

used for issuing individual certificates, organization certificates, equipment certificates and other
certificates with SM2 algorithm.

ROOTCA IEF: (SM2) ¥+ 204247 H 7 HEIH.

ROOTCA (SM2) will expire on July 7, 2042.
Guangdong Certificate Authority (GDCA TrustAUTH E1 CA) iE15¥47E 2034 4F 6 H
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21 HEH, 203041 H 1 Hil2, BAFEHZ CAUEBZERIT FUET.

Guangdong Certificate Authority (GDCA TrustAUTH E1 CA) certificate will expire on June 21, 2034.
From January 1, 2030, GDCA will no longer use it to issue subscriber certificates.

GDCA SM2 ICA iF 15K 7E20334F 12 H31 H 2HA, 2030 45 1 H 1 HilZ, KA AL
% CA UE BT FUEH
GDCA SM2 ICA certificate will expire on December 31, 2033. From January 1, 2030, GDCA will no
longer use it to issue subscriber certificates.

GDCA Public SM2 CAl iFH##E20334E12 H31HE, 2030 451 H 1 Hile, HA
Al H1Z CA ERZE KT FHET

GDCA Public SM2 CA1 certificate will expire on December 31, 2033. From January 1, 2030, GDCA
will no longer use it to issue subscriber certificates.

4) GDCAROOT CAl

GDCA ROOT CA1

v v v v v v

‘ GDCA Public CAL ‘ ‘ GDCA Public CA2 ‘ ‘ GDCA RSA ICA ‘ ‘ GDCA OTC CA ‘ GDCAHEMR OV ‘ ‘ GDCA HIKMR IV ‘
l l l l l l

‘ NS ‘ ‘ HUAIE ‘ ‘ WAIET ‘ ‘ HABAES ‘ ‘ HUAE TS ‘ ‘ NS ‘

GDCA ROOT CAl iE PR # KN 4096-bit, T 6 AN CA IETS, Hr:
(1) GDCA Public CA1, 8K E A 2048-bit, 2K ZHK A RSA 2048-bit [ A
HE S AU AR 13 8% 2R0E A LA 2E0E 155 (2)GDCA Public CA2, Z8K 5 2 2048-bit,
SR FEHKE S RSA 2048-bit AN AZIET . HURISIET . B SUE R A 2EE 13
(3) GDCA HKMR OV CA, ZHKEN 2048-bit, %R ZHKE N RSA 2048-bit 1) E
P EAANUIE 5 (4) GDCA HKMR IV CA, Z 5K 2048-bit, 25K %K E N RSA
2048-bit [IEHE AN AIE; (5) GDCA RSA ICA ZHKJE N 2048-bit, XK FHHK
9 RSA 2048-bit 1IN ANZKUEFS . HURZKUEF . B&SKUEBFHARZIES:; (60 GDCA
OTC CA FHIKETY 2048-bit, KR FHIE N RSA 2048-bit 14> NZRUEFSFIHLAL AR
P BARIEBAHABSUES .
GDCA ROOT CA1 iE+Hi4T 2040 45 12 H 31 HEH.
GDCA Public CA1 WEF447E 2038 47 12 H 31 HEH, 20354 1 H 1 Hig, ¥AH
1% CA IEBREKAT P ETS
GDCA Public CA2 HE-FI47E 2038 4 12 H 31 HEHW, 20354 1 7 1 Hig, ¥AH
1% CA IEBRERAT P ETS
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GDCA HKMR OV CA IEF0K7E 2030 4 12 H 31 HEIME, 20271 A 1 Hilg, #
AFAEHZ CA EBERAT kS,

GDCA HKMR IV CA iE- 547 2030 45 12 A 31 HEIM, 2027 41 A 1 Hilg, KA
PRS2 CA UERARAT FEH

GDCA RSA ICA iFE¥47E20304E12 31 H M, 2028 451 A 1 Hitg, KA FALH
% CA UEHEERIT kS .

GDCA OTC CA UEFHE 2030412 31 H 2, 2028 41 /1 1 Hild, KA FAEH
% CA UEHEERIT P EF .

The length of GDCA ROOT CA1 certificate root key is 4096-bit. There are five subordinate CAs
under this root CA, including: (1) GDCA Public CA1 with key length of 2048-bit, used for issuing RSA
2048-bit individual certificates, organization certificates, equipment certificates and other certificates;
(2) GDCA Public CA2 with key length of 2048-bit, used for issuing RSA 2048-bit individual
certificates, organization certificates, equipment certificates and other certificates; (3) GDCA HKMR
OV CA with key length of 2048-bit, used for issuing RSA 2048-bit organization certificates for
Guangdong — Hong Kong mutual recognition purpose; (4) GDCA HKMR IV CA with key length of
2048-bit, used for issuing RSA 2048-bit individual certificates for Guangdong — Hong Kong mutual
recognition purpose; (5) GDCA RSA ICA with key length of 2048-bit, used for issuing RSA 2048-bit
individual certificates, organization certificates, equipment certificates and other certificates; (6)
GDCA OTC CA with key length of 2048-bit, used for issuing RSA 2048-bit individual certificates,
organization certificates, equipment certificates and other certificates.

GDCA ROOT CA1 will expire on December 31, 2040.

GDCA Public CA1 will expire on December 31, 2038, and from January 1, 2035, GDCA will no longer
use it to issue subscriber certificates.

GDCA Public CA2 will expire on December 31, 2038, and from January 1, 2035, GDCA will no longer
use it to issue subscriber certificates.

GDCA HKMR OV CA will expire on December 31, 2030, and from January 1, 2027, GDCA will no
longer use it to issue subscriber certificates.

GDCA HKMR IV CA will expire on December 31, 2030, and from January 1, 2027, GDCA will no
longer use it to issue subscriber certificates.

GDCA RSA ICA will expire on December 31, 2030 and from January 1, 2028, GDCA will no longer
use it to issue subscriber certificates.

GDCA OTC CA will expire on December 31, 2030 and from January 1, 2028, GDCA will no longer
use it to issue subscriber certificates.

5) GDCA TrustAUTH R5 ROOT
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GDCA TrustAUTH R5 ROOT

i ! ! ! ! l ! 1 1 1

GDCA TrustAUTH GDCA s COCATISALTH GDCA TrustAUTH GDCA TrustAUTH GDCA TrustAUTH GDCA TrustAUTH GDCA TrustAUTH GDCA TrustAUTH GDCA TrustAUTH
R4EV SSL CA CO::STQ‘:‘THEQ\Q A Ris e R4 OV SSL CA R4IV SSL CA R4 DV SSL CA R4 CodeSigning CA R4 TimeStamp CA R4 Generic CA R4 Primer CA

EV SSL Server EV CodeSigning EV CodeSigning CodeSigning
Certificate Certificate Certificate Certificate

OV SSL Server
Certificate

DV SSL Server

Certificate TimeStamp Certificate|

Organization,
Individual Certficate S Sartificets

GDCA TrustAUTH R5 ROOT iEH % SHK E 9 4096-bit, % 10 Mg CA 1E
4, Hr: (1) GDCA TrustAUTH R4 EV SSL CA, K I N 2048-bit, 25K BHK ST
N RSA 2048-bit 1] EV SSL JR%-#JiUE1i; (2) GDCA TrustAUTH R4 Plus EV
CodeSigning CA iF45, ZF4KJE H 4096-bit, %5k 28K A RSA 3072-bit ] EV ALH5
42 240FH; (3) GDCA TrustAUTH R4 EV CodeSigning CA, 8K A 2048-bit, 2%
RAFEFAK LN RSA 2048-bit 1] EV AAALZE4KIEFS; (4) GDCA TrustAUTH R4 OV SSL
CA IEH:, By 2048-bit, 25K B 1K B RSA 2048-bit ) OV SSL IR S5 a4 2KIE
(5) GDCA TrustAUTH R4 IV SSL CA, ZHKJE N 2048-bit, 25K ZHHKE N RSA
2048-bit [ IV SSL A 5528 24EH; (6) GDCA TrustAUTH R4 DV SSL CA, ZHKE N
2048-bit, 2 K HHK N RSA 2048-bit [¥] DV SSL Rk 55282514 ; (7)GDCA TrustAUTH
R4 CodeSigning CA ilF+5, %4 BN 2048-bit, 25Kk 8K A RSA 2048-bit frIALHS%
425FF5; (8) GDCA TrustAUTH R4 TimeStamp CA iF45, 24K 4096-bit, 2K
KN RSA 3072-bit [FI (R EGIET5; (90 GDCA TrustAUTH R4 Generic CA ilE 47,
B LN 2048-bit, 25K B K E N RSA 2048-bit (NI . N ASSIEF: (100 GDCA
TrustAUTH R4 Primer CA, #4HK N 2048-bit, 25Kk FEAKEAN RSA 2048-bit [1)
SMIME %4 #RAHIE .

The length of GDCA TrustAUTH R5 ROOT certificate root key is 4096-bit. There are ten subordinate
CAs under this root CA, including: (1) GDCA TrustAUTH R4 EV SSL CA with key length of RSA
2048-bit is used for issuing RSA 2048-bit EV SSL Server Certificates. (2) GDCA TrustAUTH R4 Plus
EV CodeSigning CA with key length of 4096-bit is used for issuing RSA 3072-bit EV CodeSigning
Certificates. (3) GDCA TrustAUTH R4 EV CodeSigning CA with key length of 2048-bit is used for
issuing RSA 2048-bit EV CodeSigning Certificates. (4)GDCA TrustAUTH R4 OV SSL CA with key
length of 2048-bit is used for issuing RSA 2048-bit OV SSL Server Certificates. (5) GDCA
TrustAUTH R4 IV SSL CA with key length of 2048-bit is used for issuing RSA 2048-bit IV SSL Server
Certificates. (6) GDCA TrustAUTH R4 DV SSL CA with key length of 2048-bit is used for issuing RSA
2048-bit DV SSL Server Certificates. (7) GDCA TrustAUTH R4 CodeSigning CA with key length of
2048-bit is used for issuing RSA 2048-bit CodeSigning Certificates. (8) GDCA TrustAUTH R4
TimeStamp CA with key length of 4096-bit is used for issuing RSA 3072-bit Timestamp Certificates.
(9) GDCA TrustAUTH R4 Generic CA with key length of 2048-bit is used for issuing RSA 2048-bit
Organization, Individual Certificates. (10) GDCA TrustAUTH R4 Primer CA with key length of
2048-bit is used for issuing RSA 2048-bit S/IMIME Certificates.
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GDCA TrustAUTH R5 ROOT iF 5T 2040 4= 12 A 31 HFIH.

GDCA TrustAUTH R4 EV SSL CA 44 4E 2030 4F 12 F 31 HHIH, 2027 41 H 1
Hig, AR Z CAIERZERIT I,

GDCA TrustAUTH R4 Plus EV CodeSigning CA i 152K7F 2035 4= 12 H 31 H I,
20324F 1 H 1 HiE, BAFMHZ CA IR FHE.

GDCA TrustAUTH R4 EV CodeSigning CA UE13#47E 2030 4F 12 A 31 HEH, 2021
Fo H 1 HilE, SAFEHZCAIERZERITFIES.

GDCA TrustAUTH R4 OV SSL CA 1E5#7E 2030 4F 12 1 31 HEH], 2027 41 H
1 Hig, BAHEMHZ CAIEBERIT IR,

GDCA TrustAUTH R4 IV SSL CA IEK£E 2030 47 12 H 31 HEIH, 202741 H 1
Hitg, EAEAEZ CAERZRIT e,

GDCA TrustAUTH R4 DV SSL CA EF5#7E 2030 4F 12 7 31 HEH], 2027 41
1 Hig, BAEM % CAIEBERIT IR,

GDCA TrustAUTH R4 CodeSigning CA iFH447E 2030 4% 12 F 31 HEIH, 2021 4F 6
H1HE, SAFEHZ CAIERERITIE,

GDCA TrustAUTH R4 TimeStamp CA iE5K7E 2035 4 12 J 31 HEIH, 2032 4 1
H 1 Hl, BAFEMHZ CAERZERITFIUET.

GDCA TrustAUTH R4 Generic CA iE5#7E 2030 4 12 H 31 HEI, 2027 41 H 1
Hid, BRI Z CAERZRIT FE.

GDCA TrustAUTH R4 Primer CA 54475 2030 4F 12 H 31 HEIH, 2024 44 H 4
Hig, SAEMHZ CAIERERIT Pk,
GDCA TrustAUTH R5 ROQT certificate will expire on December 31, 2040.

GDCA TrustAUTH R4 EV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 Plus EV CodeSigning CA certificate will expire on December 31, 2035. From
January 1, 2032, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 EV CodeSigning CA certificate will expire on December 31, 2030. As of June
1, 2021, GDCA has stopped the issucane of subscriber certificates with this CA certificate.

GDCA TrustAUTH R4 OV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 IV SSL CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.
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GDCA TrustAUTH R4 DV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 CodeSigning CA certificate will expire on December 31, 2030. As of June 1,
2021, GDCA has stopped the issucane of subscriber certificates with this CA certificate.

GDCA TrustAUTH R4 TimeStamp CA certificate will expire on December 31, 2035. From January 1,
2032, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 Generic CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 Primer CA certificate will expire on December 31, 2030. GDCA no longer used
it to issue subscriber certificates as of April 4, 2024.

6) FLh AL RS R CA

He i ARRSHRCAIE T

ez R4 EV g R4 OV H N ACRA IV H2 4L R4 DV Hrzit R4 Hrzm (R4 Hrzi R4
Ji 95 #IEAS CA JIR %4 CA JIk 55 BT CA %4 CA HRAY%ZIEF; CA WSEIT FEF CA SERMAT P ESS CA

EV SSL Server OV SSL Server IV SSL Server DV SSL Server CodeSigning Organization, E-mail Certificate
Certificate Certificate Certificate Certificate Certificate Individual Certificate

BB RS MR CA IE BB K LN 4096-bit, Fi% 7 Mg CA WEFS, FHorb:
(1) #ZWAR R4 EV RS IET CA, HHHKEN 2048-bit, R HHKEN RSA
2048-bit ff] EV SSL IR&5 #8 JE 455 (2) HiffX R4 OV RS FIET CA, HHKEN
2048-bit, 2K HEHKE N RSA 2048-bit [1) OV SSL AR &5 28 J5EH; (3) Hwhf R R4 TV
MRS EIETS CA, BHHKE Ny 2048-bit, 2K EHIKE N RSA 2048-bit [¥) IV SSL il 55 &=
FUEF: (4 HRHHRL R4 DV IRFSFIES CA, HHKAE N 2048-bit, 25Kk B HAKE
N RSA 2048-bit 1] DV SSL A& 48 2K1UE 155 (5) #aehf X R4 RIGZELZIET CA, %4
KN 2048-bit, 25K FHK A RSA 2048-bit FIUIBA 4 KAEH; (6) Frzehf{t R4 ¥
WITFIESS CA, BN 2048-bit, %R EFHK ) RSA 2048-bit (IIHLIE . A
E; (7)) B R R4 EEREIT FUET CA, HHKE N 2048-bit, SR EHKEN
RSA2048-bit ] SIMIME % 4= M {FIEF .

The length of EZHIX; R5 #R CA certificate root key is 4096-bit. There are seven subordinate CAs
under this root CA, including: (1) #ZBH R4 EV fRSS&IEF CA with key length of 2048-bit is used
for issuing RSA 2048-bit EV SSL Server Certificates. (2) #{Zeh11{ R4 OV IRSZEEIFPE CA with key
length of 2048-bit is used for issuing RSA 2048-bit OV SSL Server Certificates. (3) #ZH1{t R4 IV
BRS3E8IET CA with key length of 2048-bit is used for RSA 2048-bit IV SSL Server Certificates. (4) £
LML R4 DV ARSSESUEP CA with key length of 2048-bit is used for issuing RSA 2048-bit DV SSL
Server Certificates. (5) EZHT{L R4 {[XAZEZIEH CA with key length of 2048-bit is used for issuing
RSA 2048-bit CodeSigning Certificates. (6) EiZMHX R4 EHBITFIUEF CA with key length of
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2048-bit is used for issuing RSA 2048-bit Organization, Individual Certificates. (7) EZRHt R4 ELit
1TPIE# CA with key length of 2048-bit is used for issuing RSA 2048-bit S/IMIME Certificates.

Kz AR RS M CAEFRIET 2040 4 12 A 31 HEH,

Hz X R4 EV IRFFAHIET: CA IEFKEAE 2030 4F 12 H 31 HEIH], 2027 41 H 1
Hitd, # A% CAIEB&RIT e,

Hez A R4 OV IRSSEHET CAETRAE 2030 4F 12 A 31 HEW], 2027 4E 1 7 1
Hitd, # A% CA IEB&RT e,

Hee b AR RATV IRSSEET CAIEIEAE 2030 4 12 H 31 HEH, 202741 7 1
HiE, KR Z CAERZRIT HES,

HZ U RADV RS AHIET CAEFHAE 2030 4 12 F 31 HEH], 2027 4 1 [ 1
Hitd, 5 AREAEHZ CA IEB&RIT FHE.

Hez AU R4 AAURDREAUEF CA UEFRAE 2030 4F 12 H 31 HEIW, 2021 46 1
Hitd, CORFEEHZ CAEB&RIT FHE.

ez A R4 @ FUE CA IEFIGAE 2030 45 12 1 31 HEA, 202741 H 1
HiE, KR % CAE-RZERIT HES,

ez R4 FERET FHETS CA IEFRIGAE 2030 45 12 7 31 HEA, 202741 H 1
Hitd, 5 AREAHZ CA EB&RIT FHE.
LR R5 1R CA certificate will expire on December 31, 2040.

LR R4 EV IRSSEEUET CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

LM R4 OV PRSSE8IEF CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

R R4 IV PRSSEEIEH CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

FZHH R4 DV fRSSEEIET CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

LA R4 {KIBESZIEP CA certificate will expire on December 31, 2030. As of June 1, 2021,
GDCA has stopped the issucane of subscriber certificates with this CA certificate.

LM R4 E@E1T FIEP CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

2B R4 ERETTFIEH CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

7) GDCA TrustAUTH E5 ROOT
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GDCA TrustAUTH E5 ROOT

{ | l ! ' |

GDCA TrustAUTH E4 EV GDCA TrustAUTH E4 GDCA TrustAUTH E4 IV GDCA TrustAUTH E4 GDCA TrustAUTH E4 GDCA TrustAUTH E4 GDCA TrustAUTH E4
SSLCA OV SSLCA SSLCA DV SSLCA CodeSigning CA Generic CAIE 15 Primer CA

EV SSL Server OV SSL Server IV SSL Server DV SSL Server CodeSigning Organization,

. o o = R el E-mail Certificate
Certificate Certificate Certificate Certificate Certificate Individual Certificate

GDCA TrustAUTH E5 ROOT iEH %S 55N ECC, RFIHKE N 384-bit, FiX
7 A CA RS, Hf: (1) GDCA TrustAUTH E4 EV SSL CA , 4K JF ly 256-bit,
2R EAHKFE N ECC 256-bit [ EV SSL iRk 55 #5835 1E+5; (2)GDCA TrustAUTH E4 OV SSL
CA, ZEHKEN 256-bit, 2R FHHKE N ECC 256-bit [1) OV SSL AR &5 #8JEH; (3D
GDCA TrustAUTH E4 IV SSL CA, KN 256-bit, 25K EHK AN ECC 256-bit ]
IV SSL 45 #335UE; (4) GDCA TrustAUTH E4 DV SSL CA, 4K A 256-bit, 25
REFFAKE N ECC 256-bit 1] DV SSL k&5 #8KiUE15; (5) GDCA TrustAUTH E4
CodeSigning CA, #HK A 256-bit, 2K EZHKE N ECC 256-bit [AURSEE 44 FIUET
(6) GDCA TrustAUTH E4 Generic CA iE+:, %HHK L 256-bit, 28K FHKE N ECC
256-bit KIS AN AZKIEFS; (7) GDCA TrustAUTH E4 Primer CA, % 4K &4 256-bit,
2R K N ECC 256-bit [f] SIMIME % 4= BRAFAIE 45

The length of GDCA TrustAUTH E5 ROOT certificate root key is 384-bit with ECC algorithm. There
are seven subordinate CAs under this ROOT CA, including: (1) GDCA TrustAUTH E4 EV SSL CA
with key length of 256-bit is used for issuing 256-bit ECC EV SSL Server Certificates. (2) GDCA
TrustAUTH E4 OV SSL CA with key length of 256-bit is used for issuing 256-bit ECC OV SSL Server
Certificates. (3) GDCA TrustAUTH E4 IV SSL CA with key length of 256-bit is used for issuing 256-bit
ECC IV SSL Server Certificates. (4) GDCA TrustAUTH E4 DV SSL CA with key length of 256-bit is
used for issuing 256-bit ECC DV SSL Server Certificates. (5) GDCA TrustAUTH E4 CodeSigning CA
with key length of 256-bit is used for issuing 256-bit ECC CodeSigning Certificates. (6) GDCA
TrustAUTH E4 Generic CA with key length of 256-bit is used for issuing 256-bit ECC Organization,
Individual Certificates. (7) GDCA TrustAUTH E4 Primer CA with key length of 256-bit is used for
issuing 256-bit ECC S/MIME Certificates.

GDCA TrustAUTH E5 ROOT UEF54 T~ 2040 4F 12 7 31 HFH,

GDCA TrustAUTH E4 EV SSL CA iEFK17E 2030 4 12 H 31 HEIH], 2027 4 1 H 1
Hi, KA % CAERZERIT HES.

GDCA TrustAUTH E4 OV SSL CA iE-44E 2030 4 12 H 31 HEI#, 2027 41 H 1
H, KT Z CAUERZRIT FHET.

GDCA TrustAUTH E4 IV SSL CA UEF#47E 2030 4F 12 H 31 HEH], 20271 H 1
H, KA % CA R RIT HES.



[] SR RIXZIRIGBEIRDE
m (RO TR e Secun ity AThonityg Coe Lo GDCA %%-U\-‘L[E—\J-k%%m)rlu (V6. 2 ﬁ}i)

GDCA TrustAUTH E4 DV SSL CA IER£E 2030 4F 12 H 31 HEIH,2027 41 H 1
Hig, BRI Z CAERZRIT FHEH.

GDCA TrustAUTH E4 CodeSigning CA iE2K7E 2030 45 12 H 31 HEIH, 2027 4 1
H1HE, BARMHZ CAIEBZ&RIT FIET.

GDCA TrustAUTH E4 Generic CA TEF2RAE 2030 4F 12 H 31 HEIH], 2027 41 7 1
Hig, BRI Z CAERZRIT FE.

GDCA TrustAUTH E4 Primer CA E-5#7E 2030 4 12 7 31 HEIH, 202741 H 1
Hig, BRI Z CAERZRIT FiEH.
GDCA TrustAUTH E5 ROOT certificate will expire on December 31, 2040.

GDCA TrustAUTH E4 EV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 OV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 IV SSL CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 DV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 CodeSigning CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 Generic CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 Primer CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

X T H GDCA TrustAUTH R5 ROOT iE+5. #rZWHf R5 R CA iE45. GDCA
TrustAUTH E5 ROOT ZKHIH 2 CA Fra&k T ik fi: GDCA #7E CA/B gl
Chttps://www.cabforum.org.) KA (¥ 5§ A [#) Baseline Requirements. EV Guidelines.
Code Signing Baseline Requirements . NCSSR. S/MIME Baseline Requirements & AATL
BORZLRIAT 2R ANE B A FLATE TR SSL/TLS UEF5 ARABZE A IEF . S/MIME 22418
PHIEFS AT Adobe STRAREAAETS, B A HEFHOL, JER il FOR AT I R BE4T
BT CPS, WA CPS 5 CA/MI W 431835 (CA/Browser Forum) AT HIAH K AR ALY

[RI2& A A8 7, LA CA/ YT 8 181 1F 28R A (1 JE N HE o

For subscriber certificates issued by the subordinate CAs that are issued by GDCA TrustAUTH R5
ROOT certificate, #ZAXR5#R CAIEH and GDCA TrustAUTH E5 ROOT, GDCA conforms to the
latest versions of the Baseline Requirements, the EV Guidelines, the Code Signing Baseline
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Requirements of the CA/B Forum, the NCSSR, S/MIME Baseline Requirements, and the AATL
Technical Requirements for the issuance and management of the publicly-trusted SSL/TLS digital
certificates, code signing certificates, S/IMIME Certificates and Adobe PDF signing certificates.
GDCA regularly checks the updates on CA/Browser Forum’s website and continually revise its CPS
according to these updates. The specifications of the CA/Browser Forum shall prevail in case of any
discrepancies between the provisions of this CPS and the standard specifications published by the
CA/Browser Forum.

1.2. XS4 #REPRR Document Name and Identification

ARSCREFRAE (e i AR B 3 A R 2 =) 8 FAENR S5 U (f87FK GDCA CPS.
A CPS), CPS Ay “Certification Practice Statement” [J4i5 . fEA A, CPS %[ T
AT HE U SCRE A IRRE T 44 FR . A AR CPS BT (S Bl S % M3k 2.

A CPS LAHh e XUE AR KA, GDCA MR SCARAS 5 h SCHR AT B R AS—5K
it 77 .

This document is called "GDCA Certification Practice Statement" (abbreviated as “GDCA CPS”, or
“this CPS”). And CPS is equivalent to “GDCA CPS”. Please refer to Appendix 2 for detailed revisions
of this version.

This document is the Chinese-English bilingual edition of GDCA CPS, and GDCA should make sure
that there are no material differences between the Chinese and English version.

1.3. PKI 2534 PKI Participants

1.3.1. HFIAEARSS ML Certification Authorities

GDCA ZMRHE (i NRICAE 7254750 CETIMERS & HINE) Mg, K
PEBOLHI AT AR 26 =07 T AE RSP « GDCA S 45 T 58 5 1 3 B & 07 A4
REFAIEA . SRR IR AR 55 5 - B OV L 7RIS S (0 2 5 4R

GDCA is a trusted third-party electronic authentication service authority established by law pursuant
to "Electronic Signature Law of the People's Republic of China" and "Measures for the
Administration of Electronic Certification Services". GDCA becomes a participant in electronic
authentication activities by issuing certificates and providing certificate verification services to the
parties who engage in electronic transactions.

1.3.2. FEMHLF Registration Authorities

GDCA HIETFIEBEMHI R4 GDCA TERBAE BLE 7 S, AFIETE
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M#F#Z (RA b, IEBAHSZIE A (LRA) 5. MR N GDCA MIEF g #
ST ML AR S

Registration Authorities are branches authorized formally by GDCA, including Register Authority
(RA), Local Registration Authority (LRA), etc. A Registration Authority is an entity that establishes
registration process for certificate applicants.

1.3.3. 7T Subscribers

TN AT, TR T NBUESRA N, & GDCA MUK IES 15
AP, ATLGRA A WU SRRSO A AL R A an B e &« B kB . IR E U T %
S A R

In the application of electronic signature, subscribers also called electronic signers or certificate
holders are end users of the certificates issued by GDCA. The subscribers could be the individual,
organization or components of infrastructure such as router, firewall, server or other equipment used
for secure communication.

1.3.4. #3577 Relying Parties

GDCA [IE-BHIT 4R T3 GDCA &4 F 7 IANUERG 3l o HL 725 44 RIS T A
FH RGBSR ZAETT DUE, AT BLAZE GDCA H—MEFT .

Relying Parties are the entities who are engaged in related electronic certification activities based on
its trust of the electronic signatures provided by GDCA. This entity may, or may not be a certificate
subscriber.

1.3.5. HAh2 53 Other Participants

Hofth 2 5 454 GDCA (1 B T IEIE SRR R 55 10 3 A S 1.
Other participants are the entities that provide related services in electronic authentication activities

of GDCA.

1.4. WEF5MLA Certificate Usage
1.4.1. EEWIEHR A Appropriate Certificate Usage

GDCA (il JUEF 2R, $MOEFRA AR, AT EH R . flaniA
UEF R R IEZE L INE MR B TrA OA RGi5, HUMES FRIEATN o B4,
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WAL R R IR B S HEAT (5 BIBE N E . Br 1 BRUOSIEFARR K R 5 43 1A
[T EGIE-B N Z2 5 4h, GDCA 1T JHIEF AT LU 2 B AIAE BT BST L 55 S ot
o eiEsh, DLSEIL SV GiE. BT SSBEBEE NS H B, [N HA Or ELIC M
EAE BALEEXUT 3 (SR TE A LSk AL A B e B A O 1k

Subscriber certificates of GDCA are widely used. Different types of certificate are applicable for
different cases. For example, individual certificate is used for sending encrypted e-mails with digital
signatures, logging into OA system, etc.; organization certificate is used for online tax declaration,
etc., and equipment certificate is used for identifying equipment and encrypting communication
tunnels, etc. Apart from different applications caused by the identity of the certification subject,
GDCA subscriber certificates can be widely used in e-government, e-commerce and other social
activities to realize identity authentication, electronic signature, and encryption of data etc.
Meanwhile, it can be used to ensure the validity and authenticity of identity between peers of
communication via Internet as well as the integrity and confidentiality of information.

GDCA 28R METS, MIhRE b AT A2 T 51 %2 4 7 22

1 BB sett, fRIFRAH GDCA SRS E R # S 1 &kt

2. IOUEE BN, fRIERH GDCA BUiE BRErE& 40, o] DGR BAEL i
R R AR, RIEFMBINE SRS

3. (EEMNLENE, TRAIFAERETT IO (B BIINLE I, Ao it FE 45 How R VAR AT .

4. FUHOEE, WBATARAL 5 AN W] A R A0 4 R 2 25 42 EAT BRIE

Certificates issued by GDCA can meet the following security requirements by functionalities:

1. Authenticity of identity: the certification can ensure the validity of certificate holder using GDCA
trust services.

2. Verification of integrity: the assurance to an entity that data has not been tampered and further
verifies the consistency of information between sender and receiver using certificate of GDCA.

3. Confidentiality: the certification can ensure the confidentiality of information during
transmission, and avoid the leakage to other non-authorized parties.

4. Non-repudiation: the certification can ensure the non-repudiation of transaction entities by
verifying the digital signatures.

RAEIEFRM, GDCA Frs K FIEF AN NFIE . PUSEIES . & RIEH.

SMIME & MR{FISIEFS . SSL Ak 55 #2RIE+. A RIEHE, H.

® TN NKIEBMNRIES, LI AE BRI 22555, 007X BHARS
AR, SCRHII N 438, Kplllim, ZeFglim, 07 20

® X+ S/MIME ZEMEFRIES:, LML) %259, 507 WA, w]
TP AFERIIBAEF . DA V) WBEHES, S (OV) IBFHERMHN N (SV)
A UE
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® X7 SSL R #KIEF, X414 DV SSL (Domain Validation SSL) iiE+Hi. IV SSL
(Individuals Validation SSL) iE+5. OV SSL (Organization Validation SSL) 1iE- 54!l
EV SSL (Extended Validation SSL) 1IF 135
® f AR ZIEY, Xk il A2 4k A BV AR AE 441+
® A RIUE . WA X AT 702K

According to the types of certificate, the certificates issued by GDCA include Individual Certificates,
Organization Certificates, Equipment Certificates, SIMIME Certificates, SSL Server Certificates, and
CodeSigning Certificates.

® For Individual Certificates and Organization Certificates, GDCA classifies them into four
categories according to the security level, authentication method, and private key protection
mode of the certificate. The higher the class, the higher the security level, and the more strict
the authentication method;

® The S/MIME Certificates are categorized into three types based on the intended security levels
and authentication methods, as follows: Basic S/IMIME Certificates, IV S/IMIME Certificates,
OV S/MIME Certificates, and Sponsor-validated (SV) S/IMIME Certificates;

® For SSL Server Certificates, there are DV SSL (Domain Validation SSL) Certificates, IV SSL
(Individuals Validation SSL) Certificates, OV SSL (Organization Validation SSL) Certificates
and EV SSL (Extended Validation SSL) Certificates;

® For CodeSigning Certificates, there are normal CodeSigning Certificates and EV CodeSigning
Certificates;

® Equipment Certificates and Timestamp Certificates have no classification.
VTP AT DU SEPR R 22, | 32 A0 ke SR P AR R0 O E F5 28 Y, ANTR) AR iE 5 A
A AR B S FHYE

Subscriber can choose suitable type of certificates based on actual requirement. Different
certificates are applicable for different cases.

1.4.1.1. A ANZEUEF Individual Certificates

Y& NN & ST P W NCCR RS PAYNGIE =R €7 NN P (/A A BN (o A2
A
~J o

Individual certificate is a digital certificate that is issued to the individual, including natural person or
personnel with specific identity, such as civil servant and employee, etc.

ANARUEF 7 BN IEZE 55 1 A NEFS 55 2 R NIEBANEH] T SSL e
(R EESZATR DR

There are four different types of individual certificate (Type | and Type Il individual certificates are not
applicable to SSL certificates and code signing certificates):
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55 1R MNEB——RAHE M A5 AL ISR P A A IET) B8, & TR % 2%
IR 0. FIEER 1 R BN EHIRAE 6 50, GDCA R FHFRAEH 7 e 52
5, WIBATHhE . FHLUS . 55 1 A NAUEFRT DU 0 22 4 BERAN i 0 HEL S
(RN LTE o | NP E 7 e TR NIRRT

Type | individual certificate provides the basic authentication function in the process of online
information transmission, which is applicable for the cases of the low security requirement. There is
no need to offer identity information when applying for the Type | Individual Certificate. GDCA just
need to verify the information submitted by users, such as e-mail address, mobile phone number
and so on. Type | Individual Certificate can be used for e-mail signatures with low security
requirement, client-side authentication, and small transactions that do not require any identify
certificate etc.

% 2 BN NIEB——3RBHEM A5 AL B R T 10 S IE 5 8 e Mgy 2644
SEIIRE, G T R BRI N AU FIEE 2 R NIEBIN fE R A BRI &
i BPRME S, GDCA TRIE 7 RIS S, WA, 208 i B Er =75 Hdfe 5%
T A EN N B E B 85 2 A NEF W] DU T BERAIE & 5% A5 5 56

Type 1l individual certificate provides the identity authentication, data encryption and digital
signatures etc. in the process of online information transmission. It is applicable for the cases of the
high security requirement. When applying for Type Il individual certificate, GDCA requires the
applicant to provide some personal information, to verify the information submitted by users and, if
necessary, to authenticate the identity of the individual through an authorized third-party database.
Type Il Individual Certificate can be used for login through internet and the transactions with medium
amount payment.

% 3 R NUEP——SEIAE R _EAF BAL# R P 22 e 20 B 1 5 4 DGE < {5 B
TP EDIRE, G TN 2 BRSBTS 3 R NET5 I 7 2
PETE B S5 B X R IE M EE, GDCA 200 £ 47 BRI BB A BHEEAT BAIE, 38 10E (1 77
FURT DU TS . MBI, 98 B S5 05 sCBEAT B\ B0k B & SR s 15 B S BUE S =5 Hudle
PErh 15 BT EEXBRIE. 55 3 2B NIE-F AT DLF T3 8 N FH R G S A IE . BOR AR
HLT R 5558 50 55 o
Type Il individual certificate is used in the process of identities authentication, information
encryption and digital signatures etc. during online information transmission with higher security
level, applied for application areas with higher security requirement. GDCA requires the user to
provide complete identity information and application materials when applying for the Type Il
individual certificates. The GDCA must authenticate the identity data and application materials
through voices, videos, photos, etc., or compare the information with authoritative third-party

database. Type Il Individual Certificate can be used for the authentication of specific application
system and e-commerce transactions with large amount payment.
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AT AT RE, G T LA ERIR B Uk IS 4 R IR %2
BB R S5 B L RER R, GDCA WaZIUE I 1575 AL, 41 1R A5 B It T 0 1 F 46
9555 ARHEAT WA, BEANIE I 50K FR 3 3 5 28 1045 I8 S 0B = 0 Hda e P i 45 B EAT
EEXTIRIE. 27 4 R NIERF LA TR TSR KRB TR 55 5%

Type IV individual certificate is used to achieve the highest security level of identity authentication,
information encryption and digital signature functions during online information transmission. It is
applied to the cases with highest security levelst. Users are required to provide complete identity
information and application materials when applying for Type IV individual certificates. GDCA must
verify the identity by voice, video, photograph, or face-face verification, etc.; in addition, GDCA must
compare the information with an authoritative third-party database. Type IV Individual Certificate can
be used for the signing of electronic contracts and large amount payment of e-commerce
transactions etc.

14.1.2. PLHIZEIESS Organization Certificates

MR GG WU BB FHIE TS, HU AR A, BURHLR. M BR4E.
GDCA AZER S 1 MG 2 RHUMIEF, KRR 3 ML 4 RYGUES:

Organization certificate is a digital certificate that is issued to organization, including enterprise,
institution, government and social organization, etc.

GDCA does not issue Type | and Type Il Organization Certificates, and only issues Type Ill and Type
IV Organization Certificates.

55 3 FNUIEAS——SEBUE M A5 S A% R T (10 B DGIE S 5 B N M sey-2&
EINRE, G TR e ERB R N UK. HIEE 3 SRHUAIE P 3R At e B Sy
fE B L HIEMEL GDCA AU AL BORE K ISR BEAT S80I, 8RR 3R] BAE
RS AU 0 AR D5 AT B A B B B SR A 015 RS BUBER = Bl T (5
SEHATH ISR 2 3 SRHURIE T DL TR B R ST B AIE . B0y 2544 . i

35 Y
EE,

Type 1l Organization Certificates are used for authentication, information encryption and digital
signature in the process of information transmission on the Internet. It is applicable for the cases with
high security requirements. Subscribers are required to provide complete identity information and
application materials when applying for Type Il Organization Certificates. GDCA must verify the
identity by voices, videos, photos, face to face verification or compare the information with
authorized third-party database, etc. The certificate can be used for the authentication of specific
application system, digital signature, and encryption etc.

55 4 RHUVHE B ——IUAE W _EAF B ARSI R P 22 2 00 mi i) B 3 GIE S 15 BN
BT R4 IIRE, 1M T2 e BORIR A R A 4. BB 2R 4 FEV UM IE S I =5 5241
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SEREM G S B RE MR, GDCA WA ZIUE I 15 & AT 417 S8 B S it TR % T £ 4 531
S5 07 ATHIIN, BEAME UK HE F RS IS B BUBEE = J7 Bl e vh 145 B AT L
XA e R ZRAUE AU LA A BONEARRIEFS, 11 USB Key HIRSS & E DHL4E,
AL FHTFERIPAT. RO THESES%.

Type IV Organization Certificate is used to achieve the highest security level of identity
authentication, information encryption and digital signature functions during online information
transmission. It can be used in the cases with highest security level. Subscribers are required to
provide complete identity information and application materials when applying for a Type IV
Organization Certificate. GDCA must verify the identity by voices, videos, photos, face to face
verification, and compare the information with authorized third-party database. This type of
certificates must be used with hardware medium, such as a USB Key or a cryptographic server.
They can be used for the signing of electronic contracts and e-commerce transactions with large
amount payment etc.

1.4.1.3. P& FFEF Equipment Certificates

B 25 B IR TIE S, B iR ST as . Bkt B b aess, SSIEEH A
TR L& S AE, W Z 25 B fEiE. BN, 45055 & AU HIAE 543 ) b
P AT DL Rk R 45 28 K S 4, JFGIEE SSL N A eI LA XU #EAT I 231

Equipment certificate is a digital certificate that is issued to equipment, including server, firewall and
router, etc. It is usually used for identification and secure communication among online facilities. For
example, the browser can identify the server with certificate issued for the server to create SSL
communication channel for secure communication session.

1.4.1.4. LA WRHKIEFH S/MIME Certificates

2 A MR RS — A Y 3 6F Fi - S 1 o s A 55y R 44 DL Rl DR At 19 22 2 e
—J7 T AT CAORE RS A A& B 3 LS, 55— D T OREE T WIS A% it A AN fl N ] 32
LB, IF AR CE AT IR UE, B OR AT BB A N B A S B A

22 G WA IR A AR S0 AU AS (R ATAS (R ) 22 500 7 3 St P 5 X 96 L R
HHERTAAL EHIAL, AR R T BRI P E R SE B s IV BRRE T R T 1R X
AN LT B IE BT AT AL SIS N LT R A kA5 3 ) 3 S S A AT RIE s OV
HEAFIE SRR T Sk i 7 IR A Ak P A B S HIRL, 3E2 50t o WP Ik B B A 3K
S HATRAE; SV WU A BBEHESS, B 1 30AIE s 5~ MR ik A L. F 1AL
T2 %ot HL IS btk B S LR B AILAA A N B S B il AT S

S/MIME Certificates are generally used for encrypting and digitally signing e-mails and ensuring
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secure data transmissions, the certificates can ensure the authenticity of the identity of an e-mail
sender and guarantee that the e-mail will not be read or tampered by an unauthorized party during
the transmission, and the certificates will be verified by the recipient of the e-mail to ensure the
integrity of the e-mail.

When it comes to the authentication in relation to S/IMIME Certificates, GDCA follows different
authentication methods based on the types of the certificates: for Basic S/IMIME Certificates, GDCA
only validates the ownership and control of an e-mail address and will not validate the identity of the
e-mail address owner; for IV S/MIME Certificates, GDCA validates both the ownership and control of
an e-mail address, and the identity of the individual who owns such e-mail address; and for OV
S/MIME Certificates, GDCA validates both the ownership and control of an e-mail address, and the
identity of the organization who owns such e-mail address. For Sponsor-validated (SV) S/IMIME
certificates, GDCA validates both ownership and control of an e-mail address, and the identity of the
organization as well as the individual affiliated to the the organization who owns such e-mail
address.

1.4.1.5. SSL R %% 25K 0E+ SSL Server Certificates

SSL 9% % EFiARiR Web Puiaias Web 5% a5 15, wT LA - UE B 3t ) B 473
sE B RO SSL nEEE, MMM THRZS . SUTIIZE 4 BRI

SSL server certificate is a digital certificate that identifies the website or server, applicable for
verification of website certificates and provides SSL channel. It cannot be used for signature or
verification of transaction and payment.

GDCA Jr%5 K& 1) SSL k55 & Kk 5 A 4% LA T DU Ah

® EVSSLiE+: (Extended Validation SSL Certificates), B3 i 56 1iF 4 iR 55 %% iiE 3

® OV SSLUETs (Organization Validation Certificates), B[J 75 Z256 UF P93k BT J8 AL L 3K
S AR AERL SSLiE+

® [V SSLiEf5 (Individuals Validation SSL Certificates), I F5 ZIGiE M BG4 E = AN
3 AR AERL SSLiE+

® DV SSL iF# (Domain Validation SSL Certificates), B[l F5GIE M 3k15k 44 B ALK 5
5y SSL iETS

SSL server certificates of GDCA include the following:

® EV SSL certificate (Extended Validation SSL Certificates), the extended validation SSL
certificates.

® OV SSL certificate (Organization Validation Certificates), the SSL certificate requires to verify
the identity of the organization that owns the website.

® |V SSL certificate (Individuals Validation SSL Certificates), the SSL certificate requires to verify
the individual identity of website owner.
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® DV SSL certificate (Domain Validation SSL Certificates), the SSL certificate that only verifies
the ownership of the website.

Horr, OV SSLAEAS. IV SSL I+ AT SEIE M s L5545 S5 A 0 LA K 99 sl B 43 962 11F
Difg, DV SSLilE+ R4 ub L% E SN Dige. EV SSLiE+i#fE (GDCAEV ik
PR AR S, A CPS ASHX HLREAT B A .

SSL [k 5% #RAE - AN BRI 2 10 Ah e, ik d . Ui %% .

OV SSL certificate and IV SSL certificate provide the functions of information encryption and
verification of website identity. DV SSL certificate only provides information encryption. The issuance
and usage of EV SSL certificate conforms to “GDCA EV CPS”, which is no longer covered in this
CPS.

The types of domain names in SSL server certificates are not restricted, e.g. .com, .gov etc.

1.4.1.6. RIEFZISEF CodeSigning Certificates

AABZEAAE AR IR BAARS KRR EE T &, R T8 2RS4, A
BHT RS A InEEN .

HRSZELAEASAT AR, AR AR TXEB A WEels. 12
BURAT S BEBAIFERNREA .

CodeSigning certificate is a digital certificate that identifies the source or owner of the software code.
It can only be used for digital signature and cannot be used for transaction, payment and encryption,
etc.

Subscriber must commit not to sign malicious software, virus code, infringement software and
hacker software using CodeSigning certificate.

1.4.1.7. iR BRZKIEFS TimeStamp Certificates

o T BERAE 5 2 B I (e R 55 4, SRAECT 2244 e

Timestamp Certificates are mainly used for Timestamp servers to provide digital signature service.

1.4.1.8. ZFEEHHIEF RIS B AR R AT CP Object Identifiers of Certificates

%FF H ROOTCA (RSA) iF45. GDCAROOT CA iF+. ROOTCA (SM2). GDCA
ROOT CA1 iEB KM CA PR K I FUES, UEFEBEARRRT (OID) 1R

51 R NEP RIS 1.2.156.112559.1.2.1.1

52 RN NIEP SN 1.2.156.112559.1.2.1.2
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53 RN NIEP R 1.2.156.112559.1.2.1.3

55 4 B NIEP RS 1.2.156.112559.1.2.1.4

55 3 ZRHUME P 5 1.2.156.112559.1.2.2.1

55 4 Y UME T 5K 1.2.156.112559.1.2.2.2
WAIE P S : 1.2.156.112559.1.2.3.1

AR A 5 1.2.156.112559.1.99.1.1

EIEEF AN NIE RIS RAR AR 2.16.156.339.1.1.1.2.1
EASH N UIE P SR ZAR R 2.16.156.339.1.1.2.2.1

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1, the allocated policy OIDs are as follows:

Type | individual certificate policy: (1.2.156.112559.1.2.1.1)

Type Il individual certificate policy: (1.2.156.112559.1.2.1.2)

Type Il individual certificate policy: (1.2.156.112559.1.2.1.3)

Type IV individual certificate policy: (1.2.156.112559.1.2.1.4)

Type lll organization certificate policy: (1.2.156.112559.1.2.2.1)

Type IV organization certificate policy: (1.2.156.112559.1.2.2.2)

Equipment certificate policy: (1.2.156.112559.1.2.3.1)

Certificates for test purpose: (1.2.156.112559.1.99.1.1)

Hong Kong-Guangdong mutual recognition individual certificates: 2.16.156.339.1.1.1.2.1

Hong Kong-Guangdong mutual recognition organization certificates: 2.16.156.339.1.1.2.2.1

X T H GDCA TrustAUTH R5 ROOT iE+5. #rZWif R5 R CA iE45. GDCA
TrustAUTH E5 ROOT 22K (I 2 CA P&k (A k45, IEF55Ems (OID) J B ik
LI

R85 SRR AR IRRF R ZVE
HE 44 3iF ;;g;?ﬁ By, W, 2022 £ 11 H 1
/N e N

I(EE;%})\ 1.2.156.112559.1.1.1.1 TR BT P B O gg@ﬁﬁ;
WE, HL TR ’

Adobe FAHR S B8, ATE

RS2 4 40F | 1.2.156.112559.1.1.1.2 | 455 3240 FH V. Adobe RN

1 4,

PLE AN A | 12.156.112559.1.1.2.4 ;&giﬁ HEEA, W

BEAEEF | 2.23.140.1.5.3.2 R B s 1 T
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iE, TR OR A

HL A B F
e+

1.2.156.112559.1.1.2.1
2.23.140.1.5.2.2

BHIMVE: v 84, BN,
HHE .

1 R S R B By 0
iE, TR

I B A, wHINE,

A NHEAE | 1.2.156.112559.1.1.2.2 | ¥ n=s,
i 2.23.140.1.5.4.2 TR T SR R B i B A
W,  H P RR AR
R T4, BN,
JE AR AF | 1.2.156.112559.1.1.2.3 | ¥ n=s,
W 2.23.140.1.5.1.2 TR T SR R B o B A B
WE,  HL PR AR
B B4, .
DV %lewmuﬁ9uA3‘jﬁi§ﬁfﬁﬁ f%&A
T T 223.140.12.1 W R B V. 2 7 i S 56
e i, HRE s S ol
A B4, RN
OV  SSL | 1.2.156.112559.1.1.4.1 | .. - . S
o 5 223140122 ORI SR L B i B A
e e, IRES28 S AL
‘ SR T4, wHNE.
IV SSL 1.2.156.112559.1.1.42 | ©. - S
N i A2 | st % e
e i, HRE s S oer.
S B4, N,
EV  SSL | 1.2.156.112559.1.1.6.1 | .. - . S
g % 2.23.140.1.1 IR SR L B B A
I E o, RS B IGAL .
e 5@ AR Y . e
- T BB 4.
% 1.2.156.112559.1.1.5.1 | .. - . .
:E%%ﬁ SR (ORI
EV L g | 1.2.156.112559.1.1.7.1 | M PB4,
BAAER | K& 2.23.140.1.3 Hhom M g v AL A

B[R] 8K 1E
+

1.2.156.112559.1.1.8.1

B RS
SR e BT

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT, #Z%
A3 R5 4R CAES, and GDCA TrustAUTH E5 ROOT, the allocated policy OIDs and key usages are

as follows:

Types of Certificates

Policy OIDs

Key Usages

Remarks

Email

(Previously the Type |

Individual
Certificates)

Certificates

1.2.156.112559.1.1.1.1

KU: Digital Signature, Key
Encipherment.

EKU:
Authentication,

Client

Email Protection.

This policy OID
will not be used to
identify the email
certificates as of 1
November 2022.

Adobe PDF Signing

1.2.156.112559.1.1.1.2

KU: Digital Signature, Non
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Certificates Repudiation.

EKU: Adobe Document
Signing.

KU: Digital Signature, Key

Encipherment, Data
sV SMIME | 1:2.156.112559.1.1.2.4 | Encipherment,
Authentication,

Email Protection.

KU: Digital Signature, Key

Encipherment, Data
Encipherment.

oV S/MIME | 1.2.156.112559.1.1.2.1

Certificates 2.23.140.1.5.2.2 EKU: Client
Authentication,
Email Protection.
KU: Digital Signature, Key
Encipherment, Data
Encipherment.

vV S/MIME 1.2.156.112559.1.1.2.2 P

Certificates 2.23.140.1.5.4.2 EKU: Client
Authentication,
Email Protection.
KU: Digital Signature, Key
Encipherment, Data

) Encipherment.
Basic S/MIME | 1.2.156.112559.1.1.2.3
Certificates 2.23.140.1.51.2 EKU: Client

Authentication,

Email Protection.

KU: Digital Signature, Key

Encipherment.

DV SSL Certificat 1.2.156.112559.1.1.4.3
erufricates . .
and 2.23.140.1.2.1 EKU: Client

Authentication, Server
Authentication.

KU: Digital Signature, Key

Encipherment.

oV SSL Cortint 1.2.156.112559.1.1.4.1
ereales | ond 2.23.140.1.2.2 EKU: Client

Authentication, Server

Authentication.
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KU: Digital Signature, Key

Encipherment.

V SSL Gortcat 1.2.156.112559.1.1.4.2
Cruieales | 1nd 2.23.140.1.2.3 EKU: Client

Authentication, Server
Authentication.

KU: Digital Signature, Key

Encipherment.

EV SSL Certificat 1.2.156.112559.1.1.6.1
ertificates . .
and 2.23.140.1.1 EKU: Client

Authentication, Server
Authentication.

Standard Code KU: Digital Signature.
- e 1.2.156.112559.1.1.5.1
Signing Certificates EKU: Code Signing.

EV Code Signing | 1.2.156.112559.1.1.7.1 | KU: Digital Signature.
Certificates and 2.23.140.1.3 EKU: Code Signing.

TimeStamp KU: Digital Signature.

1.2.156.112559.1.1.8.1

Certificates EKU: Time Stamping.

1.4.2. FR 1| FIIE5 B B Prohibited Certificate Uses

H—RAMIES, #WREERH TUEB I REN ARG EE g, B, SAE
FREEHTAN AR PR, A BEVE A IR 2 S UAIE BT, MUAGIE A B
NFBEF R, & IEB WA AN NRINUIE R . SR RAA—5
FIEFS, ARHEA CPS IRAINATE(TE.

Each certificate shall only be used to in dedicated usage corresponding to the subject’s identity. For
example, the Individual Certificate can only be used as individual case rather than the cases being
used as Equipment or Organization Certificate; the Organization Certificate cannot be used as
Individual and Equipment Certificate; the Equipment Certificate cannot be used as Individual or
Organizational Certificate. Certificates shall not be deemed as trusted by this CPS if they are not
corresponding to their respective usages.

A8 EAEATAR I S B SR VAR E IR [ S e A I TR MU RIE TS, AR IEAEAR ]
YR GG B B R R IR AR MY 48 TS A FIAIE 15, 75 0 ) sl s v m S el T P B AT
G

The GDCA certificates are prohibited to be used in circumstances, such as any violation of state
laws, regulations and national security or legal consequences, in addition, the GDCA certificates are
prohibited to be used in business that involves criminal activities, or in business forbidden by laws,
otherwise all legal liability that triggered by this will be taken consciously by subscribers themselves.
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1.5. SREZEHE Policy Administration

GDCA “Z4 RS2 il o2 GDCA H T MEARS BT A SR s B A, AorsE
AL HE CPS.

The GDCA Security Policy Committee is the highest management authority for all policies related to
GDCA's electronic certification services, responsible for reviewing and approving the Certification
Practice Statement (CPS).

1.5.1. SRS SCAY B B LM Organization Administering the Document

SR SCR S BENLA U GDCA % 4 SRS 2% DA 2, ARON SIS BENLAY T s T %A
SR A CPS. GDCA #AeRIER A RE T AR EHZ . TEH L. BoRFL. 27
Ji 55 O AR A RS B i AR

AN SRS SCR R3S A0 A R 55 55 H AT AT BUE B T 1951

GDCA Security Policy Committee is assigned as the document management authority responsible
for establishing, publishing and updating this CPS. The committee consists of the relevant
representatives with the right of decision-making from GDCA’'s management, administrative center,
technology center, and customer service center, etc.

Consultation of this policy document to the external parties and other routine jobs are undertaken by
the administrative center.

1.5.2. EX & A Contact Person

1.5.2.1. iEHREER L Certificate Problem Report

TIEFS ) AR SOIE e G SR AT LA T 7 Nz —3858, BB iE R B Al 4
[ P22 :

® LIl %: webtrustreport@gdca.com.cn; BY

® F(Hi: 4007008088

Any certificate problem reports or certificate revocation requests shall be submitted through one of
the following ways, and certificate revocation requests must be submitted in writing:

® E-mail to: webtrustreport@gdca.com.cn

® (Call: 4007008088
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1.5.2.2. CPS a8 CPS Related Issues

R 2% CPS AR . BEMSE, #Fn] LLZ LR J7 sUEAT IR &R

BRARHBI): GDCA AT EUE HHE ]

BREN: £t

Wk bk :  https:/www.gdca.com.cn/

L HBFE bl : gdca@gdca.com.cn

BRAMNE: AR NRIEAE R A N 75 X e g 112 S5 ERLE PRRE 30 #£
3001 =

BB RS : 510030

LG5 i%: +86 20-83487228
For any problems, suggestions, questions, etc., about this CPS, you could contact us as follow:
Contact Department: GDCA Administrative Department
Contact: Ms. Wang

Website: https://www.gdca.com.cn/

E-mail: gdca@gdca.com.cn

Address: Unit 3001, 30F, Pearl River International Building, No. 112 Yuehua Road, Yuexiu District,
Guangzhou City, Guangdong Province, the People’s Republic of China

Postal Code: 510030

Tel: +86 20-83487228

1.5.3. WiE CPS fF A SRIEHINLM Person Determining CPS Suitability for

the Policy

GDCA 24 TR 2 T2 W5 CPS F56 SRS LA o

The GDCA Security Policy Committee is the authority responsible for determining compliance of the
CPS with applicable CP.

1.5.4. CPS #it#EFERF CPS Approval Procedures

AHLFIEH CPS H GDCA %4 522 bl 4143 CPS 4% '5 /NMHA E SCRY, CPS 4% 5 /)N
He G HRAE GDCA %4 KRR RS ditk, AR RaSitts, 1EXNF GDCA B 7K
vl BRAR, AR (BT EIRSEHINEY E, MW Efiz HE=+H2Z W
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This CPS is drafted by the team designated by GDCA Security Policy Committee. After the
completion of drafting, the CPS is submitted to GDCA Security Policy Committee for review. After
approval by the committee, GDCA will publish the CPS on its official website. Under the provisions of
"Measures for the Administration of Electronic Certification Services", GDCA should put the record to
the Ministry of Industry and Information Technology within 30 days after the publication.

1.5.5. CPS f&iT CPS Revision

GDCA #4%f CPS HEAT P& A ], IF 2 2 SRR 2R i S ST R L

GDCA Hi 4 FE K I BORER . BORZLR . ARdE IR SOl 55 K S i 0 4 S IHE AT A
CPS, [FAIItF B GDCA TrustAUTH R5 ROOT il 5. i/ RS #R CA iE+:. GDCA
TrustAUTH E5 ROOT 2 K[ H1 2 CA % K (AL al{F1EF5k 55, GDCA L4 CA/B
iz Chttps://www.cabforum.org. ) & i If] £ 38T i A< [f] Baseline Requirements. EV
Guidelines. Code Signing Baseline Requirements. S/MIME Baseline Requirements /%
NCSSR HJE K K 21T CPS.

CPS %i 5 /NARYE LA _E 5B 2 CPS BT #1, #2485 GDCA % 4 TRlE % i W i,
L RS, IEXE GDCA B 7 Mt ERAR.

A CPS ZMFFEMBIT —IK. WIRTHNENS), MEBIGRA S B RAmN T, 4
RS [F) S BT 1D 3K o

BITIE ) CPS, M4 EATZ Hilg =+ H2Z W I T RE B &%

GDCA will implement strict version controls on this CPS, and such work will be arranged by the
GDCA Security Policy Committee.

This CPS will be updated timely in line with the changes of national policies and regulations,
technical requirements, standards and business development. Meanwhile, for the publicly trusted
certificates issued by the subordinate CAs that are issued by GDCA TrustAUTH R5 ROOT certificate,
¥z 4t R5 #2 CA iiFH and GDCA TrustAUTH E5 ROOT, GDCA shall also update this CPS
according to the latest versions of the Baseline Requirements, and the EV Guidelines, Code Signing
Baseline Requirements, S/MIME Baseline Requirements and the NCSSR of the CA/B Forum
(https://www.cabforum.org).

The proposed suggestion of revision will be submitted by the team which is responsible for writing
CPS based on relevant changes, then it would be reviewed by the GDCA Security Policy Committee.
After approved by the committee, GDCA will publish the updated CPS on its official website.

This CPS is updated at least once every year. Even if no other changes are made to the contents of
this CPS, GDCA will increment the version number and update the release date, effective date, and
the revision records of this CPS.
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GDCA should submit the revised CPS to the Ministry of Industry and Information Technology for the

record within 30 days after the publication.

1.6. N H4EE Definitions and Acronyms

1.6.1. A& E X —WFE List of Term Definition

RiE & X

GDCA %A KUEZE 012 | GDCA NIE RS54 22 4 11 fe v SR 5 B IR B LA AT CPS — B
PEGE NI

HL N IE IR SS HLA BTN, 2R, WA KE AR BRI . ZAREEH
TR CAs K2k CAs.

ML ML (Registration Authority, RA) 7St ALHE+H g
FEFAT FHRSSIE R, I IR EVIEIRS I,
ZAE T G B ENNE RE S AR, BB E FS FE E EAT
SRR S, AR EUE B IE PR Sk, AR B TIAE
IR 55 AL St BT E 5 B8 A B IR FR i

IETS A, HTRAHS S0 Y€,

T CELTIES HH 2% AUE IR FL AR S HLA4 (CAD B I AT %5 44,
e J5EHT ) ORI 15 1 B TR R A 3R

AR 25 R ISR RN, Bk, B AT A E BEAE L — 4 S

4 W4 RGH B B AT SRR .

KA FITRNIUEBHIEE LGS, WhE P BT IE 5
WG RS

H % 01 I HAZIE B HIEE S, FESRIET.

56 4 IR et 44 B35 BRI 44 2R G0 T e 0T AR R A

Linting &l

— M AR N, WTHET (RFC 6962) | UETS.
WEF R4 51 FR B OCSP MmN, BRAFZE A4 EHEAT R (RFC 5280
%5 4.1.1.1 5 TR thsCertificate) TR AT AE, PAWRLR
G A R R o W B S RbR A

FELGUE IR PR FELGUEP A VI, AT AR T L P A i R 5 )
W

FH HI 25 HI0 R 2 AR R S AT T BB, Tl
Bedh, S/ o 3 I A B BN T i SR A

N P R AR AR AT RE S, TS MK
), DS SR AR — IR U Ry 2644, R/el
AT (S, DU SR R AL SR A 5 R0 RS 2 AT
i

N FHEE RO —HOFEREE . A NGRS R B SRR A,
TRBUE T AP E MRS SRR ERE . Sk, B
LAE R TIRE -

NILATEIESS H 3 AR L B RRAE A DUE AR5 1 3078 32w A S B

S, RIS RAE S
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A% B T FFEA CPS #17 8.2 TR ER 1) F A8 N BEE Sk

WA TT MR WAIE ) B SR NBEA S

1 BB RAE T AR NBOEE SR, H 20T 7 Uil s A 45K
AP NS PAYNG RF E R SN

ADRR7IN INE AR AU SAE 35 H g NAT P 2 BTG, Zihsiie 1
&7 IR 5 54T

WebTrust CPA I KA INIE RS HLF ) WebTrust 300 H BT brifE o

Term Definition

GDCA Security Policy
Committee

It is the highest management and monitor function for CPS and the
decision-making agency pursuant to CPS within the GDCA certification
services system.

Certification Authority

An organization that is responsible for the creation, issuance,
revocation, and management of certificates. The term applies equally
to both Roots CAs and Subordinate CAs.

Registration Authority

A Registration Authority (RA) is responsible for processing service
requests from certificate applicants and certificate subscribers, and
submitting them to the certification authority for the final certificate
applicant to establish registration process. RA is also responsible for
identifying and verifying certificate applicants, initiating or transferring
certificate revocation request, and approving certificate renewal or
re-key request on behalf of the certification authority.

Certificate

An electronic document that uses a digital signature to bind a public
key and an identity.

Certificate Revocation List

A regularly updated time-stamped list of revoked certificates that is
created and digitally signed by the CA that issued the certificates.

Certification Practice

Statement

One of several documents forming the governance framework in which
certificates are created, issued, managed, and used.

Domain Name

The label assigned to a node in the Domain Name System.

Entry Clerk Entry clerk is responsible for inputting the information submitted by the
applicant and help the user handle certificates application, revocation
and renewal procedures etc.

Reviewer The reviewer is responsible for checking the information of certificate

application and approving certificate issuance.

Fully Qualified Domain
Name

A Domain Name that includes the labels of all superior nodes in the
Internet Domain Name System.

Linting

A process in which the content of digitally signed data such as a
Precertificate [RFC 6962], Certificate, Certificate Revocation List, or
OCSP response, or data-to-besigned object such as a tbsCertificate
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(as described in RFC 5280, Section 4.1.1.1) is checked for
conformance with the profiles and requirements defined in the Baseline
Requirements.

Online Certificate Status
Protocol

An online certificate-checking protocol that enables relying party
application software to determine the status of an identified certificate.

Private Key

The key of a key pair that is kept secret by the holder of the key pair,
and that is used to create digital signatures and/or to decrypt electronic
records or files that were encrypted with the corresponding public key.

Public Key

The key of a key pair that may be publicly disclosed by the holder of the
corresponding private key and that is used by a relying party to verify
digital signatures created with the holder's corresponding private key
and/or to encrypt messages so that they can be decrypted only with the
holder's corresponding private key.

Public Key Infrastructure

A set of hardware, software, people, procedures, rules, policies, and
obligations used to facilitate the trustworthy creation, issuance,
management, and use of certificates and keys based on public key

cryptography.

Publicly Trusted | A certificate that is trusted by virtue of the fact that its corresponding

Certificate root certificate is distributed as a trust anchor in widely-available
application software.

Qualified Auditor A natural person or legal entity that meets the requirements of section
8.2 of this CPS.

Relying Party Any natural person or legal entity that relies on a valid certificate.

Subscriber A natural person or legal entity to whom a certificate is issued and who
is legally bound by a subscriber agreement.

Subscriber Agreement An agreement between the CA and the Applicant/Subscriber that
specifies the rights and responsibilities of the parties.

WebTrust The current version of CPA Canada’s WebTrust Program for
Certification Authorities

1.6.2. IS R H A X —Y 3R List of Abbreviations and their Meaning

CA Certification/Certificate Authority B UGIEAR S LK

CAA Certification Authority Authorization DAENLREZ AL

CP Certificate Policy TEB A%

CPS Certification Practice Statement H b 2840 1)

CRL Certificate Revocation List TEB RN 3
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CSR Certificate Signing Request BRSOk
DBA Doing Business As R
DNS Domain Name System 4 24
EV Extended Validation RIS I/ TR IS
(US Government) Federal Information Processing | ¢ L EEUR) BEHVE B kb
FIPS Standard )
Byt
FQDN Fully Qualified Domain Name S o R I 4
Global Digital Cybersecurity Authority CO., LTD. | s 5 isf £t &} 35 i 45 45 [
GDCA
NG
¢TLD Generic Top-Level Domain 8 F THi 22 458 4
IANA Internet Assigned Numbers Authority I 4 4 BN LM
Internet Corporation for Assigned Names and | 7 gt iy 4 = b g 2T
ICANN | Numbers
B
ISO International Organization for Standardization AT AL 2H 21
KM Key Management W K] A 3
LDAP Lightweight Directory Access Protocol 2B H 515 M ML
LRA Local Registration Authority A HuE LA
OCSP Online Certificate Status Protocol TELAE PR
State  Cryptography ~Administration Office of | i 576 P T
OSCCA | Security Commercial Code Administration of
China IPAE
PIN Personal Identification Number AN R D
PKCS Public KEY Cryptography Standards Nt R B R A
PKI Public Key Infrastructure N LR
RA Registration Authority LA
Request For Comments 175 3R PP I b o (— b B
RFC .
P )
SSL Secure Sockets Layer ot
TLS Transport Layer Security R R 224
AATL | Adobe Approved Trust List Adobe JHfi (i 511%
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2B B R i 515 B % ¥ Publication and Repository

Responsibilities

2.1. GDCA {5 B JEE Repositories

GDCA {5 B ER —MRMA TG B, EREBEIRAE . BUENE A Sk K IME
2 -GDCA {5 B EN A CFEHEAR T LLF N2 CP M CPS IUAT A1 Sl AS iEF5 . CRL.
W, DU GDCA R ZE R ATIE S . GDCA R A AT B 4FIE+: . CPS
BATHILE RSN A, REABRRIARIS CPS MH RIEHIEM . GDCA 58
JER] DL M k:  https://www.gdca.com.cn i), B{H GDCA Fifi i $i5 5 (1) & i 07 v
RIF
GDCA repositories are open to the public. It can store, retrieve certificates and their related
information. GDCA repository includes but is not limited to the following: current and historical CPs
and CPSs, certificates, CRLs, subscriber agreements and other information published by GDCA
when necesary. GDCA will release certificates, CP and CPS revisions and so on timely that must

remain consistent with the CPS, relevant laws and regulations. You can search at
https://www.gdca.com.cn or via any other communication methods specified by GDCA at any time.

2.2. 12 B8R4 Publication of Certification Information

GDCA 7E'5 J5 ™3 https:/www.gdca.com.cn KA {5 BJE, %Mk & GDCA KA AT
GEEREE. RN RS RE

GDCA @i H 3% 45 2% R AT P HIUE A CRL, 1T 7 8y T LU 7 i1l GDCA
B P SRBGIE TS A5 B AR IE 1553 R, GDCA fRtfELiE A MRS, 1T
F A7 AT SR A HIE T PR A S R

AN}, GDCA K2 i 75 R UH A v B T k4745 B R AT

GDCA publishes repositories on its official website (https://www.gdca.com.cn). The official website is

the primary, most prompt and authoritative channel to publish all information about GDCA.

GDCA publishes certificates and CRLs via LDAP. Subscriber or relying party can obtain information
of certificates and CRLs through GDCA'’s official website. Meanwhile, subscriber or relying party can
check the current status of certificate instantly via OCSP service provided by GDCA.

Meanwhile, GDCA may also release any related information in other possible forms.
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2.3.  RATHKIEE]FIHZR Time or Frequency of Publication

GDCA TEV] FUUE 2 R s B iy, 835 77 W3l ) 24 T30 CRL K Afi o

%/ ROOTCA (RSA) iE45. GDCA ROOT CA iE+5. ROOTCA (SM2). GDCA
ROOT CA1 IFE PRI CA BT8R T FHEFS, CRL RAGEHIN 8 /M.

Xf B GDCA TrustAUTH R5 ROOT iEH5. #zhf X RS R CA 1F15. GDCA
TrustAUTH E5 ROOT 25K 2 CA P K HIAT FHIE+:, CRL A&Af A #1424 /e, H.
nextUpdate ‘7 BLIREANH H thisUpdate ¥ 10 K LA_E.

TEESHIEN T, GDCA FILAEAATYHEIET M CRL A AGE A, GDCA 4K AR
— KPR S LI CA P 51 (ARL).

5 RSt A R B R AR TERIARER,, B GDCA BRST A s, 3XFh & A %A K
WL =R, IF B A B I R 1 .

GDCA releases automatically the latest certificates and CRLs via official website when the
certificates are issued or revoked.

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1, the CRLs are issued every 8 hours.

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT, #Z%
B R5 R CAIEF, and GDCA TrustAUTH E5 ROOT, the CRLs are issued every 24 hours and the
value of the nextUpdate field is not more than ten days beyond the value of the thisUpdate field.

In particular, GDCA can choose time to release the certificates and CRL in case of an emergency.
GDCA releases CRL of CA (ARL) every year.

GDCA can independently choose the time and frequency of releasing other information of repository.
The release is efficient, timely and consistent with the requirements of the laws.

2.4. 13 BFEVFH$EH] Access Controls on Repositories

GDCA {5 B e IS RS Sh A TFRATI, AR NHARRENS BB, R IXLAF 2 A 1%
Vi AN S AR AT PR o

GDCA il f4& 2 2B Rt e aicit ZaE i R ik A ad =AU A R
A REATE B ERIE I, MR, Bo. KATEERAE,

The information in GDCA repository is publicly available. Anybody can read the relevant information,
and there are no restrictions on the read-only access of such information.

With network security, secure system design and security policy, GDCA ensures that only authorized
employees can add, delete, modify and publish the repositories.
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3. B RIRE %5 Identification and Authentication

3.1. #y4 Naming

3.1.1. Z A Types of Names

GDCA MUK RS, & A MUK HUAGAREFRTT 2 EAARE 4, XHE+ B # 1 &
A ERIEEATER, JEUARKMRRICRMER . IEBFEE NG44, DL
% (Distinguished Name) LB ELEUEBEAN, RIEBFAE KM% . GDCA
FHIE AT & X.509 dRife, 70 BCLe il 545 A& SEAR B4, R X500 Frittar 4 05 2

Certificate issued by GDCA can authenticate the identity and other attributes for applicant with
different identifier including issuer and Distinguished Name (abbreviated as DN) of subscriber. The
identifier of certificate holder is named as the DN contained in the certificate, and the DN is unique
identifier of the subscriber. The certificate format meets X.509 standard and the identifier which is
assigned to the subscriber as the DN meets X.500 standard.

Xf - SSL/TLS k95 asilE-15, FrA ii4a o 1P bk #4021 5 @iy 44 o, s ) 44
NEIRAL B TP ik, A2 — St LAE 32 R A4 v 344 B TP itk

For SSL/TLS server certificate, all domain names or IP addresses are added as the Subject
Alternative Name and the common name is a primary domain name which must be one of the
domain names or IP addresses from the Subject Alternative Name.

GDCA EFS AR AU i = ARER A 44 iy 44 KU 40 -

Naming rules of issuer’s DN are as follows:

J@ 1A

EZx (O CN

& (9 UEFWURE FTEA 0, BiE A

HX (L) UERAIUR T, BE A H

MLk (O Global Digital Cybersecurity Authority Co., Ltd.B{

GUANG DONG CERTIFICATE AUTHORITY CO.,LTD.
HUREERTT (OU) | GDCA AIREMKHE FH 282 . REHTAR . X IREIAS [F) R FH AN R
MR F NP AR AETS, BT LA GDCA 45 A AT LA, 35 AR 3] (1 A5
LEE

WH% (CND sty CA 4
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Attribute Value

Country (C) CN

State (S) State of issuer (if included)
Local (L) Local of issuer (if included)

Organization (O)

Global Digital Cybersecurity Authority CO.,LTD. or GUANG DONG
CERTIFICATE AUTHORITY CO.,LTD.

Organization Unit | Certificate contains various issuers depend on subscriber types,
(0OU) applications and regions to issue the certificate.

Common Name | Name of CA
(CN)

GDCA E-A T 7 1 L AR B 42 i 24 U0

Naming rules of subscriber’s DN are as follows:

JE {21

Hx (O CN

B (S RS Gy, BiEAH

HiIX (L) WP PTESRT, B AN H

K (0D XA ENRIRIT T, AT e AR

HUERTT (OUD

AT LM A DA T — AN A
VTP TR LR T
A 0 SR A 3 7

HFiReE (B | 31 P sl ek, A A

WA (CN) | 34 (SSL/TLS WEFD), B4 WUASRELES), s Ak
% (AN AZEAEBEF), s AT R A 44 7R

Attribute Value

Country (C) CN

State (S) State of subscriber (if included)

Local (L) Local of subscriber(if included)

Organization (O)

Organization where subscriber subordinates for certain one;
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Organization Unit | One or more following options can be included:

(0OU) . .
OU of subscriber subordinates;
Any descriptions which describe identity or certificate type;
Email (E) Subscriber’s email address (if included)

Common Name | Domain name (SSL/TLS certificate), organization name (organization
(CN) certificate), individual name (individual certificate), or other identifiable

names

3.1.2. X 2R AL KIZE R Need for Names to be Meaningful

GDCA 1 /f]l DN TiRARIRIE S A4 AR5 25 5 # SR, DN TP 2 AR A —E 1
ARRNERSC, AT DA FHIE A ) e 28 SEAR IR B 0 BORF A AR AEAR 5 o E 5 AR A FRFR iR
ARUEF BT 3 (1 5 26 SEAR (15 7€ A4 PR

GDCA uses the DN field to identify the entity that is the subject of the certificate and the entity that is
the issuer of the certificate, and the names in the DN have representative meanings and can be
related to the identities and specific properties of the final entities that use the certificates. The
common name identifies the end entity’s particular name mentioned by this certificate.

3.1.3. T PB4 584 Anonymity or Pseudonymity of Subscribers

A% CPS i€, GDCA [T P AEREAT Uyl 45 FRm I A BE A B 4% i P 44

Under this CPS, subscriber cannot apply for certificate with anonymity or pseudonymity.

3.14. HAEAEZHRTERKFN Rules for Interpreting Various Name

Forms

GDCA Z R AFIEPE X509 V3 baif, 42k 8y X500 frdk. B4
Har & 1 GDCA & X.

A certificate issued by GDCA conforms to X.509 V3. The format of DN conforms to X.500, and
naming rules of DN are defined by GDCA.

3.1.5. ZFRHIME—E Uniqueness of Names

f£ GDCA fSHEIRA, ANFRT P REFS I EARE A2 AREAR, 22—, H
X377, GDCA W] A HLME— ) AR B A4 9 Ak 22 JKAEFS o b+ i i
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BUASFENT P AEAEAR R BRI, IR 56 R E SR (T, Jm FRs 3 3 m B ka5 2 7 B
DA PR SR 0 o

DN of certificate must be unique for different subscribers in GDCA trust domain, and same DNs
cannot be allowed as subscriber’s subject name. GDCA can issue more than one certificates using
the unique DN for one subscriber. When DN is not unique to different subscribers, the first applicant
has the priority to use the DN, and the latter could add more additional information to distinguish
from others.

3.1.6. BRHRA %55/ Recognition, Authentication, and Role of

Trademarks

GDCA 25 % IUEH i) BRSO 4 h AR &SR b4

Subject’s DN of certificate issued by GDCA does not contain any trademarks.

3.2. HIEE AN Initial Identity Validation
3.2.1. iEEHARHK T Method to Prove Possession of Private Key

UE A HE L AIE R 5 5 BT B8 A B ARG R RAEH , IE B G 7 Y AL RS FEAIE 5 H
HHEPEEHTZESL (PKCSHI0). H'e 5 HR N7k, 835 GDCA R
e UERH 75 2, AL FEHEAC AT AE A0 AE 1B (B 40 L iR 25 R A7 i A S FD6E B2 ) PIN AL ) 2%

Applicants must prove that he/she holds the corresponding private key to the public key being
registered. You can use the ways of digital signature contained in certificate request messages
(PKCS#10) or other equivalent method to identify the secret keys, or some ways required by GDCA,
such as initial information (distributed key medium and its PIN code), etc. to prove that you holds the
relevant keys.

322, PMAFHHIET] Authentication of Individual Identity

TN NS LSS, GDCA ARG NPT IO AR, AT AR 5
sl i, — M s, IERIOE, et guE, 07 IR, S A A
AR

For individual certificates, GDCA must perform different authentication methods depending upon the
type of certificate applied by the individual. Generally, the higher class certificate type means higher
security level, and stricter authentication method with more comprehensive authentication
information.
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1)

2)

XEFE 1R NIEF, $ATEUN %5

GDCA R B IUEM T Frig 52 M5 B AR S 4 BEATIRAE . WA T7 AT PR
PR IER AL S i OB FAh . THURE S S He Al rT 52 K 7 SOk S BURT F 5 T 22
M5 SRR AGEIUE . GDCA AN AR AL ERIGIE S 2 LAAM A
flt i E B ELN . WER. BT HIEEARAN.

For Type | Individual Certificate, the following authentication is performed:

GDCA only verifies the information submitted by the subscriber and does not validate the
identity of the subscriber. The information submitted by the subscriber can be validated by
sending a verification code, making a phone call, sending an SMS message or any other
reasonable ways. GDCA will not ensure or guarantee the validation and reliance of other
information, and will not validate whether the information belongs to the subscriber, except the
information submitted by the subscriber.

XFFES 2 A NIEH, HATEUN %5

GDCA 755 7 Frde 52 45 8, TR s F 44 93T 7 RSk 44 o Wil 5 0
A DL R R A A A DA B0 5 sl A ih . TR S S et T 5 107 SRS IE H
TEHE IR RE BRI SEE, e EE, 367 AR =7 Bl A TSR )
2R F I SR B B A5 B AT R S AIE, B DR IS T IR LB B S Ea R —
.

For the Type Il Individual Certificate, the following authentication is performed:

GDCA shall verify the information submitted by the subscriber, and to verify that the common
name is the real name of the subscriber. The information submitted by the subscriber can be
validated through sending a verification code, making a phone call, sending an SMS message
or any other reasonable ways. GDCA can also validate the identity of the subscriber through the
well-known third-party database if necessary, to ensure the consistency of the information from
different channels.

XFTE 3 R NUES, AT LS50

TN R 5 03 IR LS PEANAT R . A B 7 S 2502 3045 R 17 2 222D — Tl el BURY
UK IR« AR A BRI S B SO CanJE RSIE . $ I EEIEEH
Al RIS R ), GDCA 5 & UE B SO 2 A AR AT BL ek sl Dy it 1) IR, 2, GDCA
A LAE 25 R 05 A E B S RRUBER = 07 B8 PR AT A B A R s & S,
A DLE IS F ST L 40 AR 7 0 F R SR AL RS B AT AL SO, AR DT
ROME R SES R 8

B HE F L EE CiE S & itk ). GDCA 7T LUB L 2K s, 4R AT
e B A FH R T SR A5 A% S HR T 11 Tk B8 M RUEURT 25 R 1) B A E B SO
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3)
4)
5)

1)

2)

3)

4)

5)

1)

2)

3)

HBEikalS

AAE PR SEE . GDCA ML ih . W57, 5 FEE R SE R K,
X AR H I B N B 344 LRI, 18 75 RS L AE SR 3R B IRIE B A R
HHIEE SO ENMAGEER, 55 EMIZH RS, DUAHIFTAR TR T2
FIRI A o AN EERIRSARIRUE A SCPF . B S =7 8l P . ROR A L T B 45
For the Type IIl Individual Certificate, the following authentication is performed:

Ensure the identity of the subscriber. This mustbe validated by obtaining at least one currently
valid government-issued photo ID (e.g. ID card, passport, military ID, or equivalent document
type), GDCA inspects the copy for any indication of alteration or falsification. GDCA
cross-checks with an authoritative third-party database that issues the valid identification
document, when necessary, GDCA may also verify the information submitted by the subscriber
through a voice communication, video, photo taking, etc. as well as validate through
cross-checking with a well-known third-party database, to ensure the consistency of the
information from different channels.

In case the subject of the certificate contains an address, GDCA may verify the address of the
applicant using a utility bill, bank statement, credit card statement etc., or directly rely on the
address on the identification document issued by the government.

GDCA verifies the certificate request with the applicant by sending e-mails or making phone
calls etc.

For the application applied by someone in his/her name who works in an organization, the
applicant also needs to provide the proof materials from the organization.

When the application information contains some information of an organization, it is necessary
to confirm the existence of the organization and whether the applicant belongs to the
organization. GDCA could require the applicant to submit the certificate of incumbency, or
validating by a third-party database, or sending e-mails to the organization, and so on.

XEFE 4 A NIEH, $ATBUN £

BN RIS & S B SR 2« WA SR 4 (1) AU 3RAG Hi i
B DM BURLA UK . A 20 i BRI SO iE SO Can s B B i
PR FEEIUESCHARFRISHER ), GDCA & IZIEY] U2 A M B e s Dy i
JRIE; (2 IR RA AR IE W SO IBUBER =5 B8l P BEAT I BN, BRI
REME LS SZAELS R 5.

BB ol CiE$S b & btk ). GDCA ] DUEIE YL 2K B L RAT
K B B R TIK RS S HA U I ik B R AR IR 25 K 11 B A E B SO L
k.

RAEEFIE R E S . GDCA M B g WEAFSE7 30, 5 HEE 1 K.
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4)

5)

6)

1)

2)

3)

4)

5)

6)

1)

2)

WERS, GDCA W LLEEZIE G U, 0S5 200 FE & 1 S dE AT il
B ny RA R 1 )7 AT A A

X AR H I B N B 344 LRI, 18 75 RS L AE SR 3R B IRIE B A R
HHIEE SO ENMAGEER, 55 EMIZH RS, DUAHIFTAR TR T2
FIRI A o AN EERIRSARIRUE A SCPF . B S =7 8l P . ROR A L T B 45
For the Type IV Individual Certificate, the following authentication is performed:

Ensure the identity of the subscriber. Ways of authentication are: (1) obtaining at least one
currently valid government-issued photo ID (e.g. ID card, passport, military ID, or equivalent
document type), GDCA inspects the copy for any indication of alteration or falsification; and (2)
Cross-checking with an authoritative third-party database that issues the valid identification
document, to ensure the consistency of the information from different channels.

In case the subject of the certificate contains an address, GDCA may verify the address of the
applicant using a utility bill, bank statement, credit card statement etc., or directly rely on the
address on the identification document issued by the government.

GDCA verifies the certificate request with the applicant by sending e-mails or making phone
calls etc.

GDCA may verify the information submitted by the subscriber through a voice communication,
video, photo taking, etc. GDCA may also validate the information face to face.

For the application applied by someone in his/her name who works in an organization, the
applicant also needs to provide the proof materials from the organization.

When the application information contains some information of an organization, it is necessary
to confirm the existence of the organization and whether the applicant belongs to the
organization. GDCA could require the applicant to submit the certificate of incumbency, or
validating by a third-party database, or sending an e-mail to the organization, etc.

5. B IAET K N B 250 -

AN NS HEE S L VGETR, GDCA R LA T 75 s — 4T %01

TR0 T 455 o VR A8 Y S IE S CRAEEAR T Sk, 37 e e S
EBIBURD, AN NIIESE S, FERA DR LB 60 5 T B FROAIE 15 A AR Lo
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5.  For the individual mutual recognition certificate of Guangdong and Hong Kong, GDCA adopts
one of the following ways to perform authentication:

1) Face to face authentication. GDCA confirms the authenticity of the individual identity by a legal
identity document (including, but not limited to, identity cards, passports or other identification
documents), and ensures the individual identity is consistent with subject information of the
certificate requested.

2) Non face to face authentication. GDCA performs the following procedures for the authentication:
(1) Confirm the authenticity of the individual identity by comparing the photo taken of the ID
document of the individual with an independent and authoritative third-party database (e.g. the
National Citizen Identity Information Enquiry Service Center) recognized by the “Guangdong
HongKong Electronic Signature Certificate Mutual Recognition Pilot Working Group”. (2)
Confirm the consistency between the individual identity and the identity of the applicant using
biometric characteristics (e.g. by comparing the facial features); (3) Confirm the willingness of
the certificate request via voice communication, video communication, photo taking, etc. (4)
Verify the authenticity of the applicant identity via a third party auxiliary data source on identity
certification (e.g. using the services provided by elD and banks on mainland China designed to
map relationship between the identities and personal accounts), and sign a legal responsibility
agreement on identity authentication with the applicant.

If necessary, GDCA may also establish other reasonable authentication methods or obtain additional
information.

WRANNAT 752, GDCA i w] LU S =T 3R A5 B RS 1% A & DA S
fir, WK GDCA EENH=Tr (R I H 15 S, AIZRIEe =5 T E, sEsR
A & SR LA MO (5 EANIE AT R

If necessary, GDCA can also verify the subscribers’ identities using the information obtained from the
third-party. If GDCA cannot get all the required information from a third-party, it may delegate the
third-party to conduct an investigation or require certificate subscribers to provide additional
information and evidence materials.

seAt, ER, GDCA & LA e H e Hr s 2 i) 2500 7 A Bk}
FEE A S IRIEFEM B L SEA R, R 5 I R AR 5.
If necessary, GDCA may also establish other required identification methods and information.

The applicant is obliged to ensure the authenticity of the application materials and shall bear the
corresponding legal responsibility.

XFF Adobe N AN SCRYZE UL T, H B 43 % 1) 07 FEAE A 58 DU 2RAS N E5 A48 1) 22
SRPAT
*+F GDCA TrustAUTH R5 ROOT ilE 45 £ 22K ¢ R5 #2 CA iE+5.GDCA TrustAUTH
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For the subscriber certificate issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT
certificate, Z{ZAH{X R5 R CA iF3 and GDCA TrustAUTHE5 ROOT, GDCA establishes evaluation
process to identify the applicant with potential high risk. GDCA refuses the certification request from
high-risk applicants.

For Adobe Individual PDF signing certificates, GDCA follows the authentication requirements under
Type IV Individual Certificate to perform identity validation.

3.2.3. MU HHHIXS] Authentication of Organization Identity

FEATHLININ GEURALAE . gl A5, 78 LA SR 4 SCHRIBHLGRIEFR,
ISEFEAT R ) B 2550, e ) e P B S X T S B A AR
L AT CLSRAG B & WA 1 B 0015 12 105 2K o HURISRAT 7 (RE S FR R B B
A B B e o B HE S RS T (A% RoRZIERRIEA RN, If
ARAHAR R DT AT

Identities of organizations (government agencies, enterprises and institutions, etc.), which apply for
organization certificates, shall be authenticated strictly by cross-checking with the trusted databases,
making a face to face validation and other ways that can clearly prove the identity of the subscriber,
etc. Subscriber or subscriber’s representative fully delegated by the organization should sign the
application form with company’s chop, and accept and affords corresponding responsibilities
described in the subscriber agreement.

GDCA WA Z5ARHE HLAA BT 3 AOE R A AR, SAAT AN TE 9 B 2500 5 2K, — At
o RSO, LA gUlikE, R0 SRS, B N A T

GDCA must perform different authentication methods depending upon the type of certificate applied
by the organization. Generally, the higher class certificate type means higher security level, and
stricter authentication method with more comprehensive authentication information.

1. 58 3 KM UEF RN LA B 6 401

1) BRI R L SAFAERT . SRR . 7 s UrT BLE . BURHURIRE AR 2L
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2) GDCA W] DU Fl . AU, A B8 A5 B 2 S R AR AT I0AIE, W DR P
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1. For the Type Ill Organization Certificate, the following authentication is performed:

1)

2)

3)

1)

2)

3)

4)

Confirm the legal existence of organization. This can be proved by a valid document issued by
a government agency, such as an Industrial and commercial business license, enterprise
National Organization Code certificate, or validation through well-known authorized third-party
database.

GDCA may verify the information provided by the subscriber through voice communication,
video, photo taking, etc. If necessary, GDCA may contact the organization based on information
from third party, such as telephone number, email address and so onto verify the authenticity of
the applicant’s information, e.g. job position of representative or whether the person from the
application form is the real applicant.

GDCA validates the materials submitted by the authorized agent and the identity of the agent to
ensure the authorization.

55 4 FHUBUE T B 1 %5 51

BN R SRR . B setds. BN 77 2UnT DU BURHILII AR A 240
P, BFEEARRT TEE WA AF A AN RIGIESE, a2 KA %
SCPERIBUBES =77 5088 B AT AL A B A

GDCA AU Sl iE . AL $IR S 7 Uk B & SR 45 B TR (X
T % 5 I A, IR MBUER SR = 07 B4 X FR 1 3 S H B A R EAT BRI
W IR AL (S B S a s R — 5, W ER, GDCA RT3 7 3
A 72, GDCA W 5 =773 31 iiih Sy mBBUE s % 7 5 s WU AT
Bess, DABIAGE RS EAME BB, s e EE N A BT S8 UE F R Y
HANRERHFN.

2 L0 WA B LR 22 90 N R 70 BEUE 5 2 B SO S 4 90 N 3 e
R P NS B HE N OB . LR, RN A IR N B 478 SIZ it 1 % T 1 o 4%
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RN T2, GDCA I& 1] DUE I M3 = 77 SREU 5 BRI 1Z R s LA ) & 47,
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2. For the Type IV Organization Certificate, the following authentication is performed:

1) Confirm the legal existence of organization. This can be proved by a valid document issued by a

government agency, such as an Industrial and commercial business license, enterprise National
Organization Code certificate, or validation through well-known authorized third-party database.
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2) GDCA must verify the information provided by the subscriber through voices communication,
videos, photos taking, etc. (on-site verification for face to face cases) and also cross-checking
with well-known third-party database, to ensure the consistency of the information from different
channels. If necessary, GDCA may contact the organization based on information obtained from
the third party, such as telephone number, email address and so on to verify the authenticity of a
particular information item of the applicant, e.g. job position of representative or whether the
person from the application form is the real applicant.

3) GDCA validates the materials submitted by the representative, as well as the identity of the
representative and the signed document from the organization to verify the authorization from
the organization. If necessary, GDCA shall do a face to face validation for the representative.

4) If necessary, GDCA can also verify the subscribers’ identities using the information obtained
from the third-party. If GDCA cannot get all the required information from a third-party, it may
delegate the third-party to conduct an investigation or require certificate subscribers to provide
additional information and evidence materials.

3. BEESEE HAAER AW B 4 % 5l
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3. The organization mutual recognition certificate of Guangdong and Hong Kong

For the organization mutual recognition certificate of Guangdong and Hong Kong, the following
authentication is performed:

When organizations (government agencies, enterprises and institutions, etc.) apply for organization
mutual recognition certificate of Guangdong and Hong Kong, GDCA conducts a strict authentication
process on its identity, including, but not limited to:
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1) To confirm the existence of the organization through information (e.g. proof of legality issued by
a government agency) provided by an independent, authoritative third party or supporting
information provided by other recognized authoritative organizations.

2) Validate the authenticity of the organization's application materials in an efficient manner to
ensure that the application has been fully authorized by the organization which can provide
additional information that must be verified.

3) If the organization certificate includes the identity of the individual, GDCA shall request the
organization to verify the authenticity of the individual identity and to submit relevant materials
for review.

4)  When an authorized representative applying for an organization certificate, GDCA shall request
the representative to submit a written document (such as a letter of attorney) that is fully
authorized by the organization, and to verify that the representative has been specifically
authorized by the organization.

5) Conducting a face to face authentication on an identity of authorized representative, GDCA
confirms the identity of the representative by a legal document of attestation (including, but not
limited to, identity cards, passports or other identification documents).

On the basis of the above processes, GDCA may also adop additional authentication mathods and
require extra data that it deems necessary.

Ak, AEERT, GDCA & A] A e I8 B 7 B 4 1) 77 ORI Bk

HE A S5 ORIE RIS MR ST R, IR AH 5 AR DG R 54T

X1 T Adobe HUM SCRYZE A UEAS, e B 3 4 5) U5 IR 15 58 DU SFATLRATIE 5 1) 5 1) 22
RKAAT o

X} GDCA TrustAUTH R5 ROOT k5 . Hr22 A R5 #i2 CA iE+5.GDCA TrustAUTH
E5 ROOT 22K IH & CA Fras KINAT FESS, GDCA BEALVFAL bRk TR I ERE 12
vy PSS SV 155 450 RO UE P 3R o TRy v XU 7 FRJAIE 595 3K, GDCA BT DIE 4.
If necessary, GDCA can also establish other required identification methods and information.

The applicant is obliged to ensure the authenticity of the application materials and bear
corresponding legal responsibility.

For the subscriber certificate issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT
certificate, Z{ZAH{X R5 R CA iiF3 and GDCA TrustAUTHES ROOT, GDCA establishes evaluation
process to identify the applicant with potential high risk. GDCA directly rejects the certification
requests from such high risk applicants.

For Adobe Organzation PDF signing certificates, GDCA follows the authentication requirements
under Type IV Organziation Certificate to perform identity validation.
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324, BEHHHILHA] Authentication of Equipment Identity
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Authentication on equipment identity varies by  different owners. GDCA must authenticate the
identity of subscriber, including the following:

Subscriber submits application form of equipment certificate with original and copy of owner’s ID,
authorization of operation of delegated person’s ID.

BRI 5 1 S 47 55 AR AN [5) A F HEOAS 5] (1 S 3 5 0 05 AT, T AN A,
i SRR AS CPS 28 3.2.2 958 4 B NIEB SRR RAT: 1T NN, A
CPS % 3.2.3 955 4 FENUMIE BRI RAEHAT -
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HiRko

ARG I NI B
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BB 77 AT DA B P U J AL IR ) S A B LR 0 42 ¥ 6 I AT AL A Y ASL ¥ i T 7 1 45
FHmEE A,

Authentication of Individual equipment Identity will be different according to the different owner of the
equipment. If subscribers are individuals, GDCA performs the verification of identity according to the
CPS section 3.2.2 class 4 personal certificate identification process. If subscribers are institutions,
GDCA performs the verification of identity in accordance with the CPS section 3.2.3 class 4
institutions certificate identification process.

GDCA checks whether the key information submitted by the applicant complies with those from valid
documents or information from third-party database in order to avoid the writing mistakes.

GDCA checks the authorized delegated person’s ID.

When the device name is applying for a certificate as the certificate subject content, GDCA also
need to verify whether the applicants have the right to do so. Confirmation can be done as follows:

Applicants shall provide the certificate of ownership or the written commitment of the ownership or
use-right from the institution with company chop.

RN A 75 2, GDCA & 7T DU A 55 =77 SREL A5 BRI IE 12 S & A 5
fir, WK GDCA Kk =7 BRI f BE S, AIRILEH =5 T E, Bk
S SR LA M (5 EANIE AT R
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If necessary, GDCA can also verify the applicants’ identities using the information obtained from the
third-party. If GDCA cannot get all the required information from a third-party, it may delegate a
third-party to conduct an investigation or require certificate applicants to provide additional
information and evidence material.

GDCA can also set other required identification methods and information.

3.2.5. WML HEEI BN A2 ] Verification and Authentication of Email

Address

GDCA BT A AL R i 387 SR Bk P AP R G AT 4 31 L %8 53
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GDCA or its authorized Registration Authorities will validate the validity and control of the e-mail
address of the applicant by following procedures:

(1) GDCA sends a Random Value to the e-mail address; the Random Value will be generated by a
system to ensure its uniqueness;

(2) The applicant receives the Random Value via an e-mail and sends back a confirming response
with such Random Value;

(3) GDCA receives the Random Value from the applicant and compare such value with the one sent
by GDCA, the validation completes once GDCA confirms that the Random Value received matches
the one it sends.

The Random Value remains valid for use in a confirming response for no more than 24 hours from its
creation. This way of validation conforms to section 3.2.2.2 of the S/IMIME Baseline Requirements
1.0.0.

Additionally, for the S/IMIME certificates that contain information of an individual, GDCA follows the
authentication requirements for Type IV Individual Certificate as described in section 3.2.2 of this
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CPS to perform identity validation for the individual. And for the S/IMIME certificates that contain
information of an organization, GDCA follows the authentication requirements for Type IV
Organization Certificate as described in section 3.2.3 of this CPS to perform identity validation for
the organization.

3.2.6. SSL RE2HMH1% %] Authentication of SSL Server Identity

R T2 R HUE R A RHAT A F 507X, BRI N2
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GDCA must perform different authentication methods depending upon the types of SSL certificate
applied by the subscribers.

For OV SSL certificate, GDCA shall validate the identity of the owner of website in accordance with
the Type IV organization authentication procedures in section 3.2.3 of CPS.

For IV SSL certificate, GDCA shall validate the identity of the owner of website in accordance with
the Type IV individual authentication procedures in section 3.2.2 of CPS.

For DV SSL certificate, GDCA shall validate the ownership or control of the domain name and will not
verify the identity.

The validation procedures of EV SSL certificates is described in the GDCA EV CPS and not covered
in this document.

In case of domain name is used as subject of certificate, GDCA shall validate whether the
organization has the right and the validation of domain name is supposed to be in accordance with
the CPS section 3.2.9.

GDCA does not issue SSL certificates containing internal names.
WRANNA 72, GDCA 3] LU S =T 3R A5 B ORI 1% R & A S
fir, 4R GDCA TiEMNB=T7 32 AITHRE R, R =i dTila, R

51



Il semrannaemes

TooR GDCA HE-FAEML S5 H) (V6. 2 D

G & SR LA M (5 B AHIE B AL R
UEAt, I ERS, GDCA & n] LAsesE Hoe P i B A 4] U7 A Bk

If necessary, GDCA can also verify the subscribers’ identities using the information obtained from the
third-party. If GDCA cannot get all the required information from a third-party, it may delegate the
third-party to conduct an investigation or require certificate subscribers to provide additional
information and evidence materials.

If necessary, GDCA may also establish other required identification methods and information.

3.2.7. ARIEELZ S HI%%] Authentication of CodeSigning Identity

e AR A2 S O B 25 AR AR A A & A FIBAT A R & 3 450 77 =X, 1T 7
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Different authentication of subscribers’ identity for a code signing certificate is performed based on
different subscribers. For organization subscriber, GDCA performs certificate validation process in
accordance with the Type IV organization authentication in CPS section 3.2.3; for individual
subscriber, GDCA performs certificate validation process in accordance with the Type |V individual
authentication in CPS section 3.2.2. The validation procedures of EV CodeSigning certificates is
described in the GDCA EV CPS and not covered in this document.

Subscriber must make a statement and prove for the use of the CodeSigning certificate. Subscriber
must promise not to sign malicious software, virus codes, infringement software and hacker software
using the CodeSigning certificate.

3.2.8. HWTEEBREMHI4%] Authentication of TimeStamp Identity

GDCA — M R e X WA e i) )RR 5 o LA FR 1 s 8] BRAE T3, GDCA 5% 18 A
CPS 3.2.3 5% 4 ENUIE BRI AR AT -

GDCA generally issues Timestamp certificates only to organizations. For organizations that apply for
Timestamp certificates, GDCA validates the identity of the organizations in accordance with the Type
IV organization authentication procedures in section 3.2.3 of this CPS.
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3.2.9. BRAZKHIARLS] Domain name recognition and identification
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For the purpose of domain name validation, entities to be validated may also be the applicant's
parent company, subsidiary company, or affiliate. GDCA may use one of the following ways for
the validation of domain names:

1. Obtain the e-mail address of the domain name owner listed by the domain name registrar or
other authoritative third party database, and contact the owner by sending a Random Value via
email, and the validation steps include: (1) GDCA sends a Random Value to such e-mail
address and the Random Value will be generated by a system to ensure its uniqueness; (2) The
applicant receives the Random Value via an e-mail and sends back a confirming response with
such Random Value; (3) GDCA receives the Random Value from the applicant and compare
such value with the one sent by GDCA, the validation completes once GDCA confirms that the

53



[] BSHENNIERAERAE
Soen T GDCA HEL 7~ AEMV SR (V6. 2 J§D

Random Value received matches the one it sends. The Random Value remains valid for use in
a confirming response for no more than 30 days from its creation. This way of validation
conforms to section 3.2.2.4.2 of the Baseline Requirements 2.1.2. [Effective December 27,
2024, GDCA shall not rely on this method for domain validation. Prior validations using this
method and validation data gathered according to this method shall not be used to issue
subscriber certificates.]

2. Sending an constructed email to domain contact to confirm the ownership and control of the
domain name, by sending an email including a Random Value to one or more addresses
created by using 'admin’, 'administrator', 'webmaster','hostmaster’, or 'postmaster' as the local
part, followed by the at-sign ("@"), followed by an authorized Domain Name, and receiving a
confirming response utilizing the Random Value (GDCA follows the same steps to confirm a
Random Value as described in 3.2.9.1). This way of validation conforms to section 3.2.2.4.4 of
the Baseline Requirements 2.1.2.

3. By confirming the presence of a Random Value or Request Token in a DNS CNAME, TXT, or
CAA record to confirm the applicant’s practical control over the FQDN. This way of validation
conforms to section 3.2.2.4.7 of the Baseline Requirements 2.1.2.

4. Confirming the applicant's control over the FQDN by verifying that the Request Token or
Random Value is contained in the contents of a file (such as a Request Token, Random
Number that does not appear in the request used to retrieve the file and receipt of a successful
HTTP 2xx status code response from the request). This way of validation conforms to section
3.2.2.4.18 of the Baseline Requirements 2.1.2.

X IERAT A4, GDCA S ZBECAT A MK, PRIBERCRT ) A4 2
WA JE TR A DSk 2 WA BBUF PRSI, FRaadiE RGN

GDCA 4B (*) AMAEA BRGE RGOS A . A58 s A
WU B A RIE S FRE , BRAR B BN LR W] L 58 st il O I i 44 25 1)

LB, GDCA 3 Ty RO BT () o A it , A2k 4a R AR, R 22
SR HARMAHS VI, % G AR LEIX R K

As for the validation of a wildcard domain name, GDCA verifies the domain name in the right position
of the wildcard to ensure the domain name in the right position of (*) is obtained through registration,
and explicitly owned or controlled by a business entity, a social organization, or a government
authority etc.

GDCA rejects any certificate request with a domain name in the right position of the wildcard (*)
being a gTLD, public suffix, or a registry-controlled domain name, unless the applicant proves its
rightful control of the entire domain namespace.

If necessary, GDCA may also perform the independent investigation to confirm the ownership of the
domain name. The subscriber shall not refuse the requirements when corresponding assistance is
needed from GDCA.
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3.2.10. HLAENLAZFRYAUE Verification of DBA/Tradename

FAEPEB 5 DBA S AR, GDCA mliEit LR 7 A 2 b —Fh LU s
1% G AU FH % DBA 3R 42 5K -
1. HUIEE FTEFE X D BUR AU B2 AL 10 o] TIE B HR I & AR RO . AR RN T 1Sy, 88
SAZBUR N V38 5
CIEAECP/ Y
54 S B E DBA AR Bl 44 BRI EURT AT LA V) 8 s
Bttty SCHRE ST FAIE B R A 5
POV, ARATXTIK A, (EHRXIKE, BURRER MBI, BUHAL GDCA Ayl 4
IOE AT v

o ~ W

If the subject identity information is to include a DBA or tradename, GDCA verifies that the applicants
have right to use the DBA/tradename using at least one of the following:

1. Documentation provided by, or communication with, a government agency in the jurisdiction of
the applicant’s legal creation, existence, or recognition;

2. Areliable data source;

3.  Communication with a government agency responsible for the management of such DBAs or
tradenames;

4. An attestation letter accompanied by documentary support; or

5. A utility bill, bank statement, credit card statement, government-issued tax document, or other
form of identification that GDCA determines to be reliable.

3.2.11. FrEEMHINE%%] Verification of Country

FAE B A E AR T, GDCA B BUR S8 = 5 B0 FE 25 H 5l DNS 1d3%
SR TP Huhb Bl FRE 1 TP HuhbSRAfA BT 7E [, 8 Of B0 N1 TP Mokt pr e [ 5 g A
SRR TR [ — 2

In case the “countryName” field is present in the subject, GDCA verifies the country associated with
the subject though checking the IP address of the applicant or the IP address on the DNS record
from an authoritative third party database, to ensure the IP address of the applicant is consistent with
a country where the applicant is actually located.

3.2.12. 1P HubkEAEEIAFI LA Authentication of an IP Address

GDCA RHPLF A, il g & A 8L bris iz 1P ik
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1. 7EAE IP Hihkf) URD (Gi—SIEARIRRT) FITEL N U EXG 2058 115 B T ks,
i e 77 2 BARA A B O TP Mk ) S PR AR A . %5 7 B Baseline
Requirments 1.8.7 £ 3.2.2.5.1 i,

GDCA A4 1P Hibik25 % EV SSL iE 13,

GDCA adopts the following way for the authentication, to confirm the applicant owns or practically
controls the IP address:

1. By making a change to the agreed-upon information found on an online Web page identified by
a uniform resource identifier containing the IP address, to confirm the applicant’s practical
control over the IP address. This way of validation conforms to section 3.2.2.5.1 of the
Baseline Requirements 1.8.7.

GDCA does not issue EV SSL certificate for an IP address.

3.2.13. BIERIEHIHERAME Data Source Accuracy

FEREAE AT HOE R UEAE A AT AR A AR F 1T, GDCA X iZ A Ry T st , v
B, o S E ol T BT VR4S, JEB IR L N A &
PR M5 B AR IR ;
5 RV ST R A
HARHERIRT, MRS B 1
BT A AR AT A B AT U 1 12k
Dy B B eSO PO A
X+ ROOTCA (RSA) iE 15 . GDCA ROOT CA i 5. ROOTCA (SM2). GDCA ROOT
CAL IERZER MY CA FrZE R IIVT FUE:, 2 PG w080 SRl v 345 1 BcHis
B ST RIS ) AN E P KA 200, W) GDCA Al f %8s J2 Sk % T i1 GDCA
TrustAUTH R5 ROOT ilE+i. #rZZ X R5 R CA iE45. GDCA TrustAUTH E5 ROOT &
R G CA TR T FHIEFS, 5 PPl A T At 25040 St b SRS 00 50408 BT AR P st
) AN I UE 525 AR 825 K, W GDCA WA A%t S 3Cft, < TARYEA CPS 3.2.9 (28
1 FHEGAIE T SUBRAP ) AOESRIRAF A3 4% A1 1P Mk, 28 Y 56 TF B30 BT A 1A P ) AS e 4iF
FHEE KT 398 Ko

o ~ w e

Prior to using any data source as a reliable data source, GDCA evaluates the source for its reliability,
accuracy, and resistance to alteration or falsification, and considers the following during its
evaluation:

1. The age of the information provided,
2. The frequency of updates to the information source,
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3. The data provider and purpose of the data collection,
4. The public accessibility of the data availability, and
5. The relative difficulty in falsifying or altering the data.

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1, GDCA may use the documents and data to verify
certificate information, provided that it obtained such data or document for a period no more than the
maximum validity of the certificates. For the subscriber certificates issued by the subordinate CAs of
GDCA TrustAUTH R5 ROOT, #zhfft R54R CAIEYS, and GDCA TrustAUTH E5 ROOT, GDCA may
use the documents and data to verify certificate information, provided that it obtained the data or
document no more than 825 days prior to issuing the certificate, and for validation of domain names
and IP addresses according to Section 3.2.9 (excluding validation method 1) of this CPS, any reused
data or document must be obtained no more than 398 days prior to issuing the certificate.

2020 £ 10 A 1 Hig, 7RSS 10 E ML LU 2 BV SSLE-FA % i %
KAFESR 2 B, GDCA HifR A FUEIE A CPS #5745 2.1 AR M GDCA 158, AFF#H
# EV SSL ilF 15 87 A% 56 UE BT FH (¥ 52 R B30 AA D LA Bt SR il o FEAth 228 (0 iE 13 1847 1%
B ARUFR AT WU £ 03 1) B AL BRI

SR BT LR 5 B 6 20 28 /DR 5 LR 2
® EHZHIME B LA Hh IR S B T LA (BN AA AR FEX D
® UL~ % Wi on B % M {H : “ subjectjurisdictionLocalityName ” ( OID:

1.3.6.1.4.1.311.60.2.1.1 ) , “ subject;jurisdictionStateOrProvinceName ” ( OID:

1.3.6.1.4.1311.60.2.1.2 ) , K “ subject;jursidictionCountryName ” ( OID:
1.3.6.1.4.1.311.60.2.1.3), 44 FH SR A0 A LAY 45 B2 ARIE T3, B R Sifik
FACAE MY UL 3& FH R X

® R SR A A AT LAG A Ry g AR B TE VN 00 75 98 v W e T

IR R EUEVE;
® fEilidat, ZIHRIABRI. B/, TR R RS AT H

Effective as of 1 October 2020, GDCA shall ensure that, prior to the use of an Incorporating Agency
or Registration Agency to fulfill the verification requirements for EV SSL certificates, the
Incorporating Agency or Registration Agency data sources used for EV SSL Certificates will be
publicly disclosed in the repository described in section 2.1 of this CPS. GDCA also uses this data
sources to validate the identities of organizations for other types of certificates.

This Agency Information shall include at least the following:

® Sufficient information to unambiguously identify the Incorporating Agency or Registration
Agency (such as a name, jurisdiction, and website); and,

® The accepted value or values for each of the ‘subject:jurisdictionLocalityName’ (OID:
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1.3.6.1.4.1.311.60.2.1.1), ‘subject:jurisdictionStateOrProvinceName’ (OID:

1.3.6.1.4.1.311.60.2.1.2), and ‘subject:jursidictionCountryName’ (OID: 1.3.6.1.4.1.311.60.2.1.3)
fields, when a certificate is issued using information from that Incorporating Agency or
Registration Agency, indicating the jurisdiction(s) that the Agency is appropriate for; and,

® The acceptable form or syntax of Registration Numbers used by the Incorporating Agency or
Registration Agency, if the CA restricts such Numbers to an acceptable form or syntax; and,

® A revision history that includes a unique version number and date of publication for any
additions, modifications, and/or removals from this list.

3.2.14. ®EBBUERITT P12 B Non-Verified Subscriber Information

WEB ARG BN IIE, REKUEE BB ANIET

The information contained in the certificate must be validated, the information that is not validated
shall not be written into the certificate.

3.2.15. RABUAIA Validation of Authority

PV P B TP NIPEEFS ML 5, GDCA #E4T 41 R 46 -
1 EREEE =07 S UE I IR 55 BB P ORI R R K SR T SR LA A
1E;
2. JEAEE AT BEIPREEEUE R T IE I B T R S U FORSSTEZ N & T IR HLA
L HACRAT AL IR AL
GDCA Fo ¥ HUIE & 45 8 AL NSRBI UE T . 4 g DL R U6 € 7 ) DAEAT
IEF HF AL N, U GDCA A2 AEIZARE A 51 LAMRAEFHIESS B IR . FEUR
BGOSR BTG SRR, GDCA J3i[H] F i & 38 it H BN R 1% 5.

The following verification will be conducted while the representative of organization subscriber
applying for certificate:

1. Confirming the organization from third-party identity verification service or database,
documents issued by government.

2. Using telephone, postal letter with return receipt, employment proof document or any
equivalent way to confirm that the person belongs to above organization and his/her behavior is
authorized by these organization.

GDCA allows an applicant to specify individuals to request certificates. If an applicant specifies, in
writing, the individuals who may request a certificate, then GDCA does not accept any certificate
requests that are outside this specification. GDCA provides an applicant with a list of its authorized
certificate requesters upon the applicant’s verified written request.

58



[] SR RIXZIRIGBEIRDE
m (RO TR e Secun ity AThonityg Coe Lo GDCA %%-U\-‘L[E—\J-k%%m)rlu (V6. 2 ﬁ}i)

3.2.16. HIEAEHEN Criteria for Interoperation

ST H A B IGE RSP, ATLLS GDCA #EAT H A, (H2i%HE AR S
HLEE ) CPS WA 27T & GDCA CP #3K, I H 5 GDCA 283 AH N Pl

GDCA B RAE LN Z, 329 GDCA MIRIENU SRS HIEER, JFh2 %k
HE RIS

#HAEHAET, GDCA RZRALMAE XAEF.

ISR E R AE T LA E . GDCA H 4 T LAFAT .«

Other certificate authorities can interoperate with GDCA. These CAs must ensure that their CPS
are in compliance with the requirements from GDCA CP and sign related agreement with GDCA.

GDCA accepts the information authenticated by other CAs and issue corresponding certificates
based on the agreement.

To date, GDCA has not issued any cross certificates.

If there are provisions of national laws and regulations regarding interoperations of issuing
certificate, GDCA will perform strictly according to relevant legislations.

3.3. FHAFHIERPFIRE LY Identification and Authentication

for Re-key Requests

FEVT RS RIIIAT, 117 5 EESRATH AL S LAORSFUE 508 P A8 . GDCA — M
ZORAT P A A s SR A S IR B, FRAE s B SR

Prior to the expiration of an existing subscriber's certificate, it is necessary for the subscriber to
obtain a new certificate to maintain continuity of certificate usage. In general, GDCA requires
subscriber to generate the new key pair to replace the old one, which is called re-key.

3.3.1. HIHZFHANESTRARRS X5 Identification and Authentication for

Routine Re-key

X AR R OU N R P R, 1 AR A RS U FE B S E S,
WP R4 IERFAS5E, X HE SR 5T DU LA 5T -
®  FHIEXT N BEAIE TS A AE I H A EN U 25 s
®  FHEUEFS LRI APIR FE H 2 A AT IRE s
® L TFEMME BT B .
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For general application of rekey, subscriber must submit sufficient information for identifying original
certificate, such as DN of subscriber, serial number of certificates, etc. Authentications are including
the following:

®  Original certificate issued by GDCA exists.
® GDCA verifies the signature of re-key request using subscriber’s public key in original certificate.
® GDCA authenticates the identity based on original registration information.

T i A Y SR NN ) SO BREE TR, R, 1T E R
SEHTHIT W5 ZIAFA VA S 3 ORI ) S B s i, i I 2%, GDCA
KA TIAE

The renewal of the secret key will cause that the original secret key is unable to decrypt the files or data.
Therefore, the subscriber shall make sure the encrypted documents or data have been decrypted
before they apply for the secret key’s updating. GDCA shall not assume any responsibility incurred by
failure of decryption by the renewal of the secret key.

3.3.2. B EZHEHRR RS X 5] Identification and Authentication for

Re-key After Revocation

GDCA A FEREIEF WA 5 3 B ST -

GDCA does not provide Re-key/renewal after revocation.
34, FEERBIIRIRE X5 Identification and Authentication for
Revocation Request
) GDCA BFEMAMA A CPS4.9.1.1 Ak BE i 75 ZEHUES 1T F Uk iy, AU
R UETS, XFEOLICAUEAT %0 . Qi RIT P RN EREE IR, W4%HEA CPS 55 3.2

TR AT B 40 -

GDCA or RA can revoke a certificate based on reasons stated in section 4.9.1.1 of this CPS without
authentication. Subscribers who request to revoke certificate follows CPS section 3.2.

3.5. FAUREVLABEIPRIRALS] Identification and Authentication

for Authorized Service Organization

& T GDCA ROOTCA iF F(RSA).GDCA ROOT CA iF 5 .ROOTCA iF 5 (SM2).
GDCA ROOT CAl iE BRI CA i k1T F kTS, RA Bk T GDCA A& LLAL,
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GDCA &7 IFZHL RA .

For subscriber certificates issued by the subordinate CAs which are issued by GDCA ROOTCA it
(RSA). GDCAROOT CAE#H. ROOTCAIUEP (SM2). GDCAROOT CA1, GDCAwill serve as RA
by itself, and may also assign another authorized RA.

TR RA, GG LT 2B, sea k. K R IEE I
EEBGEN . HETIRN A AR VAEIRS . RGBT 4E R 2248 PRI HARE .

The authorized RA must have a designated and secure operation location that can effectively prevent
and detect unauthorized access; in addition, it must have designated personnel to undertake the
functions in relation to certification services, system operation and maintenance, and security
management.

AL RA Rl E 5 GDCA —HUK) 224 5g SOz BB G, B35 RS
RGBT AR ST, AN EEMTESE, JF4H GDCA il )5 75 I SE i .
The authorized RA should formulate the security policies and operation management guidelines that
are consistent with those adopted by GDCA, including service procedures and guidelines, system

operation maintenance procedures, personnel management guidelines etc., which shall be
implemented after confirmed and approved by GDCA.

GDCA 5 RA Z21T MM A AE VL, $2AL RA 2042 A CPS $3.2 [E R BUT
By % 5] Ak RA BRI I N L4003 JE A CPS $5.3.1 I EE R . I AL RA NARHE A CPS
$ 5.5.2 FRESR G SCRY A S HEAT RS- AT

An agreement between GDCA and the authorized RA should be reached, under which the authorized
RA shall perform identity authentication strictly according to section 3.2 of this CPS. Relevant
personnel undertaking the RA duties must meet the requirements of section 5.3.1 of this CPS. In the
meantime, the authorized RA must archive relevant documentation and records as required by section
5.5.2 of this CPS.

GDCA X #Z# RA IAEN S iEsh AT I 1%, A Tk 2 B GDCA )24
FWE S 8 G L 5153 W I 3OS . AYE s L, A I AR AL
RA FREACGIE; ZEAA, W GDCA STHIE =4 (H %A RA HE % .

GDCA will monitor the certification services provided by the authorized RA to inspect whether or not
its business activities comply with the security policies and operation management guideline adopted
by GDCA. In case any violation of policies or guideline identified, GDCA will notify the authorized RA
to take remediation actions within a given period, should no such actions taken within the given period,
GDCA will suspend or terminate the business of the authorized RA immediately.

i& T GDCA TrustAUTH R5 ROOT #FEH. ¥ ZF{t RS 1R CA #FH. GDCA
TrustAUTH E5 ROOT & & I 2 CA FiZE R HIT FES, GDCA HATIHALIET RA, A
AT WL RA

For subscriber certificates issued by the subordinate CAs which are issued by GDCA TrustAUTH R5
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ROOT certificate, #1ZR71 R5 4R CA certificate and GDCA TrustAUTH E5 ROOT certificate, GDCA
will serve as RA by itself, rather than assign another RA.

A EBEAEHEBIEESR Certificate Life Cycle Operational

Requirements

H CAIE RS K2 HFAE, GDCA ZR AN ANRENES . HUZRENER 4 %L
— Mk 3 BN, KA 5 4 BB B E B A Z0Wh 5 AFE AN &
FRFBCFAE B ROAA 10 AP SSL/TLS AR5 #8E 15 (18 #4398 Kk LA
W, AR LZUEBIARIHE N 39 MHLLA, SIMIME 224 My AHIEF 6 R0 825 K
LA . —NTEEEMERAE A F AR RS IRIE. Bk RAT. R HER. RN,
JEFEESup

From the issuance date by GDCA system, individual and organization certificates are generally valid
for a period no more than 3 years, with a maximum validity not exceeding 5 years; time stamp server
certificates are valid for a period no more than 5 years; equipment certificates are valid for a period no
more than 10 years; SSL/TLS server certificates are valid for no more than 398 days, and
CodeSigning certificates are valid for a period no more than 39 months, S/MIME certificates are valid
for no more than 825 days. Awhole certificate life cycle includes the application, verification, issuance,
distribution, renewal, logout, revocation and archiving, etc.

4.1. iEF5HF Certificate Application
4.1.1. UE5 B % 5248 Who Can Submit a Certificate Application

RS FE SEAR A E AN NN B A ISLIE N SRS A SR (B E X HLG Shlk s
A2 BIARRN R AASE) o

Entities of certificate applicants may be individuals and organizations with independent legal entities
(such as government agencies, public institutions, social organizations, people's organizations and
other organizations).

4.1.2. FEMHE FE 5 3 4F Enrollment Process and Responsibilities

1 EB AL
1) TS AR R
2) T PUBHIBLG AR GDCA IFENHILR (RA BR LRA) HEATIEHS i,
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Certificates registration process

Subscribers shall fill in the certificate application forms.

Subscribers shall submit the corresponding application materials to the registration authorities,
i.e. RAor LRA of GDCA, for the application. After reviewed by RA, the request data are recorded.
The reviewer and entry clerk are two different system operators respectively.

The certificate requests submitted by RA shall send to GDCA through the secure channel.
GDCA issues certificates according to the registered agencies’ requests.

RAs deliver certificates to the subscribers in a secure way.

Responsibilities

The applicants should learn about the agreed-upon matters stipulated in the subscriber
agreement, the CP and the CPS etc. in advance, particularly those in relation to certificate usage,
rights, obligations and warranties.

The subscriber has the responsibility to provide real, complete and accurate certificate
application information to GDCA.

RAs shall ensure the consistency between certificate application information and identification
which subscribers provided and bear corresponding responsibilities of review.
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4.2. EPHIFEAE Certificate Application Processing

4.2.1. A5 % 5 ThEE Performing Identification and Authentication

Functions

4 GDCA S HEMHUIEZ ZT P IIE fiig J5 , %A CPS 3.2 IR, 1T/
HAT B AR5 %00

GDCA TEACFEAE A+ FRE I R o, i i G 20T B ORAIE -5 B 5 IEH 1 FR s 5 B
75, IEIIEBRER G EHIRIES .

%1 T ROOTCA (RSA)FF5 . GDCA ROOT CA i 5. ROOTCA (SM2). GDCA ROOT
CATIEPBZER ML CA Fra& K T kS, # GDCA 1R CPS 3.2 $5 5 RIFIRT 1AL
I8 BT B ST [ A ) AN R I A5 B KA RO s BoR R AL, ) GDCA Rl %
Bl ORI SO, SRR E R X T i GDCA TrustAUTH RS ROOT HE45. #%
4% RS #8 CA {EF5. GDCA TrustAUTH ES ROOT Z K s 26 CA BT KT Pk,
# GDCA R4 CPS 3.2 457 ARIEFRAF 1B Bk B S i [ AN 825 R (GGRAFHIE
440 TP ik ) B8 IE R BRSO OIS 1) Sk 398 KD HiZfs BoR &4 481k, M GDCA ]
i FZ AR BRI SO, A SER T s S .

After GDCA and its registration agencies receive the subscriber’s certificate application, they will

perform identity recognition and verification of identification over the subscriber according to the
requirements of CPS 3.2.

In the process of certificates application, GDCA will take effective measures to ensure that the
certificate information is in line with correct application information, and the certificate is issued to the
right applicant.

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCAROOT CA1, GDCA may use the documents and data to verify certificate
information, provided that it obtained the data or document (according to section 3.2 of this CPS) for
a period no more than the maximum validity of the certificates, and provided that no changes occurred
to the documents and data within such time period. For the subscriber certificates issued by the
subordinate CAs of GDCA TrustAUTH R5 ROOT, #Zz#f 4% R5 R CA iE45, GDCA may use the
documents and data to verify certificate information, provided that it obtained the data or document
(according to section 3.2 of this CPS) no more than 825 days prior to issuing the certificate (and for
validation of domain names and IP addresses, any reused data or document must be obtained no
more than 398 days prior to issuing the certificate), and provided that no changes occurred to the
documents and data within such time period.
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4.2.2. UE 45 B iE fL #E A5 48 Approval or Rejection of Certificate

Applications

42.2.1. UETS B 1% AL #E Approval of Certificate Applications

GDCA VEMHLA Tl 58 i 1 UEH5 H5 Fr A 2 7 A O BRI R SR HiE K
GDCA i & AT IE 2 E R AL IR H G
After GDCA's registration authority successfully completes verification steps for the certificate

application and submits a certificate request, when GDCA formally issues certificates, it means
GDCA has approved the certificate application.

WRFFE NIRSEAE, JEMHLE (RAD AT LAHEAEIEFS B

1. I B EAR CPS 3.2 KT 7 G473 I bR RIS S € +
2. HEF RS2 ECE A ROGT UM A REDR

3. HIEH CAIRIBHUE AT T AHRI B H .

RA will approve the certificate requests, if the following conditions are met:

1. The application shall completely meet the requirements from CPS section 3.2 regarding the
subscriber's identification information and authentication.

2. Applicant accepts or has no opposition regarding the content or requirements of the subscriber's
agreement.

3. Applicant has paid already in accordance with the provisions.

4.222. UETS B HIFE 48 Rejection of Certificate Applications

WARRAETRHER, WM (RAD FEZEIEF HA

1) ZHIEAFEA CPS 3.2 KT 7 S (R hr iR AL I €

2)  FRIEE AN RRER AL T I & UE WAL

3)  HIEE R ECE AN RRIEZAT P I RN AR EER

4) B A B AN RENS 1 R E SO R 2

5) HEIUE A ICANN(The Internet Corporation for Assigned Names and Numbers )
e H g TLD (TRZE 44 ),

6) GDCA BUEVEMHU N AL Z R iE 2% GDCA R G AR S B E Bk

If the following circumstances happened, GDCA refuses the certificate application in case of the
following situations:

65



[] BSHENNIERAERAE
Soen T GDCA HEL 7~ AEMV SR (V6. 2 J§D

1) The application does not meet the specifications of subscriber’s identification and authentication
in CPS 3.2.

2) The applicant cannot provide the required identity documents.

3) The applicant opposes or does not accept the relevant content or requirements of the
subscriber's agreement.

4) The applicant has not paid or cannot pay the appropriate fees.

5) The requested certificates contain a new gTLD under consideration by ICANN (The Internet
Corporation for Assigned Names and Numbers).

6) GDCA or RA considers that the approval of the application will bring about controversies, legal
disputes or losses to GDCA.

Xf+ GDCA TrustAUTH R5 ROOT k5 Hr 22 A R5 #R CA 1E+15.GDCA TrustAUTH
ES ROOT %ML CA BRIV FHES, W R s i 45 1E 5 AN B, Bk
GDCA i\ b Z HiE LA m X, GDCA MAE45i% i, GDCA MR s 8 Ik
B RE) PR IR AR DT 4% 2 A S IBURBILI S5 58 =7 R AT 44 B, BRAIL I
WATFRIE PR E, 50 GDCA 2 Al B PR %BE X 25 4 £ Bl I At 1V B FF 3 B R
6 28 (9 IE 517 SR B ETS L AIGESIE 15 i KUK R 5 B3R, TERE 215 F i IS
Ko BiZIIRE L. WTFHRP B HEN, GDCA K BHHEAR LI A .

XFFARLEIEF S, GDCA 8 A1 % H L4 H i R

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT
certificate, #{ZeAH{X R5 4R CAEF and GDCA TrustAUTHES ROOT, if the application is prohibited
clearly by laws and regulations, or GDCA considers that there are highly risks to approve the
application, GDCA shall reject it. GDCA establishes and maintains a list of high risk certificate
applicants according to the list provided by anti-phishing alliance, antivirus vendor or related alliance,
government agencies which are responsible for network security affairs and other third parties, or the
disclosure of information through public media reports, or previously rejected certificate requests by
GDCA due to suspected phishing or other fraudulent usage or concerns. GDCA will query information
from the list during accepting certificate application. If the applicants appear in this list, GDCA will
reject their application directly.

For the rejected certificate application request, GDCA will notify the applicant about the failure of
application.

4.2.3. AL IR B E B [B] Time to Process Certificate Applications

GDCA AL MR RE M & FES J RS PRI TS BB 15 S — BEM LRk
B 7P AR RE S, R 2 A TAEH WAEHES HIS .
VEA AU BE 15 4E RIS [ S PR P A BEAE S R BGR THE S I AR B H S, 528
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AR RS T OGS B 15 S i B T GDCA HAE BEEK

RA authorized by GDCA will make a reasonable effort to check the certificate application information
as soon as possible. Once RA received all the necessary information, it will process the certificate
application within 2 working days.

The capability of the RAto process the applications within the period mentioned above will depend on
whether the applicant has submitted the true, complete and accurate information as well as responded
the management requirement of GDCA in time.

4.2.4, INENFIHZAL (CAA) Certification Authority Authorization (CAA)

X}F GDCA K I3 /& CA/I % #%183% EV Guidelines. Baseline Requirements Z5K
[ A JE RS AT B SSL/TLS iE-15, GDCA it 28 K AIE 15 3 #5542 47 Jig 100 v f 4 —
dNSName {#f CAA iCFA A, FHEE A3 1HExR.

GDCA % RFC8659 [{HlsE ibH “issue”s “issuewild” K& “iodef” )@ PEFRZE
# “issue”. “issuewild” FRZEH A E “gdca.com.en”, N GDCA ANZE KN N FIAIE 155
£ CAA iC® P HBL “iodef” #7345, M| GDCA 5 Wi & 1018 f5 e & B N AU IE TS

GDCA LAN%1 CAA i F &R RMAG NN AT RAIEF ) 5%AF: 1) 1E9F GDCA 1)
Bemli it ) CAA SRR 2) BT — R EH &K CAA Ids%;: 3) WA e
X ANFAAE SR 7] ICNNA AR X 32 1) DNSSEC Rk 5% .

For the publicly trusted SSL/TLS certificates issued by GDCA and conform to the EV Guidelines and
Baseline Requirements of the CA/Browser Forum, GDCA will check the CAA records and follow the
processing instructions found for each dNSName in the subjectAltName extension of the certificate to
be issued.

GDCA processes "issue", "issuewild", and “iodef” property tags according to RFC8659: GDCA will not

issue corresponding certificates if the "issue", "issuewild"property tags do not contain“gdca.com.cn”.
In case the property tag “iodef” is present in the CAA records, GDCA will determine whether or not to

issue certificates after communicating with the applicant.

GDCA treats a record lookup failure as permission to issue certificates if: 1) the failure is outside the
GDCA's infrastructure; 2) the lookup has been retried at least once; and 3) the domain's zone does not
have a DNSSEC validation chain to the ICANN root.
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4.3. EFZKR Certificate Issuance

4.3.1. ERFRIEPEMIE (RA) FEFINERSHE (CA) BTN

CA Actions During Certificate Issuance

R CA [E 25K H1 GDCA UM E D 2 Z (G NS5, Hrp— NI R i B
BAR 4, AR CA PUTIE B A1

TEUEP AR R RA (B 01 61 SE P A I d i, JREd B E RA RGUK %
RAEBHIE R EHE CA MIEBS K RS RA KiE CA MIEBERIEREBIE RA 1)
B S50 515 BAREE T I, R ORIE SRR BN IEMTY CA IERZEK R4St .

CA HHEBZR RGAERTT RA HHEBRAERIE, *RE RA B5 BTN 5
fif, T ABERERSERIER, IEBRERREERIT .

GDCA TERUEIEF I 2 )5, W2 RIE o IEFS 58 K B LU IE R 5 AL 5
25e 4 IE M HEAE THE P

I GDCA 25 R IIE57E 24 /INRF N AR 3K

XFF2025 423 15 H4 KRB JE% K 1) SSL/TLS iE-+HS, fEIEH2E K 21T, GDCA
DIRXH A AAEH (TBS WEH) 34T linting #3

At least two trusted person authorized by GDCA are required in order for the root CA to perform a
certificate signing operation, one of whom deliberately issues a direct command with respect to
certificate issuance by the root CA.

In the process of issuing certificate, the RA’'s administrator is responsible for the approval of certificate
application, and sending certificate issuance request to the certificate issuance system of CA via the
RA system. Issuance request which RA sends to CA must include identification with the measures of
information security. RA must ensure that the request is sent to the correct CA certificate issuance
system.

After obtaining the RA certificate issuance request, CA certificate issuance system authenticates and
decrypts the requests. For the valid certificate issuing request, certificate issuance system issues the
subscriber certificate.

GDCA will issue the certificate after approval over certificate application. The issuance of the
certificate means GDCA approves the certificate request formally.

In general, certificates issued by GDCA will take effect within 24 hours.

For SSL/TLS certificates issued on or after March 15, 2025, GDCA must perform pre-issuance linting
to check the tbsCertificate (to be signed Certificate).
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4.3.2. BTN UE AR &5 ML Ay M LM X 3T P BRI @ 45 Notifications to

Subscriber by the CA of Issuance of Certificate

GDCA 2 RICA T JURIE &5 75 2 JiT )
1o LT BAR o 52 2R RT3
2. HLTHBA: (e-mail);
3. s E TR EAIT T CUn S B2 B A T O
4. HAth GDCA I NZ 4w 47 77 3.
GDCA will take the following notification ways to inform subscribers:
1. Electronic or paper receipt
2.  E-mail
3. Face to face (such as the applicant gets certificate from LRA, etc.)

4.  Other secure and practical manners considered by GDCA

4.4. {EHEESZ Certificate Acceptance
4.4.1, T A SE S 4T~ Conduct Constituting Certificate Acceptance

1L AT BATUI RS T T GDCA UEH RS Pt RE -~ 3 B 8 Ul Bk b, e Tk
SEHRRIAARAT P32 T

2. GDCA VEMAHUEAEE T N EAES, N EESR YR A ek, 1T
JES T B BRI 2 THETS.

3. PR TRMIEB T, I HBCH IR R IE B B I T RN A

4. AT P RONAIEFS SIS N A B R AR RN

1. Subscribers access to specialized GDCA certificate service website, then download certificate to
the certificate carrier, that means subscriber totally accepted the certificate after it has been
downloaded.

2.  When RA of GDCA downloads the certificate on behalf of subscriber, the downloaded certificate
will be kept in digital certificate carrier. Once the subscribers accept the certificate carrier, the
subscribers accept the certificate.

3. Subscribers have received the way of obtaining the certificates, and no objection of the
certificates or their contents.

4. Subscribers failed to oppose or conduct the operation of objection over the certificates or the
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content of certificates.

X+ GDCA TrustAUTH R4 OV SSL CA /& GDCA TrustAUTH R4 CodeSigning CA ilF

PRI PAUES:, MR -

1 PB4V T GDCA EF IS5 Wt RAIE N 3, R 45 458 R RIS AT 4
% TUE.

2. GDCA JEMHUATEIT PRIV, REITF FEOES, IHFEUE i e 2 5 mh
GDCA INAATFETT R AT Y, BIREAT P2 THET .

3. WHESZ TIREERRTT, I B R ROGIE a2

4. TP SOSHIEFS B IR 5 P 28 I ER AR SR

For subscriber certificates issued by GDCA TrustAUTH R4 OV SSL CA and GDCA TrustAUTH R4
CodeSigning CA Certificate, the following behaviors constitute acceptance of certificate:

1. Subscribers access to specialized GDCA certificate service website and download the certificate.
When the certificate is completely downloaded, it represents that the subscriber have received
a certificate.

2. GDCA's RA downloads certificate on behalf of the subscribers, when a subscriber receives a
certificate from RA through e-mail represents that the subscriber has received the certificate.

3. Subscribers have received the way of obtaining the certificates, and no objection of the
certificates or their contents.

4. Subscribers fail to oppose or conduct the operation of objection over the certificates or the
content of certificates.

4.4.2. BT AERF VST ET R AT Publication of the Certificate by the

CA

WP 2R 5, GDCA AE 24 /NS K% IT P IE - & A1 B GDCA B H sk IR% R4t
[, GDCA ##E Google ] CT 5l% (https://github.com/chromium/ct-policy), KT J
44 15 BRATE S D =4 CT ss4h.

GDCA R E . M HFIRS B SR A0 T2 RAEFS o 28 56 BB BLH R AT 3]
FHEMSS S, SREEE T AW, K H RS2 EE A SRS B H RS54
RS PR BT T

After a subscriber receives a certificate, GDCA issues the subscriber certificate to the GDCA directory
service system within 24 hours. As per the Google CT policy (https://github.com/chromium/ct-policy),
GDCA embeds in the SSL/TLS certificates the signature data from at least three CT servers
recognized by Google.

GDCA uses the main and subordinate directory server architecture to distribute issued certificates.
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Issued data are directly released to the main directory server, and then through the master-slave
mapping, the main directory server data automatically synchronized to the subordinate directory
server for subscriber and relying party to query and download.

4.4.3. BT E AR %% BL G X FoAh SE 4k (3@ 45 Notification of Certificate

Issuance by the CA to Other Entities

GDCA J3E ARG AN Hodth SR iR 47 38 5 o HoAh SR wT LB N H iR 4538 £
3] GDCA T &% R INETIEP.

GDCA and RA will not notice to other entities. Other entities can obtain GDCA'’s issued certificates by
querying the directory server.

45, ZHAXTAEHFEH Key Pair and Certificate Usage

4.5.1. TP FIRAHFIER KR fEH Subscriber Private Key and Certificate

Usage

PR TIE R HIE % T GDCA Fr KINIER )G, ¥ hCAaREEsS
GDCA. RHi 7 A BRI S5 25k VT P B2 B Aib 15, R BUA B e 2235
DRAFFCAIE A5 00T 7 P A BH 8k G R 2 BB A

TP R RETEE I RVEHE. A CPS DAKAT P W O 5 I P £k L RLBH RIIE 3

X FAELUESS, HAVATTH TXHME B4, TP NARIFRASL NN . T
IVEAESS, FAVEH AT TR B X R A N A (15 BT A . 7EE B s <
Ja, AT b Zius IR AR HIZUE X B A FARH o

X SSL/TLS EH:, 1T/ A STAEA S5 PRAE R AEIEFS b A1 H 50 3 U] 42 56 182 F) il
AL
After the subscribers have submitted certificate application and received certificates issued by GDCA,
they are deemed to have agreed to comply with the terms of GDCA, relying party related rights and

obligations. The subscriber who receives the certificate shall take appropriate measures to properly
keep the corresponding private key to the certificate from unauthorized use.

Subscribers can only use the private key and certificate in the CPS specified range, and under
applicable laws and the subscriber agreement.

For the signature certificate, the private key can be used for the signature of a message. The
subscriber should know about and confirm the signature content. For the encryption certificate, the
private key can be used to decrypt the information which uses the corresponding public key to encrypt.
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After the certificate expires or is revoked, the subscriber must stop using the certificate’s
corresponding private key.

For the SSL/TLS certificates, the subscribers undertake an obligation and warranty to install the
certificates only on servers that are accessible at the subjectAltName(s) listed in the certificates.

4.5.2. KT AHRIEF F)fE H Relying Party Public Key and Certificate

Usage

BB B BN BB T LG R, A ST LU AR
1. REECT 0 B IR S A5 AT 5

2. HRINIZEE AN RLIE T R A 5 (5 AT (FE 15 5

3. A i) CRL BL OCSP AN 12544 0 L RIE 5 42 75 4R |

4. EFS I FEIE FH T 5 R 44

5. fEAE BRI AR 4

6. AETUEFIAE RO

When the relying party has received the message with digital signature, the party has the obligation
to carry out the following operations to confirm:

1. Obtain digital signature’s corresponding certificate and trust chain.
2. Confirm that the signature’s corresponding certificate is the one trusted by the relying party.

3. Confirm whether the signature corresponding certificate has been revoked by querying the CRL
or OCSP.

4. Certificate usage is suitable for the corresponding signature.
5. Use certificate’s public key to verify the signature.
6. Check the validity of the certificates.
PSRN TS, IR A ST E A A E R .
ARHR T T BRIV EAS BRI T, AU & U R 1R A 2 7
5, ARG FIES B ARG BN o AU RO N A5 1E RN 2545 B — R %k 45
25

huf

If the above conditions are not met, relying party has the responsibility to refuse to sign information.

When the relying party needs to send an encrypted message to the receiving party, the party must first
obtain the encryption certificate of receiving party through proper channels, and then encrypt the
information using public key of the certificate. The relying party should send the encryption certificate
and encrypted information to receiving party.
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4.6. MEPHEH Certificate Renewal

UEH BB A SO IEF T P A HEH AR FTE BN, RIT 2K — ko
HEFSS

Xt+ H ROOTCA (RSA) iEf5. GDCAROOT CA iE+i. ROOTCA (SM2). GDCA
ROOT CAl iEBEK ML CA IR AT RS, S8 JE 7 BRI B E 2,
WP IR RES U JEOE B S5 S, WiT PN . IEBF SIS, R EE IR
ARG AHMER HIEE RS,

Xf T GDCA TrustAUTH R5 ROOT iE-+f5. & RS R CA iE+45. GDCA
TrustAUTH E5 ROOT 25K I 2% CA P25 BT e+,  BEHT F G ZOR AR S HTIK
i —#f . GDCA # ¥ Baseline Requirements [ 3K i A& 75 2 FH I AT UG AIE 15 B -
HAEAE P R AT, GDCA AR CPS 3.2 Fi8 & R UF IR (208 ik W ST A (i TR) AN i 825
R (Al 44 T TP i il P9 56 U 008 B0 s TR AN 398 R0 HZdAE B AR K AE2 4K, Il GDCA
A A PR 2 BIE B S

Certificate renewal is the issuance of a new certificate to the subscriber without changing the public
key or any other information in the certificate.

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCAROOT CA1, when renewing a certificate, the subscriber no longer needs
to submit certificate registration information, instead, he/she only needs submit sufficient information
which can identify the original certificate, such as subscriber DN, certificate serial number, etc. using
the private key of the original certificate to sign for the renewal application information containing of the
public key.

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT, #%&
B R5 4R CAEH, and GDCA TrustAUTH E5 ROOT, the requirements and procedures for renewing
the certificates are the same with those for the initial certificates request. GDCA confirms whether or
not to use the previously validated information according to the Baseline Requirements: GDCA may
use the documents and data provided in section 3.2 to verify certificate information, provided that it
obtained the data or document from a source specified under section 3.2 no more than 825 days prior
to renewing the certificate (and for validation of domain names and IP addresses, any reused data or
document must be obtained no more than 398 days prior to issuing the certificate), and provided that
no changes occurred to the documents and data within such time period.

4.6.1. EREHKIEIE Circumstances for Certificate Renewal

XFT GDCA 25K 251 P BIESS, 1T P AR UE 5 2 B AT 2E AT Uk 58T .
%FF 1 ROOTCA (RSA) iF45. GDCAROOT CA iF+. ROOTCA (SM2). GDCA
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ROOT CAl iEHZR M CA B & HIT FHAESS, 1T/ A7 e GDCA IE4 Al 45 W4 i
5# 5] GDCA HJEMHUEATIER EH M ARG, FEIEBERLRESEMEL, &
Gi4x BRI 1015 B

Xf B GDCA TrustAUTH R5 ROOT iEf5. #zhf X RS R CA 1F15. GDCA
TrustAUTH E5 ROOT 2K IKH %% CA Fras K IMAT FESS, 1T P J& 18 g 1 2R IRAS
EMEE. WEBE G, 7 B e .

ST SSL/TLS UEHS, GDCA #5211 F/EA B B i E e . 1T/ ik
WHEFN, GDCA FTxf il F A B TR A, DA\ LR 5 989 %50, W 99541,
VUL SRAT P 4R 28 75 R 4

For the subscriber certificates issued by GDCA, the subscribers need to submit the certificate update
request before the expiry of the certificate.

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1, the subscriber can access the GDCA Certificate Services
Website or GDCA Registration Authority for certificate renewal application before expiration. Applicant
for certificate renewal has no need to fill in the registration information, while the system will
automatically obtain the information.

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT, %%
7 R5 4R CA LTS, and GDCA TrustAUTH E5 ROOT, when renewing the certificates, the subscibers
shall submit the registration information as they do for the new certificates requests. If the certificate
had expired, the subscriber must apply for a new certificate.

For SSL/TLS certificate, GDCAaccepts the subscriber to apply for certificate renewal without updating
the key. When a subscriber requests to renew a certificate, GDCA will check whether a key submitted
is a weak key, and will require the subscriber to renew the key pair if the submitted key is proved to be
weak.

4.6.2. B RIEHEH 524K Who May Request Renewal

8 SRAIE A5 T 9 fONE AT P

The entity who requests certificate update is the subscriber.

4.6.3. IEHEFEREIAEE Processing Certificate Renewal Requests

SFFUET T, HAAR SRR RIERIE. %), ZRUET . X I 36 IR 4 51
T LR JUAN 5 T -
1. W HFEBAAE I Hoit GDCA P&k
2. BOAIEE P H R SR AEVE AT HABR Y 5
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3. R EIENME BT S 2

For certificate renewal, its process includes application and verification, identification, and issuance
of the certificate. The verification and authentication of application shall be based on the following:

1. The original certificate of subscribers exist and issued by GDCA
2. Validate the certificate update request is in validity period.
3. Identity verification based on the original registration information.
fE UL RIS IE AN S 5@ 5 GDCA 7 AT HtHEZ R AEF .
FEUEFS RIS, 3T 7 AT LU SR AR B0 B SR AT 2544, GDCA B 2xf FL - 1)
ZAAMAH . ERERNAE IS BT BRI AR ME— P 56 UE A % R

GDCA can issue certificate only if all the verification and identification above are passed.

When the certificate is updated, subscribers can use the original private key to sign the update
request, and GDCA will verify and identify the validity, legality and uniqueness of subscriber’s
signature and public key, user information of the update request.

® T FXTHIEE BT 4, CA FHHEEIEBH A AT 244 TR
® I JEMEREA KA, CA FET HIFAE FME BT Hi 78 &5 fiuE

® Subscriber signs off the application information, and CA verifies signature by the original
certification’s public key.

® There is no change on subscriber's registration information, and CA issues a new certificate
based on their original registration information accordingly.

VP AT BLIE % — M A RTARIE 5 AR R AR REAT UE S B8, 42 IEAS CPS 27 3.2 122
SRAR ST BLHIE S HE AN S IE M B . GDCA FEAT AR 1% 150 T #B AT 4 X AT 4A I 5 A
T A9 5 XA e 5 ST I 1) S 1 A B T B

Subscribers can also choose the initial certificate application process to apply for the certificate
update, and submit the application and identification information required based on CPS 3.2. In any
cases, the identification of initial certificate application process will be used for the method of
certificate update.

4.6.4. MR FEB ST P E@ % Notification of New Certificate Issuance

to Subscriber

A4 CPS % 4.3.2 i,

See CPS Section 4.3.2.

75



[] SR RIXZIRIGBEIRDE
m (RO TR e Secun ity AThonityg Coe Lo GDCA %%-U\-‘L[E—\J-k%%m)rlu (V6. 2 ﬁ}i)

4.6.5. R ZEFIEHRIITAN Conduct Constituting Acceptance of a

Renewal Certificate

A4 CPS 55 4.4.1 7.

See CPS Section 4.4.1.

4.6.6. HFIMNERE VX EFUE B KA Publication of the Renewal

Certificate by the CA

[A] 4 CPS % 4.4.2 715,

See CPS Section 4.4.2.

4.6.7. BTN E AR 5 BL i X FoAh SE 4k ()38 45 Notification of Certificate

Issuance by the CA to Other Entities

[A] 4 CPS % 4.4.3 71,

See CPS Section4.4.3.

4.7. ERELHEH Certificate Rekey

U % BH SR 4R 1T P B AR 2 15 38 A B — X i 3 B O FR I T A A K — AN BTk
5o

UEF 3P RN E e ARSI PEMME B, W IR RO e B 2 B E R
WAT PB4 IEPFR SIS R MR AARHE P S P EWE R4 5, JF Lk
AP I SR IE .

Certificate Rekey refers to generating a new key and requesting to issue a new certificate for the
new public key by the subscriber or other participants.

When the certificate key is updated, the subscriber has no need to submit the registration certificate,
while can only submit sufficient information that can identify the original certificate, such as
subscriber's DN, certificate serial number, the certificate key renewal signature of the original
certificate's corresponding private key, and send a new public key for applying a new certificate.
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4.7.1. IEREHEFHIEF Circumstances for Certificate Rekey

GDCA [IE-F % 5 EH A EA R T LA M &
1 UEP AL EE T U e
2. AEPEI,
3. ETHAR. BORLAEK, GDCA ZRIEHHEH .
GDCA certificate re-key including but not limited to the following circumstances:
1. Revocation certificate due to private key leakage.
2. The certificate expires.

3. GDCA requires certificate key update based on the security reasons of technology and policy.

4.7.2. T RIEBZEHAFEFTHISL/A Who May Request Certification of a New

Public Key

HRAE P ST S 54T

The entity who requests re-key is the certificate subscriber.

4.7.3. ERFHEIIERFIAHE Processing Certificate Rekeying Requests

GDCA S F 4555 5 5 39 1 SR P Acs F 38 o F 5 5 3 1 SR A FRIRRE 58 o
GDCA iF 15380 5 3nia R P A FERFE R A CPS 28 4.6.3 ik

The process of certificate key update request is completed by the process of certificate update
request in GDCA.

The process of GDCA certificate key update request is described as CPS section 4.6.3.

4.7.4, MR FEREHT P HIE S Notification of New Certificate Issuance

to Subscriber

{4 CPS %5 4.3.2 7.

See CPS Section 4.3.2.
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4.7.5. 1o BB 2 B A HTUE T 4T N Conduct Constituting Acceptance of a

Rekeyed Certificate

A4 CPS 55 4.4.1 5.

See CPS Section 4.4.1.

4.7.6. B FIAEAR S LM 0 25 43 B FriE 5 i R A7 Publication of the Rekeyed

Certificate by the CA

PSR JE, GDCA £ HAE A 8] REZ0T 7 B8R R+ & A £ GDCA
INIERSIE 2

After subscribers receive a certificate, GDCA will issue the subscriber updated certificate to the
GDCA directory service system in the specified time.

4.7.7. BT AR 5 BL G X Fo A SE 4k ()38 45 Notification of Certificate

Issuance by the CA to Other Entities

A4 CPS % 4.4.3 7.

See CPS Section 4.4.3.

4.8. EFHZTE Certificate Modification

EFE B AR, TP AUET TS . GDCA A T452 0 2k HIFTIE 3 1)
P A2 BRI R

When there are some changes over the certificate information, subscriber shall apply for the
certificate again. GDCA will not accept the request of modification on the certificates which are
already issued.

4.8.1. IEFEZEFEIE Circumstances for Certificate Modification

GORAT PSR REAME R A A, A2 GDCA 2 HEF5 22 5

WARAEP A S E B A W BERMT B 55 A, AT 7 AN BE FRFIE 522
B, R BERAHIZIESS, P ER IR e

UEF5 AL B B AMIE P B P A (KR . 2% — 38U
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If the registered information which subscriber provide has some changes, the subscriber has to
submit the certificate modification to GDCA.

If information contained in the certificate changes that may affect the rights and obligations of
subscribers. The subscriber cannot apply for the certificate change, and he/she can only revoke the
certificate then apply for a new certificate again.

Both the procedures and conditions of the certificate application and modification are the same.

4.8.2. 15 RIE P2 E 248 Who May Request Certificate Modification

T SRAE 528 B A SEAR O IEAS T 7

The entity who requests the certificate modification is the subscriber of the certificate.

4.8.3. IEHEEER KA Processing Certificate Modification Requests

EF538 A MRS UE S A E M A AT A 2

The certificate modification is processed following the registration procedures where the first
application for a certificate.

4.8.4, R FEREHT P RIE S Notification of New Certificate Issuance

to Subscriber

[FlA< CPS %5 4.3.2 i

See CPS Section 4.3.2.

4.8.5. W ERZZEE S M AT AN Conduct Constituting Acceptance of

Modified Certificate

[A A< CPS % 4.4.1 5.

See CPS Section 4.4.1

4.8.6. B INERS AN ZEIES K KA Publication of the Modified

Certificate by the CA

WP G, GDCA 75 H R e FIT 8] AT FHIE T & A 2 GDCA 19 H & i
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After subscribers accept a certificate, GDCA will issue the subscriber certificate to the GDCA
directory service system in the specified time.

4.8.7. BN E RS LA X Ho A S2 4R K38 45 Notification of Certificate

Issuance by the CA to Other Entities

[F] 4~ CPS % 4.4.3 i

See CPS Section 4.4.3.

4.9. IEPFHEEEMER Certificate Revocation and Suspension

4.9.1. IEBHEEE KB TE Circumstances for Revocation

4.9.1.1. T PER#ERERE Reasons for Revoking a Subscriber Certificate

A LA MBS ) — R fl, GDCA WA ZAE 24 /NS 22 N HAHAIE TS -

VTP DA T R R SRR L 5

TSN GDCA SRAIIRIE S E SRR BB HABEIE 3 B3R AUT 9,

GDCA 315 JubdE, UEWSUEHS AR BT - R HE 2 1 e 5

GDCA 343 T iEHE, UFBIXHIEFS 1 FQDN, 1P bk 53 MR A7 b bk (1) 35 4 352 A B il AL

(RT3 LEAS LA A 5

5. CA # A El T Al T P ARV R A IGIE M ik, BRI IE TR G A R 5 1
HHAE (Bt Debian §5%4%7, W.: http://wiki.debian.org/SSLkeys), BAFE7E W]
A TRIE S -

A HILLL RSB i —FELZ B, CA RITE 24 /NI PIESIE TS, HALZITE 5 K2
PR T
WE AN FAF & Baseline Requirements 2 6.1.5 717 )2 6.1.6 15 A CE K 5
GDCA 3R73 1 E 538 2152 F B IR
GDCA 3RBIT i 73T P L. CP/CPS H i — T Bl % 10 8K 57 4F;
GDCA K& TR W] FQDN 5 IP Huhik 4 A Rk vE ] (Ban, FEvER ek
i 5 QA T A A A BT, A T N R R AR VR AT &
ARG P 25 1, B R A AR R S T 4 ) s
5. GDCA 3R 558 BC A IE P B T %0 B A BR O 12 S P 1) 48044
6. GDCA FRZBUEF T &5 B H I AL

M w0 b

A w0 o
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10.

11.

GDCA FRBRIE P 125 Kk K BEFF A Baseline Requirements 3K 5 GDCA [{] CP & CPS;
GDCA A ATAA 504 5 0 ILETE T R K45 BONHE RS B

GDCA & ## Baseline Requirements 22 K UE AL K80, Bkl s 2k, Bk
Hakg: 485" CRL/OCSP {5 B/

CPS WA ST M JEAT WAL IR B2 AN T BT (BHAS s FAR R E . T ENLBURAE R V&
HEL S BT EVEE ISR BURAT Y SO B A A 0 R R R H b
SR B

GDCA C&JEATMHA LS5 )E, W AR IRS .

GDCA shall revoke a certificate within 24 hours if one or more of the following occurs:

1.

2.

The subscriber requests in writing that GDCA revoke the certificate;

The subscriber notifies GDCA that the original certificate request was not authorized and does
not retroactively grant authorization;

GDCA obtains evidence that the subscriber's private key corresponding to the public key in the
certificate suffered a key compromise; or

GDCA obtains evidence that the validation of domain authorization or control for any
Fully-Qualified Domain Name. IP address or mailbox address in the certificate should not be
relied upon; or

GDCA is made aware of a demonstrated or proven method that exposes the subscriber's
private key to compromise, methods have been developed that can easily calculate it based
on the public key (such as a Debian weak key, see http://wiki.debian.org/SSLkeys).

GDCA should revoke a certificate within 24 hours and must revoke a certificate within 5 days if one

or more of the following occurs:

1.

2.

The certificate no longer complies with the Baseline Requirements section 6.1.5 and 6.1.6;
GDCA obtains evidence that the certificate was misused;

GDCA is made aware that a subscriber has violated one or more of its material obligations
under the subscriber agreement and CP/CPS;

GDCA is made aware of any circumstance indicating that use of a fully-qualified domain name
or IP address in the certificate is no longer legally permitted (e.g. a court or arbitrator has
revoked a domain name registrant’s right to use the domain name, a relevant licensing or
services agreement between the domain name registrant and the applicant has terminated, or
the domain name registrant has failed to renew the domain name);

GDCA is made aware that a wildcard certificate has been used to authenticate a fraudulently
misleading subordinate fully-qualified domain name;

GDCA is made aware of a material change in the information contained in the certificate;

GDCA is made aware that the certificate was not issued in accordance with Baseline
Requirements or GDCA’s CP or CPS;
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8.

10.

11.

GDCA determines or is made aware that any of the information appearing in the certificate is
inaccurate;

GDCA's right to issue certificates under the Baseline Requirements expires or is revoked or
terminated, unless it has made arrangements to continue maintaining the CRL/OCSP
repository;

The fulfillment of the obligations in the CPS is delayed or encounters force majeure, such as
natural disasters, computer or communications failures, changes of laws and regulations,
government actions or other causes beyond the reasonable control, causing threats to the
information of others;

Subscribers fail to pay the service fees after GDCA performed the obligations of notifying the
subscribers to pay.

RAETHINEE, X1 GDCA UEHMRSG RGP HIET, #1401 CA. RA. ZHH

I EMRSS B (RS RGBS RIESS) A ESS, 7T DU HAE -

1
2.
3

GDCA 5 RA. ZZPE SN EE250T Pl £ 1kl s kA oAy s
WEPAVH R A e R E BE Mg R AR e e i
BT EBFE,

If the following circumstances occur, for the certificates using in GDCA certificate service system,

such as certificate using in CA, RA, LRA or other services entities (including equipment using

certificate in service system), GDCA can revoke the certificate:

1.

2.

Agreement between GDCA and RA, LRA has changed or terminated.

The private key of the certificate has been compromised or is suspicious of being
compromised.

The management consideration.

WP PR R e & MR P AV 20 K A S, NAZELEE GDCA HEATH .

XtF SSL/TLS ARS5as2KiE4, # B MERE s LI, i itk

fE:

1.

FEAFAT GDCA 5-508IE -1 7 (1938 44 B TP Mokt (¥4 P A TR AR T SR (A, sk
Z4 T NEEASE A R BOR AR B S LS . S LG (& 29 28 1
I A T M TR A A R U

GDCA 1351 — ANl FCAFUE 48 F ORI UE — MR VEPE TR T (1 T804

GDCA H TR EFEZEZAT, JFHARZHHA CA SO IEH ISR
GDCA 25 RAEFS AR O Jii B i 58 1k, BRAE GDCA T 2tk 4k8:4k
#* CRL/OCSP;

UEFS AR P 25 B0k 2 B 17 0T L FH 29 A L o B A 7 A P 42 32 1D DAL o
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If certificate subscribers discover or suspect the security of private key of the certificate has been

compromised, they shall immediately notify GDCA to revoke the certificate. For the SSL/TLS server

certificate, if the following one or several cases have occurred, GDCA also needs to revoke the

certificates:

1.

The situation which of GDCA knew domain name or IP address in the certificate no longer
allowed been used by law, e.g. the right of registrar’'s domain name has been canceled from
court or arbitration organization; or fail to renew the domain name etc.

GDCA knew a wildcard certificate was used for a fraudulent misrepresentation sub domain
name.

GDCA terminates the operation for some reasons and doesn’t arrange other CA to provide for
supporting operation of revocation certificates.

Unless GDCA make special arrangements, GDCA will continue to maintain CRL/OCSP, under
the circumstance of that GDCA's right to issue certificate has been expired, revoked or
terminated.

Technical content or format of certificate causes unacceptable risks for application software
vendor or relying party.

49.1.2. HZ CA EFHI#ASEE Reasons for Revoking a Subordinate CA

Certificate

L RSB B — Rk 2 R, GDCA FifE 7 K2 WHGE 26 CA E-fi:

GDCA k43 TUEHE, IEBSUER AR R P9 CA AHE R TH1E, SURFR&
Baseline Requirements &%, S/MIME Baseline Requirements &% 6.1.5 5 5 25 6.1.6 715 ({4
RELR

GDCA 3R75 1 k538 211 F IR

GDCA FRBIE P2 R AR BEFT & Baseline Requirements 5K, B{H4 CA RAEFF&
CP/CPS;

GDCA YAMEfHIE T4 CA IEH P E EAMER . AELBAAG RS,
GDCA H TAEM R EE ILI2E, HARS 5 —%K CA B LR BHIE TR IR 55
GDCA & ## Baseline Requirements 22 & UEF AL 28, Bipk s sl 2k, Bk
H 4k a4k CRL/IOCSP 15 5

GDCA shall revoke a subordinate CA within 7 days if one or more of the following occurs:

1.

GDCA obtains evidence that the subordinate CA’s private key corresponding to the public key
in the certificate suffered a key compromise or no longer complies with Sections 6.1.5 and
6.1.6 of Baseline Requirements or S/IMIME Baseline Requirements;

GDCA obtains evidence that the certificate was misused;
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3. GDCA is made aware that the certificate was not issued in accordance with Baseline
Requirements or that subordinate CA has not complied with the GDCA CP or CPS;

4. GDCA determines that any of the information appearing in the subordinate CA certificate is
inaccurate, unreal or misleading;

5. GDCA ceases operations for any reason and has not made arrangements for another CA to
provide revocation support for the certificate;

6. GDCA's right to issue certificates under Baseline Requirements expires or is revoked or
terminated, unless GDCA has made arrangements to continue maintaining the CRL/OCSP
Repository.

4.9.2. H RIE #5248 Who Can Request Revocation

5 SR AUE PR S2AR AT L FEMHLI . GDCA . & FlVENIFIAZAL A =R B . 4k,
W T N . B R B A i 56 =07 T DARR S UE T ) R s, 5
GDCA B & BB i S IE 4

The subscribers, RA, GDCA, or judicial officials authorized by judicial institutions can initiate
revocation. Additionally, relying parties, application software suppliers, anti-virus organizations and
other third parties may submit certificate problem reports informing GDCA of reasonable grounds to
revoke the certificates.

4.9.3. S TE K K172 Procedure for Revocation Request

49.3.1. TP XSRS H1E The subscriber actively proposed to revocation

application.

Lo VT A A UL Bt E PR F s, A AR A2 I R a5 4R S 11 5 R A S
HRE=E 7N
2. TEMHURPRAE TR BRI 24 GDCA, 1 GDCA 58 U -
3. GDCA F2At 724 /NI FE TSRy HId AR 55, VT P mlad sk DA J = H i s -
®  E-mail: webtrustreport@gdca.com.cn
® HiH'S5HH: 4007008088
GDCA W3 HiF 5 24 /N P A BRI B

1. Subscribers may submit the revocation request to the RA and the RA will verify the identity of
subscriber and the delegated party.

2.  RA submits a revocation application form to GDCA and GDCA completes the revocation
operation.

84



[] SR RIXZIRIGBEIRDE
m (RO TR e Secun ity AThonityg Coe Lo GDCA %%U\iﬁj—k%%m)ﬂu (V6. 2 ﬁ}i)

3. GDCA offers 24x7 certificate revocation requests service, and subscribers may request the
revocation of a certificate through the following ways:

® E-mail to: webtrustreport@gdca.com.cn
® (Call: 4007008088

GDCA will process the revocation requests within 24 hours after receiving.

493.2. 1T P AR H4SEF The subscriber is forced to revoke the certificate

1. 4 GDCA BUEMHIA A CPS4.9.1.1 AR BH ih 75 BT 7 IIUE -5, GDCA B4
VERHUAE A SN S AT LAIE I P 0 2 PR VR R AR A 4 TR 45
2. TEUEPHEN)S, GDCA BEMUMREIIE 217, AR, miEss, B
ZAT PR O AU S B e o 5 R BEIREE T I, AR LSS R, GDCA
o SR (DR A R S I Dl R AT A 4
3. GDCA At 724 /INE FRIUE 15 Il AR 25 FH AL BRI AR
4. M7 FRENRG . RIS B BRI S B =07 R IS T e AR LE 7]
A, WAL BB PR SE B . SE PR AP T AT RS 42 5, A R
i B 77 AT 1) R
® E-mail: webtrustreport@gdca.com.cn
® mHif5h: 4007008088
GDCA WEIIRE G, 75 24 /NI PRIZAESS o] AR S ) AT A, T LU b
HERRE & 75 U UE 15
(D Pk R
(2> AHDL ) R S B BRI A
(3) IR B R IR S
(4)  FP % GDCA CP/CPS FIT F s 25 A S A3 AR RBLAig 175 0 5
(5)  BUATVERER 1A o

1. When the GDCA or RA has a reason stated in section 4.9.1.1 of this CPS to revoke a
subscriber certificate, related person of GDCA or RA can revoke the certificate through internal
formalized process.

2. After the certificate revocation, GDCA or RA will use appropriate ways, including mail, phone,
fax to notify the final subscriber that the certificate has been revoked and the reason why to be
revoked. If we cannot contact subscriber, if necessary, GDCA will publish the information of the
revoked certificate on its official website.

3. GDCA maintains a 24x7 certificate problems reporting and processing procedures.
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4. The relying parties, judicial institutions, application software providers, anti-virus organizations
and other third parties may contact GDCA timely through the following ways in case they found
any suspicious problems in relation to the certificates, such as private key disclosure or
suspicious disclosure, certificates abuse, the use of certificates to sign suspicious codes etc.

® E-mail to: webtrustreport@gdca.com.cn
® (Call: 4007008088

GDCA will investigate the reported problems of certain certificates within 24 hours of receipt, and
will decide whether or not to revoke the certificates based on the following criteria:

(1) The nature of the alleged problem;
(2) The number and frequency of certain certificate problem reports received;
(3) The entity making the reports or complaints;

(4) Subscribers’ compliance with the GDCA CP/CPS, the Subscriber Agreement, and other
relevant specifications;

(5) Compliance with existing laws and regulations.

49.3.3. B FIAMEAR S DL 4= B 5 B34 Revocation of electronic certification

service organization certificate

X T GDCA HIFRIUE-BAIHZAIETS, GDCA MR#EA CPS HIHLIE HE & B E15 .
X HE SR A BRI 2 A 4 GDCA I 4 CAES , AU i [ 5 T P =) 1 o
PATHIEH -

For GDCA's Root CA certificates and Subordinate CA certificates, revocation will be determined

according to this CPS. For the subordinate CA certificate issued by a Root CA of OSCCA,
revocation must be determined and performed by OSCCA.

4.9.4. 15 K %2 FR 3 Revocation Request Grace Period

D SR L I M e A T B S T, RO SR A 2 R LM % BAT Y S i B 8
/NI EAPA B Y o FLAL AR iR R PR SR AR AR BT 1) 48 /N R

If key exposure occurs or suspected occurs, revocation request must be submitted in finding
leakage or leakage suspicion within 8 hours after key exposure or suspected exposure is found.
Revocation requirements caused by other reasons must be made in within 48 hours.
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4.9.5. B A E AR S LA b B4R 78 SR RS BR Time Within Which CA Must

Process the Revocation Request

GDCA Kb FE S E SR 1 JE BAA 24 /N8t o

The cycle of GDCA processes revocation request is 24 hours.

4.9.6. IR B UE PR ESR Revocation Checking Requirements for

Relying Parties

GDCA R AL &, WU RTE GDCA 1 R _EREAT &)

GDCA provides online query on revocation status. The relying party can query on the GDCA
website.

4.9.7. CRL RAi#Z CRL Issuance Frequency

X+ H ROOTCA (RSA) iE15. GDCAROOT CA iE+i. ROOTCA (SM2). GDCA
ROOT CA1 iE-BZ KK F % CA P KT FHIE+:, CRL KA 8 /M o

XITH GDCA TrustAUTH R5 ROOT iE+i. #hff{ RS # CA iE+i. GDCA
TrustAUTH E5 ROOT 28K K 2 CA Fra& K HIAT FEFS, CRL AATFHI 24 /i, H
nextUpdate 7Bt M{EAHE H thisUpdate {1 10 K LA

XFF g CAEFS, GDCA i) CRL RATANIN 12 N H o WSR2 CA L,
GDCA FEHAH 5 24 /NN 2Z W EEH CRL, H. nextUpdate 7B B ASEE Y thisUpdate 1 )
12 AL,

TEFRFIR B S LR AT LA CRL 7RI A2 (A 0 288 A5 i 2 A RE 5 ORAUE D, CRL FJ 57
B2t GDCA il 72 A AT SR IE TR E o

The subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1, the CRLs are issued every 8 hours.

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT, #%&
B{< R5 1R CAE#, and GDCA TrustAUTH E5 ROOT, the CRLs are issued every 24 hours, and the
value of the nextUpdate field is not more than ten days beyond the value of the thisUpdate field.

For the subordinate CA certificates, GDCA updates and publishes certificate revocation list (CRL)
every 12 months. In case the subordinate CA certificates are revoked, GDCA updates and
publishes the certificate revocation list (CRL) within 24 hours after the revocation, and and the
value of the nextUpdate field is not more than twelve months beyond the value of the thisUpdate
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field.

However, CRL can come into effect immediately determined by release strategy made by GDCA in
special emergency circumstances (assuming that the network transmission condition can
guarantee).

4.9.8. CRL & A7 W5 K3 J5 BY 18] Maximum Latency for CRLs

GDCA 1] CRL KA e K Ja B 18] R A F 2 5 1 24 /NBF A &

Maximum latency for GDCA's CRLs is 24 hours after release cycle.

4.9.9. ELRIRZEWR T A M Online Revocation/Status Checking

Availability

GDCA [f UE 5 1T AR 86 7 52 (1 72 2R AE RS A IR 95 . OCSP Wi B2 404 &
RFC6960 (112K, Ff HA OCSP i35 4364 . OCSP Ji 55 43 MUE+315 IEAE A AR A [k
FHE —A CA %k, OCSP M5 #% MAE 45 A & — A RFC6960 & LMK AN
id-pkix-ocsp-nocheck FJ#™ & i .

GDCA supports OCSP responses for subscribers and the relying parties. The OCSP responses
conform to RFC6960, and signed by an OCSP Responder whose Certificate is signed by the CA
that issued the Certificate whose revocation status is being checked. The OCSP signing certificates
contain an extension of type id-pkix-ocsp-nocheck, as defined by RFC6960.

4.9.10. FELREEWZER Online Revocation Checking Requirements

ML E BT LIRS B, GDCA A W EATAT A EEHULIR .

GDCA & Get Al Post PiFH 7 A OCSP & ifi 55 -

AT FUES, GDCA 2RI R FHT OCSP 15 . OCSP i i (1 i KA RGN 10
Ko T ELMAHIES, SLHIEEH OCSP.

g CA R, GDCA Z/AE 12 A H B OCSP {518, S CA IEf
I, 7 24 /N BEET OCSP {5 2.

X ARZERANEPHPRESEWIE R, GDCA AR “good R
Users may feel free to inquire status online. GDCA does not impose any access limits.
GDCA offers the OCSP service using both the Get and Post methods.
For subscriber certificates, GDCA updates the OCSP information at least every four days.OCSP

responses from this service have a maximum expiration time of ten days. For the revoked
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certificates, OCSP status will be updated immediately.

For subordinate CA certificates, GDCA updates the OCSP information at least every twelve months,
and within 24 hours after revoking a subordinate CA certificate.

GDCA does not respond with a "good" status for the request for status of a certificate that has not
been issued.

4.9.11. BaE B H AR R A TE R, Other Forms of Revocation Advertisements

Available

GDCA AR (5 B H Al A AT 2

Currently GDCA does not provide other forms of announcement about the revoked certificates.

49.12. HEHH E KK 5 E R Special Requirements related to Key

Compromise

FRAS CPS 5 4.9.1 WHUE TSN, 20T 7 SEMHLI IS 3 8] D42 s i n]
A R E I, AU A GDCA $2 HE A K

Except for the case described in CPS Section 4.9.1, when certificate key of subscriber or RA has
been or may have been lost, certificate revocation request must be made to GDCA immediately.

UEFIT LU S =T7 AR S A CPS 158 1.5.2.1 BEHAERR T, FHxfH1 GDCA
2RI HAR MRS AT IAMIUE TS, 1) GDCA & k2% 4k 88 il i, 45 J7 Aifee
FICAR T3 22— UE W35 A B ) A2 A5 06 L ) L B -
> PRACHIH EE IRV A4 K CSR, FRAEIE A TSI “Proof of Key Compromise

for GDCA”; H{
> R IR R .

GDCA W] 175 #8515 18 0 H A e AL B 5k (05 7%

Non-subscriber third parties may report a key compromise of an unexpired, unrevoked GDCA
certificate according to the contact information described in section 1.5.2.1, using one of the
following methods to prove possession/control of the private key associated with a certificate.

»  Submission of a CSR signed by the compromised private key with the Common Name “Proof
of Key Compromise for GDCA”; or

»  Providing the private key itself.

GDCA may allow additional, alternative methods that do not appear in this section at its own
discretion.
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4.9.13. iEHEERIEE Circumstances for Suspension

AEH]

Not applicable.

49.14.  ERIEHERL LA Who Can Request Suspension

AEH

Not applicable.

4.9.15. EHRRIFERKIHFE Procedure for Suspension Request

ANEH

Not applicable.

4.9.16. = HAPRFR %] Limits on Suspension Period

ANEH

Not applicable.

4.10. IEEFIRESIRSS Certificate Status Services

4.10.1.  #E4FIE Operational Characteristics

AT LGS CRL. LDAP. OCSP EHIEFRRA, Bk 75 sURIE R A AR S5 B 1%
ST U SR A A B A I S B TR S Kb ETL R

X FHERE BIETS, GDCA TEUE-RIHIRT AMIER AL CRL H I IC k. GDCA
AR CRL AR 25 44 1IE i i i i % o

GDCA Al OCSP Al 25 25 H i 1t %

Subscribers can query certificate status through the CRL, LDAP and OCSP. Certificate state
services described above should have reasonable response time and concurrency process
capability for query request.

For the revoked certificates, GDCA does not remove their revocation records from CRL prior to
expiration of such certificates. GDCA does not remove the revocation records of code signing
certificates from the CRL.
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GDCA does not remove the revocation records in the OCSP responder.

4.10.2. RS TTHE Service Availability

GDCA 24t 7%24 /NI IR TR E R AR S,  HL SR TR AN 10 #0 . BITE R 2% 7o
VRIS OL T, 1T 7 e S SR B RS A RS

GDCA provides 7X24 certificate status query services, and the response time is of ten seconds or
less. If the network is permitted, the subscriber can timely obtain certificate status query services.

4.10.3.  T[IESFAE Operational Features

UEFRIRES 1 HoAt AT e ik 5577 XO9AT M A GDCA $i € 1) CRL Hithik, i H k%5
R EM RS, AWIF T E CRL BIAM, #ATIEHRES KA,

Other optional service of certificate status for subscriber is using CRL address which is specified by
GDCA. The subscriber can query and download CRL to query certificate status locally through
query system provided by the directory server.

4.11. ITTYZ55 End of Subscription

WSS AL LRI L

1 AT FYE I fEH GDCA $RELIECFUE TR, 2200 GDCA $& HiE TH s 1 B i
HIBTAENA CPS 25 4.9.3 FifHIE . GDCA BAHET G, FWIT AT I N IE
XEW.

2. MUEBARONARIGE, 1P RGN LGRS T, LT AT AT 9 IE AR

3. UEBAEROWING, BAATUEB R ECEHTR, £ AT N IE R4S

The following conditions shall be deemed that the user terminated the use of the certificate services
provided by GDCA:

1. When the subscriber stops using certificate provided by GDCA, an application of certificate
cancellation must be made to GDCA. The application process is described as CPS Section
4.9.3.After GDCA revokes the certificate, it indicates that the subscriber’s ordering behavior
has been formally terminated.

2.  After the expiration of the certificate, if the subscriber doesn't pay the renewal service fee, this
indicates that the subscriber’s ordering behavior has been formally terminated.

3. After the expiration of the certificate, if the subscriber has not carried out certificate or key
update, it indicates that the subscriber’s ordering behavior has been formally terminated.

— HH PAEUE A ROU A 2 1B 48] GDCA HIEFIAUEAR DS, GDCA FEALHEH 25 1ET% 3K
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Jei s R SERHEZAT T BIEPRE, IR CRL AT SR 34T KA : GDCA FRAHTC AU Ik
PR IR I WIRAT W S5 TR R FIE S KA ST 7 Bt AT A

Once the user terminates the use of GDCA certificate authentication services within the certificate
validity period, GDCA will revoke the certificate in real time after approves on his or her request for
termination, and release in accordance with the CRL distribution strategy. GDCA will record the
process of revoking certificates in details and archive the certificates whose subscription is over and
the corresponding subscriber's data regularly.

4.12. FHER. M5 KE

Key Escrow and Recovery

4121,  FBHER. ZH5RERIEE 51T 4 Key Escrow and Recovery Policy

and Practices

X+ H ROOTCA (RSA) iE15. GDCAROOT CA iE+i. ROOTCA (SM2). GDCA
ROOT CAI E-BZEA K2 CA Fras K KT FAETS:

GDCA ERAT Pl il AT P I B0CAIE PR A il 26 44 %%t . T Pl AT
GDCA AT P BEAT A A 44 55 0 BT AR o bl T 25 4 AL BHB 2R s i 2 2% el 1T
H C7k$H, GDCA X HAEAH FTAT .

UEFLT AN & % A% B GDCA AT B4Rk, T GDCA HEATE B, i+
WP HREWE I F AR, ATelA GDCA #2H BRI %4, GDCA &I,
BSZAT RS, T SRR R PR I A

UEFAT P 2 3 5T AT P AT R, GDCA ANEE32T P44 AR E R R .

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1:

GDCA requires subscribers to generate signature key pairs by their own certificate carriers.
Subscribers can authorize GDCA to generate signature key pairs and other related operations.
Subscribers shall undertake the responsibilities by themselves for the losses incurred by the loss of
signature private key, and GDCA refuses to take the corresponding responsibilities.

The encryption key pair of the subscriber is applied for and generated by the GDCA on behalf of the
subscriber, and is managed by the GDCA. When the subscriber needs to recover the encryption
key, they can submit an application to GDCA for key recovery. GDCA will process the subscriber's
application and recover the corresponding encryption key for the subscriber according to the
established procedures.

Subscribers shall keep signing key pairs by themselves. GDCA does not provide the key escrow
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and recovery services for subscribers' signing key pairs.

X T H GDCA TrustAUTH R5 ROOT iFE+i. ##=hf A RS R CA 1iE+i. GDCA
TrustAUTH E5 ROOT 25K 2 CA P& K BT FHIES:

VTP B BT P AT A R AR R B N2 R E (A7, GDCA BERAT F1 b
{8 Y AL BRI FIPS 140-2 58 00 SR I N B 2 3 DR R EH , AR 28 R R X R BRI
ME—F. 1T BLZFE GDCA AT b AT AL B PR A1 CSR. RIALVEHE 26 . 3R 55
Frig B4 A BT 7 H CR$H, GDCA Wb A A T4 F .

GDCA AR HELT F* FAH R RIS %5«

For subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT certificate,
¥zt At R5 4R CA iF5 and GDCA TrustAUTH E5 ROOT:

The key pairs of subscribers shall be generated by the subscribers themselves. In case the key
pairs are to be stored in a cryptographic hardware, GDCA requires that the subscribers must use
cryptographic hardwares that meet or exceed the requirements of FIPS 140-2 level 2 to properly
keep the private keys, and must always keep unique control of the private keys. Subscribers can
authorize GDCA to generate key pairs and CSR. Subscribers shall undertake the responsibilities by
themselves for the losses incurred by the loss of signature private key, and GDCA refuses to take
the corresponding responsibilities.

GDCA does not provide key escrow and recovery services for the subscribers' private keys.

4.12.2. SEEARHRSKE R RIERITA Session Key Encapsulation and

Recovery Policy and Practices

FEXS PR FEH LR 5 B 17 FORF R TR E ], B ARG R EE N AT
XN, %2EMNA CHRHMREIRE ST,

The session key is packaged in digital envelope using asymmetric algorithm. The digital envelope is
to encrypt the session key using information recipient's public key, then the recipient can use their
own private key to decrypt and recovery the session key.
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5. INENIA R B EMEE/EREH] Facility, Management, and

5.1.

Operational Controls

Y3 $% | Physical Controls

5.1.1. s B 5241 Site Location and Construction

GDCA [ SRR 5 2 42 BT B B S it -

The GDCA's building and data center shall be constructed in accordance with the following

standards:

»  GB/T25056-2018 ({5 RZAEHAR IEFIAIERGE I AR L2 2 H AR

>  GM/T0054-2018 ({52 R GT BN A ZR )

> GB50174 (HLTER RGN 5 RHIED)

> SI/T10796-1996 (it SEALHLY: TG SR B

> GB2887-2011 (iHHALIzHbIE FHATE )

> GB30003  (FL-FUFSALHLES it T 3aomive )

> GB50222 (A EREAZ BT KRTED

> GB50116 (KK HBHRE RGBT

> GB50057 (B & BT HE)

> GB5054 (R ACHL BT RITED

> GB/J19  CRERIENS 2S5 B E)

> SNT10796  CiHSEHLHLE S St B AR 26 1)

»  GB/T 25056-2018 “Information security techniques- Specifications of cryptograph
and the related security technology for certificate authentication system”.

» GM/T0054-2018 “General Requirements for Information System Cryptography Application”.

» (GB50174 “Code for design of electronic information System Room”.

»  SJ/T10796-1996 “Specification for raised floor of computer room”.

» GB2887-2011 “Specification for computer field”

» GB30003 “Construction and acceptance test code for electronic computer room”.

» (GB50222 “Code for Fire Prevention in Design of Interior Decoration of Buildings”.

» (GB50116 “Code for design of automatic fire alarm system”
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» GB50057 “Design code for protection of Structures against lightning”
» GB5054 “Code for design of low voltage electrical installations”
» GB/J19 “Code for design Of heating ventilation and air conditioning”

»  SJ/T10796 “Specification for raised floor of computer rooms”

GDCA HLGAL T LT Fa g X L4, R — M SZ i 50, R&Pifg. Bk, Bi
Ky BiEEDIRE, BEANLG @S G ME—R AN I AITERS, GDCA HLHLG IR DI fRE
TN X S X . BHX, BEX. ALK AKX HAELE AR A b
HENFZAL X 350 o

The data center of GDCA is an independent building located in Shishan Town, Nanhai District,
Foshan City, Guangdong Province. The basic protection of GDCA's data center include:
shock-proof, fire-proof, water-proof, lighting-proof, etc., and with only one entrance and a single
road. According to the functions, GDCA data center divided into core area, service area,
management area, operation area, and public area. Only the personnel officially authorized by
GDCA could access the restricted areas.

5.1.1.1. AFEX I, Public Area

AHXAFEANL . KE, REE, §E&EE R 5%
Public area includes the entrance, lobby, security room and etc., deployed with various supporting

facilities and monitoring devices.

5.1.1.2. #AEX Operation Area

BRAEDGE RA BRAE N GL VE BN B AR X, 75 2 ADOUR R S A IEA AT LA,
N Gt AR B H B AWZJZTTIR, A ARG AR LR FH et o P B 4 5 o

Operation area is a working place for RA operators and administrators. Anyone who wants to enter
the operation area needs to use two-factor authentication.. Every access behavior to the operation
area has been well recorded. From this level of areas, all the walls are strengthened by high
strength protective wall.

5.1.1.3. B [X Management Area

EHIX 25 RA BHEBHIG, CAEH., Bk, HitEhlGa, MEEMR, skl
B, s RAM CAEHOL, Wit ML 224 R TAEX, R ARvrE B3 IXCHUE i 8 B
AHEN, PR B 53 R A OO 3R B A IE A 7] A

Management area is a working area for RA and CA administrators, auditors and network security
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officers, installed with the RA management console, CA consoles of management, issue, and audit,
and consoles of network management and monitor. Only authorized and specified administrators
have the rights to access this area. Enter this area requires two administrators to usetwo-factor
authentication.

5.1.1.4. R4 X Service Area

RS X FEE 223 M LDAP RS %5, OCSP IR557%. RA FMHIRSS Se4eik 4, R A
AR5 DX E A TN e N, T SN T O ) s A SOLERT 2% B A UIE A 7] BAIEN o

Service area is installed with LDAP servers, OCSP servers, RA register servers and other related
devices. Only authorized and specified administrators have the rights to access this area. Entering
this area requires two administrators to use two-factor authentication.

5.1.1.5. 1%L X Core Area

b DR BRRRE, TN 1], E B 2% CA B4 % CA BUiR
PRS2 KM OIS 25, W IRBURSS B L&, VRO KA I
DCSRHEN. T L7 S I R R U 36 B T A T LU . AT 2B
B, fURE R

Core area, a shielding zone with high strength steel security doors, is mainly installed with CA
signature servers, CA database servers, KM key management servers, timestamp servers and
other core devices. Only authorized and specified administrators have the rights to access this area.
Entering this area requires two administrators to use two-factor authentication. The password ark
for storing confidential information is also placed in the core area.

5.1.2. YIH 15 5] Physical Access

GDCA HLps WA 9 BT 1 %A i T 1125 RGN | MBR NARE S, XHT14E R Gt
AT iEARE, SERFEREU ARSI BURE, I TR R G EAR . 2 R G RE LI BRG]
WRL AT ENIRE . TAEN ST SR R e S 1804 aerk, JF Hit
HY T [ T AR AT I (B SR AR SGAE B AR, B85 X S A% 00 X 7 22 9 A B 0% ]I P
R R AR SUE R AT AHEN, HL5 AR SN B ARG, A X 1450
SKHATREERAR, R RN

In the data center of GDCA, it has 9 doors installed with electronic access systems and one
physical intrusion alarm. The electronic access systems are monitored, with real-time access
records to set permissions of access, and can set an alarm when the doors are opened over time.
The staff is required to use the identity card and fingerprint to open every door, and each access
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behavior has been recorded with time-stamp and related notice. Enter the service area and core
area, two administrators need to use ID cards and fingerprint identification at the same time before
entering the room. According to daily working specification, the specific personnel will archive the
access records on a monthly basis, and retained for one year at least.

YRR ) P ) G 4 R J LA I T
a) ARG BHIZZIEEE . TENRFEH S R RS DL BIREUE 2
AR, g R I DR AE BN
b) MRS MRAAFAHAREEIN . FEEFTFBRIFFTT KB A 45 55 15 10 AT
NLfil R AR R G R RS TR HIREAE .
o) MIERG: HIVAMYILE NIRE RER AL IEH FGRERS, 224 X
AR XAFEAT 7424 /NSRRI AR . FTA B IR AR 6 N, DA,
Physical access controls includes the following aspects:

a) Access control system: It is used to control access to the doors on each floor. Staff needs to
use identity card with a password or fingerprint to enter and exit. Entering or exiting every door
should have the time records and related notice.

b) Alarm system: Alarm system will be triggered by any illegal intrusion, unauthorized opening,
long time opening and other abnormal situations. Alarm system can clearly identify the alarm
location.

c) Monitoring system: video monitoring system is working with access control systems and
physical intrusion alarm system. The monitoring system is responsible for continuous
recording the restricted area and operation area within 724 hours. All video records will be
retained for at least 6 months in order to future inquiry.

5.1.3. P li$%E Security Monitoring

WAL B TR OR 2 % R AWK, AW R SR T 2500 B
U7 248, UPS Rl R 40, MBI 25, B WUl #2490, BIRER
MWy &2Ge. RWKMENT R W1 RS NETRS. BGREET RS R
B FUEIERRGL. 2 RGURGUHEAT 7%24 /NS I, Do 2 2. H5
R R, IRIC R RN Dy 6 M HLE.

According to the requirement of data center power and environment security monitoring system, it
includes electronic detection subsystem, UPS detection subsystem, air conditioning equipment
detection subsystem, fresh air machine detection subsystem, temperature and humidity detection
subsystems, water leakage monitoring subsystem, fire control subsystem, access control
subsystem and image monitoring subsystem. The system carries out real-time monitoring of
infrastructure equipment status, data center environment condition and the security system status
within 724 hours. In order to meet the need of fault diagnosis and post audit, monitor records will
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be retained for more than 6 months.

5.1.4. B, /75251 Power and Air Conditioning

AN R PR T s ARt . — B S L, BCEA LIRSS, L
D BA ML BB . FHIBTE RSt Hlbi KA T AN Wit fL = 48 UPS, Al dig it
KT 8 /N7 o HLG5 XK T B e b, SEEUMLAE S5 as. ML i &5
REEREAN L .

The data center uses dual power sources and a diesel generator for supplying electricity, and has a
specialized electronic distribution room. The GDCA data center is equipped with independent
power distribution equipment and the lightning-proof system. The data center area is supported by
uninterruptible power supply which can provide more than 8 hours extra power. The data center
area also takes anti-static to protect cabinets, servers and network devices.

WU 25 R F e A AR HLZE, = AR s B E WL ELAE TR o« ML # R
300kcal/h-m2 #ffarit 5. BEE/MLIHEE: 35C; LFE/MHEE: 0C; M5
BN : 22+1°C, MXEE: 55£5%h o Fi, YUEZE THRAS, SHl5EsE
ATH, RAEHLGS A 23 0 BRI T IRV L D R L e 2 08 ¥k ) SR 5 ) AL

The data center’s air conditioning adopts air cooled condenser unit. The air cooled condenser unit
is placed in the attic outside of the data center. According to 300kcal/h * M2 heat load, outdoor
designed temperature is 35 Celsius degrees in summer and 0 Celsius degrees in winter. Indoor
designed temperature is 22 +_ 1 Celsius degrees and relative humidity is 55 + 5%/h. Meanwhile,
the data center is installed with a fresh air system for ventilation to ensure air quality inside and
solve the problems of fresh air supply to meet the demands of specified air cleanliness, etc.

5.1.5. 7K BB VG Water Exposures

NP K ERIHLD KB, GDCA FENLD: 2 = N i B IR KIRE R Gt TRk
2 7 2 A LB, — EURAE KB RIRE, Sl AT RN DRSS i[RI £
WM VY HE KR SOttt , — EUR AR, JKBESZEDFRE S 25, JEX AT A A E B
ikt AT AR

In order to protect the data center from water disasters, GDCA set water leakage alarm system
inside the air conditioner room of data center. Once the flood is detected by detection ropes
surrounding the air conditioners, the system will alarm immediately and notify related personnel to
take emergency measures. At the same time, the data center is installed with a drainage ditch and
a drainage floor along the periphery of the wall. Once the flood has occurred, water can be drained
immediately, and all exterior windows are sealed.
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5.1.6. ‘KR P17 Fire Prevention and Protection

GDCA HLp3 A 3% X3 R AT T AR B K R IR I G, JF 22388 7 Kk B3l s R4t
RARBEKKARGE, SRGRA A T LU 238 (E =H 5377 3

FEEIIRET, BB XA KERS, KORIE P 25 32 BB DXL K KR
A5 SRR AN E S . 2l 30 AP [AJRERT, KRR EEHILE S, B3k
ARG, AR, B SIS RUE DRSS R BHE S, B XTI R, B A SR .

The data center of GDCA uses smoke and temperature fire detectors in each area, and installs the
fire automatic alarm and gas extinguishing system. The system has three operation modes
including automatic, manual and mechanical emergency.

In the automatic mode, when protection district is on fire and detected by two independent alarms,
fire alarm controller will immediately trigger a linkage signal. After 30 seconds’ delay, the fire
extinguishing system will be turned on. At the same time, alarm controller receives feedback signal
from the pressure signal device, and the door light will be on in protection area in order to avoid
personnel strayed.

AP X aE AN LR, T RLOEN B X TN T3/ B s HOT K, RGH
FPREFHR B TR, AP O KCER, REEH 8 R MIEE S, ANathsifE
55, MEYEN BN KCE, $5 b 2l ks e 37 X AR 2R sh% 4, B nl SR A
ENARGE, IR TR K

A FAIRZRNAR RN, ATHEA A A SEIAUHN, SR 5 3.

When the staffs work in the protection area, the automatic/manual switch outside the door in the
protection area can be used to turn the system from automatic into manual. When the protection
area is on fire, the alarm controller only sends the alarm signal and waits for operator to confirm,
operator can press the control panel or shatter emergency start button in protection area to activate
the system by using gas fire extinguishing agent.

When automatic and manual modes both fail, operator can activate mechanical emergency
operation in the ampoule storage room.

5.1.7. A R FEf# Media Storage

GDCA X WHA Y A TSORE AT A2 B K Bk Bl Bl Bijiid. B
B e BT PSR A SR I 2 T R o SR T A A B TE A L A1 B SR ] S A SR
SRR ISEIL 1R R A TR

GDCA meets the following physical media storage and use security requirements: fire-proof,
water-proof, shock-proof, moisture-proof, corrosion-proof, pest-proof, static-proof, electromagnetic
radiation-proof, etc. and implement media usage registration, media copy protection, information
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Confidentiality and other measures to achieve the security protection of the media.

5.1.8. RYIAEFE Waste Disposal

= GDCA A7 IARGK SO AR L CAN 7 BB A PR L), A ZHUR S i
8 R BIIERE . FRS R AN TR B A Al A BRAE AT IR AL B AT AR 1) i e 32
BT RSk H AT A I AT D B AR B

The written documents and materials of GDCA shall be destroyed when they are no longer needed
or exceeded the expiration date, and must not be recovered. Cryptographic devices and media with
sensitive information will be initialized and physically destroyed by using manufacturer’s method
before disposal.

5.1.9. FHLEAR Off-Site Backup

GDCA 3L T bl &y ot AL TR Gt Rt o i H SR
AN A AU S AT SRR R A

GDCA has established a remote data backup center. It backups the core system data, audit log
data and other sensitive information by the specialized software at off-site location on a daily basis.

5.2. FEFF#EH#] Procedural Controls

5.2.1. A {Z M Trusted Roles

7E GDCA #2460 TUE RS LA, BEMAIE L BMiE 1 ik (. s
TR SE Y B 5 SR OB 0 GDCA MUAFT (A5, 0L ff AR R IR T 4
PRI VLA T BRI B 2 AR L83 5 R 5 A
%, B4 BORIEER BL GDCA 97 1 Joit

In the process of electronic authentication service provided by GDCA, a person who can essentially
affect the processes of certificate issuance, usage, management and revocation, and other related
positions which are involved in key operation is considered as trusted roles. The trusted roles
include but are not limited to: key and cryptographic equipment administrators, system
administrators, security audit administrators, business administrators and business operators, etc.
The specific job names and requirements shall be subject to the GDCA job descriptions.

5.2.2. RFIES THE K A & Number of Persons Required per Task

GDCA FEHARMY 55 UG Fots S AR 55 HEAT PRS2 1, BUBGRATE R E 2D tudh
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Al 5E R i

1 EPIRER B WHRAE A 72 5 DAE AN S 3 AL SE R

2. IEBBERGN)G G FEIDRGEHAZPER 2 DAE N AILFE SR
3. HRMEKIET: @E 2 NAE N RILFEE K

GDCA strictly defines the controls of core missions in specific standards. Multiple trusted roles shall
be required to jointly complete the sensitive operation. For example:

1. For operation and storage of the key cryptographic equipment, it requires at least three of five
trusted persons to operate.

2. For background operation of the certificate issuance system, it requires at least two of three
trusted persons to operate.

3. For review and issuance of the certificate, it requires two trusted persons to operate.

5.2.3. FNMAEK R E5X5 Identification and Authentication for Each

Role

GDCA iy AH (5 M IR IR RSN e — e R 3 I 5EIE . S5IERE P £ GDCA
PRI BRR F BE 2% 1 B E

All current staff who undertakes the trusted roles in GDCA should pass certain accreditation
process. This process is set out in the GDCA personnel management regulations.

5.24. FEHTTIHF AT Roles Requiring Separation of Duties

NIRUE R G %4, SBAEAE My B JEN], Bl GDCA [AIE A ol AN A i A48
f£. GDCA BEATER DT/ B A 1, BAREARR T 41 /1

a) 52 B

b) UEHE CRL %k

o) RISy

d) CAZHEM

e) LARHIT
In order to ensure security of the systems, it should follow the trusted role segregation principle that

the trusted role must be assumed by different personnel in GDCA. Roles requiring segregation of
duties include but are not limited to:

a) The acceptance of the certificate businesses

b) The issuance of certificates or CRLs
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c) System Engineering and Maintenance
d) CAkey management

e) Security auditing

5.3. A R3EH#| Personnel Controls

5.3.1. ke MEERER Qualifications, Experience, and Clearance

Requirements

GDCA it AR Al {5 1 6 TAE N 5 A Bk A R

HA% RIS TR 5t

A E A L IR GDCA 45— 2 HE BB

WS GDCA A KRG EMTE . e MfIfE .

HA RN AR BFR LB BT AR B R AT ML Z
HA& RUFI FIBNEAERE 1 o

ToiE IR LT IE .

SRR B LI LAE N ST TR A ARSI AR5, Bid i GDCA ARG s
WA S5 J7 e B

N oo g M w D oE

The qualification requirements of person who undertakes trusted role in GDCA are as follows:
1. Good social and working background.

2. Complying with state’s laws and regulations. Obeying GDCA’s unified arrangement and
management.

3.  Complying with the GDCA related security management norms, regulations and specifications.
4. Having good personalities and working attitudes, with good working experience.

5. Agood team player.

6. Noillegal and criminal records.

7. Staff in key and core positions must have related working experience, or pass GDCA's related
training and examination before they start their work.

GDCA ZORTE A S5 M RN 3 AR A Bk AT RIS AR, ToRe
M CA IZAT I E M TAE . RAT ML R R IC K5

A person required by GDCA as trusted role personnel must have loyalty, trustworthiness and
dedication to work, without other part-time work that affects CA daily operation, no major bad
records of this industry and etc.
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5.3.2. B R ¥ BT Background Check Procedures

GDCA =547 KRIBUR B MR AN S 1F, SERor a5 i TR SR A .

FITAT (Rl 53 TN N Bl 45 3 AR 245 1 (R o AT i & Wt
AT EERF A EOR, A AR AT A H R A RN RS S SO EE
MIAT N BRIEENEHEETE, RArfetudd Aol fITHE T AR T REL
IS o

GDCA may collaborate with governments and investigation organizations to complete background
review for the trusted roles.

All employees who are trusted or apply for shall have a written consent that they must go through a
background investigation. The background investigation complies with laws and regulations. The
content and method of the investigation, officer engaging in the investigation shall not violate the
laws and regulations. The background investigation will be conducted legally, in which background
information of employees will be checked through the organization concerned.

HWRIFAED AN BAHEMERE,

AR AN TR, BOLHEY:, #E, 2 RATHKRE,

SR AR S S AT H SNSRI XEARIC S, R R RS 2 4
Bo X T ATHEAEUE 55 1 5 8 g L AHEAT 41T 1 7
Background review including: basic review and full review.

Basic review includes reviewing work experience, job recommendation, education and social
relation.

Full review includes reviewing criminal records, social relations and social security apart from
basic review. Full reviews must be carried out for key roles that involve with publicly trusted
certificates business.

WA

a) NZEERTT ST RSN AN NBEREF DU A . $REEI R 50kl BT emiss
PrieMviESs . ZAAAETS . BERSE S B O UESE A A RGE M .

by NHETLE R Fr. W& BT A SR AR B Se vk AT %
SE o

OETFMAET, MAIELTHERMA R, ATAERIEL SO ATE N 5%

® (ARG SE R AT N

fit BIAS AT FE N B3 RE s
il FHARE I B IE I B 22 1 AR AR 5
LA A = AL HIAT .
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d) HASITEL IS, HENE. BRERET AR HLEE. RIEBENL

A AR 1 2 HE o

e) &% %, GDCA 5 5y TEATRE L, DLAK 61 TAVFER CA IEB RS ITH

PREABURAE B . [, GDCA R 2 AN N 538 BLAR ISR IS Iy 7R FH T 5 £
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The review procedure includes:

a)

b)

c)

d)

e)

The HR department is responsible for confirming candidate’s personal information. Candidates
should provide the following information: resume, the highest degree graduation certificate,
degree certificate, qualification certificate and identity card and other related valid certificates.

The HR department identifies the authenticity of the information provided by candidates
through telephone, correspondence, network, visits and other forms.

In the background investigation, if GDCA finds the following circumstances, GDCA can directly
refuse qualifications of trusted personnel :

® There is fabricating facts or information

® With evidence of the unreliable staff

® Use illegal identification or education, qualifications
® The behavior of serious dishonesty in the work

The HR department checks candidates through on-site assessment, daily observation,
situational test and other methods. Appropriate arrangement is made according to the
investigation result.

After the review, GDCA signs a confidentiality agreement with employee in order to restrain
employee not to reveal any confidential and sensitive information of CA certificate services. At
the same time, GDCA will also be in accordance with the relevant organization regulations of
personnel management and make job examination on in-service staff who assumed trusted
role, so as to continuously review these employees’ trustworthiness and working ability.

5.3.3. F2YIZER Training Requirements

GDCA WRHE 15 f (IR 755K, 48 TARRLI R ATER I, R a Il AT
GDCA B R

GDCA HARME R

GDCA %4 FLA IS AIHLH

S A7 B ST g — K

PKI Bl FNR s

B 3 B AE A H A% SR AR T+
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M T RN 25 4 1 3

CP. CPS BUR M AHRIRAEMIEF 5

GDCA EHBUR . I KI5,

[ R KT LTRSS DI . YRR ARitE . 275

ot 75 ZEHEAT (5 I 5

Based on the requirements of trusted role, GDCA gives the corresponding pre-job training. The
comprehensive training contents are as follows:

® GDCA operation system

® GDCA technology system

® GDCA security management strategy and mechanism
® Job responsibilities requirements

® PKI basic knowledge

® Authentication and the policies and procedures of audit
® Disaster recovery and business continuity management
® CP. CPS and related standards and procedures

® GDCA management policies, systems, measures, etc.

® The laws, regulations, standards and procedures of electronic certification service in
China.

®  Other needs of training

GDCA ¥ 51 T2 I A& L BOd F AR, W T2K SSL/TLS M4 #31iE Tl
FRADZAAAUE AR ORI AZ A, L AT A0 i 5511 315 3] Baseline Requirement H
ORI MG ZITAR BT L A e K

GDCA keeps a record about the participation in the training. The operator and assessor who issues
SSL/TLS server certificates and Code Signing certificates must pass the training and reach the skill
level required by Baseline Requirement which engaged in this work before starting the work.

5.3.4. BEI AR ESR Retraining Frequency and Requirements

XHF e AE A s AR E E A RN G, LIRS GDCA AL
— o XM TWERGIZEMKIIN R, B2 DT — IO REREM FIIR L. A,
GDCA RARIENU RGT T MG RE IR, A I EOR AT 4R8I

For persons acting as trusted roles or other important roles, they shall be trained at least once a
year by GDCA. Related personnel for operating authentication system should have the training of
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relevant skills and knowledge at least once a year. In addition, GDCA will provide ongoing training
for employees irregularly according to system upgrade, strategy adjustment and other
requirements.

5.3.5. TAER e # AR MIBF Job Rotation Frequency and Sequence

GDCA TEHRN 53 1) AR i (o7 5 46 STy K AR 8 AU P 22 2 A B SR 7 )

GDCA will define and change the Job rotation cycle and the sequence based on the organization
security management strategy.

5.3.6. RIEFAAT NEI AL T Sanctions for Unauthorized Actions

AHMIERN ARG EGE AR GDCA R48. BAFVIRIL S E RO,
GDCA — £k, RELRIEE IZ N RS SEAS . RN 2 R G BUR, JFIZA
ARBAT G T E A, SEitixhiZ4 N R IEIRAIE . T30 TR DU RS RIENL
(AL UBEIE ST )il

When the circumstances that in-service staff use GDCA systems, perform authorization businesses
without or beyond the permission, once the above circumstances are confirmed by GDCA, we will
immediately revoke the login certificates and simultaneously terminate the system access
authorization. GDCA makes the implementation of the official notice criticism, fine, dismissal and
submit judicial institutions and other measures depend on the seriousness of unauthorized
behavior.

5.3.7. L&) NHIZE K Independent Contractor Requirements

T A& T GDCA MU AES TAEN 51, (HM S GDCA Mv.554 5k TAERI Al 5570 32
UL S5 N B B BN SO 25407, GDCA 48— 2RI
o ARG REH,
® GDCA Mgt — 1 b AT B Il S AR IESR, Bl AR RS EARR T GDCA
RS 32 AT LA E Y S5 R

For persons who do not belong to the GDCA but participate in the relevant works for GDCA
businesses, such as business personnel of business branch organization, management personnel
and other independent contractors, GDCA has requirements are as follows:

® Record management of personnel profiles

® GDCA provides unified training and retraining, includes but not limited to the GDCA
certificate acceptance rules and electronic certification business rules.
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5.3.8. R4t A T30 Documentation supplied to Personnel

AR BT JIYIE], GDCA $2ftss i T AR ISR B EA R T LU R LK.

GDCA 7 LF;
GDCA iFH 5 . HEF PN 55 BN RN A 5% 1 PSR RS «
GDCA £ AR 2R 30

GDCA 5447 HR 57 Ui B 45
N BRSO, B b 55 3 S 1 5 RN e Mk D A R
GDCA %48 PRI 4%,

During the training or retraining, GDCA provides training materials including but not limited to the
following categories:

® GDCA employee handbook

® GDCA CP, CPS and related agreements and standards
® GDCA technology system documents

® GDCA job descriptions

® Internal operating files, including business continuous management, disaster recovery
programs, etc.

® GDCA security management regulations

5.4. il HERER Audit Logging Procedures

54.1. ICREFKIZREL Types of Event recorded

P RKAEAE GDCA E R Z S IC RAEH THIRER R S b, AT 7E L SN A A
HIHMES . XL, AMERFEERIE ARG AZNER, #MZUE U TER:
1 SFERAN H AT A
WWRMFH
TR AR
ORI R 5
R HFHISEAE,

o  w DN

All major security incidents occurred in GDCA will be logged in the audit trail records, and will be
made available to qualified auditors for review when necessary. Regardless of manual or automatic
generation, these records should contain the following information:
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1. The date and time of the event
2. Sequence number for the record
3. Type of record

4. Record source

5. Event recording entity

XL EANR T

1 A AN RS EEE, OISR &0 A E . R 0.
IERS . AR, A ER A

2. UEPAM AN EERFC, SEIERERE. k. B M

3. ARG, MELZEHEMN, Wk RIEAKIIVIE CA RENTES), RGHEIZ
AR H S, RO A

4. BEERZEREHICKNZERT,

5. ARAGHR(FFHMT, WHAGPURMAIE. MR, RESBHCHN;

6. CA WHifIVi, GHREHAN R CA B, JEHRAN Rt CA Bt 55AH
P

7. WENEEIL, GIERGBIRMEIE. MR AR E .

These events include but not limited to:

1.

Management events in key'’s lifecycle, including generation, backup, storage, recovery, usage,
revocation, archiving, destruction, private key leakage, etc.

Management events of certificate life cycle, including application, approval, update, revocation,
etc.

System and network security events including: successful or unsuccessful access attempts for
CA system, logs generated during the daily system operation and system updates etc.

Security events recorded via information security devices.

System operating events, including creation or deletion of permission, configuration or
modification of password.

Access to CA facilities, including the access of authorized or unauthorized personnel and
attendants and other relevant records.

Management record of trusted roles and personnel, including system access application,
deletion and modification.

5.4.2. b2 H E AR Frequency of Processing Log

GDCA £ H #4717 — Ik H EERER AL B, R EUR R ERFHAM, B KR
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GDCA carries out log tracking process on monthly a basis, reviews the violations of policies and
other major events, and analyses the certificate issuance system logs on a quarterly basis. All the
audit logs are checked and reviewed by specific personnel regularly in order to discover the
significant security and operation events and take corresponding measures timely.

5.4.3. i H E K RFHR Retention Period for Audit Log

GDCA ZEHRAF B TIEIRS K B 1 H &, R ERAHTHE DA, R
AR 72 4 IR R B R 1

GDCA saves electronic certification service audit logs properly. The retaining period of audit logs in
database is at least two months. The preservation limitation period is five years after the date of
expiration of the electronic signature certification.

5.4.4. H i H BRI Protection of Audit Log

GDCA fJ e it H AR B, JF HSel by, Horh i o i s 5
BEAHEAHE S . GDCA HUAT ™K M B AZ ) iR Pl 16, AR OR A BB B4 RE
PR H AU, AR A B SO IHBR SRR A

GDCA audit logs are stored in the database with backup, including audit information and event
records in related documents. GDCA carries out strictly the measures of physical and logical
access control to ensure that only personnel authorized by GDCA can be access to the records
being reviewed. These records are strictly protected from unauthorized access, reading,
modification and deletion.

5.4.5. it H E 24 F Audit Log Backup Procedures

GDCA {5 THER B SRS fis 4k N A& o N G A AT a8 ok H AT & o SR i A
YA o BT SCRS L FEBCHT I B 1 PR IBE SRS A 4778 R A R A7 OOE 22 4 I SCRY JE N o

GDCA's audit tracking documents are carried out by the operation and maintenance team and
auditor for the archiving of audit log and audit documents monthly. All documents including the
latest audit tracking documents should be stored in secure disks and stored in a secure document
library.
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5.4.6. HTIE RS Audit Collection System

GDCA (W8 it HEWEE RGW K-

1 IEBEHEARS
IEBR Rt
IEF H X R4t
EFRIEE RS
IEP 2 R4
Vi P R G
W3t Bl e A P R G
Hph FEEH MRS

© N o g > w D

The GDCA Audit log collection system involves in:
1. Certificate management system
2. Certificate issuing system
3. Certificate directory system
4. Remote communication system
5. Certificate accepted and approval system
6. Access and control systems
7. Security system of website, database
8. Other systems considered by GDCA for necessary audit.
GDCA 1 Fil i T+ T B39 2 0 L3k R G0 w1 & IEK

GDCA uses the audit tools to meet the requirements of the system audit described above.

5.4.7. Xt SR KE S Notification to Event-Causing Subject

GDCA RIIEILR, Rl fBde & (AT 08, FEIRHVE Rl ROV A IS # B
R B SR IBUAH IS 36T SR Tt XU o WA ALy 25 PR AT DR B DI WS B il 2 2 28T TR A
55 AT FEHR A B R T

GDCA G BUHGE f& B0 3 BCEFAF R se R AT 8 75

When GDCA detects the attack attempts, it will record the behaviors of the attackers and try to track
the attackers within the laws. And GDCA reserves the right to take appropriate countermeasures.
According to the attacker's behavior, GDCA takes actions including cutting off the open services for
attackers, submitting the evidences to jurisdiction and etc.
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Whether to notify the attackers or the perpetrators is decided by GDCA.

5.4.8.

& 551 PF4l Vulnerability Assessments

CA ZEMFRIBBER. BRGNS #AT 59 1104, &
TRT LTRSS AT, R aRah, BT AT IRAMTE ST, GDCA REEERT R GTHEAT
MegstEvrs, VARR RgtiatT i X .

CA security program carries out timely weakness analysis according to the changes in policies, in

technology and management, and other major changes. The weaknesses should be remedied

immediately. If some weaknesses can’t be remedied, GDCA will launch system vulnerability

assessment each year in order to reduce the risks of system operation.

5.5. 23314 Records Archival

5.5.1.

Sy =R it Types of Records Archived

GDCA Xf AR JUSEHEAM AT IR, A EAR T

1
2
3
4,
5
6
7

UEFS 2 G i DO RS;

UEBFIEF R P38
WE S SCRE SO, IE P ARSREERIE L RIE S, SUEH1T 7 B9
B THE K

HEF AN 1T UEL KU SR
R, AAEERITIHRRE . RA. ISR
BAANHD. IR SR

GDCA archives the following events, including but not limited to:

1.

2.

Certificate system constructed and upgraded documents.
Certificate and certificate revocation list.

Certificate application for information, information about approval and rejection of
certificate service, the certificate subscriber agreement.

Audit record
Certificate Policies and Certification Practice Statements.

Employee information, including but not limited to background investigation, hiring,
training, etc.

Various external, internal documents of the review and assessment.
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5.5.2. AR R A 7ZHAFR Retention Period for Archive

PR, HOREREAFK . X+ R RIEFAN R G % 2F D
3¢, FLIRE R R B 31 e i 22 A e 99 P VP Al B — Bk e o
Lo AT e A an A A R BRI AR, PR A D TR R R 5 4.
2. X CA R AIE P A dr P A B B SRR TR, AR IRA DT CAEP
A B A e A 3
3. TEB AR IR B IR A HIE R AUE 5 4
4. CAIERMERTRAE CA ME-BAME A AW A1, BOMRE 10 .

For different archived records, the retention periods are different. For system operation event
records and system security event records, the archives will be retained to complete the security
vulnerability assessment or audit consistency.

1. Archiving for management events in subscriber certificate life cycle will be kept for no less
than 5 years after the expiration of certificates.

2. Archiving for management events in CA Certificate and key life cycle will be kept for not
less than life cycle of CA certificate and key.

3. Archiving retention period of subscriber certificates will not be less than 5 years after the
expiration of certificates.

4. CAkey and certificate archiving will be kept for 10 more years after the end of life cycle.

5.5.3. AR S BI1R-3 Protection of Archive

B THER BRSO ORI E LR J 75 eP AR PR DR o e rb R S0 R I B 22 4Ty 5k
ITRY, FF BAREE — /NSRRI L, RA GDCA KL BN 5 mT LA; i) .

Protection of audit tracking documents will be illustrated in detail in the following sections. The
archived media is protected by physical security way and set an entrance with restrict
authorizations, and only business administrators of GDCA have the right of access.

5.5.4. ARG &4 F2F Archive Backup Procedures

T RGUERI T IARC R, BTG, S0 SCFREAT AT

XA A AR B, AN BT, (R EEORIBU™ R AR it PR UE I 2 A

FITA VAR ) R SO RS PERR T ORAFAE GDCA A P, B AE R R A7 LA 1
PR IR 12— SR U B B AR IR B KT 3, SO KA B H. AP
TAEN G B 0L, A REX A BT IR AE . GDCA f£ % e HLii| L fRIESE
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Electronically archived records generated by the systems will be backed up weekly. The backup file
willalso be stored off-site.

For the written archiving data, they do not need to be backed up, but some strict measures need to
be taken to ensure the security.

All the documents and data archived usually are stored in the main storage site of GDCA. If
necessary, the backups will also be saved in the offsite. Archived database is generally isolated
physically or logically, with no interaction with the outside. Only authorized personnel or others
under the supervision can conduct the operation for reading the files. GDCA provide mechanisms to
protect archives and backups from being deleted or modified.

5.5.5. oAt [EBRE K Requirements for Time-Stamping of Records

GDCA Ay HE#A I e 5k, S h#EIE N AT Lk s R4t 5 3.

All the GDCA records are labelled with time, and the time will either be added manually by the
operators or automatically by system.

5.5.6. RS EE RSt Archives Collection System

GDCA i THIREA RUEE RGAEA CPS 5 5.4 T AE LU ] .
I BB A AN AR 2 A7 AR AN & T GDCA R4
GDCA audit trail collection system is detailed in section 5.4 of this CPS.

Storage of separated media data storage and archiving of its security storage are not included
in GDCA system.

5.5.7. RAFFRELS A4S B FIFZF Procedures to Obtain and Verify Archive

Information

GDCA )2z 4z di it AIs4E N G2 AR EE GDCA VARSE B 2 ML, 1E3RE 5%
ARG E BT, 2K 2 AN LT He A .

Security auditors and operation and maintenance team of GDCA retain 2 copies of the GDCA’s
archived information respectively. While obtaining the complete archived information, comparison
of the 2 copies shall take place to confirm the integrity.
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5.6. EBEFNERZHAFEHARIEE Key Changeover

TEUEF I LAHT, GDCA H4 42 HEUE 5 S S 11 10 5 AR 25 B REAT B 40, A Bl AEOAIE 3
FEBEAT R AE U, PR 12 8 GDCA R T # Y1 AL . CA B B L ZTE1E L
NGHLUE
1. 7E CAUEB A AL A7 L2 SR R AETS, MORTE CA MIIEH EIES BTl

NRUE A R
2. {EPFIEZERHT S FAIEP e R R, 428 CA RHZ K CRL, HElK/G

— 5K N iE i B
3. ERUFIEEE CA BEANTES, RS .

4. RISRATHHE) CA EF.
5. WA A R, AHIUE A,

Prior to the expiration of certificate, GDCA will replace the root key in accordance with the provisio
ns of CP, and generate a new certificate. When generating the new key, specifications of GDCA
key management will be followed strictly. CA key changeover must comply with the following
principles:

1. The new subordinate certificates can’t be issued before the end of the life cycle of subordinate
certificate, which ensures that all subordinate certificates are all expired as the CA certificates
expired.

2. From the end of the issue of a new subordinate certificate to the expiration of the certificate,
CA continues to sign CRLs with the original private key until the last subordinate certificate
expires.

3. CAKkey generation and management must strictly follow the key regulations.
4. Release the new CA certificate timely.
5. Ensure the entire transition process safely, smoothly and no vacuum of trust.
GDCA ML GUER#HE S KM 5B AR H RiE. 2 E#E, GDCA
i AR =AHHET:
® HAMHEL AT H AP GDCA IEH;
® AR E HAPIN GDCA UES;
® [HRHAZHHIEEH AN GDCA LTS,

The changeover of certificate key of GDCA administrator is applied by the KM services
administrator. During the key replacement, CA should issue three new certificates:

® GDCA certificate with new public key signed by new private key;
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®  GDCA certificate with old public key signed by new private key;

® GDCA certificate with new public key signed by old private key.

5.7. HMEERMEWE Compromise and Disaster Recovery
5.7.1. HPA R ELEFER Incident and Compromise Handling Procedures

T TR i SR Ak S SRR R A IO, GDCA L T — RIS S B R ZE A
LT, Hlhn:
1. GDCA RSkt FERE
2. GDCA HKF MM ZATE
3. GDCA R & 5E LT E

G RIL IR AR N GORE2 HR DL b 75 ZERIAR DG BE e, R St A2 0 52 vl A
i, R TS SRR IR, AT — IR R SN SR

In order to timely respond to and handle accidents and damages, GDCA establishes a series of
emergency response schemes and accident treatment schemes, for example:

1. GDCA system fault treatment specification.
2. GDCA maijor accident emergency scheme.
3. GDCA system backup and recovery scheme.

Related personnel will actively carry out the recovery plans in accordance with the regulations of
the above schemes and related systems. And perform the data disaster recovery drill each quarter,
and an emergency response drill on major accidents annually.

5.7.2. HERE. WA /BIEKIRIE Computing Resources, Software,

and/or Data Are Corrupted

GDCA Xk 55 2 48 e H AW B Z R G R B BAF R B3t AT 1 %40, IFE 1A
(IR S AR BEAAR . 2R AR ZSBAE BHRERIN . THENL & AR IR B IR IR SS  BR A we itk
SR 0His P e Bl S LR B R AN RT 0 703 B R A, GDCA K42 8 S R T RISt PR &R

GDCA backs up resources of the business system and other important system, software and data
and formulates corresponding emergency treatment process. When identified the destruction of
network communication resources, failures of devices for daily services, malfunction of software, or
tampered database etc., GDCA will launch the disaster recovery plan.
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5.7.3. SRV EAEFER Entity Private Key Compromise Procedures

FEHUE I A ORTEGR HARRAERITE LT, GDCA REREUT FI L IR AR E 2 4 45 -
GDCA MER G HAHNE B G S5 RIE R . RGEEB A HITRE.

AR FAERTIE BT, H70 BA R AIE 5 75 B B s EEFTAE .

R A S TERAE I BCE B A AR EREE, B, IR AT CRL & 24T
S5 ) 22 A7 ] e B R R AR AT

UAR T B R 558 B A N B B SO, N R SR B BT IR R

R T EKE GDCA M58 B AIBCE SO, W 535h—44 GDCA 24l 55 # Ak
GBI 558 B 50 AT IR

In case of any intentional, man-made or natural disasters, GDCA will take the following steps to

restore security environment:

1.

GDCA verification system’s password is changed by the business administrator, business
operators and system administrator.

According to the type of disaster, some or all certificates will be revoked or re-verified later.

Directory data, encryption certificate and CRL are needed for recovery if the directory is
unavailable or directory with impure suspicion.

Timely access to security site as far as possible to restore operation reasonably

While restore the business administrator's configuration file, it will be done by the system
administrator.

While restore the GDCA business operator’s configuration file, it will be done by another
GDCA security business operator or administrator.

2 CA MRAAIB B, k. #eBio it 2, GDCA Ja ) F K FAFR SRR,

H 22 42 SRS 2 S A (& AT VA, AT 3 TR W 2 CAES, K
SARILLL T 1 it

1.

S B EL R AR 45 5 2 7 A R HC A SR R A3 A, S I Do s R A 2 S
PRXIT AT, SREUHE it 8t FH P ) 2 38 52 T AR K

ST B8 HUAH AR 7 5% 5 UE P AAIE AR 55 A S R 4

SRS T O R ESS, SH CRL A1 OCSP 15 E., HHEFIT /AR
. [N GDCA 7RI BT 35 5%

HRRIE 2R 5, 1488 GDCA CPS K FIE B R IME, EHSR FEHMT
FHAE P CA ET.
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When CA root private key has been damaged, missed, tampered or leaked, GDCA will launch a
major emergency treatment process, which is assessed by GDCA Security Policy Committee and
the relevant experts to make a plan. If the CA certificate must be revoked, the following measures
will be taken:

1. GDCA reports immediately to the electronic authentication service management office and
other government departments through the website and other public media to notify
subscribers, and takes measures to protect user’s interests against any further losses.

2. GDCA notifies the relevant parties to disconnect the systems associated with the certificate
authentication services immediately.

3. GDCA revokes immediately all the certificates issued, and updates CRL and OCSP
information for subscribers and relying parties. Meanwhile GDCA immediately generates a
new key pair.

4. After the new root certificate has been issued, GDCA Re-issues the certificates and the
subordinate CA certificate in accordance with the GDCA CPS about provisions of certificates
issuing.

5. After the new root certificate has been issued by GDCA, it will be immediately published by
GDCA repository, LDAP, HTTP, etc.

Mg CA RHHDUER . B, MR, SR B B =5 O BB RS, B E

CA [i:

1. SLEIA GDCA BEATICHRIEAE BOR I E5 H0 MHIE 151 5K, FRIE 25 AR IIE TS .

2. GDCA SB[ [ H - AR AR 25 58 B 7 2 = R LAy BSORT 25 A3 1 IV, 3 3 o 3l R A
NI PBEATI S, RIS FH R 2 A2 TR 2k

3. LRIV A MR 7 OGP S E - IE AR5 AH G R S

4. SLRMHUEHPTA CAWEERKIIET:, B8 CRL M1 OCSP {58, HHEHIT AT
M.

5. Frithg CAIERE KR, % GDCA CPS = TERZ KM, EHEKkITE
Sil

6. GDCA BiHERZR)E, H @ GDCA 5 EE. BHRMSES 4. HTTP %7 ik
17 RA .

If private key of GDCA Subordinate CA is missing, tampered, cracked, leakedor used by

unauthorized third parties suspiciously, Subordinate CA should:

1. Subordinate CA reports immediately to the GDCA and generates a new key pair and certificate
request to apply for a new certificate.
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2. GDCA reports immediately to the electronic authentication service management office and
other government departments through the website and other public media to notify
subscribers, and takes measures to protect user’s interests against any further losses.

3. GDCA notifies the relevant relying party to close the system associated with the certificate
authentication services immediately.

4. All the certificates issued by the Subordinate CA are revoked immediately to update
information on CRL and OCSP for querying of certificate subscriber and relying party.

5. Subscriber certificate is re-issued in accordance with the CPS about provision of a certificate
issued after the new Subordinate CA certificate has been issued.

6. After the new root certificate has been issued, it will be immediately published by the GDCA
repository, LDAP, HTTP, etc. for distribution.

UEST P RIRL A AT RE IR B B8R BB BOELEK BRE R =FH BTN, AT
A% GDCA CPS IRLE, B e HIEIEHE, IR RLE S8 s B eSS .

When private key for subscriber certificate is damaged, missing, cracked, tampered or used by
unauthorized third parties suspiciously, the subscriber should apply for certificate revocation
immediately and re-apply the new certificate following the provisions with the CPS of GDCA.

5.7.4. KIS I K ESMERE /] Business Continuity Capabilities After a

Disaster

GDCA {EMEAT 5.7.1, 572 A1 5.7.3 PR M S, B HEOHLH, KE
24 /NI 2 AR A5 TN 55 1) I B AT

After encountering the disaster described in section 5.7.1, 5.7.2 and 5.7.3, GDCA can use the
backup mechanisms to recover systems for operation and service delivery within 24 hours.

5.8. HFIMERFZVEEMAAIZ1E CA or RA Termination

GDCA 2 1E AR SRR AT LAy o $H 2 50 R R RN AR 25 B 2 40 R TR, 3 H 32 4 S R ]
RefUf GDCA M HEL, AP ZMEF T Re 5w F = A K.
£ GDCA #1EHy, Wl
TS5 AR B AL
HLE GDCA 1L
AL GDCA 15 LA SEAR 5
R H R 4% 35
EFS IR

o ~ w bpoRE
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The reason of GDCA termination event can be key damage or non-key damage. Key damage may
be resulted from the loss of GDCA root key, and non-key damage reason may be related to
commercial factors.

Before termination, GDCA must:

1. Arrange the business to undertake;

2. Draft GDCA termination statement;

3. Notify the entities that are related to GDCA termination;
4. Shut down subordinate LDAP;

5.  Certificate revocation;

6. Treatment of archive file record;

7. Termination of certificate authority service;

8. Archive main LDAP;

9. Shutdown main LDAP;

10. Dispose the access of GDCA business administrator and GDCA business operator;
11. Process encryption key;

12. Process and store sensitive documents;

13. Remove GDCA mainframe hardware.

H T2 Z AR B 2 0 S R 461k GDCA, U256 o R R4, e — 1)
ANJFIFE GDCA 2 1B AGRE A (A R b, T3 812 4 R R ¢ 1E GDCA, %5k GDCA
HEIT AR RS RG AR R P 2 R IR A28 8 GDCA, f£ GDCA ATl )™
Jo, REUE PRI GDCA 8 10T 7 HIREH o

With the termination of GDCA due to key damage and non-key damage, the operations are mostly
the same. The only difference is time limitation of GDCA stopping sending notification. As for GDCA
termination due to key damage, the process in which GDCA notifies the subscriber needs to be
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completed as soon as possible. As for GDCA termination due to non-key damage, it can take
appropriate measures to mitigate the effects of GDCA termination on the subscriber after GDCA
notifies all the subscribers.

6. INER GBI AR L £ H] Technical Security Controls

6.1. XA E %% Key Pair Generation and Installation

6.1.1. BN 4R B Key Pair Generation

6.1.1.1. CA FEHIAER CA Key Pair Generation

CA ZHART W ZHE 2 A B BT, 205 N D7 [ 5K B A0 8 | T e A
VPRI s A iR BN AR R B, 7l & PRI NGBS FIPS140-2 brife
FIAHDGHUE « BT FIPS140-2 bRl JFAF2 F 52 15 A0 I A PRI SCRE IR e, [ 500
TBRL P A AR A FLEOR , [RLI FIPS140-2 AR S BT, R A1E IR 5055 T 45 FILE
SRVFRTRTHR R s EEEIE ), RS IR & mitmvorl. F T R 4 A s %55
EHUIUE o [ 5 R T S . NS

CA BT 1 A I P 55 SRAR B — 44 A4 1A B 11T DLAE AR CR B0 CPS LA K £y
AN ER . BN A O R RS T 1L SR IR AE

The key pairs of CAs are generated within the cryptographic devices approved and licensed by
OSCCA, in a physically secure environment and under the control of multiple trusted persons. The
generation, management, storage, backup and recovery of the key pair shall comply with the
relevant regulations of FIPS140-2. Since FIPS140-2 is not a standard approved and accepted by
OSCCA and OSCCA implements a strict management of state’s cryptographic products, GDCA
only applies part of the provisions of FIPS140-2 under the permission of OSCCA. Specifically, the
product manual of the device is for your reference. Hardware Security Module used for key
generation must be evaluated and certified by OSCCA.

The generation of the CA key pairs shall be video recorded or witnessed by a qualified auditor to
ensure the generation process complies with the requirements of this CPS and follow the
separation of roles principle. The procedures and operations related to key pair generation shall be
recorded and archived.

6.1.1.2. 1T P B AXT A B Generation for SubscriberKey Pair

PR E ISR A, b B0 [ 5 IR BRI E . GDCA SCHF 2 i 2%
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The generation of the subscriber’s signing key pairs must comply with the national laws and
regulations. GDCA supports multiple patterns to generate signing key pair. Subscriber can use a
hardware cryptographic module (such as USB Key), or software cryptographic module approved by
OSCCA, or a standard software cryptographic module (such as the key generation function offered
by web server software, etc.), so subscribers can choose according to their needs, and the key
sizes are at least RSA 2048 or ECC 256. It must use the hardware cryptographic module to
generate keys for type IV individual certificate type IV organization certificate and code signing
certificates. In any case, the security of key pair’s generation should be guaranteed. GDCA shall
implement adequate security measures in technology, business processes and management.

(1) XFFH ROOTCA (RSA) iE45. GDCA ROOT CA iE+5. ROOTCA (SM2).
GDCA ROOT CAl iE-BREK I CA P K BT IS

VTP FEAS R (2 R RSB, D6 200 P 551 55 3 o 5 B R e VT 11 8 4% A Fl 2 44 25
PxE, Blin i RSHL. K. USB Key. IC F&4 K. 1T/ EEBIX S %R, NHE
Jef] GDCA BT R ARG MANEZHEE . GDCA [T R LT & B 5 S5 FEAR 5%
HLIE B3 A T 7 244 BB I A ORI i B 4%

GDCA —fEAFRAARIT P AL A 4 B AT, an R P BT S JF 4 GDCA ik,
GDCA 7] LA B #HRONE AR, I LA AR A RAARRIAR, REUE 1 iR
UER AN 22 AP PISEPEANME—PE, (R B T b B R as 2 i 8 45 J5 RT3 A P40
%, GDCA ANAEIAEA]THEE X5

UEFIT 7 N2 40 B GDCA AT 7 2R R, JEH GDCA HHTEHL. 4iEf
VP T W I BN, 4208 GDCA ke, BT G T 7 10 A B n 2
4

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CAT1:

When using hardware cryptographic modules, subscribers must generate signing key pair with
devices approved by OSCCA, such as cryptographic server, cryptographic card, USB Key and IC
card etc. Before choosing of these devices, subscribers should consult with GDCA on system
compatibility and acceptance. In addition GDCA provides devices to subscribers as generation and
storage devices of signing key pairs which are in accordance with the relevant provisions of state
cryptography management.
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Generally, GDCA does not provide signing key pairs for subscribers, unless when submit written
applications to do so and approved by GDCA, and GDCA guarantees not to hold copy of private
keys, and take effective actions to ensure the key pairs are safe, trustworthy and unique. However,
GDCA does not assume any responsibilities and obligations for the losses caused by the loss,
disclosure of such key pairs or for any other reason related to such key pairs.

The encryption key pair of the subscriber is applied for and generated by the GDCA on behalf of the
subscriber, and is managed by the GDCA. When the subscriber needs to recover the encryption
key, they can submit an application to GDCA for key recovery. GDCA will process the subscriber's
application and recover the corresponding encryption key for the subscriber according to the
established procedures.

(2) %} H GDCA TrustAUTH R5 ROOT ilE45. % 2fH{R RS #) CA iEf5. GDCA
TrustAUTH E5 ROOT 25 & (2 CA FIr&E K BT FHIE+

XFF SSL/TLS iEH AN R BHEH, 177 38 il A e AR

XF T HRAFIESS, GDCA Fo VRl P EZR A s SR JEIE FAH N O il 22 42 3d
FRLGIT 7, BT PR3 CSR B KIET .

ST RF A AATL HRBRIE T R ARG S 210, BT 7 SR F R b R (g f
WA AN, FVAANRER IR S, IR AU 1 80E RV, GDCA @it w4
T B AR A T

UEABT P A BR3P AR 22 A I S AR AN SC5%, R IE B A R v 54T

FERAFAXS RLTAT A AR SSFAEH J5 T8, %1~ 2024 4F 11 7 156 HEZ GRS R,
GDCA Z2 /b B R R LA 51 b7 47 it -

1. %tF Debian 33% 43I (https://wiki. debian. org/SSLkeys), GDCA FH#47E

=

https://github. com/cabforum/Debianweak—keys/ H41 H FIAEFH IR ({0 RSA.
ECDSAY F#HK LRI FITA % H . T2 6. 1.5 WWERM A EH, B RSA HHHK
L 8192 AL ULAN, GDCA FH4E Debian 554

2. % ROCA JmilAl, GDCA $E44iH 1L https://github. com/crocs—muni/roca BYEERL
T RPN

3. TR E BRI (https://fermatattack. secvuln. info/), GDCA 344 0] 3@ it
Fermat JMi# J7154E 100 56 P9 20 R H 59 %581 o

For subscriber certificate issued by subordinate CAs of GDCA TrustAUTH R5 ROOT certificate, %X
Z IR R5 # CA certificate and GDCA TrustAUTH E5 ROOT certificate:

For SSL/TLS certificates and timestamp certificates, subscribers’ key pairs are generated and kept
by the subscribers themselves.

For e-mail certificates, GDCA allows the subscribers to generate key pairs online and will deliver the
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encrypted private keys to the subscribers through secure channels. Subscribers may submit the
CSR for the issuance of such certificates.

For the certificates that are compliant to the AATL Technical Requirements and the code signing
certificates, subscribers shall use the hardware equipment that meets relevant requirements to
generate key pairs, and private keys shall not be duplicated or exported, and the activation of which
must require a password. GDCA will deliver the activation passwords to the subscribers thorugh
secure channels.

Certificate subscribers have the responsibilities and obligations to protect the security of private
keys, and assume the legal responsibilities for this.

The Public Key corresponds to an industry-demonstrated weak Private Key. For requests submitted
on or after November 15, 2024, at least the following precautions shall be implemented by GDCA:

1. In the case of Debian weak keys vulnerability (https://wiki.debian.org/SSLkeys), GDCA shall
reject all keys found at https://github.com/cabforum/Debianweak-keys/ for each key type (e.g. RSA,

ECDSA) and size listed in the repository. For all other keys meeting the requirements of Section
6.1.5, with the exception of RSA key sizes greater than 8192 bits, GDCA shall reject Debian weak
keys.

2. In the case of ROCA vulnerability, GDCA shall reject keys identified by the tools available at
https://github.com/crocs-muni/roca or equivalent.

3. In the case of Close Primes vulnerability (https://fermatattack.secvuln.info/), GDCA shall reject
weak keys which can be factored within 100 rounds using Fermat’s factorization method.

6.1.2. FEMEIELAT 7 Private Key Delivery to Subscriber

i ROOTCA (RSA) iE+5. GDCA ROOT CA ik 5. ROOTCA (SM2). GDCA ROOT
CAl EPRZERHIHTH CA PREERBIT E+, B GDCA AT 7 #2 Hin s 5 P FR s 1
K, GDCA AT P AT s RS, FAE AT 7 B9 2544 3 90 B A P AT B 5 B,
DAEE R 77 it i% 45 GDCA, i#id GDCA TFEENIT FHEE AR, 1778 FH 24 A
P 2 RS, RIS I S I SR IR B #A .

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1, GDCA submits application of an encryption key pair on
behalf of the subscribers and generates an encryption key pair for subscriber, and encrypts the key
pair using the public key of the subscriber's signing key pair based on the digital envelope
technology, and sends it to GDCA as data stream. The subscriber downloads the digital envelope

from GDCA, decrypts it using the private signing key and saves the decrypted encryption key pair in
the certificate carrier.

H GDCA TrustAUTH R5 ROOT uE5. #ZhHX RS #R CA iE1y. GDCA TrustAUTH
E5 ROOT KM 2 CA BT R FAET (4 IE R4, GDCA A7 FA
AT P o X T 75 BRI 2 MR EHE S, RN RY 5 18I 22 4l s (L ik
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BT, INE R AR T X5 A SIMIME Baseline Requirements 6.1.2.

For subscriber certificates (S/MIME certificates excepted) issued by Subordinate CAs of GDCA
TrustAUTH R5 ROOT certificate, #Z2hT{ R5 #& CA certificate and GDCA TrustAUTH E5 ROOT
certificate, GDCA does not need to send private keys to subscribers. For the S/IMIME certificates
that require the delivery of private keys, the private keys are delivered encrypted and protected via
secure channels to the subscribers, and the metod to encrypt and transport private keys conforms
to section 6.1.2 of the S/IMIME Baseline Requirements.

6.1.3. NABESUEFZ R P Public Key Delivery to Certificate Issuer

BT T RA B PKCS#10 #& ANHIIE P45 R 5 B e84 1 etk
R, CLHE T R AR GDCA &%, GDCA fE25 K EH AT SiE e as i sk
T 24 .

End subscriber and RA sends certification issuance request to GDCA electronically. The request
contains public key for GDCA to issue the certificate. The request information is encoded as
PKCS#10 or other packing format with digital signature.The subscriber’s signature on the request is
authenticated prior to issuing the certificate.

6.1.4, B FNERSPIAAHERLIKB T CA Public Key Delivery to

Relying Parties

GDCA W)/~ & 7E GDCA HE K IIR CAIEBANLSS CAEH T, iEid GDCA &
7 Wkt AT KA. GDCA CHREM GDCA [ R 7 A& A8, CURIE T A
e 5 2 g

Public keys of GDCA are included in the self-signed root CA certificate and business CA certificate
of GDCA and published through GDCA's official website. Subscribers and relying parties can
download public keys from this website.

6.1.5. FEHKKE Key Sizes

%FF H ROOTCA (RSA) iF45. GDCAROOT CA iF+. ROOTCA (SM2). GDCA
ROOT CATEBZE K 2t CA Fr2: K HITT JHIETS, GDCA SCHRFI RSA By 1024
PLER A b, SEHRER) SM2 #AH KN 256 fir. X T HH GDCA TrustAUTH R5 ROOT iiE 13,
22 R5 MR CA {E45. GDCA TrustAUTH E5 ROOT 25k [+ 2% CA BTk (1 Fi Pk
F5, GDCA ZHFIF RSA HHK Ay 2048 frEf Ll b (AL ¥iREH: 8 BERBR) , SCRFI ECC
B N 256 BLUA b ot S SROE AN BUR LA S0t 2 K A A
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FFR, GDCA K584 .

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1, the size of RSA key which GDCA supports is 1024 bits or
more, and the size of SM2 key which GDCA supports is 256 bits or more. For the subscriber
certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT, #ZRH{ R5R CAMER,
and GDCA TrustAUTH E5 ROQT, the size of RSA key which GDCA supports is 2048 bits or above
(evenly divisible by 8), and the size of ECC key which GDCA supports is 256 bits or above. GDCA
will conform to the specifications and requirements of key size from state’s laws and regulations,
government, etc.

6.1.6. NASE R E B FHERE Public Key Parameters Generation and

Quality Checking

Xof T R A BEEL K] GDCA 1T /7, AHS U s H 1 5% 55 28 R v v
A PR B A AR A A S, AL, IR, USB Key. IC REEAERIAIEEL,
I 18 X 157 25 1) 2B BROTE RIBR A . GDCA WA AIX S 3 4 R i 4 B I . R
ZHE& T RN 22 EHER,

ST S50 R R A, [RIRE FhOE So ] 5R BEJR HE V TT R0 2 1 4 R A 5
AT, BlanENL. %K. USB Key. IC £%5. GDCA W\ AKX L & A5 N B 11
W, FESECERE T RN Z2EHER,

Public key parameters of subscriber who use hardware cryptographic modules must be generated
in encryption equipment and hardware medium approved and permitted by OSCCA, such as
cryptographic server, cryptographic card, USB Key, IC card, and follow generation standards of
these devices. GDCA considers that built-in protocols, algorithms for these devices and medium
have already met sufficient level of security requirements.

Quality of public key parameters is also checked through the encryption equipment and hardware
medium approved and permitted by OSCCA, such as cryptographic server, cryptographic card,
USB Key, IC cards. Of course, GDCA considers that built-in protocols, algorithms for these devices
and medium have already met sufficient level of security requirements.

6.1.7. FHAFEHBER (FET X509 v3 FHHBFE) Key Usage Purposes (as

per X.509 v3 Key Usage Field)

GDCA R CA %A T2 8 DL N IEf:
1. RRFEIR CA ) EEUEF;
2. g CA WEH fexs AE+;
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3. H TR MES (41 OCSP Wi REg8EIEF ).
Root CA keys of GDCA are used to sign the following certificates only:
1. Self-signed certificates to represent the root CA itself;
2. Certificates for subordinate CAs and cross certificates;
3. Certificates for infrastructure purposes (e.g. OCSP Response verification Certificates).
P R AR T 3R b 22 AR S5, Bl in B g3 GIE . AN AT HRAS A B se 4 45
s g I Ay LR T3 SO0 38 R
B E AN E AR S, ATSEELS O ALE S SABUE B ST 2 S L AL .

Subscriber's key can be used for providing security services, such as identity authentication,
non-repudiation and the integrity of information, etc. Encryption key pair can be used to encrypt and
decrypt information.

Authentication of identity, authorization of management, confirmation of responsibility and other
security mechanisms can be done via using signing key and encryption key.

6.2. FEHEIPMFLHER THEZEH| Private Key Protection and

Cryptographic Module Engineering Controls

6.2.1. 200 LB s A1 $E %] Cryptographic Module Standards and

Controls

GDCA At F i) 25 T A B T 2 48 [ R B AL B B R AT I P2 8, FF & (GM/T 00282014
BERD A L 22 A H R ELR Y, %ARME S FIPS 140-2 FrifE2E [ . CA RSB RSRE54 FIPS
140-2 28 = EARZLR, 1T P B R R RF & FIPS 140-2 28 20 A IR ER

Cryptographic modules used by GDCA are approved and licensed by OSCCA and comply with <
GM/T 0028-2014 Security Requirements for Cryptographic Modules>, a standard equivalent to
FIPS 140-2. The cryptographic module of the CA system meets the FIPS 140-2 Level 3 technical
requirements, and the cryptographic modules of the subscribers conform to the FIPS 140-2 level 2
technical requirements.

6.2.2. T2 AN#E#H] (m 1% n) Private Key (n out of m) Multi-Person Control

GDCA R R T B A GRS SR R 2 AR, BOSRELTL
=07, RGO RRAHCE) 5 RArpIE R, B A = A VT
W, RN R PIN T, A BExt AL HIIE AR
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Generation, update, revocation, backup and recovery operations, etc. of GDCA private key adopt
multi-person control mechanisms. Namely, the mechanism is three out of five, means the key
management authority is distributed to five key administrators, the operation of private key is
performed in the presence and permission of no less than three employees via inserting cards of
administrators and inputting their PIN code.

6.2.3. TP A Private Key Recovery

GDCA B8 B A O R 3 PR P B A SR AL, g 348 B e a2 B PR s B 0T
H1 GDCA & 2, B RO e A5 P S B 5 P A A1 RE AR IR A 3R AT RV

The GDCA key management center adopts a key recovery mechanism, with the encryption key
pairs generated by the key management center being managed by the GDCA, ensuring that any
data encrypted with these keys can be legally recovered in accordance with judicial procedures.

6.2.4. R HFLE Private Key Escrow

X+ H ROOTCA (RSA) iE15. GDCAROOT CA iE+i. ROOTCA (SM2). GDCA
ROOT CA1 WE-B2EK K F R CA P KT FHIET:, 1T P Ik -Hxs N FA8H i GDCA
FEE, 1T B RV B B O IR, GDCA Mgt .

Xf F B GDCA TrustAUTH RS ROOT F 5. # % B /8 RS R CA iE 5.
GDCA TrustAUTH E5 ROOT %R (& CA T2 R FIET, GDCA AXHiT P FAiH
BATIEE .

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,

ROOTCA (SM2), and GDCA ROOT CA1, the private key of encryption certificate is escrowed by
GDCA. The private key of signing certificate is managed by subscriber and not escrowed by GDCA.

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT, #%
i R5 #2 CA iE15, and GDCA TrustAUTH E5 ROOT, GDCA does not escrow the private keys of
the subscribers.

6.2.5. FEH4& 4y Private Key Backup

CA ARAR 7 NIRRT 2y AU B8 — IR R G Rl AT %
B0 g GENT RGP ERITESE U,

PR 3840 o2 R SRR A A I BEAT B AL B 2 4

e AR P &0 R & T & 0 AT AT e B %, B — 1

Private keys backup for CAs includes two types: initial backup (backup in the first installation),
complete backup (regular copies of private key library in the system).
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Initial backup is private key backup in the system installation.

Complete backup is complete backup of private key library once a week.

6.2.6. FAEAVHEY Private Key Archival

GDCA 91 B 0oy B A i & 935 BT IHRE O/ A7, TRA7 1077 sORe  9n &
T ORAAE S P B PO B
FHZIME, GDCA f£ 10 RN 5EIARRIE . RIS fRAF 2270 7 4.

The GDCA key management center archives and preserves the generated keys by encrypting the
keys and storing them in the database of the key management center.

Once private key expires, GDCA will complete archiving operation in 10 days. The validity of
archiving private key is at least 7 years.

6.2.7. RAZH. FANFELMHEE Private Key Transfer Into or From a

Cryptographic Module

P A (s AR L AR B s e rp = A, SR R O RA B AN BE AR SOOI 3 e

X CA Rt R ELMEGTH CA BHIN, MWEMRH G I )& P A0,
FIFhnas CA SRRV 2 N &0 103 PP R 2 A AR et il 22 A\ 4224 o

GDCA AFERELT RV MR 3 AR R o 3 1 0592, B AN SRV It o X 4%
AR F AR ALV, R P IR RO B AT AR EAR OGRS, T T A BT
AN BRI R B E & ORI S U 17 42 il £ i o

All keys must be generated in cryptographic modules, and private keys in the cryptographic
modules cannot be exported in plaintext.

For the CA system, when it is necessary to transport or backup the CA keys, the keys exported from
the cryptographic module must be encrypted, and the private keys used to encrypt the CA key must
be under multiple person control. Importation of the keys into the cryptographic modules must also
under multiple person control.

GDCA does not provide the export of subscriber’s private key from hardware cryptographic module
and allow this operation. As for the private key stored in software cryptographic module, and if
subscriber is willing to bear the relevant risks, subscriber can choose the way of import and export
with access control such as password, etc.
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6.2.8. AT FELERF) M Private Key Storage on Cryptographic

Module

CA Z GV 15 46 R FH ] 5% 2 o B Rt R AV AT 1 AR 55 2 B AL, s 2 el
P2 /DFFE FIPS 140-2 = Jbn i sl A 55 20 22 47KV, RLBHI I 500 A7 A 8 I 55 4 5 D A LA
P, FEBEAN AR i A A 22 B SCH AR RE AR 2 A L2 Ab

WP AAHAEAETERT & B K B T B E 1) B & BOUAHIE R, BT TE v # HP A7 6k
HIAAEH, #BULEE SO aUORATE o X T8 F B B P s e 2B RO RL B, R o AR A 2 D A
Perb A RVE A, T P T DA B SRR P A 2 A O 1 T 1 R e B B R

T 2 A RIS 2 IR P AAH ISR 2= /D RF 4 FIPS 140-2 —2h5
e [F) A8 2 22 4K F

The hardware cryptographic equipment used by CA systems had been approved and permitted by
OSCCA, and hardware cryptographic module at least meets the FIPS 140-2 level 3 standards or
equivalent security levels. Private keys will not be in the form of text outside the hardware
cryptographic modules in the entire life cycle.

Subscriber's private key is stored in the devices or files meeting the regulations of OSCCA. All the
private keys stored in the devicesare in the form of cipher text. For the private key generated by
software cryptographic modules is preferably stored and used in hardware cryptographic modules.
Subscriber can also use specific software cryptographic modules with security measures.

The hardware cryptographic module used to store the private keys of the code signing certificates
at least meets the FIPS 140-2 level 2 standards or equivalent level of security.

6.2.9. BOEFAEH 1 57% Methods of Activating Private Key

HHEHE MM E CEE ARSI, TR R, HE=
HEHE RN

XFFAF AL G USB Key %R N HLaE HAB A AR iR e i a0 7
AHL, AT AT OB A2 1C REETT AP ARG T TSR ke T R Y A Eh
Ja, ¥ USB Key. IC REEMAMMBAET, BARY 04, WRARE. X T14%
FEAT P SV S A e rr AL, 1T R A & B 3 it M BE L ORGP T 5L
PABT IEAEBCA S 2 P SRS OL T, FAR N S8 AT 7 BT SEHUNITAR G AAEH . G RA
JBAE AT SRR TR P (U AA B AT ORI, A2 B R AR R ) 48 T WA AL B R TS
WEARAEH O RIPFLE, B REAREUINER , I/ Z R D2 A4 RERMS AL .

Key administrators use their own administrative cards to login cryptographic server. Three
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administrators need to be at presence for private key activating operation.

For the private key saved in such as USB Key, cryptographic card, cryptographic server, or other
forms of hardware modules, the subscriber can protect through password, IC card, etc. After the
appropriate driver is installed in subscriber’s computer, the private key is activated by the way that
the USB Key, smart cards are plugged into the appropriate device to enter the protection password.
For the private key stored in the subscriber's computer software cryptographic module, the
subscriber should take reasonable measures to protect the computers physically in order to prevent
unauthorized personnel from using computers and private keys of subscriber. If the private key is
stored in software cryptographic module without the password protection, then the loading of
software cryptographic module means the activation of private key. The private key protected by
password can be activated via inputting password.

6.2.10. fREBRAHETRIRASRI T Method of Deactivating Private Key

FE B A ESA H CRE B R RESRR S A HHL, TR, &
B G FN Y.

— BRI, BRARXFUIRS R ER, RS TR A fE
M, APHERRBERGE, R BEHET — R, WUREHT S Ik #RlE, & 2 it
AT o

GDCA fi# Br AL BHBR IR 17 U H5IR B RIS . DIWTrils R AR A%
Ths A ARG RERBUEM A G, 48A0T DT R

P REBRAAIBE IR L B AT v, SR URIE RS TH L, BT
B R AU, DI, R AR .

Key administrators use their own administrator card to login cryptographic server and deactivate the
private key. Three administrators at presence can execute above operation.

Once the private key is activated, unless the state is deactivated, the private key is always active. In
some cases, the private key is activated for one operation and reactivated for another operation.

The ways of deactivating private key include exit, shutdown, removing hardware cryptographic
module and logout of user or system. Unauthorized person cannot execute above operation.

Subscriber can deactivate the private key by themselves. And private key will be deactivated when
logout, or remove hard cryptographic module from card reader, or turn off the power supply.

6.2.11.  HBFAHAKI G TE Method of Destroying Private Key

GORAIA A, B0 S5 AP L A S R B8 sl e, A R A T80
PEIRSEREER N, IS A A I AR B 4 7 ot 7 AR bR s WURAL T RE PRI AR B
AINE BB IC REBAPHIE T AZE. [N, Pra T HeERPIR PIN 4. 1IC R
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S5t D 2B e Wi

WP A BGAE A, B 5AGIA R 1~ P 2 sE il Ja, T dise
HAESBOT%, TP L ARIEA REEBLAAY, JFRIEA RKSHE. R HRA R
AR, AT e AL IEA CPS [ RLE AT -

If the private key is no longer in use, or after the corresponding public key is expired or revoked, for
the circumstance that the key is in software encryption module, it must be cleared by methods of
mulching. For the circumstance that the key is in hardware encryption module, it should be cleared
in the encryption device or IC card. Meanwhile, all the PIN codes, IC cards for activating private key
also must be destroyed or recovered.

Private key no longer being used, or the public key corresponding to private key expired or revoked,
the method of destruction is determined by the subscriber. The subscriber must destroy the private
key effectively and assume the relevant responsibilities. Storage and archive of the key after
expiration must conform to the provisions of this CPS.

6.2.12.  EEEHLFTEE Cryptographic Module Rating

GDCA 15 F [E 5 5 055 B R L v AN ] (R 25 00 77

GDCA uses the cryptographic products approved and permitted by OSCCA.

63. BHAXNEHEHK H M & W Other Aspects of Key Pair

Management
6.3.1. A4H)34% Public Key Archival

Xt RGP E I N SRR AT R I B VIAS ORAT X ORAF B A BME BT AR I, #f
TRAEIRI 2 2 e B A B
NG, GDCA F£ 10 KA T8 BRI #ERAE .

GDCA should carry out archiving and preservation timely for public key data generated by the
system and use symmetric encryption for public key information. Ensure to obtain the safe and
complete public key information.

If public key has expired, GDCA should complete archiving operation in 10 days.
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6.3.2. IER BB XTFE R Certificate Operational Periods and

Key Pair Usage Periods

DNEAAURVER B FT IR S UE S A RO %, (BIF A SE e R fr— 2.

XHFREA B RS, HAV R BEAEIE AT RO A A 0] U 82644, AABII A
PSRRI IE S AT RO . B3, 8 7 PRIEEIE A7 00 A 2544 (1045 /2 T ASRIE,
S AE P I RR W] BLEEIE S R ROV PR LA

xFFonE @ e+, RAHRBAEESE RSN A TR TInERELE, S
PSRRI IE S AT RO . B, 8 7 DRIEEIE A7 R0 A I (1945 2 T AT
AN A HI R T AEIE S (1A ROYIRR BASE

The usage period of public key and private key is related to the validity period of certificate, but they
are not completely consistent.

For the signing certificate, its private key can only be used for signing within the certificate validity
period and not be used beyond the validity period of certificate. However, in order to ensure
signature information can be verified within the certificate validity period, the public key can be used
beyond the validity period of certificate.

For the encryption certificate, its public key can only be used for encryption within the validity period
of certificate and not be used beyond the validity period of certificate. However, in order to ensure
information encrypted can be used to unlock the information within the validity period of certificate,
the private key can be used beyond the validity period of certificate.

X5 T S S0 I RS, ARV A 80 R REAEUE A RO N 4w BUEA .

B MEBH 2@, AP R IR P R4l 5 .

FANFAERM R TR FUEFIE R CA RS, IEBRIME, £ RIEZ 2 E LT,
FOVFAS Y SR AR X UE AT . (B S P AN RETC PRI A -

For the certificate used for authentication, the private key and public key can only be used within
the validity period of certificate.

If a certificate has multiple usages, the usage periods of public key and private key follow the rules
described above.

In addition, after the expiration of certificate, under the circumstances of ensuring security, original
key pair can be used to update the certificate. But the key pair can’t be used indefinitely.

XA ERESS,  FB B o VB I E 5 5 37 ) s A FH TR 4

1. %} ROOTCA(RSA)ZE K RSA2048 {7 CA iEFS, HEEANT K o v 4
PRAZ 10 4, AIZT 10 4F;

2. Xt ROOTCA (SM2) %KM SM2 CA E1S, FHaIN i fovr il 4R 2
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10.

11.

12.
13.

14.

15.

20 4, AT 20 4F;

%FF GDCA ROOT CA1 2% 1] RSA2048 117 CA E-F5, HSEEIN e K SL V8
FAERR R 13 4, " 13 48,

XFF GDCA TrustAUTH E1 CA %K1 SM2 CA iE+:, HEHI R R
FAERR R 12 5, W4T 12 48,

X T GDCA ] RSA4096 f7i CA iE+, HE P R vE s AR 2 30
&, W T 30

X§F GDCA [ ECC 384 it CA {IE+S, FLa G0 1 fe K Fu VR4 4 B2 30 4,
A>T 30 4

XF T RSA2048 iz SSL/TLS RS54+, HE IR B s A< o e F IR 2 398
R, AT 398 K;

Xf T RSA3072 i ARSAE A E+s, B PN A SRV IRR 2 39 M, 7]
DF 394

XF T RSA3072 A7 [AJBIEFS, H3 B I i fu v IR 2 5 48, w25
s

XFF RSA2048 hr e A MBAE1S, HEGIN K vl AR 825 K, 7]
ST 825 K

XF T RSA2048 f7fk SSL/TLS k55 #5iE+5 & S/MIME 22 4= HfHiE AT ik
5, HEAR MRK RV ERE 8 45, AT 8 4,

XFF SM2 AT P ESS, BN R K R FERE 4 4, 1T 4 4
X ECC256 fir SSL/TLS MRS #FUES:, H% X IR fuvrfd FHER 2 398
R, AT 398 K;

XtF ECC256 AR 4A0E 10, HBEN 1 H v IR Z 39 N H, ]
S 394N A

XF T ECC256 £k SSL/TLS Al 5 #3UE 45 A AR ZE A UEF AN AT P+, 5
XK RV IR Z 8 45, /T 8 4R,

For different certificates, the maximum usage period of the key pair can be obtained via certificate

renewal:

1.

For ROOTCA (RSA) RSA 2048 bits CA certificate, the maximum usage period of the key pair
is 10 years or less than 10 years.

For ROOTCA (SM2) SM2 CA certificate, the maximum usage period of the key pair is 20 years
or less than 20 years.
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3. For GDCAROOT CA1 RSA 2048-bit CA certificate, the maximum usage period of the key pair
is 13 years or less than 13 years.

4. For GDCA TrustAUTH E1 CA SM2 CA certificate, the maximum usage period of the key pair is
12 years or less than 12 years.

5. For the GDCA RSA 4096 bits root CA certificate, the maximum usage period of the key pair is
30 years or less than 30 years.

6. For the GDCA ECC 384 bits root CA certificate, the maximum usage period of the key pair is
30 years or less than 30 years.

7. Forthe RSA 2048 bits SSL/TLS server certificate, the maximum usage period of the key pair is
398 days or less than 398 days.

8. For the RSA 3072 bits code signing certificate, the maximum usage period of the key pair is 39
months or less than 39 months.

9. For the RSA 3072 bits Timestamp certificate, the maximum usage period of the key pair is 5
years or less than 5 years.

10. For the RSA 2048 bits S/IMIME certificate, the maximum usage period of the key pair is 825
days or less than 825 days.

11. For the RSA 2048 bits Subscriber Certificates other than the SSL/TLS server certificates and
S/MIME certificates, the maximum usage period of the key pair is 8 years or less than 8 years.

12. For SM2 subscriber certificate, the maximum usage period of the key pair is 4 years or less
than 4 years.

13. For the ECC 256 bits SSL/TLS server certificate, the maximum usage period of the key pair is
398 days or less than 398 days.

14. For the ECC 256 bits code signing certificate, the maximum usage period of the key pair is 39
months or less than 39 months.

15. For the ECC 256 bits Subscriber certificates beyond the SSL/TLS server certificates and the
code signing certificates, the maximum usage period of the key pair is 8 years or less than 8
years.

6.4. PEIEEIE Activation Data

6.4.1. BOUEEAR K 2 A M 223 Activation Data Generation and Installation

N TR AV 22 4, ARSI 7 AR P A2 O Bt 6 A ORIE 22 AR 5, AT e 4y
MO Befmed. BAREERM . BB B BARESRA R

CA RIS Bl , b 20H% WA SC & PIHAR Bl 70 B 18 B A ZER, ™
IEAT AR 2 RAER . TP RPIREOE S, AR T I EAEBR DS (B
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BER AL, USB Key. IC RIERE 45, #RUTE 24 ] ST NBEHL™ 4.

GDCA 74 RS EdE, AFEH T NEIEBM N4 (DU (S HEE 40D,
USB Key. IC REEREO45, #GRIEZA T SERIE N4 X EBEEdE, 48
Sl A T, Pl M. IRBCE S AT e SRk
A R B EE . GDCA #BUH 7 B AT BEAT 152k

Subscriber must use secure and reliable generation and installation of activation data to protect the
private key from exposure, theft, unauthorized usage, modification, or unauthorized disclosure.

Activation data of CA private key must be generated, distributed and used strictly according to the
requirements which are related to the segmentation of key activation data and key management.
Activation data of subscriber private key, including password (provided in the form of password
envelope) used to download the certificate, USB Key, login password of IC card, must be generated
randomly in secure and reliable environments.

Activation data generated by GDCA, including password (provided in the form of password
envelope) used to download the certificate, USB Key, login password of IC card, must be generated
randomly in secure and reliable environments. The activation data are delivered to subscribers
safely and reliably, such as through offline face-to-face submission, post courier delivery, etc. For
activation data of non-single usage, GDCA suggests users to modify by themselves.

P I ORY 2 NAZ AR BRI, ROZIEAE LT LA
Z/ 8 PR

2SN F B

AR E IR Z AR 175

AR G142 A 7]

AR BRI

F P 245 B K 7 4 R

© a > w bh o

All the protection passwords should not be something easily guessed, and should follow the
following principles:

1. Contain at least eight characters

2. Contain one lowercase letter at least

3. Not contain many of the same characters
4. Not be the same as operator’s name

5. Not use birthdays, telephone numbers

6. Longer substring in user name information
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6.4.2. BUEEAE KR Activation Data Protection

XHF CA RV RS Bt , 250K B K 12 e 5 105 3003 0 Ja th AR el 45 A
AR, T H BN AT A IR ST BRI 2K

VTP RS R I 2 A TSRV T 774, AT 2 R, B E LA
BEATH S, ANATRAR A FTERE . RAE AT P 04 B PIN RS ORGP AAGIAL, 1T )7 N %
FORE UL A B PIN A, By 1L FR By B A AR T 7 8 AR AR R AL B, 3T
J R R B AR IR NARR G A RIS O TR Al 55 RGN 2T 5, NMiz4
HON S BE AT 2 2

Activation data of CA private key must be separated in a reliable way and kept by different trusted
personnel. Administrator must meet the requirements of responsibility division.

Subscriber’s activation data must be generated in the safe and reliable environment and be
properly safeguarded or destroyed, and cannot be leaked to others. If the certificate subscriber
uses a password or PIN to protect private key, the subscriber should take good care of password or
PIN to prevent the leakage or theft. If the certificate subscriber uses biological characteristics to
protect the private key, the subscriber should also pay attention to prevent his/her biological
characteristics from illegal obtaining. Meanwhile, in order to meet the security requirements of
business systems, activation data should be modified regularly.

6.4.3. BiEHE A 5T Other Aspects of Activation Data

AR BOE R AT I, MR AR R R T R el B
B FE  BARS AU -

AL AN 5 S NOZAR S R E e RE P e T R A ey Tt ER R
RSB, H 845 RS iR A AR5 B o B B R R SRATHA Hs 5070 B
FAHS, HAE A 1A ITEAR TUL AU o

BRI AR, X RIFIES R P B SR A a1, BUE W

Lo AT T HRIEEBR E4, HERIE R

2. T RIPAPIEFE IC . USB Key H)H4, BT ARG ML 55 M ) 75 22 BE IS
TUVARHE, fi FAMRGE T 3 A H e BT B

Activation of private key shall be protected from loss, theft, modification, unauthorized disclosure, or
unauthorized usage during the transmission.

The activation data of private key which is no longer used should be destroyed and protected from
theft, disclosure or unauthorized use during the destruction. The result of destruction is that some
or all of activation data can’t be recovered directly or indirectly from the residual information and

136



[] BSHENNIERAERAE
Soen T GDCA HEL 7~ AEMV SR (V6. 2 J§D

medium, papers recorded with passwords must be shredded.
For the security reasons, the rules of certificate applicant activate data of lifecycle as below:
1. The password used to apply for certificate becomes invalid after successful application.

2. The password used to protect the private key, or IC card, USB Key, could be modified by
subscriber at any time based on business application, and should be modified three
months after the validity.

6.5. TFEMLZEHEH] Computer Security Controls

6.5.1. A KT BN ZEFHARER Specific Computer Security Technical

Requirements

GDCA RENMEE%AEEH, “REN (ERLEHR IEIAME RS KA
RZBHARIE) . TG B A1 (R MERSE ML), 28 13027001
15 B2 AhrtERE AR AR G 15 B2 pm e, il AT 56 36 10 20 4 B SR g A
MRS, fEIZE T RASEH ., B A AN FEN SRR AR &/
B, BV g YRR sl N RIRST B 4% U i £ )5

Information security management of GDCA certification system meets " Information security
technology—Specifications of cryptograph and related security technology for certificate
authentication system" published by OSCCA, "Measures for the Administration of Electronic
Certification Services" published by Ministry of Industry and Information Technology, standards of
information security in ISO 27001 and security standards of other relevant information. GDCA
draws up comprehensive and perfect security management strategies and standards, which have
been implemented, reviewed and recorded within operation. The main security technologies and
control measures include: Identification and authentication, logic access control, physical access
control, management of personnel's responsibilities decentralization, network access control, etc.

SAT RSO R AR, VBRI R4 (B4 CA RGL. RA KRG UL
BRI 53 73 BCME— (R U (R U5 TR PR BR A A AT AR ER S 2R I i MR o 15 7]
I RN R AT 44 2 R B il R 2 8 sy 3

LA 2 R TR iR CA BB S R gt e ER RS, A
SR BIREFRBITI A .

Dual-factor authentication mechanism shall be utilized in the login process to validate the digital
certificate and username/password of user. GDCA assign each user of CA/RA system a unique
account with minimum permissions according to the requirements of user.

Strict security controls ensures that the system of CA software and data files is secure and reliable
and will not be accessed without authorization.
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Wools G AUT LM REHITR AR B, 5 BG5S RG34 B AT LY
BEL L3 2 OIS PR R824 7D LI L A P s A0 X287 .5
e, WV RGO . N CA RIS ARy, AL TR, Ui
IR G0 T35 A BT LU 11451 CA Sl

Core system must be separated physically from other systems and the production system must be
separated from other system logically. This separation can prohibit network access except for
specific applications. The usage of firewall is to prevent the intrusion from the internal and external
network production system and restrict activities of access production system. Only trusted persons
in operation and management group of CA system, when necessary to access the system can
access the CA database using password.

6.5.2. THEMN Z 2P Computer Security Rating

GDCA [MIMIE RS, 8 T 1 5% A0 B R ) 22 v v A

GDCA [MIIE RSt THENL M 2% 224, R4 H [ 58 T B ) £ T I RHAE &
iy UPENL MG AR TR A, WA YE, RIEHCERLSSEN, SHA
IE R G RG22 AT TR0
GDCA certification systems pass the security review of OSCCA.

Authentication system, computer and network security of GDCA should be evaluated by OSCCA
each year. According to the opinion of the relevant experts and leaders, GDCA may upgrade the
authentication system and system security when necessary.

6.6. Ay AHAFAR$EH] Life Cycle Technical Controls

6.6.1. ARG X H| System Development Controls

GDCA HIHAF BT M Ao R A LA T SR ) .
1 g o m] A BRI T AR TE FRIR I BE, R BESR AR N G R 2 R R AT
i) S 2 ) PR S SR AR o
TR R Wb ZEFF RS HEAT PR M B 5, P P S0 T A = P B
AR TR B BT AT A RUITE LR &
8 = 7 B UE R A
22 A ARG A TR AT SRR
I, GDCA MHHH REVEMTE, 2% 1SO15408 fbrE, IATHH ISR RIAN A
REE

© g > w Db
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Software design and development of GDCA process follows principles:

1. Establish internal system of corporation about update, alteration and application. The
employees should follow this system strictly.

2. Establish internal purchasing process and management system of corporation.

3. After the programs have passed strict test in development environment, they can be
deployed to production environment.

4. Effective online backup must be done before deployment changes.
5. Verification and review of third-party.
6. The security risk analysis and reliability design.

The operation specifications of software development, which refer to 1SO15408 standard,
implement relevant plan and development control.

6.6.2. T4 EHEIEH| Security Management Controls

GDCA NERGIME B e B, R I8 B 50O 198 BLR (0 kia AT i Bt
ITHRAE

GDCA ATE R G EA A& R i, P R R Geak 2 id ™ 4 i ik B8 e Je
A AT 2 AARE, ARFME ST 2 E AL GO BT AR TR ] DhRE AT R .
GDCA XA UE SR GeiEAT 5 WIAAN & T s 2 At

GDCA K — i 235 1) & B A R R AR R AACE, AR L ARIRBIE L

Information security management of GDCA certification system conforms to the relevant operation
management specification of OSCCA strictly.

GDCA authentication system has a strict control measures, and all the systems can be used only
after being rigorously tested and verified. Any modifications and upgrades will be recorded for
reference and made for version control, functional test and record. GDCA also carries out regular
and irregular inspection and test on certification system.

GDCA uses the flexible management system to control, monitor system configuration and prevent
unauthorized modification.

AR 2% BRI BRI, AT ZetE s, HRIRBIRERESHAR, 25
FAAE L AR A o N B0 25 SR AN 22 25 L A5 AR SN ™ % 1) 22 A LRI, 3BT et
A 22 AR

GDCA ANIERGHAT R BBEAF B TH R LG, JRIH B AERAT AL BRI, B S b iU
IWHR A 02 2 (15 B AFE

Hardware devices are checked from the perspective of intrusion and security holes, etc. Encryption
devices must be examined, installed and accepted in a strict security control mechanism.
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After all the hardware and software equipment of GDCA authentication system are upgraded,
GDCA must confirm the existence of information which affects the security in waste equipment.

6.6.3. A 4y B R &2 25 1) Life Cycle Security Controls

GDCA NIE RS v B nI RFSAE I T vt d), JLrp G d 7k, iR
i JE AR 22 e o

Software and hardware of GDCA certification system have sustainable upgrade plan such as
arrangement of software and hardware lifetimes.

6.7. MZEHKIZ4EFEH Network Security Controls

GDCA WIIF & Gt K FH 2 92197 K 5 AN W 2% B 22 A RS ORY, I HL 3t 58 3 1
Vi Il AR o

WIERGE RIFBCS BAEIE S . EWIEBEAH R RIEDhRE, AL o M AT
R GDCA R 51 LRet N GDCA EIR%5 45 GDCA iE+ H %% % . GDCA
BAEPLEREHNARS.

N TR EE %4, GDCA NI RGLAEHE TN 4 it FiEp
TR RS, F H SR kol . NAR IR 22 A5 T B d F RS IIRRAR
PR T BE R AR B T 9 25 1) AU

GDCA M %% 2% 235155 & CA/N 2% i8ts (CA/Browser Forum) R A f) Network
and Certificate System Security Requirements (NCSSR) %K,

GDCA authentication system has multi-level firewalls and the protection of network resource
security control systems. It also has complete access control technology.

Authentication system only provides the operations such as application and query of certificate to
subscribers over the network. Only employees authorized by GDCA can access the GDCA
certificate server, GDCA certificate directory server, GDCA operation center and other equipment or
systems.

In order to ensure network security, GDCA authentication business system has been equipped with
intrusion detection, security auditing, virus protection and network management systems, and
updated to the version of above systems, as much as possible to reduce the risks from the network.

The network controls adopted by GDCA conform to the Network and Certificate System Security
Requirements (NCSSR) published by the CA/Browser Forum.
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6.8. I} [EER Time-Stamping

GDCA #2754 RFC 3161. 5816 LA Az Authenticode RIS [RIBRARSS, 32 TS
%54 . PDF 4% Hi&. GDCA KIMVSS RS0 2 4ei (A iE it NTP Bl 5 1% a8k ik
% ED .

GDCA provides time stamp service that complies with RFC 3161, RFC 5816 and Authenticode,
mainly used for code signing and PDF signing purpose, and the system time of GDCA’s operation
system synchronizes with this time stamp service through Network Time Protocol (NTP).

7. iEH. IEBHEET)RAELIEFRSPMY Certificate, CRL,

and OCSP Profiles

7.1. EH Certificate Profile

GDCA {8 F I VEAIE Fk% 25 & [ ZAR SCHRAEZER , o2 ITU-T HEF K — A Brbs e
ITU-T X.509v3 (1997): 15 BHAR-TFIN RS HiE-Ha: AUEHESE (1997 4 6 H) #nifk
F RFC 5280: Internet X.509 AHFEAHBLHEUE T/ CRL 458 (2008 455 H).

GDCA iiid CSPRNG kT 0 HAKE Ny 64 A7 41 1 IE 51 5 .

The format of GDCA certificates conforms to national standard, i.e. ITU-T X.509 V3 (1997):
Information Technology - Open Systems Interconnection - the Directory - Authentication Framework
(June 1997) recommendation by ITU-T and RFC 5280: Internet X.509 Public Key Infrastructure
Certificate and Certificate Revocation List (CRL) Profile (May 2008).

GDCA generates non-sequential certificate serial numbers greater than zero containing 64 bits of
output from a CSPRNG.

GDCA FiZE RAE P45 AR N T

ik B B AR PR ]

FAS 2] X.509 UEH R A, EH)v V3

P4 S A ME— bR R4

A48 B RAUETIS BT %2 5% (W CPS 28 7.1.3 71

R 25 R TR i 4

ARGEGHY | BT EEEAREUTC), FJLrEFEL, % RFC 5280 FR4mi%
AR | ST EEREHRUTC), ML F, % RFC 5280 BER4wHD.
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A BB A BB AT A CPS #iLE HI PR .

£/ DN PR 7 B AR B B 4% 4 -
CA #iE+ DN: CN. O. C.
H12% CA IEF DN: CN. O. C.
WPHUMIET DN: CN. O. OU (H[i%). L. S, C.
WAL AET DN: CNL O, OU (H[i£). L. S. C.
W AIET DN: CN. O. OU (H[i%). L. S, C.
VTP SRR AFIEF DN: E. CN.
W PAS NIBPEIES DN: E. CN. L. S, C.
TP WL EEAIES DN: Ev CN. O. organizationldentifier. OU (1]
#). L. S\ Co
W PHUGAN AMBLEIET DN: E. CN. O. organizationldentifier. OU
(Af%). L. S, Co
WP/~ NIEF DN: CN. L. S, C.
i " DV SSL i+ DN: CN.
I OV SSLiEi DN: CN. O. L. S. C.
17/ EV SSL UET5 DN: CN. O. streetAddress (T]i%£). postalCode
(A #%& >, L. S. C. serialNumber . businessCategory -
jurisdictionLocalityName  ( OID : 1.3.6.1.4.1.311.60.2.1.1 ) .
jurisdictionStateOrProvinceName  ( OID:1.3.6.1.4.1.311.60.2.1.2 ) .
jurisdictionCountryName (OID:1.3.6.1.4.1.311.60.2.1.3)-
11/ EV ARISZE 4 1E 5 DN: CN. O. streetAddress (1% ) postalCode
(A& >, L+ S. C. serialNumber . businessCategory -
jurisdictionLocalityName  ( OID : 1.3.6.1.4.1.311.60.2.1.1 ) .
jurisdictionStateOrProvinceName ~ ( OID:1.3.6.1.4.1.311.60.2.1.2 ) .
jurisdictionCountryName (OID:1.3.6.1.4.1.311.60.2.1.3),

N R4 RFC 5280 Zwfid, {41/ CPS 7.1.3 yREMHEE, BHKEHZ
CPS #RERIZEK.

Following are the basic certificate fields for the certificates issued by GDCA:

Fields

Value or value limit

Version

The format version of X.509 certificate with a value of V3.

Serial Number

The unique identifier of a certificate.
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Signature , . . o . .
Algorithm The signature algorithm used to issue certificates (Section 7.1.3 of this CPS).
Issuer Issuer's distinguished name, including CN, O, and C.
notBefore Based on Coordinated Universal Time (UTC), synchronized with Beijing time,
encoded according to RFC 5280.
notAfter Based on Coordinated Universal Time (UTC), synchronized with Beijing time,
encoded according to RFC 5280.
Subject Subject DN of a certificate holder or entity may be as follows:
DN of a root CA certificate: CN, O, C.
DN of a subordinate CA certificate: CN, O, C.
DN of a subscriber organization certificate: CN, O, OU (Optional), L, S, C.
DN of a subscriber individual certificate: CN, O, OU, L, S, C.
DN of a subscriber organization employee certificate: CN, O, OU (Optional),
L, S, C.
DN of a subscriber equipment certificate: CN, O, OU (Optional), L, S, C.
DN of a subscriber Basic S/IMIME certificate: E, CN.
DN of a subscriber IV S/IMIME certificate: E, CN, L, S, C.
DN of a subscriber OV S/MIME certificate: E, CN, O, organizationldentifier,
OU (Optional), L, S, C.
DN of a subscriber SV S/MIME certificate: E, CN, O, organizationldentifier,
OU (Optional), L, S, C.
DN of a subscriber individual certificate: CN, L, S, C.
DN of a subscriber DV SSL certificate: CN.
DN of a subscriber OV SSL certificate: CN, O, L, S, C.
DN of a subscriber EV SSL certificate: CN, O, streetAddress (Optional),
postalCode (Optional), L, S, C, SerialNumber, businessCategory,
jurisdictionLocalityName (OID:1.3.6.1.4.1.311.60.2.1.1),
jurisdictionStateOrProvinceName (OID:1.3.6.1.4.1.311.60.2.1.2),
jurisdictionCountryName (OID:1.3.6.1.4.1.311.60.2.1.3).
DN of a subscriber EV codesigning certificate: CN, O, streetAddress
(Optional), postalCode (Optional), L, S, C, SerialNumber, businessCategory,
jurisdictionLocalityName (OID:1.3.6.1.4.1.311.60.2.1.1),
jurisdictionStateOrProvinceName (OID:1.3.6.1.4.1.311.60.2.1.2),
jurisdictionCountryName (OID:1.3.6.1.4.1.311.60.2.1.3).
Public key Encoded according to RFC 5280, using the algorithms specified in section
7.1.3 of this CPS, with key sizes meeting requirements specified in this CPS.
7.1.1. Jix 45 Version Number(s)

GDCA IEF A X.509 V3 hRUEFH X, MRS BEAFBAEIE AR XA .

GDCA certificates are compliant with X.509 V3 certificate format. The version information is listed in
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the version field of the certificate.

7.1.2, EFHP B Certificate Extensions

GDCA Fx T X.509 V3 FIE A #EIUAFREY B ITAAL, &R T 8 e X R
T

In addition to the X.509 V3certificate standard items and standard extension items, GDCA also
uses customized extensions.

7.1.2.1. RIEF Root CA Certificate

1 BEARZAE

MAEB AR Bz R, HiZy RIUHREY R, FARBUPERHN CA,
“pathLenConstraint” FBER K E .

2. EHIHE

MRUEF AT By eI, HAxy RIUOCHY R T, F %% B~ KeyCertSign, CRLSign.
HRAUEFXF LAV A F 12558 OCSP i .

3. EFhSKEE

ZY RIUR K E .

4. WIRAVEEHRNE

ZY RIUR K E .

5. FREHIRRAT

WOIE R0 Bz R, By R NAMC A RS R, & ME N 2B S TER
IEB2 K BIIE B 9 authorityKeyldentifier 47 J& ) keyIdentifier =B,

1. basicConstraints

This extension shall appear and shall be marked critical. The cA field shall be set true, and the
pathLenConstraint field is not present.

2. keyUsage

This extension shall be present and shall be marked critical. The usage keyCertSign and cRLSign
shall be set. The private key corresponding to a Root CA will not be used for signing OCSP
responses.

3. certificatePolicies

This extension is not set for root CA certificates.
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4. extKeyUsage

This extension is not set for root CA certificates.

5. subjectKeyldentifier

This extension shall be present and shall not be marked critical. It shall contain a value that is
included in the keyldentifier field of the authorityKeyldentifier extension in certificates issued by the
Root CA.

7.1.2.2. 1 CA iEFH Subordinate CA Certificate

1. R SRE

1% CAEFR AU Bixd RO, HASAKREY I, A AN SERR AR IR 1
5 RIE LA CPS 158 1.4.1.8 1.

2. CRL 7R

2 CAUE AR B IZY BRI, HARNCEY BRI, Z¥ RIFE S CA CRL
R4 ¥ HTTP Hihik.

3. WURMIGE V5

XITH GDCA TrustAUTH R5 ROOT i+, #zhff{ RS R CA iE+i. GDCA
TrustAUTH E5 ROOT 25K (2 CA IEHS, th 2 CA UEFS N BAT MU AU (S B U7 1947 J
T, BRI Wi RS RmL CA IERBZREIERK HTTP Hhillk

( AccessMethod=1.3.6.1.5.5.7.482 ) Al 4& ] CA OCSP fk %5 #J HTTP M d
(AccessMethod=1.3.6.1.5.7.48.1).

%t i ROOTCA (RSA) ifE+f5. GDCAROOT CA iE+:. ROOTCA (SM2). GDCA
ROOT CAl IEBZKIMIHF L CA UET, Hg CA UET Al A ARG B5 il R,
HWRE, WA REY R, Y Rhaf Bt CA IEBEREIETR HTTP
H fik € AccessMethod=1.3.6.1.5.5.7.48.2) AHi {5\ CA OCSP Jik %5 ] HTTP #b ik

(AccessMethod=1.3.6.1.5.5.7.48.1),

4. FEARLR

T CA IEBATRE XY I, HiZy RIUN Y BRI, FAKRMWEA CA,
“pathLenConstraint” 7B ] &K & .

5. A

gk CA IEFP AR E Sy BRI, HyRsy JEul, HWAUKE KeyCertSign,
CRLSign Hi%. 4% CA EFHXRIFAHA M T-25% OCSP Wi .
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6. AL

XFFAE 2019 £ 1 A 1 HJAF# GDCA TrustAUTH R5 ROOT iE+. #iH RS 1R
CA iE-15. GDCA TrustAUTH E5 ROOT 25K H)H1 4% CA UE+s, 4 CA WE-H 2 & i%
PRI, HARCN Y I, %389 CA E ¥ T4 & SSL/TLS iE+:, %
§ I id-kp-serverAuth [RFC5280), £ 7 id-kp-clientAuth [RFC5280), A0
% id-kpemailProtection [RFC5280]), id-kp-codeSigning [RFC5280]), id-kptimeStamping
[RFC5280), id-kp-OCSPSigning [RFC5280] /% anyExtendedKeyUsage [ RFC5280],
AT AT AT FAAE

7. WURMLAEEE bR RST

g CAUEBATR B %Y R I, HARAXEY I 1% RS Keyldentifier
FB.

8. FHEHHIRIRGT

g CAUEBATR B 12 I, Hizy BRI RO A KREY R, ErMEMZE
EAEF R CA 2K HIAEF ) authorityKeyldentifier 3 & ) keyIdentifier 7B .

1. certificatePolicies

This extension for subordinate CA certificates shall be present and shall not be marked critical.
More information about the asserted OIDs is explained in section 1.4.1.8 of this CPS.

2.  cRLDistributionPoints

This extension for subordinate CA certificates shall be present and shall not be marked critical. It
shall contain the HTTP URL of the CA’'s CRL service.

3. authoritylnformationAccess

For subordinate CAs issued by GDCA TrustAUTH R5 ROOT certificate, B R5 iR CA LB
and GDCA TrustAUTH E5 ROOT, this extension should be present and shall not be marked critical.
It should contain the HTTP URL of the Issuing CA’s certificate (accessMethod = 1.3.6.1.5.5.7.48.2).
It may contain the HTTP URL of the Issuing CAs OCSP responder (accessMethod =
1.3.6.1.5.5.7.48.1).

For the subordinate CAs issued by ROOTCA (RSA), GDCA ROOT CA, ROOTCA (SM2), and
GDCA ROOT CA1, this extension may be present, and shall not be marked critical if present. It
should contain the HTTP URL of the Issuing CA’s certificate (accessMethod = 1.3.6.1.5.5.7.48.2). It
may contain the HTTP URL of the Issuing CAs OCSP responder (accessMethod =
1.3.6.1.5.5.7.48.1).

4. basicConstraints

This extension for subordinate CA certificates shall be present and shall be marked critical. The cA
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field shall be set true. The pathLenConstraint field may be present.

5. keyUsage

The subordinate CA certificates have the "keyUsage" extension, which is a critical extension. Usage
settings are: digitalSignature, keyCertSign, cRLSign. The private key corresponding to a
subordinate CA certificate will not be used for signing OCSP responses.

6. extKeyUsage

For subordinate CAs issued by GDCA TrustAUTH R5 ROOT certificate, #{ZeB3{{ R5 #§ CA IEP
and GDCA TrustAUTH E5 ROOT after 1 January 2019, this extension shall be present and should
not be marked critical. If such subordinate CA certificates will be used to issue SSL/TLS certificates,
the value id-kp-serverAuth [RFC5280] shall be present. The value id-kp-clientAuth [RFC5280] may
be present. The values id-kpemailProtection [RFC5280], id-kp-codeSigning [RFC5280],
id-kptimeStamping [RFC5280], id-kp-OCSPSigning [RFC5280] and anyExtendedKeyUsage
[RFC5280] shall not be present. Other values should not be present.

7. authorityKeyldentifier

This extension for subordinate CA certificates shall be present and shall not be marked critical. This
extension contains only the "Keyldentifier" field.

8. subjectKeyldentifier

This extension shall be present and shall not be marked critical. It shall contain a value that is
included in the keyldentifier field of the authorityKeyldentifier extension in certificates issued by the
subordinate CA.

7.1.2.3. 1T P HEF Subscriber Certificate

1. UEPEmE

WPER AU B2 R, HAE AR BRI, A7 K% BAR SIS R R AR5
B WA CPS M55 1.4.1.8 75,

2. CRL 43K

XFF M GDCA TrustAUTH R5 ROOT IE$5. ##hfft RS R CA iFf5. GDCA
TrustAUTH E5 ROOT 22K 2 CA FrE K T FES, &ZRAT FHE B By &
B, Hky RBUAAECHY & . Sy RIih 2t &8 m CA CRL lR%5 1) HTTP URL
Hodk.

%tF H ROOTCA (RSA) iF+5. GDCAROOT CA iE-+fi. ROOTCA (SM2). GDCA
ROOT CA1 EFBE KB CA B8 K B eSS, 22T e Al W B %y R, #7
WE, My RIUIECHEY . ey Rt 2 &48m CA CRL lR5H HTTP URL

147



[] SR RIXZIRIGBEIRDE
a (RO TR e Secun ity AThonityg Coe Lo GDCA %%U\iﬁj—k%%m)ﬂu (V6. 2 Hji)

ik

3. WURMLIGE B V5

T H GDCA TrustAUTH R5 ROOT iE+i. ##hifX RS R CA iE+. GDCA
TrustAUTH E5 ROOT 22K I 2% CA Fr2 K MIAT FESS, T PR A08CA MU WL S
By RE, AN REY R, Ly RhaG Bl CA IEBEREIERMN
HTTP Hilik (AccessMethod=1.3.6.1.5.5.7.48.2) Fl$g["] CA OCSP R4 HTTP Huhk
(AccessMethod=1.3.6.1.5.5.7.48.1),

Xt+ i ROOTCA (RSA) 5. GDCAROOT CA iE+. ROOTCA (SM2). GDCA
ROOT CAl UE-BZR I CA Fra K IAT FAESS, 28T FHES o] A MU ML (E B
ViR, AWE, WASAREY RO, W Eh S-SRl CA IERSRE
WES HTTP Ml (AccessMethod=1.3.6.1.5.5.7.48.2) Flf[ CA OCSP fR45H) HTTP
itk (AccessMethod=1.3.6.1.5.5.7.48.1),

4. FEARLR

XITH GDCA TrustAUTH R5 ROOT i+, i RS # CA iE+i. GDCA
TrustAUTH E5 ROOT %5 & ()9 4% CA FrZ5 & 1) SSL/TLS i1 JHiE+s, Al SCE %y R,
HWE, WY ROAU Y R, Wi Rh “cA” FBRAKEN “False”.

%t i ROOTCA (RSA) iE+fi. GDCAROOT CA iE+:. ROOTCA (SM2). GDCA
ROOT CA1 E B R MY CA Fra8 K AT FHESs, nIcE Ry I, HiE, Wiy
Jeh “cA” FERIEN “False”s

5. Mk

WRPIER R By RO, 438, WA RNEN S8 E N keyCertSign 2 cRLSign.

6. ISRV L

XITH GDCA TrustAUTH R5 ROOT iF+i. #Zhf 4 RS # CA iE+i. GDCA
TrustAUTH E5 ROOT %K 4% CA 2 K I eSS, iE5 r ik 85 A v R g s gl

FAHREI TR
W5 R #iE
T B4, EHn%E,
MEARUE TS RSN 1| 2022 4E 11 A 1 HigA
ZAEH) MR AR B 0% | BH T L EEE.

UE, HLTEBAE RIS

L B4, AEIL
Adobe MAHZEZUESS | HERAVEPIRIE: Adobe MANZE
%o

HURAS A HB A UEFS HYIL: B84, HHINE,
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Bz .

R PINE: B I S
A

L B4, N,
Bz .

BUAHR LTS SR BT
ST
wR: RTEY, BRIE,
N s s,
e
AR 13 SRRV T O 0
Ty
EHR: RTES, BRIE,
SRR PHE TS BRI

s A L 2 i B 6
iE, HFHR R

TR s, EHINE
DV SSL iF$ WhoR R B RV R i S I
iE . RSB S M.
BEARE: 78, EHINE,
OV SSL iF$ B SRR S L 5 i S 5
iE , IRSSE S RiE .
R TR, BHINE.
IV SSL iiF+ HhoR R B RV R i S I
iE o, RSB S M.
AR T s, BN,
EV SSL iF$ R AR S L B i S 56
iE , BRESE S ir.

B BEs4.

B R S . AUIAE 4,
B BEs4.

R AR EE b S A
B BEs4.

BB T S e I )R

7. AURMURE SRR R

WP By e, AR CHY . 13 R A Keyldentifier 7
Bo

8. T PIARIRTT

WPIEB B E Y e, Hizy IR NARIC N B I, ERZEE — A
T HEF A BIRA R A1

H AR5 4 ZRAE

EV U2 F+

A TR L 15

1. certificatePolicies

This extension for subscriber certificates shall be present and shall not be marked critical. More
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information about the asserted OIDs is explained in section 1.4.1.8 of this CPS.

2. cRLDistributionPoints

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT, #%&
BF{ R5 R CAE#, and GDCA TrustAUTH E5 ROOT, this extension shall be present and shall not
be marked critical. It shall contain the HTTP URL of the CA's CRL service.

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1, this extension may be present and shall not be marked
critical if present. It shall contain the HTTP URL of the CA’'s CRL service.

3. authoritylnformationAccess

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT
certificate, #{ZBH R5 R CA iFF and GDCA TrustAUTH E5 ROOT, this extension shall be
present and shall not be marked critical. This extension will contain the HTTP URL of the Issuing
CA's certificate (accessMethod = 1.3.6.1.5.5.7.48.2) and the HTTP URL of the Issuing CA's OCSP
responder (accessMethod = 1.3.6.1.5.5.7.48.1).

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOQOT CA1, this extension may be present, and shall not be marked
critical if present. This extension will contain the HTTP URL of the Issuing CA's certificate
(accessMethod = 1.3.6.1.5.5.7.48.2) and the HTTP URL of the Issuing CA's OCSP responder
(accessMethod = 1.3.6.1.5.5.7.48.1).

4. basicConstraints

For the SSL/TLS subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5
ROOT certificate, #ZA11E R5#R CAIEH and GDCA TrustAUTH E5 ROOT, this extension may be
present and shall be marked critical if present, and the cA field shall be set to "False" if present.

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOQOT CA,
ROOTCA (SM2), and GDCA ROOT CA1, this extension may be present, and the cA field shall be
set to "False" if present.

5. keyUsage

This extension for subscriber certificates may be present, and if present, usage keyCertSign and
cRLSign shall not be set.

6. extKeyUsage

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT
certificate, #ZHT{t R5 4R CAE$ and GDCA TrustAUTH E5 ROOT, key usage and extended key
usage are as follows:

Types of Certificates Key Usages Remarks
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This policy OID will
not be used to identify

KU: Digital Signature, Key

Email Certificates (Previously Encipherment.

. . the email certificates
the Type | Individual Certificates) EKU:  Client

Authentication, | 53¢ of 1 November

Email Protection. 2022.

KU: Digital Signature, Non
Adobe PDF Signing Certificates | Repudiation.
EKU: Adobe Document Signing.

KU: Digital Signature, Key
Encipherment, Data

» Encipherment.
SV S/MIME Certificates

EKU: Client Authentication,

Email Protection.

KU: Digital Signature, Key
Encipherment, Data

OV S/MIME Certificates Encipherment.

EKU: Client  Authentication,
Email Protection.

KU: Digital Signature, Key
Encipherment, Data

IV S/MIME Certificates Encipherment.

EKU: Client Authentication,
Email Protection.

KU: Digital Signature, Key
Encipherment, Data

Basic S/MIME Certificates Encipherment.

EKU: Client  Authentication,
Email Protection.

KU: Digital Signature, Key
Encipherment.

DV SSL Certificates
EKU: Client  Authentication,
Server Authentication.
KU: Digital Signature, Key
Encipherment.

OV SSL Certificates
EKU: Client  Authentication,
Server Authentication.

IV SSL Certificates KU: Digital Signature, Key
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Encipherment.

EKU: Client  Authentication,
Server Authentication.

KU: Digital Signature, Key

Encipherment.
EV SSL Certificates
EKU: Client  Authentication,

Server Authentication.

Standard Code Signing KU: Digital Signature.

Certificates EKU: Code Signing.

KU: Digital Signature.
EV Code Signing Certificates
EKU: Code Signing.

KU: Digital Signature.
TimeStamp Certificates

EKU: Time Stamping.

7. authorityKeyldentifier

This extension for subscriber certificates shall be present and shall not be marked critical. This
extension contains only the "Keyldentifier" field.

8. subjectKeyldentifier

This extension shall be present and shall not be marked critical. It shall contain a value that is
included in the keyldentifier field of the authorityKeyldentifier extension in certificates issued by the
subordinate CA.

7.1.2.4. FrEBUEH All Certificates

GDCA 2K [ BT ik 153475 & RFC5280, % T B GDCA TrustAUTH R5 ROOT iE 45+
Bz iR RS HR CA IE15. GDCA TrustAUTH E5 ROOT 2K i 2% CA IE1S, DL
CA WEBZRMATFUET, ZHM . MM AR OE Ry RIUSFRFE4 CPS 5
7.1.2.1. 7.1.2.2¢ K 7.1.2.3 BEKR,

%tF H ROOTCA (RSA) iF45. GDCAROOT CA iE-+fi. ROOTCA (SM2). GDCA
ROOT CA1 IEBEKMI T CAUET:, AR CA IR KK 7k, GDCA Bk [
i RFC5280 & SUHIARHETBURIARAEY RRITLASL, EvI A e LRI, #illn, it
AFEFEF R IRSS T K, GDCA ] R E Ly R I, AFFR(H AR T U0 N4 2

I Gi—H2ERRES: HTRRBLNgGE s E AR,

2. (EAEMRE S WEBAURNA A TAR R P I — 5
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3. NSRS TR E RS IEIME S5 .

For the subscriber certificates and the subordinate CA certificates that chain up to GDCA
TrustAUTH R5 ROOT certificate, #ZhH{t R5 R CAIEF and GDCA TrustAUTH E5 ROOT, key
usages, extended key usages and certificate extensions conform to section 7.1.2.1, 7.1.2.2, and
7.1.2.3 of this CPS.

For the subscriber certificates and the subordinate CA certificates that chain up to ROOTCA (RSA),
GDCA ROOT CA, ROOTCA (SM2), and GDCA ROOT CAf1, in addition to the standard fields and
extensions defined by RFC 5280, GDCA may also use customized extensions, for example, to
satisfy different requirements for certificate application services, GDCA may define some
extensions flexibly, including but not limited to the following extensions:

1. Unified social credit identifier: It is used to indicate the unified social credit identifier.

2. Trusted service number: It is used to indicate subscriber’s unique number generated by GDCA.

3. Resident identity card number: It is used to indicate unique number of resident’s identity card.

7.1.25. RFC5280 IM.F Application of RFC 5280

PG L, RFC 6962 5 I “TiE+:” A#AN A RFC5280 & X ) “UE1:”,

For purposes of clarification, a precertificate, as described in RFC 6962 shall not be considered to
be a “certificate” subject to the requirements of RFC 5280.

7.1.3. BIEXTRIRRFAF Algorithm Object Identifiers

GDCA 2K B b 3 UL ARSI

ShalRSA withRSAEncryption 1.2.840.113549.1.1.5
sha256RSA withRSAEncryption 1.2.840.113549.1.1.11
SHA256 with ECDSA 1.2.840.10045.4.3.2
SM3withSM2Encryption 1.2.156.10197.1.501

H GDCA TrustAUTH R5 ROOT iE 5. #2048 RS #R CA ilE 1. GDCA TrustAUTH
E5 ROOT Z KM CA IEHZE R A FFAEATE S & OCSP k5 250 Bk AN
shalRSA.

GDCA uses one of the following relevant algorithms to issue certificates:

Sha1RSA withRSAEncryption 1.2.840.113549.1.1.5
sha256RSA withRSAEncryption 1.2.840.113549.1.1.11
SHA256 with ECDSA 1.2.840.10045.4.3.2

153



Il semrannaemes

TooR GDCA HE-FAEML S5 H) (V6. 2 D

SM3withSM2Encryption 1.2.156.10197.1.501

Subscriber certificates and OCSP certificates that chain up to the subordinate CA certificates issued
by GDCA TrustAUTH R5 ROOT certificate, #{ZzR3{t; R5 1R CAUEF and GDCA TrustAUTH E5
ROOT are not signed with sha-1WithRSAEncryption.

7.1.4. ZFREA Name Forms

GDCA 25 % FIE 5 2 FR L 2% U Y 545 & X.501 Distinguished Name(DN)#%
B4 k% . 4T H GDCA TrustAUTH RS ROOT iE+5. i RS 1R CA iE15. GDCA
TrustAUTH E5 ROOT 22K 2% CA A8 K MILT FIESS, AR 2Cgag U0 A 284%
XFF & RFC5280, K CA/B B3z KAilf) Baseline Requirements P A, S/MIME Baseline
Requirements 7.1.4 5 () E R .

GDCA 4 CPS HIERAEKIUES:, MHIRIERAEANS, R 328 (5 B AT 2 i
i . GDCA AL A A 1P Hihk 5 NE+ 3 U P Br AR e 4 CPS 2 3.2.9 1if
55 3.2.12 FRLE .

SSL/TLS iEBFMIBUARAL AW “.7, “-7, K& 7 (B Z/F, L/aidih
EATRRZTORT . A, SAER N,

Name of certificate issued by GDCA is formatted in accordance with X.501 DN. For subscriber
certificates issued by the subordinate CAs that are issued by GDCA TrustAUTH R5 ROOT
certificate, #{ZBHL R5 R CAEF and GDCA TrustAUTH E5 ROOT, the format and content of the
name forms of these certificates match the requirements as defined in RFC5280, and CA/Browser
Forum Baseline Requirements and S/MIME Baseline Requirements Section 7.1.4.

GDCA issues certificates in accordance with this CPS and shall make sure that the information in
the certificate subject field are correct. GDCA will not write domain names or IP address into a
certificate subject unless they have been strictly validated according to section 3.2.9 and 3.2.12 of
this CPS.

R

SSL/TLS server certificates cannot only contain metadata such as ‘', - and ‘' (empty) characters
and/or any other indication that the value/field is absent, incomplete, or not applicable.

7.1.5. L FR PR #] Name Constraints
GDCA AR5 RFC5280 KAt F A FRBR #1400, LR il HH 2 CA UE Hk 55 3 FVE L

GDCA may use the name constraints extension per RFC 5280, in order to limit the business scope
of subordinate CA certificates.
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7.1.6. IE ST RER IR Certificate Policy Object Identifier

UEPS MRS S AR IRFFFIA CPS 55 1.4.1.8 75,

See CPS section1.4.1.8.

7.1.7. SREERR 3 I FH 2 Usage of Policy Constraints Extension

AEH

Not applicable.

7.1.8. RHE R B FF HIEERIHE X Policy Qualifiers Syntax and Semantics

ANE

Not applicable.

7.1.9. REBUEH RSP BRI AN Processing Semantics for the Critical

Certificate Policies Extension

ANEH

Not applicable.

7.2. EBEEF)E CRL Profile

GDCA E %% CRL, L P28 .

GDCA issues CRL regularly for the subscribers to query.

7.2.1. hZZ4s Version Number(s)

GDCA WIEF s 5113 R X.509 v2 #% 5,

CRL issued by GDCA is formatted in accordance with X.509 v2.

7.2.2. CRL Al CRL 2%k H¥ BRI CRL and CRL Entry Extensions
GDCA IEF#E 5132 (CRL) & —ANHr A I [#IF A 724 i S iE
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fIZ1%. CRL 2Kk #H & CA, GDCA i &4 CRL R HEE ek MU IE B RPIRE

=

Hitho

1.

CRL fRA T HISkHEE CRL MRAME R, GDCA KH 12 [F X.509 V3 k5%
ff) CRL V2 A

4575 GDCA X shal RSA. sha256RSA. sha256ECDSA. SM2 K ECC &4
R

MR E: TRESRNMK DN 4, HEZR. &, 1. YU, SR TR 4 %4
o

AR R — AN HI/E TME, DA BIA CRL K AR (R ).

SEHISIE]: 4RE —NH B/ EME, I PGRIR —Ik CRL K2R ATHII A CAFRE
S A5 380 .

BAHIE AR 48E CAREEIIE TSI . ARFFR B EH UET 1T 515 FIE 4
B 11 A )

MR ZHFRIRST (Issuer Unique Identifier): ZATiFRRFISKIGIEE CRL F2%4
MIATFERH. EReHEE— CA A% H.

Mg R EIZIL % CRL % HY RN ALY I, %1 A& SSL/TLS
IEP2RBAREIIN CA, 37 CRL % H24HHR CA sih gt CA TET M, Wik
Bi% CRL A HY JEI. Xt TAH%& SSL/TLS iE-P&ERFARBESM CA, MAHT
DU 1550 1 B B8 g 1% CRL 2% H 4 R I

CRLReason fH A1 A unspecified (0). # S th A HH, W] GDCA 4014 BE
reasonCode 2% B ¥ B I & IR B R ) 45 CRL 4% H /&£ SSL/TLS 11 FHIE3,
Il CRLReason {E A Ay certificateHold (6).

W E T reasonCode 4 & I, U] CRLReason {444 RFC5280 LA A CPS 45 4.9.1
R A G B

CRL is a revoked certificate list with time stamp and digital signature. The issuer of CRL is CA.

GDCA provides certificate status information through releasing CRL.

1.

CRL version: It refers to version information of CRL, GDCA adopts CRL V2 corresponding to
X.509 V3 certificate.

Signature algorithm: GDCA adopts sha1l RSA, sha256RSA, sha256ECDSA, SM2 and ECC
signature algorithms.

Issuer: It refers to DN of issuing authority, including country, province, city, organization,
department and common name, etc.
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4.

5.

7.3.

Effective time: It refers to date/time which indicates CRL issuing time.

Update time: It refers to date/time which indicates next issuing time of CRL. (It's an enforced
field in this CPS).

Certificate Revocation List: It refers to a list of revokedcertificates. The list contains certificate
serial number and certificate revocation date and time.

Issuer Unique Identifier: It is used to authenticate the public key which is used to verify
signature of CRL. It can distinguish different keys used by the same CA.

Reason Code: If present, this CRL entry extension shall not be marked critical. For CAs
technically capable of issuing SSL/TLS certificates, if a CRL entry is for a Root CA or
subordinate CA certificate, this CRL entry extension shall be present. If a CRL entry is for a CA
not technically capable of causing issuance, this CRL entry extension may be present or
omitted, subject to the following requirements:

The CRLReason indicated shall not be unspecified (0). If the reason for revocation is
unspecified, issuing CAs shall omit reasonCode entry extension, if allowed by the previous
requirements. If a CRL entry is for a SSL/TLS certificate, the CRLReason shall not be
certificateHold (6).

If a reasonCode CRL entry extension is present, the CRLReason shall indicate the most
appropriate reason for revocation of the certificate based on RFC 5280 and section 4.9.1 of
this CPS.

FELRIEFIRE MU OCSP Profile

GDCA KH IETF PKIX TAEZHITKHI—MELIUEIRAWHL (Online Certificate

Status Protocol, OCSP, RFC6960), 1Z MM E X 7 —FhbrE i1 SR A 845 2 A% 20 L

WIEB R SR 7. 7 GDCA B J7 Wik N4 OCSP A% 7 i Jf 4% 1 GDCA B J7 M

i RAT ) OCSP #AE U HIHEATRCE, BIFTE ] GDCA KIFEZIE TR E RS . GDCA
2RI OCSP M 7 25 /b, 8 DL BT (1) OCSP AL JE AR P 25«

o g &~ w bd P

Version: 2 F' 3 FH i) OCSP HY FIRRCA 5 : GDCA HIFEZIEF RS BN v hit.
signatureAlgorithm: %% OCSP {1572,

responderID: 25K OCSP {15k, 28R # AP SHAT B il ZEANE-BELN 4 .
producedAt: OCSP Ml 874 f% ) H HAFIE ]

Signature: OCSP IS 7H B 7254

Nonce(— X PERHLED: FEIRZERIH L H)5E—> requestExtensions 22 5 A1 B
S ) responseExtension A8 & H AL & — R VEREHLEL, By ik B S

ERIRAS: IEBIRFORG, SRAR. MR,

2 OCSP W RS NMIEB a2 CA IEPB#AE, HiZEEH Cyhey, mfE
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CertStatus [ RevokedInfo ', revocationReason “FE 2% B o
CRLReason ‘W ZUNA CPS 5 7.2.2 T RV HE B,

GDCA adopts an Online Certificate Status Protocol (OCSP, RFC6960) developed by IETF PKIX
working group. This protocol defines a standard request and response information formats to query
whether a certificate is revoked. Subscribers can download the OCSP query client from GDCA
official website and follow the OCSP guide book published at GDCA official website for
configuration. Then subscribers can use GDCA's online certificate status query service. OCSP
response message issued by GDCA contains at least OCSP organization basic domains and
contents described below:

1. Version: OCSP protocol version number used by client. The version of GDCAOCSP is v1.
2. SignatureAlgorithm: Algorithm used for signing and issuing OCSP.

3. ResponderlD: ID of entity who issues OCSP. It consists of SHA1 of issuer’s public key and DN
of certificate.

4. ProducedAt: Date and time when OCSP response message is generated.
5. Signature: Digital signature of OCSP response message

6. Nonce: The nonce, which is used to prevent replay attacks, is included in requestExtensions
variable of state request message and responseExtension of response message.

7. Certificate status: The latest status of a certificate, the status can be valid, revoked, and
unknown.

If an OCSP response is for a root CA or subordinate CA Certificate, and that certificate has been
revoked, then the revocationReason field within the RevokedInfo of the CertStatus shall be present.

The CRLReason indicated shall contain a value permitted for CRLs, as specified in section 7.2.2 of

this CPS.

7.3.1. 45 Version Number(s)

RFC6960 7 S OCSP kA,

The field conforms to OCSP defined in RFC6960.

7.3.2. OCSP &R A R ALFE OCSP Request and Response Resolution

—A> OCSP & RAE LUNEHE: PhisiA . MRS ER HARIEBFR RIS 2
T, R —ANERZIG, OCSP AR5 vl oL 3k 47 AU
® (3R IEMiM L
® 3R 5% # Ak B SR A SR IR 55
® ERAE T MmNARS A R ENEE, WA AR AR 2, A4 OCSP
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R 55 b A — AR R SRS, R el — AN E Y [ 2
Protocol version, service request, target certificate identifier and optional extensions, etc.
After receiving a request, OCSP server does the following tests during response:
® Information is formatted correctly
® The response server is configured to provide the request services

® The request contains all the information needed by response server. If any pre-condition is not
met, the OCSP server will return an error message. Otherwise, it returns a determinate
response.

PRAHE R E A GDCA IERREAE B TH TS, TERPIRSOIE.
IEBAR. CREE. KA. BIEAE R H LR 5 4
® [N GiEENIRA
M L 55 7 44 R
Xof 17 SR SAIE 15 1 [ 2
RIS
B TR BN RTT T
X el 2 A5 B B 2 44

All determinate responses are signed by GDCA certificate issuer. The main response statuses are
valid, revoked, and unknown. The response message consists of the following components:

® Reply syntax version

® Response server name

® Response to the request client certificate

® Optional extensions

®  Signature Algorithm object identifier

® The signature after the response information is hashed
WER A, OCSP RSG5 deik ol — AR S, XMHRHREEKA GDCA IE1%

REFEANZL . HHEER R EAHE:

RIEHRE LIS R (malformedRequest)

W4 1% (internalError)

HMHE I (trylater)

TEZE 4 (sigRequired)

AIZHL (unauthorized)

If an error occurs, OCSP server will return an error message, which doesn't contain key signature
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signed of GDCA certificate issuer. The error message includes:
® malformedRequest

® internalError

® trylater

® sigRequired

® unauthorized

7.3.3. OCSP # BT OCSP Extensions

A& . XIF SSL/TLS k15, OCSP Wi [ singleExtension A~ 7] EL# CRL 4% H 1
reasonCode ¥ & T,

Not Applicable. The singleExtension of an OCSP response cannot contain the reasonCode CRL
entry extension for SSL/TLS certificates.
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8. INMENL# & i+ M H b A5 Compliance Audit and Other

Assessments

8.1. THHAIIMEHAEE Frequency or Circumstances of Assessment

GDCA FFZE N AT —IR— B s T HRLE BV, JER I E D 3% 5= 1iE
FodEAT VR, DUGRIETE-P IR S5 oT Sk . 2 AT 42 . FrhBUWIEH 8 GDCA
TrustAUTH R5 ROOT iE-f5. #Zif X R5 R CA iE+5. GDCA TrustAUTH E5 ROOT iE
FER K G CA P K1) SSLITLS 55 &+

GDCA conducts an internal compliance audit and an operation assessment each quarter to ensure
the reliability, security and controllability of certification services. We extract at least 3% of
certificates for assessment. The extracted certificates are SSL/TLS server certificates issued by
subordinate CAs of TrustAUTH R5 ROQOT certificate and #{Z/% R5 8 CA certificate and GDCA
E5 ROOT certificate.

B 7 A ERE TP A, GDCA JEISE ALK o v g 55 i, $%H WebTrust X
CA LN BEAT AR e TR TEAY -

1. AR (b AN RIEAE 7284750 . (CRFIMERSEHIME) SR, M
—REEZ BTV A

2. GDCA #HE K FAE T IHER . [EZH KARMEN A CPS RILE Stz & F Ak
55, IR ERVEAR AN S THTE, AR A D WIHAT IR A BRI VRS A%, 45X GDCA
W E SR (RAL ZHLSE FIVEAL # A%

3. GDCA BEMALHH g5, %M WebTrust Xf CA [ THRLN, &4
17— IRAMB B TEAI PR AR .

4. GDCA FFFEHEAT— G PFAE AR, YU A FR 5 SRR, Al B S5
A AT REME BB IR E, TRV H AT RO SRR . B R G LR I R T R
JSERE AU, AR U PR, G SEREHFAERRIR G AR R W AR

In addition to internal audits and assessments, GDCA also engages external audit firms to perform
assessments and evaluations according to the CA requirements of WebTrust on CA.

1. GDCA is assessed and inspected once a year in accordance with the "Electronic Signature
Law of the People's Republic of China", "Measures for the Administration of Electronic
Certification Services" and other requirements by administrative authorities.
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2.

8.2.

GDCA conducts operations and services according to the requirements of state’s authorities,
the specifications of state’s relevant standards and this CPS. GDCA shall conduct internal
assessment and audit to other entities (including RA or LRA, etc.) in GDCA at least once a
year.

GDCA engages external audit firms to conduct assessments and evaluations once a year to
be compliant with WebTrust for CA.

GDCA performs a risk assessment once a year to identify internal and external threats, and to
evaluate the possibility of occurrence and potential damages, and to assess if the current
strategies, technologies, systems and relevant measures are able to mitigate these risks.
Based on the risk assessment, GDCA develops, implements, and maintains a security plan
consisting of security procedures, measures, and products.

PEAEE ) B /% R 1dentity/Qualifications of Assessor

GDCA MM ETF, B GDCA %4 TRIgZE it 2 0 st 2L 5B 1 1w TH P4l 7N

H H PP N RAT T A

A w0 o

GDCA FEE RN T, N iZ B2 LU B 58 -

WALV AP TR, 7RV A R
T ENUE B2 ek R EEMES 22T, PRI BOR ArdEFI A
HA&R A RGISIT YRR B L HE AR TR

HAS ST T R

Cross department audit assessment group organized by GDCA Security Policy Committee

performs internal audit of GDCA.

External auditors which GDCA hires shall have the following qualifications:

1.

2.

8.3.

1.

Must be an authority which has been licensed and has a good reputation;

Understand computer information security system, communication network security
requirements, PKI technology, and related standards and operations;

Have the expertise and tools to check the system operation and functionality;

Be independent.

i SRR E ZEKSX R Assessor’s Relationship to

Assessed Entity

GDCA Hil M 5ANMM KRG E G WS F 5 S AE 5 TAE KA ANRE
=

‘H. o
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2. HMERVEALNE(E S ER ] ML w8 TS 45 B DA A LR AT GDCA 2 8] &
MOLHIRFR, BEEMEPDNLS . WAk, s e A FE R 2 LIRS K
BN, AL E RN DS . AR BN GDCA #HT 1R .

1. Segregation of duties is required between the GDCA auditors, and the GDCA system
administrators, business administrators, and business operators.

2. The external evaluators (information industry department, independent audit firms and other
authorities) and GDCA are independent from each other. There are no business interactions,
financial transactions, or any other interests that could affect the objectivity of the assessment
between the above two. Assessors should evaluate GDCA in an independent, fair and
unbiased attitude.

8.4. THiAZ Topics Covered by Assessments

GDCA WO f# i TAEEFE LT A%
1) AR TR 705 1 S it
2) I ARG RS B AR S
3) e ARIE CPS. MESSHITE AN 22 4 EOR T AR 55+
4) BFHE, WREETEE, O
5) & ARLEH A R REAFLE 1 2 A KUK o
55 =5 BT 9545 FT %8 WebTrust For CA MISERIER, % GDCA HEAT T 8t
GDCA'’s audit contents include:
1) Whether the security strategy is fully implemented
2) Whether operation procedures and processes strictly followed

3) Whether strictly following the CPS, business specifications and security requirements when
conducting authentication services

4)  Whether all kinds of logs and records are preserved and if there is any question
5) If there’s any other potential security risks

Third-party audit firms perform assessments and evaluations on GDCA to be compliant with CA
requirements of WebTrust.

85 XHBEARNEXEKIEHE Actions Taken as a Result of

Deficiency

X T AU 45 R P e A, p o VAl AN D D TR Y AR R AT
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AT M 5% SO AN 56 35 11 0 o 56 O B THEE R OEEfE SR RE ST R A d O UR A N
FEAM 55 M0t TAE A A

Xt GDCA BBGE MR (7 THE5 R, WnZA UL IEE#ETiE R A CPS J GDCA il
5E AN S5 HVE AT, GDCA B 7 LA ik, AT H AL (X 547y, [RIRS
R4E GDCA [ ERFEATI S B, M ST I ™ E ML, GDCA 1 2¢1k
SHZA AL (¥ FL DA 35 S R

5= H RS T SRS, GDCA % BRI TR AT, JR 2 Ik
R IR S

Audit assessment group monitors responsible departments for improvements and complete status
of issues that were mentioned in audit reports. After improvement of audit results have completed,
various functional departments should submit summary of improvement to audit assessment group.

For authorized RA mentioned in GDCA's audit report, if they are violating the CPS and other
business standards defined by GDCA, GDCA will stop the above behaviors immediately and ask
them to make changes in accordance with the requirements of GDCA.GDCA will terminate relevant
authorization of electronic certification services of RA if the above behaviors are seriously violated.

If assessments of a third-party auditor firm are completed, GDCA will rectify in accordance with the
audit reports. GDCA will be evaluated again after the rectification.

8.6. VTHME4 R BMEEE kA Communications of Results

GDCA {15 T R AN U 2 HAREFR ] AL o T8 K IR EE A LR kA7 1 208
i, XATREIE ROT b R, GDCA B A [T iR .

S =07 TS SS P PP SE i, T TR ZE R, R8I https:/www.gdca.com.cn
WS REAT A AT o AR ARS8 =7 A1 0Pl SEARIE AN PPAG 45 R ERE RAURIE R, #2055 W]
ffilA GDCA FRHIEAIN H AT, JFES GDCA HIFIRL, V54 5 HUE RS
GDCA R B AEIX 7 T A AU .

Audit results are formally informed to relevant departments of GDCA and related RA. GDCA will
notify the subscribers of any potential security risks timely.

If the assessment from a third-party auditor firm is completed, the audit results will be published at
GDCA website (https://www.gdca.com.cn). Third-party should communicate its purposes and
methods to GDCA in advance before notifying the evaluation entity on the assessment results or
similar information, except otherwise defined by law; GDCA reserves the legal rights in this part.
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8.7. HBVRAE Self-Audits

W 8.1 &Y.

See section 8.1.
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9. TRERFAEME AR 23K Other Business and Legal Matters

9.1. %%HH Fees

9.1.1. TEFE R TP Certificate Issuance and Renewal Fees

GDCA FJ HRAE S AL 147 BT O GIE AR DG IR 55 T A UG (RIE 53T P SOl Y, Rk 3% AR
H e T 37 DU A AR G BRI T T AE - GDCA 5 KU TR 0L, &5 AT P ek
HHE AN TR (s o S Bl B A T

U GDCA 2 F s h 8 N A1 GDCA AN AR—80, LU I
A
GDCA can charge subscriber certification fees for the digital authentication service provided. The
specific charge will be determined by market rules and regulations of relevant administration

department. GDCA has the rights to launch different charging and discount policies targeted to
different subscriber groups.

If the price specified in GDCA agreements with subscribers is different from the one published, the
agreement price prevails.

9.1.2. TEHEH B H Certificate Access Fees

TEUEBA RN, SHZIUEFE ST, HAT GDCA AWIE R A . FRIEH
PR AR R TR, T2 GDCA ATEAMI S A, GDCA H45 F F b i e R SR
12

an B 5 A W 0 3R B K A AE T R AL, GDCA K 2 R B AR W ik
https://www.gdca.com.cn _EF LA

Currently, GDCA doesn't charge for inquiry during the certificate validation period. Unless the
subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with the
subscriber for appropriate charges.

If certificate inquiry charging policy has any changes, GDCA will promptly post the changes at its
website (https://www.gdca.com.cn).
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9.1.3. ERHEEBIRSE B E MW Revocation or Status Information

Access Fees

GDCA X TUE-FRUEE MRS W, H AT AT 3% F o BRI 7 52 B RE IR 5 5K
i % GDCA SIS P, GDCA 45 F P 1 i USROS i WA H ) 2 FH

an R B IR A5 15 B A i 2 BUR A AR AL, GDCA K 2 I 78 9 i
https://www.gdca.com.cn |5 LA AAf

GDCA currently does not charge any fees for the certificate revocation and status inquiry. Unless
the subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with
the subscriber for appropriate charges.

If revocation and status information inquiry charging policy has any changes, GDCA will promptly
post the changes at its website (https://www.gdca.com.cn).

9.1.4. HAh AR 2% %% FH Fees for Other Services

1. W19 GDCA ZHAUR 1) CPS B HARAH GV SRR, GDCA 75 2k
AT S 7 A 1 B 326 1 A B T AR 9

2. GDCA ¥1a) F SRR A7 i e T ARG SS, GDCA £ 51T 7 sl HoAh 5L ik
R AR W I A

3. HAth GDCA WZEH FTREIRHEMIRSS 1T, GDCA #ox i A A, AP
i

1. If subscriber requests paper version of CPS or other related documents from GDCA, GDCA
will charge postage and processing fees.

2. GDCA provides certificate storage media and related services to subscribers. GDCA declares
the prices of above items in the agreements signed with subscribers or other entities.

3. Other services fees that GDCA may or will charge will be published timely for referencing.

9.1.5. B ZX KM% Refund Policy

GDCA ST AU 9 F, B 17 I 15 WA 38 0 58T 2 A DR s e 38 el o] LR AR A1,
GDCA AR E H AR 2

TESEHEIE P E A2 AOE T I R, GDCA 1857 A% I AR AR 7 ISR mE o iR
GDCA 15 7 A CPS FTilsE M STE s e B oK 5%, 1T/ Al LLEESR GDCA HilAsiE 1+
Bk, £ GDCA #45 7T P IEF )5, GDCA #4537 RIEAT /2 o FFZAE S S0 A3 6 2%
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A RERIR ST P .
LB R AN R VT A5 3 e i
SERGREE, VT W R4k g FiZE S, GDCA K 7t Hyg e ot

GDCA does not refund any fees to subscribers except fees charged for certificate application and
renewal because of specific reasons.

In the process of the certificate operation and the certificate issuance, GDCA complies with strict
operating procedures and policies. If GDCA violates its defined responsibilities under this CPS or
other material obligations, subscribers can request GDCA to revoke certificates and refund. After
GDCA revokes subscriber’s certificates, GDCA will immediately refund the full amount that
subscribers have paid for the certificate application.

This refund policy does not limit users from obtaining other compensation.

After refund completion, if a subscriber continues to use the certificate, GDCA shall investigate
his/her legal liabilities.

9.2. 44535 /F Financial Responsibility
9.2.1. PR JE B Insurance Coverage

HILF FITE TEHH 4 GDCA #iih G, EFIT . Wiy 554 ] LLHTE GDCA 7#&4H
IEEE T (V28 BT E R TR A1)
® GDCA BHEBHRIZE R 7 LIAMAEE =T5, SE80T 7 BOeE MO0 18 52451 2%
4
® IR T R NHE BECE BE, GDCA KGR Tk, S
T 7 T SZ AR
® GDCA RILEUEE SR FE il 5 BTN R T HFIES, S80T
F B 5 T S R
® T GDCA )5 K S EBOE AV B i e BT, ST 7 el (o 8 52 451K
[): GDCA “Rfg S Ui iE 5 i
®  GDCA M TARMUEAST 7« M5 55 SR SGUE B EE IR & T ST BRI ZE AN
HHUE R SEAN RS/ 10 1
XFF EV SSLAUEF AT EV AR5 44 E+, IR 2 AUBAE s & A i) (GDCA EV ik
P AT X T55E M5 IE %, GDCA H] LU R B A I
FIATLYEUE PG 480 E IR
If the following circumstances occur and is confirmed by GDCA, certificate subscribers, relying
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parties and other entities can request GDCA assume compensation liabilities (except for statutory
or contractual exemptions). For the cerification services for a particular application scenario, GDCA
may stipulate other maximum compensation amount.

® GDCA issues certificates to a third-party instead of the subscriber by mistake, which leads to
losses of the subscriber or relying party.

® After GDCA knows the fact that subscriber provides fake registration information or data,
GDCA still issues certificate, which leads to relying party suffering losses.

® GDCA issues certificates without authenticating subscribers’ application and it leads to the
losses of subscribers or relying party.

® |f the private key of the certificate is deciphered or stolen due to the fault of GDCA, which leads
to the subscriber or relying party suffering losses. GDCA fails to revoke the certificate in time.

® The compensation maximum amount shall not exceed 10 times the purchase price of the
certificate.

Compensation liabilities concerning EV SSL certificates and EV code signing certificates are
stipulated in the latest version of the “GDCA EV CPS”.

92,2, HAHE = Other Assets

ANEHT

Not Applicable.

9.2.3. Xt B R LK {RK B H IR Insurance or Warranty Coverage for

End-Entities

GDCA WiE /R T4 CPS H#lE FIER 5T, WEFIT /. KMy & Sk T LA i GDCA
AR TE GEE L E R TTBRIN . 14 GDCA HilJG, AL iZ ST % .
R A% B A1) 2
1) GDCA s B £E LA AFE I ATT 9.2.1 e RG], SIS T

WA E R, 24 EER AT LA GDCA MR¥ES L Bifl 2, GDCA 244 &

78 S5 AT L SLZIE AAH 2 N
2) GDCA RATEUE A RCHBR A AFEA e 8 652 54 T

If GDCA violates the provisions of this CPS, certificate subscribers, relying party and other entities
can request that GDCA shall assume the liability for compensation (except for statutory or
contractual exemption). After confirmation, GDCA can compensate for the entity. Limitations of
compensation are as follows:

1. All the compensation obligation of GDCA shall not exceed the insurance coverage stipulated in
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section 9.2.1.The amount of compensation shall not be higher than the compensation

maximum amount. GDCA can reset the compensation maximum amount. GDCA will notify

relevant parties immediately after the reset.

GDCA only assumes compensation liabilities when the certificate is valid.

9.2.4,

/L4 FR Liability Exemption

A IS, N%kk GDCA Z TifE:
I PHEHRIE A GDCA HUFiE By, At X552 —1:

1.

1)

2)

3)
4)

5)

6)

7)

WA USARAE RS, e, ERINMRAEE, MR, TTRUNE
ME R

VPR 2 238 R GDCA s R IMECTIE BEAFRY PIN i, A3t PIN
R EICHS B E A5 AR B A AR

VPRI B U2 B sl FH B e 10, RSl AT R 22 AT R s
WP AZBE T L HESE &R E TR O AR BN, Y KB A
GDCA KM% 7, 2k % i 1254 i 1R 5

VTP RS FH A U o A 20000 5 [ 5K (it . R T BU S 11 . AN L
FAUEFAEN GDCA #7E £ F v Bl A1 1 At A fe] P A6 A

VP TR T e AN AE IR A QR e gk, ol
AR Wk s e

VTP SUSS HR AR e 4% 7] GDCA e 243k 55 52 28 A ss iR 55 9 A

If one of the circumstances below has occurred, the responsibilities of GDCA shall be exempted:

1.

If one of the following obligations are violated when subscribers are applying and using GDCA

digital certificates:

1)

2)

3)

4)

The subscriber has the obligation to provide real, complete, accurate material and
information, and forbid to provide fake, invalid materials and information;

The subscriber shall properly keep the certificate carrier issued by GDCA and protect PIN
code, and forbid to leak the PIN code or deliver the certificate carrier to others at
discretion;

When the subscribers are using their own keys or certificates, they shall use reliable and
secure systems;

If the subscriber has known data used for making electronic signature (private key) has
been compromised or may have been compromised, he/she should inform GDCA and
related parties promptly, and terminate the use of data used for making electronic
signature;
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5) Subscribers shall abide by national laws, regulations and administrative rules and
regulations during the use of certificate. Subscribers are prohibited to use the certificates
out of the scope which specified by GDCA,;

6) Subscribers must use the certificate within the period of validity. Subscribers are
prohibited to use certificates that have compromised or may have been compromised,
expired, frozen or revoked;

7) Subscribers have obligations to pay the service fees to GDCA and local service
acceptance points promptly.

2. WFAAHAERN SEECTIERE R EIE, Tl TiESR, BEE,. &
1L BB M E RS 1 AT MEZ “Aa P 7, RIEARIUL. ARl %
FHARETCR M Z NGO, B EART
1) BRWUREFBRRE, QMR KgAK, Wi Jeai. S5, 3K,

o, B NEE RIS
2) MR, HEREEMEEBUTT N, SRERBUTHUCHT IEGE . BT
PR, Bl B AL R A

2. If the certificate has problems of issuance in error, delay, interruption, failure issuance,
suspension, or termination in all or parts of the certificate services due to force majeure.
"Force Majeure" refers to unforeseeable, unavoidable and insurmountable circumstances,
including but not limited to:

1) Natural phenomenon or natural disaster: earthquake, volcano eruption, landslide, debris
flow, avalanche, flood, tsunami, typhoon and other natural phenomenon.

2) Social phenomenon, social abnormal events or government actions: the government
issues new policy, laws and administrative regulations, or other social abnormal events
like war, strikes, chaos, and etc.

3. X GDCA [115 7 B3 48 Wb S B R e iy 5 BB UE B8 R B 2838 i, 6
BRER, BT KB REEEBIRS : ARBUTE 2 “HORERE” 5l )5
R FE(E AR T
NI NCIE/WAF
2) SRERFAnER ). HAE. GBI EL
3) MR
4)  GDCA [15885 B5 25 i

3. If the certificate has problems of issuance in error, delay, interruption, failure issuance,
suspension, or termination in all or parts of the certificate services due to equipment, network
or other technical failures of GDCA. "Technical Failure" refers to the following circumstances,
including but not limited to:

1) Force majeure
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2) Failure due to relevant departments such as electricity, telecommunication and
communication departments

3) Hacker attacks
4)  Equipment or network failure of GDCA

4. GDCA CLETBENE 1 ESGEE . ERUE B IE S DGESE 55 RN, M 452k
PR

4. If GDCA has been compliant with certificate authentication rules defined by national laws and
regulations, but the losses still occur.

FESAETANTUH , A LN T R 24 G 5 o R A T AE AR 95 88 T TR 53
G

FERE ST AR SVR A I 2R (B H TR IE B HAINIEF 3RS ) iSLat b, N FIE
B TN T YA AR S5 E & HR TR LA RAT Y, ARfTH+ GDCA BiH RIE+S
(RIAS JE BB 2T 51 RS BRI R A%, GDCAL 1T AR 7 0t 8 s R H IBURT 0. 57

For the certificate of Hong Kong-Guangdong mutual recognition, the responsibilities of Guangdong,
Hong Kong governments and electronic authentication services departments will exempt their
responsibilities if the following circumstances have occurred:

On the basis of compliance with the relevant laws and regulatory requirements and the " Hong
Kong-Guangdong mutual recognition of electronic signature certificates certificate policy", applying
in the certificate of Guangdong Hong Kong mutual recognition and electronic certification service
departments and related behavior, any responsibilities and compensations caused by shortage and
negligence of the GDCA or related certificate, GDCA, subscribers and relying party can’t claim the
responsibilities from Guangdong and Hong Kong government.

9.3. W% BERE Confidentiality of Business Information
9.3.1. #2515 E.JGFE Scope of Confidential Information

7E GDCA =Bt IER S, BUNE BN IR E (S B

1) GDCA iT " 2548 M i 5 5

2) WiPidsEAEE: AHBE, REHHE AREHENGEE, X8EE GDCA A
REERE, RO ARG EE A UEE. RIEHRER, AufEA a4
KA -

3) HAhri GDCA Hl RA fRAFIIN NN A EME BN IRES, BREHER, AT A,

In the electronic certification service provided by GDCA, the following information is treated as
confidential information:
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1) GDCA subscriber’s digital signature and decryption key

2) Audit records including local logs, server logs, archive logs information, which is treated by
GDCA as confidential information. These records can only be accessed by security auditors
and business administrators. Unless for law requirements, this information cannot be released
outside of the company

3) Other individual and company information preserved by GDCA and RA and should be treated
as confidential. Unless for law requirements, this information cannot be released to the public

9.3.2. AJE T 7% 115 B Information Not Within the Scope of Confidential

Information

GDCA ¥ LA M5 BN R B -

i GDCA KATHIE-H A CRL HHI1E B

i1 GDCA 3Cf. CPS WA IEH g 5 & .

GDCA ¥ 7], R GDCA il '], 7E GDCA M AT RAGHIE R -
Hofh: GDCA 15 B LR P T AR5k 1 A5l TR0 Hp 7

GDCA treats the following information as non-confidential information:
® Information in the certificate and CRL issued by GDCA
® Information in certificate policy supported by GDCA and recognized by CPS

® Information that is permitted by GDCA, only used by GDCA subscribers and published at
the GDCA website

® Others: The confidentiality of GDCA information depends on particular data items and
applications

9.3.3. R R EE B K H /E Responsibility to Protect Confidential

Information

GDCA f ZH G H IR AT 9.3.1 e MR EE B 5T S X5.

GDCA has the responsibility and obligation to protect the confidential information described in

section 9.3.1.
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9.4. MARBFARE Privacy of Personal Information

94.1. BEFALREE 5 K Privacy Plan

GDCA # AL AN AN BRHBSRARL, ORI SE 408 B FE 506 N BORHERAL ORI 1
FRIE KA. [FI, GDCA K R 2 PRI 3™ 4% 38 A 22 s AR AR HEXT N N B AL Ze
TR . RN AR RIIBER A LIAE GDCA H R (https://www.gdca.com.cn/)
BEAT M

GDCA respects the privacy of the certificate subscriber’s personal data and guarantees to fully
comply with the relevant national laws and regulations. In the meantime, GDCA requires all
employees strictly comply with security and confidential standards for personal privacy. Policies in
relation to the personal privacy protection can be found at the GDCA website
(https://www.gdca.com.cn).

9.4.2. Ve AREFA AL FR )15 B Information Treated as Private

B VIEB T e ERE B USAEAIREE B AN, 1T SR A AR S A S B AL
NEEAAEE, GDCA & X UL ME B NIEFT P EARE R
® i HIARGES SIS SRS AR .
® i ARHEL,
® i) HIEfE e AT AL
® iIJHIRITIKS .

Except for the information already included in the subscriber certificates and the certificate status i
nformation, other basic information provided by the subscribers is deemed private. GDCA defines
the following information as certificate subscriber’s privacy information:

®  Subscriber’s valid documents number such as ID number, organization code
®  Subscriber's telephone number
® Subscriber’s mailing address and living address

®  Subscriber's bank account number

9.4.3, AR N EE AL HKI1E B Information Not Deemed Private

GDCA & XA FEEARR T BLUME BABA NI IT 7 FSALE B -

The information of certificates subscribers not deemed as private by GDCA include but not
limited to the following:
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® IR

Subscriber’s name, organization name
®  Subscriber’s gender, organization nature
® Subscriber’s postal code of mailing address

® Subscriber’'s email address

9.4.4. PRI B2 FA I 5T/E Responsibility to Protect Private Information

GDCA HZERE SR AT 9.4.2 HHUE KIEF FIEE D NRAKTHES L5

GDCA has the responsibility and obligation for proper custody and protection of the certificate
applicant personal privacy described in section 9.4.2.

9.4.5, FRHBRAEENS M5 FEAZ Notice and Consent to Use Private

Information

GDCA R R HBUE =4 125 BRORAUE T 7 A NBSAL, R RO S 1) 2 2 T B R
CAFHR N NRRAAME B o BRAFMRIEZ R BEUR 1 sm I VERUE , ERASENE-BIT 7 VEnT
Z AT GDCA fREASAEIEF T B E NI+ 1 N BRSNS A5 B et ay
KIE=T7 (BTN,

GDCA takes appropriate steps to protect the certificate subscriber's personal privacy, and takes
reliable security measures to protect stored personal privacy information. GDCA guarantees not to
provide the certificate subscriber’s personal information, except personal information written in the
certificate, to unrelated third parties (including companies and individuals), without the permission
of certificate subscriber, unless base on provisions of the law or government.

9.4.6. WERBATEEFEKE E#E Disclosure Pursuant to Judicial or

Administrative Process

HATHBHLIR T E GDCA SEHARR (e HI A OGS BN, GDCA & #2fian T

EIsE

SR

o IISHIEEAMEE.
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® i HAN NINEEHINZERE R
® TN} GDCA Wk f18 515t o
® GDCA ¥4z fF A EOR MR N e A R E B .

When administrative organization requires GDCA to provide subscriber’s information of
corresponding certificates, GDCA needs to provide the following information:

®  Subscriber’s basic information
® Information encrypted by subscriber’s personal encryption key
® GDCA website login information of subscribers

® GDCA will provide related information to law-enforcement officials in accordance with the law
requirements.

9.4.7. Hihfz B3 EHIE Other Information Disclosure Circumstances

WRAUETIT PP 2R GDCA $ MRS 2 ' SR IS i B 27 B, GDCA I 75
BEAEIE T 7 Ak 4 A Ay ik S BR AL = niin A F .

If certificate subscriber requires GDCA to provide some particular customer support services such
as mailing materials, GDCA needs to send the subscriber's name, mailing address and other
related information to a third-party such as mailing company.

9.5. FIRFZAL Intellectual Property Rights

® GDCA ZA FARFANHIET LI GDCA $A4E I BT B 430 A0 iR AL

® GDCA WHFIER RGHMBAAR. BFEL Flad 7 FA4.

® GDCA AR E R MMM RS

® GDCA Wil EAMI—VIME B39 GDCA M7=, K4 GDCA P e, ARG
FE R T AT N

® GDCA RATHIEF A CRL #4% GDCA B ™

® AN EE RIS FINYE N GDCA 7=,
® JHRF/RHFH GDCA A KL KA 42 (PR EIFR DND DL S 38 Ao ik 25 4%
U SEARFIE TS, 14 GDCA 7=,

® GDCAreserves and remains full intellectual property rights for all the certificates and software
offered by GDCA.

® GDCA holds ownership, the right of name, the right to share the benefits for certificate system
software.

176



I senrmsnnmnas

GDCA

GDCA HE-FAEML S5 H) (V6. 2 D

9.6.

GDCA has the right to decide to use which software system.

All the information published at GDCA website is GDCA property. Without written permission of
GDCA, others cannot repost them for commercial activities.

Certificates and CRLs issued by GDCA are both the properties controlled by GDCA.
External operation management strategy and specification are GDCA properties.

The distinguished name (hereinafter referred to as DN) used to express the GDCA domain
entity in the directory and the certificate issued to the terminal in the domain entity are the
properties of GDCA.

iR 51H{R Representations and Warranties

9.6.1. T AERS P FIBRIR 5H4R% CA Representations and Warranties

GDCA TEFAE HFIAE IR S T 2 I AR T IR a0

ZEREVT FHIE B AT & GDCA ) CPS HIFTA SEitE R .

Y THIEFIT FOEHRATAT AN, K TEAR B REMATT 7 B IE 5 A o R T S R
KRR CPS (SR K IS IE F o

FRAE ARG, B S RO AEFS B R B A 43 2%

BUE FRIEE X FIFEIE B EB 7 B F 82 (B, EEamE, e T
A3 182 A8 AL RN AR08 Je TP Mtk 47 45 P A sl il
BAIE FRE BB T UE IR R LA Bl B AR RS T AL, DR B & H B R4S
B UEEFS R BT 5 1 A 3045 IR CorganizationalUnitName {5 BB AM);

S HUIGAE S i DL /MEF5 £ A8 “ organizationalUnitName” T 6L & (5 BAFEAE IR S
IR

R4 CPS 3.2 HZE R Y6 R F i A H S 47

# GDCA 5T %MK, W GDCA 5T 1 2514 A B AT $AT LT P BT
ZAT LTS CA/N S8 281815 R A1 [F) Baseline Requirements 2535k ; % GDCA 5
VP IR — SR EAT ORI, TN HR i AR N T 2

EEXE T AT BIIE B 2 BDIRAS S 2 O 2 O 8 57 S 44 4 KA1 (24x7)
NFFHIE B E.

During the process of providing electronic certification service activities, GDCA makes following

commitments:

Certificates issued to subscribers by GDCA must be in line with all substantive requirements of
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this CPS.

® Informs subscribers any known events, which will fundamentally affect the validity and
reliability of the certificate.

® Revokes the certificate acoording to this CPS.

®  After refusing to issue a certificate, GDCA would immediately refund the fee that the applicant
has paid for the certificate.

® \Verifies that the applicant either had the right to use, or had control of, the Domain Name(s)
and IP address(es) listed in the certificate’s subject field and subjectAltName extension (or,
only in the case of Domain Names, was delegated such right or control by someone who had
such right to use or control).

® Verifies that the applicant authorized the issuance of the certificate and that the applicant
representative is authorized to request the certificate on behalf of the applicant.

® \Verifies the accuracy of all of the information contained in the certificate (with the exception of
the organizationalUnitName information).

® Implements a procedure for reducing the likelihood that the information contained in the
certificate’s subject: organizationalUnitName attribute would be misleading.

® \Verifies the identity of the applicant according to section 3.2 of this CPS.

® That, if GDCA and subscribers are not affiliated, the subscriber and GDCA are parties to a
legally valid and enforceable subscriber agreement that satisfies the Baseline Requirements
and other requirements published by the CA/Browser Forum, or, if GDCA and subscribers are
the same entity or are affiliated, the applicant representative acknowledged the terms of use.

® Maintains a 24 x 7 publicly-accessible repository with current information regarding the status
(valid or revoked) of all unexpired certificates.

UEB AT RATJE, GDCA #PRIEF o 1015 B2 2 d Bk i .

After the certificates have been issued and published, GDCA guarantees that the information
contained in the certificate has been properly validated.

9.6.2. YEM LI I FRR 5 $H PR RA Representations and Warranties

GDCA [FEMHUTE S 5 i FAE IR S i A5 AR A T

1. $RELESUEFIT P NI AR 56 245 & GDCA (¥ CPS A S MEZK .

2. 1E GDCA *EBGIEFRT, A2 R A MR 1 2 1T 5 BOE B T iSRS UE T F g #
s BA—3L.

3. TEMHLEHRE L CPS IR E, KA GDCA $2ACHiles HR 4 ik 25 Hid

During participation in the process of electronic certification services, registration authority of GDCA
makes following commitments:
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1.

The registration process provided for subscribers is compliant with all the substantive
requirements of GDCA CPS.

When generating certificates, GDCA does not allow the inconsistencies between certificate
information and certificate applicant information due to mistakes of registration authority.

Registration authority will submit the applications of revocation, update and other services to
GDCA in time according to the provisions of CPS.

9.6.3. T P IBRiR 54847 Subscriber Representations and Warranties

iT 1 B2 GDCA ZRIGIES, MBUUAF GDCA. FEMHLI RS HUE I

KA NAEH PL R A&

® UM FIHEEZ GDCA ) “HFHEF HETHER” FIA CPS H A KM% 1.

o (EUEBMARIANHTHTES .

® i EHIFIERE MR LS SR I e AUERY, R AT
SRR DG SEE B TUE. WRAAERBN, AT AR 2 A
BEAT THE . 1T TUEBAREE TR AR T A LR 5 18, 1850 GDCA BUH R
(RIEF IR 55 AL o

® ST PUERETE AP R A BT AT A — IR A, ORI P E O, JF
HAEMATEAN, UEBRARBOES GEBEAEH. 8, BRI A
G i FE A .

®  [RARLAT P AUUEN U B BT B B, 1T ORUEAS NS R UENLRE . (AU
KD B N 55

o —LHIRIEH, RIRIRIT P RIBIEZA CPS M FTA &M AT, B A2
FARLEIAT P H0

o —ZHSZUEH, W UERLE AR TR IRAORIE X AV ], A AT E
R, KHCE BTG bR By (RIS e . HER . BB B R A ABUE R

® NFIEAAEMTRE GDCA Asnil (A U] B BB, TR, AR EAN PR T 5%
TR (A8 SORIIE ~F IR 55 F 335 0 R I ek 55

® EFTEA CPS e (i IV Fl N A VEME T, FURAIE 5 T T 2 S B A 522 69
A HM.

® CRHUZA. AFMIEIERYT IEIE BB MEE A B S R

® X J SSL/TLS UES, 1T/ STAEAN A5 TRtk R AEUEFS A1) Hh A =8 44 X6 2 F) AR 55

RS
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® AU ZAE I, ARBBL RO, MAZRTE GDCA HEHHIES:: 1)
IEASH IS BN B BOVRR IR BANERR 5 2 2) IEH P 5 29H R IAR PR
FHEREin: 30 AULdaR Y, 2RI 1258 nT SeA U5 .

Once subscribers accept a certificate issued by GDCA, the subscriber is considered to make the

following commitments to GDCA, registration authority and related parties who trust the certificate:

Acknowledged and accepted all the terms and conditions of GDCA "certificate application
responsibility" and CPS.

The subscriber uses digital signatures if the certificate is valid.

All information that subscriber provides to registration authority during certificate
application process must be true, complete and accurate. The subscriber is willing to take
legal responsibility for any false or forged information.

If there is an agent, then both the subscriber and agent take jointly responsibility. The
subscriber is responsible for notifying GDCA and its authorized certification services
agencies any false statements and omissions made by the agent.

Each signature is generated using the private key corresponding to the public key
included in certificate by subscribers themselves. The certificates shall be valid at the
moment of signing, i.e. certificate is not revoked or expired. The private key for the
certificate is accessed and used by the subscriber itself.

Subscribers ensure that they don't engage in business performed by the issuing agency
(or similar institutions) unless they sign written agreements with the issuing agency on
such matters.

Once the certificate is accepted, subscribers are considered as knowing and accepting all
the terms and conditions in the CPS as well as corresponding subscriber agreements.

Once the certificate is accepted, the subscriber should assume the following
responsibilities: always maintain control of their private keys; use trustworthy systems;
and take reasonable precautions to prevent the loss, disclosure, alteration, or
unauthorized usage of the private keys.

Prohibited for rejecting any statements, changes, updates and upgrades published by
GDCA, including but not limited to modification of strategies and standards as well as
additions and deletions of certificate services.

The subscriber only uses certificate for the authorized or other lawful purpose within the
range specified by this CPS.

The subscriber use secure and reasonable measures to prevent the private key from loss,
disclosure, alteration and other events.

For the SSL/TLS certificates, the subscribers undertake an obligation and warranty to
install the certificates only on servers that are accessible at the subjectAltName(s) listed in
the certificates.
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® Subscribers of code signing certificates shall promptly request the revocation of their
certificates by GDCA in case of the following situations: 1) any information in the certificate
is or becomes incorrect or inaccurate; 2) there is any misuse or compromise of the
subscriber’s private key associated with the public key included in the certificate; 3) there
is evidence that such code signing certificates are used to sign suspicious codes.

9.6.4. R KRR 5 #H - Representations and Warranties of Relying

Party

WAFA CPS HIFTA HLE -

FAAE P 7E A€ PO Y0 LA PRASE R IE 5

FEASHUEFS AT, IR+ S AT B AT BIE

TEAEHE TS AT, J8Id 25 CRL 8 OCSP #fiAIE 1542 75 # 3N -

— Bl T A HAR ST T A A A R T IR R4 GDCA
R MR AT M, I H R R I B B B Bt A 42K

® NFEAAEMTKE GDCA Azmid (7 UL o B8, TR, AR EAN PR T 5
TG PR AE CSORIIE ~F IR 55 1) 184 R A sk 25

® Abide by all provisions of this CPS.
® Ensure that the certificate is used in prescribed scope and duration.
® \Verify certificate’s trust chain before trust the certificate.

® Before trust a certificate, verify whether the certificate is revoked or not through querying CRL
or OCSP.

® The relying party is willing to compensate GDCA for the losses and accept liabilities for any
loss of self or others, due to negligence or other reasons violating the terms of a reasonable
inspection.

® Prohibited for rejecting any statements, changes, updates and upgrades published by GDCA,
including but not limited to modification of strategies and standards as well as additions and
deletions of certificate services.

9.6.5. HihZ2 5F KRR 51H{E Representations and Warranties of Other

Participants

GDCA MH HL 7Y S HAlL 2 5 5 R R 7R -
AT A CPS HIPTA FLUE «

Other participants engaged in GDCA electronic certification activities make the following
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commitments:

Abide by all provisions of this CPS.

9.7.

R4 37 Disclaimers of Warranties

A CPS9.6.1 HIBTHA I AF, GDCA A FH HABAT (T 2R AR IE AN XL 55
ARIEEFIT PS80 RS 5HBRE A 2.

ANKF B P IE 5 ) At FE (A 00 A8 R

AKHIEFSTE RS e H A LA B A AT AT 53 4T

XFHI T AN, QiR B AR 9T S I i IR S5 o O H e B 2 P R A A
.

WWRHRA CPS9.6.3 KWK, BRI ERA CPS9.6.4 ZKIER, 5 LA%Hkk
GDCA Z 5t1E-

Except for the commitments declared in CPS Section 9.6.1, GDCA does not assume any other

forms of guarantee and obligation:

Do not guarantee the statements of certificate subscribers, relying party and other.
Do not guarantee any software used in electronic certification activities.
Do not assume any liability when certificate is used beyond the prescribed purposes.

Do not assume any responsibility for service interruption and customer losses caused by force
majeure, such as war, natural disasters, etc.

When subscriber violates the commitments defined in CPS Section 9.6.3, or relying party
violates the commitments defined in CPS Section 9.6.4, GDCA can exempt from liability.

9.8. AFRTTFE Limitations of Liability

EASIT S WA GDCA $R AL H FIAIEAR 55 I RFE S 32 82k, GDCA

B AN A CPS9.9 #15E B A TR 5T .

If the certificate subscriber and the relying party specialized in civil activities suffered losses due to

electronic certification services provided by GDCA, GDCA will assume limited compensation liability

no more than the amount stipulated in the CPS Section 9.9.
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9.9. A% Indemnities

9.9.1. GDCA H)J§££ 54T Indemnification by GDCA

U1 GDCA 3 T4 CPS9.6.1 HHIFRIAR, EFIT /' Wi 5552k T LLHI S GDCA
ARG TT (8 A E st BRIM . B FiR S, GDCA 7&IHAT PRI £ 57 1T:
1. GDCA BEBHIRMZ KA USMASE =77, SECT P BURKE T 8 2455 1
2. MRV PRANAE RECBORMER . BTSN, GDCA 2R IIEH H I T 4RME

FEAT T B AGTT T R
3. 1£ GDCA BIHNT P H5s BB BHE e R R IR I 0, AR SR 1813T 28 R AIEHS,

SEIPpLZ PSR
4. T GDCA MEHSBOEBRHB M. ST WEE, SEOT P 8Ukr 8 241k

¥
5. GDCA Kt KB RUEIE T, F8UKE T 824K 0.

If GDCA violates statements in CPS Section 9.6.1, certificate subscribers, relying parties and other
entities can request GDCA assume compensation liabilities (except for statutory and contractual
exemptions). If the following circumstances occur, GDCA will assume limited compensation liability:

1. GDCA issues certificates to a third-party instead of the subscriber by mistake, which leads to
losses of the subscriber or relying party.

2. If subscriber submits accurate and true information to GDCA, but GDCA issues certificates
with error information and the error leads to losses of the subscriber or relying party.

3. After GDCA knows the fact that subscriber provides fake registration information or data,
GDCA still issues certificate, which leads to relying party suffering losses.

4. If the private key of the certificate is deciphered, stolen or disclosed due to GDCA, which leads
to the subscriber or relying party suffering losses.

5. GDCA fails to revoke certificates in time, which leads to relying party suffering losses.
734, GDCA MR an R

1. GDCA Ji I LSRR = TA CPS 9.2.1, X A4 LERAT LI GDCA R
{5 BT ] AE

2. 0T ERIT P BRI B % . GDCA ASEAH BT, BT P sk T 4T
7

3. GDCA RAGTEUEFA RO A A& 157 R 8 2 514

In addition, GDCA’'s compensation limitations are as follow:

183



[] SR RIXZIRIGBEIRDE
m (RO TR e Secun ity AThonityg Coe Lo GDCA %%U\iﬁj—k%%m)ﬂu (V6. 2 ﬁ}i)

1. All the compensation obligation of GDCA shall not exceed the insurance coverage stipulated in
section 9.2.1. The maximum amount of compensation can be reset by GDCA based on
different situations.

2. For the losses caused by subscribers or relying party, GDCA does not assume responsibilities.
Subscribers or relying themselves should assume their own responsibilities.

3. GDCA assumes the liability for damages only when the certificate is valid.

9.9.2. T P 4% 3 4F Indemnification by Subscribers

B RS 1T 350 GDCA BUKIG T 852400, 1T 7 R K I A% AT -

Lo AT HEENHERE, R, JREFE R A LR, $8 GDCA K H
FOBUIE S IR 5 WU B 58 = 07 18 52 401 %

2. AT AW B s RV IR . 3Rk, BAANRMEH AR . 8K RO
GDCA B HAZRHUEF RSB, LA H28 Al N A8 & it GDCA K& HAZ AL
TEF RS AU 55 =T 2

3. IFPUERRERIIAT N, HiERA CPS KA MRAERIE, s HiE A TIEA CPS
T AE 19 M 25 91 BB

4. GEAST P EE HE A AR R 00 SEAAR RS IE SRS, B GDCA K IE T

BAE BT LURATIIAIE], A0 SOZIE B F AT IREAL 5, B AT 2 B I P AR 2

Zr1), WIH GDCA %A CPS FIMIVEHEAT T A JHRME, IAZIEHIT P L4kt

I 4 IS4 54T

RO BRI G BAE S, ATE B EAHER
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BH SRR A U Ry i, SRR R KRB E . B TEE AR

TEARFIRNEH R B AFAE SR, A% LA FHIE 155 A I I8 %0 GDCA R 7 5

UEFS 2R AT L AL FIUE TS 5

10. i UERE BRI T 28 =05 RN AL

11, fERLE VS AME FET, W\ RS 3.

© © N o O

If the following situations cause losses to GDCA or relying party, subscribers shall assume the
compensation liability:

1. GDCA and its authorized service agencies or third-party suffer losses due to unreal
information, such as deliberate, negligent or malicious provision of unreal information, by
applicants when applying for certificates.

2. GDCA and its authorized service agencies or third-party suffer losses due to disclosure and
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loss of private keys deliberately and by mistake; due to not informing GDCA and its authorized
service agencies or third-party of the leakage and loss of private keys with knowing the facts;
and due to handing keys to others inappropriately.

3. Subscribers violate the CPS and related operation practices when using certificates as well as
using the certificates activities outside of the CPS.

4. If the certificate is used for illegal transactions or causes disputes during the period from
revocation requests submitted by the subscribers or other entities authorized by GDCA to this
information of certificate revocation published by GDCA, if GDCA operates in accordance with
the requirements of the CPS, subscribers must assume any responsibility of losses according
to this CPS.

5. Unreal, incomplete or inaccurate information provided by subscribers.

6. Subscribers continue to use the certificates and do not notify GDCA and relying parties
promptly when information in the certificates is changed.

7. The private key is compromised, damaged, stolen, disclosed, and etc. due to not taking
effective protection measures.

8. Subscribers continue to use the certificate and do not notify GDCA and relying parties
promptly when they are made aware that private keys are lost or at the risk of being
compromised.

9. The certificate has expired but is still in use.

10. The subscriber’s certificate information infringes upon the intellectual property rights of a
third-party.

11. Using certificates beyond specified scope, such as the use of certificates for illegal and
criminal activities.

9.9.3. T £ 54T Indemnification by Relying Parties

GNP N IR E I 2 GDCA BT ISR, T B AR P A3 ST A

1. &AHJEAT GDCA ST - IA CPS HllE 1) X555

2. REEMHEA CPS MERAT S %, FHGDCA SHFAUNIEF Ak 55 HLAA B =
I E

3. EAGHERREE MEBUET, QRS BIRRIES 1AL 0 ] IR AL A A 15 B
UEFS BT AT BE N BT IS T, (B AR S IE 5 5

4. ARWTT A RHIE S B E AR RE AT S0 s

5. KIS 8IS £ CRL B OCSP H A IE 1542 75 B i -

If the following circumstances lead to the losses of GDCA or subscribers, relying party shall be
assumed compensation responsibility:
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1. Obligations defined in the CPS and agreements between GDCA and relying parties are not
fulfilled.

2. GDCA and its authorized service agencies or a third-party suffer losses due to inappropriate
reviews against this CPS.

3. Trust certificates in unreasonable circumstances. For example, relying party still trusts the
certificate with knowing that the certificate usage is beyond its scope or period or the certificate
has or may have been stolen.

4. Relying party does not verify trust chains of the certificates.

5. Relying party does not check whether a certificate is revoked through querying CRL or OCSP.

9.10. ARXIAR 5% 1k Term and Termination

9.10.1.  AHAFR Term

A CPS 1E kA HIER IERAERL, E—hRARM) CPS [R5 A CPS £ F—fA
CPS A%z HEfE GDCA £ 1k B TIAIF AR S5 B 2R 28

This CPS will enter into force at 12 o’clock midnight of the release date, and the last version CPS
will become invalid. This CPS will become invalid when the next version CPS enters into force or
the electronic certification services of GDCA are terminated.

9.10.2. 2 IE Termination

£ GDCA 1L FIIFARS I, 4% CPS &1k,

When GDCA terminates electronic certification services, this CPS is terminated.

9.10.3. MITHI & 1IE 5% B Effect of Termination and Survival

A CPS #ubf5, HADpK R 21k, CPS N ERA A TLBAEA, EXZ& L2
H AR LRV SE, CPS AR 25 7 STAR I RE S ST SR T3 2R IE H

After the termination of this CPS, its effect will terminate at the same time. The contents in CPS will
be considered as invalid. However, for the legal facts occurred before the date of termination, the
regulation and the exemption of responsibilities defined in CPS for all parties are still applicable.
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92.11. 25 F KA HE S 5 YW B Individual Notices and

Communications with Participants

A CPS 4 1LJ5E, GDCA H§ gt SO R IAT SR FWUERA 2 5 AN UG LT ARG 3 (1
BHRAFEN,

After the termination of this CPS, GDCA will notify all related parties who have participated in GDCA
electronic certification activities about related matters on document expiration.

9.12. 81T Amendments

9.12.1. BiTFEF Procedures for Amendment

%4 GDCA LA RIS ZE AL, CPS 9’5 /NHSF /D EHE — IR CPS, #ifrt:
PG IR SRR LR 0 1D (0 R S AH G I b, #58 CP IMEESR, FF& MRS
T (1 S b 75 2

A CPS MBI EERT, 1 CPS g5 /NMAR BT, 4 GDCA %2 HWIRE L
eSS, 0 CPS w5/ NHMTTHLUEIT, BITEH) CPS £1d GDCA %2 Hig 23 A 2=t
#EJ5 IE A KA

As authorized by GDCA Security Policy Committee, CPS composition team reviews this CPS at
least once a year to ensure that the CPS meets the requirements of national laws and regulations
and administration department as well as relevant international standards; to ensure it meets the
requirements of CP and actual needs of certification business operations.

Revisions and updates of this CPS should be initiated by the CPS composition team and approved
by GDCA Security Policy Committee. The revised CPS shall be officially released after being
approved by GDCA Security Policy Committee.

9.12.2. BEAVLHIFIHIPRE Notification Mechanism and Periods

BT JEH CPS itk J5 K5 ST BI7E GDCA M3k https://www.gdca.com.cn & Afi
X1 Bl A (SR BARSETT UEFNE L, GDCA KA -G BRI [R] Py 8 %N
HRETT, A BRI N CRAEA 587 32 25200 55/ o

After approval of the revised CPS, it wil be posted on GDCA official website
https://www.gdca.com.cn immediately. For the modification notified by email, mail, media and other
ways, GDCA shall notify the relevant parties in reasonable time, which ensures that the relevant
parties have minimum implications.
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9.12.3. @ik OID KIfEH Circumstances under which OID Must be

Changed

GDCA i oiHfi € CPS FMEIT & 15 75 E1&L OID.

GDCA is responsible for determining whether an amendment to the CPS requires an OID change.

9.13. 4l 4L# Dispute Resolution Provisions

GDCA. AEAIT 7 ARH s S8 SRR H 3 D AIETE Bl ™ AL T $2 DL 20 BR A ok«
RYEA CPS HIIRE, W DT S

H1 GDCA MK ER T 6153 5 HE A Wi 5

ATPRRIN 5 iAT RGE A [ THEAT FeiR s

AT 5 GDCA BB A CPS FTl K AL SRR IFIA [T, 52 GDCA L7
TEA e N BRI BB A -

anlE o A A

If GDCA, certificate subscribers, relying parties and other entities have disputes in the electronic
certification activities, following steps can be taken for resolution:

1. Confirm the party to be held responsible according to this CPS;
2. GDCA’s related departments are responsible for coordinating with the applicants;
3. If coordination fails, these parties should reach out to the legal authorities;

4. Prosecutions against GDCA or its authorized agencies over any disputes arising from this CPS
should be governed by the people's court in the place where GDCA is registered.

0.14. E%EHESE Governing Law

GDCA [ CPS ZEZEEMA N (FENRILAMEHFZELEY A CHFAERS
EHINEY AR,

The CPS of GDCA is governed by the law of “Electronic Signatures Laws of People’s Republic of
China” and the regulation of “Measures for the Administration of Electronic Certification Services”
promulgated by the country.
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9.15. 5 EHEREKNAFE 1 Compliance with Applicable Law

o GDCA FIUEFS T F K 7 55 SRR ATl J= 3 DA AE AT Ab 5 GDCA 1k,
A CPS MIAT FRBEARE T A 20 1538 F i A N RIS E 1A . AEf5 GDCA 5%
BEEM VLA ELA CPS BT S AT i, $53E B Hp A N BRI A L

Regardless of the place of residence for the subscribers, relying parties and other entities or place
of use of the GDCA certificates, the execution, explanation and procedure should be compliant with
laws of the People’s Republic of China. Any disputes involved by GDCA and its RA in relation to this
CPS should also be compliant with laws of the People’s Republic of China.

0.16. —f%% X Miscellaneous Provisions
9.16.1.  SEEEPHY Entire Agreement

GDCA [f] CPS 58BN A dRdl. Hax. ERAR 3 3. KTXHX
MERNFESERIEINNE, 2B P a el JFFPIRERE GDCA [k
H LA B AN 5

Complete document structure of GDCA CPS includes 3 parts: titles, table of contents and main
contents. Modified alternative content of the table of contents and the main contents will completely
replace all previous parts. The previous parts would be placed at the GDCA web site for browsing.

9.16.2.  #%il Assignment

GDCA FHH], RAEA CPS FER L SRS T KB L 55, % J5 M N %
FE VR SR E HEAT RO RN LS5 B Lk o BEBEAEAT D9 R AR NG MR BB E 7 0] 53— T
AT 555 K ST IR BT o

GDCA represents that, according to the rights and obligations of certification entity parties detailed
in this CPS, all parties can transfer the possession of rights and obligations in accordance with the
relevant provisions of the law. The occurrence of the above transfer behavior does not affect the
change of any debt and liability among the transferors.

9.16.3. 43 &I Severability

UIERA CPS AR 25 KB N BT 55 GDCA FTEE 55 X HVE AL A v R e 1
SENTEEARIAT F11S s GDCA W] LIAE e fili ZEA R E MEIT 250K, {4k 84T 3%,
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HARE A SZRN, GDCA KAEM T T TSI A 25

TEMRIAEAT J5 RS KUET Z 8T, GDCA ¥4 K EMB 4 2 question@cabforum.org, 18
%1 CAB 1&1x CPS H MBI 115 8., FEHIIAE OB R 2 A JLIR AP R FIAAE T A LR Z
%1% (https://cabforum.org/pipermail/public/) »

LIFEHEAHRIEH, B CAB WIRHE KRB, 1 GDCA R ff& CA/B BRIz
Baseline Requirements JO/AHEER, JUIA % 45 AT fT 5 GDCA b 45 # A7 (1 U8 B4 AN -4k

TR RIS ERAE T ARG, %F GDCA ¥ CPS IMEIT, Il CA/B itlx
(3B FIRETE 90 K SRR

In case any clause or provision of this CPS is held to be unenforceable or invalid due to any
conflicts with the laws of any jurisdiction in which GDCA operates, GDCA may modify any
conflicting clause or provision to the minimum extent necessary to make them continue to be valid,
and other clauses and provisions will remain valid without being affected. GDCA will disclose the
modified contents in this section.

GDCA will (and prior to issuing a certificate under the modified requirement) notify the CA/Browser
Forum of any modified content in the CPS by sending emails to guestion@cabforum.org, and

confirm that it has been posted to the Public Mailing List and is indexed in the Public Mail Archives
available at https://cabforum.org/pipermail/public/.

Any modification to GDCA'’s practice enabled under this section will be discontinued if and when the
law no longer applies, or the requirements published by the CA/B Forum are modified to make it
possible to comply with both them and the law simultaneously. An appropriate change in practice,
modification to the GDCA's CPS and a notice to the CA/Browser Forum, as outlined above, will be
made within 90 days.

9.16.4. RHIPAT (BRIFFARBFIEF) Enforcement (Attorneys' Fees and

Waiver of Rights)

GDCA =8, #FUEHIT 7 K7 &SRR AT GDCA ) CPS HRTik e, A
I NAZ SEARHE RABAT Z I B H AT 2

GDCA declares that, if the subscribers or relying parties did not execute any items within this CPS,
it shall not be considered that they will not be executed in the future.

9.16.5. A H[HL /I Force Majeure

GDCA AR JERE S KK MR AL R S ANTT 10 S i A CPS
WUE R SHERE S, IR BUEIA AT 153

GDCA do not assume responsibilities for losses incurred by the violation, delay or inability to
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GDCA

perform the CPS regulations due to the force majeure events like wars, epidemics, fires,

earthquakes and other natural disasters.

9.17. HAhZkEK Other Provisions

GDCA 4 CPS B A fe &R AL

GDCA has final interpretation rights to this CPS.
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ff 1. RIEP K CA EFRER
Appendix1: Certificate information of Root/Subordinate CA

Certificates
Root/Subordinate CA Certificates Information
GDCA TrustAUTH R5 ROOT Country=CN

Organization= GUANG DONG CERTIFICATE AUTHORITY CO.,LTD.
Common Name= GDCA TrustAUTH R5 ROOT

Serial Number= 7d 09 97 fe f0 47 ea 7a

Validity= November 26, 2014 to December 31, 2040

SHA1digest= 0f 36 38 5b 81 1a 25 c3 9b 31 4e 83 ca €9 34 66 70 cc 74 b4

GDCA TrustAUTH R4 EV SSL CA

See “GDCAEV CPS”

GDCA TrustAUTH R4 Plus
CodeSigning CA

EV

See “GDCA EV CPS”

GDCA TrustAUTH R4 OV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 OV SSL CA

Serial Number= 39 c0 77 fc 1e d6 15 e3

Validity: April 5, 2016 to December 31, 2030

SHAL digest= c3 4a d6 45 d5 79 1c 5f 22 e7 33 d7 53 47 08 15 85 75 6¢ 2d

GDCA TrustAUTH R4 IV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 IV SSL CA

Serial Number= 28 34 52 f4 73 3f 26 a6

Validity: March 31, 2016 to December 31, 2030

SHAL digest= 78 ae a8 51 a3 1b 0f 04 9a fO0 2c dO f2 ad 91 40 60 4f a7 a3

GDCA TrustAUTH R4 DV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 DV SSL CA

Serial Number=76 39 e3 80 9c 62 1e 26

Validity: March 31, 2016 to December 31, 2030
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SHAL digest= 30 18 4a 5b 92 4e 67 9e 7a 91 32 93 17 d0 56 Of 58 7e 69 7b

GDCA TrustAUTH R4 CodeSigning CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 CodeSigning CA
Serial Number= 17 b3 ad d2 40 a3 b9 20

Validity: April 7, 2016 to December 31, 2030

SHAL digest= fc 6d cb 06 a5 5b ff 76 83 64 27 5b 29 d6 4f 7c 3a a9 cf b4

GDCA TrustAUTH R4 TimeStamp CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 TimeStamp CA

Serial Number= 50 9e 8b 63 9c cf d5 fb ee b9 46 65 48 81 22 d1
Validity: June 29, 2022 to December 31, 2035

SHAZ1 digest= 86 €9 75 66 dc ec df d1 b1 a6 d2 €3 44 1d c4 a4 6e €6 34 4e

GDCA TrustAUTH R4 Generic CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 Generic CA

Serial Number= 28 35 6a 9¢ 70 b4 55 78

Validity: April 7, 2016 to December 31, 2030

SHAZ1 digest=6f ed 83 eb e1 83 cc 71 d0 ed e1 2a e8 77 e0 df 98 96 1f 24

GDCA TrustAUTH R4 Primer CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 Primer CA

Serial Number= 7a a7 21 5f 89 b7 19 02

Validity: March 31, 2016 to December 31, 2030

SHAL digest=14 c2 b3 3b bf 6e bd 84 fc a7 01 54 13 eb d0 43 3e 17 1a 98

Root/Subordinate CA Certificates Information
LR R5 1R CAMER Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.

Common Name=2{ZA${{ R5 t§ CA
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Serial Number= 2e d9 58 82 91 39 ad 07
Validity: March 31, 2016 to December 31, 2040

SHAL digest= 23 eb 1b a4 64 71 a1 e7 €9 2 db 57 01 fe f8 f2 f8 Oc aa €9

A R4 EV IRSZEEIEH CA

See “GDCAEV CPS”

LA R4 OV BRSBSSIFH CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name=2{Zf${{ R4 OV fRSEZE/IEH CA

Serial Number= 78 b6 25 84 85 f2 84 9e

Validity: March, 31, 2016 to December 31, 2030

SHA1 digest= 93 92 5b 05 17 30 05 86 fd 2c 45 eb 18 6e 00 9e b9 75 a5 d0

LB R4 IV IRSSERIES CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name=#{ZLhH{{ R4 IV fRSSEHEFH CA

Serial Number= 13 28 8c d8 93 9¢ d0 49

Validity: March 31, 2016 to December 31, 2030

SHAZ1 digest= 10 b8 fb 9a d2 50 32 6a ee fb 05 ad da 9d 3a 2b bb bd 5d bf

# = R4 DV JRSS=RIEF CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name=#{ZAJ{{, R4 DV ARS3=FIEH CA

Serial Number=6¢ 81 58 42 a9 55 70 3d

Validity: March 31, 2016 to December 31, 2030

SHAZ1 digest=01 ad 04 cd e1 05 56 23 4a f6 6f a0 €6 64 f3 a6 18 80 4d 5

LM R4 UBBERIET CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name=#Zff{, R4 KIBEZIEFH CA

Serial Number=6c¢ 6¢ €2 6b 3e a8 4c 87

Validity: March 31, 2016 to December 31, 2030

SHAZ1 digest=4f be 54 bc 70 8e b1 2a 11 86 dd 79 aa ff e7 95 f8 ad c6 €9

LR R4 EBITHIES CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
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Common Name=2{ZRJ{{ R4 ZiEIJFIEH CA
Serial Number=7b 98 39 30 58 a0 9d 13
Validity: March 31, 2016 to December 31, 2030

SHA1 digest=07 33 29 cb 53 b1 86 36 25 38 1b fb 48 a0 43 a7 b1 fe 28 6f

L R4 BERTTAIES CA Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= #{ZA{ R4 EITFIEF CA

Serial Number=68 f5 ae 07 7b cb da 8b

Validity: March 31, 2016 to December 31, 2030

SHA1 digest=e5 da 52 2d 5f 38 7a 6e 72 49 5e 66 a4 be ba 0f 24 f2 59 dc

Root/Subordinate CA Certificates Information

GDCA TrustAUTH E5 ROOT Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E5 ROOT

Serial Number= 1a f5 1f 4d 2c da bb 53

Validity: March 23, 2016 to December 31, 2040

SHA1 digest= eb 46 6¢ d3 75 65 f9 3c de 10 62 cd 8d 98 26 ed 23 73 0f 12

GDCA TrustAUTH E4 EV SSL CA See “GDCA EV CPS”

GDCA TrustAUTH E4 OV SSL CA Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E4 OV SSL CA

Serial Number= 0f a7 49 2f 24 9b 14 de

Validity: March 31, 2016 to December 31, 2030

SHA1=50 15 62 d8 1b a2 40 27 1b ee 06 d2 b3 7f 5b 35 cb 9d 8c b8

GDCA TrustAUTH E4 IV SSL CA Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E4 IV SSL CA

Serial Number= 51 ba 77 d9 8c b3 2a 3f

Validity: March 31, 2016 to December 31, 2030
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SHA1 digest= a8 45 2b fc 20 f9 de b6 9b 8b 3f 29 73 e0 a3 b3 6f 82 eb 5b

GDCA TrustAUTH E4 DV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E4 DV SSL CA

Serial Number=34 f2 54 c9 b2 fc 6a 6¢

Validity: March 31, 2016 to December 31, 2030

SHA1 digest= 8e 9b 9a db 5 ec ¢4 6b 05 76 82 2e de 5e 80 d1 57 6b 5d 7c

GDCA TrustAUTH E4 CodeSigning
CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E4 CodeSigning CA
Serial Number=71 18 49 83 c1 22 58 ca

Validity: March 31, 2016 to December 31, 2030

SHAZ1 digest= 10 6a 4e 5d ca 05 92 28 e4 ff 89 52 66 53 a4 64 7d 57 ee 63

GDCA TrustAUTH E4 Generic CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E4 Generic CA

Serial Number=05 ac ef 56 ff 70 b0 cb

Validity: March 31, 2016 to December 31, 2030

SHAZ1 digest=fd 63 ba 6e e7 89 f6 0a 16 72 b5 b3 3a 29 7d 71 71 65 54 ee

GDCA TrustAUTH E4 Primer CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E4 Primer CA

Serial Number=1d ad 3b b9 e6 71 7f e7

Validity: March 31, 2016 to December 31, 2030

SHAL1 digest=5f 42 a4 4d c8 ca 12 df ae 1c 29 92 1f 47 3e 3b be 8b d4 2¢
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Root/Subordinate CA Certificates

Information

ROOTCA (SM2)

Country =CN

Organization = NRCAC

Common Name= ROOTCA

Serial Number= 69 e2 fe c0 17 0a c6 7b
Validity: July 14, 2012 to July 7, 2042

SHA1 digest= 06 05 b6 26 16 8a 7a 78 5d 37 b9 78 b2 d7 21 05 85 d8 8f d9

GDCA TrustAUTH E1 CA

Country =CN

Organization = GUANG DONG CERTIFICATE AUTHORITY CO.,LTD.
Common Name= GDCA TrustAUTH E1 CA

Serial Number= 3e 7e 54 df dc 3f 77 bd 31 3b ¢8 31 99 21 8f d2

Validity: June 26, 2014 to June 21, 2034

GDCA SM2 ICA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA SM2 ICA

Serial Number= 07 00 00 20 21 01 20 01 00 93 89 11 74 33 91

Validity: January 20, 2021 to December 31, 2033

GDCA Public SM2 CA1

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA Public SM2 CA1

Serial Number= 07 00 00 20 21 01 20 01 00 89 64 98 11 62 53

Validity: January 20, 2021 to December 31, 2033

Root/CA Certificate

Information

ROOTCA (RSA)

Country =CN

Organization = OSCCA

Common Name= ROOTCA

Serial Number=6f Oc €9 52 69 ¢8 62 99 02 ff 63 a5 cc eb ed 3c

Validity : August 28, 2005 to August 23, 2025
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SHA1 digest= db b8 44 23 c9 28 ab €8 89 d0 e3 68 fc 31 91 d1 51 dd b1 ab

GDCA TrustAUTH R2 CA Country =CN

Organization =GUANG DONG CERTIFICATE AUTHORITY CO.,LTD.
Common Name= GDCA TrustAUTH R2 CA

Serial Number=52 c4 67 59 4c d7 76 90 0d b8 8b 4c 58 01 eb 85
Validity: December 16, 2013 to December15, 2018

SHA1=c6 b2 19 eb 62 3d 68 cf ae 28 94 00 ad 2a b4 Oa 28 d3 e3 1d
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Root/Subordinate CA Certificates

Information

GDCA ROOT CA1 (RSA)

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA ROOT CA1

Serial Number=2d ab 67 ea c5 5a c0 e4

Validity: June 11, 2017 to December 31, 2040

SHA1 digest= 0a 8f 00 29 ea 3¢ d0 51 a3 01 33 bd 7a a6 ec cf f8 ff ed c6

GDCA Public CA1

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA Public CA1

Serial Number= 27 5b 6e 83 2f 25 1c a7 b4 d1 a9 b6 af ff 92 5f
Validity: July 4, 2024 to December 31, 2038

SHA1= 1a 46 3a de 53 25 aa 41 d4 ce c6 5a e7 16 bd 67 98 12 1f 31

GDCA Public CA2

Country =CN
Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA Public CA2

Serial Number= 18 7d 43 6e Oe b2 80 3aValidity: February 25, 2021 to
December 31, 2038

SHA1=d1 ab 2a ba 7e 4b 4d c6 df c4 8b a6 65 e1 e6 ad 74 Ob 18 5b

GDCA HKMR OV CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA HKMR OV CA

Serial Number= 2d 39 33 c0 39 8c de 65

Validity: September 12, 2018 to December 31, 2030

SHA1=01 96 64 be d9 eb cb €0 8f 19 39 79 bc f8 2d 10 52 50 ca c6

GDCAHKMR IV CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA HKMR IV CA

Serial Number= 79 f1 1a 37 5f a5 58 12

Validity: September 12, 2018 to December 31, 2030
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SHA1=¢e9 2d ce 1f 67 00 78 06 8c ba d2 b0 b8 c9 4d a3 c6 cd f8 d6

GDCARSAICA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA RSA ICA

Serial Number= 79 f1 1a 37 5f a5 58 12

Validity: January 20, 2021 to December 31, 2030

SHA1=e9 2d ce 1f 67 00 78 06 8c ba d2 b0 b8 c9 4d a3 c6 cd f8 d6

GDCAOTC CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA OTC CA

Serial Number= 4a 72 5a 2a ae ca 2d 05

Validity: August 22, 2018 to December 31, 2030

SHA1= 1d df ed 88 a6 2a e0 e6 9b 85 38 ad 2d 34 00 c3 23 Oa 8c 45
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fff% 2: GDCA BR-FAUENEMNMEITIEFR
Appendix 2: GDCA CPS Revision Records

% BAT # 1 V6.1 V6.2
i
i % GDCA Public CAL.
GDCA Public CA2 il 5%
1.1.3  GDCA iEHij2 SIS E] Je 28R AT P E A 1) 48
. K % K GDCA 1k H 39
Certificate Hierarchical
Architecture 1% GDCA TrustAUTH R4
Primer CA 25 & 1T F1IEH AR
1EH .
1.5.2.1. UEFS o) AR
2 e R AR BTSN | RIBER IG5 RN
4.9. .IE TS i 5 A %'@ 95105813, 4007008088
Certificate  Revocation
and Suspension
1.6.1. . RIEE % B “Linting HeIl” AR5
3 % List of Term .
Definition .
3.29. AR
A % % Domain name I 4 56k T = 3 A
recognition and PR o
identification
43.1. EPRFERIHE
HEMLE (RAD FIHL
During Certificate
Issuance
543.  #HitHEMRK
PR Retention Period
‘ for Audit Log H U HE LA ARAE | 80 H & AR Id 5% R A7 B
552, HEMIEFEAIR | BIROVIERRRUE . | BRIFEOVIES RS T,
17 HIFR Retention Period
for Archive
6.1.1.2. I V&YX T3 26— BeART & H Al SE bR
7 & Generation  for TE LR ;

SubscriberKey Pair

30 55 BH A T 4 o
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S T P A AW
Insurance Coverage
IR¥E RFC3647 AHEH 4y 215
H5WE;
9 FARAEAT WEEAFIAEH . iR AT
R TE X TR M AN
o
Content ) )
Sections Revised V6.1 V6.2
SEQ
Adjust the expiration dates of the
GDCA Public CA1 and GDCA
1.1.3 GDCA iEFE X Public CA2 and the deadlines for
1 48 §J GDCA Certificate issuing subscriber certificates;
Hierarchical Architecture Adjust the deadline for issuing
subscriber certificates by GDCA
TrustAUTH R4 Primer CA.
1.5.2.1. iF 5 1) @ 4 &
Certificate Problem | The contact phone number | Change the contact phone
) Report for certificate problem reports | number for certificate problem
49. iF P B 4% M 4 4 | and  certificate  revocation | reports and certificate revocation
Certificate Revocation | requests is 95105813. requests to: 4007008088.
and Suspension
5 1.6.1. ARIEE N Add the definition of the term
List of Term Definition "Linting".
3.29.  HAMBHIAFIE
4 il Domain name Adjust the applicable period for a
recognition and domain validation method.
identification
431, ERZRERET
HEMHL (RAY ATHL A
5 WEMRSSHLM (CAY KT R Add linting requirements.
CA Actions During
Certificate Issuance
54.3.  #HilHEWRAE
IR Retention Period for | The retention period for audit | Adjust the retention period for
6 Audit Log logs and archived records is | audit logs and archived records
55.2.  HRMCFEHIRLE | ten years after the certificates | to five years after the certificates

HABR Retention Period for
Archive

expire.

expire.
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Il semrannaemes

Soo GDCA HE-FAEML S5 H) (V6. 2 D

Remove the first paragraph that
6.1.1.2. T &AL does not align with the current
7 Generation for practice;

SubscriberKey Pair Add precaution measures for
weak keys.

9.21. fr K @ Adjust the limitations of liability
Insurance Coverage for certificates compensation.

Adjust certain sections and
contents according to RFC
3647;

9 Other revisions Adjust some wording issues,
and other parts that may cause
confusion.
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