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1. #EEHERHIR Introduction

1.1. iR Overview

1.1.1 A=]f#H4y Company Profile

B AR G IR A 5] (Global Digital Cybersecurity Authority Co., Ltd., fij#x
GDCA 5 “#ziAX™"), JFEA I REFIEBIGEF DA A", BALT 2003 4 3 H
6 [1.2005 4 9 J, GDCA fkikim it 1 [ 2 % s A B = A i B A3 S = ML B (1 W v o 2
BN A E B HO\F RS (R IERRS VFRTIEY (VFRTIES . ECP44010215007) [1HLT
WIEMRSS PG 2 —; 2008 4F 12 H, $RA5 E SR8 B RAUR 1 (R F i i B
FIEY; 2011 4F 4 H, J T KSR HL R B EUS B TAE RS BE VAN, 3R1S (L
FES HFIERS P (G5 A021) #Eft. 2013 4, X HLFIAMEARS RGHAT
SM2 S TR, B T E K ELE R AL e AR A, 2015 45, GDCA J@id T
WebTrust [E Br 22 48 THAE, H& 7 EbrbsE s & 8 s ARS KF, ol LAt 4 5k
R FYAER S . AIERONL S ZRFHE, 2016 4E5 H, “J REFAEBUGEH0A R
NF” EZR KRB PR A 7, 2017 4F 8 H 11 H, GDCA JFE1EHT =
WREERRAE 5y, BOCRTRIRR: Brzem A, B2 AA%: 871932,

Global Digital Cybersecurity Authority CO., LTD. (abbreviated as “GDCA”, or “4{Z#4X”) with the
former name of Guangdong Digital Certificate Authority CO., LTD was founded on March 6, 2003.
In September 2005, GDCA passed the security review by the State Cryptography
Administration Office of Security Commercial Code Administration (abbreviated as OSCCA) and
the former Ministry of Information Industry by law, as one of the first eight electronic authentication
authorities granted the "Electronic Authentication Service License" (license number:
ECP44010215007) in China. In December 2008, GDCA obtained the "Commercial Cryptography
Products Sales License" issued by OSCCA. GDCA passed through the assessment of
E-government and Electronic Authentication Service Ability by OSCCA with the qualification
certificate of "E-government and Electronic Authentication Service Authority" (number: A021) in
April 2011. In 2013, GDCA upgraded electronic authentication service system for SM2 algorithm
and passed through the security review by OSCCA. In 2015, GDCA passed the assurance review
for Certification Authority by WebTrust with the international level of operation management and
service to provide digital certification service globally. For business development, GDCA changed
its name from "Guangdong Digital Certificate Authority CO., LTD." to "Global Digital Cybersecurity
Authority CO., LTD." in May, 2016. On 11 August 2017, GDCA was admitted to the National Equities
Exchange and Quotations (NEEQ) of China, with a stock abbreviation of “47% %" and stock code
“871932".
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GDCA B4 Jm, J& “T" AREFIEFHIMEF AR AR " W57 ii5. NamMmas
A el “BRm ABSRmAR AR A%k, fEEXHTS GDCA LA “T  AREUTHIE
FEF DA RA R 4 AT AR PRI H T REBFHEFAEF LA R
"7 A BRI LS5 h “ B AR BB AT IR A =] 7 7RGk

Since then, all assets, debt, rights and business of "Guangdong Digital Certificate Authority CO.,
LTD." were inherited by GDCA and all the rights and obligations of the contracts and agreement
signed by "Guangdong Digital Certificate Authority CO., LTD." were inherited by GDCA.

Heg AR “BUEL ~E. Tl BT ko EN, BAT “EEBRER T
b fsidr, BOT TN “— AT ER SR 7.

GDCA upholds the corporate values of “Authority, Credibility, Professionalism, and Innovation”,
fulfils the corporate mission of “Trust Connects Parties from all over the World”, and is committed to
becoming a “first-class online trust service provider”.

1.1.2 BTFINIENE SN (CPS) Certification Practice Statement (CPS)

ARSI (FEFR CPS) ¥ (e NRILAE B 728450 (FTIAIE
MRS EFINED . CRTVIEIRSS B E BINE) SRR 2K, 14N E T GDCA
SR T IAIEAR ST BEAN IR L TR S5 i AR LK B TR S AR 2
HHTAERI DT, A CPS H GDCA il A JF R AT A i J i 725 41T 7 . KA Al
HAbMRXZ 5%, U#ifk GDCA Pty T IEIRS £ aik. Tk, BUBHISE =7
R UERSS . X T GDCA Frig it T BRI STETE A CPS t45 T 1 B
THHIRLE -

Pursuant to the requirements of the “Electronic Signature Law of the People's Republic of
China”, "Measures for the Administration of Electronic Certification Services", "Measures for the
Administration of Cipher Codes for Electronic Certification Services" and other related laws and
regulations, this Certification Practice Statement (abbreviated as CPS) outlines the overall
processes that GDCA employs to provide electronic authentication services, illustrates the set of
rules that GDCA conforms to in offering the electronic authentication service, and elaborates on the
responsibilities undertaken by the participants of such services. GDCA makes this CPS available to
the subscribers, relying parties and other relevant participants through open publication to ensure
the validity, professionalism, and authority of GDCA's electronic authentication services. This CPS

also clearly defines the limitation of liabilities for the electronic authentication services provided by
GDCA.

A CPS Fril ik i) N 251475 (GDCA E-i5ER%) (http://www.gdca.com.cn/cp/cp), [A]
Bt (BB AR LU R ENIE R K (L1 A D)
( http://gdii.gd.gov.cn/xxh3236/content/post_945261.html ) . 7E 474 CPS [ fE
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(GDCA IEH5%) 5 (B TR UES LIE SIS AN BHNAERIZLLT
P AL FE o - B S 5 AR IEAE (B i 724U YIRS 5ms ), M H
TERE P A SMIE T EIE (GDCA TEFSENE ). UEF5 2 15 B T+ B k5 58 HA T
AT R IE 5 SR (R0 SR IR R AT o

This CPS conforms to both "GDCA Certificate Policy" (http://www.gdca.com.cn/cp/cp) and
"Certificate Policy for Mutual Recognition of Electronic Signature Certificates issued by Hong Kong
and Guangdong (version 1.1)" (http://gdii.gd.gov.cn/xxh3236/content/post_945261.html). The
following principle shall prevail in case of any conflicts exist between the above two policies: the

certificates applied to mutual recognition of electronic signature certificates issued by Hong Kong
and Guangdong conform to " Certificate Policy for Mutual Recognition of Electronic Signature
Certificates issued by Hong Kong and Guangdong", while other certificates conform to "GDCA

Certificate Policy". Whether a certificate is applied to the project of “Mutual Recognition of
Electronic Signature Certificates issued by Hong Kong and Guangdong” can be determined by the
object identifier of certificate policy.

GDCA %415 CA/X #8161 (CA/Browser Forum, [EFRHZH, N HREFR CA W%
BEEH, ZHE CA EERRMERINLI, www.cabforum.org) KA 1 &EH A ¥ Baseline

Requirements for the Issuance and Management of Publicly-Trusted Certificates ({#j#x

“Baseline Requirements” ). Network and Certificate System Security Requirements (&
X “NCSSR”). Guidelines for the Issuance and Management of Extended Validation
Certificates ( {4 #% “ EV Guidelines ”) . Baseline Requirements for the Issuance and
Management of Publicly-Trusted Code Signing Certificates (f##% “Code Signing Baseline
Requirements ” ) . Baseline Requirements for the Issuance and Management of
Publicly-Trusted SIMIME Certificate (f&#fx “S/MIME Baseline Requirements”) }2 Adobe
RGN T RAT the Adobe Approved Trust List (AATL) Technical Requirements (fiFx
AATL FERZER) #ATEERANE BRI SR SSLITLS EH M. AUSEE44 U+
SIMIME %4 B {HIEF A Adobe SCHYAE AR, wiNEE H IO, JRERFEARE H
RATIABEATEIT CPS, WA CPS 5 CAM W2tz (CA/Browser Forum) KA
FHORHRERITE i 25K AN — 2t 7, W0 BL CAN NE #8842 1E 2R AT I HTE it

GDCA conforms to the latest versions of the Baseline Requirements for the Issuance and
Management of Publicly-Trusted Certificates (hereinafter referred to as “Baseline Requirements”),
Network and Certificate System Security Requirements (hereinafter referred to as “NCSSR”),
Guidelines for the Issuance and Management of Extended Validation Certificates(hereinafter
referred to as “EV Guidelines”), the Baseline Requirements for the Issuance and Management of
Publicly-Trusted Code Signing Certificates (hereinafter referred to as “Code Signing Baseline
Requirements”), Baseline Requirements for the Issuance and Management of Publicly - Trusted
S/MIME Certificate (hereinafter referred to as “S/MIME Baseline Requirements”) published by


http://www.cabforum.org/

[] BSHRtNZERERAS
Foem e GDCA HLF AR ZS RN (V6. 1 Bl

CA/Browser Forum (an international organization, also known as international CA browser alliance,
to establish international standards of CA, www.cabforum.org), and the Adobe Approved Trust
List Technical Requirements of the Adobe Systems Inc (hereinafter referred to as “AATL Technical
Requirements”) to issue and manage the publicly-trusted SSL/TLS digital certificates,
publicly-trusted code signing certificates, S/IMIME certificates, and Adobe PDF signing certificates.
GDCA regularly checks the updates on CA/Browser Forum’s website and continually revise its CPS
according to these updates. The specifications of the CA/Browser Forum shall prevail in case of
any discrepancies between the provisions of this CPS and the standard specifications published by

the CA/Browser Forum.

4 IETF PKIX RFC 3647 CP/CPS HEZE, A& CPS /ML, s GDCA L
PRSI W22 Al it Mk 55 B KRR . AR B RFC3647 HITEAR RN k=,
S CANER” FANBEAZENAEH.

Pursuant to the IETF PKIX RFC 3647 CP/CPS framework, this CPS is divided into nine parts that
cover the security controls and practices and procedures for GDCA's certificate services. To
preserve the outline specified by RFC 3647, section headings that do not apply are accompanied
with the statement “Not applicable”.

1.1.3 GDCA iEHERZEF GDCA Certificate Hierarchical Architecture

GDCA HHlE 7 MBIEH, 7358 ROOTCA iE45 (RSA). GDCA ROOT CA iF5.
ROOTCA iF5 (SM2). GDCA ROOT CA1 iF45. GDCA TrustAUTH R5 ROOT iE -+,
Bz A% R5 H2 CA iE+5. GDCA TrustAUTH E5 ROOT iE-. &M CA N $14% CA,
DAZE R FAETS . GDCA REERIMEF ) CAET.

Currently, GDCA has 7 root certificates, including ROOTCA certificate (RSA), GDCA ROOT CA
certificate, ROOTCA certificate (SM2), GDCA ROOT CA1, GDCA TrustAUTH R5 ROOT certificate,
Kz A8 R5 HE CA certificate and GDCA TrustAUTH E5 ROOT certificate. Each Root CA has
Subordinate CAs to issue subscriber certificates. GDCA does not issue external Subordinate CAs.

1) ROOTCA (RSA)

ROOTCA
(RSA2048-bit)
[
- t(’iul?i‘:f’ff“ﬁflfl’ﬂi_iW GDCA TrustAUTH R2 CA
(RSA1024-bit) (RSA2048-bit)
[ .
Individual Organization Equipment Other Individual Organization Equipment Other
Certificate Certificate Certificate Certificates Certificate Certificate Certificate Certificates

ROOTCA(RSA)IE )& E Z S 08 B ARIE 1S, 5N RSA, WREHAKE N
2048-bit, FE&MH Y CAUEF, Hrh: (1) GDCA Guangdong Certificate Authority iiE


http://www.cabforum.org/
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Hi, BN 1024-bit, 2R FHHKEA RSA 1024-bit (1A NKIEF . HUEZEIES.
WA FIEBAHEAZRIE S (2) GDCA TrustAUTH R2 CA IE1S, # 4K 2048-bit,
2R A RSA 2048-bit A1 RSA 1024-bit [N AZKIET . FUAZRIE . B&KIER
AFABSRIE .

ROOTCA (RSA) certificate is a root certificate of OSCCA using RSA algorithm with 2048-bit root
key length. There are two subordinate CAs under this ROOT CA, including: (1) GDCA Guangdong
Certificate Authority certificate with 1024-bit key length is used for issuing RSA 1024-bit individual
certificates, organization certificates, equipment certificates and other certificates. (2) GDCA
TrustAUTH R2 CA certificate with 2048-bit key length is used for issuing RSA 2048-bit and RSA

1024-bit individual certificates, organization certificates, equipment certificates and other
certificates.

ROOTCA (RSA)IE0# T 2025 4F 8 H 23 HFH.
ROOTCA (RSA) will expire on August 23, 2025.

GDCA Guangdong Certificate Authority iiF 5 2015 4F 7 J 19 H#|}, 20154 1 A
1 Hitg, GDCA A% CAIEHREKIT M iE45. GDCATrustAUTH R2 CA E+545 T
2018 4F 12 J3 15 HEH, 2017 4F 12 1 15 Hid, GDCA ¥ AFHEHZ CA IEFERIT
JHIEFS
GDCA Guangdong Certificate Authority certificate expired on July 19, 2015. From January 1, 2015,
GDCA no longer used it to issue subscriber certificates. GDCA TrustAUTH R2 CA certificate will

expire on December 15, 2018. From December 15, 2017, GDCA will no longer use it to issue
subscriber certificates.

2) GDCAROOT CA (1024-bit)

GDCA ROOT CA
|
GDCA Guangdong
Certificate Authority
l
Individual Organization Equipment Other
Certificate Certificate Certificate Certificates

GDCA ROOT CA ilE BRI 247K B N 1024-bit, T ¥ GDCA Guangdong Certificate
Authority IE+5, #EHHK RN 1024-bit, 25K ZHKE N RSA 1024-bit BN ANKIEF . #L
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FZRIEH . B IUE B IIES

The length of GDCA ROOT CA certificate root key is 1024-bit. There is a GDCA Guangdong
Certificate Authority certificate under this ROOT CA, used for issuing RSA 1024-bit individual
certificates, organization certificates, equipment certificates and other certificates.

GDCA ROOT CA i34 - 2024 4 12 /1 11 H#[#.
GDCA ROOT CA certificate will expire on December 11, 2024.

GDCA Guangdong Certificate Authority uF+4 T~ 2024 4F 1 H 12 HE|#, 2016 41
H1HE, AR Z CAIERZRIT FIES.

GDCA Guangdong Certificate Authority certificate will expire on January 12, 2024. From January 1,
2016, GDCA no longer used it to issue subscriber certificates.

3) ROOTCA (SM2)

ROOT CA
(SM2)

GDCA PublicSM2 CAl

GDCA TrustAUTH E1 CA

GDCASM2 ICA
Individual Organization Equipment Other
Certificate Certificate Certificate Certificate

ROOTCA HEFs (SM2) 2 [ 5 & i B FARIE T, #h%5E N SM2, R HIK
J°~ 256-bit, % Guangdong Certificate Authority (GDCA TrustAUTH E1 CA) iE5,
AR N 256-bit, 25k KH E % 5L SM2 A NZET . HURZKIE . & JED
A HAh2EUEH . Guangdong Certificate Authority (GDCA TrustAUTH E1 CA) % GDCA
SM2 ICA i3 & GDCA Public SM2 CAL iE+, 25 R H % H% SM2 14 N KIEF
MURZRIEFS . W& RUE-BA AN ZRIE 1S
ROOTCA (SM2) certificate is a root certificate of OSCCA using SM2 algorithm with root key length
of 256-bit. There is a Guangdong Certificate Authority (GDCA TrustAUTH E1 CA SM2) certificate
with key length of 256-bit under this root CA, used for issuing individual certificates, organization
certificates, equipment certificates and other certificates with SM2 algorithm. Guangdong Certificate
Authority (GDCA TrustAUTH E1 CA) issued GDCA SM2 ICA and GDCA Public SM2 CA1, which are

used for issuing individual certificates, organization certificates, equipment certificates and other
certificates with SM2 algorithm.

ROOTCA iE+H (SM2) ¥+ 2042 47 H 7 HEIH,

ROOTCA (SM2) will expire on July 7, 2042.
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Guangdong Certificate Authority (GDCA TrustAUTH E1 CA) iE43#47E 2034 55 6 H
21 2], 2030 4F 1 H 1 Hi&, RKAFEAEH1Z CAUERERITES.

Guangdong Certificate Authority (GDCA TrustAUTH E1 CA) certificate will expire on June 21, 2034.
From January 1, 2030, GDCA will no longer use it to issue subscriber certificates.

GDCA SM2 ICA iE 54752033412 31 H 2, 2030 42 1 7 1 Hild, WA H
% CA BRI RS,
GDCA SM2 ICA certificate will expire on December 31, 2033. From January 1, 2030, GDCA will no
longer use it to issue subscriber certificates.

GDCA Public SM2 CAL iF H#41E20334E12 A31H M, 20304 1 H 1 HiE, BA
A Z CAIEPRERIT T HE .

GDCA Public SM2 CAL certificate will expire on December 31, 2033. From January 1, 2030, GDCA
will no longer use it to issue subscriber certificates.

4) GDCAROOQT CAl

GDCA ROOT CA1

v v v v v v

‘ GDCA Public CAL ‘ ‘ GDCA Public CA2 ‘ ‘ GDCA RSA ICA ‘ ‘ GDCA OTC CA ‘ ‘ SECA ';KMR o ‘ ‘ SECA SXMR v ‘
| l | | l )

‘ AN NIEF ‘ ‘ HUGIEF ‘ ‘ B IET ‘ ‘ HAAES ‘ ‘ HUEFS ‘ ‘ AN ‘

GDCA ROOT CAL iEH MR KN 4096-bit, 1% 6 g CA E+, Hr:
(1) GDCA Public CAL, 8K ¥ A 2048-bit, 25K %H]K A RSA 2048-bit fI/N A2k
HE S AU AR 13 8% 2R0E A LA 2E00F 15 (2)GDCA Public CA2, #4K Ji 2y 2048-bit,
SR E N RSA 2048-bit I NZRIET . HUGZEIET . B ZRUE TR A 2E 13
(3) GDCAHKMR OV CA, #HKFE N 2048-bit, %k %4HK LN RSA 2048-bit )4
HEEIAHUIET; (4) GDCAHKMR IV CA, Z K 2048-bit, 25K %K N RSA
2048-bit fIEHE TN NIET; (5) GDCA RSA ICA 4K N 2048-bit, &Kk %K
J& 4 RSA 2048-bit [N ANZEIETS . HUZRIES . W2 A M28IET; (6) GDCA
OTC CA EHHKJE Ny 2048-bit, 2Ky RSA 2048-bit (11 NSUEFFIHLIGZEIE
oy WAIERAIARZGIE S
GDCA ROOT CAL ilE+5:K - 2040 4F 12 H 31 H 2.
GDCA Public CAL iEF5:K7E 2030 4F 12 H 31 HE, 2027 1 H 1 Hi2, KAH
% CAUEBZ R FHEFS.
GDCA Public CA2 iEF5:K7E 2030 4F 12 H 31 HEI, 2027 1 H 1 Hig, KAH
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1% CAIEBREKAT P ETS

GDCA HKMR OV CA i 15447 2030 4E 12 [ 31 HEH, 2027 41 A 1 Hilg, #
AT 1Z CAEHRE KT Ikt .

GDCAHKMR IV CA E3447E 2030 4E 12 [ 31 HEMA, 2027 41 A 1 Hilg, KA
FEHZ CAUEBERIT FHE

GDCA RSA ICA 4 7E20304:12 H31 H 2, 2028 421 H 1 Hild, WA FAEH
% CAUEHRERIT FE+ .

GDCA OTC CA IE 54445 20304212 H31 H 2, 2028 41 H 1 Hild, WA FHAEH
% CAEHEERIT kS .
The length of GDCA ROOT CAL certificate root key is 4096-bit. There are five subordinate CAs
under this root CA, including: (1) GDCA Public CA1 with key length of 2048-bit, used for issuing
RSA 2048-bit individual certificates, organization certificates, equipment certificates and other
certificates; (2) GDCA Public CA2 with key length of 2048-bit, used for issuing RSA 2048-bit
individual certificates, organization certificates, equipment certificates and other certificates; (3)
GDCA HKMR OV CA with key length of 2048-bit, used for issuing RSA 2048-bit organization
certificates for Guangdong — Hong Kong mutual recognition purpose; (4) GDCA HKMR IV CA with
key length of 2048-bit, used for issuing RSA 2048-bit individual certificates for Guangdong — Hong
Kong mutual recognition purpose; (5) GDCA RSA ICA with key length of 2048-bit, used for issuing
RSA 2048-bit individual certificates, organization certificates, equipment certificates and other

certificates; (6) GDCA OTC CA with key length of 2048-bit, used for issuing RSA 2048-bit individual
certificates, organization certificates, equipment certificates and other certificates.

GDCA ROOT CAL1 will expire on December 31, 2040.

GDCA Public CA1 will expire on December 31, 2030, and from January 1, 2027, GDCA will no
longer use it to issue subscriber certificates.

GDCA Public CA2 will expire on December 31, 2030, and from January 1, 2027, GDCA will no
longer use it to issue subscriber certificates.

GDCA HKMR OV CA will expire on December 31, 2030, and from January 1, 2027, GDCA will no
longer use it to issue subscriber certificates.

GDCA HKMR IV CA will expire on December 31, 2030, and from January 1, 2027, GDCA will no
longer use it to issue subscriber certificates.

GDCA RSA ICA will expire on December 31, 2030 and from January 1, 2028, GDCA will no longer
use it to issue subscriber certificates.

GDCA OTC CA will expire on December 31, 2030 and from January 1, 2028, GDCA will no longer
use it to issue subscriber certificates.

5) GDCATrustAUTH R5 ROOT
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GDCA TrustAUTH R5 ROOT

{ I [ I { I I 1 { l

GDCA TrustAUTH D A S GDCA TrustAUTH GDCA TrustAUTH GDCA TrustAUTH GDCA TrustAUTH GDCA TrustAUTH GDCA TrustAUTH GDCA TrustAUTH
R4 EV SSL CA g: 1gning R4 OV SSL CA R4 1V SSL CA R4 DV SSL CA R4 CodeSigning CA R4 TimeStamp CA

[ [ T T T T ]

CodeSigning
Certificate

EV SSL Server

Certificate TimeStamp Certificate|

Organization,
Individual Certificate

GDCA TrustAUTH R5 ROOT ilE i AR 2% 81 oy 4096-bit, ¥ 10 M2 CA IF
4, Hr: (1) GDCATrustAUTH R4 EV SSL CA, K&l 2048-bit, 5K HHKJF
N RSA 2048-bit ff] EV SSL %5 #52KiE15; (2) GDCA TrustAUTH R4 Plus EV
CodeSigning CA iiF45, 81K JE Ay 4096-bit, 25K %5 40K E A RSA 3072-bit ] EV 4CHS
542K, (3) GDCA TrustAUTH R4 EV CodeSigning CA, 58K JE A 2048-bit, 2%
RAEHKE N RSA 2048-bit (1) EV ARIS2: 4 KIEF; (4) GDCATrustAUTH R4 OV SSL
CAIEH:, BAHK Ly 2048-bit, 25 K & FHK B2 4 RSA 2048-bit ) OV SSL IRk 55 & Kk
(5) GDCA TrustAUTH R4 IV SSL CA, #4HKJE N 2048-bit, 25K ZHHKE N RSA
2048-bit 1) IV SSL K25 2$2%1F+; (6) GDCA TrustAUTH R4 DV SSL CA, #HHKE N
2048-hit, 25 K # K E  RSA 2048-bit () DV SSL Al 55 #3J5UE 5 ; (7)GDCA TrustAUTH
R4 CodeSigning CA iE+5, Z54K Ay 2048-bit, 25k 24K 2 N RSA 2048-bit [ LA 4%
4254F4; (8) GDCA TrustAUTH R4 TimeStamp CA iE45, 254K & Ay 4096-bit, 25k
KN RSA 3072-bit [ [AIBKIETS; (9) GDCA TrustAUTH R4 Generic CA iiF13,
BEK N 2048-bit, 22K KN RSA 2048-bit FRIHLIE JSEH; (100 GDCA
TrustAUTH R4 Primer CA, 41K E N 2048-bit, &K EHKE N RSA 2048-bit [
SIMIME % 2= 84k .

The length of GDCA TrustAUTH R5 ROOT certificate root key is 4096-bit. There are ten
subordinate CAs under this root CA, including: (1) GDCA TrustAUTH R4 EV SSL CA with key
length of RSA 2048-bit is used for issuing RSA 2048-bit EV SSL Server Certificates. (2) GDCA
TrustAUTH R4 Plus EV CodeSigning CA with key length of 4096-bit is used for issuing RSA
3072-bit EV CodeSigning Certificates. (3) GDCA TrustAUTH R4 EV CodeSigning CA with key
length of 2048-bit is used for issuing RSA 2048-bit EV CodeSigning Certificates. (4)GDCA
TrustAUTH R4 OV SSL CA with key length of 2048-bit is used for issuing RSA 2048-bit OV SSL
Server Certificates. (5) GDCA TrustAUTH R4 IV SSL CA with key length of 2048-bit is used for
issuing RSA 2048-bit IV SSL Server Certificates. (6) GDCA TrustAUTH R4 DV SSL CA with key
length of 2048-bit is used for issuing RSA 2048-bit DV SSL Server Certificates. (7) GDCA
TrustAUTH R4 CodeSigning CA with key length of 2048-bit is used for issuing RSA 2048-bit
CodeSigning Certificates. (8) GDCA TrustAUTH R4 TimeStamp CA with key length of 4096-bit is
used for issuing RSA 3072-bit Timestamp Certificates. (9) GDCA TrustAUTH R4 Generic CA with
key length of 2048-bit is used for issuing RSA 2048-bit Organization, Individual Certificates. (10)
GDCA TrustAUTH R4 Primer CA with key length of 2048-bit is used for issuing RSA 2048-bit
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S/MIME Certificates.

GDCA TrustAUTH R5 ROOT iE T 2040 4= 12 A 31 H 3.

GDCATrustAUTH R4 EV SSL CA 1IE+3#47E 2030 4F 12 H 31 HH[#, 2027 42 1 H 1
Hig, AR Z CAIERZERIT I,

GDCA TrustAUTH R4 Plus EV CodeSigning CA iE4#7F 2035 4F 12 A 31 H FJ#A,
2032 £ 1 H 1 Hilg, FAFMEHZ CA BRI i+,

GDCA TrustAUTH R4 EV CodeSigning CA iE 1344 7E 2030 4 12 A 31 HEI#H, 2021
6 H1HE, CAFMEMZ CAIERZRITFIES.

GDCA TrustAUTH R4 OV SSL CA 1EF5447E 2030 4 12 /] 31 H FH, 2027 41
1 Hig, BAEMEHZ CAIERZRIT L.

GDCA TrustAUTH R4 IV SSL CA iE-f5#7E 2030 4 12 1 31 H3IiH, 2027 41 7 1
Hig, KA Z CAERZRIT il

GDCA TrustAUTH R4 DV SSL CA 14547 2030 4 12 /31 H F|H], 2027 41
1 Hig, BAEMEHZ CAIERZERIT L.

GDCA TrustAUTH R4 CodeSigning CA iiE +5:#47E 2030 4= 12 /] 31 H 21}, 2021 4 6
H1HE, SAFEHZ CAIERZERITFIUET.

GDCA TrustAUTH R4 TimeStamp CA iEH3447E 2035 4 12 ] 31 H#|H, 2032 4F 1
H1HE, BAFEMHZ CAIERERIT I,

GDCA TrustAUTH R4 Generic CA k344 7£ 2030 4F 12 H 31 H#IH, 2027 421 H 1
Hie, BAEMHZ CAUERZERIT .

GDCA TrustAUTH R4 Primer CA 1E 54 7E 2030 4F 12 H 31 HF, 2027 41 H 1
Hie, BAEMHZ CAUERZERIT .
GDCA TrustAUTH R5 ROQT certificate will expire on December 31, 2040.

GDCA TrustAUTH R4 EV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 Plus EV CodeSigning CA certificate will expire on December 31, 2035. From
January 1, 2032, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 EV CodeSigning CA certificate will expire on December 31, 2030. As of June
1, 2021, GDCA has stopped the issucane of subscriber certificates with this CA certificate.

GDCA TrustAUTH R4 OV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 IV SSL CA certificate will expire on December 31, 2030. From January 1,
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2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 DV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 CodeSigning CA certificate will expire on December 31, 2030. As of June 1,
2021, GDCA has stopped the issucane of subscriber certificates with this CA certificate.

GDCA TrustAUTH R4 TimeStamp CA certificate will expire on December 31, 2035. From January 1,
2032, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 Generic CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 Primer CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

6) Hrxif{CRS5 R CA

Hie i ARRSIRCAIEF

Heitft R4 EV AR R4 OV HRIHARA IV Hit £t R4 DV HRIARA Hwi R4 ¥zt R4
JIRZARUESS CA JRS5SSIEF CA JR5#IEA CA JIR5% #E1S CA RAGEE 4 IEF CA TEEIT PHIEFS CA HEREIT U EFS CA

EV SSL Server OV SSL Server IV SSL Server DV SSL Server CodeSigning Organization, E-mail Certificate
Certificate Certificate Certificate Certificate Certificate Individual Certificate

ez R5 MR CA IEB MR B A K FE N 4096-bit, Fi% 7 Mg CA RS, Horb:
(1) =R R4 EV RS FIET CA, HHHKEN 2048-bit, ZRFHHKE N RSA
2048-bit 1) EV SSL R 55 25 KIUEF5: (2) L RAOV IRSEIET CA, HHKEN
2048-bit, KK AN RSA 2048-bit ff] OV SSL k%5 8 2KET: (3) Hhf{t R4 IV
MRS EIEFS CA, K E )y 2048-bit, 2K B K E N RSA 2048-bit [¥) IV SSL il 55 &=
FEF: (4) HRH R4 DV IRFSFHIET CA, KN 2048-bit, 25Kk % HAKE
N RSA 2048-bit (1] DV SSL A& #82K1E 155 (5) #ehf X R4 RIGZELZIET CA, 4
K N 2048-bit, 254 F 8K A RSA 2048-bit US4 20EH; (6) Frzehf{t R4 ¥
WITFIESS CA, BN 2048-bit, K EHK ) RSA 2048-bit (IIHLIE . NAK
Es (7)) BerHAR R4 EAETT FHED CA, HHIKE N 2048-bit, BRFHKEN
RSA2048-bit f] SIMIME 2 &= HIFAFIE 15

The length of #Z {8 R5 1R CA certificate root key is 4096-bit. There are seven subordinate CAs
under this root CA, including: (1) #t%B1% R4 EV AR #%1E 15 CA with key length of 2048-bit is used
for issuing RSA 2048-bit EV SSL Server Certificates. (2) it R4 OV 45 #3iE 5 CA with key
length of 2048-bit is used for issuing RSA 2048-bit OV SSL Server Certificates. (3) #ZH{L R4 IV
R%%#3IETS CA with key length of 2048-bit is used for RSA 2048-bit IV SSL Server Certificates. (4)
Bz i R4 DV R4 24EH CA with key length of 2048-bit is used for issuing RSA 2048-bit DV SSL
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Server Certificates. (5) %41 R4 {052 441iE 5 CA with key length of 2048-bit is used for issuing
RSA 2048-bit CodeSigning Certificates. (6) #zhffX R4 il JiE+fi CA with key length of
2048-bit is used for issuing RSA 2048-bit Organization, Individual Certificates. (7) #1448 R4 JEt
11 FEFS CA with key length of 2048-bit is used for issuing RSA 2048-bit S/IMIME Certificates.

Kz AU RS MR CAUIEFKE T 2040 4 12 7 31 H 2.

Hez X RAEV IRFFAHIET: CAIEFKEAE 2030 4 12 H 31 HEIH], 2027 41 H 1
Hitd, A% CAEB&RT e,

ez RAOV ARG BUETS CAET#47E 2030 4 12 7 31 HEI#A, 2027 4 1 A 1
Hitd, A% CAIEB&RIT e,

He U RA IV IRSSEIES CAEK7E 2030 4 12 H 31 H R, 2027 41 7 1
Hi&, A% CA TEB& R FiE.

HZ U RA DV IRS54HIET CAETHF7E 2030 4F 12 /] 31 H 2, 2027 45 1 /1 1
Hitd, A% CAEBZ& R e,

iR R4 ARRSZE441ETS CAETS447E 2030 4F 12 H 31 HEI#, 202146 H 1
Hitd, CORFEEHZ CAEBZ&RIT e,

ez R4 @ FHE CAIEFIGAE 2030 4 12 ] 31 HEMA, 2027 41 1
Hi&, A% CATEB& R iE.

ez A R4 FERET FHE CA IEFIGAE 2030 47 12 ] 31 HEMA, 2027 41 1
Hitd, A% CAEB&RIT e,
#r2iHC R5 M CA certificate will expire on December 31, 2040.

i R4 EV IR 55 231E 1 CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

Bz R4 OV IR S5 2%4iE 5 CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

HzwH R4 IV IR 5 #3E 5 CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

BB R R4 DV AR 45 #31E 5 CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

Bz R4 U254 4E 1 CA certificate will expire on December 31, 2030. As of June 1, 2021,
GDCA has stopped the issucane of subscriber certificates with this CA certificate.

Bz R4 1T FE+ CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

Bz R4 ZEARIT FHET CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.
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7) GDCA TrustAUTH E5 ROOT

GDCA TrustAUTH E5 ROOT

{

|

I

{

'

{

GDCA TrustAUTH E4 EV
SSLCA

GDCA TrustAUTH E4
OV SSLCA

GDCA TrustAUTH E4 IV
SSLCA

GDCA TrustAUTH E4
DV SSLCA

GDCA TrustAUTH E4
CodeSigning CA

GDCA TrustAUTH E4
Generic CAIIE 15

GDCA TrustAUTH E4
Primer CA

EV SSL Server

OV SSL Server

1V SSL Server

DV SSL Server

CodeSigning

Organization,

E-mail Certificate

Certificate Certificate Certificate Certificate Certificate Individual Certificate

GDCA TrustAUTH E5 ROOT k- (&5 554 ECC, MREFHK A 384-bit, Nk
7 gt CAES, H: (1) GDCATrustAUTH E4 EV SSL CA , 54K 4 256-bit,
KB E ) ECC 256-bit (1) EV SSL ik %5 #5835 UE+5; (2)GDCA TrustAUTH E4 OV SSL
CA, KN 256-bit, 28K ZEAKE N ECC 256-bit 1] OV SSL A& #s2SiE1; (3)
GDCATrustAUTH E4 IV SSL CA, HHHIKE N 256-bit, 25K % 8K &)y ECC 256-bit ()
IV SSL AR 55 #335IE5; (4) GDCA TrustAUTH E4 DV SSL CA, 4K BN 256-bit, 25
REHKE N ECC 256-bit 1) DV SSL k%5 #33KiE+5: (5) GDCA TrustAUTH E4
CodeSigning CA, #HK A 256-bit, %K EHKE )y ECC 256-bit [14LAEAE 44 FKIE+
(6) GDCA TrustAUTH E4 Generic CA 1iE+5, %A B 256-bit, 25K ZHKJE N ECC
256-bit FIHLKI . > AJSEF; (7) GDCA TrustAUTH E4 Primer CA, % 41K i )y 256-bit,
R K A ECC 256-bit () SIMIME 22 4= IR {H-E 45

The length of GDCA TrustAUTH E5 ROQT certificate root key is 384-bit with ECC algorithm. There
are seven subordinate CAs under this ROOT CA, including: (1) GDCA TrustAUTH E4 EV SSL CA
with key length of 256-bit is used for issuing 256-bit ECC EV SSL Server Certificates. (2) GDCA
TrustAUTH E4 OV SSL CA with key length of 256-bit is used for issuing 256-bit ECC OV SSL
Server Certificates. (3) GDCA TrustAUTH E4 IV SSL CA with key length of 256-bit is used for
issuing 256-bit ECC IV SSL Server Certificates. (4) GDCA TrustAUTH E4 DV SSL CA with key
length of 256-bit is used for issuing 256-bit ECC DV SSL Server Certificates. (5) GDCA TrustAUTH
E4 CodeSigning CA with key length of 256-bit is used for issuing 256-bit ECC CodeSigning
Certificates. (6) GDCA TrustAUTH E4 Generic CA with key length of 256-bit is used for issuing
256-bit ECC Organization, Individual Certificates. (7) GDCA TrustAUTH E4 Primer CA with key
length of 256-bit is used for issuing 256-bit ECC S/MIME Certificates.

GDCA TrustAUTH E5 ROOT iiE5# T 2040 4 12 H 31 H ZIi¥.

GDCA TrustAUTH E4 EV SSL CA iE-5#7E 2030 4 12 H 31 HEH#, 2027 £ 1 H 1
Hie, BAEMHZ CAUERZERIT .

GDCA TrustAUTH E4 OV SSL CA ilE+5#7E 2030 4F 12 H 31 H31, 2027 41 H 1
Hitg, K AREAHZ CAERZRIT FHEH.

GDCA TrustAUTH E4 IV SSL CA iE-15447E 2030 47 12 H 31 HEH, 2027 41 H 1
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Hig, AR Z CAIERZERIT T ER.,

GDCA TrustAUTH E4 DV SSL CA iiE 54 7E 2030 4F 12 /] 31 H#|#], 2027 4 1 7 1
Hitg, BRI Z CAERZRIT FHEH.

GDCA TrustAUTH E4 CodeSigning CA il 154 7E 2030 4 12 A 31 HF#, 2027 4F 1
H1HE, AT ZCAIEB&RITFIET.

GDCA TrustAUTH E4 Generic CA iE-3#47E 2030 4 12 H 31 HEIi, 2027 41 7 1
Hig, BAEAMZ CAIERZERIT FEH,

GDCA TrustAUTH E4 Primer CA 1IE 57 2030 4F 12 H 31 HF#, 2027 £ 1 1 1
Hig, BRI Z CAERZRIT FHEH.
GDCA TrustAUTH E5 ROOT certificate will expire on December 31, 2040.

GDCA TrustAUTH E4 EV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 OV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 IV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 DV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 CodeSigning CA certificate will expire on December 31, 2030. From January
1, 2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 Generic CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 Primer CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

Xf T i GDCA TrustAUTH R5 ROOT iE+5. ## i R5 R CA iE+5. GDCA
TrustAUTH E5 ROOT ZA& M4 CA FiZE kil S iE+5: GDCA #Eff CA/B iRl
Chttps://www.cabforum.org.) & Ai 1) 5 ET A ) Baseline Requirements.  EV Guidelines.
Code Signing Baseline Requirements . NCSSR. S/MIME Baseline Requirements & AATL
BARZRIAT R AEEL A LTS LR SSLTLS UE5. ARASZ A IE . SIMIME 224 S
PHIEF 1 Adobe SCRSZE A UES, E WA HEHEOL, R SRR 4 F A AT B A AT
&7 CPS, WA CPS 5 CA/BIYi % it iz (CA/Browser Forum) AT AR kR AE R A

[R5 A —E 7, I BL CA YA 88 18 3 1R R AR (G Ak

For subscriber certificates issued by the subordinate CAs that are issued by GDCA TrustAUTH R5
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ROOT certificate, % H{ R5 R CA iFF and GDCA TrustAUTH E5 ROOT, GDCA conforms to
the latest versions of the Baseline Requirements, the EV Guidelines, the Code Signing Baseline
Requirements of the CA/B Forum, the NCSSR, S/MIME Baseline Requirements, and the AATL
Technical Requirements for the issuance and management of the publicly-trusted SSL/TLS digital
certificates, code signing certificates, S/IMIME Certificates and Adobe PDF signing certificates.
GDCA regularly checks the updates on CA/Browser Forum’s website and continually revise its CPS
according to these updates. The specifications of the CA/Browser Forum shall prevail in case of
any discrepancies between the provisions of this CPS and the standard specifications published by
the CA/Browser Forum.

1.2. R4 FRE5RRIR Document Name and Identification

AR (B AR B A R 22 =] B ARV S5 BRI (fa7#% GDCA CPS,
A CPS), CPS Ay “Certification Practice Statement” [I4i'5 . 7EA RS H, CPS & [HT
AT E SR A RRAE F 44 PR A RARUA CPS HIMEIT/E Bl S H % 3.

A CPS PAHHBESCRUETE A K A, GDCA MR JESCRRA S W SR AR TG KA — 3K
(377 6

This document is called "GDCA Certification Practice Statement" (abbreviated as “GDCA CPS”, or
“this CPS”). And CPS is equivalent to “GDCA CPS”. Please refer to Appendix 3 for detailed
revisions of this version.

This document is the Chinese-English bilingual edition of GDCA CPS, and GDCA should make sure
that there are no material differences between the Chinese and English version.

1.3. PKI 253 PKI Participants

1.3.1. B FINEARS P Certification Authorities

GDCA 2R (e NRILAE 72842350 . CRTINIEIRSS & BIMNE) e, K
EBALIAE 5 =07 T AE AR S MR . GDCA Tl I 45 I F 158 5 6 Bl 1) & U7 E AR
KA SRAECTIER IR AR 55 5 T BUM SOV B T EE SIS 5 4k

GDCA is a trusted third-party electronic authentication service authority established by law pursuant
to "Electronic Signature Law of the People's Republic of China" and "Measures for the
Administration of Electronic Certification Services". GDCA becomes a participant in electronic
authentication activities by issuing certificates and providing certificate verification services to the
parties who engage in electronic transactions.
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1.3.2. AL Registration Authorities

GDCA MU iE PBiE Mk &4 GDCA 1ERIZHUGE B4 2 SehL, AFEIEBE
WHE R (RA) dls, IFRBAHSZH A (LRA) 25, JEMHLIZ A GDCA [FiE+ i
NI A AR A S

Registration Authorities are branches authorized formally by GDCA, including Register Authority
(RA), Local Registration Authority (LRA), etc. A Registration Authority is an entity that establishes
registration process for certificate applicants.

1.3.3. T Subscribers

T NAF, T RL2 TS NBUEBRAA N, £ GDCA MUK LS 15
AP, ATLGRA AN MU BB A AL AR i 2 B s RS 4B T %
S A R

In the application of electronic signature, subscribers also called electronic signers or certificate
holders are end users of the certificates issued by GDCA. The subscribers could be the individual,
organization or components of infrastructure such as router, firewall, server or other equipment
used for secure communication.

1.3.4. #H T Relying Parties

GDCA HIUEFARH 2454 1% GDCA $2{t Fi 7 I IESG 2l v i 725 44 A (5 4t A
A RIEBIH SR ZAETT LUE, AT LA GDCA H—MEFT .

Relying Parties are the entities who are engaged in related electronic certification activities based
on its trust of the electronic signatures provided by GDCA. This entity may, or may not be a
certificate subscriber.

1.3.5. HAhZ 52 Other Participants
HAhZ 535 £ 168 )y GDCA [ HLFIAUE TS Bh 3R HEAH I IR 55 1) oAb Sk

Other participants are the entities that provide related services in electronic authentication activities
of GDCA.
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1.4. EHRLA Certificate Usage

1.4.1. EEHEBR A Appropriate Certificate Usage

GDCA HJiT JUEF 2 AHE TS, #EIERRMAAR, HAEMRINE. flamdA
UEBHRIGEZE L INE WA FR7MA OA RGEAE, HUHE FISKIEAT WL F R A A5
WAL R R IR B S BEAT (5 BiBE a5 . Br 1 BRUOIEFARR K R 5 43 1A
[ TR EGIE-B N 225 4h, GDCA 1T JHIEF AT LA 2 B AIAE BT ST« HEL T 55 S ot
toAeiEsh, DLSEI S GiE . BT SRBEEE IS H Y, RIS R LI
EAE BALEEXUT S (AR A LSk AL AE B e B A O

Subscriber certificates of GDCA are widely used. Different types of certificate are applicable for
different cases. For example, individual certificate is used for sending encrypted e-mails with digital
signatures, logging into OA system, etc.; organization certificate is used for online tax declaration,
etc., and equipment certificate is used for identifying equipment and encrypting communication
tunnels, etc. Apart from different applications caused by the identity of the certification subject,
GDCA subscriber certificates can be widely used in e-government, e-commerce and other social
activities to realize identity authentication, electronic signature, and encryption of data etc.
Meanwhile, it can be used to ensure the validity and authenticity of identity between peers of
communication via Internet as well as the integrity and confidentiality of information.

GDCA %R MES:, MIhae B rr Ll 2 5122 4 7 2

1 BB sett, fRIFRAH GDCA SRS E R # S 1 &kt

2. IOUEE BN, RIERH GDCA Uil BREZ &40, o] DGR SR
RSN, RIEFBINE S RE .

3. EEMINLENE, TRUFAEE T IO B B IINLE I, Ao it EE 45 How R AR AT .

4. FUHOEE, WHEATARAE 5 A W] RIS R 40405 R 2 25 44 EAT R IE

Certificates issued by GDCA can meet the following security requirements by functionalities:

1. Authenticity of identity: the certification can ensure the validity of certificate holder using GDCA
trust services.

2. Verification of integrity: the assurance to an entity that data has not been tampered and further
verifies the consistency of information between sender and receiver using certificate of GDCA.

3. Confidentiality: the certification can ensure the confidentiality of information during
transmission, and avoid the leakage to other non-authorized parties.

4. Non-repudiation: the certification can ensure the non-repudiation of transaction entities by
verifying the digital signatures.

RAEIEFHRA, GDCA s K FIEH AN NFIE . PUSEIES . &R,
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SIMIME ‘4 AF2IE TS . SSL RS JRuE 1. A A FRUET S, HA:

ST NKIEBANHGEIES, LB RIER N 2 2ER. 077 BT
BEQEEAE, SO 438, Rk, ek, $nlT7 S8
X SIMIME AW 2RAE 1S, # IR PTE RAEBi 2 a5 5% 0177 :NAE, W]
Iy NFEREHSATFIE S SN V) BIEEHIES, HLA (OV) HEFRIEFR NG DA (SV)
HEAFIEF5

KT SSL g5 28 281E+5, X432y DV SSL (Domain Validation SSL) iiF-fi. 1V SSL
(Individuals Validation SSL) 1iE+i. OV SSL (Organization Validation SSL) iiF 340
EV SSL (Extended Validation SSL) 1iF-17;

i R A EESE A P& k= B A CESE AT L AVE AR TR AN LT

B RAUEFS I [A) BRIE 5 AN B AT 7038

According to the types of certificate, the certificates issued by GDCA include Individual Certificates,

Organization Certificates, Equipment Certificates, S/IMIME Certificates, SSL Server Certificates,

and CodeSigning Certificates.

For Individual Certificates and Organization Certificates, GDCA classifies them into four
categories according to the security level, authentication method, and private key protection
mode of the certificate. The higher the class, the higher the security level, and the more strict
the authentication method,;

The S/MIME Certificates are categorized into three types based on the intended security levels
and authentication methods, as follows: Basic S/IMIME Certificates, IV S/MIME Certificates,
OV S/MIME Certificates, and Sponsor-validated (SV) S/IMIME Certificates;

For SSL Server Certificates, there are DV SSL (Domain Validation SSL) Certificates, IV SSL
(Individuals Validation SSL) Certificates, OV SSL (Organization Validation SSL) Certificates
and EV SSL (Extended Validation SSL) Certificates;

For CodeSigning Certificates, there are normal CodeSigning Certificates and EV CodeSigning
Certificates;

Equipment Certificates and Timestamp Certificates have no classification.

VP AT DRSS SEBR AR 22, 1 ) WA ok s SR AT B B TG ARE F 2R, AR IESS A

A AR AR BV

Subscriber can choose suitable type of certificates based on actual requirement. Different

certificates are applicable for different cases.

1.4.1.1. A NKEF Individual Certificates

MR LN NIIECTAESS, DRSS ERNBEEE SO NG, A5 61, 4l

piit
H
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Individual certificate is a digital certificate that is issued to the individual, including natural person or
personnel with specific identity, such as civil servant and employee, etc.

MNFEF AL TS G 1 RN NEF. 28 2 B NEHAEM T SSLAEA5AN
(R CESZATR DR

There are four different types of individual certificate (Type | and Type Il individual certificates are
not applicable to SSL certificates and code signing certificates):

55 1R MNEB——RAHE M A5 AL ISR P A A IEDh B8, & TR % 2%
IR 0. FIEER 1 R NIEBIN TR IR A 6 50, GDCA R FRRAIEH 7 e 52
FIfE R, WEBFTHhE . PS5, 55 1 A N RT DU 0 22 4 BEORAN i 0 HE S
(RN LTE o | NP E 7 e TR IR R R

Type | individual certificate provides the basic authentication function in the process of online
information transmission, which is applicable for the cases of the low security requirement. There is
no need to offer identity information when applying for the Type | Individual Certificate. GDCA just
need to verify the information submitted by users, such as e-mail address, mobile phone number
and so on. Type | Individual Certificate can be used for e-mail signatures with low security
requirement, client-side authentication, and small transactions that do not require any identify
certificate etc.

% 2 B NIEB——RBHER L5 AL ISR T 1 S AIE 15 BN Mg 72544
SEUIRE, G T A BRI N AU FIEES 2 R NIEPIN fE R A BRI &
i BPRME S, GDCA RIS RN S, WA, 2008 i BUsEs =75 Hdfe 5%
T BN N B G R 55 2R NAEFS AT A B RRA IR B 5 PSR B AL 5 5%

Type Il individual certificate provides the identity authentication, data encryption and digital
signatures etc. in the process of online information transmission. It is applicable for the cases of the
high security requirement. When applying for Type Il individual certificate, GDCA requires the
applicant to provide some personal information, to verify the information submitted by users and, if
necessary, to authenticate the identity of the individual through an authorized third-party database.
Type Il Individual Certificate can be used for login through internet and the transactions with
medium amount payment.

55 3 R NUEAS——CBUAE W _EAF BAR IS I RE A 22 e 0 B i B A VGIE S £ 200
TR A RE, G TR R e R R N . B E 3 R NIEH I %k
PR S5 B LR R R, GDCA I AU S 47 B S FR I A REEATI0AIE, S0 UERTT
AT POE . AU 10 S D5 SUREAT B BICRs FR IR A8 SR A IR S S BB =5 K
JE PR A5 B AT BEXT ISR . 58 3 SN NAEAS AT BLA 45 N R GE I B A e - R
R RS S55
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Type Il individual certificate is used in the process of identities authentication, information
encryption and digital signatures etc. during online information transmission with higher security
level, applied for application areas with higher security requirement. GDCA requires the user to
provide complete identity information and application materials when applying for the Type llI
individual certificates. The GDCA must authenticate the identity data and application materials
through voices, videos, photos, etc., or compare the information with authoritative third-party
database. Type Il Individual Certificate can be used for the authentication of specific application
system and e-commerce transactions with large amount payment.

R NUEA—— LB W A5 B AR I RE b 22 A 90 foe e (1 SO DAIE S 5 2 0
R AE I RE, 8 TR R e ERAR AN AT FRE S 4 R NEFI f e
LR S 05 B AR, GDCA W ZUH I 15 « LA 11 8 A5 s St o) 18 11
5507 ABEAT WA, EANE LA 0K FH S R A2 045 2 5 BUBER =5 K e vh ) A5 B gk
EEXTIRIE. 2 4 D NIER R U TR TSR KRB TS5 5%,

Type IV individual certificate is used to achieve the highest security level of identity authentication,
information encryption and digital signature functions during online information transmission. It is
applied to the cases with highest security levelst. Users are required to provide complete identity
information and application materials when applying for Type IV individual certificates. GDCA must
verify the identity by voice, video, photograph, or face-face verification, etc.; in addition, GDCA must
compare the information with an authoritative third-party database. Type IV Individual Certificate
can be used for the signing of electronic contracts and large amount payment of e-commerce
transactions etc.

1.4.1.2. HUHIZEIEH Organization Certificates

MR BB, VARSI BURHLOE. ks,
GDCA N5 1 AR 2 BHMAET, REKE 3 KM 4 Y IET:

Organization certificate is a digital certificate that is issued to organization, including enterprise,
institution, government and social organization, etc.

GDCA does not issue Type | and Type Il Organization Certificates, and only issues Type Il and
Type IV Organization Certificates.

% 3 RHUGIEF——SL AL _EAF B AR IR AR 00 S 0L {5 2 s Ay 244
FIIRE, EH TN R e BORBOS N U8, HIE SR 3 Y UMIE TS 7 SR A e e ) S 4
FRNHTEREL, GDCA WA Z HURIE S BERE S FRE A REEAT JIE, 98 0E 175 2 AT LLid
S AU 90 S D5 AT B A RS B B SR A 5 2 S BUBER =T B T K5
EHEATHO ISR 28 3 SEHUAE R DL TR B R ST B NIE . $07 2844 . i

o’
R

Ek}

Type 11l Organization Certificates are used for authentication, information encryption and digital
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signature in the process of information transmission on the Internet. It is applicable for the cases
with high security requirements. Subscribers are required to provide complete identity information
and application materials when applying for Type Il Organization Certificates. GDCA must verify
the identity by voices, videos, photos, face to face verification or compare the information with
authorized third-party database, etc. The certificate can be used for the authentication of specific
application system, digital signature, and encryption etc.

55 4 RHUE B ——SCBUE W _EAF B AR ISR P 22 2 00 m i) B GIE S 15 20N
BT ETIRE, G 2 A BRI s N AU, FRI SR 4 JEH LR IEAS I 7 $ 4t
SRS B L HEM L, GDCA WU 7« AU 17 1 A5 s St T X T 4 462 )
57 TN, BEANE TR FE & 322 AUME B S BUBCRS =07 Bl e A5 B EAT L
XHIRAE . AZGOIEF L AU A O AR FIESS, 41 USB Key B 5% &3 35 L5,
APV F T AR K TR 55 5%

Type IV Organization Certificate is used to achieve the highest security level of identity
authentication, information encryption and digital signature functions during online information
transmission. It can be used in the cases with highest security level. Subscribers are required to
provide complete identity information and application materials when applying for a Type IV
Organization Certificate. GDCA must verify the identity by voices, videos, photos, face to face
verification, and compare the information with authorized third-party database. This type of
certificates must be used with hardware medium, such as a USB Key or a cryptographic server.
They can be used for the signing of electronic contracts and e-commerce transactions with large
amount payment etc.

1.4.1.3. & KEF Equipment Certificates

IR 25 2 IR THIE TS, SO EIE IR Ss &5 . B ks, B lidess, MSSIE5IE % H
TR B BAE, e Z 25 B HfEE. BN, 45 HRk55 4 AU HIAE 543 0 b
F ] UL Wl Al 55 2% 0 B 4, JFQIEE SSL N 8 18 LLAE XU BEAT I 251

Equipment certificate is a digital certificate that is issued to equipment, including server, firewall and
router, etc. It is usually used for identification and secure communication among online facilities. For
example, the browser can identify the server with certificate issued for the server to create SSL
communication channel for secure communication session.

1.4.1.4. LAMAET SIMIME Certificates

2 A MRS — AR 3 X6F F 3 IS 1 o s AN 5 2 44 DL R il DR A 10 22 2 i
—J7 T AT AORUE RS A 3838 By LSk, 55— D T OREE T S it A o ANt N Pl 15
RO, I RS E BEAT IR AR, A R LT B P 2 e B

2 4 WA UE A AR S0 B AS (R R AT AN (R ) 2 500 7 3 Sk P 5 X 6 L R
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HHERTERL FEHIBL, ANIIE R T IR P FH R SE B s IV IBRIE S T TR XY
AN A LR BT A AL AR AL LS N R T R A ik A5 P o ) S S S A AT IRIE s OV
HEAFIEFS B T SR F T IR A bk A B, S HIRL, 3850k o WA Sy Ik B Jes AL A A S
S HEATRAE; SV (WU BREFIESS, B 136k i 3l PF b oA B 28 AL
I 2 X L IS bk S AL B ATLAA A B S B 4 AT SR

S/MIME Certificates are generally used for encrypting and digitally signing e-mails and ensuring
secure data transmissions, the certificates can ensure the authenticity of the identity of an e-mail
sender and guarantee that the e-mail will not be read or tampered by an unauthorized party during
the transmission, and the certificates will be verified by the recipient of the e-mail to ensure the
integrity of the e-mail.

When it comes to the authentication in relation to S/IMIME Certificates, GDCA follows different
authentication methods based on the types of the certificates: for Basic SIMIME Certificates, GDCA
only validates the ownership and control of an e-mail address and will not validate the identity of the
e-mail address owner; for IV SIMIME Certificates, GDCA validates both the ownership and control
of an e-mail address, and the identity of the individual who owns such e-mail address; and for OV
S/MIME Certificates, GDCA validates both the ownership and control of an e-mail address, and the
identity of the organization who owns such e-mail address. For Sponsor-validated (SV) S/IMIME
certificates, GDCA validates both ownership and control of an e-mail address, and the identity of
the organization as well as the individual affiliated to the the organization who owns such e-mail
address.

1.4.15. SSL ARZ-2&KF+H SSL Server Certificates

SSL k55 asiEFibn il Web P sli Web i 554 0 5 43, 7T L - UE B W9 2t 1) B 477
BCE G $RAE SSL N EIE, AMFHTHRZS . SIATHIZEA BURHE.

SSL server certificate is a digital certificate that identifies the website or server, applicable for
verification of website certificates and provides SSL channel. It cannot be used for signature or
verification of transaction and payment.

GDCA JITZ5 K ¥ SSL k45 28 S UE B 48 LA R DU Fb-

® FEVSSLiE+: (Extended Validation SSL Certificates), B3 @ IAE R 55 2k

® OV SSL iF# (Organization Validation Certificates), B[ 75 ZU&IE ®4k T J8 HLAL BL 52
G0 bR SSLAET

® |V SSL it (Individuals Validation SSL Certificates), Bl 75 BLE61IE 3l 2275 % AN A
SR IR HER SSLIEFS

® DV SSL iE{5 (Domain Validation SSL Certificates), B[ I 38iF ¥ 35t 458 42 BT A AL ¥
PR SSLAE
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SSL server certificates of GDCA include the following:

® EV SSL certificate (Extended Validation SSL Certificates), the extended validation SSL
certificates.

® OV SSL certificate (Organization Validation Certificates), the SSL certificate requires to verify
the identity of the organization that owns the website.

® |V SSL certificate (Individuals Validation SSL Certificates), the SSL certificate requires to verify
the individual identity of website owner.

® DV SSL certificate (Domain Validation SSL Certificates), the SSL certificate that only verifies
the ownership of the website.

Horr, OV SSLAES. 1V SSL ik Al SEB R i L 45 S5 000 85 LA S X s £ 473 ) 9 1
TifE, DV SSL k45 R R LML 5 BN TRk . EV SSLE+:#1E (GDCAEV il
FH PR ESHNY, A CPS ASFEAf H kAT B A .

SSL 45 #E A BRI A AR, ki 4s . BURHAL %

OV SSL certificate and IV SSL certificate provide the functions of information encryption and
verification of website identity. DV SSL certificate only provides information encryption. The
issuance and usage of EV SSL certificate conforms to “GDCA EV CPS”, which is no longer covered
in this CPS.

The types of domain names in SSL server certificates are not restricted, e.g. .com, .gov etc.

1.4.16. RG24 FUFF CodeSigning Certificates

A AIEFAR IR BA A FRIREE ey 4, HAEH T8 UMy 4, A
BHTRRLZ G A INESE N .

RIGREAZAUEAS T | b AR, AMFR AR T3PS EAE WA, R
BURAE RN

CodeSigning certificate is a digital certificate that identifies the source or owner of the software
code. It can only be used for digital signature and cannot be used for transaction, payment and
encryption, etc.

Subscriber must commit not to sign malicious software, virus code, infringement software and
hacker software using CodeSigning certificate.

1.4.1.7. i ) BRISIEH TimeStamp Certificates

I () BRIE 5 5 2 T IRk 55 4% SRt w244 Tfe .

Timestamp Certificates are mainly used for Timestamp servers to provide digital signature service.
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1.4.1.8. B RUEHHEB T AR R4 CP Object Identifiers of Certificates

%fF H ROOTCA (RSA) iE+H. GDCAROOT CAiE+5. ROOTCA (SM2). GDCA
ROOT CAL UEHAE K2 CA FiA K I eSS, IEHSIEFRRAT (OID) iR

5 1R NIEP 5. 1.2.156.112559.1.2.1.1

55 2 BN NIE5 50 1.2.156.112559.1.2.1.2

55 3 RN NIE5Em%: 1.2.156.112559.1.2.1.3

55 4 B NAEP 5N 1.2.156.112559.1.2.1.4

55 3 RHUME T 5Em%: 1.2.156.112559.1.2.2.1

55 4 Y UME 5% 1.2.156.112559.1.2.2.2

WA IE 5 1.2.156.112559.1.2.3.1

AR A ISIE I 5emE : 1.2.156.112559.1.99.1.1

EIEEH AN NIEP SREE R RAR AR 2.16.156.339.1.1.1.2.1

EIHEH DN UIEP SRR RAR AR 2.16.156.339.1.1.2.2.1

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1, the allocated policy OIDs are as follows:

Type | individual certificate policy: (1.2.156.112559.1.2.1.1)

Type Il individual certificate policy: (1.2.156.112559.1.2.1.2)

Type Ill individual certificate policy: (1.2.156.112559.1.2.1.3)

Type IV individual certificate policy: (1.2.156.112559.1.2.1.4)

Type Ill organization certificate policy: (1.2.156.112559.1.2.2.1)

Type IV organization certificate policy: (1.2.156.112559.1.2.2.2)

Equipment certificate policy: (1.2.156.112559.1.2.3.1)

Certificates for test purpose: (1.2.156.112559.1.99.1.1)

Hong Kong-Guangdong mutual recognition individual certificates: 2.16.156.339.1.1.1.2.1

Hong Kong-Guangdong mutual recognition organization certificates: 2.16.156.339.1.1.2.2.1
Xf Tt GDCA TrustAUTH R5 ROOT k5. it R5 2 CA iE+f5. GDCA

TrustAUTH E5 ROOT 2 & g CA FrZs R FETS, UEh g (OID) A %AV
R

WEFAG | SREER BARRERE TR &
IS A 4IE HHIE: B4, mHnE, | 2022 48 11 7 1
A | L2156 112550.1001 |y o A R B T
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1 38D WsR AL Sk B S e | DA RE T .
iE, HTHR R
Adobe TR e, AATEI
R4 %5 42 3 | 1.2.156.112559.1.1.1.2 | 3455 78 2540 F . Adobe SCRYZS
+ 4
FHHRE: s, BHINE,
HLAI AN A | 1.2.156.112559.1.1.2.4 | ¥idfE N,
BEf4E+ | 2.23.140.1.5.3.2 hasR AR L B i S IR
iE, HTHR R
1.2.156.112559.1.1.2.1 ?%HEHYE’ Berss, mYmE,
ML 4 15 4 5931401522 BRI
WEF o TR T B v 7 i B 0
iE, HTHRE R
FHRE: s, BHINE,
AN B | 1.2.156.112559.1.1.2.2 | = .
WEH 2.23.140.1.5.4.2 hasp AR L P i IR
iE, HTHR R
EHRE: BB, B,
B RIME 2F | 1.2.156.112559.1.1.2.3 | ez .
WEH 2.23.140.1.5.1.2 hasp AR L P i G IR
iE, HTHRE R
R s, BHINE.
DV SSL | 128612001143 | gt 4 3o 3
iE . REHFIRIE.
TR B4, I .
%:3 Ssk ;2';5263_11142;?2'_12'1'4'1 I L
iE , RS S IRILE.
, TR B4, N .
;{SSL iE 2.22.;5263;111;05?92.13.1.4.2 TR 65T T 7 P B
e iE , RS ES S IRILE.
FHR: 7B L, BHNE.
iEEV% >SSk ;2';?263'.11155?1'1'1'6'1 SRR AT IV I A
iE . RS SR,
A AR 1D . o w
e o s ZHHE: BFE%4.
ﬁ%;’éﬁ 1.2.156.112559.1.1.5.1 N
EV 4L fg | 1.2.156.112559.1.1.7.1 | Z4HHE:: HFE4.
BEt | & 2.23.140.1.3 Hhom B v A4
i A) 8 E TR BT,
1 1.2.156.112559.1.1.8.1 T

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT, #(%
B 4% R5 2 CAIETS, and GDCA TrustAUTH E5 ROOT, the allocated policy OIDs and key usages are
as follows:

Types of Certificates Policy OIDs Key Usages Remarks
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Email Certificates
(Previously the Type |
Individual
Certificates)

1.2.156.112559.1.1.1.1

KU: Digital Signature, Key
Encipherment.

EKU: Client
Authentication,

Email Protection.

This policy OID
will not be used to
identify the email
certificates as of
1 November
2022.

Adobe PDF Signing

1.2.156.112559.1.1.1.2

KU: Digital Signature, Non
Repudiation.

Certificates EKU: Adobe Document
Signing.
KU: Digital Signature, Key
Encipherment, Data
Encipherment.

sV S/MIME | 1.2.156.112559.1.1.2.4 p
Authentication,
Email Protection.
KU: Digital Signature, Key
Encipherment, Data
Encipherment.

oV S/MIME | 1.2.156.112559.1.1.2.1

Certificates 2.23.140.1.5.2.2 EKU: Client
Authentication,
Email Protection.
KU: Digital Signature, Key
Encipherment, Data
Encipherment.

v S/MIME | 1.2.156.112559.1.1.2.2 p

Certificates 2.23.140.1.5.4.2 EKU: Client
Authentication,
Email Protection.
KU: Digital Signature, Key
Encipherment, Data

) Encipherment.
Basic S/MIME | 1.2.156.112559.1.1.2.3

Certificates

2.23.140.1.5.1.2

EKU: Client
Authentication,

Email Protection.

DV SSL Certificates

1.2.156.112559.1.1.4.3
and 2.23.140.1.2.1

KU: Digital Signature, Key
Encipherment.

EKU: Client
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Authentication, Server
Authentication.

KU: Digital Signature, Key

Encipherment.

OV SSL Certificat 1.2.156.112559.1.1.4.1
ertificates _ _
and 2.23.140.1.2.2 EKU: Client

Authentication, Server
Authentication.

KU: Digital Signature, Key

Encipherment.

IV SSL Certificat 1.2.156.112559.1.1.4.2
ertificates _ _
and 2.23.140.1.2.3 EKU: Client

Authentication, Server
Authentication.

KU: Digital Signature, Key

Encipherment.
1.2.156.112559.1.1.6.1

EV SSL Certificates . ;
and 2.23.140.1.1 EKU: Client
Authentication, Server
Authentication.
Standard Code KU: Digital Signature.
- - 1.2.156.112559.1.1.5.1
Signing Certificates EKU: Code Signing.

EV Code Signing | 1.2.156.112559.1.1.7.1 | KU: Digital Signature.
Certificates and 2.23.140.1.3 EKU: Code Signing.

TimeStamp KU: Digital Signature.

1.2.156.112559.1.1.8.1

Certificates EKU: Time Stamping.

1.4.2. FR &1 BIEB M A Prohibited Certificate Uses

B RBMPESS, AR RN A TFHER RN EER S E S Mg, fln, DAIIE
BHREMT AR R, TAGENE RS 4 BN UG IE RN, YUIERARIE N
N A RAE T, BEFIEBS A RENE N AAWUIES RAE A . 5 FHSERA— 2
HIEF, AR#A CPS IR N ATE(T:.

Each certificate shall only be used to in dedicated usage corresponding to the subject’s identity. For
example, the Individual Certificate can only be used as individual case rather than the cases being
used as Equipment or Organization Certificate; the Organization Certificate cannot be used as
Individual and Equipment Certificate; the Equipment Certificate cannot be used as Individual or
Organizational Certificate. Certificates shall not be deemed as trusted by this CPS if they are not
corresponding to their respective usages.
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The GDCA certificates are prohibited to be used in circumstances, such as any violation of state
laws, regulations and national security or legal consequences, in addition, the GDCA certificates
are prohibited to be used in business that involves criminal activities, or in business forbidden by
laws, otherwise all legal liability that triggered by this will be taken consciously by subscribers
themselves.

1.5. SFEHEEH Policy Administration

GDCA 4 I8 Zs A4 GDCA HLT-IIEARSS I S 1 B i & BEMLAL, 47 Tt e
ALUHE CPS, FH1E N CPS Szt ks 2 Wi B 1) f¢ i W sE WA o

GDCA Security Policy Committee is the highest management authority responsible for review and
approval of policies of electronic certification services, as well as the highest decision organization
to perform inspection and supervision of the enforcement of CPS.

1.5.1. SRES SO B BN Organization Administering the Document

SRS SCRSE BEHLM Ny GDCA % 425K &R 1 2, VRN SRS & LM 05T 3T s KA
BB A CPS. GDCA ‘%A HIKR R HORE T AR EHZ TEAHL. B L. 80K
Hat s 2 AR ST L ST SR SR A G AR ALK

AR Mg SO RS AR A AR 555 H F AR AT BUE B T 45T

GDCA Security Policy Committee is assigned as the document management authority responsible
for establishing, publishing and updating this CPS. The committee consists of the relevant
representatives with the right of decision-making from GDCA’'s management, administrative center,
marketing center, technology center, and customer service center, etc.

Consultation of this policy document to the external parties and other routine jobs are undertaken
by the administrative center.

1.5.2. B£Z A Contact Person

1.5.2.1. EFEEHRSE Certificate Problem Report

TEFS ) AR i SR B v SR AGEE LA T 75 Nz — 4858, BB E R B AL+
[ B ARAL :
® RUFfFZ: webtrustreport@gdca.com.cn; 5§
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® IHi: 95105813

Any certificate problem reports or certificate revocation requests shall be submitted through one of
the following ways, and certificate revocation requests must be submitted in writing:

® E-mail to: webtrustreport@gdca.com.cn

® Call: 95105813

1.5.2.2. CPS a8 CPS Related Issues

FERTA S CPS BT, G, B4, #wy LU LA 77 AT I R

BKAHET: GDCA ATBUE I

RN £t

WXk https://www.gdca.com.cn/

H T HRAA it : gdca@gdca.com.cn

PR AL R NRSEAIE R MBS X e 112 5 BRVTIE bR JE 30 #%
3001 =

HEE it : 510030

HLE 5 f: +86 20-83487228
For any problems, suggestions, questions, etc., about this CPS, you could contact us as follow:
Contact Department: GDCA Administrative Department
Contact: Ms. Wang

Website: https://www.gdca.com.cn/

E-mail: gdca@gdca.com.cn

Address: Unit 3001, 30F, Pearl River International Building, No. 112 Yuehua Road, Yuexiu District,
Guangzhou City, Guangdong Province, the People’s Republic of China

Postal Code: 510030

Tel: +86 20-83487228

1.5.3. RE CPS fFA SREEHIHLM Person Determining CPS Suitability for

the Policy

GDCA %42 B 2/ A7) CPS HEms il i 1 e i BUBMLI, & H I HLHE CPS.
HRIE CPS FF &5 SIS B o
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As the highest organization for making CPS, GDCA Security Policy Committee is a decision-making
organization to ensure the CPS is in line with CP which is responsible for examination and approval
of the CPS.

1.5.4. CPS Ht#EFERF CPS Approval Procedures

AN ) CPS Hi GDCA %24x SIE 23 il 241 CPS 4 5 /INHAE SCRY, CPS %5 /)N
HE UG HE S GDCA LRI R R ik, Az iaftiti)s, 1ExX/ GDCA B J7 M
uh bR A, FERYE CRPUGERSEEING) e, Mk fiz HEKI=1THZN
) A AE BB A 5

This CPS is drafted by the team designated by GDCA Security Policy Committee. After the
completion of drafting, the CPS is submitted to GDCA Security Policy Committee for review. After
approval by the committee, GDCA will publish the CPS on its official website. Under the provisions
of "Measures for the Administration of Electronic Certification Services", GDCA should put the
record to the Ministry of Industry and Information Technology within 30 days after the publication.

1.5.5. CPS {&1] CPS Revision

GDCA #4Xf CPS HEAT A% HURRCATE M, IF L2 WIRZE R ST R H .

GDCA R4 H ZX Y BURVER . HORER BRI Bk 55 K R AK L35 M i1 T A
CPS, [FIE%f T Hi GDCATrustAUTH R5 ROOT iE-45. ##ff 4t RS # CA iE-fi. GDCA
TrustAUTH E5 ROOT 2K (4% CA gk AFLAIFIEFNL S5, GDCA itiR4E CA/B
Wiz Chttps://www.cabforum.org. ) & Aii ] £ ¥ i A< ff] Baseline Requirements. EV
Guidelines. Code Signing Baseline Requirements. S/MIME Baseline Requirements A
NCSSR )£ 3R J I E1T CPS.,

CPS %5 /NHMAE A LA E CPSETT N, #238 GDCA %4 SIS 2 i 4> Wi %,
Sk AR, IE3UE GDCA B 5 Wt F&AT .

A CPS ZEADRFMBAIT IR WRLARUE), MEEHIRRAS . FHARAR . A4
RS 8] B AT L3R o

BTG H) CPS, M Ah AT 2 Hig =+ H 2 W [ AL AME BAL A4 5

GDCA will implement strict version controls on this CPS, and such work will be arranged by the
GDCA Security Policy Committee.

This CPS will be updated timely in line with the changes of national policies and regulations,
technical requirements, standards and business development. Meanwhile, for the publicly trusted
certificates issued by the subordinate CAs that are issued by GDCA TrustAUTH R5 ROOT
certificate, ¥4I R5 2 CA iilF+5 and GDCA TrustAUTH E5 ROOT, GDCA shall also update this
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CPS according to the latest versions of the Baseline Requirements, and the EV Guidelines, Code
Signing Baseline Requirements, S/IMIME Baseline Requirements and the NCSSR of the CA/B
Forum (https://www.cabforum.org).

The proposed suggestion of revision will be submitted by the team which is responsible for writing
CPS based on relevant changes, then it would be reviewed by the GDCA Security Policy
Committee. After approved by the committee, GDCA will publish the updated CPS on its official
website.

This CPS is updated at least once every year. Even if no other changes are made to the contents of
this CPS, GDCA will increment the version number and update the release date, effective date, and
the revision records of this CPS.

GDCA should submit the revised CPS to the Ministry of Industry and Information Technology for the
record within 30 days after the publication.

1.6. EXHZEE Definitions and Acronyms

1.6.1. ARiEE X —%FE List of Term Definition

ARG & X
GDCA %4 3RIEZE 12 | GDCA WIEAR G54 28 A 11 i e SR A B IR B AT LA AT CPS — B
PR E N
HL R IR S5 B RN, &K, WEAEHEIERRE M. ZRIEEH
TR CAs JeH2 CAs.
ML ALK (Registration Authority, RA) 4t 5t A BHAIE 5 H i 2

ANEAFAT P IR SSE K, TR ZIRAZ B VAEIR ST AU, ik
ZAEAS I EALE M AR A SEAR, ST IESS RE H AT
SRR R, RGBS IE TR, AR TE
R S5 LR St SE e 45 B S B B R R RS

SE R4 T3, TSRS S dbe .

UEPHEH & HI 28 A UE S 1 FE T UAIEAR S5 LA (CAD B IR AT B 2844,
L ISR B LR UE P A A I TRk A1) 36

HLF AR 55 R P SGIEFEE S, Bk, B ERAE A BEAEZE A — 43U

k4 ARG BL B R IR

SN POTRNE P HIEEIRME L, I 7 BEEC e+
RSN T

% A Tt ZIEPRIBEE, JFHERRIES .

5 A PR E A ARG TIRPIRA RIS SRR A

FELRIEF IR WX FELGUEF A A VI, AT 7 L B W S S A )
R

A H1 2 FI0 A B AR DR ) D T B A, TRl
B0, S B I R BTN e ROt

X DG AT B RLRA R S AT RV, AT MUY
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i, DMZSES5REE AR — I 8@ M B 7% z/w&
AT INEAE R, DU BAL R A 2 ) 0t 2845 B
filE 2

YATEER 2 il — PR B NG R R Ko E%A% %
TRIET AHFL N HH SRR EE. EK.
LA I TIRE -

NSRS F 3 A N2 AR AIE 5 ME AR T 2UAE )32 AT B S A
HERE, AT RS S .

A% T i A CPS B°17 8.3 AR K I H AR N BER Ak

W7 S R R i D E PN PR E R N

i WEESAEAS ) H AR N BIER S A, H 20T 7 WSl slif i 46K
2R H RN BGEESLAE

LANARINNE WIEARSS AU SIE45 HE NAT P IR, 2 iiE 7
BRI 55T,

WebTrust CPA JNZ= RAEIE RS AR K] WebTrust 351 H HIIRAT FrifE o

Term Definition

GDCA Security Policy
Committee

It is the highest management and monitor function for CPS and the
decision-making agency pursuant to CPS within the GDCA

certification services system.

Certification Authority

An organization that is responsible for the creation,
revocation, and management of certificates. The term applies equally
to both Roots CAs and Subordinate CAs.

issuance,

Registration Authority

A Registration Authority (RA) is responsible for processing service
requests from certificate applicants and certificate subscribers, and
submitting them to the certification authority for the final certificate
applicant to establish registration process. RA is also responsible for
identifying and verifying certificate applicants, initiating or transferring
certificate revocation request, and approving certificate renewal or
re-key request on behalf of the certification authority.

Certificate

An electronic document that uses a digital signature to bind a public
key and an identity.

Certificate Revocation List

A regularly updated time-stamped list of revoked certificates that is
created and digitally signed by the CA that issued the certificates.

Certification Practice

Statement

One of several documents forming the governance framework in
which certificates are created, issued, managed, and used.

Domain Name

The label assigned to a node in the Domain Name System.

Entry Clerk

Entry clerk is responsible for inputting the information submitted by the
applicant and help the user handle certificates application, revocation
and renewal procedures etc.
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Reviewer

The reviewer is responsible for checking the information of certificate
application and approving certificate issuance.

Fully Qualified Domain
Name

A Domain Name that includes the labels of all superior nodes in the
Internet Domain Name System.

Online Certificate Status

An online certificate-checking protocol that enables relying party

Protocol application software to determine the status of an identified certificate.

Private Key The key of a key pair that is kept secret by the holder of the key pair,
and that is used to create digital signatures and/or to decrypt
electronic records or files that were encrypted with the corresponding
public key.

Public Key The key of a key pair that may be publicly disclosed by the holder of

the corresponding private key and that is used by a relying party to
verify digital signatures created with the holder's corresponding private
key and/or to encrypt messages so that they can be decrypted only
with the holder's corresponding private key.

Public Key Infrastructure

A set of hardware, software, people, procedures, rules, policies, and
obligations used to facilitate the trustworthy creation, issuance,
management, and use of certificates and keys based on public key

cryptography.

Publicly Trusted

Certificate

A certificate that is trusted by virtue of the fact that its corresponding
root certificate is distributed as a trust anchor in widely-available
application software.

Qualified Auditor

A natural person or legal entity that meets the requirements of section
8.3 of this CPS.

Relying Party

Any natural person or legal entity that relies on a valid certificate.

Subscriber

A natural person or legal entity to whom a certificate is issued and who
is legally bound by a subscriber agreement.

Subscriber Agreement

An agreement between the CA and the Applicant/Subscriber that
specifies the rights and responsibilities of the parties.

WebTrust The current version of CPA Canada’s WebTrust Program for
Certification Authorities

1.6.2. rmgiE K& H A& X — ¥R List of Abbreviations and their Meaning

CA Certification/Certificate Authority HLF YIRS LR

CAA Certification Authority Authorization DAENUREZ AL

Cp Certificate Policy kT3
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CPS Certification Practice Statement H L 2840 )
CRL Certificate Revocation List TE RO 51 2
CSR Certificate Signing Request TEE SR S
DBA Doing Business As RIS
DNS Domain Name System 4 24
EV Extended Validation RS I 4 B s
(US Government) Federal Information Processing CEEBU) BLHE B kb
FIPS Standard o
HRARfE
FQDN Fully Qualified Domain Name AR IR 44
Global Digital Cybersecurity Authority CO., LTD. H 22 B AR R 35 I A TR
GDCA
A
gTLD Generic Top-Level Domain 0 T3 4
IANA Internet Assigned Numbers Authority R 0 43 B LA
Internet Corporation for Assigned Names and T 4 5 5 52 4 e
ICANN | Numbers
HLAE
1SO International Organization for Standardization B T4, 4L 41
KM Key Management K| A T
LDAP Lightweight Directory Access Protocol B H 15 N
LRA Local Registration Authority A HuE LA
OCSP Online Certificate Status Protocol TERIEFRAS ML
State Cryptography Administration Office of i 57 25 4% 1
OSCCA | Security Commercial Code Administration of
China IIRE
PIN Personal Identification Number AN AR D
PKCS Public KEY Cryptography Standards NS BE R R R v
PKI Public Key Infrastructure N LR
RA Registration Authority VLR
Request For Comments 175 3R PP I b A (— b B
RFC v
P LR AAE)
SSL Secure Sockets Layer el
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TLS Transport Layer Security =t
AATL | Adobe Approved Trust List Adobe LIS (T51 2

2B B RAi 51 B % ¥ Publication and Repository

Responsibilities

2.1. GDCA 15 B FE Repositories

GDCA 8 BEZ — M IMA TG B E, BRIRAE. BUENE &S5 UEHE R HIME
5. .GDCA 15 BN A GFEH AR T LU A %5 : CP Al CPS 34T F1 i SE WA iEF5 . CRL
WL, AR e GDCA R Z R AT IS S . GDCA R S K AT E4HIESS . CPS
BATHILE T RSN, REARRIRRES CPS M RIEHIEM . GDCA 58
JE AT DB L :  https://www.gdca.com.cn i), B H GDCA B 45 & 3 & @ oy ik
%9“(?’%[‘0
GDCA repositories are open to the public. It can store, retrieve certificates and their related
information. GDCA repository includes but is not limited to the following: current and historical CPs
and CPSs, certificates, CRLs, subscriber agreements and other information published by GDCA
when necesary. GDCA will release certificates, CP and CPS revisions and so on timely that must

remain consistent with the CPS, relevant laws and regulations. You can search at
https://www.gdca.com.cn or via any other communication methods specified by GDCA at any time.

2.2. {E B KA Publication of Information

GDCA 7E 5 J5 M https://www.gdca.com.cn & A5 B %, %M ukZ GDCA KA fit
AERREE. B RAUBINEE.

GDCA il id H SR 55 # K AT 7 BIUEF A1 CRL, 11 7 B /7 T L@ i 17 17 GDCA
(B X SREGIE 15 (015 BRI 15525 [FIRF, GDCA $RMtfELRiE RSB MRS, T
F A7 AT SR R HIE T IR A S R

AN}, GDCA K 2x il 75 R UH A v 5 )T k4745 B R AT

GDCA publishes repositories on its official website (https://www.gdca.com.cn). The official website

is the primary, most prompt and authoritative channel to publish all information about GDCA.

GDCA publishes certificates and CRLs via LDAP. Subscriber or relying party can obtain information
of certificates and CRLs through GDCA'’s official website. Meanwhile, subscriber or relying party
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can check the current status of certificate instantly via OCSP service provided by GDCA.

Meanwhile, GDCA may also release any related information in other possible forms.

2.3.  RATHIES [E]FISHZ Time or Frequency of Publication

GDCA fEIT PR R 5l WAH I, i & )5 Wk B 3K IE15 A1 CRL & A

% H1 ROOTCA (RSA) iF45. GDCAROOT CA iF45. ROOTCA (SM2). GDCA
ROOT CAL IE R K MIH gL CA BT R MAT FUETS, CRL KA AN 8 /Nt

Xf B GDCA TrustAUTH R5 ROOT iE45. #(%hffX R5 @ CA iFf5. GDCA
TrustAUTH E5 ROOT 28K I 2% CA BT K BT FIEFS, CRL RATFEHI 24 /N, H
nextUpdate 7B fO{E AN HE H thisUpdate {1 10 KL .

ERZMIEN T, GDCA ] LLHATHGEUEFFI CRL &AM ], GDCA &4 K Ah
—KEFUAE RS YL CAE-PHE 1% (ARL).

R A A R R R AT T R, 1 GDCA SR e, X Fh & A A% A2
IR R, I BRI AR R

GDCA releases automatically the latest certificates and CRLs via official website when the
certificates are issued or revoked.

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1, the CRLs are issued every 8 hours.

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT, #(%
B4 R5 #R CAIEF:, and GDCA TrustAUTH E5 ROOT, the CRLs are issued every 24 hours and the
value of the nextUpdate field is not more than ten days beyond the value of the thisUpdate field.

In particular, GDCA can choose time to release the certificates and CRL in case of an emergency.
GDCA releases CRL of CA (ARL) every year.

GDCA can independently choose the time and frequency of releasing other information of
repository. The release is efficient, timely and consistent with the requirements of the laws.

2.4. {2 BEEVi$E4%] Access Controls on Repositories

GDCA 15 B HIE B X A TR AT, AR ANHFRRENS BB, XTI L5 2 A 1%
U IR ANSZAE AT FR 1

GDCA il M i Rgtwaiit. 2 H R AL RN 7
A REATE B ERIE I, MR, BE. KATEERAE.

The information in GDCA repository is publicly available. Anybody can read the relevant information,
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and there are no restrictions on the read-only access of such information.

With network security, secure system design and security policy, GDCA ensures that only
authorized employees can add, delete, modify and publish the repositories.

3. iR 5 X5 Identification and Authentication

3.1. #§4% Naming

3.1.1. 2 #2KE Type of Names

GDCA WA A AEAS, & MU MU ARE T P BRI R4, SHIE HE# 1 5
A BT R, HUAFEMFR LR FEE . IEBREEE AR R4, DL
% (Distinguished Name) JEA WS EUE EARN, RiEHRA# KE—R54% . GDCA
FIIERFF S X.509 bk, MFCLsUEHHrA & SR B 4, KA X.500 brifEdr 4477

Certificate issued by GDCA can authenticate the identity and other attributes for applicant with
different identifier including issuer and Distinguished Name (abbreviate as DN) of subscriber. The
identifier of certificate holder is named as the DN contained in the certificate, and the DN is unique
identifier of the subscriber. The certificate format meets X.509 standard and the identifier which is
assigned to the subscriber as the DN meets X.500 standard.

XF - SSLITLS kS5 asilt-1h, FrA a4 s 1P b AR 02 ) 4 o, i i 44
N EIRAL B P Mk, A2 — > W LA 32 AU A4 v 3844 B 1P M dE

For SSL/TLS server certificate, all domain names or IP addresses are added as the Subject
Alternative Name and the common name is a primary domain name which must be one of the
domain names or IP addresses from the Subject Alternative Name.

GDCA E a0 A& AR ) AR TR 51 44 i 42 KR4 s

Naming rules of issuer’s DN are as follows:

Je 1H
Hx (C) CN
A (S UEP AU By, s A
HuIX (L) UEPS AU e, B A
WK (0D Global Digital Cybersecurity Authority Co., Ltd.5k
GUANG DONG CERTIFICATE AUTHORITY CO.,LTD.
HURIERT] (OU) | GDCA W] BEMHE I R T A0 DX ) AN AR FH AN [l
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MUK R P U AESS, it L GDCA HIE A A] LU & AN [R] ) At
eI

HH% (CN) HEME N CA 4
Attribute Value
Country (C) CN

State (S)

State of issuer (if included)

Local (L)

Local of issuer (if included)

Organization (O)

Global Digital Cybersecurity Authority CO.,LTD. or GUANG DONG
CERTIFICATE AUTHORITY CO.,LTD.

Organization  Unit

Certificate contains various issuers depend on subscriber types,

(ow applications and regions to issue the certificate.
Common Name | Name of CA
(CND

GDCA UEA51T ™ 1 A B 44 i A4 A 2

Naming rules of subscriber’s DN are as follows:

JE {1

[ % (C) CN

% (S) WP FTER B A

HilX (L) VP FTEIR T, B AN

Pl (0D T A BENIIT P, 21T ENLR 44 R

HURFERTT (OU)

LA R A A AR
1 7 PR LRI B
Sl B S TR

s (BE) | 1T By s ik, 504 H

W4 (CN) | 4 (SSUTLSET), sifli4 (WURSEENIES), i Ak
0 (N ANBBHEF), s Ad TR0 2 FR

Attribute Value

Country (C) CN
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State (S) State of subscriber (if included)

Local (L) Local of subscriber(if included)

Organization (O) | Organization where subscriber subordinates for certain one;

Organization Unit | One or more following options can be included:

(ow . .
OU of subscriber subordinates;
Any descriptions which describe identity or certificate type;
Email (E) Subscriber’s email address (if included)

Common Name | Domain name (SSL/TLS certificate), organization name (organization
(CND certificate), individual name (individual certificate), or other identifiable
names

3.1.2. SRR E XA HKIE R Need for Names to be Meaningful

GDCA fifi F§ DN TSR FRUE S AR JAIE 1525 K #5244k, DN i 2R EA —E M
RFHER L, 7T LG FIE 5 &SR B S 0 8RR A FB ARG . IE EAR A AR bR IR
AAIE T AT B B L SR R B AR, IR T 5 B A R A SR E SRS B .

GDCA uses the DN field to identify the entity that is the subject of the certificate and the entity that is
the issuer of the certificate, and the names in the DN have representative meanings and can be
related to the identities and specific properties of the final entities that use the certificates. The
common name identifies the end entity’s particular name mentioned by this certificate. Identifier
describes information of the specified entity with bound public key.

3.1.3. TP RIE4A B4 Anonymity or Pseudonymity of Subscribers

A% CPS JlsE, GDCA [T ' AEREAT By iE+5 FRE I AN RE 1 B 44 B D 44

Under this CPS, subscriber cannot apply for certificate with anonymity or pseudonymity.

3.1.4. BRI RF PN Rules for Interpreting Various Name

Forms

GDCA 2 K B FIE B4 X.500 V3 brif, BRAI4 4% i8S X.500 FriE. B4
K4 2 F H GDCA & X.

A certificate issued by GDCA conforms to X.509 V3. The format of DN conforms to X.500, and
naming rules of DN are defined by GDCA.
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3.1.5. LRI ME—$% Uniqueness of Names

f£ GDCA fEAEsN, AFAT 7 FEH A EARE A A GEM F], BAEME—. 2
XFFE 377, GDCA W] A FME— i) AR B 42 9 A K 22 dKAEFS o e+ FR i i
BRI P AFAEAR R A PRI, JEAE S FEE DL R, Jm FRIR & S 0 B ksl = 2 7 B
DA PR SR 0 o

DN of certificate must be unique for different subscribers in GDCA trust domain, and same DNs
cannot be allowed as subscriber’s subject name. GDCA can issue more than one certificates using
the unique DN for one subscriber. When DN is not unique to different subscribers, the first applicant
has the priority to use the DN, and the latter could add more additional information to distinguish
from others.

3.1.6. FFRERA]. %55/ Recognition, Authentication, and Role of

Trademarks

GDCA 25 )% WIAE B EAREL ) 44 R AL S R AR 4

Subject’s DN of certificate issued by GDCA does not contain any trademarks.

3.2. HIEEHHIA Initial 1dentity Validation
3.2.1. EBAFE R I Method to Prove Possession of Private Key

UE B L AUE A 5 B E M A SHA S N A FAEH , E B A 7 v ARG LEIE S H
HHEPEEHTES (PKCSHI0). H'e 5% HR IR vk, 835 GDCA E R
e UERA 75 20, EIEHEAC IRTAE A AE 1 (B 40 L iR 25 R A7 i A S RGBS Y PIN i) &5

Applicants must prove that he/she holds the corresponding private key to the public key being
registered. You can use the ways of digital signature contained in certificate request messages
(PKCS#10) or other equivalent method to identify the secret keys, or some ways required by GDCA,
such as initial information (distributed key medium and its PIN code), etc. to prove that you holds
the relevant keys.

3.2.2. PMABHHI%R] Authentication of Individual Identity

TN NS IESS, GDCA WbAURIEA NPT B E-B I AR, AT ASF 1 5
sl i, — s, IERIONE, ZefEguE, 07 IR, S A
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AR

For individual certificates, GDCA must perform different authentication methods depending upon
the type of certificate applied by the individual. Generally, the higher class certificate type means
higher security level, and stricter authentication method with more comprehensive authentication
information.

Lo X FE 1A NIEH, TR 55
GDCA R FHE - IS M5 2, AT 7 1 By AT Bk o Bl 1) 07 20m) LR
PR IER AL S Y OB FAh . THURE S S H Al rT 52 K 7 SOk SR F 3 T 22
15 S SR AGEIE . GDCA AN ATEIRIZE A AL ERIGIE S B LAAM A
b 5 35 SR HSER). ATEER. BT HIEE A A/,

1. For Type | Individual Certificate, the following authentication is performed:

GDCA only verifies the information submitted by the subscriber and does not validate the
identity of the subscriber. The information submitted by the subscriber can be validated by
sending a verification code, making a phone call, sending an SMS message or any other
reasonable ways. GDCA will not ensure or guarantee the validation and reliance of other
information, and will not validate whether the information belongs to the subscriber, except the
information submitted by the subscriber.

2. WFFE 2B NUET, HATLL R 450
GDCA Tl Fl 7 BT 58 5 B, WEB @ 4 il P IS4 . #d 77 20
A DA 8 I SR P R AR SR B A SOl ik L . AL A5 S A T S 1) 0 SRS
HHFHRALRE RIS, W EE, T A BB = 7 e S T SR
0 B E AL B 5 BT AR SLIE, iR g S TR (s B 5 a4 R —
o

2. For the Type Il Individual Certificate, the following authentication is performed:

GDCA shall verify the information submitted by the subscriber, and to verify that the common
name is the real name of the subscriber. The information submitted by the subscriber can be
validated through sending a verification code, making a phone call, sending an SMS message
or any other reasonable ways. GDCA can also validate the identity of the subscriber through
the well-known third-party database if necessary, to ensure the consistency of the information
from different channels.

3. XTTHE 3RANIUET, $ATEL &5

1) WRINHEE S 00 B SR R . AR 7 Qb i IR AR B 3 4D — Pl B BURT
WURIAIUR IR B R e B B S IE A SO CUnJE RS HIE . #7I8 ZEEIEE
fil RIS R ), GDCA F & i UE B SO 2 A AR AT BL ksl Oy it 1) JR 32 , 0 21, GDCA
A LIS I 25 A 05 IR B SO R B = 7 B FE AT I A i A F i 3 S,
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2)

3)
4)
5)

1)

2)

3)

4)

5)

1)

A DU TE S A 0 ST 2O R SR MR BT R SRR, B DR
REMEESRESER .

Haih BiE H daE (P 3 S S il ). GDCA W] LU Mk 22K B . 4RAT
%l A B8 R K B 5 S PR I ) bl B BB R BURF 25 K 14 B I BA S A
bk o

AP IE R E M. GDCA M i ig . mEAF5ET7 =, 5 HigE i sl gk,
Xt F LLREAN AU N N B4 4 SCHIAE 1), 38 75 B4R A FLFTE B R (R B AT R
MHEE B ASHAE R, FEMNZH R SALE, DUAHIE RSB T Z
PR 5y o U EESREE AT HE B SO B30 = B e . RO R A B T IR 55
For the Type 11l Individual Certificate, the following authentication is performed:

Ensure the identity of the subscriber. This mustbe validated by obtaining at least one currently
valid government-issued photo ID (e.g. ID card, passport, military 1D, or equivalent document
type), GDCA inspects the copy for any indication of alteration or falsification. GDCA
cross-checks with an authoritative third-party database that issues the valid identification
document, when necessary, GDCA may also verify the information submitted by the subscriber
through a voice communication, video, photo taking, etc. as well as validate through
cross-checking with a well-known third-party database, to ensure the consistency of the
information from different channels.

In case the subject of the certificate contains an address, GDCA may verify the address of the
applicant using a utility bill, bank statement, credit card statement etc., or directly rely on the
address on the identification document issued by the government.

GDCA verifies the certificate request with the applicant by sending e-mails or making phone
calls etc.

For the application applied by someone in his/her name who works in an organization, the
applicant also needs to provide the proof materials from the organization.

When the application information contains some information of an organization, it is necessary
to confirm the existence of the organization and whether the applicant belongs to the
organization. GDCA could require the applicant to submit the certificate of incumbency, or
validating by a third-party database, or sending e-mails to the organization, and so on.

XFFE 4 A NIEF, HUATEUT %5

RNV & S RS R 2 o BARDT SUR RS (LD A2 3RS HiiE
B E DM BUR UK . A0 i BRI SO e I SO Cn s B B i
P EEUEECHAR FSHIERD, GDCA A %I SCF & 75 A AR B i sy & 1
R (2) IR KA RS ik W SO AUBER =5 Bl P AT X RN, B ORI
RUME LS SZAELSR H.
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2)

3)

4)

5)

6)

1)

2)

3)

4)

5)

6)

1)

2)

BB F bl CamiiE 5 b & btk ). GDCA w] LB ML 2R IK B . HRAT
K BB FH IR UK B S5 A SI FR T T b 1k B R BSR4 B 3 i B S A
{peiiRe S

BAEIEFIE KA. GDCA M Bl MBS 30, 5 HiEE L AE1E K.
WERF, GDCA FLUERLIEFEIh . AL A5 200 B & 1 S it AT # A
B ny RA Rk 1 )7 AT A A

XFF BN N S 40 SCHRAB 1, 3875 BRI TR S AL (I e AT R
HHEE SO EHAEEN, fFEMANZH 2 S, DAHIEN SR TIZ
FIRI A o AN EERIRSARIRUE A SCPF . B S =7 8l P . ROR A L T B 45

For the Type IV Individual Certificate, the following authentication is performed:

Ensure the identity of the subscriber. Ways of authentication are: (1) obtaining at least one
currently valid government-issued photo ID (e.g. ID card, passport, military ID, or equivalent
document type), GDCA inspects the copy for any indication of alteration or falsification; and (2)
Cross-checking with an authoritative third-party database that issues the valid identification
document, to ensure the consistency of the information from different channels.

In case the subject of the certificate contains an address, GDCA may verify the address of the
applicant using a utility bill, bank statement, credit card statement etc., or directly rely on the
address on the identification document issued by the government.

GDCA verifies the certificate request with the applicant by sending e-mails or making phone
calls etc.

GDCA may verify the information submitted by the subscriber through a voice communication,
video, photo taking, etc. GDCA may also validate the information face to face.

For the application applied by someone in his/her name who works in an organization, the
applicant also needs to provide the proof materials from the organization.

When the application information contains some information of an organization, it is necessary
to confirm the existence of the organization and whether the applicant belongs to the
organization. GDCA could require the applicant to submit the certificate of incumbency, or
validating by a third-party database, or sending an e-mail to the organization, etc.

5. X TEEBEEEIERBN NS 555

A NSEH HEE S 5 L AEE, GDCA R LA T 5 sz — AT %1

TR0 T 255 o VR A8 Y S IE S CRUAEEAIR T Sk, 37 e e S

EIIBERD, B NI ESE S, R0 R L B 55 P R 335 FOIE 5 AR A B

AR T 45 . GDCA $AT BL R 5528 3R (1) S AR BE S e RJ4A I 7, GDCA
R EAE TR UE B AR AR AT RS BORER =T B (Bt

MR 4 [ 23 BB UE S A A W IR 9% oL ) HEAT XS, BN BRI B SE B s (2)
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.

5.  For the individual mutual recognition certificate of Guangdong and Hong Kong, GDCA adopts
one of the following ways to perform authentication:

1) Face to face authentication. GDCA confirms the authenticity of the individual identity by a legal
identity document (including, but not limited to, identity cards, passports or other identification
documents), and ensures the individual identity is consistent with subject information of the
certificate requested.

2) Non face to face authentication. GDCA performs the following procedures for the authentication:
(1) Confirm the authenticity of the individual identity by comparing the photo taken of the ID
document of the individual with an independent and authoritative third-party database (e.g. the
National Citizen Identity Information Enquiry Service Center) recognized by the “Guangdong
HongKong Electronic Signature Certificate Mutual Recognition Pilot Working Group”. (2)
Confirm the consistency between the individual identity and the identity of the applicant using
biometric characteristics (e.g. by comparing the facial features); (3) Confirm the willingness of
the certificate request via voice communication, video communication, photo taking, etc. (4)
Verify the authenticity of the applicant identity via a third party auxiliary data source on identity
certification (e.g. using the services provided by elD and banks on mainland China designed to
map relationship between the identities and personal accounts), and sign a legal responsibility
agreement on identity authentication with the applicant.

If necessary, GDCA may also establish other reasonable authentication methods or obtain
additional information.

RN 752, GDCA & w] LU A EF =T 3R IS SR BIE 1% B B S A 5
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If necessary, GDCA can also verify the subscribers’ identities using the information obtained from
the third-party. If GDCA cannot get all the required information from a third-party, it may delegate
the third-party to conduct an investigation or require certificate subscribers to provide additional
information and evidence materials.

BEAk, AEER, GDCA & n] RAseE e i i B 25 0 U5 sURT Bk
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If necessary, GDCA may also establish other required identification methods and information.

The applicant is obliged to ensure the authenticity of the application materials and shall bear the
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corresponding legal responsibility.
%FF- Adobe AN A SCRYZEZAEAS, F Bty %) 77 2R A 715 58 DU AN N\ AIE 15 1) 6 1 22
RPAT
X} GDCA TrustAUTH R5 ROOT k-5 . #r A R5 #i2 CA iE-15 .GDCA TrustAUTH
E5 ROOT 2K 2% CA BT KT FUEF, GDCA GESLyPAGFRAE ] T IR A7 TEIRTE =
RS R VEIBSLIITE R K o TR XU BUEFiE K, GDCA BT LAE4.

For the subscriber certificate issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT
certificate, ¥Z#4% R5 8 CA k-5 and GDCA TrustAUTHES ROOT, GDCA establishes evaluation
process to identify the applicant with potential high risk. GDCA can refuse the certification request
from this high risk applicant.

For Adobe Individual PDF signing certificates, GDCA follows the authentication requirements under
Type IV Individual Certificate to perform identity validation.

3.23. MW B4 K% Authentication of Organization Identity

FEATHLINRE (BURHLE . SRl A 55D, 78 LA SN 2 SCRIEHLEIE R,
JSEFEAT R ) B 2 50, e ) T R R U S X T S B4 A
L HAbRT VASRAS B 2 I 1) B 0045 L 1K 7 3055 o LRI SRAT P HOIE S FR R AT Hl
A B B TE o RAIE I E RN Y (A RS HIE I %%, If
AAHA NI BTAE

Identities of organizations (government agencies, enterprises and institutions, etc.), which apply for
organization certificates, shall be authenticated strictly by cross-checking with the trusted
databases, making a face to face validation and other ways that can clearly prove the identity of the
subscriber, etc. Subscriber or subscriber’s representative fully delegated by the organization should
sign the application form with company’s chop, and accept and affords corresponding
responsibilities described in the subscriber agreement.

GDCA L ZRIEN U T BAE UL ZRA A, $hAT AR 00 B4 25005 38, — e
F RSO, waguikE, 007 F0BMRS 0 A A

GDCA must perform different authentication methods depending upon the type of certificate applied
by the organization. Generally, the higher class certificate type means higher security level, and
stricter authentication method with more comprehensive authentication information.
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1. For the Type lll Organization Certificate, the following authentication is performed:

1

2)

3)

1)

2)

3)

4)

Confirm the legal existence of organization. This can be proved by a valid document issued by
a government agency, such as an Industrial and commercial business license, enterprise
National Organization Code certificate, or validation through well-known authorized third-party
database.

GDCA may verify the information provided by the subscriber through voice communication,
video, photo taking, etc. If necessary, GDCA may contact the organization based on
information from third party, such as telephone number, email address and so onto verify the
authenticity of the applicant’s information, e.g. job position of representative or whether the
person from the application form is the real applicant.

GDCA validates the materials submitted by the authorized agent and the identity of the agent
to ensure the authorization.
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2. For the Type IV Organization Certificate, the following authentication is performed:

1)

2)

3)

4)

3.

Confirm the legal existence of organization. This can be proved by a valid document issued by
a government agency, such as an Industrial and commercial business license, enterprise
National Organization Code certificate, or validation through well-known authorized third-party
database.

GDCA must verify the information provided by the subscriber through voices communication,
videos, photos taking, etc. (on-site verification for face to face cases) and also cross-checking
with well-known third-party database, to ensure the consistency of the information from
different channels. If necessary, GDCA may contact the organization based on information
obtained from the third party, such as telephone number, email address and so on to verify the
authenticity of a particular information item of the applicant, e.g. job position of representative
or whether the person from the application form is the real applicant.

GDCA validates the materials submitted by the representative, as well as the identity of the
representative and the signed document from the organization to verify the authorization from
the organization. If necessary, GDCA shall do a face to face validation for the representative.

If necessary, GDCA can also verify the subscribers’ identities using the information obtained
from the third-party. If GDCA cannot get all the required information from a third-party, it may
delegate the third-party to conduct an investigation or require certificate subscribers to provide
additional information and evidence materials.
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3.

The organization mutual recognition certificate of Guangdong and Hong Kong
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For the organization mutual recognition certificate of Guangdong and Hong Kong, the following
authentication is performed:

When organizations (government agencies, enterprises and institutions, etc.) apply for organization
mutual recognition certificate of Guangdong and Hong Kong, GDCA conducts a strict authentication
process on its identity, including, but not limited to:

1) To confirm the existence of the organization through information (e.g. proof of legality issued
by a government agency) provided by an independent, authoritative third party or supporting
information provided by other recognized authoritative organizations.

2) Validate the authenticity of the organization's application materials in an efficient manner to
ensure that the application has been fully authorized by the organization which can provide
additional information that must be verified.

3) If the organization certificate includes the identity of the individual, GDCA shall request the
organization to verify the authenticity of the individual identity and to submit relevant materials
for review.

4) When an authorized representative applying for an organization certificate, GDCA shall
request the representative to submit a written document (such as a letter of attorney) that is
fully authorized by the organization, and to verify that the representative has been specifically
authorized by the organization.

5) Conducting a face to face authentication on an identity of authorized representative, GDCA
confirms the identity of the representative by a legal document of attestation (including, but not
limited to, identity cards, passports or other identification documents).

On the basis of the above processes, GDCA may also adop additional authentication mathods and
require extra data that it deems necessary.

BbAh, LERF, GDCA &) AT e T i 2 % 5 0 AN 5k

R A S ORIE FR TR B ST 2, RS AR G VB DA

X1 Adobe BRI SCRY A EFS , Bt 4680 77 2B ARG A 15 58 DY SFATURATIE 1 Fr) 26 S 22
RPAT o

Xf -+ GDCA TrustAUTH R5 ROOT k-5 . #rz I A R5 #i CA iE-15.GDCA TrustAUTH
E5 ROOT %K M2 CA FR%E K IIAT FiE+:, GDCA AL iFflibnith F TR A AE I 72
vt RV SCVE A 0L IR 7 3R o 3R D v XU ™ OAIE F5 3 5K, GDCA BT DI 4
If necessary, GDCA can also establish other required identification methods and information.

The applicant is obliged to ensure the authenticity of the application materials and bear
corresponding legal responsibility.

For the subscriber certificate issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT
certificate, %14 R5 # CA iE4 and GDCA TrustAUTHES5 ROOT, GDCA establishes evaluation
process to identify the applicant with potential high risk. GDCA directly rejects the certification
requests from such high risk applicants.
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For Adobe Organzation PDF signing certificates, GDCA follows the authentication requirements
under Type IV Organziation Certificate to perform identity validation.

3.24. BEBHHILH Authentication of Equipment Identity

B B 1) 5 AR FL B G & AR T AN, GDCA b U617 7 #EAT 5 43 %6
A, AT N

BEA AT EARAH IR R, SO A B eI SO A BN Ak 55
IR I NG BEARESE IR A .

Authentication on equipment identity varies by  different owners. GDCA must authenticate the
identity of subscriber, including the following:

Subscriber submits application form of equipment certificate with original and copy of owner’s ID,
authorization of operation of delegated person’s ID.

VL&A & 1 B A7 5 AR AN 5] 8 B 4 HEAS[R] 1) B 4 26 500 07 (AT, 3T 7 A i,
BB A CPS 55 3.2.2 14 4 BN NIEB S RIRAERAT: T/ AN, $ZIRA
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Authentication of Individual equipment Identity will be different according to the different owner of
the equipment. If subscribers are individuals, GDCA performs the verification of identity according
to the CPS section 3.2.2 class 4 personal certificate identification process. If subscribers are
institutions, GDCA performs the verification of identity in accordance with the CPS section 3.2.3
class 4 institutions certificate identification process.

GDCA checks whether the key information submitted by the applicant complies with those from
valid documents or information from third-party database in order to avoid the writing mistakes.

GDCA checks the authorized delegated person’s ID.

When the device name is applying for a certificate as the certificate subject content, GDCA also
need to verify whether the applicants have the right to do so. Confirmation can be done as follows:

Applicants shall provide the certificate of ownership or the written commitment of the ownership or
use-right from the institution with company chop.

ISR A 7 2, GDCA 37T DU A 55 =77 SRE 45 BRI IE 12 I & A 5
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If necessary, GDCA can also verify the applicants’ identities using the information obtained from the
third-party. If GDCA cannot get all the required information from a third-party, it may delegate a
third-party to conduct an investigation or require certificate applicants to provide additional
information and evidence material.

GDCA can also set other required identification methods and information.

3.25. HBfEHbHE B BN R B Verification and Authentication of Email

Address

GDCA A AT MHATLR K 5o HR 17 2 IS b il A RSP A B AT 2 1) o FL 4501
WEETEINT
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(2) HEE BRI LRI R A BENLE AT Hh A -
(3) GDCAYWH[EI5, F4 ol &b IBENUE 5 A& BB A EAT EExs, H AR —
B, OB Ak 25 ) 8 e
R 7 ik BRI BENUE R RCH M= AR VE TR 24 /NiF. 2553007
HJEE SIMIME Baseline Requirements 1.0.0 2f 3.2.2.2 5.
BEAh, TSNS E B ZAREHIESS, GDCA HHZIRES 3.2.2 55 4 K
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GDCA or its authorized Registration Authorities will validate the validity and control of the e-mail
address of the applicant by following procedures:

(1) GDCA sends a Random Value to the e-mail address; the Random Value will be generated by a
system to ensure its uniqueness;

(2) The applicant receives the Random Value via an e-mail and sends back a confirming response
with such Random Value;

(3) GDCA receives the Random Value from the applicant and compare such value with the one sent
by GDCA, the validation completes once GDCA confirms that the Random Value received matches
the one it sends.

The Random Value remains valid for use in a confirming response for no more than 24 hours from
its creation. This way of validation conforms to section 3.2.2.2 of the S/MIME Baseline
Requirements 1.0.0.
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Additionally, for the S/IMIME certificates that contain information of an individual, GDCA follows the
authentication requirements for Type IV Individual Certificate as described in section 3.2.2 of this
CPS to perform identity validation for the individual. And for the S/IMIME certificates that contain
information of an organization, GDCA follows the authentication requirements for Type IV
Organization Certificate as described in section 3.2.3 of this CPS to perform identity validation for
the organization.

3.2.6. SSL RZE2:E 43145 Authentication of SSL Server Identity
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GDCA must perform different authentication methods depending upon the types of SSL certificate
applied by the subscribers.

For OV SSL certificate, GDCA shall validate the identity of the owner of website in accordance with
the Type IV organization authentication procedures in section 3.2.3 of CPS.

For IV SSL certificate, GDCA shall validate the identity of the owner of website in accordance with
the Type IV individual authentication procedures in section 3.2.2 of CPS.

For DV SSL certificate, GDCA shall validate the ownership or control of the domain name and will
not verify the identity.

The validation procedures of EV SSL certificates is described in the GDCA EV CPS and not
covered in this document.

In case of domain name is used as subject of certificate, GDCA shall validate whether the
organization has the right and the validation of domain name is supposed to be in accordance with
the CPS section 3.2.9.

GDCA does not issue SSL certificates containing internal names.

RN 752, GDCA i ] LUIEE S =T 3R A5 B ORBAIE 1% R & A S
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If necessary, GDCA can also verify the subscribers’ identities using the information obtained from
the third-party. If GDCA cannot get all the required information from a third-party, it may delegate
the third-party to conduct an investigation or require certificate subscribers to provide additional
information and evidence materials.

If necessary, GDCA may also establish other required identification methods and information.

3.2.7. REELZG4K%7A] Authentication of CodeSigning Identity
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Different authentication of subscribers’ identity for a code signing certificate is performed based on
different subscribers. For organization subscriber, GDCA performs certificate validation process in
accordance with the Type IV organization authentication in CPS section 3.2.3; for individual
subscriber, GDCA performs certificate validation process in accordance with the Type IV individual
authentication in CPS section 3.2.2. The validation procedures of EV CodeSigning certificates is
described in the GDCA EV CPS and not covered in this document.

Subscriber must make a statement and prove for the use of the CodeSigning certificate. Subscriber
must promise not to sign malicious software, virus codes, infringement software and hacker
software using the CodeSigning certificate.

3.2.8. HIEE; &4 %5 Authentication of TimeStamp Identity

GDCA — % BT S WA 25 A ) 1A BRAIE 5 o HLA) ER G B (A BRIE ), GDCA fR %A
CPS 3.2.3 153 4 FENUIE BRI AZ AT

GDCA generally issues Timestamp certificates only to organizations. For organizations that apply
for Timestamp certificates, GDCA validates the identity of the organizations in accordance with the
Type IV organization authentication procedures in section 3.2.3 of this CPS.

52



I senrmsnnmnas

GDCA

GDCA HE-FAEML S5 HM] (V6. 1 RO

3.2.9. BRAZRFHIAFLR] Domain name recognition and identification

X T A% BYSRAIE , A U0 UE R SEARIE AT LU BB I BEA B, 108 5] B R ALY, GDCA

AR BA T 250 5 2 ) — Fo

1.

A o 12735544 IR S5 UL B R 26 = U7 B P v A B R Z A A S
TR, MR AGERENLE, IAETTVENY: (1) GDCA [alZ Ml ik ik
BEALIE, BENLE R RS A, FEEME—: (20 HiFEEIIB I B b E AT
ffik: (3) GDCA WeImIE, JH el &b IBENUE 5 A X RN EREAT LEXS,

SRR, MIEERER . FENUVE A RO E KO A Z BN BT 4R 30 K. 45
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1.8.7 % 3.2.2.4.18 5.

For the purpose of domain name validation, entities to be validated may also be the applicant's
parent company, subsidiary company, or affiliate. GDCA may use one of the following ways for
the validation of domain names:

Obtain the e-mail address of the domain name owner listed by the domain name registrar or
other authoritative third party database, and contact the owner by sending a Random Value via
email, and the validation steps include: (1) GDCA sends a Random Value to such e-mail
address and the Random Value will be generated by a system to ensure its uniqueness; (2)
The applicant receives the Random Value via an e-mail and sends back a confirming response
with such Random Value; (3) GDCA receives the Random Value from the applicant and
compare such value with the one sent by GDCA, the validation completes once GDCA
confirms that the Random Value received matches the one it sends. The Random Value
remains valid for use in a confirming response for no more than 30 days from its creation. This
way of validation conforms to section 3.2.2.4.2 of the Baseline Requirements 1.8.7.
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2.  Sending an constructed email to domain contact to confirm the ownership and control of the
domain name, by sending an email including a Random Value to one or more addresses
created by using 'admin’, 'administrator’, '‘webmaster','hostmaster’, or 'postmaster’ as the local
part, followed by the at-sign ("@"), followed by an authorized Domain Name, and receiving a
confirming response utilizing the Random Value (GDCA follows the same steps to confirm a
Random Value as described in 3.2.9.1). This way of validation conforms to section 3.2.2.4.4 of
the Baseline Requirements 1.8.7.

3. By confirming the presence of a Random Value or Request Token in a DNS CNAME, TXT, or
CAA record to confirm the applicant’s practical control over the FQDN. This way of validation
conforms to section 3.2.2.4.7 of the Baseline Requirements 1.8.7.

4. Confirming the applicant's control over the FQDN by verifying that the Request Token or
Random Value is contained in the contents of a file (such as a Request Token, Random
Number that does not appear in the request used to retrieve the file and receipt of a successful
HTTP 2xx status code response from the request). This way of validation conforms to section
3.2.2.4.18 of the Baseline Requirements 1.8.7.
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As for the validation of a wildcard domain name, GDCA verifies the domain name in the right
position of the wildcard to ensure the domain name in the right position of (*) is obtained through
registration, and explicitly owned or controlled by a business entity, a social organization, or a
government authority etc.

GDCA rejects any certificate request with a domain name in the right position of the wildcard (*)
being a gTLD, public suffix, or a registry-controlled domain name, unless the applicant proves its
rightful control of the entire domain namespace.

If necessary, GDCA may also perform the independent investigation to confirm the ownership of the
domain name. The subscriber shall not refuse the requirements when corresponding assistance is
needed from GDCA.

3.2.10. WLHIEMLZFRIE Verification of DBA/Tradename
EUEPFEErh 5 DBA B2 R, GDCA aliEid LT 5 S i &/ —Fh DLz 52
H i & A BUE % DBA B ML &2 FR :

1 TR X BN LR R B FTE B AR T ARG ISR, B
BV i
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If the subject identity information is to include a DBA or tradename, GDCA verifies that the
applicants have right to use the DBA/tradename using at least one of the following:

1. Documentation provided by, or communication with, a government agency in the jurisdiction of
the applicant’s legal creation, existence, or recognition;

2. Areliable data source;

3.  Communication with a government agency responsible for the management of such DBAs or
tradenames;

4. An attestation letter accompanied by documentary support; or

5. A utility bill, bank statement, credit card statement, government-issued tax document, or other
form of identification that GDCA determines to be reliable.

3.2.11. FrEER#INS%%] Verification of Country

FAEP FEEmrh A5 E R T, GDCA JE i BUEES =5 Buds i A /X vk DNS id 3%
SR 1P Huhk B FRE ) 1P HhE Sk Af A BT AR [, B AR H0E N1 IP Mokl BT e [ 5 g A
SEFR P AE B — 2

In case the “countryName” field is present in the subject, GDCA verifies the country associated with
the subject though checking the IP address of the applicant or the IP address on the DNS record
from an authoritative third party database, to ensure the IP address of the applicant is consistent
with a country where the applicant is actually located.

3.2.12. IP bk Fa AR XA Authentication of an IP Address

GDCA KHILAT A, ik Hiii & 4 Bk brfz il i 1P Hhhik

1 fEEE IP HIbEE) URD (GE— SR IRAT) HIFEL M T X 40 5E 45 B 3E T 2al,
i b 77 LA B E X 1P sk i S BRI . 00 T7 SE i Baseline
Requirments 1.8.7 5 3.2.2.5.1 5.

GDCA A2 IP Hihik25 & EV SSL iE+5.

GDCA adopts the following way for the authentication, to confirm the applicant owns or practically
controls the IP address:
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1. By making a change to the agreed-upon information found on an online Web page identified
by a uniform resource identifier containing the IP address, to confirm the applicant’s practical
control over the IP address. This way of validation conforms to section 3.2.2.5.1 of the
Baseline Requirements 1.8.7.

GDCA does not issue EV SSL certificate for an IP address.

3.2.13. ¥ RIR FIHERE Data Source Accuracy

FERL AT B SRS Ay P AR R A5 A FH 2 1T, GDCA XHZ IR (1 T et ,
e, R e i T B AT VR, R R L R R
BT L5 B4R ;
5 RRUE S A2
BRI, AR H 1
B X A AR AR T PR S AT ) 1
Dl e 5 OB PR A
%+ ROOTCA(RSA)E+ . GDCA ROOT CA ifF-i. ROOTCA (SM2). GDCA ROOT
CALIERZ RIS CA AT K AT FUESS, 5 MVPA vl SIS0 40s SR Y h 3045 1 s
B ST TR ASEE AR P KB 200, Il GDCA Al il il % $5cdis J« Stk %1 B GDCA
TrustAUTH R5 ROOT ilE+i. #rzZitf4X R5 R CA E+f5. GDCA TrustAUTH E5 ROOT 4%
R g CA TSR LT FHIEFS, 8 A VPAl Al AR5 Skt b 3545 10 5030 B AR I S
) AN IR 25 AR 825 K, W) GDCA WAL FHZ &I S e, xf T ARYE A CPS 3.2.9 )
TERRAF A A 1P Mk, 5 HTS0 TE RO B R I (R AN S IE 25 R AT 398 K.

o ~ w bdpoRE

Prior to using any data source as a reliable data source, GDCA evaluates the source for its reliability,
accuracy, and resistance to alteration or falsification, and considers the following during its
evaluation:

1. The age of the information provided,

2. The frequency of updates to the information source,
3. The data provider and purpose of the data collection,
4. The public accessibility of the data availability, and
5. The relative difficulty in falsifying or altering the data.

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CAl, GDCA may use the documents and data to verify
certificate information, provided that it obtained such data or document for a period no more than
the maximum validity of the certificates. For the subscriber certificates issued by the subordinate
CAs of GDCA TrustAUTH R5 ROOT, %%t R5 1R CA iiF 13, and GDCA TrustAUTH E5 ROOT,
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GDCA may use the documents and data to verify certificate information, provided that it obtained
the data or document no more than 825 days prior to issuing the certificate, and for validation of
domain names and IP addresses according to Section 3.2.9 of this CPS, any reused data or
document must be obtained no more than 398 days prior to issuing the certificate.

2020 410 H 1 Hi, 7EMEH RS SepR Bl AL LA EV SSLIE A S8 %

IUFERZ AT, GDCA M6 4 CPS #711 2.1 TR ) GDCA {58, AJF#k
#& EV SSL k5 8 A% 5o ik B {8 FH 0 S AR S C A T LAG i ks o FoAd 2R AL i iE 816 %

KRR BEAT LA B 43 (1 B AL R
SR GACHE MR 5 B 6 20 28 /DR 5 LT N 75

o B IE B LU A bR SEAR SRR (BN R, B IX A gD

® U N & Wi n & % M MH : “ subjectjurisdictionLocalityName ” ( OID:
1.3.6.1.4.1.311.60.2.1.1 ) , “ subject:jurisdictionStateOrProvinceName ” ( OID:
1.3.6.1.4.1.311.60.212 > , J “ subject:;jursidictionCountryName ” ( OID:
1.3.6.1.4.1.311.60.2.1.3), 24 FI SEAR B CE ML F 045 B2 RAE B, 7RS4

FACAEMHLRE F A% X 5

® RIS GACE MR RIE M g = A% S BE RIS, U 75 38 i v G 5 P 3%
52 kg B E %

® ZiTidsR, BN EIGIN. BB B, )RR RO S AT H .

Effective as of 1 October 2020, GDCA shall ensure that, prior to the use of an Incorporating Agency
or Registration Agency to fulfill the verification requirements for EV SSL certificates, the
Incorporating Agency or Registration Agency data sources used for EV SSL Certificates will be
publicly disclosed in the repository described in section 2.1 of this CPS. GDCA also uses this data
sources to validate the identities of organizations for other types of certificates.

This Agency Information shall include at least the following:

® Sufficient information to unambiguously identify the Incorporating Agency or Registration
Agency (such as a name, jurisdiction, and website); and,

® The accepted value or values for each of the ‘subject:jurisdictionLocalityName’ (OID:
1.3.6.1.4.1.311.60.2.1.1), ‘subject:jurisdictionStateOrProvinceName’ (OID:
1.3.6.1.4.1.311.60.2.1.2), and ‘subject:jursidictionCountryName’ (OID: 1.3.6.1.4.1.311.60.2.1.3)
fields, when a certificate is issued using information from that Incorporating Agency or
Registration Agency, indicating the jurisdiction(s) that the Agency is appropriate for; and,

® The acceptable form or syntax of Registration Numbers used by the Incorporating Agency or
Registration Agency, if the CA restricts such Numbers to an acceptable form or syntax; and,

® A revision history that includes a unique version number and date of publication for any
additions, modifications, and/or removals from this list.
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3.2.14. WHBAERIIT F4E B Non-Verified Subscriber Information

EHHHE BB e, RERAEMEEARENIES.

The information contained in the certificate must be validated, the information that is not validated
shall not be written into the certificate.

3.2.15. FBWAIA Validation of Authority

BHUT PR I NIPBAEFV S5, GDCA #EAT 41 N Wik
1. B =07 SOk B IR S5 BB PE . BURF 21148 R 1 SO DT A LA A7
1E:
2. B IS, A R RRECE R R IE B BT A ) 55 7 2RI IE N B T IR LAY
LB HARRAT AN AHZAL o
GDCA Fu v Hi i 48 @ OL AN Ak FIET . 2 Bl LB w4 e 1 nl LUkT
UEFS G RSIAN N, ) GDCA AEZAEZIE E N A LLAMIAEFIES g iE k. 7RI
B O S BIHIERIF, GDCA R [ B # L T AN G 75

The following verification will be conducted while the representative of organization subscriber
applying for certificate:

1. Confirming the organization from third-party identity verification service or database,
documents issued by government.

2. Using telephone, postal letter with return receipt, employment proof document or any
equivalent way to confirm that the person belongs to above organization and his/her behavior is
authorized by these organization.

GDCA allows an applicant to specify individuals to request certificates. If an applicant specifies, in
writing, the individuals who may request a certificate, then GDCA does not accept any certificate
requests that are outside this specification. GDCA provides an applicant with a list of its authorized
certificate requesters upon the applicant’s verified written request.

3.2.16. H#EAEAEN Criteria for Interoperation

T HAR - NUE RS LA, ATLLE GDCA #HT H#AE, (H& & IAMERS
BRI CPS AAZFF & GDCACP Z3K, J H5 GDCA %38 HH R B .

GDCA ¥ KIE LN A, $%23F GDCA HIKIENM SN IER, AR
FHRLFRIUESS o

#HEHA, GDCA KRZERALAMZE XAE,
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Other certificate authorities can interoperate with GDCA. These CAs must ensure that their CPS
are in compliance with the requirements from GDCA CP and sign related agreement with GDCA.

GDCA accepts the information authenticated by other CAs and issue corresponding certificates
based on the agreement.

To date, GDCA has not issued any cross certificates.

If there are provisions of national laws and regulations regarding interoperations of issuing
certificate, GDCA will perform strictly according to relevant legislations.

3.3. FHEIERPIMRIREXS Identification and Authentication

for Rekey Requests

FET RS RIYIRT, 1T /5 EESRAH A UE S LAORSFUE 508 P 8 . GDCA — i
FORT P B s I A IR s I, ARAE SR

Prior to the expiration of an existing subscriber's certificate, it is necessary for the subscriber to
obtain a new certificate to maintain continuity of certificate usage. In general, GDCA requires
subscriber to generate the new key pair to replace the old one, which is called re-key.

3.3.1. EARHNEIRRRE XS 1dentification and Authentication for

Routine Rekey

X T BRI BT B SE R TR, 1T AR R TR FAE B 2 5 R, A
WA ERP AT, 6 EE R ST LR LA 7T
®  HIE X B IE P AT AE I HL B AN LR s
® JHJFHET LT T AP HE AR AL AT I E
® A TREME BT B 5.

For general application of rekey, subscriber must submit sufficient information for identifying original
certificate, such as DN of subscriber, serial number of certificate, etc. Authentications are including
the following:

®  Original certificate issued by GDCA exists.

® GDCA verifies the signature of re-key request using subscriber’s public key in original
certificate.

® GDCA authenticates the identity based on original registration information.

Y S A PSS Ji s BN S ) SO B e A, DRI, T A FR R
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BB, 6 25BN P T B N 0 SO B Al D s, i tiE sk, GDCA
RA KA TES

The renewal of the secret key will cause that the original secret key is unable to decrypt the files or
data. Therefore, the subscriber shall make sure the encrypted documents or data have been
decrypted before they apply for the secret key’'s updating. GDCA shall not assume any
responsibility incurred by failure of decryption by the renewal of the secret key.

3.3.2. B BHEIHHAR RS X5 Identification and Authentication for

Rekey After Revocation

GDCA AR LA B Ja 1 915 T

GDCA does not provide Re-key/renewal after revocation.

3.4. WHBERBEFIREXY Identification and Authentication for

Revocation Request

21 GDCA BEMAIIA A CPS4.9.1.1 P iy 75 E4Es 1T 7 E B, ARUKTE
FUBIET, IXFE I TCHEAT 5 o AR P S ERBUEIE TS, %R A CPS 2F 3.2
TR AT S %550

GDCA or RA can revoke a certificate based on reasons stated in section 4.9.1.1 of this CPS without
authentication. Subscribers who request to revoke certificate follows CPS section 3.2.

3.5. THRUREH M BIFRIRAES Identification and Authentication

for Authorized Service Organization

& T GDCA ROOTCA iF 5 (RSA).GDCA ROOT CA iEF.ROOTCA iFFH(SM2).
GDCA ROOT CALl iE P& K H g CA FiZ K EIT FiEt, RABRT GDCA A& LL4t,
GDCA i&7] PLFZAL RA.

For subscriber certificates issued by the subordinate CAs which are issued by GDCA ROOTCA ik
45 (RSA). GDCAROOT CA iE45. ROOTCA i1y (SM2). GDCA ROOT CA1, GDCA will serve as
RA by itself, and may also assign another authorized RA.

XFHRBUN RA, SUH LTIN 22z B, AR, S KIS E i i)
AEBGEN . BLTTRIN A3 A AHVAERSS . RGBAT4E4 A 22 4 PRI RE .
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The authorized RA must have a designated and secure operation location that can effectively
prevent and detect unauthorized access; in addition, it must have designated personnel to
undertake the functions in relation to certification services, system operation and maintenance, and
security management.

AL RA Nl E 5 GDCA — S 2 4= gt s 8 s B, B AR S5 SRR AR
RPBTHES AR S IE, N R EBNESE, JR4H GDCA Wik )5 75 vl St .

The authorized RA should formulate the security policies and operation management guidelines
that are consistent with those adopted by GDCA, including service procedures and guidelines,
system operation maintenance procedures, personnel management guidelines etc., which shall be
implemented after confirmed and approved by GDCA.

GDCA 5% RA ZE1T MM I GBS, FRAL RA A% 3% A CPS $3.2 I EL R $UT
By S, A& RA BRST 19N G20 JE A CPS $5.3.1 1R . [FI42 4 RA RifR#EA CPS
$5.5.2 AE SR A SCRY A S AT RS (R

An agreement between GDCA and the authorized RA should be reached, under which the
authorized RA shall perform identity authentication strictly according to section 3.2 of this CPS.
Relevant personnel undertaking the RA duties must meet the requirements of section 5.3.1 of this
CPS. In the meantime, the authorized RA must archive relevant documentation and records as
required by section 5.5.2 of this CPS.

GDCA 28 RA FIEN S5 1Gsh AT 5%, 08 HO2 5™k 1% 8 GDCA )24
Mg NI E S VT R 5536 5. W R IIE B S . VSRS L, ST I8 A4 AL
RA [RHAMIE; Z@mMIAK, N GDCA LRI ek E37H RA V5.

GDCA will monitor the certification services provided by the authorized RA to inspect whether or not
its business activities comply with the security policies and operation management guideline
adopted by GDCA. In case any violation of policies or guideline identified, GDCA will notify the
authorized RA to take remediation actions within a given period, should no such actions taken
within the given period, GDCA will suspend or terminate the business of the authorized RA
immediately.

i& T GDCA TrustAUTH R5 ROOT #E+. %%t R5 R CA iF+. GDCA
TrustAUTH E5 ROOT & & i g CA 2 R 11T FHE+S, GDCA HATHHALIET RA, A
P47 %L RA

For subscriber certificates issued by the subordinate CAs which are issued by GDCA TrustAUTH
R5 ROOT certificate, %z it R5 #& CA certificate and GDCA TrustAUTH E5 ROOT certificate,
GDCA will serve as RA by itself, rather than assign another RA.
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4. EBEAEHEBIEESR Certificate Life Cycle Operational

Requirements

H CAMERSGE K HEEE, GDCA LR M NRALESS . HUHSRALIE 1A 2L
W0 3B, RRAVEIE 5 4 B 55 S A RO 5 SEE A B
FRHECTUE-BIA BN 10 AN SSLITLS M4 #E45 16 R0 398 KL LA
W, AEEAZIEBRARONEN 39 MALLA, SIMIME %2 HIEF 96 R0y 825 K
UL . — N EERNERAm AR RE. BRIk, k. KA. . B, BN,
JEY=E SR

From the issuance date by GDCA system, individual and organization certificates are generally
valid for a period no more than 3 years, with a maximum validity not exceeding 5 years; time stamp
server certificates are valid for a period no more than 5 years; equipment certificates are valid for a
period no more than 10 years; SSL/TLS server certificates are valid for no more than 398 days, and
CodeSigning certificates are valid for a period no more than 39 months, S/IMIME certificates are
valid for no more than 825 days. A whole certificate life cycle includes the application, verification,
issuance, distribution, renewal, logout, revocation and archiving, etc.

4.1. EFHIE Certificate Application
4.1.1. VEF 59248 Who Can Submit a Certificate Application

RS FE SEAR A E A NN BA LR N SR A SR (B X BLG Shlk s
o B AN RS .

Entities of certificate applicants may be individuals and organizations with independent legal
entities (such as government agencies, public institutions, social organizations, people's
organizations and other organizations).

4.1.2. A 2 5 $H4E Enrollment Process and Responsibilities

1 BT

1) TSR RiE R .

2) T PURAHR Y RIS AR SE 4 GDCA IIVENLE (RA B LRA) HEATIES G, I
MHAUR S A e, SRONFRAE BORE. FE e SURSRN G343 50l R PSSR 1 R G 4
TENTL.
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1. Certificates registration process

1) Subscribers shall fill in the certificate application forms.

2) Subscribers shall submit the corresponding application materials to the registration authorities,
i.e. RA or LRA of GDCA, for the application. After reviewed by RA, the request data are
recorded. The reviewer and entry clerk are two different system operators respectively.

3) The certificate requests submitted by RA shall send to GDCA through the secure channel.

4) GDCA issues certificates according to the registered agencies’ requests.

5) RAs deliver certificates to the subscribers in a secure way.

2. Responsibilities

1) The applicants should learn about the agreed-upon matters stipulated in the subscriber
agreement, the CP and the CPS etc. in advance, particularly those in relation to certificate
usage, rights, obligations and warranties.

2) The subscriber has the responsibility to provide real, complete and accurate certificate
application information to GDCA.

3) RAs shall ensure the consistency between certificate application information and identification
which subscribers provided and bear corresponding responsibilities of review.

4.2. EPHIBELRE Certificate Application Processing

4.2.1. R P 5 % 5 hEE Performing Identification and Authentication

Functions

4 GDCA JICEM LB BT 7 (UER iR, it CPS 3.2 SR, XHT”

BEAT B3 IR0 5
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GDCA 7EACFEUES i I AR v, H3@ 1 20T B DRUE 345 5 5 TE 8 1 B 45 BT
B, FRERAR A EMI P .

% T ROOTCA(RSA)IE45 . GDCA ROOT CA ilF-5. ROOTCA (SM2). GDCA ROOT
CALEHZR Mg CA FT8 K AT FHEFS, % GDCA Hi4fE CPS 3.2 48 & RIFIR 13 1%L
318 BT B SO B B ) AN S B 5 B KA 0 FL A B R A48k, T GDCA nI{f F %
AR E SO, SSER SR X T B GDCA TrustAUTH R5 ROOT iE+5. %%
i 48 R5 #2 CAiE45. GDCA TrustAUTH E5 ROOT 284 f1 2 CA FT&& K& HIT FE$,
¥ GDCA 45 CPS 3.2 i % K FRAT 1 Hdhs BAE B SCAF (I (] AN 825 X CERAS sk
AP iUtk (0 5630 A B SO R T AR 398 KD HLiZfs Bk kA48 4k, ] GDCA fJ
i P B A S, A SHE R S R

After GDCA and its registration agencies receive the subscriber’s certificate application, they will
perform identity recognition and verification of identification over the subscriber according to the
requirements of CPS 3.2.

In the process of certificates application, GDCA will take effective measures to ensure that the
certificate information is in line with correct application information, and the certificate is issued to
the right applicant.

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CAl, GDCA may use the documents and data to verify
certificate information, provided that it obtained the data or document (according to section 3.2 of
this CPS) for a period no more than the maximum validity of the certificates, and provided that no
changes occurred to the documents and data within such time period. For the subscriber
certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT, #Z i X R5 48 CAL1Y,
GDCA may use the documents and data to verify certificate information, provided that it obtained
the data or document (according to section 3.2 of this CPS) no more than 825 days prior to issuing
the certificate (and for validation of domain names and IP addresses, any reused data or document
must be obtained no more than 398 days prior to issuing the certificate), and provided that no
changes occurred to the documents and data within such time period.

4.2.2. iE 5 BB iE LM 4B 48 Approval or Rejection of Certificate

Applications

42.2.1. IE E & Atk e Approval of Certificate Applications

GDCA % WAL R Th 58 i T UE 15 HiE BT A b 75 B 5 IR R R A IE BBiE R Ja
GDCA j@id & AT 1IE AUE R AL HEIE 5 i .

After GDCA's registration authority successfully completes verification steps for the certificate
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application and submits a certificate request, when GDCA formally issues certificates, it means
GDCA has approved the certificate application.

WERFFE NIRRT, VEMHLE (RA) AT RAEAEIESS H

1. iZHIEEAT AR CPS 3.2 K11 ' S bR IR AN 45 A L5 5
2. HOEH B ECE A RO P U 2 RELR

3. HIEH CAIMMUE ST T AR B .

RA will approve the certificate requests, if the following conditions are met:

1. The application shall completely meet the requirements from CPS section 3.2 regarding the
subscriber's identification information and authentication.

2. Applicant accepts or has no opposition regarding the content or requirements of the
subscriber's agreement.

3. Applicant has paid already in accordance with the provisions.

4.2.2.2. IEF HE ITE 4 Rejection of Certificate Applications

MPRAETINE L, TP (RA) FELIEF H1E:

1) ZHIEAFFEA CPS 3.2 KT )7 iy HIAR IR S 7 L€ ;

2)  FHIEEABIRML TR S UE AR

3) I SO B AR AT A RN IR

4) PR B AN RE AL B E SORTRE LA 2

5) HIEIUEF A ICANNCThe Internet Corporation for Assigned Names and Numbers)
H R FH gTLD (TN 4

6) GDCA BETEM MU NHEAEZ FiE R 2% GDCA i R IR 4 BiE Bk

If the following circumstances happened, GDCA refuses the certificate application in case of the
following situations:

1) The application does not meet the specifications of subscriber’'s identification and
authentication in CPS 3.2.

2) The applicant cannot provide the required identity documents.

3) The applicant opposes or does not accept the relevant content or requirements of the
subscriber's agreement.

4) The applicant has not paid or cannot pay the appropriate fees.

5) The requested certificates contain a new gTLD under consideration by ICANN (The Internet
Corporation for Assigned Names and Numbers).

6) GDCA or RA considers that the approval of the application will bring about controversies, legal
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disputes or losses to GDCA.

XFF GDCA TrustAUTH R5 ROOT ilE+ . #z i A R5 HR CA i+ .GDCA TrustAUTH
E5 ROOT ZRMH K CA FiZs KMV FIES, Rk s as L 5EA g, 5L
GDCA i\ Nl EiZ HiiE LA m X, GDCA RIE44i% i, GDCA M5 £ fh BBk
B EE) T U DGR A7 B 4% 2 A S BURF LA S5 58 =757 KA 44 50, BRRA LI
RATFHOE PR (55, B0 GDCA 2 Rl F PR 58 I 26 44 i o Ath VE Bl P 34 B8 2 17
6 245 PR UE T3 SR SRS IEIE 5, SRR IR TS i KUK FR S A B3R, TERSZ AR+ i i
K BWIZHIERE S SFFIERPHIAHFIEAN, GDCA ¥ HBALILHIE.

ST IR TEFS F %, GDCA 38 1 H i A - H i 2 I

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT
certificate, #Z:H14 R5 # CA ilF5 and GDCA TrustAUTHES ROOT, if the application is prohibited
clearly by laws and regulations, or GDCA considers that there are highly risks to approve the
application, GDCA shall reject it. GDCA establishes and maintains a list of high risk certificate
applicants according to the list provided by anti-phishing alliance, antivirus vendor or related
alliance, government agencies which are responsible for network security affairs and other third
parties, or the disclosure of information through public media reports, or previously rejected
certificate requests by GDCA due to suspected phishing or other fraudulent usage or concerns.
GDCA will query information from the list during accepting certificate application. If the applicants
appear in this list, GDCA will reject their application directly.

For the rejected certificate application request, GDCA will notify the applicant about the failure of
application.

4.2.3. kbR B S AU A] Time to Process Certificate Applications

GDCA AL HIEM AR A L & HE S5 TR RARA VAL S E 2, — BEAMHLAR
BT LARHRER, RAE 2 D TTAEH A B .

TEMHLR B 75 76 L TR [a] ST R Py A BEIE 45 AR BCOR T IEF I AR S SE . e %
HERAILIEAC T AHORAS A 75 S i B, 7 GDCA [ BEEEK

RA authorized by GDCA will make a reasonable effort to check the certificate application
information as soon as possible. Once RA received all the necessary information, it will process the
certificate application within 2 working days.

The capability of the RA to process the applications within the period mentioned above will depend
on whether the applicant has submitted the true, complete and accurate information as well as
responded the management requirement of GDCA in time.
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4.2.4. IEHIHEER (CAA) Certification Authority Authorization (CAA)

% GDCA MUK I35 /£ CAIX % 2% 18 1% EV Guidelines. Baseline Requirements Z5k
A JE AT EAE R SSL/TLS E-F5, GDCA X %8k ik 35 il 44 37 @ T b i i — A
dNSName fiff CAA Il A, FFEIEE M EITER,

GDCA IR #5 RFC6844 (Z:HliR3k 5065 1211) HIRE AL “issue”. “issuewild” f
“jodef” HIBIEFRES: % “issue”. “issuewild” Fp%Ed A5 “gdca.com.en”, Nl GDCA
RIS NIIET; 45 CAA L F HIL “iodef” Fr%s, N GDCA 5 HIiEH VA IE 5 ke
TR AHMURAES o

GDCA LAF5I CAA LR ARG DU E A AT B RAEF A F: 1) #£9F GDCA )
FLAHBOE ) CAA LRI 2) BASHR —REHT &k CAA itk 3) A /e
XIS ANAFAESE 7] ICNNA R [X 42k ) DNSSEC 35:iiE 8% -

For the publicly trusted SSL/TLS certificates issued by GDCA and conform to the EV Guidelines
and Baseline Requirements of the CA/Browser Forum, GDCA will check the CAA records and
follow the processing instructions found for each dNSName in the subjectAltName extension of the
certificate to be issued.

GDCA processes "issue", "issuewild", and “iodef” property tags according to RFC6844 as amended

tags do not contain“gdca.com.cn”. In case the property tag “iodef” is present in the CAA records,
GDCA will determine whether or not to issue certificates after communicating with the applicant.

GDCA treats a record lookup failure as permission to issue certificates if: 1) the failure is outside the
GDCA's infrastructure; 2) the lookup has been retried at least once; and 3) the domain's zone does
not have a DNSSEC validation chain to the ICANN root.

4.3. EPHKR Certificate Issuance

4.3.1. ERZERIREPEMIAE (RA) METAERSIH (CA) KTA

CA Actions During Certificate Issuance

R CA MIEH2 K B GDCA A £/ 2 £l F N2, Horh— N HEM K A B
AR, MR CAPUTIE R B E.

FEAEF R AGEFE T RA S B G SHIEP B AL, JREd #R1F RA RG0K %
RAEPIE R B CA HIE B K RS. RA RE CA MIE RS RIERGESE RA T
S50 515 BORE I, IR RIE R B I CAIERE K RSt .

=il
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CA MIEBLR RGAEHT RA IIEBZERIERIG, XKE RA BELHITENS
fRE, T A BIIERERER, IEHERRGEK FE.

GDCA TEHLHEIES FE 2 )5, KRR IR K SR YA RS LA 5
25 4 IE S HEHE T IR H

i GDCA 2 R IIE-F7E 24 /NN A K.

At least two trusted person authorized by GDCA are required in order for the root CA to perform a
certificate signing operation, one of whom deliberately issues a direct command with respect to
certificate issuance by the root CA.

In the process of issuing certificate, the RA's administrator is responsible for the approval of
certificate application, and sending certificate issuance request to the certificate issuance system of
CA via the RA system. Issuance request which RA sends to CA must include identification with the
measures of information security. RA must ensure that the request is sent to the correct CA
certificate issuance system.

After obtaining the RA certificate issuance request, CA certificate issuance system authenticates
and decrypts the requests. For the valid certificate issuing request, certificate issuance system
issues the subscriber certificate.

GDCA will issue the certificate after approval over certificate application. The issuance of the
certificate means GDCA approves the certificate request formally.

In general, certificates issued by GDCA will take effect within 24 hours.

4.32. B F AR R &S AL R M AL X IT P @ % Notifications to

Subscriber by the CA of Issuance of Certificate

GDCA 2 KA JUA I % 5 2 R 7 -
1. HLTERAR 132 BE I 3A
2. BB (e-mail);
3. I ED T T A, AT A S s PR T 3O
4. HAl GDCA I Nz AT 3.
GDCA will take the following notification ways to inform subscribers:
1. Electronic or paper receipt
2.  E-malil
3. Face to face (such as the applicant gets certificate from LRA, etc.)

4. Other secure and practical manners considered by GDCA
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4.4. EFEER Certificate Acceptance

4.4.1. T R ZAEFH 4T 8 Conduct Constituting Certificate Acceptance
1. W EATY LT GDCA E P AR 5 Pl 1 8 E 8 iE BEAF, IEBFE

SEERRIMERAT P 2 TR

GDCA JEMHUAEAT 7 RS,  FERANE R R AR IR A, 24T
JUER T BB AR R P R THE.

WP THRRIES T, JF HBCA R SO sE B N A

V7 SOSHIEAS B IS N 2 R AR R K

Subscribers access to specialized GDCA certificate service website, then download certificate
to the certificate carrier, that means subscriber totally accepted the certificate after it has been
downloaded.

When RA of GDCA downloads the certificate on behalf of subscriber, the downloaded
certificate will be kept in digital certificate carrier. Once the subscribers accept the certificate
carrier, the subscribers accept the certificate.

Subscribers have received the way of obtaining the certificates, and no objection of the
certificates or their contents.

Subscribers failed to oppose or conduct the operation of objection over the certificates or the
content of certificates.

*f T GDCA TrustAUTH R4 OV SSL CA & GDCA TrustAUTH R4 CodeSigning CA ik

PRERBIT UL, MRS RIAT N

1.

3.
4.

VP EAT VT L 116 GDCA P R 45 B B IE S T 4%, iE - N Rk se BE BT /1
5 TES.

GDCA VEMHUMTELT F I RVF R, ARETF FEIUET, FIE IR aE i me e & HoAth
GDCA Y NFEETT RIR LT 7, BIMRRIT 2 TR

WHRER THRBIEBRITR, JF HRA R SO EBSE R PR .

VTP ROGHIEAS B IE 5 A 25 RO B R 2R

For subscriber certificates issued by GDCA TrustAUTH R4 OV SSL CA and GDCA TrustAUTH R4
CodeSigning CA Certificate, the following behaviors constitute acceptance of certificate:

1.

Subscribers access to specialized GDCA certificate service website and download the
certificate. When the certificate is completely downloaded, it represents that the subscriber

have received a certificate.

GDCA's RA downloads certificate on behalf of the subscribers, when a subscriber receives a
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certificate from RA through e-mail represents that the subscriber has received the certificate.

3. Subscribers have received the way of obtaining the certificates, and no objection of the
certificates or their contents.

4. Subscribers fail to oppose or conduct the operation of objection over the certificates or the
content of certificates.

4.4.2. B FIAEAR AU XHIEF i & A Publication of the Certificate by the

CA

WP AR5 , GDCA 7E 24 /N AKZAT P HiE - R A1 3 GDCA 19 H ® IR % R %
[H]F, GDCA #R¥E Google i) CT #Hg& (https://github.com/chromium/ct-policy), Kil J*
a4 5 B AR TE 20 =4 CT IRg5ash.

GDCA KM T M H RS &AM R I3 AT TR KT o 25K 58 U Bt B4 A 5
E SR 2 LIS B UIE SN P G = B S k6 S B B NE RN
BT AR BTN

After a subscriber receives a certificate, GDCA issues the subscriber certificate to the GDCA
directory service system within 24 hours. As per the Google CT policy
(https://github.com/chromium/ct-policy), GDCA embeds in the SSL/TLS certificates the signature
data from at least three CT servers recognized by Google.

GDCA uses the main and subordinate directory server architecture to distribute issued certificates.
Issued data are directly released to the main directory server, and then through the master-slave
mapping, the main directory server data automatically synchronized to the subordinate directory
server for subscriber and relying party to query and download.

4.4.3. B, T I\ AIE iR 55 B #) 5 i SE A 38 45 Notification of Certificate

Issuance by the CA to Other Entities

GDCA FeiF UM K AN HoAth SRt 4738 25 o Hopth sizfin] UE R M B R 548 7
#)3] GDCA B &% K HIEUFIET

GDCA and RA will not notice to other entities. Other entities can obtain GDCA’s issued certificates
by querying the directory server.
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45. ZBHXHREFRKEH Key Pair and Certificate Usage

45.1. TP IR RIERRMER Subscriber Private Key and Certificate

Usage

WPERT VIE R HEIF##%% T GDCA Frs KHIEH G, ¥ vE4aREMT S
GDCA. RH A RIIBCRIAN LS 5K 1T P2 BIBCTESS, RIS B it %35
DRAFFLAIE A5 X B R FA B8 o R 22 BRAL A o

W A REAEE R AR A CPS RAKAT 7 U A€ 3 Bl 4 A8 P AL B ATIE 5

XA, KR TFXERMNES, 7 MBI RN E. X T
IEESS, HAVP RT3 R A X B PN 015 S BEAT M o AEUE S B B i i 2
Ja s T b2 LA PR AR B AL B

XHF SSLITLS iE45, 1T A SUEAN LS5 ORAIE R AETIEAS b 1) H 1) 3 U 44 %o B D
5 PR IE S .

After the subscribers have submitted certificate application and received certificates issued by
GDCA, they are deemed to have agreed to comply with the terms of GDCA, relying party related

rights and obligations. The subscriber who receives the certificate shall take appropriate measures
to properly keep the corresponding private key to the certificate from unauthorized use.

Subscribers can only use the private key and certificate in the CPS specified range, and under
applicable laws and the subscriber agreement.

For the signature certificate, the private key can be used for the signature of a message. The
subscriber should know about and confirm the signature content. For the encryption certificate, the
private key can be used to decrypt the information which uses the corresponding public key to
encrypt. After the certificate expires or is revoked, the subscriber must stop using the certificate’s
corresponding private key.

For the SSL/TLS certificates, the subscribers undertake an obligation and warranty to install the
certificates only on servers that are accessible at the subjectAltName(s) listed in the certificates.

45.2. W AFFEHRE A Relying Party Public Key and Certificate

Usage

B R EIE R G A SN SY SR e i AR W R Y (=
1. SRIGECF LN N HIUE D S AGAT 5
2. HRINIZZS A% N FIE AT (S A HAE 5
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3. Ed AW CRL B OCSP HiAIZRE A4 X NLFKIIEFS /2 15 4 5
4. UEFR PR IE 6 . R 44 5

5. fEHES B APHRIERE A

6. FEIEHIA RN,

When the relying party has received the message with digital signature, the party has the obligation
to carry out the following operations to confirm:

1. Obtain digital signature’s corresponding certificate and trust chain.
2. Confirm that the signature’s corresponding certificate is the one trusted by the relying party.

3. Confirm whether the signature corresponding certificate has been revoked by querying the
CRL or OCSP.

4. Certificate usage is suitable for the corresponding signature.
5. Use certificate’s public key to verify the signature.

6. Check the validity of the certificates.

PSR AN I, IR A SRS 45

MR T T B R IE NS B AR T, AUl IS Y R 1R 3R AR 2 7 N IE
5, SRJEAEFEH B AHRHE BINE AR T RORE N UE - [N 2515 B — i Rk 4
25
If the above conditions are not met, relying party has the responsibility to refuse to sign information.

When the relying party needs to send an encrypted message to the receiving party, the party must
first obtain the encryption certificate of receiving party through proper channels, and then encrypt
the information using public key of the certificate. The relying party should send the encryption
certificate and encrypted information to receiving party.

4.6. IEFHFEH Certificate Renewal

UEF L FRTEA SR UE 1T 7 (1 A HBHARTATE B RIE G, T 2K — 5Kk
3.

%tF i ROOTCA (RSA) iF45. GDCAROOT CA iE+5. ROOTCA (SM2). GDCA
ROOT CAL iERZKIHZL CA Fr KT FUESS, T o & A iEHy e &
WP SRAC R U FIE B R W5 8, Wil PE4 . UEBF A5 AE, 3R R R
XA AHWTER R E RS,

Xf T GDCA TrustAUTH R5 ROOT iE-i. &t R5 2 CA iEfi. GDCA
TrustAUTH E5 ROOT 28k [+ 2 CA BT i (LT Pk, B8 H i ZR AR S5 90K
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HiE I —FE . GDCA R4 Baseline Requirements 155K A A & 75 B FH LT CA8E 15 2«
AAEUEF B AT, GDCA MR CPS 3.2 45 & VR IR A3 I B Sk B SCF I [R) AN i 825
R (Al A4 T 1P 1k ) 46 0 MR B P I TR AN 398 RO Hoaz s B AR K AE 424K, ] GDCA
A A A2 B B S

Certificate renewal is the issuance of a new certificate to the subscriber without changing the public
key or any other information in the certificate.

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1, when renewing a certificate, the subscriber no longer
needs to submit certificate registration information, instead, he/she only needs submit sufficient
information which can identify the original certificate, such as subscriber DN, certificate serial
number, etc. using the private key of the original certificate to sign for the renewal application
information containing of the public key.

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT, #{%
B4 R5 # CA iE1S, and GDCA TrustAUTH E5 ROOT, the requirements and procedures for
renewing the certificates are the same with those for the initial certificates request. GDCA confirms
whether or not to use the previously validated information according to the Baseline Requirements:
GDCA may use the documents and data provided in section 3.2 to verify certificate information,
provided that it obtained the data or document from a source specified under section 3.2 no more
than 825 days prior to renewing the certificate (and for validation of domain names and IP
addresses, any reused data or document must be obtained no more than 398 days prior to issuing
the certificate), and provided that no changes occurred to the documents and data within such time
period.

4.6.1. R EH I Circumstances for Certificate Renewal

Xt GDCA 2R AT P HIUE TS, 1T F57EUE T BT AT AT 15 58

%tF i ROOTCA (RSA) iF45. GDCAROOT CA iE+5. ROOTCA (SM2). GDCA
ROOT CALUE-HZ KM g CA BB KT FEF, 1P A1) GDCA HIE+5 5% ik
2% %) GDCA HJEMHUMBATIER EHM G, FIEIERERLRESEMELE, &
i BRI R IER .

Xf Tt GDCA TrustAUTH R5 ROOT k5. & R5 2 CA iE+f5. GDCA
TrustAUTH E5 ROOT 25K M 2 CA IS R AT e, 3177 T H08T g O ZRIR A
VEMHE B EBIEE, 3T A E T R R

XFF SSLITLS iE+:, GDCA #3217 U fEA B F B A HiE Rt . 177 i
HOUEFES, GDCA FEX i ARSI B AT R A, DI\ R A A58 2% 40, 39 %58,
VUL SRAT P AR AE B HE R R 4
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For the subscriber certificates issued by GDCA, the subscribers need to submit the certificate
update request before the expiry of the certificate.

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CAl, the subscriber can access the GDCA Certificate Services
Website or GDCA Registration Authority for certificate renewal application before expiration.
Applicant for certificate renewal has no need to fill in the registration information, while the system
will automatically obtain the information.

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT, #(%
4% RS R CA iE#, and GDCA TrustAUTH E5 ROOT, when renewing the certificates, the
subscibers shall submit the registration information as they do for the new certificates requests. If
the certificate had expired, the subscriber must apply for a new certificate.

For SSL/TLS certificate, GDCA accepts the subscriber to apply for certificate renewal without
updating the key. When a subscriber requests to renew a certificate, GDCA will check whether a
key submitted is a weak key, and will require the subscriber to renew the key pair if the submitted
key is proved to be weak.

4.6.2. & RIE B EH I L4E Who May Request Renewal

VR RAIE 5 T 1) S A 59T 7 o

The entity who requests certificate update is the subscriber.

4.6.3. B EHERAIAEH Processing Certificate Renewal Requests

PR EERT, AN AR IS E IR 0], BRUEF . X RS B IR A 25 5]
AT UL LA
1. TP IJEEFAALEIF H i GDCA ek s
2. B EE A5 SR I SRAE VAT HIRR A 5
3. HETFRIENME BT B %

For certificate renewal, its process includes application and verification, identification, and issuance
of the certificate. The verification and authentication of application shall be based on the following:

1. The original certificate of subscribers exist and issued by GDCA
2. Validate the certificate update request is in validity period.
3. Identity verification based on the original registration information.
FE DL EIGUEAN % )58 /5 GDCA A IR K E+ .
FEUEFS RTINS, 77 T DU R A RO AL B BB SR AT 4%, GDCA R =X HI -
BN EFE RN E G BT IERYE . SRR AN ME— A 56 UE AT 255 -
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GDCA can issue certificate only if all the verification and identification above are passed.

When the certificate is updated, subscribers can use the original private key to sign the update
request, and GDCA will verify and identify the validity, legality and uniqueness of subscriber’s
signature and public key, user information of the update request.

® T FXTHIEE ETEA, CA FHHEAIERH I AHNEA TR
® ] FEMEREA KA, CA T HIFAE FME BT Hi 78 &8 fiuE+

® Subscriber signs off the application information, and CA verifies signature by the original
certification’s public key.

® There is no change on subscriber's registration information, and CA issues a new certificate
based on their original registration information accordingly.

TP ] LI 3 — A A AARIE 15 RS AR EAT IE P B0, #%IAC CPS 55 3.2 iy 2
SRARATHH L UE B AN S e Bk GDCA FEAR AR5 10 T # Al 4 X Rl W 4G 1 5
T A2 )5 QA E e A5 ST I 1) 5 1 A BE T B

Subscribers can also choose the initial certificate application process to apply for the certificate
update, and submit the application and identification information required based on CPS 3.2. In any
cases, the identification of initial certificate application process will be used for the method of
certificate update.

4.6.4. R BHE BT P4 Notification of New Certificate Issuance

to Subscriber

A4 CPS %5 4.3.2 7.

See CPS Section 4.3.2.

4.6.5. MIREZEHIEPRITA Conduct Constituting Acceptance of a

Renewal Certificate

A4 CPS %5 4.4.1 75,

See CPS Section 4.4.1.

4.6.6. HFINERE VAN EFUEH B KA Publication of the Renewal

Certificate by the CA

[@ 4~ CPS % 4.4.2 75,
See CPS Section 4.4.2.
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4.6.7. B A E AR 2% BL G X FoAh SE 4R )38 45 Notification of Certificate

Issuance by the CA to Other Entities

A4 CPS %5 4.4.3 75,

See CPS Section4.4.3.

4.7. IEPHEEAEH Certificate Rekey

IEAS S R T B A 2 5 38 2 s B BRI AR N HnIE
Ril

RS P SR e R AR SCUEPIEIME S, T IR RS RN I R 2 15 S
AT P B A IER RS SRR LRV RHIE P P SR R 2 44 5, JF ik
(K12 B IR R AR IE

Certificate Rekey refers to generating a new key and requesting to issue a new certificate for the
new public key by the subscriber or other participants.

When the certificate key is updated, the subscriber has no need to submit the registration certificate,
while can only submit sufficient information that can identify the original certificate, such as
subscriber's DN, certificate serial number, the certificate key renewal signature of the original
certificate's corresponding private key, and send a new public key for applying a new certificate.

4.7.1. EBHHEEFRITE Circumstances for Certificate Rekey

GDCA HJIE5 % P B BB (H AR T- LT 5

1. UEP AL B R M AU R 15

2. UEF .

3. BETHAR. B2, GDCA ZRIEFHEHTH .

GDCA certificate re-key including but not limited to the following circumstances:
1. Revocation certificate due to private key leakage.

2. The certificate expires.

3. GDCA requires certificate key update based on the security reasons of technology and policy.
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4.7.2. ERIEPBFHFEB AL/ Who May Request Certification of a New

Public Key

R4S 3 A R S 454T

The entity who requests re-key is the certificate subscriber.

4.7.3. EHFHFEHERIIAL B Processing Certificate Rekeying Requests

GDCA Sk BH 5 i 3K F) Ak P 1 1E 5 B i SR AR R I RR 52 R o
GDCA iES 3 BB K AL BSR4 CPS 2 4.6.3 i ik »

The process of certificate key update request is completed by the process of certificate update
request in GDCA.

The process of GDCA certificate key update request is described as CPS section 4.6.3.

4.7.4. R BEBE T P B384 Notification of New Certificate Issuance

to Subscriber

[A] 4 CPS % 4.3.2 71,

See CPS Section 4.3.2.

4.7.5. T R B B HEHRI4T A Conduct Constituting Acceptance of a

Rekeyed Certificate

[FA< CPS %5 4.4.1 75,

See CPS Section 4.4.1.

4.7.6. B A UE AR ST AL X 85 £ 32 Bk +5 ) & A7 Publication of the Rekeyed

Certificate by the CA

W PHAIET 5, GDCA £ H AN E I 8] A1 1T 7 SR Jm IIE S & A 2 GDCA
55 R 48

After subscribers receive a certificate, GDCA will issue the subscriber updated certificate to the
GDCA directory service system in the specified time.
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4.7.7. B A E AR 45 BL A o Fo A SE4R 38 45 Notification of Certificate

Issuance by the CA to Other Entities

A4 CPS %5 4.4.3 75,

See CPS Section 4.4.3.

4.8. IEFEEATE Certificate Modification

IEBE R R AN, TP AUEN I PEUETS . GDCA AN T452 0 K HFEF 1)
P AR T AT R

When there are some changes over the certificate information, subscriber shall apply for the
certificate again. GDCA will not accept the request of modification on the certificates which are
already issued.

4.8.1. IEHAS T TR Circumstances for Certificate Modification

USRAT P SR ENME R A A, 62T GDCA 2 532 5

BRARAEFS LB 15 B AR S AT RERZMALT AUR S5 IO e A, AT P AN E RIS IE F5 42
5, AU ZAE TS, R EHT IR I

RS 2SS B AL P B P A (KA« 2R — 38U

If the registered information which subscriber provide has some changes, the subscriber has to
submit the certificate modification to GDCA.

If information contained in the certificate changes that may affect the rights and obligations of
subscribers. The subscriber cannot apply for the certificate change, and he/she can only revoke the
certificate then apply for a new certificate again.

Both the procedures and conditions of the certificate application and modification are the same.

48.2. & RIEHA T K24k Who May Request Certificate Modification

T SRAE AR S SR O IE AT

The entity who requests the certificate modification is the subscriber of the certificate.

4.8.3. EHAFEFRKI4EE Processing Certificate Modification Requests
IEF5 38 42 B AT R VS UE T B L AR AT A B
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The certificate modification is processed following the registration procedures where the first
application for a certificate.

4.8.4. MR BEBE T P B384 Notification of New Certificate Issuance

to Subscriber

[ 4~ CPS £ 4.3.2 15

See CPS Section 4.3.2.

4.8.5. MR EZAEEIEHMITA Conduct Constituting Acceptance of

Modified Certificate

[F] 4~ CPS %% 4.4.1 i,

See CPS Section 4.4.1

4.8.6. B INMERS IR EIERKI KA Publication of the Modified

Certificate by the CA

WP EAZAETS R, GDCA FEHE R 18] ARFiZAT P IEH A& A 2] GDCA 1) H 3¢k
%R 5.

After subscribers accept a certificate, GDCA will issue the subscriber certificate to the GDCA
directory service system in the specified time.

48.7. HFIANIE RSP X KA S2A BB 4 Notification of Certificate

Issuance by the CA to Other Entities

[FAS CPS %5 4.4.3 77,

See CPS Section 4.4.3.
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4.9,

IEHBASFIEERS Certificate Revocation and Suspension

4.9.1. UF B4 s Circumstances for Revocation

4.9.1.1. T EREEERER Reasons for Revoking a Subscriber Certificate

A w0 D E

2 BLCL RSB B —FhEk 2 R, GDCA WAZITE 24 /NI 2 N BUBHIE

VTP DA i A 20 SR 15

TP i1 GDCA S IRIE il SR A B AL H A BEIE I 25 AT 9

GDCA k153 7 b4, EH SR 250 AT A A HIE 2 T it

GDCA 345 TilEdE, EBIXHIEFS o FQDN, 1P $thbih 5 s 47 1t bk i 45 4% 432 A5 B 425 114

R B8 VIE AN S A

CA B AL T AT P A ER [ 2 AR i, SRR TR e AR 5
HHHEAME (B0 Debian §5%5%H, W.: http://wiki.debian.org/SSLkeys), Bf77E
Ff RO IE 45

A BN G OUH A — R B A, CA NAE 24 /NFZ WHEHIE S, HAMAUHE b R

P IE S -

A w0 b

© © N o O

10.

11.

IEH A AT 4 Baseline Requirements 2 6.1.5 15 A2 6.1.6 5 [{AH IS E R

GDCA A 1 k538 2 v F AE s

GDCA 3B /R 7T P . CPICPS A1t — Ik % T & K TiAE:

GDCA 3R T AR ] FQDN B IP bk i AN R VR AT (i, vk sl
ik 53 A T I T AL R AL D), A T N R AR VR AT &
ARG P 25 1, BB TR A AR R S T 4 ) 5

GDCA 3 28 188 T AFIE 54 FH 40 BAT B 1% 3 1R 1 3844

GDCA FREE 4 i & {5 Bt I #oRAR AL

GDCA K RIIE 5 % & R RESF & Baseline Requirements %5k 8{ GDCA ] CP &Y CPS;
GDCA P M AT sl 5 it BLAEE o 145 BN RS B

GDCA {4} Baseline Requirements 2% & iE T3 AL 1R %%, BB A Bl 21k, BRaE
Hak8: 489 CRLIOCSP 15 B/

CPS TR ST I JEAT WE IR B AT H U IBHAS . BARTH: THENLBOE(E R, &
OB EVEEISOR . BUNAT Y SO B S A A 0 R R E H b
SR BB P

GDCA C&EATHE NG, W/ RGNk 2 .
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GDCA shall revoke a certificate within 24 hours if one or more of the following occurs:
1. The subscriber requests in writing that GDCA revoke the certificate;

2. The subscriber notifies GDCA that the original certificate request was not authorized and does
not retroactively grant authorization;

3. GDCA obtains evidence that the subscriber's private key corresponding to the public key in the
certificate suffered a key compromise; or

4. GDCA obtains evidence that the validation of domain authorization or control for any
Fully-Qualified Domain Name. IP address or mailbox address in the certificate should not be
relied upon; or

5. GDCA is made aware of a demonstrated or proven method that exposes the subscriber's
private key to compromise, methods have been developed that can easily calculate it based
on the public key (such as a Debian weak key, see http://wiki.debian.org/SSLkeys).

GDCA should revoke a certificate within 24 hours and must revoke a certificate within 5 days if one
or more of the following occurs:

1. The certificate no longer complies with the Baseline Requirements section 6.1.5 and 6.1.6;
2. GDCA obtains evidence that the certificate was misused;

3. GDCA is made aware that a subscriber has violated one or more of its material obligations
under the subscriber agreement and CP/CPS;

4. GDCA s made aware of any circumstance indicating that use of a fully-qualified domain name
or IP address in the certificate is no longer legally permitted (e.g. a court or arbitrator has
revoked a domain name registrant’s right to use the domain name, a relevant licensing or
services agreement between the domain name registrant and the applicant has terminated, or
the domain name registrant has failed to renew the domain name);

5. GDCA is made aware that a wildcard certificate has been used to authenticate a fraudulently
misleading subordinate fully-qualified domain name;

6. GDCA is made aware of a material change in the information contained in the certificate;

7. GDCA is made aware that the certificate was not issued in accordance with Baseline
Requirements or GDCA’'s CP or CPS;

8. GDCA determines or is made aware that any of the information appearing in the certificate is
inaccurate;

9. GDCA'’s right to issue certificates under the Baseline Requirements expires or is revoked or
terminated, unless it has made arrangements to continue maintaining the CRL/OCSP
repository;

10. The fulfillment of the obligations in the CPS is delayed or encounters force majeure, such as
natural disasters, computer or communications failures, changes of laws and regulations,
government actions or other causes beyond the reasonable control, causing threats to the
information of others;

11. Subscribers fail to pay the service fees after GDCA performed the obligations of notifying the
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subscribers to pay.

RAETHINEE, T GDCA UEHMRS RGP A IIET, #1401 CA. RA, B A
RS T COFEIRS RGeS IIE) AE I ATESS, R DU FAiE -
GDCA 5 RA. Z¥ A28 B & B KA U8
UETIRAER R A 2 A M T B A PR R A e A A 3
H T B R

w N

If the following circumstances occur, for the certificates using in GDCA certificate service system,
such as certificate using in CA, RA, LRA or other services entities (including equipment using
certificate in service system), GDCA can revoke the certificate:

1. Agreement between GDCA and RA, LRA has changed or terminated.

2. The private key of the certificate has been compromised or is suspicious of being
compromised.

3. The management consideration.

TEFT P i ORI PSR A 22 4 R A 1, BISZ EE 1 GDCA HEATHi «
SHF SSLITLS MRS #ZUET:, # L MER —Ta LIS, 75 AT UE PR
1E:

1. FEAE{T GDCA 550 b (fis 44 5 1P Hiuik 1) 1 A PSR B Fe Y (s R, sl
A4 VE WA R A A (R BUR) R B U RS . S L I & 22k
34 T BRI A A R

2. GDCA f351—/MERLFFUEF Bl FRIHIE — MR VEM IR T 1114

3. GDCA I THMIFERLZ1LZEAT, JFHARZHHADR CA TR IR S R4k

4. GDCA ZJUEFrBCR) O i sl iy s ¢ 1k, BRIE GDCA Clfiftth ek, 4kahgt
' CRL/IOCSP;

5. UEFIIHEOAR P AR B 23 T X L P R A I B B AT AN P S2 1 KU

If certificate subscribers discover or suspect the security of private key of the certificate has been
compromised, they shall immediately notify GDCA to revoke the certificate. For the SSL/TLS server
certificate, if the following one or several cases have occurred, GDCA also needs to revoke the
certificates:

1. The situation which of GDCA knew domain name or IP address in the certificate no longer
allowed been used by law, e.g. the right of registrar’s domain name has been canceled from
court or arbitration organization; or fail to renew the domain name etc.

2. GDCA knew a wildcard certificate was used for a fraudulent misrepresentation sub domain
name.

3. GDCA terminates the operation for some reasons and doesn’t arrange other CA to provide for
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supporting operation of revocation certificates.

4. Unless GDCA make special arrangements, GDCA will continue to maintain CRL/OCSP, under
the circumstance of that GDCA’s right to issue certificate has been expired, revoked or
terminated.

5. Technical content or format of certificate causes unacceptable risks for application software
vendor or relying party.

49.1.2. 1% CA iEPFHIBEERE Reasons for Revoking a Subordinate CA

Certificate

A WL RSO ) —FhEi 2 #, GDCA ZifE 7 R W CA IE+:

1. GDCA {3 T iLdf, IEHSIEH AP MK+ % CA RBTES] 7 #1%, s EAF&
Baseline Requirements &% S/MIME Baseline Requirements 2 6.1.5 5 }2 &5 6.1.6 13 [ #H
PR

2. GDCA kA3 1 HE-F#E 5 e

3. GDCA #ERIEHMZ R KBERT & Baseline Requirements Z3k, mid 2k CA KEEFF&
CP/CPS;

4. GDCA I\JYAEATHBIAE P CAUEF TP S BAUER . AR LEEA RSN,

5. GDCA i EMREFIEIZE, HARE5—% CA BRI AR HHIE 3 I 55

6. GDCA fk# Baseline Requirements 25 & iE T3 IR S R 3%, sl el 21k, Brik
H k244 CRLIOCSP 15 B

GDCA shall revoke a subordinate CA within 7 days if one or more of the following occurs:

1. GDCA obtains evidence that the subordinate CA’s private key corresponding to the public key
in the certificate suffered a key compromise or no longer complies with Sections 6.1.5 and
6.1.6 of Baseline Requirements or S/IMIME Baseline Requirements;

2. GDCA obtains evidence that the certificate was misused;

3. GDCA is made aware that the certificate was not issued in accordance with Baseline
Requirements or that subordinate CA has not complied with the GDCA CP or CPS;

4. GDCA determines that any of the information appearing in the subordinate CA certificate is
inaccurate, unreal or misleading;

5. GDCA ceases operations for any reason and has not made arrangements for another CA to
provide revocation support for the certificate;

6. GDCA's right to issue certificates under Baseline Requirements expires or is revoked or
terminated, unless GDCA has made arrangements to continue maintaining the CRL/OCSP
Repository.
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4.9.2. & SRAEPHHEE B4k Who Can Request Revocation

VB SRAE P SEA T P S TP . GDCAL & RlENU BB RIE N B e b4,
WRHTT + BLRTER A SR BERT B B ALY BEA (0 35 =07 ] AR SCE A5 W /AR 7%, 5 0
GDCA & L H il 13 -

The subscribers, RA, GDCA, or judicial officials authorized by judicial institutions can initiate
revocation. Additionally, relying parties, application software suppliers, anti-virus organizations and

other third parties may submit certificate problem reports informing GDCA of reasonable grounds to
revoke the certificates.

4.9.3. HEHTE K I3 FE Procedure for Revocation Request

4.93.1. 3T P 048 A4S 5145 The subscriber actively proposed to revocation

application.

Lo T R MIAUR S R SR F O R TR A S R R SR ) B A RO AR S A
OE=E/i
2. TEMHUMRAE PR HiE R824 GDCA, 1 GDCA e S -
3. GDCA $i2fit 724 /N BRUE P 408H FRIE IR 55, 31 7 el adad LR 77 X il :
® E-mail: webtrustreport@gdca.com.cn
® Hiif5h%: 95105813
GDCA R E|FHiE f5 24 /N P AL ER S FR G

1. Subscribers may submit the revocation request to the RA and the RA will verify the identity of
subscriber and the delegated party.

2.  RA submits a revocation application form to GDCA and GDCA completes the revocation
operation.

3. GDCA offers 24x7 certificate revocation requests service, and subscribers may request the
revocation of a certificate through the following ways:

® E-mail to: webtrustreport@gdca.com.cn
® (Call: 95105813

GDCA will process the revocation requests within 24 hours after receiving.

84



I senrmsnnmnas

GDCA

GDCA HE-FAEML S5 HM] (V6. 1 RO

49.3.2. T P ¥R B RES IEFR The subscriber is forced to revoke the certificate
1. 4 GDCA siiEMHLIE A CPS4.9.1.1 ATiAHH iy 75 BLHUES VT P FIAE 5, GDCA B¢

MR A 5N 52 AT DA I P &6 € I AR S 1 U IE 15

FEVEFEE 5, GDCA EE MR B & S 1772, EARIRAT . riESs, JE R
ZAT PR O AR B o R BERRZR T I, AL E S DL R, GDCA
XoF JRUEH I 5 4 38 3 Al HEAT A

GDCA $i it 724 /NI FRAIE 5 1) R AR 155 FH AL B IRURS o

BT FIENU . ST . B R LA S5 58 =07 R BAIE 1 AT REATAE ]
AR, GnFAEH B PREE I  E IR A . IR TR RIS AR A4 S, AT AN
I P 75 AT ) AR 1 -

® E-mail: webtrustreport@gdca.com.cn

® Hiif5h%: 95105813

GDCA Wkt Ja, 18 24 /N XTZIESS i) R i A AT I &, JF2E T DU AR

HER IR 5E A& 15 U IE -

(L Bkt i B

(2> HERLI ) LR BRI 26 ¢

(3) il R B R 1 S

(4) %t GDCA CP/CPS FILT F s 25 A S A3 ARG 175 0 5
(5)  BUTEAERIEAE.

When the GDCA or RA has a reason stated in section 4.9.1.1 of this CPS to revoke a
subscriber certificate, related person of GDCA or RA can revoke the certificate through internal
formalized process.

After the certificate revocation, GDCA or RA will use appropriate ways, including mail, phone,
fax to notify the final subscriber that the certificate has been revoked and the reason why to be
revoked. If we cannot contact subscriber, if necessary, GDCA will publish the information of the
revoked certificate on its official website.

GDCA maintains a 24x7 certificate problems reporting and processing procedures.

The relying parties, judicial institutions, application software providers, anti-virus organizations
and other third parties may contact GDCA timely through the following ways in case they found
any suspicious problems in relation to the certificates, such as private key disclosure or
suspicious disclosure, certificates abuse, the use of certificates to sign suspicious codes etc.

® E-mail to: webtrustreport@gdca.com.cn

® Call: 95105813
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GDCA will investigate the reported problems of certain certificates within 24 hours of receipt, and
will decide whether or not to revoke the certificates based on the following criteria:

(1) The nature of the alleged problem;
(2) The number and frequency of certain certificate problem reports received,;
(3) The entity making the reports or complaints;

(4) Subscribers’ compliance with the GDCA CP/CPS, the Subscriber Agreement, and other
relevant specifications;

(5) Compliance with existing laws and regulations.

4.9.3.3. B FINEIR S ML A S E 35S Revocation of electronic certification

service organization certificate

/

T GDCA HIARIE HFIHZIETS, GDCA HRIEA CPS H#l 2 v g & A s i 15 .
T B LS R4S R 45 GDCA I 2% CA R+, 204 i [H 58 Z65 5 F1 R il o It
PATHE .

For GDCA's Root CA certificates and Subordinate CA certificates, revocation will be determined
according to this CPS. For the subordinate CA certificate issued by a Root CA of OSCCA,
revocation must be determined and performed by OSCCA.

4.9.4. 15 K %5 FR 5 Revocation Request Grace Period

QPR B T e A R B S, U SR AL U S T AT i 5 8
NI AP SR MY o AU J5 DAL (4080 2R 2L AS BEHIT (1 48 /NN R

If key exposure occurs or suspected occurs, revocation request must be submitted in finding
leakage or leakage suspicion within 8 hours after key exposure or suspected exposure is found.
Revocation requirements caused by other reasons must be made in within 48 hours.

4.9.5. BT AE AR S LM b BB 78 SR RS BR. Time Within Which CA Must

Process the Revocation Request

GDCA AbFECES 1 =K 11 & /AR 24 /NE o

The cycle of GDCA processes revocation request is 24 hours.
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4.9.6. KT R EIE B ZESR Revocation Checking Requirements for

Relying Parties

GDCA R HEAE & IR, K77 nI7E GDCA 1Mk #4721,

GDCA provides online query on revocation status. The relying party can query on the GDCA
website.

4.9.7. CRL RAi#iZ% CRL Issuance Frequency

%+ H ROOTCA (RSA) iF45. GDCAROOT CA iE45. ROOTCA (SM2). GDCA
ROOT CAL IEHEE R KT CA P& KT 7k, CRL KAGH N 8 /it

Xf T GDCA TrustAUTH R5 ROOT k5. %X R5 # CA iE+45. GDCA
TrustAUTH E5 ROOT 25Kk (2 CA PSR HIAT e+, CRL &A1 24 /e, H.
nextUpdate 7B fR{EL AN HE H thisUpdate {E ) 10 KL .

X4 CAIEYS, GDCA K CRL AATFIHIN 12 4> .t h 4t CA ik,
GDCA 7EHIAY 5 24 /N2 I HE#T CRL, H. nextUpdate “7 BXffIE /AN i# Y thisUpdate 18 )
12U E.

TEHFIR B 200 T 7T LU CRL SEED A2 (B N 48 A& 26 AF RESE (R4E ), CRL 157
B A= 2 FH GDCA il 5 11 AT SRS HRE o

The subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CAl, the CRLs are issued every 8 hours.

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT, #1%
B 4% R5 #8 CA {E45, and GDCA TrustAUTH E5 ROOT, the CRLs are issued every 24 hours, and the
value of the nextUpdate field is not more than ten days beyond the value of the thisUpdate field.

For the subordinate CA certificates, GDCA updates and publishes certificate revocation list (CRL)
every 12 months. In case the subordinate CA certificates are revoked, GDCA updates and
publishes the certificate revocation list (CRL) within 24 hours after the revocation, and and the
value of the nextUpdate field is not more than twelve months beyond the value of the thisUpdate
field.

However, CRL can come into effect immediately determined by release strategy made by GDCA in
special emergency circumstances (assuming that the network transmission condition can
guarantee).
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4.9.8. CRL &AR KB H J5 i 18] Maximum Latency for CRLs

GDCA 1] CRL & A7 e Kt i i (B A R AT 2 S5 Y 24 /NP .

Maximum latency for GDCA's CRLs is 24 hours after release cycle.

4.9.09. ELXRASEWKT A Online Revocation/Status  Checking

Availability

GDCA [ 5 3T /= AR A7 42 4k 7F 2R UE PR 25 A 0 iR 55 . OCSP 1] |87 401 75 4
RFC6960 fI K, FFH A OCSP 55482541 . OCSP ik 55 4% 45 5 IEAE B PIR S FiLE
A —4 CA %K, OCSP Jik4s s iIIE 5 &% — 4 RFC6960 & X K ALK
id-pkix-ocsp-nocheck fH™ & 1 .

GDCA supports OCSP responses for subscribers and the relying parties. The OCSP responses
conform to RFC6960, and signed by an OCSP Responder whose Certificate is signed by the CA
that issued the Certificate whose revocation status is being checked. The OCSP signing certificates
contain an extension of type id-pkix-ocsp-nocheck, as defined by RFC6960.

49.10. FELREEMER Online Revocation Checking Requirements

M LLE TR ), GDCA A W B ATAT H UL RR .

GDCA #fit Get Al Post #7477 3\ OCSP Z Ik 55 -

ST FET, GDCA ZE/D 8 PU K H OCSP {5 5. OCSP i b ) 5 KA %04 10
Ko FT LR REFS, LRI H OCSP.

g CAEF:, GDCA #0412 A H B8 OCSP {55, Hif 2 CAEf
F, TE 24 /N A BEE OCSP {5 2.

X TR R FIEB PR EMIERK, GDCA AR “good™IRZ .
Users may feel free to inquire status online. GDCA does not impose any access limits.
GDCA offers the OCSP service using both the Get and Post methods.

For subscriber certificates, GDCA updates the OCSP information at least every four days.OCSP
responses from this service have a maximum expiration time of ten days. For the revoked
certificates, OCSP status will be updated immediately.

For subordinate CA certificates, GDCA updates the OCSP information at least every twelve months,
and within 24 hours after revoking a subordinate CA certificate.

GDCA does not respond with a "good" status for the request for status of a certificate that has not
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been issued.

49.11.  HEEERNHEHAMEATER Other Forms of Revocation Advertisements

Available

GDCA AR5 B HAh KA 2.

Currently GDCA does not provide other forms of announcement about the revoked certificates.

49.12. E4HH B E KR B E R Special Requirements related to Key

Compromise

B CPS 58 4.9.1 ML HIETEAN, 41T P 8 E LI AR 15 35 40 4 Ak s sl 3 m]
eV RS, A2 MBS ] GDCA H& HIE B i R

Except for the case described in CPS Section 4.9.1, when certificate key of subscriber or RA has
been or may have been lost, certificate revocation request must be made to GDCA immediately.

UEASIT 7 AR EE =J5 rI AR YA CPS [958 1.5.2.1 Tk R 773, 41Xf H1 GDCA
R RS M A IRAE, ) GDCA & HiE-Bas s 2 ks, a5 4ifd
LA T35 22 —TE B R B AR P X B AL B
> R ER I ALEHAS A1) CSR, FRAEdE H A TN “Proof of Key Compromise

for GDCA”; Bk
> EIER B EE A FAH .

GDCA W] 175 75 A 2 15 38 i HAth ik W AL BH 1 8 1R 7

Non-subscriber third parties may report a key compromise of an unexpired, unrevoked GDCA
certificate according to the contact information described in section 1.5.2.1, using one of the
following methods to prove possession/control of the private key associated with a certificate.

»  Submission of a CSR signed by the compromised private key with the Common Name “Proof
of Key Compromise for GDCA”; or

»  Providing the private key itself.

GDCA may allow additional, alternative methods that do not appear in this section at its own
discretion.

49.13. EPHEEAEE Circumstances for Suspension

AEH
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Not applicable.

4.9.14.  ERIUEFHEREK SR Who Can Request Suspension

AEH

Not applicable.

49.15.  H=HEIFERFAFREE Procedure for Suspension Request

ANEH

Not applicable.

49.16. EHEARIFRFRH] Limits on Suspension Period

ANEH

Not applicable.

4.10. iEFIRE RS Certificate Status Services
410.1.  BAEHEME Operational Characteristics

TP AT LG CRL. LDAP. OCSP #EHINEFRRA, Bk 75 sURIE R A AR SS BL 1%
K YU SR A A B A I S B R R AL FERE 7

X FHEEE BUETS, GDCA TEUET FHIRT AMIER HAE CRL A idk. GDCA
AR CRL AR 25 44 1IE i i i i %

GDCA Atk OCSP A 4528 H e id 3% -

Subscribers can query certificate status through the CRL, LDAP and OCSP. Certificate state
services described above should have reasonable response time and concurrency process
capability for query request.

For the revoked certificates, GDCA does not remove their revocation records from CRL prior to
expiration of such certificates. GDCA does not remove the revocation records of code signing
certificates from the CRL.

GDCA does not remove the revocation records in the OCSP responder.
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4.10.2. RS ATHE Service Availability

GDCA & fit 724 /N IE RS B AR SS, Hw i (Al AVE S 10 #0o BIFER2% fo
VFIOTEOL T, 1T Bef8 SERT SRS IE RS RS

GDCA provides 7X24 certificate status query services, and the response time is of ten seconds or
less. If the network is permitted, the subscriber can timely obtain certificate status query services.

4.10.3.  W[IESFE Operational Features

UEFRIRES 1 Ho A ATk ik 5577 91T M A GDCA fi5 %€ 1) CRL Hidik, il H k%%
LA RS, AUIF T E CRL BIAH:, HHATIEFRES A

Other optional service of certificate status for subscriber is using CRL address which is specified by
GDCA. The subscriber can query and download CRL to query certificate status locally through
guery system provided by the directory server.

4.11. ITTEE5E End of Subscription

PRCEY SNV TR

1. 9T P51 {EH GDCA SREEMIBUFUE I, 242517 GDCA $& HIE Pl (¥ H i
HIE R NAS CPS 27 4.9.3 HMIE . GDCA fEIET )G, R IITIEIT NIE
AL H

2. MUEBHRING NG, 1T/ RER SRS e, R I W4T NIERSE R

3. UEFH RO, A HEATUE R BT R, FoRiT AT AT N IE SR

The following conditions shall be deemed that the user terminated the use of the certificate services
provided by GDCA:

1. When the subscriber stops using certificate provided by GDCA, an application of certificate
cancellation must be made to GDCA. The application process is described as CPS Section
4.9.3.After GDCA revokes the certificate, it indicates that the subscriber’s ordering behavior
has been formally terminated.

2. After the expiration of the certificate, if the subscriber doesn't pay the renewal service fee, this
indicates that the subscriber’s ordering behavior has been formally terminated.

3. After the expiration of the certificate, if the subscriber has not carried out certificate or key
update, it indicates that the subscriber’s ordering behavior has been formally terminated.

— BRI PAEERA RO 2 5 ] GDCA (IEFIAEAR 55, GDCA FEfb#EILZ& 1135 5K
Jei s A SEEHEZAT P BOUE TR, R R CRL R A SR HEAT R Al s GDCA VEAHIC FE RS I
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5 WA IR I IR T T 45 o5 BIE S KA BT 7 Bt AT A

Once the user terminates the use of GDCA certificate authentication services within the certificate
validity period, GDCA will revoke the certificate in real time after approves on his or her request for
termination, and release in accordance with the CRL distribution strategy. GDCA will record the
process of revoking certificates in details and archive the certificates whose subscription is over and
the corresponding subscriber's data regularly.

4.12. BHER. M5 KE

Key Escrow and Recovery

412.1. BEHLER. B ERE KKK S54T8 Key Escrow and Recovery Policy

and Practices

%tF i ROOTCA (RSA) iF45. GDCAROOT CA iE+5. ROOTCA (SM2). GDCA
ROOT CALIEHZE K2k CA P K BT iE+:

GDCA ZERIT P b Afd AT P (1B E PR AR s 2 YT . 1T P il LAZ4E
GDCA AT AT A2 A5 44 B 0 A AR o T 25 4 AL BHE 2R T J (R 40 2% fl T
H C7k$H, GDCA X A EAH 5T .

TET P N A 50 B GDCA AT ) AR F A E B AL A R, IRl
R FHEHAPOMATER, HIEBIT P HEKE IS HHN, "TLAA GDCA # i
BRE NS, GDCA LR R B E R OIIE ., A, B2 P IS, N
VIS R R 25 B

UEPT I 3 N BRIT P B ATIRE , GDCA ANE321T P 4 s AT E FII A .

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1:

GDCA requires subscribers to generate signature key pairs by their own certificate carriers.
Subscribers can authorize GDCA to generate signature key pairs and other related operations.
Subscribers shall undertake the responsibilities by themselves for the losses incurred by the loss of
signature private key, and GDCA refuses to take the corresponding responsibilities.

The certificate subscriber's encryption key pair which is applied for by GDCA on behalf of the
subscriber is generated and also managed by Guangdong key management center. When the
certificate subscriber needs to recover the encryption key, the subscriber may apply to GDCA for
recovery. GDCA will accept the subscriber's application and help the subscriber recover his or her
encryption key according to the corresponding rules and procedure of Guangdong Electronic Key
Management Center.
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Subscribers shall keep signing key pairs by themselves. GDCA does not provide the key escrow
and recovery services for subscribers' signing key pairs.

X H GDCA TrustAUTH R5 ROOT iF45. #(%hIfX R5 @ CA iFf5. GDCA
TrustAUTH E5 ROOT 25K (12 CA &8 K IIAT P+

TP IR BT 7 BAT AR . T SRS XS B & iR A7, GDCA ZER1T 7 b2
A1 FH 5 2 R FIPS 140-2 58 — 20 ) R (1 2 s 2 3 R AAEH, SR 2 ORFE XS FARH T
ME—FHil. T/ A LAZEHE GDCA ARIT P AT A U ST A1 CSR. IFARHIE . EER 5%
it AR R AT P H 2K dH, GDCA St A K IL 54T .

GDCA MNRUETT FAVH A& MR IR 55

For subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT certificate,
i R5 R CAiE+ and GDCA TrustAUTH E5 ROOT:

The key pairs of subscribers shall be generated by the subscribers themselves. In case the key
pairs are to be stored in a cryptographic hardware, GDCA requires that the subscribers must use
cryptographic hardwares that meet or exceed the requirements of FIPS 140-2 level 2 to properly
keep the private keys, and must always keep unique control of the private keys. Subscribers can
authorize GDCA to generate key pairs and CSR. Subscribers shall undertake the responsibilities by
themselves for the losses incurred by the loss of signature private key, and GDCA refuses to take
the corresponding responsibilities.

GDCA does not provide key escrow and recovery services for the subscribers' private keys.

4122. SEBHNHESKEKRIEFITA Session Key Encapsulation and

Recovery Policy and Practices

FER PR FNEH LR B T FOREE TR E Y, BT EREAE BB AN
Xt E g, %328 N E AR R KE 2 1mE 9.

The session key is packaged in digital envelope using asymmetric algorithm. The digital envelope is
to encrypt the session key using information recipient's public key, then the recipient can use their
own private key to decrypt and recovery the session key.
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5. INENIA R BEMEEIEREH] Facility, Management, and

5.1.

Operational Controls

YIFEFEH] Physical Controls

5.1.1. Hihr B 584 Site Location and Construction

GDCA ISR 5 e 3% I8 T 21 b vHE S it -

The GDCA's building and data center shall be constructed in accordance with the following

standards:

> GBI/T 25056-2018 ({52 AR IEFINIE RS TR S HA R 2 A BARITE)

> GM/T0054-2018 ({55 ARG A NI AN ZIK)

> GB50174 (TR ARG vit M)

> SJIT10796-1996  (iTHMLHLES VG ShHIAR S AR AF)

> GB2887-2011 (TS s M)

> GB30003 (HLT i+ ML i T & Bl )

> GB50222 (HEFUA ERAE B it B KAL)

> GBS50116 (KK HahiihiE ARG st iie)

> GBS50057 (ML BLHHLTE)

> GBS5054 (iR fic i e i )

> GBA19  CRERIEM S 2SI it M)

> SUT10796  (THEALHLES IS SR B K AF)

»  GBJ/T 25056-2018 “Information security techniques- Specifications of cryptograph
and the related security technology for certificate authentication system”.

» GM/T0054-2018 “General Requirements for Information System Cryptography Application”.

» GB50174 “Code for design of electronic information System Room”.

» SJIT10796-1996 “Specification for raised floor of computer room”.

» GB2887-2011 “Specification for computer field”

» GB30003 “Construction and acceptance test code for electronic computer room”.

» (GB50222 “Code for Fire Prevention in Design of Interior Decoration of Buildings”.

» (GB50116 “Code for design of automatic fire alarm system”
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»  GB50057 “Design code for protection of Structures against lightning
» GB5054 “Code for design of low voltage electrical installations”
»  GB/J19 “Code for design Of heating ventilation and air conditioning”

»  SJIT10796 “Specification for raised floor of computer rooms”

GDCA LG AL T L T g XA LB, & — WA SE I e, HaBifg. Bk, Bi
Ky BiEEDRE, BEANLG @G A ME—R N A& RS, GDCA HLHLG5 1% IR DI fRE
B0 RSIX . BHEX, #EX. AKX AKX AN LA 6
BENFZAL X 350 o

The data center of GDCA is an independent building located in Shishan Town, Nanhai District,
Foshan City, Guangdong Province. The basic protection of GDCA's data center include:
shock-proof, fire-proof, water-proof, lighting-proof, etc., and with only one entrance and a single
road. According to the functions, GDCA data center divided into core area, service area,
management area, operation area, and public area. Only the personnel officially authorized by
GDCA could access the restricted areas.

5.1.1.1. AFEX IR, Public Area

AHXAFENL . KE, REE, §E&EE R 5%
Public area includes the entrance, lobby, security room and etc., deployed with various supporting

facilities and monitoring devices.

5.1.1.2. #1EX Operation Area

BRAEIGE RABRIE N GL VE BN B AR X, F5 2L ATDOUR R S A IEA AT BLEN
N Gk AR B H S AZJZ TR, IIrA ARG AR LR FH et o P B 4 5

Operation area is a working place for RA operators and administrators. Anyone who wants to enter
the operation area needs to use two-factor authentication.. Every access behavior to the operation
area has been well recorded. From this level of areas, all the walls are strengthened by high
strength protective wall.

5.1.1.3. B X Management Area

EHX A RA EHEHEG, CAEH, k. FilEh G, WREHE, HiEEH)
B, & RAM CAEHOL, Wit ML 224 R TAEX, R ARvrE B3 IXCHUE rE BN
AHEN, PR B 53 R A OO 3R B A IEA 7] AE

Management area is a working area for RA and CA administrators, auditors and network security
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officers, installed with the RA management console, CA consoles of management, issue, and audit,
and consoles of network management and monitor. Only authorized and specified administrators
have the rights to access this area. Enter this area requires two administrators to usetwo-factor
authentication.

5.1.1.4. R4 X Service Area

RS X FE 223 M LDAP RS %5, OCSP k5578 . RA FMHIRSS S4eik 4, H A
AR5 DX E TN e N, T S AN 3 0 [ s A I SOLERT 2% B A IE A 7] BAIEN o

Service area is installed with LDAP servers, OCSP servers, RA register servers and other related
devices. Only authorized and specified administrators have the rights to access this area. Entering
this area requires two administrators to use two-factor authentication.

5.1.1.5. 0 [X Core Area

b DR BRRRE, TR BBIN 1], E B 5% CA B4 %5 CA Bk
PRS2 KM BEHTEIRIRGS 35, W IRBURSS B L&, FA YRR KA [
DCSRHEN T L7 S P I R U 3 B T A T LU . AT 20
B[, fURE R

Core area, a shielding zone with high strength steel security doors, is mainly installed with CA
signature servers, CA database servers, KM key management servers, timestamp servers and
other core devices. Only authorized and specified administrators have the rights to access this area.
Entering this area requires two administrators to use two-factor authentication. The password ark
for storing confidential information is also placed in the core area.

5.1.2. YIE ] Physical Access

GDCA WL N 9 BT %A BT TR R G 1 MBI ANSRE RS, X T14E R gt
ATiEARE, SERHEREU ARSI BURE, IR TIEE R G EAR . 2 R G RE LI BRG]
SRl AT ENIRE . TAEN ST S R0 R s G180 aekt, JF Hit
HY T8 [ THRAT I TR C SR ATAR SGAE B AR, 55 X S5 A% 00 X 75 28 3 A B 0% R A P
R R AR SUE R A T ABEN, HL5 AR SN B AR, A X 1450
SKHHATREERAR, R RO

In the data center of GDCA, it has 9 doors installed with electronic access systems and one
physical intrusion alarm. The electronic access systems are monitored, with real-time access
records to set permissions of access, and can set an alarm when the doors are opened over time.
The staff is required to use the identity card and fingerprint to open every door, and each access
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behavior has been recorded with time-stamp and related notice. Enter the service area and core
area, two administrators need to use ID cards and fingerprint identification at the same time before
entering the room. According to daily working specification, the specific personnel will archive the
access records on a monthly basis, and retained for one year at least.

YRR el P ) G 4R J LA I T -
a) ARG BHIFZIEEE . TENRF LS R R G S DL BIREUE 2
AR, g R I DR AE BN
b) WERG: MRAEEMANEEAN AEIEHE FBIIFIT. AR RN I T4 578 1 DL 8
NLfil R AR R G R RS TR HIREAE .
) MIERG: SIVAMYIENRE RS AEHAIICE MG EIE RS, 24X
FIREAE X IRAT 7724 /NS ARIWT A . BT AR R 2 6 M H, LA,
Physical access controls includes the following aspects:

a) Access control system: It is used to control access to the doors on each floor. Staff needs to
use identity card with a password or fingerprint to enter and exit. Entering or exiting every door
should have the time records and related notice.

b) Alarm system: Alarm system will be triggered by any illegal intrusion, unauthorized opening,
long time opening and other abnormal situations. Alarm system can clearly identify the alarm
location.

c) Monitoring system: video monitoring system is working with access control systems and
physical intrusion alarm system. The monitoring system is responsible for continuous
recording the restricted area and operation area within 7*24 hours. All video records will be
retained for at least 6 months in order to future inquiry.

5.1.3. 22} 3% Security Monitoring

WAL B TR OR 2 % R ESR, AW RGBT 2500 B
RN T 2 48, UPS Rl =48, MBIl 1 R 40, B WU 240, IR
Wy &2ge. WKW TR W12 NETRG. BGREET RS R
B WUAIRBRRGL . 220 RGUIRGLEEAT 7*24 /NI SEIT I, Dol R =12, 5
R R, IARIC R R Dy 6 M HLE.

According to the requirement of data center power and environment security monitoring system, it
includes electronic detection subsystem, UPS detection subsystem, air conditioning equipment
detection subsystem, fresh air machine detection subsystem, temperature and humidity detection
subsystems, water leakage monitoring subsystem, fire control subsystem, access control
subsystem and image monitoring subsystem. The system carries out real-time monitoring of
infrastructure equipment status, data center environment condition and the security system status
within 7*24 hours. In order to meet the need of fault diagnosis and post audit, monitor records will
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be retained for more than 6 months.

5.1.4. Hi, /75 %% Power and Air Conditioning

AN R PR TT s ARt . — B S L, BCEA LT IMRCHEALE, B
Dt BA ML BB . SHIBTE RSt b RH T ANt HL & 48 UPS, Al dig it
KT 8 /NIRRT HLG5 XK T B bt SEEUMLAE., RS as. ML i &5
REEREAN TR .

The data center uses dual power sources and a diesel generator for supplying electricity, and has a
specialized electronic distribution room. The GDCA data center is equipped with independent
power distribution equipment and the lightning-proof system. The data center area is supported by
uninterruptible power supply which can provide more than 8 hours extra power. The data center
area also takes anti-static to protect cabinets, servers and network devices.

BLG5 72 R FH AP PR as LA, S A X AP RES LA TS B AE TR . B3 12 1R
300kcal/h m2 # it 5. HEE/LIHEE: 35°C: AFEIMEIHEE: 0C; M5
BWNEIHRE: 224°C, MXEE: 5545%/h o [Fif, YUEZE THRNAS, SHl5EsE
ATH, RAEHLGS A 23 0 SR T IRV IR D R L e 2 08 ¥ ) SR 5 ) R

The data center’s air conditioning adopts air cooled condenser unit. The air cooled condenser unit
is placed in the attic outside of the data center. According to 300kcal/h * M2 heat load, outdoor
designed temperature is 35 Celsius degrees in summer and 0 Celsius degrees in winter. Indoor
designed temperature is 22 +_ 1 Celsius degrees and relative humidity is 55 + 5%/h. Meanwhile,
the data center is installed with a fresh air system for ventilation to ensure air quality inside and
solve the problems of fresh air supply to meet the demands of specified air cleanliness, etc.

5.1.5. 7K B BivE Water Protection

MBI KEXSHUES (B, GDCA FENLS 22 i = N B B IR KIRE R 48 TRKIRE
R 2 e 2 A R e s, — BORAEK SIS, @A RN RN, S it . R AE
W AN VY HE KR Stk — EUR AR, JKBESZEDFRE S 25, JEX AT A A E B
et P AL

In order to protect the data center from water disasters, GDCA set water leakage alarm system
inside the air conditioner room of data center. Once the flood is detected by detection ropes
surrounding the air conditioners, the system will alarm immediately and notify related personnel to
take emergency measures. At the same time, the data center is installed with a drainage ditch and
a drainage floor along the periphery of the wall. Once the flood has occurred, water can be drained
immediately, and all exterior windows are sealed.
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5.1.6. KRB Fire Prevention and Protection

GDCA M3 N 2% XIHIR T 1 I AR R JCR RN 2% IF 238 1 KR B el R4
RARBEKKARGE, SRGRA A T UM 238 (E =H R 377 3

FEEIRET, BB XA KERS, JORIE T 2532 BB XL K KR
BA5 SR LRI SN E S . 2l 30 AP [AIRERT, KRR EEHIELE S, B3k
ARG, AR, B SIS RUE DRSS R BHE S, B X AT TR, B A SR .

The data center of GDCA uses smoke and temperature fire detectors in each area, and installs the
fire automatic alarm and gas extinguishing system. The system has three operation modes
including automatic, manual and mechanical emergency.

In the automatic mode, when protection district is on fire and detected by two independent alarms,
fire alarm controller will immediately trigger a linkage signal. After 30 seconds’ delay, the fire
extinguishing system will be turned on. At the same time, alarm controller receives feedback signal
from the pressure signal device, and the door light will be on in protection area in order to avoid
personnel strayed.

AP X aE AN LR, T RUEN B X TN a0 B shEHoT K, RGH
BRSBTS, L XA KER, BRSO MIREE S, Ak
55, HMEYEN BN KCE, $5 bl e X /MR 2R sh% . B nl SRS
ENARGE, ORI KGH

A TARIRNAK RN, ATBE AR A SEIA UM, SR A1E 5 3.

When the staffs work in the protection area, the automatic/manual switch outside the door in the
protection area can be used to turn the system from automatic into manual. When the protection
area is on fire, the alarm controller only sends the alarm signal and waits for operator to confirm,
operator can press the control panel or shatter emergency start button in protection area to activate
the system by using gas fire extinguishing agent.

When automatic and manual modes both fail, operator can activate mechanical emergency
operation in the ampoule storage room.

5.1.7. A R 4% Media Storage

GDCA X E Ay R AF RORUE B A2 B ks Bk BiiE Bl BiJssh. B s
B BRI SRR AT R SR T A B iEm M A B & s B
SRS T XA R AR

GDCA meets the following physical media storage and use security requirements: fire-proof,
water-proof, shock-proof, moisture-proof, corrosion-proof, pest-proof, static-proof, electromagnetic
radiation-proof, etc. and implement media usage registration, media copy protection, information
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Confidentiality and other measures to achieve the security protection of the media.

5.1.8. R Waste Disposal

= GDCA AFHI4RGK SO AR AL AN 7 ZE B A I PR L, A ZBUR S i 4
8 R BRI . FRS R ANE TR S B A A A BRAE AT IR AL B AT AR S 1) i e 32
BT RS H AT A I AT D B AR B

The written documents and materials of GDCA shall be destroyed when they are no longer needed
or exceeded the expiration date, and must not be recovered. Cryptographic devices and media with
sensitive information will be initialized and physically destroyed by using manufacturer’s method
before disposal.

5.1.9. R4y Off-Site Backup

GDCA AL T st Bl & iy poe, AEFI LTI X et R Gu it . o T H S A
AN A AR S AT SRR R A

GDCA has established a remote data backup center. It backups the core system data, audit log
data and other sensitive information by the specialized software at off-site location on a daily basis.

5.2. FEFF$E#] Procedural Controls

5.2.1. A& £ Trusted Roles

f£ GDCA Ut FYIEIR ST IERE T, BEMAT EREMIIES AT . (R &2
AR S50 S B PR A AL 7 GDCA MUNTTE Mt XM O BIREART: %
PAMEE RSN EEANG. RAEEAR, LT AG S EHEN R LV EHREAN
15, BRI ALAAFRANER L GDCA 1 bd Az it B i

In the process of electronic authentication service provided by GDCA, a person who can essentially
affect the processes of certificate issuance, usage, management and revocation, and other related
positions which are involved in key operation is considered as trusted roles. The trusted roles
include but are not limited to: key and cryptographic equipment administrators, system
administrators, security audit administrators, business administrators and business operators, etc.
The specific job names and requirements shall be subject to the GDCA job descriptions.

5.2.2. TS = ER A Roles Required per Task

GDCA £ F A 55 JUVE Pt SIS AR 55 BEAT P A% 1, BUBRATE R ZE 2 DA tudh
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[Fl5E s, Bilin:

1 EPIRER B MR 72 5 DAE AN 3 AL e

2. IEBBRERGN)GGHRME: FEIDRGEHA R 2 DAE N AILFEERK
3. HRRMEKIET: @E 2 AE N AILFEE K

GDCA strictly defines the controls of core missions in specific standards. Multiple trusted roles shall
be required to jointly complete the sensitive operation. For example:

1. For operation and storage of the key cryptographic equipment, it requires at least three of five
trusted persons to operate.

2. For background operation of the certificate issuance system, it requires at least two of three
trusted persons to operate.

3. For review and issuance of the certificate, it requires two trusted persons to operate.

5.2.3. FMAEAKRDEXR Identification and Authentication for Each

Role

GDCA Jirf AH A5 Mt AR IR N AR 225 — @ A PP I 48 1IE » %5 UERE f3 £ GDCA
AN BRI P B 2% 1 B E

All current staff who undertakes the trusted roles in GDCA should pass certain accreditation
process. This process is set out in the GDCA personnel management regulations.

5.2.4. FEHFR/BH M Roles Requiring Separation of Duties

NIRUE R G %4, BAEAE A B JE N, Bl GDCA Al 5 A ol AN A i A48
f£. GDCA HHTHRTT /B e, AIEEARR T FoM .

a) EFL %2

b) UEF5E CRL 25k

O ARG LRS54y

d) CAZHEH

e) A
In order to ensure security of the systems, it should follow the trusted role segregation principle that

the trusted role must be assumed by different personnel in GDCA. Roles requiring segregation of
duties include but are not limited to:

a) The acceptance of the certificate businesses

b) The issuance of certificates or CRLs
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c) System Engineering and Maintenance
d) CAkey management

e) Security auditing

5.3. AR Personnel Controls

5.3.1. e ML RER Qualifications, Experience, and Clearance

Requirements

GDCA X & H I {5 A 1t TAE N G2 R B A BER
Hg RIS TS .
A E R R A GDCA 45— 2 HF S B B
B¢ GDCA G KL A E G BE R .
HA RN NRIT . B7% SN 5T LR R R AT i ML Z2 )
H4% RAFI BN AERE
THFALIR DR
SRBEANAZ L B B AR N L A B A ARSI TAR A5, 8B 1 GDCA AHIG 1B
WIRIERZ 5 77 e B

N oo g M w D oE

The qualification requirements of person who undertakes trusted role in GDCA are as follows:
1. Good social and working background.

2.  Complying with state’s laws and regulations. Obeying GDCA’'s unified arrangement and
management.

3.  Complying with the GDCA related security management norms, regulations and specifications.
4. Having good personalities and working attitudes, with good working experience.

5. Agood team player.

6. Noillegal and criminal records.

7. Staff in key and core positions must have related working experience, or pass GDCA's related
training and examination before they start their work.

GDCA ZER7e 2 n 5 M iy N 52 2D b iU 4 Bk RIS SOt AR A TERY
M CA Iz AT I E M TAE . RAT ML KA R IC K5

A person required by GDCA as trusted role personnel must have loyalty, trustworthiness and
dedication to work, without other part-time work that affects CA daily operation, no major bad
records of this industry and etc.
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5.3.2. B R #FEEERF Background Review

GDCA =i 54 FHBUM R MM AL S 1F,  FE B vl {5 A TR SR A

B A BRI G AT RS RN IR AT A B 0 5 1 [F) mon) HadEAT 1 R A . 5 50l
B S E AP ESR, A AR A7 AT N RS 1 SRk
AT e TR A R AT B, R A G, 3T N R 55 S
A% S

GDCA may collaborate with governments and investigation organizations to complete background
review for the trusted roles.

All employees who are trusted or apply for shall have a written consent that they must go through a
background investigation. The background investigation complies with laws and regulations. The
content and method of the investigation, officer engaging in the investigation shall not violate the
laws and regulations. The background investigation will be conducted legally, in which background
information of employees will be checked through the organization concerned.

HWRIFAED N BEAHEMERE,

AP AN TR, BOLHEr:, #E, 2 RATHKRE,

SR AR S A AT H SNSRI XEARIC S, R R RS 4
Bo X T ATHEAEUE 55 A5 8 g L ATHEAT 41T 1 7 o
Background review including: basic review and full review.

Basic review includes reviewing work experience, job recommendation, education and social
relation.

Full review includes reviewing criminal records, social relations and social security apart from
basic review. Full reviews must be carried out for key roles that involve with publicly trusted
certificates business.

WA

a) NZEERTT SR BB GRS NBEREF LA . SR EEI R 50kl BT fRmiss
PrYeMVIESS . ZEAAEFS . B IE S B ISR AH A RGIE R

b) NFHEI A G Eea. Mg, LU 00 AR SRR S MRt AT 2
SE o

OETFMAET, XA THERMAR, ATAERIEL SO ATE N 5%

® (ARG SLE R AT

fis BIAS AT FE N B3 RE s
il FHARVE I B IE BT B 22 1 AR AR 5
LA A = AL HIAT .
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The review procedure includes:

a)

b)

c)

d)

e)

The HR department is responsible for confirming candidate’s personal information. Candidates
should provide the following information: resume, the highest degree graduation certificate,
degree certificate, qualification certificate and identity card and other related valid certificates.

The HR department identifies the authenticity of the information provided by candidates
through telephone, correspondence, network, visits and other forms.

In the background investigation, if GDCA finds the following circumstances, GDCA can directly
refuse qualifications of trusted personnel :

® There is fabricating facts or information

® With evidence of the unreliable staff

® Use illegal identification or education, qualifications
® The behavior of serious dishonesty in the work

The HR department checks candidates through on-site assessment, daily observation,
situational test and other methods. Appropriate arrangement is made according to the
investigation result.

After the review, GDCA signs a confidentiality agreement with employee in order to restrain
employee not to reveal any confidential and sensitive information of CA certificate services. At
the same time, GDCA will also be in accordance with the relevant organization regulations of
personnel management and make job examination on in-service staff who assumed trusted
role, so as to continuously review these employees’ trustworthiness and working ability.

5.3.3. FEYIESK Training Requirements

GDCA MR A5 M I HNL TR, 4 AR R ATER I, LR AR IIN AT
GDCA iz Bk R

GDCA AR R

GDCA 4 FLA IS AHL

EIRDA AN S -

PKI ZEAl AR ;

B 3 B AE A A% SR AR T+

104



[] SR RIXZIRIGBEIRDE
m (RO TR e Secun ity AThonityg Coe Lo GDCA %%‘U\‘L[E—\J_k%%m)rlu (V6. 1 ﬁ}i)

5 eI SR 45 3 kA 3

CP. CPS B M AHRARHEFIRE

GDCA BB HilJE KI5
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Based on the requirements of trusted role, GDCA gives the corresponding pre-job training. The
comprehensive training contents are as follows:

® GDCA operation system

® GDCA technology system

® GDCA security management strategy and mechanism
® Job responsibilities requirements

® PKI basic knowledge

® Authentication and the policies and procedures of audit
® Disaster recovery and business continuity management
® CP. CPS and related standards and procedures

® GDCA management policies, systems, measures, etc.

® The laws, regulations, standards and procedures of electronic certification service in
China.

® Other needs of training

GDCA 4 51 T2 IMEH I LT AR IFAF RS, X T28K SSLITLS HRES 48 UEF5 A1
AASZEZ UL ERE A Z 01, B AT 408 551 37183 Baseline Requirement
LR BN AZ I LA BT AU L B K o

GDCA keeps a record about the participation in the training. The operator and assessor who issues
SSL/TLS server certificates and Code Signing certificates must pass the training and reach the skill
level required by Baseline Requirement which engaged in this work before starting the work.

5.3.4. BRI FRIMESR Retraining Frequency and Requirements

X7 A S A OB AR E B A O NG, BELAIEDEZ GDCA A
— o MTWIERGEEM KM NG, FEEDPAT— U B REFATRER I . 1E4h,
GDCA KRIEN RG T HOE TR ETIR, g I EESR N L AT gkt I
For persons acting as trusted roles or other important roles, they shall be trained at least once a

year by GDCA. Related personnel for operating authentication system should have the training of
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relevant skills and knowledge at least once a year. In addition, GDCA will provide ongoing training
for employees irregularly according to system upgrade, strategy adjustment and other
requirements.

5.3.5. TR B MIFF Job Rotation Frequency and Sequence

GDCA FEHR N 5 1) AR b A7 56 0 SRR K A s AN LR PR 22 7 B SR 17 1) o

GDCA will define and change the Job rotation cycle and the sequence based on the organization
security management strategy.

5.3.6. FIFBUT HEI4EF] Sanctions for Unauthorized Actions

AHIERN ARG EGE AR GDCA R48. BRAFVIRIL S SE R O,
GDCA — £k, KL R IZ N RS EFS . RN 2 R G RBUR, JFLIZA
ARBBAT G T EAE, SEitixTiZ 4 N\ R IERAE . T3 TR DU RS RIVERL
(AL USEIE ST )il

When the circumstances that in-service staff use GDCA systems, perform authorization businesses
without or beyond the permission, once the above circumstances are confirmed by GDCA, we will
immediately revoke the login certificates and simultaneously terminate the system access
authorization. GDCA makes the implementation of the official notice criticism, fine, dismissal and
submit judicial institutions and other measures depend on the seriousness of unauthorized
behavior.

5.3.7. ST A2 NFIESR Independent Contractor Requirements

T A& T GDCA MU AES TAE N 51, (HA S GDCA M. 554 5k TAERIanl 5570 32
UL S5 N BE B BN SO 25407, GDCA 48— 2RI T
o ARG REH,
® GDCA #=ftg— 1 g A Il S AR IESR, 55l A A A5 EARR T GDCA
LS 32 AT L7 AE Y S5 R

For persons who do not belong to the GDCA but participate in the relevant works for GDCA
businesses, such as business personnel of business branch organization, management personnel
and other independent contractors, GDCA has requirements are as follows:

® Record management of personnel profiles

® GDCA provides unified training and retraining, includes but not limited to the GDCA
certificate acceptance rules and electronic certification business rules.
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5.3.8. RAE R T AR Supplements for Personnel

FERF ISR I E], GDCA ity b1 LRI I SO AR EA R T BUR LK

GDCA 51 T Fi;
GDCA EF5 5 HL3-PAEME 55 HUW AT A ) DR R
GDCA AR 5 30H4;

GDCA R A B 53 4 55
W ERERAE SO, AL I 55 HE SR A RN R AR 52 77 58555
GDCA ‘& &= #lH| 55 .

During the training or retraining, GDCA provides training materials including but not limited to the
following categories:

® GDCA employee handbook

® GDCACP, CPS and related agreements and standards
® GDCA technology system documents

® GDCA job descriptions

® Internal operating files, including business continuous management, disaster recovery
programs, etc.

® GDCA security management regulations

5.4. FHiHERER Audit Logging Procedures

5.4.1. B R EH 28R Types of Event records

BT KAEAE GDCA [WE K2 A S 2l RAEF THIRER R SR, Al 7E B A
TS . XL, NeRFIEREE ARG AZIER, #RZEE L TER:
1 FRAER H AT E]
R TS
IS NIESLE
GNP SY
WA SE,
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All major security incidents occurred in GDCA will be logged in the audit trail records, and will be
made available to qualified auditors for review when necessary. Regardless of manual or automatic
generation, these records should contain the following information:
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1. The date and time of the event
2. Sequence number for the record
3.  Type of record

4. Record source

5. Event recording entity

XL EANR T

1 A AN RS EE, OISR &0, A WE . R 0.
IERS . AR, AL ER 4

2. UEEd AN B, SRR R, k. B, RUEEE

3. A% MELEHEM, WO RIIBARIIVI CA RENES), R4 HFE
AR HESE, RO

4. BEERZEREHICKNZERT,

5. ARGUHRFFHMT, WHAGPURMAIE. ME, WRESBHCHN;

6. CA WifIVin, GHREHAN Rt CA i, JFHRAUN Rk CA Bt 55 AH
P

7. WENREHEILS, GERGBIRMEIE. MR AR E .

These events include but not limited to:

1.

Management events in key’s lifecycle, including generation, backup, storage, recovery, usage,
revocation, archiving, destruction, private key leakage, etc.

Management events of certificate life cycle, including application, approval, update, revocation,
etc.

System and network security events including: successful or unsuccessful access attempts for
CA system, logs generated during the daily system operation and system updates etc.

Security events recorded via information security devices.

System operating events, including creation or deletion of permission, configuration or
modification of password.

Access to CA facilities, including the access of authorized or unauthorized personnel and
attendants and other relevant records.

Management record of trusted roles and personnel, including system access application,
deletion and modification.

5.4.2. AR H B #I A B Frequency of Processing Log

GDCA % HHHT — R H EIRER A3, /2 iE e BUR e AT, B RIE
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GDCA carries out log tracking process on monthly a basis, reviews the violations of policies and
other major events, and analyses the certificate issuance system logs on a quarterly basis. All the
audit logs are checked and reviewed by specific personnel regularly in order to discover the
significant security and operation events and take corresponding measures timely.

5.4.3. #HiH H EHRFHIFR Retention Period for Audit Log

GDCA ZE R4 H T INIEAR S s T H &, s R s it H B2 A, R
IRy T2 A VAR R RUG 4E.

GDCA saves electronic certification service audit logs properly. The retaining period of audit logs in
database is at least two months. The preservation limitation period is ten years after the date of
expiration of the electronic signature certification.

5.4.4. # i+ H E KR Protection of Audit Log

GDCA i i+ H AR B, IF HSel by, Horh eds - o i s 5
BEAHEAE S . GDCA HAT ™K M B AIZ B ) iR Pl 16, AR OR A BN B4 RE
BOTIX S AU, JAEREAUNTI R B B IHBR SR A

GDCA audit logs are stored in the database with backup, including audit information and event
records in related documents. GDCA carries out strictly the measures of physical and logical
access control to ensure that only personnel authorized by GDCA can be access to the records
being reviewed. These records are strictly protected from unauthorized access, reading,
modification and deletion.

5.4.5. #Hit H FE LA EF Backup Procedures of Audit Log

GDCA s T+ ERER OIS fraz 48 N GUATe T N B3 H BEAT W T H S AT T SOR A
P8y o TS SORS LA 58I ) o U R R SR I i A A 5 A U 22 4 PR SRS PR A

GDCA'’s audit tracking documents are carried out by the operation and maintenance team and
auditor for the archiving of audit log and audit documents monthly. All documents including the
latest audit tracking documents should be stored in secure disks and stored in a secure document
library.
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5.4.6. HIFKEE R4 Audit Collection System

GDCA (8 it H EWEE KRG K -

1 EPREHARS
K R 55
IEHH R RS
TRRIEAE R4S
IE 2 RS
Vi R 5
WS B P e A B R A
HAh 75 T RS
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The GDCA Audit log collection system involves in:
1. Certificate management system
2. Certificate issuing system
3. Certificate directory system
4. Remote communication system
5. Certificate accepted and approval system
6. Access and control systems
7.  Security system of website, database
8. Other systems considered by GDCA for necessary audit.
GDCA i FH i v T H @ hh ik R G0 o 1) 5 K

GDCA uses the audit tools to meet the requirements of the system audit described above.

5.4.7. X S EA SRR Notification to Event-Causing Subject

GDCA KU I G, LB AT N, R EVEal Ve NI Med
R B RIBURH ST S Tt AR o R Uy 5 AT D9 R BB A5 DI W e Bl 2 L TR A
55 BT FEHR A PR T

GDCA I RLHRE f& 50 3 B AR I SR BEAT I8 75

When GDCA detects the attack attempts, it will record the behaviors of the attackers and try to track
the attackers within the laws. And GDCA reserves the right to take appropriate countermeasures.
According to the attacker's behavior, GDCA takes actions including cutting off the open services for
attackers, submitting the evidences to jurisdiction and etc.
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Whether to notify the attackers or the perpetrators is decided by GDCA.

5.4.8. WE TR Vulnerability Assessments

CA ZAEFRIEBUR. BRNE BN BERALE SN BT 9 104, &
T AT LASRAM ISR, KN oRAh, & T A ATGREMOHESS41T, GDCA RRFEXS RGTHEAT
MegstEvrs, VARR Ratiatr i X .

CA security program carries out timely weakness analysis according to the changes in policies, in
technology and management, and other major changes. The weaknesses should be remedied
immediately. If some weaknesses can’t be remedied, GDCA will launch system vulnerability
assessment each year in order to reduce the risks of system operation.

55. gx&IAR% Records Archival

5.5.1. JHR%IE FHISEH Types of Records Archived

GDCA Xf LA F LR EAT IF R I3, AR EAR T
1. IEBRGE RN,
2. IEBHREBHAYSIZR;
3. UEPHIE SRR, IEBRSHAERIEL SR, ST G
4. HIHEF;
5. UEFSREE. AU U SR
6. LR, GFEARTERMAE., FH. ISR
7. BRHMB. NEVEAESOR
GDCA archives the following events, including but not limited to:
1. Certificate system constructed and upgraded documents.
2. Certificate and certificate revocation list.

3. Certificate application for information, information about approval and rejection of
certificate service, the certificate subscriber agreement.

4.  Audit record
5. Certificate Policies and Certification Practice Statements.

6. Employee information, including but not limited to background investigation, hiring,
training, etc.

7. Various external, internal documents of the review and assessment.
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5.5.2. A4S HIFFHIPR Retention Period for Archived Records

PR AL, HOREREAFEK . X+ RERIEFAN R G % 2F D
53¢, FLIFRE R OR B 31 56 i 22 A e S5 VE VP Al B — B i
L XTI PEBA G A RS PR R AR, /B 10 SERL L.
2. X CAEFAE A ar A A E B F AR RS, AR IR A>T CAAES
A B A e A 3
3. AERR AR OR B IR A D FHIEAS R AR 10
4. CAEHME TR CA MBS A A W2 4k, AOMRE 10 4.

For different archived records, the retention periods are different. For system operation event
records and system security event records, the archives will be retained to complete the security
vulnerability assessment or audit consistency.

1. Archiving for management events in subscriber certificate life cycle will be kept for more
than 10 years.

2. Archiving for management events in CA Certificate and key life cycle will be kept for not
less than life cycle of CA certificate and key.

3. Archiving retention period of subscriber certificates will not be less than 10 years after the
expiration of certificates.

4. CAkey and certificate archiving will be kept for 10 more years after the end of life cycle.

5.5.3. AR SCABI45-37 Protection of Archive

B T ERER ORI ORI E LT Z T AR PR U] o HL PR SR ORI B 2 45 i
ITRY, FF BAREE — /NS BRAEIF L, R GDCA KL BN 53R LA ] .

Protection of audit tracking documents will be illustrated in detail in the following sections. The
archived media is protected by physical security way and set an entrance with restrict
authorizations, and only business administrators of GDCA have the right of access.

5.5.4. TR &4 F2F Backup Procedures of Archived Records

T RGBT IERACS, AT, S0 T A

XEF I AR TR, AR BT, (H R RO R A HE Tt R IEH 2 21k

FITA VAR ) R SO RIS PR T ORA77E GDCA FIA- e, B AE R R A7 LA 1
AAA IR 17— R U B B A R B i T 3, SANFAN RS B H. . A P i)
TAEN ASAE B MG OL T, A REXT R R AT R . GDCA f£ % 2 pLH_E AR UESE
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Electronically archived records generated by the systems will be backed up weekly. The backup file
willalso be stored off-site.

For the written archiving data, they do not need to be backed up, but some strict measures need to
be taken to ensure the security.

All the documents and data archived usually are stored in the main storage site of GDCA. If
necessary, the backups will also be saved in the offsite. Archived database is generally isolated
physically or logically, with no interaction with the outside. Only authorized personnel or others
under the supervision can conduct the operation for reading the files. GDCA provide mechanisms to
protect archives and backups from being deleted or modified.

5.5.5. O B E K Requirements for Time-Stamping of Records

GDCA HJfr A HE#A I ECR, 2 hERfE N R F LIl RER S 3.

All the GDCA records are labelled with time, and the time will either be added manually by the
operators or automatically by system.

5.5.6. JAR4WCEE K 4t Archives Collection System

GDCA i THEREFAS UL EE RGAEAS CPS 25 5.4 T hETEA UL .
53 B AR KR A ANZ AR 2 AR IR AN B T GDCA R4
GDCA audit trail collection system is detailed in section 5.4 of this CPS.

Storage of separated media data storage and archiving of its security storage are not included
in GDCA system.

5.5.7. FRASFLIS JHRY 15 BIFERF Procedures to Obtain and Verify Archive

Information

GDCA (14 it BAEgE N Rl R GDCA HEHME 21 2 M. 1E3RTG5E
BRE R, ZI0IX 2 AN DUBEAT FL#K

Security auditors and operation and maintenance team of GDCA retain 2 copies of the GDCA'’s
archived information respectively. While obtaining the complete archived information, comparison
of the 2 copies shall take place to confirm the integrity.
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5.6. HTFINERFZHAZEHREE Key Changeover

FEUEFS 2 LT, GDCA K42 FEIE 5 S5 B P 0 52 0 AR 25 AR EAT B 3, AR R IRIE S
FERATHPI AL BUN, P AR 42 GDCA ST Y1 B TE . CA &8 B B L A1 LA
e
1. fE CAUEF A A ML AT 15 L RS R BN NGRS, BIRAE CA MIIEB RN BTy

N YAE T A R
2. (EAEIRZREI N HAE-PE EAE BRI, 4k CA R K CRL, HEIHG

— ik NE i A
3. AERCRIAEEE CA BEEHXTI, TR IHE S BRI
4. I RATHH) CA UETS.

5. WA AR A, R, AHIUEEAE.

Prior to the expiration of certificate, GDCA will replace the root key in accordance with the provisio

ns of CP, and generate a new certificate. When generating the new key, specifications of GDCA
key management will be followed strictly. CA key changeover must comply with the following
principles:

1. The new subordinate certificates can’t be issued before the end of the life cycle of subordinate
certificate, which ensures that all subordinate certificates are all expired as the CA certificates
expired.

2. From the end of the issue of a new subordinate certificate to the expiration of the certificate,
CA continues to sign CRLs with the original private key until the last subordinate certificate
expires.

w

CA key generation and management must strictly follow the key regulations.
4. Release the new CA certificate timely.

5. Ensure the entire transition process safely, smoothly and no vacuum of trust.

GDCA HIEFE FEPH A E e KM b4 H G R I Hig . SYEH), GDCA
TSR = AHE:
o HAMHEL MBI H AN GDCA IE+:;
® HIRVAZAIA S IHABM GDCA IET:
o [HRPIZAHIEH AP GDCA Ik,

The changeover of certificate key of GDCA administrator is applied by the KM services
administrator. During the key replacement, CA should issue three new certificates:

® GDCA certificate with new public key signed by new private key;
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® GDCA certificate with old public key signed by new private key;

® GDCA certificate with new public key signed by old private key.

5.7. MELRMEPKE Compromise and Disaster Recovery
5.7.1. HiFAHFELEREF Incident and Compromise Handling Procedures

N T T S A B S ORI T R A A L, GDCA @7 T — RS A b B TR AN
F AT %, il
1. GDCA R4kt P RLE
2. GDCA = KHEHMN TR
3. GDCA RGi#&Mh SEITR

2K AL AR N S48 DL ZERIAE Gl B2 (e, BRI St A8 0k S T I
T, FEZEREAT RO SO S A, AR AT — U KN TR

In order to timely respond to and handle accidents and damages, GDCA establishes a series of
emergency response schemes and accident treatment schemes, for example:

1. GDCA system fault treatment specification.
2. GDCA major accident emergency scheme.
3. GDCA system backup and recovery scheme.

Related personnel will actively carry out the recovery plans in accordance with the regulations of
the above schemes and related systems. And perform the data disaster recovery drill each quarter,
and an emergency response drill on major accidents annually.

5.7.2. HEZRE. WAFR/BIERRIE Computing Resources, Software,

and/or Data Are Corrupted

GDCA k55 24t I A E Z ARG BHIR S PoE R BREAT 1800, FFhlE 1AM
RIS PR . 2R A AR AS BRSO . T RN BER AN RESR B IE 3 IS5 . AR ik
SR B0Hs e e Bl S B R B PR AN RT 0 7036 B A, GDCA K42 IR S VSR T Rl St PR A2

GDCA backs up resources of the business system and other important system, software and data
and formulates corresponding emergency treatment process. When identified the destruction of
network communication resources, failures of devices for daily services, malfunction of software, or
tampered database etc., GDCA will launch the disaster recovery plan.
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5.7.3. SEAFVHABIEAALEFEF Entity Private Key Compromise Procedures

TEMR I NN FAR KRB G, GDCA L REU T FL B LK & 2 43K 5«
GDCA MIE RGN A B S EH A WAEIER . REEHATAEE.,
FRYE S HEIMETT, 5053 BA R IE 1 75 EERUE B IR .

WA H AL ECE BB A dkse, HEdE, MEIEBA CRL FRZET
SIS U 18] 22 4 I )R] e BRI R ST 454

N B S5 B G B E S, Bt RAE A PATIRE .-

W B E GDCA VA #-1E SR E S, Wi 53 4h—44 GDCA %4\l 45 Ak
A5 B G A TR

In case of any intentional, man-made or natural disasters, GDCA will take the following steps to

restore security environment:

1.

GDCA verification system’s password is changed by the business administrator, business
operators and system administrator.

According to the type of disaster, some or all certificates will be revoked or re-verified later.

Directory data, encryption certificate and CRL are needed for recovery if the directory is
unavailable or directory with impure suspicion.

Timely access to security site as far as possible to restore operation reasonably

While restore the business administrator's configuration file, it will be done by the system
administrator.

While restore the GDCA business operator’s configuration file, it will be done by another
GDCA security business operator or administrator.

2 CA MRALIB B, k. #eBioiaitt#Z, GDCA Ja sh F K FAFRN TR,

Hi 22 4 SR 22 S A (& AT VA, AT TR W 2 CAES, K
SARILLA T 1 it

1.

S7BI a] H F AR IR 45 8 B 70 2 SR HCAM IBURT 2850 T VA, e X anl REAd 2 2
PROIVT P AT, SREH T8t e FH P R 2 8 52 AR K

7. BRIV AR AR 7 9% A 5 TS DG AR S5 AH DG 1 R4

SERIAES TR AR IIETS, T CRL il OCSP 15 /2, HHEFIT . Ak
i), [F GDCA 37 RIA: BT i 238 4 %t

HARIE 2K )5, 148 GDCA CPS K FIE B R IIME, EHSR FE AT
GARIER G CA E .

116



[] BSHRtNZERERAS
Foem e GDCA HLF AR ZS RN (V6. 1 Bl

5. GDCA #FiiF B4 %G, K LAl GDCA EEE. M. HTTP &5k
i o

When CA root private key has been damaged, missed, tampered or leaked, GDCA will launch a
major emergency treatment process, which is assessed by GDCA Security Policy Committee and
the relevant experts to make a plan. If the CA certificate must be revoked, the following measures
will be taken:

1. GDCA reports immediately to the electronic authentication service management office and
other government departments through the website and other public media to notify
subscribers, and takes measures to protect user’s interests against any further losses.

2. GDCA notifies the relevant parties to disconnect the systems associated with the certificate
authentication services immediately.

3. GDCA revokes immediately all the certificates issued, and updates CRL and OCSP
information for subscribers and relying parties. Meanwhile GDCA immediately generates a
new key pair.

4. After the new root certificate has been issued, GDCA Re-issues the certificates and the
subordinate CA certificate in accordance with the GDCA CPS about provisions of certificates
issuing.

5. After the new root certificate has been issued by GDCA, it will be immediately published by
GDCA repository, LDAP, HTTP, etc.

g CA R DUER . WBLC. MR, HEEE B 3 =5 O BB T, B E

CA [¥i:

1. SZEIA) GDCA BEATICHR AR BUHT B B X FIE Fi R, BB 2 AT HOIE Fi

2. GDCA SR ) H - A IE AR 25 7 B 7 2 = R LAy BSURT =5 A3 1 IV, 3 3 o 3l R A
NI PBEATIA S, RIUE 8 G FH R 2 A2 TR 2k

3. LRIV A AR 7 %P S E B AR5 AH I R

4. SLRMHUEHPTA CABEE K IIET:, B8 CRL 1 OCSP {58, HHEHIT 7 AHK#E T
M.

5. BTk CAIEB& RS, B GDCA CPS & THEB& K e, EHE LTI
Sil

6. GDCA BHEBA K, H i@ GDCA 5 . HMS . HTTP &5 (it
AT RAT o

If private key of GDCA Subordinate CA is missing, tampered, cracked, leakedor used by

unauthorized third parties suspiciously, Subordinate CA should:

1. Subordinate CA reports immediately to the GDCA and generates a new key pair and certificate
request to apply for a new certificate.
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2. GDCA reports immediately to the electronic authentication service management office and
other government departments through the website and other public media to notify
subscribers, and takes measures to protect user’s interests against any further losses.

3. GDCA notifies the relevant relying party to close the system associated with the certificate
authentication services immediately.

4. All the certificates issued by the Subordinate CA are revoked immediately to update
information on CRL and OCSP for querying of certificate subscriber and relying party.

5. Subscriber certificate is re-issued in accordance with the CPS about provision of a certificate
issued after the new Subordinate CA certificate has been issued.

6. After the new root certificate has been issued, it will be immediately published by the GDCA
repository, LDAP, HTTP, etc. for distribution.

UEFST P RIRL A AT RE IR B, B BB LD BRE R =F BTN, AT
4% % GDCACPS [RLE, B e WG I, IR RLE S8 s B eSS .

When private key for subscriber certificate is damaged, missing, cracked, tampered or used by
unauthorized third parties suspiciously, the subscriber should apply for certificate revocation
immediately and re-apply the new certificate following the provisions with the CPS of GDCA.

5.7.4. RAESE KIS MBS /7 Business Continuity Capabilities

GDCA fEfiE AT 5.7.1. 5.7.2 il 5.7.3 R kMG, @it H& L, FE
24 /NB 2 IR A5 0L 45 1 TE W12 AT .

After encountering the disaster described in section 5.7.1, 5.7.2 and 5.7.3, GDCA can use the
backup mechanisms to recover systems for operation and service delivery within 24 hours.

5.8. HFANEREVAEGEMYIEFIZ1E CA or RA Termination

GDCA 2 1E 541 JR PR AT LA23 g BH 32 40 iR DR MR 3 BH 2 40 R R, 86 B 32 41 J5 DX T
RE 145 GDCA IR ALK, FEHHZHURF R 5wl F F= A K.
£ GDCA # 1EH, Wl
TS5 AR AL
LT GDCA 1L ;
AL GDCA 15 LRI SEAR 5
KM H s IR 55 5+
TEF 4
Kb FRAF RS SCAF ISR 5

o o &~ w Do
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13. jfF% GDCA F UM

The reason of GDCA termination event can be key damage or non-key damage. Key damage may
be resulted from the loss of GDCA root key, and non-key damage reason may be related to
commercial factors.

Before termination, GDCA must:

1. Arrange the business to undertake;

2. Draft GDCA termination statement;

3. Notify the entities that are related to GDCA termination;
4.  Shut down subordinate LDAP;

5. Certificate revocation;

6. Treatment of archive file record,;

7. Termination of certificate authority service;

8.  Archive main LDAP;

9. Shutdown main LDAP;

10. Dispose the access of GDCA business administrator and GDCA business operator;
11. Process encryption key;

12. Process and store sensitive documents;

13. Remove GDCA mainframe hardware.

H T2 HZ A e HZ R R M4 1L GDCA, JUT-E 5 A R e, E—r
ANFAIFE GDCA Z 1E ik il A I TR PR 1) L, T3 2 40 JR K 46 1 GDCA, Z5k GDCA
AT RS AR R TE R T AR P R R 20 GDCA, £ GDCA d@1firfyil J
J& . RBGE P SRS GDCA 21X 1T P IR REH .

With the termination of GDCA due to key damage and non-key damage, the operations are mostly
the same. The only difference is time limitation of GDCA stopping sending notification. As for GDCA
termination due to key damage, the process in which GDCA notifies the subscriber needs to be
completed as soon as possible. As for GDCA termination due to non-key damage, it can take
appropriate measures to mitigate the effects of GDCA termination on the subscriber after GDCA
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notifies all the subscribers.

6. I\NIE R GiH R %4 4#) Technical Security Controls

6.1. XA RS %% Key Pair Generation and Installation

6.1.1. AN AR Key Pair Generation

6.1.1.1. CA B4R CA Key Pair Generation

CA BN U AAE 2 4 A BT R, 2 AR5 N G B K35 R0 3 3 | T e A
VEA 2R R 2 R A . B AR R BB [Pt & YK R BIEAE FIPS140-2 Frifk
HIAHRALRE « BT FIPS140-2 ARt I 4572 [ 5% Y 3248 B0 T 1N AT M SR A v, 1B 538
TG P= A TR A EEER, R FIPS140-2 bRy S IRIAT, A7 [ 52 23 0 BRI
SRVFRTRTHE R s EEEIE ), RS IR &) mitmvorl. F T R 4 A s %55
B GE E R E W1 E . AE.

CA BB (1A I 2 5 SR AR B R — 44 % 1 B U WLAIE AR R FLI3E 41 CPS BA K f
O B ER . B AR i BRI AR Y TR IL SR IR A

The key pairs of CAs are generated within the cryptographic devices approved and licensed by
OSCCA, in a physically secure environment and under the control of multiple trusted persons. The
generation, management, storage, backup and recovery of the key pair shall comply with the
relevant regulations of FIPS140-2. Since FIPS140-2 is not a standard approved and accepted by
OSCCA and OSCCA implements a strict management of state’s cryptographic products, GDCA
only applies part of the provisions of FIPS140-2 under the permission of OSCCA. Specifically, the
product manual of the device is for your reference. Hardware Security Module used for key
generation must be evaluated and certified by OSCCA.

The generation of the CA key pairs shall be video recorded or witnessed by a qualified auditor to
ensure the generation process complies with the requirements of this CPS and follow the
separation of roles principle. The procedures and operations related to key pair generation shall be
recorded and archived.

6.1.1.2. 1T P 3842 B Generation for SubscriberKey Pair

HI ROOTCA (RSA) 1iE 5. GDCAROOT CA i 1. ROOTCA (SM2). GDCAROOT
CALUERZRAI I CA B A B F A X AL, 3 T 5 2644 T A
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AN, B GDCA TrustAUTH R5 ROOT iE+i. %z ft R5 R CA iEf5. GDCA
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The subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1 are double-key certificates, with key pairs including
signing key pairs and encryption key pairs. And subscriber certificates issued by subordinate CAs
of GDCA TrustAUTH R5 ROOT certificate, #{2Hf 4t R5 R CA certificate and GDCA TrustAUTH E5
ROQOT certificate are single-key certificates, with signing and encryption using the one and same
key pair.

The generation of the subscriber’s signing key pairs must comply with the national laws and
regulations. GDCA supports multiple patterns to generate signing key pair. Subscriber can use a
hardware cryptographic module (such as USB Key), or software cryptographic module approved by
OSCCA, or a standard software cryptographic module (such as the key generation function offered
by web server software, etc.), so subscribers can choose according to their needs, and the key
sizes are at least RSA 2048 or ECC 256. It must use the hardware cryptographic module to
generate keys for type IV individual certificate type IV organization certificate and code signing
certificates. In any case, the security of key pair’'s generation should be guaranteed. GDCA shall
implement adequate security measures in technology, business processes and management.

(1) XfFH ROOTCA (RSA) iE45. GDCA ROOT CA iE+5. ROOTCA (SM2).
GDCA ROOT CAL IEH&E K B2 CA Fra& K BT e -

VI FEAE P RE A 2 ROARCERNT 06 250 P 6] 5 R A7 S8R R L VT 110 8 4% A e 35 44 5
BIXE, Blind L. %, USB Key. IC REAEMK. 1 RIS &T, MNF
JoH] GDCA Bl X ARG MAMEZHE . GDCA [T R LT & [ K S BLAR 5%
HURE 1) USB Key 1E 1T 14 44 B BT A ORI il B 4% o

GDCA — B ASRAARIT P A i 2 % %, WA - B iE 4 GDCA Hikife,
GDCA FJ LAy il RO A s gt I HAR AR EE R EIA, SREUZ 88 15 it f)
UEBEEAXT 22 A WAV RIE— P, (R T e B A a2k o VI 8 56 D DA 22 5
%, GDCA AAEIALA]THEL X5
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UEFT P RN s PR . GDCA AR ) R A s P g B O g A s, IR
REEPE P OHTE R, HIEIT 0 R E N R I, AR e m e
DRSS RS, AT I HAR LT R AR L 1 A o

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1:

When using hardware cryptographic modules, subscribers must generate signing key pair with
devices approved by OSCCA, such as cryptographic server, cryptographic card, USB Key and IC
card etc. Before choosing of these devices, subscribers should consult with GDCA on system
compatibility and acceptance. In addition GDCA provides USB keys to subscribers as generation
and storage devices of signing key pairs which are in accordance with the relevant provisions of
state cryptography management.

Generally, GDCA does not provide signing key pairs for subscribers, unless when submit written
applications to do so and approved by GDCA, and GDCA guarantees not to hold copy of private
keys, and take effective actions to ensure the key pairs are safe, trustworthy and unique. However,
GDCA does not assume any responsibilities and obligations for the losses caused by the loss,
disclosure of such key pairs or for any other reason related to such key pairs.

GDCA applied for generation of encryption key pair to Guangdong key management authority on
behalf of subscriber. The encryption key pair is managed by Guangdong key management authority.
When the certificate subscriber needs to recover the encryption key pair, GDCA accepts
subscriber’s application to recover the corresponding encryption key for the subscriber according to
the specification and process of Guangdong key management authority.

(2) %FFH GDCA TrustAUTH R5 ROOT iF45. #« i 48 R5 il CA ilE+5. GDCA
TrustAUTH E5 ROOT 25K iy 2 CA & A HIAT FHIE -

XFF SSLITLS UE AN [ BE TS, 3T 7 S35 BT P S A O RE

X FHEEHIETS, GDCA FRVFT P AEL AR B PIN R AN (R4 5 il 1 22 43
FIEZAT 7, BT 7 RAZ CSR 28K AEFS

X PR E AATL BORESR AR SAS R UE 1S, il R AT & bR e 2R 1R A
WA E P, RVHARER SR T, RN AUEH O BUEFAE, GDCA #id %4
T TE RO H2AEIB LT

HEFT P G IR R R SR LS5, FEARHE by R VE R AT o
For subscriber certificate issued by subordinate CAs of GDCA TrustAUTH R5 ROOT certificate, %X
2K R5 R CA certificate and GDCA TrustAUTH E5 ROOT certificate:

For SSL/TLS certificates and timestamp certificates, subscribers’ key pairs are generated and kept
by the subscribers themselves.

For e-mail certificates, GDCA allows the subscribers to generate key pairs online and will deliver the
encrypted private keys to the subscribers through secure channels. Subscribers may submit the
CSR for the issuance of such certificates.

122



Il semrannaemes

TooR GDCA HE-FAEML S5 HM] (V6. 1 RO

For the certificates that are compliant to the AATL Technical Requirements and the code signing
certificates, subscribers shall use the hardware equipment that meets relevant requirements to
generate key pairs, and private keys shall not be duplicated or exported, and the activation of which
must require a password. GDCA will deliver the activation passwords to the subscribers thorugh
secure channels.

Certificate subscribers have the responsibilities and obligations to protect the security of private
keys, and assume the legal responsibilities for this.

6.1.2. REAEIRLT 7 Private Key Delivery to Subscriber

H1 ROOTCA (RSA) iE-fi. GDCAROOT CA iE45. ROOTCA (SM2). GDCAROOT
CAL IEFZKIH S CA Pra KT ETS, B GDCA AUE T/ M s A B g
IR IEIER, SPVE B R QONIT P A IR, T %A B
NYPRATHC RIS, DERRLA T 5% GDCA, @i GDCA FHENT LTS
BARRS, TR AR B, SR INE EIR HAE AEE R A

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1, GDCA submits application of an encryption key pair to
Guangdong Key Management Authority for subscribers and Guangdong Key Management
Authority generates an encryption key pair for subscriber, and encrypts the key pair using the public
key of the subscriber's signing key pair based on the digital envelope technology, and sends it to
GDCA as data stream. The subscriber downloads the digital envelope from GDCA, decrypts it using
the private signing key and saves the decrypted encryption key pair in the certificate carrier.

Hi GDCA TrustAUTH R5 ROOT iE+5. # i A R5 R CA ilE+5. GDCA TrustAUTH
E5 ROOT 2K K gk CA P& KT R (A HEHEFERSM), GDCA A fi 2 AL
BABIBLEIT o X T R BAR B AV I 22 MDA UE 5, FABH N2 (R 5 i i 22 4 i T R
AT, N Btk 7 2045 & SIMIME Baseline Requirements 6.1.2.

For subscriber certificates (S/MIME certificates excepted) issued by Subordinate CAs of GDCA
TrustAUTH R5 ROOT certificate, %2/t R5 R CA certificate and GDCA TrustAUTH E5 ROOT
certificate, GDCA does not need to send private keys to subscribers. For the S/IMIME certificates
that require the delivery of private keys, the private keys are delivered encrypted and protected via
secure channels to the subscribers, and the metod to encrypt and transport private keys conforms
to section 6.1.2 of the S/IMIME Baseline Requirements.

6.1.3. NAFEIEAE R R Public Key Delivery to Certificate Issuer

BRZAT AT RA 8IS PKCS#10 A% UHIE P25 2 1 R A5 B B B8 w2844 i S iF
i, DA g A IR 45 GDCA %5k, GDCA TE%5 R E T Sk Fr i 58 18 3k
SRIADRECER
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End subscriber and RA sends certification issuance request to GDCA electronically. The request
contains public key for GDCA to issue the certificate. The request information is encoded as
PKCS#10 or other packing format with digital signature.The subscriber’s signature on the request is
authenticated prior to issuing the certificate.

6.1.4. B NERESIIEAHEESKBTT CA Public Key Delivery to

Relying Parties

GDCA /A4 & 1E GDCA HZ K IR CAUEBANYSS CAEH Y, i#id GDCA &
77 W 34T A . GDCA SCHRFA GDCA [P sl T 4k 15 A A 8H,  PAMEIEF T P Al
W7 B A

Public keys of GDCA are included in the self-signed root CA certificate and business CA certificate
of GDCA and published through GDCA's official website. Subscribers and relying parties can
download public keys from this website.

6.1.5. FHARIKE Key Sizes

%1 H1 ROOTCA (RSA) iF 5. GDCAROOT CA iF#5. ROOTCA (SM2). GDCA
ROOT CALIE-F% K -4k CA Fit K 11T FIE+, GDCA TR RSA B4 K 2 1024
PLER A b, SEHRER) SM2 B8 KN 256 fiz. X T H GDCA TrustAUTH R5 ROOT iiF 3.
#0224 RS 4 CA 1F45. GDCA TrustAUTH E5 ROOT 255 fIh 2 CA B (i FiiF
i, GDCA SZFFI1 RSA %K 2048 f7E LA b (A7 #REw: 8 #Fk) , Rk ECC
BEAKRE N 256 B A Fo SR E SR EVE L. BURF £ PSR S K R A B
FIELK, GDCA ¥45e 4.

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CAL, the size of RSA key which GDCA supports is 1024 bits or
more, and the size of SM2 key which GDCA supports is 256 bits or more. For the subscriber
certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT, #Z i X R5 48 CALE1Y,
and GDCA TrustAUTH E5 ROOQT, the size of RSA key which GDCA supports is 2048 bits or above
(evenly divisible by 8), and the size of ECC key which GDCA supports is 256 bits or above. GDCA
will conform to the specifications and requirements of key size from state’s laws and regulations,
government, etc.

6.1.6. NASEE B RERA Public Key Parameters Generation and

Quality Checking

Xt FAE AR AR B Y GDCA AT 7, APSHn i A [ S i e B R HEVE
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AR & A A AR R, BBl Ii% R USB Key. IC R4 i ANIEHL,
- T WK e 45 1) AE O A RR A . GDCA A IR e 48 A i A B il Bk
SR T R R A ERER.

ST SHUR B AR AT, [RIRE i i 5] 58 SR A R e Vim0 o0 25 1 46 AR 2 A1 o
AT, BNl N F . USB Key. 1IC F%5. GDCA I\ AIX L5 4 FIA i ) & 1
W HEECARRE T RSN R ESRER,

Public key parameters of subscriber who use hardware cryptographic modules must be generated
in encryption equipment and hardware medium approved and permitted by OSCCA, such as
cryptographic server, cryptographic card, USB Key, IC card, and follow generation standards of
these devices. GDCA considers that built-in protocols, algorithms for these devices and medium
have already met sufficient level of security requirements.

Quality of public key parameters is also checked through the encryption equipment and hardware
medium approved and permitted by OSCCA, such as cryptographic server, cryptographic card,
USB Key, IC cards. Of course, GDCA considers that built-in protocols, algorithms for these devices
and medium have already met sufficient level of security requirements.

6.1.7. F4HE H B 1 Key Usage Purposes

GDCA R CA I F25 8 LU N ES:
1. fREEIR CA M AR
2. g CA FIIEH K52 SIS
3. MRS AUETS (40 OCSP Wi N KHIEIE T ) o
Root CA keys of GDCA are used to sign the following certificates only:
1. Self-signed certificates to represent the root CA itself;
2. Certificates for subordinate CAs and cross certificates;
3. Certificates for infrastructure purposes (e.g. OCSP Response verification Certificates).
W ] U TR Bt iR 55, B B 4 IAIE AN TR R AN (S B e B R AE
T EE SR AT DU A5 BN A
R T PININE ARG A T, TSI B VI « BRAUE BN ST E S5 2 AL o

Subscriber's key can be used for providing security services, such as identity authentication,
non-repudiation and the integrity of information, etc. Encryption key pair can be used to encrypt and
decrypt information.

Authentication of identity, authorization of management, confirmation of responsibility and other
security mechanisms can be done via using signing key and encryption key.
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6.2. FAAGRPAEEEHR THEZEH] Private Key Protection and

Cryptographic Module Engineering Controls

6.2.1. 2B B B A A AT #E #]  Cryptographic Module Standards and

Controls

GDCA Fit F ) 3 A e 0 A2 28 [ O 00 8 B Ry A el O 72, 74 (GM/T 0028-2014
SRR 2 R R B ), %ARES FIPS 140-2 FrifEZE (] . CA RS K3 MAH G4 FIPS
140-2 58 =R R FARELR, 17 P A BB RS RF & FIPS 140-2 28 20 B H AR K .

Cryptographic modules used by GDCA are approved and licensed by OSCCA and comply with <
GM/T 0028-2014 Security Requirements for Cryptographic Modules>, a standard equivalent to
FIPS 140-2. The cryptographic module of the CA system meets the FIPS 140-2 Level 3 technical
requirements, and the cryptographic modules of the subscribers conform to the FIPS 140-2 level 2
technical requirements.

6.2.2. FEHZ A (m 1% n) Private Key (n out of m) Multi-Person Control

GDCA R SEHT S & AR SRR 2 AP HIpLA, RIRELL
e =753, KA E BAR 7> i E) b Ars g o, B/ = NEY IR AT
O, AR -RIFAA PIN B9, 4 BEX R BEAT #1E

Generation, update, revocation, backup and recovery operations, etc. of GDCA private key adopt
multi-person control mechanisms. Namely, the mechanism is three out of five, means the key
management authority is distributed to five key administrators, the operation of private key is
performed in the presence and permission of no less than three employees via inserting cards of
administrators and inputting their PIN code.

6.2.3. FAEHIK B Private Key Recovery

NYUEEZ R 2, P E B L A PR S PR AL, 2 8 B O 2 R
T s P b B B B OV B, DR ] OGRS FH 2 B I0 85 1 58t T R A R AR
FEREAT FVEW R, 4540 B 50L&t

In order to safeguard state’s rights and interests, the encryption key pair generated and managed
by key management authority should be used under a key recovery mechanism. It ensures that
encrypted data can be recovered by law.
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6.2.4. RAAFEE Private Key Escrow

XFF i ROOTCA (RSA) iE+i. GDCAROOT CA iE+i. ROOTCA (SM2). GDCA
ROOT CAL IR K 2 CA P A HIAT P ES:, 1T & IEFx N R T R4
HPEHAPODIE, 1T B RIESY MR H B ORE, EHE R OASHTE

JIR AR B O DRAIE T P s A 2 A, ST RLE SOE U RAE, SRR
A Zago), SEANRARETII .

X T i GDCATrustAUTH R5 ROOT E 45 . #t % i /4 R6 MR CA i 45 .
GDCA TrustAUTH E5 ROOT %K [t 2k CA T2k (¥ iE+, GDCA AT F AL
BHATIE
For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1, the private key of encryption certificate is escrowed by

Guangdong key management authority. The private key of signing certificate is kept by subscriber
and not escrowed by Guangdong key management authority.

Guangdong key management authority ensures the security of subscriber’s key pair strictly. Key is
preserved via encryption. Key library has the highest security level, which is refused to illegal
access.

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT, #{%
B4 R5 MR CA {IEF5, and GDCA TrustAUTH E5 ROOT, GDCA does not escrow the private keys of
the subscribers.

6.2.5. FAEH&40 Private Key Backup

CA R 7 WIS . AIatb &ty CEEE— IR ARG R il T dtAT %
) e GEMIN RGP FERIERS DD,

PR A 52 R SRR A A I BEAT AL B 2 43

SIS PE A R TS A AT e B st BRI

Private keys backup for CAs includes two types: initial backup (backup in the first installation),
complete backup (regular copies of private key library in the system).

Initial backup is private key backup in the system installation.

Complete backup is complete backup of private key library once a week.

6.2.6. FAEHIHAY Private Key Archival

W AVE B O T A R B S BREAT VAR R AT, DRAF I T FOR S I 2 I =143
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3 99 PR R RN 8 SRR AT N O ORA A 5 9 8 B v AR 000 P R MRG0 o
AEAZIM)E, GDCA f£ 10 RN 58 UARRNE . RIS fRAF 2520 7 4.

Key management authority archives key information. It splits the key pair into three parts, encrypts
them using symmetric encryption algorithm respectively, stores them in its database and disk.

Once private key expires, GDCA will complete archiving operation in 10 days. The validity of
archiving private key is at least 7 years.

6.2.7. RAFH. FABHEER Private Key Transfer Into or From a

Cryptographic Module

P (s AR AL AR B b e rp = A, RS b O RA B AN BE AR SO 3 e

Xf CA R48, (£ EL MBI CA BHIR, MR G i L A0,
HIFhnas CA SRRVl 22 N &0 13 PIPK AR 2 A A e bt vl 22 A\ 42246

GDCA AN UET AP M R B p 3 1 598, BN SRV It o X 47
AR SRS A AL, QR T P R ROT B B AT R IEAR OGRS, T T B BT
AT BRI R B H A ORI S 1] 42 il 16 7 o

All keys must be generated in cryptographic modules, and private keys in the cryptographic
modules cannot be exported in plaintext.

For the CA system, when it is necessary to transport or backup the CA keys, the keys exported from
the cryptographic module must be encrypted, and the private keys used to encrypt the CA key must
be under multiple person control. Importation of the keys into the cryptographic modules must also
under multiple person control.

GDCA does not provide the export of subscriber’s private key from hardware cryptographic module
and allow this operation. As for the private key stored in software cryptographic module, and if
subscriber is willing to bear the relevant risks, subscriber can choose the way of import and export
with access control such as password, etc.

6.2.8. FAEFE LB % Private Key Storage on Cryptographic

Module

CA F G i e 2K F [ 5 b e B Rt v A VR /T (0 AR 55 45 A0 L, BB e
A DFFE FIPS 140-2 = Zbr ik B[R] S50 22 42 7KF, RLEH I 508 A7 fi 45 Ak 55 2 S A A LA
Prrf, FEEEAN L WA 2 W SCH B AR S L2 A1

P IRV REAE T & B 503 6 BERLE (1) USB Key A R BSCAFIEFS 1, AT £
USB Key 776k AL E, AL S UIRAE o X T TR AR L A I RA B, A
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IFAERE AR B AR AR AN, 3T 7 AT L B R B A 2 A DR 18 it P A o A
TR

T2 2 AF AR AR 51T P AV I BEA B D B 22/ D 755 FIPS 140-2 —Z8b5
B [RS8 2 22 47K F

The hardware cryptographic equipment used by CA systems had been approved and permitted by
OSCCA, and hardware cryptographic module at least meets the FIPS 140-2 level 3 standards or
equivalent security levels. Private keys will not be in the form of text outside the hardware
cryptographic modules in the entire life cycle.

Subscriber's private key is stored in the USB key medium or file certificate meeting the regulations
of OSCCA. All the private keys stored in the USB key are stored in the form of cipher text. For the
private key generated by software cryptographic modules is preferably stored and used in hardware
cryptographic modules. Subscriber can also use specific software cryptographic modules with
security measures.

The hardware cryptographic module used to store the private keys of the code signing certificates
at least meets the FIPS 140-2 level 2 standards or equivalent level of security.

6.2.9. BOE R 1E Methods of Activating Private Key

HHEH MM E QEE AR ESMS B, TR R ERE, HE=
B G RN AEY o

XHFAFE T I USB Key IR i pLekc Hopb 2 2R BE 1 A g (g 1T
AL, AT AT OB (4 1C REETT A HE DRI T TSR ke T A
Ja, K USB Key. IC REHHAMM &S, FARTOL, WA EGE . 17K
FEAT PSRV S B B o (AL, T BLZR A 5 BRI it NP B L OR3P TS
PABTIEAE AT R B P BRI TE B0 T, HA N ST P T U SR . iR
JEAEBRAF SRR B A AR BEAT 2 DR, IR P o i P 28 T R AL R T
R O GRIPRVE, ARSI B R, T E A DA RIS FAEH o

Key administrators use their own administrative cards to login cryptographic server. Three
administrators need to be at presence for private key activating operation.

For the private key saved in such as USB Key, cryptographic card, cryptographic server, or other
forms of hardware modules, the subscriber can protect through password, IC card, etc. After the
appropriate driver is installed in subscriber’'s computer, the private key is activated by the way that
the USB Key, smart cards are plugged into the appropriate device to enter the protection password.
For the private key stored in the subscriber's computer software cryptographic module, the
subscriber should take reasonable measures to protect the computers physically in order to prevent
unauthorized personnel from using computers and private keys of subscriber. If the private key is
stored in software cryptographic module without the password protection, then the loading of
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software cryptographic module means the activation of private key. The private key protected by
password can be activated via inputting password.

6.2.10. fEBRFAHBGERIRESR5¥E Method of Deactivating Private Key

FHEE RS H CRE R R ESRS AL, TR, &
T A EH AR,

— BRI, BRARXFUIRS R ER, AL TR SRR fE
M=, APIRRRBEEGE, R BEHHT —aRAE, WURFG BT 2R —IkERAE, & it
AT o

GDCA fAFRABHBEGE RS 177 AR5 IR B RIRAS . DI iR A5 f - i Heg
Jhs ARG . RERBUEM A G, 40T DUEAT AR AE

P RBRAV IR IR AS th e B AT BRE, ARRURAF IR THSENL, BB IE AR5 85
PRB TR AR P, DIW I, AT BOERR o

Key administrators use their own administrator card to login cryptographic server and deactivate the
private key. Three administrators at presence can execute above operation.

Once the private key is activated, unless the state is deactivated, the private key is always active. In
some cases, the private key is activated for one operation and reactivated for another operation.

The ways of deactivating private key include exit, shutdown, removing hardware cryptographic
module and logout of user or system. Unauthorized person cannot execute above operation.

Subscriber can deactivate the private key by themselves. And private key will be deactivated when
logout, or remove hard cryptographic module from card reader, or turn off the power supply.

6.2.11.  HEBFAHKI A Method of Destroying Private Key

GORAIAS AT, B0 5 AP R A SR B8 Sedilss e, A R AL T80
PEIRSEREE N, A KA I AR B 5 7 ot 7 AR bR s WUR AL T RE PRI AR B N
A INEE BB 1C REEBABIE T AE . [N, Fra T HS R PIN 5. 1IC K
S A 06 AP B BB B WAL ]

WP A B, B SR GINS R A 2 P B s gdids m . il g
HAHETE, TP R RSB R, JFRIEA R 5T, W R P 25 Of
FERTARE T, AT e AUHZ AR CPS [ RLE AT

If the private key is no longer in use, or after the corresponding public key is expired or revoked, for
the circumstance that the key is in software encryption module, it must be cleared by methods of
mulching. For the circumstance that the key is in hardware encryption module, it should be cleared
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in the encryption device or IC card. Meanwhile, all the PIN codes, IC cards for activating private key
also must be destroyed or recovered.

Private key no longer being used, or the public key corresponding to private key expired or revoked,
the method of destruction is determined by the subscriber. The subscriber must destroy the private
key effectively and assume the relevant responsibilities. Storage and archive of the key after
expiration must conform to the provisions of this CPS.

6.2.12.  ERELLRKPEAE Cryptographic Module Capabilities

GDCA i ] [ < % b B Ry v AV AT 5 5 7

GDCA uses the cryptographic products approved and permitted by OSCCA.

6.3. EHXNEHK H A 7 E Other Aspects of Key Pair

Management
6.3.1. A%HHES Public Key Archival

X RGP AN HBER AT B B AR ERAT, SR A EAME BT X RR I,
PREEIRIN 22 4= SE B A S B o
NHPIWI)E, GDCA 1E 10 KN 58 B IR .

GDCA should carry out archiving and preservation timely for public key data generated by the
system and use symmetric encryption for public key information. Ensure to obtain the safe and
complete public key information.

If public key has expired, GDCA should complete archiving operation in 10 days.

6.3.2. E BRI F IR Certificate Operational Periods and

Key Pair Usage Periods

NARALH A FPYIBR SE T A ROWA G, EIFA R — 2.

X PR A B BRSSOV R BEAEIE P RO A A 0] DU 202644, AL
FIRRAS A T A ROWIR . E5E, 8 T ORAEAEIE A BOW N4 1015 B AT LSS,
BRI A UIRR W] DAAEIE S (78 ROYIRR EASE

Xt s eSS, AP BEAEIE AT RO A A 0T U (5 2, AFIRIAE
RUABRAE I IE S AT RO . B3, 9 7 PRUEEIE AT R0 A I (945 2 7T AT
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AAEI A FYYIRR AT BAEUE S 1A RO R LAAE .

The usage period of public key and private key is related to the validity period of certificate, but they
are not completely consistent.

For the signing certificate, its private key can only be used for signing within the certificate validity
period and not be used beyond the validity period of certificate. However, in order to ensure
signature information can be verified within the certificate validity period, the public key can be used
beyond the validity period of certificate.

For the encryption certificate, its public key can only be used for encryption within the validity period
of certificate and not be used beyond the validity period of certificate. However, in order to ensure
information encrypted can be used to unlock the information within the validity period of certificate,
the private key can be used beyond the validity period of certificate.

X T A 0 R HIESS, RPN A 80 R REAEIE- A RO 4w BUE A

A MEHHZ M@, ARSI AR Z L LB AE

AT R AR TR R FEFIE 2 CAUES:, IEB R, fERIEZ 2L T,
FCVFAs YR 3 PR I E AT B (E R E YIS A RE TR

For the certificate used for authentication, the private key and public key can only be used within
the validity period of certificate.

If a certificate has multiple usages, the usage periods of public key and private key follow the rules
described above.

In addition, after the expiration of certificate, under the circumstances of ensuring security, original
key pair can be used to update the certificate. But the key pair can’'t be used indefinitely.

SHFARIETS,  FCA N o S8 U - 5 ) fec KA F ABR 2 F

1. Xf ROOTCA(RSA)Z: K If] RSA2048 i1 CA iE15, AN fo 1M A 4=
PR 10 47, mI/b>F 10 4F;

2. Xf ROOTCA (SM2) 25K SM2 CA iES, FBEANT 8K v A AERR 2
20 4F, AJ/bT 20 4F;

3. X}T GDCA ROOT CA1 &K () RSA2048 fi7 CAEFS, HBHINT K o vrfl
FAERR A 13 4, AT 13 4F;

4. X7 GDCA TrustAUTH E1 CA 25k (1) SM2 CA IE-FS, FH X 1K o vrfl
AR 12 4, m/T 12 48,

5. X}T GDCA [¥] RSA4096 {7l CA IE1S, LB K Ao 48 FH 4 PR A2 30
fE, AT 30 4

6. X T GDCAI¥ ECC 384 fifli CA iE+h, H 2 4R ) e K o VA A2 IR 30 48,
A /bF 30 4
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7. XIT RSA2048 fii SSLITLS R&-4FES:, H 23BN AR K favr i IR 2 398
R, AT 398 K

8. X7 RSA3072 fiARALLE A4 E+:, BT fe i e Vi PR 2 39 M H, W]
DF394MNH

9. T RSA3072 {r b [HIEKIFE 15, FLBEFXS I A& v FABR &2 5 4F, mIF
s

10. XFT RSA2048 fir2z MRS, 2P0 R R vr 8 IR /2 825 R, #J
/bF- 825 K;

11. X%FF RSA2048 7[R SSLITLS k5545 & SIMIME 22 4 B EF 41T ik
B, HBYPX R RV AR 8 4, AT 84,

12. X5 F SM2 AT FHIES, HEHM K RV SR 4 4, 7T 44,

13. XtF ECC256 fi SSL/TLS %5 #RiE1h, FLa X1 ik s ve i AR 2 398
R, AT 398 K;

14. X§T ECC256 M2 AiE+, HEHM MR AVE MR Z 39 ~H, 7
bF 394 Hs

15. %fF ECC256 firfk SSLITLS M55 #5UE 15 S AR ZE L AUE B4 AT FHIE+S, %54
XK ARV R RR 2 8 4, T 8 4

For different certificates, the maximum usage period of the key pair can be obtained via certificate

renewal:

1.

For ROOTCA (RSA) RSA 2048 bits CA certificate, the maximum usage period of the key pair
is 10 years or less than 10 years.

For ROOTCA (SM2) SM2 CA certificate, the maximum usage period of the key pair is 20 years
or less than 20 years.

For GDCA ROOT CA1 RSA 2048-bit CA certificate, the maximum usage period of the key pair
is 13 years or less than 13 years.

For GDCA TrustAUTH E1 CA SM2 CA certificate, the maximum usage period of the key pair is
12 years or less than 12 years.

For the GDCA RSA 4096 bits root CA certificate, the maximum usage period of the key pair is
30 years or less than 30 years.

For the GDCA ECC 384 bits root CA certificate, the maximum usage period of the key pair is
30 years or less than 30 years.

For the RSA 2048 bits SSL/TLS server certificate, the maximum usage period of the key pair is
398 days or less than 398 days.
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8. For the RSA 3072 bits code signing certificate, the maximum usage period of the key pair is 39
months or less than 39 months.

9. For the RSA 3072 bits Timestamp certificate, the maximum usage period of the key pair is 5
years or less than 5 years.
10. For the RSA 2048 bits S/MIME certificate, the maximum usage period of the key pair is 825

days or less than 825 days.

11. For the RSA 2048 bits Subscriber Certificates other than the SSL/TLS server certificates and
S/MIME certificates, the maximum usage period of the key pair is 8 years or less than 8 years.

12. For SM2 subscriber certificate, the maximum usage period of the key pair is 4 years or less
than 4 years.

13. For the ECC 256 bits SSL/TLS server certificate, the maximum usage period of the key pair is
398 days or less than 398 days.

14. For the ECC 256 bits code signing certificate, the maximum usage period of the key pair is 39
months or less than 39 months.

15. For the ECC 256 bits Subscriber certificates beyond the SSL/TLS server certificates and the
code signing certificates, the maximum usage period of the key pair is 8 years or less than 8
years.

6.4. BEEIE Activation Data

6.4.1. BEBARE K = A f1 23 Activation Data Generation and Installation

N T RIPFLEI 2 4, UEAS TP AL R 22 S it K 6 A ORALE 2 4 T 5, AT 38 4
PR Bl es . BAREMEA . #Bio. BB BEARERA R .

CA RPIHIBE A, AL IR S8 PRS0 B P BINE R EDR, ™
REREAT AL 0 RV AT P AR B EEE, SR T T EOIEBM O 4 (B
B ASEME) . USB Key. IC 18 Bl 15, AR 22 4] SEAIIASEL T BENL™ 42 .

GDCA A HyuE £, BT TEIEH N4 (IS EE SRR,
USB Key. IC RAJERE D455, AR LSS NP L, XSRS EoE, #8
Py bRz ol [ 131 e W 1 B R YT R N 15 G R e Va2 N A D S I R | /G
OS2, GDCA A - BAT T IE K.

Subscriber must use secure and reliable generation and installation of activation data to protect the
private key from exposure, theft, unauthorized usage, modification, or unauthorized disclosure.

Activation data of CA private key must be generated, distributed and used strictly according to the
requirements which are related to the segmentation of key activation data and key management.
Activation data of subscriber private key, including password (provided in the form of password
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envelope) used to download the certificate, USB Key, login password of IC card, must be generated
randomly in secure and reliable environments.

Activation data generated by GDCA, including password (provided in the form of password
envelope) used to download the certificate, USB Key, login password of IC card, must be generated
randomly in secure and reliable environments. The activation data are delivered to subscribers
safely and reliably, such as through offline face-to-face submission, post courier delivery, etc. For
activation data of non-single usage, GDCA suggests users to modify by themselves.

PP I ORI VBN AZAE AR Sy R 2K, BOZ s LT LA B
20 8 AL FF

BOUE NG T

AR EIRZ AR 775

ABEANERAE A 4% AR ]

AR BiEEHT

M 15 B LK 1 7747 R

© o > w bd o

All the protection passwords should not be something easily guessed, and should follow the
following principles:

1. Contain at least eight characters

2. Contain one lowercase letter at least

3. Not contain many of the same characters
4. Not be the same as operator’s name

5. Not use birthdays, telephone numbers

6. Longer substring in user name information

6.4.2. ByEEHE BRI Activation Data Protection

XFF CA R HIBGE S, AU oS Bl 12 T FE R 07 o H1s AR R AT A
A, T HEE N AR S IR ST BRI K

VP RIBOS B i 2 22 ] SRR3R R 772k, AT %8R, B IR E LR
BEAT AR, AR A ITERE . I FAES1T 7 6 FA B PIN S ERIP AL L, 1T 7 BiZ
HOREUFH A ECPIN 19, By 1R Ee BB B . A A5 3T 7 A T AW AL R4 R B, T
JU R R B AR A N AR G RN Oy TR A R 2 TR, NiZ4
HON S B AT 2 2

Activation data of CA private key must be separated in a reliable way and kept by different trusted
personnel. Administrator must meet the requirements of responsibility division.
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Subscriber’s activation data must be generated in the safe and reliable environment and be
properly safeguarded or destroyed, and cannot be leaked to others. If the certificate subscriber
uses a password or PIN to protect private key, the subscriber should take good care of password or
PIN to prevent the leakage or theft. If the certificate subscriber uses biological characteristics to
protect the private key, the subscriber should also pay attention to prevent his/her biological
characteristics from illegal obtaining. Meanwhile, in order to meet the security requirements of
business systems, activation data should be modified regularly.

6.4.3. BOEBE AT T Other Aspects of Activation Data

AR BOE B AT kR, NAARATITEA RS R R R T ER . g, 1B
FEFRRGHEEE . SRARBE UL .

AL IROE B AN T 2  BOZAE R, IERIEA RS R e T B A e ik ER AL
FERRRUE R, BB AE R VR B AR S B A B B R R AT RS R 1) 40 B
HAER, BN 1A RITEAR TUL U«

BIEP|ZAHE, T REUEBET P EGESER R A A, MR

1. TP HFEEIEBR A4, BRI E R

2. TR FLVHELE IC K. USB Key W14, GEET AR ML 55 N FH A1) 75 SR I
TR, AR 3 N H G N TS

Activation of private key shall be protected from loss, theft, modification, unauthorized disclosure, or
unauthorized usage during the transmission.

The activation data of private key which is no longer used should be destroyed and protected from
theft, disclosure or unauthorized use during the destruction. The result of destruction is that some
or all of activation data can’t be recovered directly or indirectly from the residual information and
medium, papers recorded with passwords must be shredded.

For the security reasons, the rules of certificate applicant activate data of lifecycle as below:
1. The password used to apply for certificate becomes invalid after successful application.

2. The password used to protect the private key, or IC card, USB Key, could be modified by
subscriber at any time based on business application, and should be modified three
months after the validity.
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6.5. HENLZ4#H] Computer Security Controls

6.5.1. B FTENZEBARER Specific Computer Security Technical

Requirements

GDCA REilfa B2 A5, e RIE RS GIF-FAE R G800 K HAH S 22 SR AR ) |
T AME B A (R AIEAR S E B INED), 2] 15027001 15 B 22 bR RLTE LA

HABARDCHME B2 Abrvtl, l5E AT, 583 10 22 AR BOR M AN B2, 7EI8 8 vh T LA
S BT A RNC SR o SR 2 AR R R G - B O SRR RIS IE | 3B U ) 4 ]
b GG NN LS TG 2 N - Sy Er

Information security management of GDCA certification system meets "Specifications Related
Security Technology Certificate Authentication System" published by OSCCA, "Measures for the
Administration of Electronic Certification Services" published by Ministry of Industry and Information
Technology, standards of information security in ISO 27001 and security standards of other relevant
information. GDCA draws up comprehensive and perfect security management strategies and
standards, which have been implemented, reviewed and recorded within operation. The main
security technologies and control measures include: Identification and authentication, logic access
control, physical access control, management of personnel's responsibilities decentralization,
network access control, etc.

SAT RS IO Z AR TENL ], ORI R4 (45 CA RGE. RA RG0) Uil
BRI B3 73 BCME— (I U (R 17 TR PR BR A A AT AR ER S 2R I i MR o 15 7]
IR 44 4 BRIl P50 A R 85T 3

R ) 2 AP T B BER CA B ANEEE S R Gt e T B RS A
SR FIREFRBITI A .

Dual-factor authentication mechanism shall be utilized in the login process to validate the digital
certificate and username/password of user. GDCA assign each user of CA/RA system a unique
account with minimum permissions according to the requirements of user.

Strict security controls ensures that the system of CA software and data files is secure and reliable
and will not be accessed without authorization.

ol RGBS HAL RGNS B, B RGeS HAL R GE R E . XFh5r AL
BEL L B 6 5 110 L FH 2 e Aok D0 4 1) 7 1) o S FEY 917 338 BEL Lk DA A I A1 N AR A2 7 2R 458 Y
%, BREIVIHAERE RGNS, WA CA RGHEESEIAFN., FLETERE, W
] R Gl {5 N G AT LUs i 114 Vi ) CA i P .
Core system must be separated physically from other systems and the production system must be

separated from other system logically. This separation can prohibit network access except for
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specific applications. The usage of firewall is to prevent the intrusion from the internal and external
network production system and restrict activities of access production system. Only trusted persons
in operation and management group of CA system, when necessary to access the system can
access the CA database using password.

6.5.2. THENZ4 P Computer Security Rating

GDCA HJINIF &%, @i T H R E WM 2 ks A,

GDCA HINIERGE . THRENL I 4% 22 4x, RRAF I SO %8 BER T 8 3 T THAE R
iy UPENL M AR TR R A, WM, IRIEHCE R AMSEN, SHA
IE RS R G AR AT T e
GDCA certification systems pass the security review of OSCCA.

Authentication system, computer and network security of GDCA should be evaluated by OSCCA
each year. According to the opinion of the relevant experts and leaders, GDCA may upgrade the
authentication system and system security when necessary.

6.6. A=A MIFARIEH Life Cycle Technical Controls

6.6.1. RGTF K #%EH| System Development Controls

GDCA HIERAF Bt AT A R4 AT B -
1 HEAF AT A E IR, FFEOR TR N ™ % R R AT
il 5 23 W) PN RS R R I AR B B A
TR REF AT RIABEREAT P R e, P H R B A M B
A% B HR B R EAT A RUIAE LR 2 0
=7 YR E R B A
274 RS 3 BT AT SE PR S
ANy, GDCA AT RIRIERTE, 275 15015408 bnifE, AT HFIRIAIIT
RAEH o

© a > w DN

Software design and development of GDCA process follows principles:

1. Establish internal system of corporation about update, alteration and application. The
employees should follow this system strictly.

2. Establish internal purchasing process and management system of corporation.

3. After the programs have passed strict test in development environment, they can be
deployed to production environment.
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4. Effective online backup must be done before deployment changes.
5. Verification and review of third-party.
6. The security risk analysis and reliability design.

The operation specifications of software development, which refer to 1SO15408 standard,
implement relevant plan and development control.

6.6.2. 4B HEEH| Security Management Controls

GDCA MIER SIS a8 B, ™ MBI [ 25 5 B =) AT s AT i B it
T ERAE

GDCA NIER G R AT A M I hFE It P A 1) 2R GeAi il ™ 4% 1 Ik 98 e s
A AT 2 ARE, AR FME ST 2 8 AL SO IAT AR ] DRI iAnid % .
GDCA iR INUE AR Geit AT 5 WIAIAN & T A 2 At

GDCA R’ — 7 5 is i) & PR 2RI HI A R G I BC E ., PLBT IER IR 2L

Information security management of GDCA certification system conforms to the relevant operation
management specification of OSCCA strictly.

GDCA authentication system has a strict control measures, and all the systems can be used only
after being rigorously tested and verified. Any modifications and upgrades will be recorded for
reference and made for version control, functional test and record. GDCA also carries out regular
and irregular inspection and test on certification system.

GDCA uses the flexible management system to control, monitor system configuration and prevent
unauthorized modification.

AL 2% BRI BRSNS dE AT e tE iR, RIS R BN, 25
FAAE LRSS o N B0 2% R AN 22 25 L A A8 SN ™ % 1) 22 A LA R, BT et
RIS 2 AR

GDCA IER ST A AR T AR JRIH & AEREAT AL BRI, 15 55 AU
IWHAE A RO 2 4 (15 BAFLE

Hardware devices are checked from the perspective of intrusion and security holes, etc. Encryption
devices must be examined, installed and accepted in a strict security control mechanism.

After all the hardware and software equipment of GDCA authentication system are upgraded,
GDCA must confirm the existence of information which affects the security in waste equipment.

6.6.3. A 1 A B 22 &35 %) Life Cycle Security Controls

GDCA NIER G I A e # B vl REEMERI TGt R, Hrp g 7R, BEFE
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i i 3 2k

Software and hardware of GDCA certification system have sustainable upgrade plan such as
arrangement of software and hardware lifetimes.

6.7. ML Z4$4H] Network Security Controls

GDCA A\ E ZR Gt K H 2 00505 K 418 A0 0 2% B3 Ul 22 A P il) R I IR A7, I HL St 58 ¥ 11
IR

WIERGE RIS IS IE . ARSI DI BE, B il 23847 .
H47 GDCA #ALUI b1 TREG it N GDCA IEF S5 &% GDCA k45 H k%5 &% . GDCA
BAE P OSF R B R S,

N T W IRIN S 24, GDCA YIRS RGZRHRE T NRKCI . 2248 i Bi#ki
U R G8, If H A R ke . AR I 224w 1 B 2 A S RGO,
LU AT E B B AR T IR 2% A0 XU

GDCA M 22 2 i FF & CAIXI Y8 18 tx (CA/Browser Forum) & A4ii [ Network
and Certificate System Security Requirements (NCSSR) [ E3K .

GDCA authentication system has multi-level firewalls and the protection of network resource
security control systems. It also has complete access control technology.

Authentication system only provides the operations such as application and query of certificate to
subscribers over the network. Only employees authorized by GDCA can access the GDCA
certificate server, GDCA certificate directory server, GDCA operation center and other equipment or
systems.

In order to ensure network security, GDCA authentication business system has been equipped with
intrusion detection, security auditing, virus protection and network management systems, and
updated to the version of above systems, as much as possible to reduce the risks from the network.

The network controls adopted by GDCA conform to the Network and Certificate System Security
Requirements (NCSSR) published by the CA/Browser Forum.

6.8. H[E]ER Time-Stamping

GDCA £4t%54 RFC 3161, 5816 UL & Authenticode fJIf IR RS, FEF TS
%4 . PDF 4% Hi&. GDCA HNLE RS R Geht [a]#2)iE i NTP #hil 51Z ) [a) Bk AR
%R

GDCA provides time stamp service that complies with RFC 3161, RFC 5816 and Authenticode,
mainly used for code signing and PDF signing purpose, and the system time of GDCA's operation
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system synchronizes with this time stamp service through Network Time Protocol (NTP).

7. IEF EHBHEFROELRIEF RSN Certificate, CRL,

and OCSP Profiles

7.1. YEH Certificate Profile

GDCA {5 F [ VEAIIE ok 30 & B AR SRR AEZER , 2 ITU-T 3210 — A PR br e
ITU-T X.509v3 (1997): {5 EH AT AL Hi%E-Hk: IEHESE (1997 4E 6 H) #rik
A1 RFC 5280: Internet X.509 A%HZERN LA CRL 454 (2008 45 ).

GDCA it CSPRNG A sk T 0 HAKEE R 64 fr 3R 7 FIPERUE 7 515

The format of GDCA certificates conforms to national standard, i.e. ITU-T X.509 V3 (1997):
Information Technology - Open Systems Interconnection - the Directory - Authentication Framework
(June 1997) recommendation by ITU-T and RFC 5280: Internet X.509 Public Key Infrastructure
Certificate and Certificate Revocation List (CRL) Profile (May 2008).

GDCA generates non-sequential certificate serial numbers greater than zero containing 64 bits of
output from a CSPRNG.

GDCA Fr %8 Al P S5 b FE A U0

b/} 1B BAE PR R 1
A B X.509 WE Ak kA, {Ho8 V3
ol E S A M — AR AT

B AT S RAUE I P IR 2544 55005 (UL CPS 5% 7.1.3 1)

XRA 2R E KL 4

ARGEIRHY] | T EERE R EUTC), FALRE[FED, % RFC 5280 K4

AR HY | T EERE AR EUTC), ALt EF2, % RFC 5280 kgAY .
A BOWBR A BEE AT & CPS FiLE i PR .

/% DN EFREA 2 B AR 1 B 4 U F

CA HRiF$5 DN: CN. O. C.

12 CAIET DN: CN. O. C.

ITFHUAET DN: CN. O, OU (fli%). L. S. C.
TP AGES DN: CN. O, OU (A, L. S, C.
TP % 4E+ DN: CN. O, OU (fli&). L. S. C.
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TP FERIB A EF DN: E. CN.

WPA NBBEUES DN: Ev CN. Ly Sy C.

TP WL IR EE DN: E. CN. O. organizationldentifier. OU (#]
#). L. S. Co

T PR AHB{HES DN: E. CN. O. organizationldentifier. OU
(Afig). L. S. Co

WPA NEF DN: CN. L. S, C.

1T/ DV SSL iE+: DN: CN.

17/ OV SSLiEF DN: CN. O, L. S. C.

177 EV SSL iE+45 DN: CN. O. streetAddress (FJi%). postalCode
(m ik ). L. S. C. serialNumber . businessCategory .
jurisdictionLocalityName ( OID : 1.3.6.1.4.1.311.60.2.1.1 ) .
jurisdictionStateOrProvinceName  ( OID:1.3.6.1.4.1.311.60.2.1.2 ) .
jurisdictionCountryName (OID:1.3.6.1.4.1.311.60.2.1.3),

T 77 EV U254 3F+ DN: CN. O. streetAddress (FJi% ). postalCode
(m ik ). L. S. C. serialNumber . businessCategory .
jurisdictionLocalityName  ( OID : 1.3.6.1.4.1.311.60.2.1.1 ) .
jurisdictionStateOrProvinceName  ( OID:1.3.6.1.4.1.311.60.2.1.2 ) .
jurisdictionCountryName (OID:1.3.6.1.4.1.311.60.2.1.3),

NCE

H34E RFC 5280 4wfid, i CPS 7.1.3 g E ISk, K E 2
CPS &8 5E ER .

Following are the basic certificate fields for the certificates issued by GDCA:

Fields

Value or value limit

Version

The format version of X.509 certificate with a value of V3.

Serial Number

The unique identifier of a certificate.

Signature ) ) ) . . .

Algorithm The signature algorithm used to issue certificates (Section 7.1.3 of this CPS).

Issuer Issuer's distinguished name, including CN, O, and C.

notBefore Based on Coordinated Universal Time (UTC), synchronized with Beijing time,
encoded according to RFC 5280.

notAfter Based on Coordinated Universal Time (UTC), synchronized with Beijing time,
encoded according to RFC 5280.

Subject Subject DN of a certificate holder or entity may be as follows:

DN of a root CA certificate: CN, O, C.
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DN of a subordinate CA certificate: CN, O, C.

DN of a subscriber organization certificate: CN, O, OU (Optional), L, S, C.
DN of a subscriber individual certificate: CN, O, OU, L, S, C.

DN of a subscriber organization employee certificate: CN, O, OU (Optional),
L, S, C.

DN of a subscriber equipment certificate: CN, O, OU (Optional), L, S, C.

DN of a subscriber Basic S/IMIME certificate: E, CN.

DN of a subscriber IV S/IMIME certificate: E, CN, L, S, C.

DN of a subscriber OV S/MIME certificate: E, CN, O, organizationldentifier,
OU (Optional), L, S, C.

DN of a subscriber SV S/MIME certificate: E, CN, O, organizationldentifier,
OU (Optional), L, S, C.

DN of a subscriber individual certificate: CN, L, S, C.

DN of a subscriber DV SSL certificate: CN.

DN of a subscriber OV SSL certificate: CN, O, L, S, C.

DN of a subscriber EV SSL certificate: CN, O, streetAddress (Optional),
postalCode (Optional), L, S, C, SerialNumber, businessCategory,
jurisdictionLocalityName (OID:1.3.6.1.4.1.311.60.2.1.1),
jurisdictionStateOrProvinceName (OID:1.3.6.1.4.1.311.60.2.1.2),
jurisdictionCountryName (OID:1.3.6.1.4.1.311.60.2.1.3).

DN of a subscriber EV codesigning certificate: CN, O, streetAddress
(Optional), postalCode (Optional), L, S, C, SerialNumber, businessCategory,
jurisdictionLocalityName (OID:1.3.6.1.4.1.311.60.2.1.1),
jurisdictionStateOrProvinceName (OID:1.3.6.1.4.1.311.60.2.1.2),
jurisdictionCountryName (OID:1.3.6.1.4.1.311.60.2.1.3).

Public key Encoded according to RFC 5280, using the algorithms specified in section

7.1.3 of this CPS, with key sizes meeting requirements specified in this CPS.

7.1.1. R4S Version Number(s)

GDCA iEFif54 X.509 V3 Wil Fitg =,  AAAS BAF AR UE TSR A S A= Y o

GDCA certificates are compliant with X.509 V3 certificate format. The version information is listed in
the version field of the certificate.

7.1.2. WEFHH B Certificate Extensions

GDCA F& T X.509 V3 RRIUEPArAEIURIbRAEY RIS, A T B e XT &
T

In addition to the X.509 V3certificate standard items and standard extension items, GDCA also
uses customized extensions.
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7.1.2.1. #RIEFH Root CA Certificate

1 REARAR

MAEB AR Bz R, HiZzy RIUYREY R, TARRUP RN CA,
“pathLenConstraint” 7Bt R K & .

2. EYIMZ%

MRUEBTR By RO, HAxy ROy R I, V%1% B A KeyCertSign, CRLSIign.
ARAIEF5 05 82 A RLEH AN T-263 OCSP Wi ¥

3. IET SN

ZY RIUR K E .

4. WERMEEHRNE

ZY IR IE .

5. FREUHHRRRT

WAEB G ALY I, Hizy A RARIC A RS I, &AM A% & R AR
WEH25 K IAIE 5 Th 1) authorityKeyldentifier 37 2 1) keyldentifier 7B o

1. basicConstraints

This extension shall appear and shall be marked critical. The cA field shall be set true, and the
pathLenConstraint field is not present.

2. keyUsage

This extension shall be present and shall be marked critical. The usage keyCertSign and cRLSign
shall be set. The private key corresponding to a Root CA will not be used for signing OCSP
responses.

3. certificatePolicies

This extension is not set for root CA certificates.

4. extKeyUsage

This extension is not set for root CA certificates.

5. subjectkeyldentifier

This extension shall be present and shall not be marked critical. It shall contain a value that is
included in the keyldentifier field of the authorityKeyldentifier extension in certificates issued by the
Root CA.
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7.1.2.2. HZ% CAE+H Subordinate CA Certificate

1. RS SRE

1 CAEF AU BAZy I, HARRCRY I, A BARK SRR bR R AT Y
5 RE LA CPS 128 1.4.1.8 1.

2. CRL%yR A

% CAEF P AR E LY JRI, HAG RS R, %9 RIS & CA CRL
K55 () HTTP Huhik

3. WURMLIGE B V5

X H GDCA TrustAUTH R5 ROOT iE45. #(%hIfX R5 @ CA iFf5. GDCA
TrustAUTH E5 ROOT 28K Hy 2 CA IEH:, th 2 CA IEH RN BseA MUK LIS B U5 R 3
T, BRI, Wi RS ERml CA IERZEREIERK HTTP itk
( AccessMethod=1.3.6.1.5.5.7.482 ) M1 45 [(] CA OCSP it 55 ] HTTP 4
(AccessMethod=1.3.6.1.5.7.48.1),

%tF i ROOTCA (RSA) iF45. GDCAROOT CA iE+5. ROOTCA (SM2). GDCA
ROOT CALIERZKMI T CAUES, ek CA UE Al WA MU NG BU7 a9 eI,
HWE, WARRNKEY R, Iy R &EmIL CA IEHBEREIEBI HTTP
Hh 41k C AccessMethod=1.3.6.1.5.5.7.48.2) Flfi 1] CA OCSP g % () HTTP Hhi ki

(AccessMethod=1.3.6.1.5.5.7.48.1).

4. FERLZR

T4 CA IEBATRE XY I, HiZy RIUN Y BRI, R EA CA,
“pathLenConstraint” FB ] % & .

5. AL

g CA UERh IR E ZY R, HoOy Xy Rm, HWZI%E KeyCertSign,
CRLSign Hi%. $14% CA iEFXFRIFAHA M T-2% OCSP i M.

6. HEERAIAH Ik

XFF7E 2019 45 1 A 1 HJ5 B GDCA TrustAUTH R5 ROOT iE45. #rZ2iH{t R5 AR
CAilE+:. GDCATrustAUTH E5 ROOT £k )2 CAIE+:, HhZk CAIEH ATk B 1%
PRI, HARCNICHY I, £ g CA IR T2 % SSUTLS ik, MliZ%
P T E id-kp-serverAuth [RFC5280), w67 id-kp-clientAuth [RFC5280), A5
% id-kpemailProtection [RFC52801], id-kp-codeSigning [RFC5280], id-kptimeStamping
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[RFC52801], id-kp-OCSPSigning [RFC5280] Az anyExtendedKeyUsage [RFC52801],
WAL AR AT A

7. WURNLAE B AR RST

W2 CAUERAT B %Y BRI, HAS R B % UL Keyldentifier
FB

8.  FRUEHIRRAT

% CAIEBAT B iy I, HAzy IR C NSy I, & AN Z A
ETEF K CA 25K HIAEF T i) authorityKeyldentifier 37 & 1) keyldentifier 7B,

1. certificatePolicies

This extension for subordinate CA certificates shall be present and shall not be marked critical.
More information about the asserted OIDs is explained in section 1.4.1.8 of this CPS.

2. cRLDistributionPoints

This extension for subordinate CA certificates shall be present and shall not be marked critical. It
shall contain the HTTP URL of the CA’'s CRL service.

3. authoritylInformationAccess

For subordinate CAs issued by GDCA TrustAUTH R5 ROOT certificate, #iZ {1t R5 R CA LT3
and GDCA TrustAUTH E5 ROQT, this extension should be present and shall not be marked critical.
It should contain the HTTP URL of the Issuing CA's certificate (accessMethod = 1.3.6.1.5.5.7.48.2).
It may contain the HTTP URL of the Issuing CAs OCSP responder (accessMethod =
1.3.6.1.5.5.7.48.1).

For the subordinate CAs issued by ROOTCA (RSA), GDCA ROOT CA, ROOTCA (SM2), and
GDCA ROOT CA1, this extension may be present, and shall not be marked critical if present. It
should contain the HTTP URL of the Issuing CA’s certificate (accessMethod = 1.3.6.1.5.5.7.48.2). It
may contain the HTTP URL of the Issuing CAs OCSP responder (accessMethod =
1.3.6.1.5.5.7.48.1).

4. basicConstraints

This extension for subordinate CA certificates shall be present and shall be marked critical. The cA
field shall be set true. The pathLenConstraint field may be present.

5. keyUsage

The subordinate CA certificates have the "keyUsage" extension, which is a critical extension. Usage
settings are: digitalSignature, keyCertSign, cRLSign. The private key corresponding to a
subordinate CA certificate will not be used for signing OCSP responses.

6. extkeyUsage
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For subordinate CAs issued by GDCA TrustAUTH R5 ROOT certificate, iz #/fX R5 R CA LT
and GDCA TrustAUTH E5 ROOT after 1 January 2019, this extension shall be present and should
not be marked critical. If such subordinate CA certificates will be used to issue SSL/TLS certificates,
the value id-kp-serverAuth [RFC5280] shall be present. The value id-kp-clientAuth [RFC5280] may
be present. The values id-kpemailProtection [RFC5280], id-kp-codeSigning [RFC5280],
id-kptimeStamping [RFC5280], id-kp-OCSPSigning [RFC5280] and anyExtendedKeyUsage
[RFC5280] shall not be present. Other values should not be present.

7. authorityKeyldentifier

This extension for subordinate CA certificates shall be present and shall not be marked critical. This
extension contains only the "Keyldentifier" field.

8. subjectKeyldentifier

This extension shall be present and shall not be marked critical. It shall contain a value that is
included in the keyldentifier field of the authorityKeyldentifier extension in certificates issued by the
subordinate CA.

7.1.2.3. 3T PHUEFH Subscriber Certificate

1. EHEHS

WPIEBH AU E Y R, HAE Y I, A R SR IR 115 B
i WA CPS 155 1.4.1.8 15

2. CRL 73K

Xf Tt GDCA TrustAUTH R5 ROOT k5. it R5 2 CA iE+f. GDCA
TrustAUTH E5 ROOT &K I 2 CA PR K AT kS, KT P UEBAE %Y B
UG, HUby RBUAAE R . Sy RIUh 254 CACRL lR% 1 HTTP URL
Hodk.

%tF i ROOTCA (RSA) iF45. GDCAROOT CA iE+5. ROOTCA (SM2). GDCA
ROOT CALEREZ K gk CA PR KB e, 2RI P IE R s B &y I, %
WHE, WZy RBUAAECHRY . i RIUh 28R CACRL R HTTP URL
bk

3. WURMLIE V5

Xf T GDCA TrustAUTH R5 ROOT iE-i. &t R5 2 CA iEfi. GDCA
TrustAUTH E5 ROOT 2K 2k CA a8 K AT b, 3T FHEB AT s B
By I, HARAREY RO, Wi P 2E M CA IERHERFIERH
HTTP #hhl (AccessMethod=1.3.6.1.5.5.7.48.2) Fli§ [ CA OCSP 45 HTTP Hhhk
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(AccessMethod=1.3.6.1.5.5.7.48.1),

%+ H ROOTCA (RSA) iF45. GDCAROOT CA iE45. ROOTCA (SM2). GDCA
ROOT CAL IEHZE RIS CA BT R AT FUES, AT FHIEF A R ML (S B
ViR, AWE, WA RDL W RS EiRnll CA IERERE
WEF) HTTP Huli: (AccessMethod=1.3.6.1.5.5.7.48.2) 145 CAOCSP %] HTTP
ikt (AccessMethod=1.3.6.1.5.5.7.48.1).

4. FARLH

XFTH GDCA TrustAUTH R5 ROOT iE+i. it R5 R CA iE+:. GDCA
TrustAUTH E5 ROOT 22K IIH1 4% CA 22 K1 SSLITLS 11 JHiE4S, Al B iZy R 1T,
HWHE, WZY RN Y R, g Rk “cA” ZRIIKE N “False”.

%tF i ROOTCA (RSA) iF45. GDCAROOT CA iE+5. ROOTCA (SM2). GDCA
ROOT CAL IEHZ KM CA BT KT FES, "B iZy B, #iE, Niky
e “cA” FBUNEN “False”.

5. AL

PR A B B Y R, #5718, % A58 B D keyCertSign /% cRLSign.

6. HEERAIE Ik

XITH GDCA TrustAUTH R5 ROOT iE+i. #zhff{ RS # CA i+, GDCA
TrustAUTH E5 ROOT 22K WUt 2k CA A A B UEAS, R4S o i3 A VA g ma 7Y

SRR
W5 FHRE #iE
SR B4, e,
MEARIE CEANN 1| Bl e . 2022 4F 11 A 1 HigR
ZAEH) MR AR B S Mm% | BHTZEmEE.

U, TR
HHRE: HTEL, AT
Adobe TR ZIES | M AL Adobe SCRI%E

4.,
. W R, BN,
o .
A/\
DUITNIRET | s, 208 550
i, TR
I W SR, BN,
. BE sz
DLESFRUE TS SRR B VL 2 0
i, TR
N TS I W SR, BN,

148



[] SR RIXZIRIGBEIRDE
a (RO TR e Secun ity AThonityg Coe Lo GDCA %%‘U\'L[E—\J_k%%m}rlu (V6. 1 ﬁ}i)

sz
WERASHRVE: B w06
iE, HTHRE RS .

TR BUTs4, BN,
I
WERAISHRE: B im0 %
iE, HETHRE R .

ARG TR, BHINE.
DV SSL iFH R RV 2 i B A B
iE . IRSSE S E .
BEARE: B8, EHINE,
OV SSL iF$ B sm A S L 2 i S I
iE , IRESE S RiE .
TR s, BN
IV SSL iiFH Hhom R B RV R i S A I
iE o, RSB S M.
BEARE: B8, EHINE,
EV SSL ik ER A S L B i S 56
iE , WRSSE S iE .

B B4,
R . A4,
BRI B4,
R . A4,
BE I BFE% 4.

B S e AR .

7. AURMURE SRR IR

PR By R, HAS Y . i3 R Keyldentifier =7
B

8. THEHIARIRTT

PR A By R, HAzd R RAARIC N R I, BN & — A
W E T A IRA R A 1E

BLR MR A FEFS

Y B AR5 4 2RAE

EV RIS ZUEH

I [ BRAIE 5

1. certificatePolicies

This extension for subscriber certificates shall be present and shall not be marked critical. More
information about the asserted OIDs is explained in section 1.4.1.8 of this CPS.

2. cRLDistributionPoints

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT, #(%
B 4% R5 AR CA {E45, and GDCA TrustAUTH E5 ROOT, this extension shall be present and shall not
be marked critical. It shall contain the HTTP URL of the CA’'s CRL service.

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
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ROOTCA (SM2), and GDCA ROOT CAL1, this extension may be present and shall not be marked
critical if present. It shall contain the HTTP URL of the CA's CRL service.

3. authoritylnformationAccess

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT
certificate, ¥{Z#f4% R5 fR CA k5 and GDCA TrustAUTH E5 ROOT, this extension shall be
present and shall not be marked critical. This extension will contain the HTTP URL of the Issuing
CA's certificate (accessMethod = 1.3.6.1.5.5.7.48.2) and the HTTP URL of the Issuing CA's OCSP
responder (accessMethod = 1.3.6.1.5.5.7.48.1).

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CAL1, this extension may be present, and shall not be marked
critical if present. This extension will contain the HTTP URL of the Issuing CAs certificate
(accessMethod = 1.3.6.1.5.5.7.48.2) and the HTTP URL of the Issuing CA's OCSP responder
(accessMethod = 1.3.6.1.5.5.7.48.1).

4. basicConstraints

For the SSL/TLS subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5
ROOT certificate, #rzi{X R5 4R CA i+ and GDCA TrustAUTH E5 ROOT, this extension may be
present and shall be marked critical if present, and the cA field shall be set to "False" if present.

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROQOT CAl, this extension may be present, and the cA field shall be
set to "False" if present.

5. keyUsage

This extension for subscriber certificates may be present, and if present, usage keyCertSign and
cRLSign shall not be set.

6. extkeyUsage

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT
certificate, #(ZZH ¢ R5 /R CAIETS and GDCA TrustAUTH E5 ROOT, key usage and extended key
usage are as follows:

Types of Certificates Key Usages Remarks

This policy OID will
not be used to identify
the email certificates

KU: Digital Signature, Key

Email Certificates (Previously | Encipherment.

the Type | Individual Certificates) | exy:  Client Authentication, | as of 1 November

Email Protection. 2022.

KU: Digital Signature, Non
Adobe PDF Signing Certificates | Repudiation.

EKU: Adobe Document Signing.
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SV S/MIME Certificates

KU: Digital Signature, Key
Encipherment, Data
Encipherment.

EKU: Client Authentication,

Email Protection.

OV S/MIME Certificates

KU: Digital Signature, Key
Encipherment, Data
Encipherment.

EKU: Client Authentication,
Email Protection.

IV SIMIME Certificates

KU: Digital Signature, Key
Encipherment, Data
Encipherment.

EKU: Client  Authentication,
Email Protection.

Basic S/IMIME Certificates

KU: Digital Signature, Key
Encipherment, Data
Encipherment.

EKU: Client  Authentication,
Email Protection.

DV SSL Certificates

KU: Digital Signature, Key
Encipherment.

EKU: Client  Authentication,
Server Authentication.

OV SSL Certificates

KU: Digital Signature, Key
Encipherment.

EKU: Client  Authentication,
Server Authentication.

IV SSL Certificates

KU: Digital Signature, Key
Encipherment.

EKU: Client Authentication,
Server Authentication.

EV SSL Certificates

KU: Digital Signature, Key
Encipherment.

EKU: Client Authentication,
Server Authentication.
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Standard Code Signing KU: Digital Signature.
Certificates EKU: Code Signing.

KU: Digital Signature.
EV Code Signing Certificates
EKU: Code Signing.

KU: Digital Signature.
TimeStamp Certificates

EKU: Time Stamping.

7. authorityKeyldentifier

This extension for subscriber certificates shall be present and shall not be marked critical. This
extension contains only the "Keyldentifier" field.

8. subjectKeyldentifier

This extension shall be present and shall not be marked critical. It shall contain a value that is
included in the keyldentifier field of the authorityKeyldentifier extension in certificates issued by the
subordinate CA.

7.1.2.4. FrAEE All Certificates

GDCA %5 K [ F A UE 153 75 & RFC5280, % H1 GDCA TrustAUTH R5 ROOT ilE 3.
22 iHR R5 MR CAEFS. GDCA TrustAUTH E5 ROOT &k 174 CAEH, VLA H 2R
CA TETZR AT FIET, M. WA %A JOE Ry R BUSRG 4 CPS 28
7.1.2.1, 7.1.22. K 7.1.23 FJEXRK,

%t H1 ROOTCA (RSA) iff5. GDCAROOT CA iE#5. ROOTCA (SM2). GDCA
ROOT CAL B KK T CAUEF:, PALH g CAIERRZ AT iETS, GDCA Bk 1
i fl RFC5280 & SUIIBRAETUAIbRAEY R LAAL, B al i E e SCPJR T, i, £F%d
AFIFER R IR S5 753K, GDCA W] R{EE X —Leg e il, AR EAR Tty .

1 SRS HFRRIT P M2 RS 5.

G—HLEHRMS: AT RIS S5 AR,
TREMT: HT RS TREMN 5.

FEBEFICIE S TRk ER S,

EAEIRSS S UERAURAUL = A T AT 7 M —g 5
MBS . TRl 5.
NMANEEST: H TR E RS AHIERIME—% 5 .

N o g &~ DN

For the subscriber certificates and the subordinate CA certificates that chain up to GDCA
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TrustAUTH R5 ROOT certificate, ¥t R5 #2 CA iF+5 and GDCA TrustAUTH E5 ROOT, key
usages, extended key usages and certificate extensions conform to section 7.1.2.1, 7.1.2.2, and
7.1.2.3 of this CPS.

For the subscriber certificates and the subordinate CA certificates that chain up to ROOTCA (RSA),
GDCA ROOT CA, ROOTCA (SM2), and GDCA ROOT CA1, in addition to the standard fields and
extensions defined by RFC 5280, GDCA may also use customized extensions, for example, to
satisfy different requirements for certificate application services, GDCA may define some
extensions flexibly, including but not limited to the following extensions:

1. Insurance number: It is used to indicate the subscriber's insurance number.

2. Unified social credit identifier: It is used to indicate the unified social credit identifier.

3. IC registration number: It is used to indicate enterprise IC registration number.

4. Taxation registration certificate number: It is used to indicate enterprise national taxation

number.
5. Trusted service number: It is used to indicate subscriber’s unique number generated by GDCA.

6. Land taxation registration certificate number: It is used to indicate enterprise land taxation

number.

7. Resident identity card number: It is used to indicate unique number of resident’s identity card.

7.1.2.5. RFC5280 HJMF Application of RFC 5280

NTEIEEE L, RFC 6962 52 S “TiiE+” AR A RFC5280 & X ) “UE1”,

For purposes of clarification, a precertificate, as described in RFC 6962 shall not be considered to
be a “certificate” subject to the requirements of RFC 5280.

7.1.3. H SR FRRAF Algorithm Object Identifiers

GDCA Z R W IE A L R AR L2 —

ShalRSA withRSAENcryption 1.2.840.113549.1.1.5
sha256RSA withRSAEncryption 1.2.840.113549.1.1.11
SHA256 with ECDSA 1.2.840.10045.4.3.2
SM3withSM2Encryption 1.2.156.10197.1.501

i GDCA TrustAUTH R5 ROOT ilE 15 i 48 R5 #2 CA ilE15. GDCA TrustAUTH
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E5 ROOT &k H 2l CA UE 2K AT AIE4EE T3 J OCSP Ik 4 i) Z A 5 vk A
shalRSA.

GDCA uses one of the following relevant algorithms to issue certificates:

ShalRSA withRSAEnNcryption 1.2.840.113549.1.1.5
sha256RSA withRSAEnNcryption 1.2.840.113549.1.1.11
SHA256 with ECDSA 1.2.840.10045.4.3.2
SM3withSM2Encryption 1.2.156.10197.1.501

Subscriber certificates and OCSP cetrtificates that chain up to the subordinate CA certificates issued
by GDCA TrustAUTH R5 ROOT certificate, #(%i4X R5 fif CA ilE+ and GDCA TrustAUTH E5
ROOT are not signed with sha-1WithRSAEncryption.

7.1.4. IR, Name Forms

GDCA %2 R IIE+5 44 K s 2RI N 25776 X.501 Distinguished Name(DN) (1%,
4% 4T H GDCA TrustAUTH R5 ROOT iE+:. 4§ {t R5 R CA 5. GDCA
TrustAUTH E5 ROOT &K W2 CA BT K AT k1S, HAAFRIE Ak UM N 5%
AFFA RFC5280, M CA/B 3Kk Ailr) Baseline Requirements PL& S/IMIME Baseline
Requirements 7.1.4 i iER

GDCA #R#E A CPS MELRAEKIET, HLRIEBAES, -1 3 8 1(5 S0 2 ik
il . GDCA ALxKeIgi 42 A1 1P Huhil 5 NIIE 5 5 B P B ARl AE A CPS 5 3.2.9 Fi i
5 3.2.12 TIHLE .

SSL/TLS iEBEBIUARL S AW «“.7, “-7, K« 7 (B0 25/, K/sidih
AR R ZTOAT . A, BANER N .

Name of certificate issued by GDCA is formatted in accordance with X.501 DN. For subscriber
certificates issued by the subordinate CAs that are issued by GDCA TrustAUTH R5 ROOT
certificate, #(% X R5 # CA{E+ and GDCA TrustAUTH E5 ROOT, the format and content of the
name forms of these certificates match the requirements as defined in RFC5280, and CA/Browser
Forum Baseline Requirements and S/MIME Baseline Requirements Section 7.1.4.

GDCA issues certificates in accordance with this CPS and shall make sure that the information in
the certificate subject field are correct. GDCA will not write domain names or IP address into a
certificate subject unless they have been strictly validated according to section 3.2.9 and 3.2.12 of
this CPS.

SSL/TLS server certificates cannot only contain metadata such as ->and ‘'’ (empty) characters

and/or any other indication that the value/field is absent, |ncomplete, or not applicable.
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7.1.5. A FRBR# Name Constraints

GDCA 1 #i#5 RFC5280 KAt F & Fr R til4 e i, LAFR il A 2% CA UES 1k 45 52 A YE

GDCA may use the name constraints extension per RFC 5280, in order to limit the business scope
of subordinate CA certificates.

7.1.6. IEF5SE M0 AR IR Certificate Policy Object Identifier

UES MRS SARIRFFFIA CPS 58 1.4.1.7 715,

See CPS section1.4.1.7.

7.2. EP#EEFIR CRL Profile

GDCA EHI% % CRL, fLH & iffdEA.

GDCA issues CRL regularly for the subscribers to query.

7.2.1. R4 Version Number(s)

GDCA LS 51K H] X509 v2 #53.

CRL issued by GDCA is formatted in accordance with X.509 v2.

7.2.2. CRL #1 CRL % H¥ B3 CRL and CRL Entry Extensions

GDCA HUETEE 53R (CRL) & —ANir A i (a8t H & i 274544 1) SR e 1
1151% . CRL 2SR & CA, GDCA it &4 CRL $24t'e s & I 7 UE T RS

==

B /G o

1. CRL MIMRAS: FIRHRE CRL MAIE S, GDCA KM M2 A X.509 V3 iE-5X [
ff) CRL V2 A

2. %%k GDCA XM shal RSA. sha256RSA. sha256ECDSA. SM2 Jz ECC %44
Bk,

3. MIRFH: FREZRHIMN DN &, hHEXR. & W YU BT FEH 4 %4
o

4. ERRETI): 4RE—ASHIES A, AR BIA CRL KA AR A] o

5. FHIESIE]: FRE—AN HI A, FHRASREA R —IR CRL ¥ E AR ] CRARHE
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Sef ) A5 FH 80

6. HBIEPFIR: TEE ARG IIERSIR . RFIFR P EA U P 5 FHE - R
B 1 H AT A

7. WRNIFIEAARR RS (Issuer Unique Identifier): ZSTHFRiR I SRIGIE/E CRL 4544
WATHES . EREHHIE— CA AR 8.

8. FHhfid: FHEEZI, W% CRL s HY RINAS N CHY BRI, X T H & SSL/TLS
ER2ERE ARG I CA, £ CRL % H ZEH X CA Bih % CAE, b2
Hi% CRL A HY BTl X TAHRL SSLTLS iF-B2KE AR M CA, WIATHT
DU 1 1 B B8 i 1% CRL 2% H 7 JE 1t
CRLReason {74 unspecified (0). & HUEHEEH A BAA, W GDCA @hZi4 &
reasonCode 7% H ¥ JE Tl (Zi 5 &5 _EIRESRK) 4 CRL 2% HAZ XS SSLITLS i1 FiiE,
Il CRLReason {EAR] A certificateHold (6)

W E T reasonCode 7 J£ 1, U] CRLReason {E %41 RFC5280 LA 4 CPS 5 4.9.1
B AR S B

CRL is a revoked certificate list with time stamp and digital signature. The issuer of CRL is CA.
GDCA provides certificate status information through releasing CRL.

1. CRL version: It refers to version information of CRL, GDCA adopts CRL V2 corresponding to
X.509 V3 certificate.

2. Signature algorithm: GDCA adopts shal RSA, sha256RSA, sha256ECDSA, SM2 and ECC
signature algorithms.

3. Issuer: It refers to DN of issuing authority, including country, province, city, organization,
department and common name, etc.

4. Effective time: It refers to date/time which indicates CRL issuing time.

5. Update time: It refers to date/time which indicates next issuing time of CRL. (It's an enforced
field in this CPS).

6. Certificate Revocation List: It refers to a list of revokedcertificates. The list contains certificate
serial number and certificate revocation date and time.

7. Issuer Unique ldentifier: It is used to authenticate the public key which is used to verify
signature of CRL. It can distinguish different keys used by the same CA.

8. Reason Code: If present, this CRL entry extension shall not be marked critical. For CAs
technically capable of issuing SSL/TLS certificates, if a CRL entry is for a Root CA or
subordinate CA certificate, this CRL entry extension shall be present. If a CRL entry is for a CA
not technically capable of causing issuance, this CRL entry extension may be present or
omitted, subject to the following requirements:
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The CRLReason indicated shall not be unspecified (0). If the reason for revocation is
unspecified, issuing CAs shall omit reasonCode entry extension, if allowed by the previous
requirements. If a CRL entry is for a SSL/TLS certificate, the CRLReason shall not be
certificateHold (6).

If a reasonCode CRL entry extension is present, the CRLReason shall indicate the most
appropriate reason for revocation of the certificate based on RFC 5280 and section 4.9.1 of
this CPS.

7.3. ELIEFRSEMI OCSP Profile

GDCA XH IETF PKIX TAEHI K HI—MELIUEIRZS YL (Online Certificate
Status Protocol, OCSP, RFC6960), iZ WS iE 1 — Fihni B3 KA R A5 5 4% =X LA
WIEP R SHHMES 1. /£ GDCA B J7 Mk N4 OCSP il % )™ i} %11t GDCA B J7 M
i KA OCSP #AF Ui BHBEATRC &, B ] {1 GDCA HIFELRIE T RS A H kST . GDCA
R I¥) OCSP i B 28 /b4 5 LAR Tk (1) OCSP LA L A AN A 75 -

1. Version: % )7 i i) OCSP P icA 5 ; GDCA HIFELRIE TR TSN v1 it

2. signatureAlgorithm: 2%% OCSP [ 5iZ:;

3. responderID: 28/ OCSP fysiifa, 28k /2 4H I SHAL Eids 4 28 ANk 5o 44 o

4. producedAt: OCSP i A= B 1) H B [a] 5

5. Signature: OCSP i My B I 7254 o

6. Nonce(—RPEREALEL): 7EIRZESTE RIS H B — requestExtensions A% £ Al K 7H
B (#) responseExtension A% & AL F — IR FEALEL, B 1k H R .

7. AETIRES: IEBREFURE, WAL BERE .

# OCSP MRS Z AMHEREH g CA IEIEME, HiZZuEBasHEs, WE
CertStatus ] RevokedInfo 1, revocationReason “FE A Ziix &

CRLReason 4UAAS CPS 5 7.2.2 T o i (I F A

GDCA adopts an Online Certificate Status Protocol (OCSP, RFC6960) developed by IETF PKIX
working group. This protocol defines a standard request and response information formats to query
whether a certificate is revoked. Subscribers can download the OCSP query client from GDCA
official website and follow the OCSP guide book published at GDCA official website for
configuration. Then subscribers can use GDCA's online certificate status query service. OCSP
response message issued by GDCA contains at least OCSP organization basic domains and
contents described below:

1. Version: OCSP protocol version number used by client. The version of GDCAOCSP is v1.

2. SignatureAlgorithm: Algorithm used for signing and issuing OCSP.
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3. ResponderlD: ID of entity who issues OCSP. It consists of SHAL of issuer’s public key and DN
of certificate.

4. ProducedAt: Date and time when OCSP response message is generated.
5. Signature: Digital signature of OCSP response message

6. Nonce: The nonce, which is used to prevent replay attacks, is included in requestExtensions
variable of state request message and responseExtension of response message.

7. Certificate status: The latest status of a certificate, the status can be valid, revoked, and
unknown.

If an OCSP response is for a root CA or subordinate CA Certificate, and that certificate has been
revoked, then the revocationReason field within the Revokedinfo of the CertStatus shall be present.

The CRLReason indicated shall contain a value permitted for CRLs, as specified in section 7.2.2 of
this CPS.

7.3.1. OCSP R Fma M 4B OCSP Request and Response Resolution

—> OCSP iR A& LA N : hillRA . IRSSER . HAREBIRRAAER S &

T, fEHZ—ANERZ G, OCSP R4S vl 8L A E 4T o AU

o {5 R IEHIH X1k

® N iR 5% a A IC B BRI SR IR ST

® IEORALE TR SS AR TR E A S, MR — NSRRI E, B4 OCSP
R S5 R A AN RAE R SRS, R E AN E [

Protocol version, service request, target certificate identifier and optional extensions, etc.

After receiving a request, OCSP server does the following tests during response:

® Information is formatted correctly

® The response server is configured to provide the request services

® The request contains all the information needed by response server. If any pre-condition is not
met, the OCSP server will return an error message. Otherwise, it returns a determinate
response.

AT M S4B GDCA (E RS M T R 44, EERA O
TR T R, T4 B i DA TR AR
o [EiBEIA
o RIS B4
o HRIHERIY R &
o Wity
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® M EIEN BRI S
® xR EfE BG4

All determinate responses are signed by GDCA certificate issuer. The main response statuses are
valid, revoked, and unknown. The response message consists of the following components:

® Reply syntax version

® Response server name

® Response to the request client certificate

® Optional extensions

® Signature Algorithm object identifier

® The signature after the response information is hashed
AR W4, OCSP ARssas =ik Bl — M HAHE S, XEEHIR(E A GDCA IEH%E

REFHANZE S . WG R R EAHE:

K IERERE AL IE R (malformedRequest)

W EBEER CinternalError)

EM AR (trylater)

FEL Y (sigRequired)

KA Cunauthorized)

If an error occurs, OCSP server will return an error message, which doesn't contain key signature
signed of GDCA certificate issuer. The error message includes:

® malformedRequest
® internalError

® trylater

® sigRequired

® unauthorized

7.3.2. OCSP # I OCSP Extensions

ANEH . XFT SSL/TLS iE+5, OCSP i [ singleExtension AT 7 CRL 2% H
reasonCode ¥ & il »

Not Applicable. The singleExtension of an OCSP response cannot contain the reasonCode CRL
entry extension for SSL/TLS certificates.
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8. INMENL# &+ M HAh P45 Compliance Audit and Other

Assessments

8.1. VFAh B M &R 5 1F £ Frequency and Circumstances of

Assessments

GDCA 25 AT — IR — B d i Rz B 0rfh, R IR > 3% 5 1IiE
FoREAT AL, DUBRIEIE BRSSO Al Stk . e Ve fmT# ik AT F3E iy GDCA
TrustAUTH R5 ROOT iE-f5. #rZiff{ RS R CA iE+:. GDCA TrustAUTH E5 ROOT 1iE
FRER I G CA Fras K1) SSLITLS IR55 4+

GDCA conducts an internal compliance audit and an operation assessment each quarter to ensure
the reliability, security and controllability of certification services. We extract at least 3% of
certificates for assessment. The extracted certificates are SSL/TLS server certificates issued by
subordinate CAs of TrustAUTH R5 ROOT certificate and #{2H4{ R5 fR CA certificate and GDCA
E5 ROOT certificate.

BT PR TR R PPAG 4, GDCA IEHEE M SL (¥ i v iS55 BT, 4218 WebTrust X
CA IR AT 150 o H ANV A«

1. AR (P NRIEME BRI CRPERS S EIMNE) SR ER,
TP — RHESZ E T IV A IR

2. GDCA R IE K L HRI I ER . [H A SCHRUERIA CPS 111 Sz & A il
5, FRHRN VAR R A TR, R A AT — I I PR A, BLEEX GDCA
WHT LA (RA. ZH %) MV H .

3. GDCA HEEMALI R iS55, 4%/ WebTrust X CA B LHRUN, R4
AT — RO R ANV A o

4, GDCA FFHEAT — AR AL AR, IR0 B S54RI B, 1Pl B A &
A AT REME BB AR E, IRV H AT RI SR . B R G LR I T R
JSERE AU, AR U PR AL, GIEE . SEREHFAERRIR G AR R W AR

In addition to internal audits and assessments, GDCA also engages external audit firms to perform
assessments and evaluations according to the CA requirements of WebTrust on CA.

1. GDCA is assessed and inspected once a year in accordance with the "Electronic Signature
Law of the People's Republic of China", "Measures for the Administration of Electronic
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Certification Services" and other requirements by administrative authorities.

2. GDCA conducts operations and services according to the requirements of state’s authorities,
the specifications of state’s relevant standards and this CPS. GDCA shall conduct internal
assessment and audit to other entities (including RA or LRA, etc.) in GDCA at least once a
year.

3. GDCA engages external audit firms to conduct assessments and evaluations once a year to
be compliant with WebTrust for CA.

4. GDCA performs a risk assessment once a year to identify internal and external threats, and to
evaluate the possibility of occurrence and potential damages, and to assess if the current
strategies, technologies, systems and relevant measures are able to mitigate these risks.
Based on the risk assessment, GDCA develops, implements, and maintains a security plan
consisting of security procedures, measures, and products.

8.2. THEEHIHE A Identity/Qualification of Assessors

GDCA N #fHI T, H GDCA 4RIk i Mot AL # I TR B THorAt N, i
TPk AN PAT LT A

GDCA IS AN AL, ROZ A % BT I 5

1 DARAVERTH. APV R VAL, 7R A= R AT,

2. TTENGERZERR, BEMBLETR, PKI BAR, drukRE(E;

3. HEKARFEITHRNETWEAMTA;

4. BT IR

Cross department audit assessment group organized by GDCA Security Policy Committee
performs internal audit of GDCA.

External auditors which GDCA hires shall have the following qualifications:
1. Must be an authority which has been licensed and has a good reputation;

2. Understand computer information security system, communication network security
requirements, PKI technology, and related standards and operations;

3. Have the expertise and tools to check the system operation and functionality;

4. Beindependent.

8.3. VFMiHE EBIEMFE ZEI KX KR Relationships between the

Assessor and the Assessed Entity

1. GDCA #Hil REANMM R EE A SR SRR 5 TAE R A AR E
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2. ANERVEALE (fF B AR RSL TR 55 B LU HARLR) A GDCA 2 1A
MSLHIR AR, BAAEMADLSS . WASAER, B H e AR TR 50 2 2 LA PR
FRNE, VRS E RN, AR, FAHIASEEXS GDCA HEATIEAY .

1. Segregation of duties is required between the GDCA auditors, and the GDCA system
administrators, business administrators, and business operators.

2. The external evaluators (information industry department, independent audit firms and other
authorities) and GDCA are independent from each other. There are no business interactions,
financial transactions, or any other interests that could affect the objectivity of the assessment
between the above two. Assessors should evaluate GDCA in an independent, fair and
unbiased attitude.

8.4. L% Topics Covered by Assessments

GDCA Lo v LAF AR LA R A
1) LRGSR 70 NSt
2) E TARGAEAH R 15 2™ R 5
3) B HAL CPS. Ml 35 MY 4 BRI AR 555
4) HMHE. EREGTE, 2O R
5) & T AAAE A AT REAEAE A 2 4 KU
S5 =7 TS S5 BT R WebTrust For CA BINEIEER, X GDCA #HATMSLH# 1T,
GDCA'’s audit contents include:
1) Whether the security strategy is fully implemented
2) Whether operation procedures and processes strictly followed

3) Whether strictly following the CPS, business specifications and security requirements when
conducting authentication services

4) Whether all kinds of logs and records are preserved and if there is any question
5) If there’s any other potential security risks

Third-party audit firms perform assessments and evaluations on GDCA to be compliant with CA
requirements of WebTrust.
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85 XHBEEAERIK I Resolution for Problems and

Deficiencies

T AU B 45 b 1) R, p o A /N2 7 B O ) R ) B AR IR R )
AT Y5 i R0 52325 (A 0 o 58 BOKT B T2 TR eodh J A BB 1] 7% 1 o o E PP /N
PR 55 etk T AR B RS

X} T GDCA BBUEMHAG I vh 45 50, iz IEAE #4736 ) A CPS J¢ GDCA il
SE AL S BTG 14T, GDCA K T LARIIE, A B 514 H AL B (X 247y, R
W% GDCA MIZRIEATI 5 e rh . b S5 MAT A1 P AL, GDCA 4%k
SHZH U I HLF AR 5545 FAZ AL

5= AT S TP e S, GDCA % MR TR 3T B0, JR 2 K
o AT AL o

ok

Audit assessment group monitors responsible departments for improvements and complete status
of issues that were mentioned in audit reports. After improvement of audit results have completed,
various functional departments should submit summary of improvement to audit assessment group.

For authorized RA mentioned in GDCA's audit report, if they are violating the CPS and other
business standards defined by GDCA, GDCA will stop the above behaviors immediately and ask
them to make changes in accordance with the requirements of GDCA.GDCA will terminate relevant
authorization of electronic certification services of RA if the above behaviors are seriously violated.

If assessments of a third-party auditor firm are completed, GDCA will rectify in accordance with the
audit reports. GDCA will be evaluated again after the rectification.

8.6. PSR KIfEEE KA Communications of Results

GDCA (18 7125 B a) AHLR B HARE 1T LK o V18 B AOAIE Py LA AT 1E 0@
e, XA REIERIT P Asba s, GDCA K R T iR .

B = WSS T e i, TR T4 R, K@ www.gdca.com.cn G
BEAT A AT o ATAR 55 =77 1A PPy SR 88 60 VT ik 45 SR B 215 5., 800 200 2 B i 1
GDCA FHIE A H B )5 38, HAES GDCA KRR, 28 74 MLE I 4h; GDCA £
B AEIX J7 VR

Audit results are formally informed to relevant departments of GDCA and related RA. GDCA will
notify the subscribers of any potential security risks timely.

If the assessment from a third-party auditor firm is completed, the audit results will be published at
GDCA website (www.gdca.com.cn). Third-party should communicate its purposes and methods to
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GDCA in advance before notifying the evaluation entity on the assessment results or similar
information, except otherwise defined by law; GDCA reserves the legal rights in this part.

8.7. HB¥ME Self-Audits

0. 8.1 &y,

See section 8.1.
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9. R FAEMH AR 4% 2K Other Business and Legal Matters

9.1. %%H Fees

9.1.1. IER& K FEH Certificate Issuance and Renewal Fees

GDCA AR S (1 L D AEAR SR 55 AU IR P37 P S s i, BLAR 5% ADRE
W T T S R A A8 BB T T E - GDCA A BURSE T IR L, XA RILT P Ak
FHE HE AN TR e Bl S DL R Tt

AR GDCA 253 I CH 4R BN A8 Al GDCA A A& A —80, BAFMCH R
% i
GDCA can charge subscriber certification fees for the digital authentication service provided. The
specific charge will be determined by market rules and regulations of relevant administration

department. GDCA has the rights to launch different charging and discount policies targeted to
different subscriber groups.

If the price specified in GDCA agreements with subscribers is different from the one published, the
agreement price prevails.

9.1.2. EHE W Certificate Inquiry Fees

TEUEBARIAN, SZIEBE ST, HAT GDCA AW E M. FRIEH
PRI R R TR K, T2 GDCA SCATHSMKI B, GDCA K5 H 7 ik s W21 iR
HI2

W SRAE A W I R B E 281k, GDCA ¥4 Kk 76 W%k www.gdca.com.cn
BT AT,

Currently, GDCA doesn't charge for inquiry during the certificate validation period. Unless the
subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with the
subscriber for appropriate charges.

If certificate inquiry charging policy has any changes, GDCA will promptly post the changes at its
website (www.gdca.com.cn).
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9.1.3. IE B BURSE BRE# %F Revocation or Status Inquiry Fees

GDCA X TR AR A, H AT ASCDUEAT 5% FH o BRAEFT 42 H R R oK
i 22 GDCA CATEAMA T, GDCA 5 F ¥ i SRSz e 1 9

I SRR AR S A5 B B R R BUR A AR (T A2 4L, GDCA R 23 B I £ 9 i
www.gdca.com.cn _EF LA .

GDCA currently does not charge any fees for the certificate revocation and status inquiry. Unless
the subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with
the subscriber for appropriate charges.

If revocation and status information inquiry charging policy has any changes, GDCA will promptly
post the changes at its website (www.gdca.com.cn).

9.1.4. H AR % B Other Service Fees

1. i ) GDCA ZEUARR ) CPS B AAH VRNV SRR, GDCA & Zk
IR 7= A s 33 Ak B T AR 9

2. GDCA ¥[a] H PR BEIE R AAE A BT A AR KRS, GDCA £ 51T 7 8 Hof S
B S AR BRI

3. HAth GDCA ¥ el ngEIR AR HIZR A, GDCA ¥so I aAfi,
i,

1. If subscriber requests paper version of CPS or other related documents from GDCA, GDCA
will charge postage and processing fees.

2. GDCA provides certificate storage media and related services to subscribers. GDCA declares
the prices of above items in the agreements signed with subscribers or other entities.

3. Other services fees that GDCA may or will charge will be published timely for referencing.

9.1.5. 1B KK Mg Refund Policy

GDCA ST YK HL (B, % 7 345 HR 7 R 5 3 9l DR D e o 2 bl ] DLIRSE 4F,
GDCA AN IRIEH FATAT 5 A
FESEHAIE i E A2 RAE PRI e h, GDCA 357 ™M I BRERE AN 550G . 1 o
GDCA & T 4% CPS ATl iE I ST B & B K 5%, i1 i LAZESk GDCA #UEHE 15 9F
Bk, 7 GDCA 45 7T P IEH )5, GDCA #4537 RIFEAT /2 o HiFZAE 45 S0 A3 0 2%
PR AT 7 o
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IR RIS AR BT 7 43 B H e £
FERGRRSE, 1T W RIKEAE FZIEY, GDCA Kb 7t kBt 5T .

GDCA does not refund any fees to subscribers except fees charged for certificate application and
renewal because of specific reasons.

In the process of the certificate operation and the certificate issuance, GDCA complies with strict
operating procedures and policies. If GDCA violates its defined responsibilities under this CPS or
other material obligations, subscribers can request GDCA to revoke certificates and refund. After
GDCA revokes subscriber’s certificates, GDCA will immediately refund the full amount that
subscribers have paid for the certificate application.

This refund policy does not limit users from obtaining other compensation.

After refund completion, if a subscriber continues to use the certificate, GDCA shall investigate
his/her legal liabilities.

9.2. WM%FAE Financial Responsibility
9.2.1. PREEFEEE Insurance Coverage

HILFFIE 4 GDCA #iil G, UEBIT . WRH 7 55 5244 1] DL GDCA 741
EEE DT (V8 BRI E R TR A 6

® GDCA HIEPH IR AT LAMAEE =T7, SBOT 8l K 8 2 ik
iip

o iRt T R RAEMME B BT, GDCA KILEVIARZ K Tik+, F3UK
7 TS

® GDCA ARAEUE TR FEF s (5 BT M A K 7 HFIET, S80T
FHE AT T 2 R

® i1 GDCA IR K S HUE B A B ST, SUEIT P 808 oy 18 52 1k
[1); GDCA Kt A I e 5 1) ;

®  GDCA X FARAHIEFT o MMy 55 S A JAE R 21 & F ST BRI ZEA

HH T IR 40 ) Y LA
IR R o 13 4 1 R
AN NIUEF 800 & (RMB)
HUAEF 4000 7&. (RMB)
WAAIUETS 8000 7t (RMB)
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AN LET AT 200000 7t (RMB)
DV SSL k& #8iE 15 50000 7¢ (RMB)
OV SSL AR &5 #%iE1 500000 & (RMB)

XtF EV SSL LA EV AURSRE LS, HIW £2 WU AE ol & A i) (GDCAEV il
F5 T AATENE SRR Yo x5 N 5 N IIEAS 55, GDCA tm] LUR IR A 4L
FATAE RSB EIR .

If the following circumstances occur and is confirmed by GDCA, certificate subscribers, relying
parties and other entities can request GDCA assume compensation liabilities (except for statutory
or contractual exemptions). For the cerification services for a particular application scenario, GDCA
may stipulate other maximum compensation amount.

® GDCA issues certificates to a third-party instead of the subscriber by mistake, which leads to
losses of the subscriber or relying party.

® After GDCA knows the fact that subscriber provides fake registration information or data,
GDCA still issues certificate, which leads to relying party suffering losses.

® GDCA issues certificates without authenticating subscribers’ application and it leads to the
losses of subscribers or relying party.

® |f the private key of the certificate is deciphered or stolen due to the fault of GDCA, which leads
to the subscriber or relying party suffering losses. GDCA fails to revoke the certificate in time.

® The compensation maximum amount for the certificate is as follow:

Type Compensation Maximum Amount
Individual Certificate 800 RMB

Organization Certificate 4000 RMB

Equipment Certificate 8000 RMB

CodeSigning Certificate 200000 RMB

DV SSL Server Certificate 50000 RMB

OV SSL Server Certificate 500000RMB

Compensation liabilities concerning EV SSL certificates and EV code signing certificates are
stipulated in the latest version of the “GDCA EV CPS”.

9.2.2. H A2 Other Assets

AEH

Not Applicable.
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9.2.3. X B & 2R B R BRH R Insurance or Warranty Coverage for

End-Entities

GDCA UiiE )z 74 CPS e MIER ST, WEFIT /' 4Ky & sk nl LL i GDCA
ARG AT QR E BT bRIN) . TE4 GDCA #iihg, 7 LAXHZ AR HEAT 1% o
T A2 PR A 0 T
1) GDCA FTA HIlEtE USSR AT 9.2.0 hIUE R R, B SHA S =

WAL G FIR, W24l IR AT LAl GDCA RIEE M E i, GDCA &4 EH

i S (R AL 2@ A S M
2) GDCA R 1EUE A ROHIFR o AR HH451 2 I8 13 53 AT

If GDCA violates the provisions of this CPS, certificate subscribers, relying party and other entities
can request that GDCA shall assume the liability for compensation (except for statutory or
contractual exemption). After confirmation, GDCA can compensate for the entity. Limitations of
compensation are as follows:

1. Allthe compensation obligation of GDCA shall not exceed the insurance coverage stipulated in
section 9.2.1.The amount of compensation shall not be higher than the compensation
maximum amount. GDCA can reset the compensation maximum amount. GDCA will notify
relevant parties immediately after the reset.

2. GDCA only assumes compensation liabilities when the certificate is valid.

9.2.4. TSR Liability Exemption

A ISR —H, R4k GDCA Z 5ifE:
1L W PEHIERME ] GDCA #FAiE il , A~ 552 —11:
1) WFE AR, e, HEFIAMELRIE S, AR EE M. TRrs e
AE R
2) PN RERE GDCA Fras & B FUE AR AR PIN i3, 445 PIN
R BICHS BT AR B A AT
3) TFENH A SRS S S E B, A AR A R G
4) AT PAE BT AL GIERE O A R EBE RO A REET, N SR A
GDCA KHMIZ% 7, & LAl 1% i 1254 i 1 5
5) VAR I T UE TR 0 08 A [ SR A R T IO T B . AN EL
FAUETAE Sy GDCA FILE {5 FH Y BBl A0 oy FEAd AT AT FH g A 1 «
6) 1T/ AITEIE A M A AN ZAE T AN SR s Rk . i
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AROAN. BREE . BIEE RE U T
7) TP SRR E F A ) GDCA K 24 ik 4552 B i A8 4R 45 3
If one of the circumstances below has occurred, the responsibilities of GDCA shall be exempted:

1. If one of the following obligations are violated when subscribers are applying and using GDCA
digital certificates:

1) The subscriber has the obligation to provide real, complete, accurate material and
information, and forbid to provide fake, invalid materials and information;

2) The subscriber shall properly keep the certificate carrier issued by GDCA and protect PIN
code, and forbid to leak the PIN code or deliver the certificate carrier to others at
discretion;

3) When the subscribers are using their own keys or certificates, they shall use reliable and
secure systems;

4) If the subscriber has known data used for making electronic signature (private key) has
been compromised or may have been compromised, he/she should inform GDCA and
related parties promptly, and terminate the use of data used for making electronic
signature;

5) Subscribers shall abide by national laws, regulations and administrative rules and
regulations during the use of certificate. Subscribers are prohibited to use the certificates
out of the scope which specified by GDCA,;

6) Subscribers must use the certificate within the period of validity. Subscribers are
prohibited to use certificates that have compromised or may have been compromised,
expired, frozen or revoked;

7) Subscribers have obligations to pay the service fees to GDCA and local service
acceptance points promptly.

2. HMTATHERN SBEEGTIEBE AR EE, T, RSk, SEE, &
1B e RS 1 AT RLEZ “ARTPi 7, RGBT AR %
FEARESEIR B LG DL, BB EANR T
1) BRWUREFBRKE, QR KgAK Wi Jeaim. 5. 3ok,

o, B NEE RIS,
2) HMRUHR. R EEMEEBUFT N, SREBUGSUOH EGK. REATE
PR, Bl R WAL R S

2. If the certificate has problems of issuance in error, delay, interruption, failure issuance,
suspension, or termination in all or parts of the certificate services due to force majeure.
"Force Majeure” refers to unforeseeable, unavoidable and insurmountable circumstances,
including but not limited to:
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1) Natural phenomenon or natural disaster: earthquake, volcano eruption, landslide, debris
flow, avalanche, flood, tsunami, typhoon and other natural phenomenon.

2) Social phenomenon, social abnormal events or government actions: the government
issues new policy, laws and administrative regulations, or other social abnormal events
like war, strikes, chaos, and etc.

3. Kl GDCA [ 4 Bl I 25 i s S BOR Wi b T 3 BB IE B R A IR 3B L il 6
BRER, BUEME . Kb RIEEEBIRS : ARBUTIE 2 “HORMRE” 5l )5
PR L HE(E AR T
1) AnHid;
2) KERHAIANE ). EAE. GBI TEG
3) MR
4) GDCA 15 % Bl 25 i

3. If the certificate has problems of issuance in error, delay, interruption, failure issuance,
suspension, or termination in all or parts of the certificate services due to equipment, network
or other technical failures of GDCA. "Technical Failure" refers to the following circumstances,
including but not limited to:

1) Force majeure

2) Failure due to relevant departments such as electricity, telecommunication and
communication departments

3) Hacker attacks
4) Equipment or network failure of GDCA

4. GDCA CiTHHisE | E oA S BT IE VAL S5, A 4512k
PR

4. If GDCA has been compliant with certificate authentication rules defined by national laws and
regulations, but the losses still occur.

FERIEHNITH , 7 LRSI R 2 G B8 P L EOR AT L IR AR 55 28 80T 5
fE:

TEBE ST A ORVE R A ZEOR A (B i 2 2R HAE TS HE ) mSEat b, SN AE
B AN I E AR S5 B R T TAIE TS AR AR RAT Y, AR+ GDCA B KIES
(AN & BB 2T 51 RE I BRI R A%, GDCAL 1T P AR 7 et 2 s 93 M BURT 4. 57

For the certificate of Hong Kong-Guangdong mutual recognition, the responsibilities of Guangdong,
Hong Kong governments and electronic authentication services departments will exempt their
responsibilities if the following circumstances have occurred:

On the basis of compliance with the relevant laws and regulatory requirements and the " Hong
Kong-Guangdong mutual recognition of electronic signature certificates certificate policy", applying
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in the certificate of Guangdong Hong Kong mutual recognition and electronic certification service

departments and related behavior, any responsibilities and compensations caused by shortage and
negligence of the GDCA or related certificate, GDCA, subscribers and relying party can’t claim the
responsibilities from Guangdong and Hong Kong government.

9.3. W% BRE Confidentiality of Business Information

9.3.1. 12215 BIEE Scope of Confidential Information

1)
2)

3)

£ GDCA S FIAEAR ST, LU E B R S
GDCA 1T/ [ v 2544 I gk 5 9
HHC RS AMHE REHEHE. IRHEMNEER, X8EE0 GDCA LN
REFEE, RAZEH AN EHE AT UEE. BREHRER, AnEAF S
FAi o

HoAth th GDCA AT RA LRAFIIAN A2 wE BN RS, BRIZAEZOR, AR 2 A

In the electronic certification service provided by GDCA, the following information is treated as

confidential information:

1)

2)

3)

GDCA subscriber’s digital signature and decryption key

Audit records including local logs, server logs, archive logs information, which is treated by
GDCA as confidential information. These records can only be accessed by security auditors
and business administrators. Unless for law requirements, this information cannot be released
outside of the company

Other individual and company information preserved by GDCA and RA and should be treated
as confidential. Unless for law requirements, this information cannot be released to the public

9.3.2. AETHE KSR Information Not Within the Scope of Confidential

Information

GDCA Rt LA~ M5 B AR E A B

i1 GDCA KATHIIEH A CRL HHI1E B

H GDCA 3CHF. CPS iHE ] (IUEF5 SR B o )5 R

GDCA ¥¥rl, R GDCA T JjfiH], 1£ GDCA Wub AT K ATHIME & o
Hofth: GDCA {5 IR % M B 45k (0 S8 T50RT R i

GDCA treats the following information as non-confidential information:

Information in the certificate and CRL issued by GDCA

172



[ SR RIXZIRIGBEIRDE
m (RO TR e Secun ity AThonityg Coe Lo GDCA %%‘U\‘L[E—\J_k%%m)rlu (V6. 1 ﬁ}i)

® Information in certificate policy supported by GDCA and recognized by CPS

® Information that is permitted by GDCA, only used by GDCA subscribers and published at
the GDCA website

® Others: The confidentiality of GDCA information depends on particular data items and
applications

9.3.3. TR FFE B K T E Responsibility to Protect Confidential

Information

GDCA f Z#HMRE SR AT 9.3.1 H Il IR EE B THE S 5.

GDCA has the responsibility and obligation to protect the confidential information described in
section 9.3.1.

9.4. MANBEFIRBE Privacy of Personal Information

9.4.1. BaFAPR2E 72 Privacy Plan

GDCA & UE T AN N R BRFAL, PRIE 5¢ 48 18 [ A N SRR FA R 11
A e Soidfdt . [AIIT, GDCA KA R4 A HR 3 7™ M8 M 22 4 AR B R X AN NBRFAS
TIRE . A RN NERLRIF A S EUR AT A/E GDCA B ™ Chttps://www.gdca.com.cn/)
HEAT A

GDCA respects the privacy of the certificate subscriber’s personal data and guarantees to fully
comply with the relevant national laws and regulations. In the meantime, GDCA requires all
employees strictly comply with security and confidential standards for personal privacy. Policies in
relation to the personal privacy protection can be found at the GDCA website
(https://www.gdca.com.cn).

9.4.2. YENBERA AL E RS B Information Treated as Private

b TUEH AR RE B ULSGEFRSE AN, 1T AL HAR T AT SR
NEEFAAERE, GDCA & LA TS BONIEFS T T HIEEAAE &
® i A RGEE SIS WS e SRS AN ARARD
® i HIBRHIE,
® I E b AN AL
o i HHITIK S,
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Except for the information already included in the subscriber certificates and the certificate status i
nformation, other basic information provided by the subscribers is deemed private. GDCA defines
the following information as certificate subscriber’s privacy information:

®  Subscriber’s valid documents number such as ID number, organization code
®  Subscriber's telephone number
® Subscriber’s mailing address and living address

®  Subscriber's bank account number

9.4.3. AR A BaFA 45 B Information Not Deemed Private

GDCA & X AFEHARR T LU E BABAMIE T 7 R AME B -

The information of certificates subscribers not deemed as private by GDCA include but not
limited to the following:

® Ik, BALATREE,
® TSR BALMEAE
o i U E L MR A
® i) THRAH

Subscriber’s name, organization name
® Subscriber’s gender, organization nature
® Subscriber’s postal code of mailing address

®  Subscriber’s email address

9.4.4. {347 B Fh B 57 4F Responsibility to Protect Private Information

GDCA 17 % RE S5 IRITANT 9.4.2 FHHUE LS HEE DA M TTES X5 .

GDCA has the responsibility and obligation for proper custody and protection of the certificate
applicant personal privacy described in section 9.4.2.

9.4.5. EHERE RS 5RE Notice and Consent to Use Private

Information

GDCA Hg R BUE 24 (120 BR IR IE T BN NBSAL, JRRERECT 521 % 2 T BURY
CAFRERI N NFSAME B o BRAFMRIEE S SBUR A P RLE , AERAFRRE T P HI¥F]
ZHiI» GDCA fRAIEAZATUE ST 7 B B ABCFAER A NSRS NS B3R a8
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RKHE=T7 (BIFERAF AN,

GDCA takes appropriate steps to protect the certificate subscriber's personal privacy, and takes
reliable security measures to protect stored personal privacy information. GDCA guarantees not to
provide the certificate subscriber’s personal information, except personal information written in the
certificate, to unrelated third parties (including companies and individuals), without the permission
of certificate subscriber, unless base on provisions of the law or government.

9.4.6. WER AT BURR R 118 B3 ® Disclosure Pursuant to Judicial or

Administrative Process

HATHHLR T 2 GDCA SEHEAR R (e I ARG BN, GDCA g it T

fHE:

WP HIHEARER.

VTP A NI s 43 & 145 2.

T 5% GDCA 3 [ 8 S A5 4t o

GDCA i i i R ki N AR AR OC(E B

When administrative organization requires GDCA to provide subscriber's information of
corresponding certificates, GDCA needs to provide the following information:

®  Subscriber’s basic information
® Information encrypted by subscriber’s personal encryption key
® GDCA website login information of subscribers

® GDCA will provide related information to law-enforcement officials in accordance with the law
requirements.

9.4.7. Hihfz B#EHIE Other Information Disclosure Circumstances

INAAEASIT 7 2R GDCA SR SAT € 2 7 SCHR AR 55 W BRI AT I, GDCA U 75
FHEUEAS T kA% AR A7 bk 2545 S AR (28 = Wil &y A 7]

If certificate subscriber requires GDCA to provide some particular customer support services such
as mailing materials, GDCA needs to send the subscriber’'s name, mailing address and other
related information to a third-party such as mailing company.

9.5. %0iRZAL Intellectual Property Rights
® GDCA T HRHEIHEF LA GDCA AL FT A #1458 AR 7= AL
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® GDCA WHFIERRGHRMBA AR ZHBL Flad 75 EH.

® GDCA AR E R A A R 45t

® GDCA Wil E A —VI{E B39 GDCA M7=, K% GDCA fifi o, fhAAEE
FEH T AT N

® GDCA KATHIIE-BAI CRL #% GDCA L7~

® XAhIZEE HKRIE FIAE N GDCA 7™

® ISk N Hxrh GDCA s Sk ) Bl 44 (B fEIFR DND UKz 3s ik 25 2%
Ui SRR IE TS, 352 GDCA [l 7=

® GDCA reserves and remains full intellectual property rights for all the certificates and software
offered by GDCA.

® GDCA holds ownership, the right of name, the right to share the benefits for certificate system
software.

® GDCA has the right to decide to use which software system.

® All the information published at GDCA website is GDCA property. Without written permission of
GDCA, others cannot repost them for commercial activities.

® Certificates and CRLs issued by GDCA are both the properties controlled by GDCA.
® External operation management strategy and specification are GDCA properties.

® The distinguished name (hereinafter referred to as DN) used to express the GDCA domain
entity in the directory and the certificate issued to the terminal in the domain entity are the
properties of GDCA.

9.6. BFFR5HHLR Representations and Warranties

9.6.1. B FAE RSP IR 5 4% CA Representations and Warranties

GDCA 7ESR AL TR AR 5535 B I A2 Hh B AR W T

ZEREVT P HIE TR & GDCA [#) CPS F T SEF I K o

W FUE BT FOEIRATAT R, K EAR R RAMATT P R AT o R T S A
AR Y CPS HOZER S U IE .

TEAE AL, B R IS B 2 VI B A i 4 2

SR FRE N PR UE B - B Ay (B, AR TS, 3RS T
A A4 A3 PR RN L 4280 w4 K 1P bkl 4 46 PR A e AL

® IGIFHIEH AL T UE B R UL RIEFH ARG TR, DMK HiE & G IE TS
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BOUEIE T BT & 1 AR5 S HERATE  CorganizationalUnitName 15 2 B 41

SR HUIF H it LR /MIE 35 32 B “ organizationalUnitName” d1 B 615 [R5 BAEE IR S
(AT Bt

MR CPS 3.2 {2 R IHIE FH S A B 47 s

# GDCA 5iJ P KHK, W GDCA ST J7 i Gty s HL AT AT 3T 7 07
ZAT T A CAI S 2818 15 K A ) Baseline Requirements 255K ; 7 GDCA 5
P IR — S B R0, U R i A AR EA Al 3 2K s

BEXT TR AT IR 1) S ARS8 CH RER TR 7 S 4E 4 4 KA (24xT7)
NIFEIE B

During the process of providing electronic certification service activities, GDCA makes following
commitments:

Certificates issued to subscribers by GDCA must be in line with all substantive requirements of
this CPS.

Informs subscribers any known events, which will fundamentally affect the validity and
reliability of the certificate.

Revokes the certificate acoording to this CPS.

After refusing to issue a certificate, GDCA would immediately refund the fee that the applicant
has paid for the certificate.

Verifies that the applicant either had the right to use, or had control of, the Domain Name(s)
and IP address(es) listed in the certificate’s subject field and subjectAltName extension (or,
only in the case of Domain Names, was delegated such right or control by someone who had
such right to use or control).

Verifies that the applicant authorized the issuance of the certificate and that the applicant
representative is authorized to request the certificate on behalf of the applicant.

Verifies the accuracy of all of the information contained in the certificate (with the exception of
the organizationalUnitName information).

Implements a procedure for reducing the likelihood that the information contained in the
certificate’s subject: organizationalUnitName attribute would be misleading.

Verifies the identity of the applicant according to section 3.2 of this CPS.

That, if GDCA and subscribers are not affiliated, the subscriber and GDCA are parties to a
legally valid and enforceable subscriber agreement that satisfies the Baseline Requirements
and other requirements published by the CA/Browser Forum, or, if GDCA and subscribers are
the same entity or are affiliated, the applicant representative acknowledged the terms of use.

Maintains a 24 x 7 publicly-accessible repository with current information regarding the status
(valid or revoked) of all unexpired certificates.
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After the certificates have been issued and published, GDCA guarantees that the information
contained in the certificate has been properly validated.

9.6.2. PR BB 538 4% RA Representations and Warranties

3.

GDCA [MEMHUA LS 5 BT IAIERR 55 2L R H (AR Vi R -

ML UEFAT P ENERE 58 245 & GDCA [ CPS [T A s i PEEK

£ GDCA A= RIE IS, A2 RUDRTE UL 1 % 3 1S BOIE A5 1045 2 S IEAS i &
M5 EA—E.

TEMHURE R 1% CPS HIRIE,  J2If i) GDCA $EACHie . S aE IR ST i .

During participation in the process of electronic certification services, registration authority of GDCA
makes following commitments:

1.

The registration process provided for subscribers is compliant with all the substantive
requirements of GDCA CPS.

When generating certificates, GDCA does not allow the inconsistencies between certificate
information and certificate applicant information due to mistakes of registration authority.

Registration authority will submit the applications of revocation, update and other services to
GDCA in time according to the provisions of CPS.

9.6.3. T P HIBRIR 54H4R Subscriber Representations and Warranties

WP —H35% GDCA 2R MEFS, WA GDCAL TEMHLA R A5 At 45 1A

R FNAE LR A&

CAENELZ GDCA I “B b B HIE TR A CPS H T 25k Sk AT
TEUEB A ZON T8 7254

VP TE B LE S I A LR R A5 SR B8, SeBEAIVERAf, TR R AR AT AT
PRALE . HIESE B IER T MREERIEN, A HREA W Z A
B TT . WA ST ARE A FTE AT A SEpRR 538, 8% GDCA S
(RIUE 3 AR 55 LA o

ST PR BT E AR SRV BT T B — IR, #RRT S H MBS, IF
HAERAT AN, IEHRAR0ES GEBERAEH. #E, EBRRHNIT A
B I A o

BRARZLT FORURAEN U A H I Ph B B RE , 1T P SRIEA W RENLR (BRI
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® X SSL/TLS Uk, 1177 A ST LS5 ORAE R AEUE+ o 21 H A 32 R 42 %5 2 ) R 95
FR IR

® TR LZIEBIIT T, AR TSN, MSZRIE GDCA HEHEHIETS: 1
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Once subscribers accept a certificate issued by GDCA, the subscriber is considered to make the
following commitments to GDCA, registration authority and related parties who trust the certificate:

® Acknowledged and accepted all the terms and conditions of GDCA "certificate application
responsibility" and CPS.

® The subscriber uses digital signatures if the certificate is valid.

® All information that subscriber provides to registration authority during certificate
application process must be true, complete and accurate. The subscriber is willing to take
legal responsibility for any false or forged information.

® |f there is an agent, then both the subscriber and agent take jointly responsibility. The
subscriber is responsible for notifying GDCA and its authorized certification services
agencies any false statements and omissions made by the agent.

® Each signature is generated using the private key corresponding to the public key
included in certificate by subscribers themselves. The certificates shall be valid at the
moment of signing, i.e. certificate is not revoked or expired. The private key for the
certificate is accessed and used by the subscriber itself.

®  Subscribers ensure that they don't engage in business performed by the issuing agency
(or similar institutions) unless they sign written agreements with the issuing agency on
such matters.

® Once the certificate is accepted, subscribers are considered as knowing and accepting all
the terms and conditions in the CPS as well as corresponding subscriber agreements.
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9.6.4.

Once the certificate is accepted, the subscriber should assume the following
responsibilities: always maintain control of their private keys; use trustworthy systems;
and take reasonable precautions to prevent the loss, disclosure, alteration, or
unauthorized usage of the private keys.

Prohibited for rejecting any statements, changes, updates and upgrades published by
GDCA, including but not limited to modification of strategies and standards as well as
additions and deletions of certificate services.

The subscriber only uses certificate for the authorized or other lawful purpose within the
range specified by this CPS.

The subscriber use secure and reasonable measures to prevent the private key from loss,
disclosure, alteration and other events.

For the SSL/TLS certificates, the subscribers undertake an obligation and warranty to
install the certificates only on servers that are accessible at the subjectAltName(s) listed in
the certificates.

Subscribers of code signing certificates shall promptly request the revocation of their
certificates by GDCA in case of the following situations: 1) any information in the certificate
is or becomes incorrect or inaccurate; 2) there is any misuse or compromise of the
subscriber’s private key associated with the public key included in the certificate; 3) there
is evidence that such code signing certificates are used to sign suspicious codes.

W5 iR 5 4R Representations and Warranties of Relying

Party

ST A CPS WA HE -

FAAIE PSR AE 1) ¥ FELRH PR A8 R IE S

FEASRUE R, XHIES A E AT BRI

TEASHUEF5 AT, Jdid A i) CRL B OCSP #i A E 15 /& 5 Bl o

—Hii TR e AR RS 7 AR AR AR B0 B RS 4 GDCA

R B R BEAT HME , JF HRH PR3 e B B Bt N B 452K
® NEIELAEMKE GDCA A7nid (W] oiAL BB FFEE, AR EA R T 500
TRV (42 CSORTAIE 5 1R 55 (XD 40 R k=5

® Abide by all provisions of this CPS.

® Ensure that the certificate is used in prescribed scope and duration.

® Verify certificate’s trust chain before trust the certificate.

® Before trust a certificate, verify whether the certificate is revoked or not through querying CRL
or OCSP.
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The relying party is willing to compensate GDCA for the losses and accept liabilities for any
loss of self or others, due to negligence or other reasons violating the terms of a reasonable
inspection.

Prohibited for rejecting any statements, changes, updates and upgrades published by GDCA,
including but not limited to modification of strategies and standards as well as additions and
deletions of certificate services.

9.6.5. HAh2 5F KR S5HAR Representations and Warranties of Other

Participants

GDCA MF H1 FIAMIE s Hofh 2 5 5 4 i R K i
YA CPS HIFTA ALE -

Other participants engaged in GDCA electronic certification activities make the following

commitments:

Abide by all provisions of this CPS.

9.7.

AR 457 Disclaimers of Warranties

BrA CPS9.6.1 H BRI A& % 4L, GDCA A& HH HAAT AR 2 (0 ARAE AN 3552
ARIEEFAT P 5507 Hth S5 5 RE N 25 .

AN B DIE % B A FH AR AT 00 A8 R AE

ANTHEFE  H R H 9 LAAM A R AR AT A AT

SHERFATHUS, W4, 18R 9 35 253 R AR 25 P T 5 E G I AP 25 4 R A AR
BT,

WERA CPS9.6.3 /KW, BURIUENRA CPS9.6.4 KRS, 13 LA%ER
GDCA Z 5ifE.

Except for the commitments declared in CPS Section 9.6.1, GDCA does not assume any other
forms of guarantee and obligation:

Do not guarantee the statements of certificate subscribers, relying party and other.
Do not guarantee any software used in electronic certification activities.
Do not assume any liability when certificate is used beyond the prescribed purposes.

Do not assume any responsibility for service interruption and customer losses caused by force
majeure, such as war, natural disasters, etc.

When subscriber violates the commitments defined in CPS Section 9.6.3, or relying party
violates the commitments defined in CPS Section 9.6.4, GDCA can exempt from liability.
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9.8. FHFRFTE Limitations of Liability

EASIT S KHT A GDCA FRAE R HL T IAIE AR 55 I ZF R FE SE 32 ik, GDCA
KRNI A CPS9.9 #ILE (KA PRI £ 51 4F

If the certificate subscriber and the relying party specialized in civil activities suffered losses due to
electronic certification services provided by GDCA, GDCA will assume limited compensation liability
no more than the amount stipulated in the CPS Section 9.9.

0.9. JE££ Indemnities
9.9.1. GDCA K5 /F Indemnification by GDCA

U1 GDCA /% T4 CPS9.6.1 H BRIk, UEP T/ k#7555 k] LLH1E GDCA
ARG DT (B BLE TR . WHBL NS, GDCA A&IHA BRI 2 54T
1. GDCA KIEBHIRIIZ KRG F UM =T, SECT " 8UKE T 8 5245 1
2. FE PR BEEORIMER . BT T, GDCA AR MET L T H#HRE .,

FEOT P BT 1 AR R
3. fE GDCA HJHIT JiRAE B el B AAE E AR ARk IO B0, AEATISR 19137 7 28 KR,

S EKRATT T Z BRI
4. T GDCA [MJE N S SOE BRVHM M B ST, R, SEOT P BUkT 18 241k

¥
5. GDCA K ft &I fsiE 1, 58Uk 824801

If GDCA violates statements in CPS Section 9.6.1, certificate subscribers, relying parties and other
entities can request GDCA assume compensation liabilities (except for statutory and contractual
exemptions). If the following circumstances occur, GDCA will assume limited compensation liability:

1. GDCA issues certificates to a third-party instead of the subscriber by mistake, which leads to
losses of the subscriber or relying party.

2. If subscriber submits accurate and true information to GDCA, but GDCA issues certificates
with error information and the error leads to losses of the subscriber or relying party.

3. After GDCA knows the fact that subscriber provides fake registration information or data,
GDCA still issues certificate, which leads to relying party suffering losses.

4. If the private key of the certificate is deciphered, stolen or disclosed due to GDCA, which leads
to the subscriber or relying party suffering losses.

5. GDCAfails to revoke certificates in time, which leads to relying party suffering losses.
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In addition, GDCA’'s compensation limitations are as follow:

1.

All the compensation obligation of GDCA shall not exceed the insurance coverage stipulated in
section 9.2.1.The maximum amount of compensation can be reset by GDCA based on
different situations. GDCA will notify related parties immediately after the reset.

For the losses caused by subscribers or relying party, GDCA does not assume responsibilities.
Subscribers or relying themselves should assume their own responsibilities.

GDCA assumes the liability for damages only when the certificate is valid.

9.9.2. TP RIMEALFRAE Indemnification by Subscribers

© © N o O

WA RS M 350 GDCA BT B Rk, 1T )7 N AR H I A2 DA -

WP HRFEMHER, ISR, S ReEBEREATLHR, 38 GDCA It
BERUFIEAS IR S5 WU Bl 28 =T 1 52 451 3

WP RO s T RIS B AV . 8%, BUANAAE it . 18RI BOA A0
GDCA JHIZBUMIEASARSTHIA, ARAS LA Al N A & GDCA Je HAZALN

PR SHUIR L 5 =7 245
WPERRES AT, AERA CPS KAHREAEMIE, B UEHH 44 CPS
FLSE A 55 Vi B

UEAS T 7 B HE AT B R RS (1 SeAAR SR AR 115 3K 5 » 21 GDCA Rz EA5 4
WG E T LA, QR B H BT IR 5, BE 34T 2 Gy = AR 2
Zy(f, W0 GDCA A CPS MMIVEREAT 1A KRHRAE, A AZIEAS T 7 b Ji 7K dH
P 5 W 422 5T A5

AL BB EE BA R AR B AMER;

UEAS A5 B R AR AR A R AR LA I IE +5 9 X %0 GDCA AMKHS 5
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If the following situations cause losses to GDCA or relying party, subscribers shall assume the
compensation liability:

1. GDCA and its authorized service agencies or third-party suffer losses due to unreal
information, such as deliberate, negligent or malicious provision of unreal information, by
applicants when applying for certificates.

2. GDCA and its authorized service agencies or third-party suffer losses due to disclosure and
loss of private keys deliberately and by mistake; due to not informing GDCA and its authorized
service agencies or third-party of the leakage and loss of private keys with knowing the facts;
and due to handing keys to others inappropriately.

3. Subscribers violate the CPS and related operation practices when using certificates as well as
using the certificates activities outside of the CPS.

4. If the certificate is used for illegal transactions or causes disputes during the period from
revocation requests submitted by the subscribers or other entities authorized by GDCA to this
information of certificate revocation published by GDCA, if GDCA operates in accordance with
the requirements of the CPS, subscribers must assume any responsibility of losses according
to this CPS.

5. Unreal, incomplete or inaccurate information provided by subscribers.

6. Subscribers continue to use the certificates and do not notify GDCA and relying parties
promptly when information in the certificates is changed.

7. The private key is compromised, damaged, stolen, disclosed, and etc. due to not taking
effective protection measures.

8. Subscribers continue to use the certificate and do not notify GDCA and relying parties
promptly when they are made aware that private keys are lost or at the risk of being
compromised.

9. The certificate has expired but is still in use.

10. The subscriber’s certificate information infringes upon the intellectual property rights of a
third-party.

11. Using certificates beyond specified scope, such as the use of certificates for illegal and
criminal activities.

9.9.3. AT LT 4E Indemnification by Relying Parties

GNP IR E T 2 GDCA BT I SRR, T B AR P A ST A
1. &HJEAT GDCA ST s IA CPS HllE ¥ XL 55
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If the following circumstances lead to the losses of GDCA or subscribers, relying party shall be
assumed compensation responsibility:

1. Obligations defined in the CPS and agreements between GDCA and relying parties are not
fulfilled.

2. GDCA and its authorized service agencies or a third-party suffer losses due to inappropriate
reviews against this CPS.

3. Trust certificates in unreasonable circumstances. For example, relying party still trusts the
certificate with knowing that the certificate usage is beyond its scope or period or the certificate
has or may have been stolen.

4. Relying party does not verify trust chains of the certificates.

5. Relying party does not check whether a certificate is revoked through querying CRL or OCSP.

9.10. BXIR 5% IE Term and Termination

9.10.1.  AHAR Term

A CPS 78 kA HIAZER IE A2, B —RRAH CPS IR J%%; A CPS 78 F —hAs
CPS 4%z F BifE GDCA % 11 i F-iAIF AR 55 5 2 25

This CPS will enter into force at 12 o’clock midnight of the release date, and the last version CPS
will become invalid. This CPS will become invalid when the next version CPS enters into force or
the electronic certification services of GDCA are terminated.

9.10.2.  #JE Termination

7E GDCA & 1EHL-FIIER S B, A CPS 1k,

When GDCA terminates electronic certification services, this CPS is terminated.

0.10.3. W HHLIES5EB Effect of Termination and Survival

A CPS #ub)5, HAJpKFRIRS 21k, CPS N BB ATLRHAEM, EXZ& 1L
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After the termination of this CPS, its effect will terminate at the same time. The contents in CPS will
be considered as invalid. However, for the legal facts occurred before the date of termination, the
regulation and the exemption of responsibilities defined in CPS for all parties are still applicable.

211. S 5FHKN A HESE W IHE Individual Notices and

Communications with Participants

A CPS #1LJ5, GDCA H gt U R IAT SR F WUE A 2 5 AN U LT IS 3 (1)
HFHRAFN

After the termination of this CPS, GDCA will notify all related parties who have participated in GDCA
electronic certification activities about related matters on document expiration.

9.12. f&iT Amendments
9.12.1.  f&iTH#ERF Procedures for Amendment

% GDCA 4RI ZE I, CPS 9’5 /NHEEF /D H & — A CPS, #fifrH:
B B SRR HE R R0 1 2R AR E BRbait, FF& CP MZER, &R
TR 1) S b i 22

A CPS WMELCH T Hr, Hi CPS w5 /NHIR BT, 4 GDCA %4 HKIgZR o
HHES, H CPS S5 /INA M ST LUELT, BT )51 CPS £3d GDCA %24 SR 2 A 234tk
1 J5 1E b & AT

As authorized by GDCA Security Policy Committee, CPS composition team reviews this CPS at
least once a year to ensure that the CPS meets the requirements of national laws and regulations
and administration department as well as relevant international standards; to ensure it meets the
requirements of CP and actual needs of certification business operations.

Revisions and updates of this CPS should be initiated by the CPS composition team and approved
by GDCA Security Policy Committee. The revised CPS shall be officially released after being
approved by GDCA Security Policy Committee.

9.12.2. EENPLEFIHIPR Notification Mechanism and Periods

BTG CPS it J5 ks 37 BN YE GDCA F 3k www.gdca.com.cn R A, Xt 7
TLE B UEE SR SRS 7 OB AIIE L, GDCA Ka7EA FRIR A ] il ATH K%
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After approval of the revised CPS, it will be posted on GDCA official website www.gdca.com.cn
immediately. For the modification notified by email, mail, media and other ways, GDCA shall notify
the relevant parties in reasonable time, which ensures that the relevant parties have minimum
implications.

0.12.3. B HILZ N BT Circumstances under which CPS Must be

Changed

GDCA 2R A CPS BEAT B UG T 4 : CPS HAH R WA 5 B IR A A — 2L,
I 5 M 1 IR A LA DA IR b 55 BT A 1) S 5 e 4 R A

The situations that GDCA must modify this CPS include: discrepancies between CPS and
governing laws, clear requirements of changes or adjustments for GDCA certification services
initiated by national regulatory departments.

9.13. %4b# Dispute Resolution Provisions

GDCA. HE-HIT /' AR# 7 45 SRTE BT INIEVE B b = AR 4T 42 LR AP SRR o
MR A CPS it HlE, B BT S

H1 GDCA AHIRER ] 1515 H il AN WM

E R, A R AT E ks

AT 5 GDCA BB A CPS JIris K HIAEAT S+ i F2 A2 VR VA 1Y, % GDCA i
EM T RN BT B i A

= wo e

If GDCA, certificate subscribers, relying parties and other entities have disputes in the electronic
certification activities, following steps can be taken for resolution:

1. Confirm the party to be held responsible according to this CPS;
2. GDCA's related departments are responsible for coordinating with the applicants;
3. If coordination fails, these parties should reach out to the legal authorities;

4. Prosecutions against GDCA or its authorized agencies over any disputes arising from this CPS
should be governed by the people's court in the place where GDCA is registered.

9.14. BHEHAR Governing Law

GDCA ] CPS SZHZK CaiAn i (F R NI E 728 443%) A G IEARSS
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The CPS of GDCA is governed by the law of “Electronic Signatures Laws of People’s Republic of
China” and the regulation of “Measures for the Administration of Electronic Certification Services”
promulgated by the country.

90.15. H5ERERKFE1: Compliance with Applicable Law

T GDCA FIUEFS T F K 7 55 SRR frT #h J= 3 DA AR AT 4b 455 GDCA [1IE+,
A CPS AT MRBEAIRE P A 50 2538 ) h A8 N R IL AN E 7k . (5 GDCA 4%
BEEM VLR ELA CPS FTis S AT i,  $53E R rp 4 N R IL A 7L

Regardless of the place of residence for the subscribers, relying parties and other entities or place
of use of the GDCA certificates, the execution, explanation and procedure should be compliant with
laws of the People’s Republic of China. Any disputes involved by GDCA and its RA in relation to this
CPS should also be compliant with laws of the People’s Republic of China.

0.16. —f&% X Miscellaneous Provisions
9.16.1.  SEEEWHY Entire Agreement

GDCA [{] CPS 23 [ U RY 45 M) 45 brfll. Ha. TFHRHNE 3 #4r. = TXTHF
MERNBELEHBERNE, BeeREGIrE it R EE GDCA KM,
rh DAL A ) T

Complete document structure of GDCA CPS includes 3 parts: titles, table of contents and main
contents. Modified alternative content of the table of contents and the main contents will completely
replace all previous parts. The previous parts would be placed at the GDCA web site for browsing.

9.16.2.  Eil Assignment

GDCA 7H], R¥EA CPS Pk ANIESAR & TT BRI L 55, %77 4 Nl H%
VR R SR E REAT BRI 55 e ik o BB ALEAT R AR I AR MR B BT 0] 53— T
AT 5155 K BRI BT o

GDCA represents that, according to the rights and obligations of certification entity parties detailed
in this CPS, all parties can transfer the possession of rights and obligations in accordance with the
relevant provisions of the law. The occurrence of the above transfer behavior does not affect the
change of any debt and liability among the transferors.
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9.16.3.  4r#&|% Severability

A A CPS IR AR 553K B R FH HH -5 GDCA B e X A= A= i S T 4 H1
TE NTCRLEAS BARAT J1iF, GDCA A LATE S il b EE IR B M BT 2 5%k, 4R 8 2L,
HRE I AZN, GDCA KAEL B HEE BTN E

TEMRIAEAT J5 RS RUET Z 8T, GDCA ¥4 KB4 22 question@cabforum.org, &
%1 CAB &1z CPS th VBT HIME ., FFiiiAIL R B AILIAEFIRANAAAE T AR
%1155 (https://cabforum.org/pipermail/public/) .

LIFHEARIEH, 5 CAB Wz E R BN, i1 GDCA R ff& CA/B Iz
Baseline Requirements VR EK, TIIACE 5 AT 0T GDCA V.55 R 1E R B4 AN F 4%
LRI . BRI S RAEREAT AR BE, X GDCA [ CPS MBI, JIf CA/B iRiz
()38 HIFFAE 90 RN T8

In case any clause or provision of this CPS is held to be unenforceable or invalid due to any
conflicts with the laws of any jurisdiction in which GDCA operates, GDCA may modify any
conflicting clause or provision to the minimum extent necessary to make them continue to be valid,
and other clauses and provisions will remain valid without being affected. GDCA will disclose the
modified contents in this section.

GDCA will (and prior to issuing a certificate under the modified requirement) notify the CA/Browser
Forum of any modified content in the CPS by sending emails to guestion@cabforum.org, and
confirm that it has been posted to the Public Mailing List and is indexed in the Public Mail Archives

available at https://cabforum.org/pipermail/public/.

Any modification to GDCA's practice enabled under this section will be discontinued if and when the
law no longer applies, or the requirements published by the CA/B Forum are modified to make it
possible to comply with both them and the law simultaneously. An appropriate change in practice,
modification to the GDCA's CPS and a notice to the CA/Browser Forum, as outlined above, will be
made within 90 days.

9.16.4. B 14T Enforcement

GDCA i, FHUEFIT )™ KA 5L AR HAT GDCA [y CPS Hr TR, Ak
IIZITMRERAAT Z I B A A E -

GDCA declares that, if the subscribers or relying parties did not execute any items within this CPS,
it shall not be considered that they will not be executed in the future.
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9.16.5.  AAIHLS Force Majeure

GDCA ARy B KO U ANHAL I R ZEAS AT A i A CPS
FUE R DTS RERBUE B AT 71 5t

GDCA do not assume responsibilities for losses incurred by the violation, delay or inability to
perform the CPS regulations due to the force majeure events like wars, epidemics, fires,
earthquakes and other natural disasters.

9.17. HAhZ K Other Provisions

GDCA X} A CPS B A A fRAL.

GDCA has final interpretation rights to this CPS.
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Appendix1: Certificate information of the publicly trusted CAs

Root/CA Certificate

Information

GDCA TrustAUTH R5 ROOT

Country=CN

Organization= GUANG DONG CERTIFICATE AUTHORITY CO.,LTD.
Common Name= GDCA TrustAUTH R5 ROOT

Serial Number=7d 09 97 fe fO 47 ea 7a

Validity= November 26, 2014 to December 31, 2040

SHAldigest= 0f 36 38 5b 81 1a 25 c3 9b 31 4e 83 ca €9 34 66 70 cc 74 b4

GDCA TrustAUTH R4 EV SSL CA

See “"GDCAEV CPS”

GDCA TrustAUTH R4 Plus
CodeSigning CA

EV

See “GDCA EV CPS”

GDCA TrustAUTH R4 OV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 OV SSL CA

Serial Number= 39 c0 77 fc 1e d6 15 e3

Validity: April 5, 2016 to December 31, 2030

SHAL digest= c3 4a d6 45 d5 79 1c 5f 22 e7 33 d7 53 47 08 15 85 75 6¢ 2d

GDCA TrustAUTH R4 IV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 IV SSL CA

Serial Number= 28 34 52 f4 73 3f 26 a6

Validity: March 31, 2016 to December 31, 2030

SHA1 digest= 78 ae a8 51 a3 1b 0f 04 9a fO 2c dO f2 ad 91 40 60 4f a7 a3

GDCA TrustAUTH R4 DV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 DV SSL CA

Serial Number=76 39 €3 80 9c 62 1e 26

Validity: March 31, 2016 to December 31, 2030

SHAL digest= 30 18 4a 5b 92 4e 67 9e 7a 91 32 93 17 d0 56 Of 58 7e 69 7b
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GDCA TrustAUTH R4 CodeSigning CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 CodeSigning CA
Serial Number= 17 b3 ad d2 40 a3 b9 20

Validity: April 7, 2016 to December 31, 2030

SHAL digest=fc 6d cb 06 a5 5b ff 76 83 64 27 5b 29 d6 4f 7c 3a a9 cf b4

GDCA TrustAUTH R4 TimeStamp CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 TimeStamp CA

Serial Number= 50 9e 8b 63 9c cf d5 fb ee b9 46 65 48 81 22 d1
Validity: June 29, 2022 to December 31, 2035

SHAL digest= 86 €9 75 66 dc ec df d1 bl a6 d2 e3 44 1d c4 a4 6e e6 34 4e

GDCA TrustAUTH R4 Generic CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 Generic CA

Serial Number= 28 35 6a 9c 70 b4 55 78

Validity: April 7, 2016 to December 31, 2030

SHAL digest=6f ed 83 eb e1 83 cc 71 dO ed el 2a e8 77 e0 df 98 96 1f 24

GDCA TrustAUTH R4 Primer CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 Primer CA

Serial Number= 7a a7 21 5f 89 b7 19 02

Validity: March 31, 2016 to December 31, 2030

SHAL digest=14 c2 b3 3b bf 6e bd 84 fc a7 01 54 13 eb d0 43 3e 17 1a 98

Root/CA Certificate

Information

e wHL R5 AR CA IEF

Country =CN
Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name=#{Zf{ R5 # CA

Serial Number=2e d9 58 82 91 39 ad 07
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Validity: March 31, 2016 to December 31, 2040

SHAL digest=23 eb 1b a4 64 71 al e7 €9 f2 db 57 01 fe f8 f2 f8 Oc aa €9

Bz R4 EV RS Z$IEP CA

See “GDCAEV CPS”

el R4 OV REZIEH CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name=#{ %K f{ R4 OV JR%4HE+5 CA

Serial Number= 78 b6 25 84 85 f2 84 9e

Validity: March, 31, 2016 to December 31, 2030

SHA1 digest= 93 92 5b 05 17 30 05 86 fd 2c 45 eb 18 6e 00 9e b9 75 a5 d0

¥z RA IV RS 2IEH CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name=#{ %X R4 IV JIR%5#1E+ CA

Serial Number= 13 28 8c d8 93 9¢c d0 49

Validity: March 31, 2016 to December 31, 2030

SHAZ1 digest= 10 b8 fb 9a d2 50 32 6a ee fb 05 ad da 9d 3a 2b bb bd 5d bf

L RA DV RS %+ CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name=#(#% I f{ R4 DV IR5#51E+ CA

Serial Number=6¢ 81 58 42 a9 55 70 3d

Validity: March 31, 2016 to December 31, 2030

SHAZ1 digest=01 ad 04 cd el 05 56 23 4a f6 6f a0 €6 64 f3 a6 18 80 4d 5

e X R4 RILAEZIET CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name=#% i f{ R4 fAiL%EZ1IE+ CA

Serial Number=6¢ 6¢ e2 6b 3e a8 4c 87

Validity: March 31, 2016 to December 31, 2030

SHAZ1 digest=4f be 54 bc 70 8e b1 2a 11 86 dd 79 aa ff e7 95 f8 ad c6 €9

iR R4 E@iT FHET CA

Country =CN
Organization = Global Digital Cybersecurity Authority Co., Ltd.

Common Name=%{ X R4 @i FiEH CA
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Serial Number=7b 98 39 30 58 a0 9d 13
Validity: March 31, 2016 to December 31, 2030

SHAL1 digest=07 33 29 cb 53 b1 86 36 25 38 1b fb 48 a0 43 a7 bl fe 28 6f

Bz S R4 ERET FE CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= #{ %It R4 ZAli] FHEfS CA

Serial Number=68 f5 ae 07 7b cb da 8b

Validity: March 31, 2016 to December 31, 2030

SHAL digest=e5 da 52 2d 5f 38 7a 6e 72 49 5e 66 a4 be ba 0f 24 f2 59 dc

Root/CA Certificate

Information

GDCA TrustAUTH E5 ROOT

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E5 ROOT

Serial Number= 1a f5 1f 4d 2c da bb 53

Validity: March 23, 2016 to December 31, 2040

SHAL1 digest=eb 46 6¢ d3 75 65 f9 3c de 10 62 cd 8d 98 26 ed 23 73 0Of 12

GDCA TrustAUTH E4 EV SSL CA

See “GDCAEV CPS”

GDCA TrustAUTH E4 OV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E4 OV SSL CA

Serial Number= Of a7 49 2f 24 9b 14 de

Validity: March 31, 2016 to December 31, 2030

SHA1=50 15 62 d8 1b a2 40 27 1b ee 06 d2 b3 7f 5b 35 cb 9d 8c b8

GDCA TrustAUTH E4 IV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E4 IV SSL CA

Serial Number= 51 ba 77 d9 8c b3 2a 3f

Validity: March 31, 2016 to December 31, 2030

SHAZ1 digest= a8 45 2b fc 20 f9 de b6 9b 8b 3f 29 73 e0 a3 b3 6f 82 eb 5b
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GDCA TrustAUTH E4 DV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E4 DV SSL CA

Serial Number=34 f2 54 c9 b2 fc 6a 6¢

Validity: March 31, 2016 to December 31, 2030

SHAL digest=8e 9b 9a db f5 ec c4 6b 05 76 82 2e de 5e 80 d1 57 6b 5d 7c

GDCA TrustAUTH E4 CodeSigning
CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E4 CodeSigning CA
Serial Number=71 18 49 83 c1 22 58 ca

Validity: March 31, 2016 to December 31, 2030

SHAZ1 digest= 10 6a 4e 5d ca 05 92 28 e4 ff 89 52 66 53 a4 64 7d 57 ee 63

GDCA TrustAUTH E4 Generic CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E4 Generic CA

Serial Number=05 ac ef 56 ff 70 b0 cb

Validity: March 31, 2016 to December 31, 2030

SHAZ1 digest=fd 63 ba 6e e7 89 f6 0a 16 72 b5 b3 3a 29 7d 71 71 65 54 ee

GDCA TrustAUTH E4 Primer CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E4 Primer CA

Serial Number=1d ad 3b b9 e6 71 7f e7

Validity: March 31, 2016 to December 31, 2030

SHAZ1 digest=5f 42 a4 4d c8 ca 12 df ae 1c 29 92 1f 47 3e 3b be 8b d4 2c
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Appendix2: Certificate information of the non-publicly trusted CAs

Root/CA Certificate

Information

ROOTCA (SM2)

Country =CN

Organization = NRCAC

Common Name= ROOTCA

Serial Number= 69 e2 fe c0 17 Oa c6 7b
Validity: July 14, 2012 to July 7, 2042

SHAL1 digest= 06 05 b6 26 16 8a 7a 78 5d 37 b9 78 b2 d7 21 05 85 d8 8f d9

GDCA TrustAUTH E1 CA

Country =CN

Organization = GUANG DONG CERTIFICATE AUTHORITY CO.,LTD.
Common Name= GDCA TrustAUTH E1 CA

Serial Number= 3e 7e 54 df dc 3f 77 bd 31 3b c8 31 99 21 8f d2

Validity: June 26, 2014 to June 21, 2034

GDCA SM2 ICA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA SM2 ICA

Serial Number= 07 00 00 20 21 01 20 01 00 93 89 11 74 3391

Validity: January 20, 2021 to December 31, 2033

GDCA Public SM2 CA1

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA Public SM2 CA1

Serial Number= 07 00 00 20 21 01 20 01 00 89 64 98 11 62 53

Validity: January 20, 2021 to December 31, 2033

Root/CA Certificate

Information

ROOTCA (RSA)

Country =CN
Organization = OSCCA
Common Name= ROOTCA

Serial Number=6f Oc €9 52 69 c8 62 99 02 ff 63 a5 cc eb ed 3c
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Validity: August 28, 2005 to August 23, 2025

SHAL digest= db b8 44 23 c¢9 28 ab €8 89 d0 e3 68 fc 31 91 d1 51 dd b1 ab

GDCA TrustAUTH R2 CA Country =CN

Organization =GUANG DONG CERTIFICATE AUTHORITY CO.,LTD.
Common Name= GDCA TrustAUTH R2 CA

Serial Number=52 c4 67 59 4c d7 76 90 0d b8 8b 4c 58 01 eb 85

Validity: December 16, 2013 to Decemberl5, 2018

SHA1=c6 b2 19 eb 62 3d 68 cf ae 28 94 00 ad 2a b4 0a 28 d3 e3 1d
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Root/CA Certificate

Information

GDCA ROOT CA1 (RSA)

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA ROOT CA1l

Serial Number=2d ab 67 ea c5 5a c0 e4

Validity: June 11, 2017 to December 31, 2040

SHAL1 digest= 0a 8f 00 29 ea 3¢ d0 51 a3 01 33 bd 7a a6 ec cf f8 ff ed c6

GDCA Public CA1

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA Public CAl

Serial Number= 16 af 5b 0d a4 89 29 {7

Validity: July 6, 2017 to December 31, 2030

SHA1=6c 77 49 a4 16 7e 2c ce 64 72 99 47 d5 18 01 ea 29 ad b7 b5

GDCA Public CA2

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA Public CA2

Serial Number= 65 2e 2c 77 09 48 78 17

Validity: June 11, 2017 to December 31, 2030

SHA1=ec 38 58 08 db fb 85 ea 75 3d 09 d1 ec 67 1f dd 24 59 03 fa

GDCA HKMR OV CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA HKMR OV CA

Serial Number= 2d 39 33 c0 39 8c de 65

Validity: September 12, 2018 to December 31, 2030

SHA1=01 96 64 be d9 eb cb e0 8f 19 39 79 bc f8 2d 10 52 50 ca c6

GDCAHKMR IV CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA HKMR IV CA

Serial Number= 79 f1 1a 37 5f a5 58 12

Validity: September 12, 2018 to December 31, 2030
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SHA1=¢e9 2d ce 1f 67 00 78 06 8c ba d2 b0 b8 c9 4d a3 c6 cd f8 d6

GDCA RSAICA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA RSA ICA

Serial Number= 79 f1 1a 37 5f a5 58 12

Validity: January 20, 2021 to December 31, 2030

SHA1=e9 2d ce 1f 67 00 78 06 8c ba d2 b0 b8 c9 4d a3 c6 cd f8 d6

GDCAOTC CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA OTC CA

Serial Number= 4a 72 5a 2a ae ca 2d 05

Validity: August 22, 2018 to December 31, 2030

SHA1=1d df ed 88 a6 2a €0 e6 9b 85 38 ad 2d 34 00 ¢3 23 Oa 8c 45
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Appendix 3: GDCA CPS Revision Records

% BAT F Y V6.0 V6.1
FP'5
3.29. A MHHIAM
1 % J)) Domain name | KA BEHUERS, HAG R | BIGR HBENUER, A RO
recognition and | AL 7 Ko O ARAHIE 30 K.
identification
T AIERAE SSLTLS H
1o oy g | [EBERE GG | R REREE S
2 Certificate Extensions W7 PRI, AERZY | basicConstraints § I, M
JE TN R e T TR e T BN R
JETL.
Content ) )
Sections Revised V6.0 V6.1
SEQ
3.29.  HAR#HIAFILE | Random Value is required to | Adjust this section to require
1 il Domain name | remain valid for use in a | Random Value remain valid for
recognition and | confirming response for no | use in a confirming response for
identification more than 7 days. no more than 30 days.
basicConstraints extension is | Specify that the basicConstraints
) 7.1.2.  iF B ¥ B I | not required to be marked | extension shall be marked
Certificate Extensions critical if  present in | critical if present in publicly
subscriber certificates. trusted SSL/TLS certificates.
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