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1. B3| Introduction

1.1. MR Overview

1.1.1. A&/ Company Profile

B AR G IR A 5] (Global Digital Cybersecurity Authority Co., Ltd., fAj#x
GDCA 5, “HzR”) JHEA “ REFIEB T OARA R 7, WALT 2003 4 3 H
6 H.2005 4 9 [, GDCA i iB ik 1 [l 5 %00 B Jay A5 8 3 A S5 7 M 3B ) 5t e
BN A E B HO\F RS (R IERRS VFRTIEY (VFRTIES . ECP44010215007) [1HLT
WIEIRSS IR 2 —: 2008 4 12 F, FRAFEFR 0D B RMUR I (2500 S 4 5 vr
A[EY; 2011 4F 4 H, @i 7 B 5% R LR HL B T UGIEIRSS RE D VEAL, k43 (L
FES HFIERS P (G5 A021) #Eft. 2013 4, X HLFIAMEARS RGHAT
SM2 HiEFH, il T EEEE R AN etk H A, 2015 45, GDCA @it T
WebTrust [EB5 722 4 & vHAIE, B T B bR s &8 BRI S KT, a4k
R FYAER S . AIERONL S ZRFHE, 2016 4E5 H, “J REFAEBUGEH0A R
A" HEN BB RBH AR AR 7. 2017 4£ 8 A 11 H, GDCA TE#T =t
WAL oy, EETRIRR: A, REEAREY: 871932,

Global Digital Cybersecurity Authority CO., LTD. (abbreviated as GDCA, or “#{z ") with the
former name of Guangdong Digital Certificate Authority CO., LTD was founded on March 6, 2003.
In September 2005, GDCA passed the security review by the
State Cryptography Administration Office of Security Commercial Code Administration (abbreviated
as OSCCA) and the former Ministry of Information Industry by law, as one of the first eight
electronic authentication authorities granted the "Electronic Authentication Service License"
(license number: ECP44010215007) in China. In December 2008, GDCA obtained the
"Commercial Cryptography Products Sales License" issued by OSCCA. GDCA passed through the
assessment of E-government and Electronic Authentication Service Ability by OSCCA with the
qualification certificate of "E-government and Electronic Authentication Service Authority” (number:
A021) in April 2011. In 2013, GDCA upgraded electronic authentication service system for SM2
algorithm and passed through the security review by OSCCA. In 2015, GDCA passed the
assurance review for Certification Authority by WebTrust with the international level of operation
management and service to provide digital certification service globally. For business development,
GDCA changed its name from "Guangdong Digital Certificate Authority CO., LTD." to "Global Digital
Cybersecurity Authority CO., LTD." in May, 2016. On 11 August 2017, GDCA was admitted to the
National Equities Exchange and Quotations (NEEQ) of China, with a stock abbreviation of “%{z
f£” and stock code “871932".
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GDCA B4 Jm, J& “T" AREFIEFHIMEF AR AR " W57 ii5. NamMmas
A el “BRm ABSRmAR AR A%k, fEEXHTS GDCA LA “T  AREUTHIE
FEF DA RA R 4 AT AR PRI H T REBFHEFAEF LA R
"7 A BRI LS5 h “ B AR BB AT IR A =] 7 7RGk

Heg AR “BUEL ~E. Ll BT ko EN, BAT “EEBRER T
b fsidr, BOT TN “— RIS EER SR 7

Since then, all assets, debt, rights and business of "Guangdong Digital Certificate Authority CO.,
LTD." were inherited by GDCA and all the rights and obligations of the contract and agreement
signed by "Guangdong Digital Certificate Authority CO., LTD." were inherited by GDCA.

GDCA upholds the corporate values of “Authority, Credibility, Professionalism, and Innovation”,
fulfils the corporate mission of “Trust Connects Parties from all over the World”, and is committed to
becoming a “first-class online trust service provider”.

1.1.2. BT AR #EM (CPS) Certification Practice Statement (CPS)

AL FAUENE S5 U CRIFR EV CPSOHIA T GDCA 22K EV IEFI BTl fE AR 7,
& CAIEZRBts (CA/Browser Forum, [EIPRZHZN, NAREPR CA WIVGEAREEIE, S
& CA EBRARUERIHLF, www.cabforum.org) & il Guidelines for the Issuance and
Management of Extended Validation Certificates (& # “EV Guidelines”). Baseline
Requirements for the Issuance and Management of Publicly-Trusted Code Signing
Certificates (& FX “Code Signing Baseline Requirements”). Network and Certificate
System Security Requirements ( {fZj#8“NCSSR ™) L4 2 Baseline Requirements for the Issuance
and Management of Publicly-Trusted TLS Server Certificates ({5 “ Baseline Requirements”)
HIZEK

This Certification Practice Statement (abbreviated as EV CPS) describes the procedures which
GDCA shall follow for issuing EV certificate. It meets the requirements of Guidelines for the
Issuance and Management of Extended Validation Certificates(hereinafter referred to as “EV
Guidelines”), Baseline Requirements for the Issuance and Management of Publicly-Trusted Code
Signing Certificates (hereinafter referred to as “Code Signing Baseline Requirements”), Network
and Certificate System Security Requirements (hereinafter referred to as “NCSSR”), and the
Baseline Requirements for the Issuance and Management of Publicly-Trusted TLS Server
Certificates (hereinafter referred to as “Baseline Requirements”) published by CA/Browser Forum
(an organization, which is also called international CA browser alliance, lays down International
Standard of CA) at www.cabforum.org.

A CPS i&H T GDCA [1J EV ROOT CA. EV SSL CA. EV CodeSigning CA, UL #H
KA AT T 5524k . A CPS AEy— DB SO, ek 1R ANE L EV I


http://www.cabforum.org/
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FoAHSC 1 BAR R R .

A CPS 2K EV IETS, Ho S M) GDCA HIi I i A AH 5¢ B 473 25 73 1)
ERH .

fiii GDCA EV IEBMITT P S AKHi T LA S @A CPS KAMIM. CP MM, whiE
SHIE - I RIS AT

This CPS applies to GDCA EV ROOT CA, EV SSL CA, EV CodeSigning CA, and related users,
subscribers, relying parties, etc. This CPS is considered as an individual document, covering
relevant specific operations and processes about the issuance and management of EV certificate.

GDCA issues certificates to the entitles which apply for an EV certificate and have pass all relevant
identification according to this CPS.

All subscribers and relying parties of GDCA EV certificates must refer to the provisions of this CPS
and the corresponding CP so as to decide the usage and trust for the certificates.

GDCA 1§ CA/MIYigsitts (CA/Browser Forum) EAGIIY RIGIEIE B (EV
f&®3). Code Signing Baseline Requirements. NCSSR LA X Baseline Requirements 1] 587
FRASER AT AR AAE B EV B ib 15, B IAE RSO, JRRRRSAR Y HAR A 1
JRAEATAEIT CPS. WA CPS fll CA/XIMias 12 (CA/Browser Forum) KA HAH M
W B ZRAE A S0 TT, WL, CAZYE 2318 £ 1T 2R AR I FTE A HE

GDCA issues and manages the EV certificates based on the latest version of the EV Guidelines,
the Code Signing Baseline Requirements, NCSSR and the Baseline Requirements published by
CA/Browser Forum. GDCA regularly checks the status on CA/Browser Forum’s website and
continuously revise this CPS if there is any update. In the event that a discrepancy arises between
interpretations of this document and CA/Browser Forum, the CA/Browser Forum shall govern.

A IETF PKIX RFC 3647 CP/CPS HEZE, 7 CPS L3 AL/, s GDCA ik
PARSS T b W 2 5 it Mk 55 B0 SRR « AR BT RFC3647 14K KN Kk =X,
S CANEA” AN EAZENAEH.

Pursuant to the IETF PKIX RFC 3647 CP/CPS framework, this CPS is divided into nine parts that
cover the security controls and practices and procedures for GDCA's certificate services. To
preserve the outline specified by RFC 3647, section headings that do not apply are accompanied
with the statement “Not applicable”.

1.1.3. GDCA iEH E %M GDCA Certificate Hierarchical Architecture

A CPS #2 GDCAEV CP #i5€ , GDCA 1% A CPS #H4TIE P ARSS B % 51, 1T 77
AT o AR A DS SR B A CPS % EV CP yE st iE B i . (ST IBAT A E
X5
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This CPS formulates follow the GDCA EV CP. GDCA carries out certificate service application
identification according to this CPS. Subscribers, relying parties and other relevant entities decide
the usage and trust of the certificate and perform the relevant obligations according to this CPS and

EV CP.

GDCA EV CP
GDCA EV CPS
I
I I
1T RA1
W 77 1T
W 77
GDCAEV CP
GDCA EV CPS
[
I I
Subscriber RA1
Relying .
Party Subscriber
Relying
Party
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1.1.4. GDCA EV iEf BEXRZ%E# GDCA EV Certificate Hierarchical

Architecture

GDCA HEi# 3/~ EV HAEFS, 737 GDCA TrustAUTH R5 ROOT HiE15. ## i)
% R5 #ff CAIF 5. GDCA TrustAUTH E5 ROOT i fi. /MR CA FitHZk CA, L&
KHFIET. GDCA A& RAMTH g CAIEF .

Currently, GDCA has 3 EV root certificates, including GDCA TrustAUTH R5 ROOT certificate, %%
i 48 R5 #R CA certificate, GDCA TrustAUTH E5 ROOT certificate.

1) GDCA TrustAUTH R5 ROOT

GDCA TrustAUTH R5
ROOT

A J

A4 A J

GDCA TrustAUTH R4 GDCA TrustAUTH R4

GDCA TrustAUTH R4

EV SSL CA EV CodeSigning CA Plus EV CodeSigning CA
v v v
EV SSLRZ#HIE+: EVAIDZE ZESS EVAID A 2SS

GDCA TrustAUTH R5
ROOT

/

v

'

GDCA TrustAUTH R4
EV SSL CA

GDCA TrustAUTH R4
EV CodeSigning CA

GDCA TrustAUTH R4
Plus EV CodeSigning CA

v

v

v

EV SSL Server
Certificate

EV CodeSigning
Certificate

EV CodeSigning
Certificate

GDCA TrustAUTH R5 ROOT ilEH ¥ & 4Ky 4096-bit, T 3 M4 EV CA IE
4, Hr: (1) GDCA TrustAUTH R4 EV SSL CAiE+, K JE N 2048-bit, K%
By 2048-bit Y EV SSL IR S5 #%1iF 15 ; (2)GDCA TrustAUTH R4 EV CodeSigning CA
IR, KR 2048-bit, 25K %K LN 2048-bit 17 EV ARESZEZIEF; (3) GDCA
TrustAUTH R4 Plus EV CodeSigning CA iE 15, Z4HK N 4096-bit, 25Kk KL N
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3072-bit #J EV ARAEBZE 2R T .

The length of GDCA TrustAUTH R5 ROOT certificate root key is 4096-bit. There are three EV
Subordinate CAs under this root CA, including: (1) GDCA TrustAUTH R4 EV SSL CA with 2048-bit
key length is responsible for issuing RSA 2048-bit EV SSL Server Certificates. (2) GDCA
TrustAUTH R4 EV CodeSigning CA with 2048-bit key length is responsible for issuing RSA 2048-bit
EV CodeSigning Certificates. (3) GDCA TrustAUTH R4 Plus EV CodeSigning CA with key length of
4096-bit is used for issuing RSA 3072-bit EV CodeSigning Certificates.

GDCA TrustAUTH R5 ROOT ilE+5:#4 T 2040 4 12 H 31 HEIH.

GDCA TrustAUTH R4 EV SSL CA 1IE+5#4-7E 2030 4F 12 H 31 HF[#, 2027 421 H 1
Hitg, BRI Z CAERZRIT FHEH.

GDCA TrustAUTH R4 EV CodeSigning CA iE 1344 7E 2030 4 12 A 31 HEI#H, 2021
F6 H 1 HE, oA Z CAIERZRITFIE.

GDCA TrustAUTH R4 Plus EV CodeSigning CA 1IFH#7F 2035 4£ 12 A 31 H FiA,
2032 4F 1 H 1 Hilg, FAHMEHZ CAIERERIT ikt
GDCA TrustAUTH R5 ROQT certificate will expire on December 31, 2040.

GDCA TrustAUTH R4 EV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 EV CodeSigning CA certificate will expire on December 31, 2030. As of June
1, 2021, GDCA has stopped the issuance of subscriber certificates with this CA certificate.

GDCA TrustAUTH R4 Plus EV CodeSigning CA certificate will expire on December 31, 2035. From
January 1, 2032, GDCA will no longer use it to issue subscriber certificates.

2) #H=i R5 1R CA

K2z i AARSHRCA

A\ 4
e KR4 EV
AR5525IUE - CA

\ 4

EV SSLAR %S 231k 15
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HoimHRSHECA

Y
WL RHCR4 BV
IR % 3%iE+ CA

h 4

EV SSL Server
Certificate

iR RS AR CAIET IR ZEHE  4096-bit, T 1% 1 A% CA E: izt
fR R4 EV IR EIET CA, HEAKEN 2048-bit, 25K % EHK A 2048-bit 1) EV SSL
MR A8 uE1

b AX R5 AR CAE-F T 2040 4 12 H 31 HEIH.

Hez it RAEV RS #E T CAE47E 2030 4E 12 A 31 HEM#, 2027 4 1 A 1
Hi&, A% CATEB& R FiE.

The length of %Z:Hf /L R5 R CA certificate root key is 4096-bit. There is one Subordinate CA under
this ROOT CA, including: £ 1% R4 EV AR %5 #3E 15 CA with 2048-bit key length is responsible for
issuing 2048-bit EV SSL Server Certificates.

¥ % R5 2 CA certificate will expire on December 31, 2040.

iR R4 EV AR 45 #81EH CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

3) GDCATrustAUTH E5 ROOT

GDCA TrustAUTH E5 ROOT

GDCA TrustAUTH E4 EV SSL
CA

EV SSL AR 5525 1E+5
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GDCA TrustAUTH E5
ROOT

GDCA TrustAUTH E4 EV
SSL CA

EV SSL Server Certificate

GDCA TrustAUTH E5 ROOT iEHi )% %55y ECC, REHKEA 384-bit, T
W1 ANhgE CAIEF: GDCATrustAUTH E4 EV SSL CA , 4K N 256-bit, 25K %
Kl 256-bit [ EV SSL AR %5 28Ik

GDCA TrustAUTH E5 ROOT iF 544 - 2040 4% 12 J 31 H £

GDCA TrustAUTH E4 EV SSL CA iIE+3:#57E 2030 4 12 H 31 HAI#], 2027 1 7 1
Hid, #BAEAHZ CAIERERIT E,

The length of GDCA TrustAUTH E5 ROOT certificate root key is 384-bit using ECC algorithm.
There is one Subordinate CA under this ROOT CA, including: GDCA TrustAUTH E4 EV SSL CA
with 256-bit key length is responsible for issuing 256-bit EV SSL Server Certificates.

GDCA TrustAUTH E5 ROOT certificate will expire on December 31, 2040.

GDCA TrustAUTH E4 EV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA B CA/NI % #181% (CA/Browser Forum) KA I3 EEAEIEH R Code
Signing Baseline Requirements. NCSSR. L% Baseline Requirements [ 55t i A 2 3K i3k
ITRERANE B EV BUriE s, @ISR B, R iR A AT B A T2
i CPS. WifA CPS Al CA/RIYi#itx (CA/Browser Forum) & A7 rIHH S HITE HH (1 2 3K
AT, WL CAI &8 3 1E 2R AT RS ik o
GDCA issues and manages the EV certificates based on the latest version of the EV Guidelines,
the Code Signing Baseline Requirements, NCSSR, and the Baseline Requirements published by
CA/Browser Forum. GDCA regularly checks the status on CA/Browser Forum’'s website and

continuously revise this CPS if there is any update. In the event that a discrepancy arises between
interpretations of this document and CA/Browser Forum, the CA/Browser Forum shall govern.
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1.2. R4 RRE#RRR Document Name and Identification

ASCREFRAE (B AR AR G IR A F] EV IEH AL 53 (FE#K (GDCA EV
CPS). A CPS). HRAA CPS KIMEIT(E RiE S %=t 2.

A CPS LA ot WiE A R A, GDCA NHARIE S A 5 oh SCRR A TE B R A — 5L
(KT o

This document calls "Global Digital Cybersecurity Authority CO., LTD. EV Certificate Certification
Practice Statement" (abbreviated as “GDCA EV CPS” or “this CPS”). Please refer to Appendix 2 for
detailed revisions of this version.

This document is the Chinese-English bilingual edition of GDCA CPS, and GDCA should make sure
that there are no material differences between the Chinese and English version.

1.3. HBFINIEFESIS 53 PKI Participants
1.3.1. B FINEARSHLH Certification Authorities

GDCA MR (rh NRILAE 7254150 CRTIMEIRSEHINEGY HE, K%
WL AT 25 =7 FIAE AR S AU . GDCA Jlid 25 I i 722 53 2 1) & 07 AR
EV £l SRANEFSIEAR 555 T BOf o8 B THAMEE 3N 2 5 4K

GDCA is a trusted third-party electronic authentication service authority established by law pursuant
to "Electronic Signature Law of the People's Republic of China" and "Measures for the
Administration of Electronic Certification Services". GDCA becomes a participant in electronic
authentication activities by issuing EV certificates and providing certificate verification service to the
parties who engage in electronic transactions.

1.3.2. VEMHLH Registration Authorities

ML (Registration Authority, faifk RA) 8% CA @ rigiEMidfE, #ik EV
EFHEE S0, ALHEsdE4s EV IEHHiEE .
GDCA {EN EV IET /) CA BENM, HATHAE EV B RA, AN HATHOL RA.

Registration Authority (RA) establishes registration process, confirms the identities of EV certificate
applicants, and approves or rejects the request of EV certificate applicants on behalf of CA.

As a CA operator of EV certificate, GDCA serves as RA of EV certificate by itself, and no longer to
set up another RA.
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1.3.3. T Subscribers

T NAF, TR TS NBUESRA N, & GDCA MUK IES 5
K

A CPS HIILIIT 7, IR &R . GDCA KX &RHMKIN EV iEH, A
A AR AR BE EV AE RS -

In the application of electronic signature, subscribers also called electronic signers or certificate
holders are end users of the certificates issued by GDCA.

Subscribers who appear in this CPS refer to various organizations. GDCA only issues EV certificate
to various organizations, and don’t provide EV certificate service to natural person.

1.3.4. A Relying Parties

GDCA HIUEFARK T 2454 1% GDCA ${t Fi IR B o i 725 44 A9 (5 4t i A
FA RGBSR ZAAT LUZ, WA BLAE GDCA H—MEFT 7.

Relying Parties are entities who engage in related electronic certification activities based on the
reliance of electronic signature provided by GDCA. This entity may, or may not be a certificate
subscriber.

1.3.5. HAhZ 52 Other Participants

HAhZ 532489 GDCA K HL 7 IETE S FR AR 55 1 HAth s 4k

Other participants are entities that provide related services in electronic authentication activities of
GDCA.

1.4. {EFHMNH Certificate Usage
1.4.1. EEHIEH R Appropriate Certificate Uses

GDCA 25K EV HEF EZH T S .

KA A CPS 22/ 19 EV SSL EH:, AT HIRIGIEIE S h ARl 3844 1 Sy, DARFRA
I RN B s fKEEA CPS 25K 1) EV CodeSigning k15, A FRIGIUEIEF
PRAR R AFARRD SR A7 BURAT 77 1 B e FLRR I IGIE J5 1 € /& i GDCA 25K I EV
UEFS, YRINZIER T Al & 115 BB SA R, JEH Ogd@d 71E 2 B TS & 6 451
T
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EV certificate issued by GDCA is mainly used for identification.

EV SSL certificate issued according to this CPS can be used to verify the identity of domain name
indicated in certificate and the identities of legal authorities which hold the domain name above. EV
CodeSigning certificates issued according to this CPS can be used to verify the identity of software
code supplier or publisher indicated in the certificate. After verifying the issuer of EV certificate is
GDCA, it shows that the information contained in the certificate is true and effective, and has
passed the appropriate and reliable authentication procedure.

1.4.1.1. EV SSL IR%-2.iE+H EV SSL Server Certificates

EV SSL AR 25 0FE T 36 UFE S th AR R K 9 2% = LIR 55 28 5 56 A 45044 1K) B 477
PLACFFE 2 0 25 Al 45 7 B EL IR 3 42 1 AR B 47 o GDCA ANZEREICST EV SSL ik
K aiE s, EV SSL MRS S IE ARSI A, g4 . BUFsR A 5.

EV SSL server certificate is used for verifying the identity of server or domain name and
organization who owns this server or domain name. GDCA does not issue wildcard EV SSL server
certificate. The types of domain names in EV SSL server certificates are not restricted,
e.g. .com, .gov etc.

1.4.1.2. EV fi%44E+H EV CodeSigning Certificates

EV AR5 44 UE 5 T 3R UE A5 T Am IR AR A S 5 B AT 7 1 5 i

EV CodeSigning certificate is used for verifying the identity of program provider or publisher
indicated in the certificate.

1.4.2. FR &1l BI3EB M A Prohibited Certificate Uses

2 AR AT S S [ SRk A VAR [ X 2 A RIS N EV AR, A5 A
ARAT R R IR TG sh el A AR 1L A ML 45 R AEH EV WETS, 75 000 B i pl (9243 e S e
F P E Sk,

EV certificates are prohibited to be used in the circumstances that in violation of national laws,
regulations or undermining national security, in addition, an EV certificate is prohibited to be used in
business that involves criminal activities, or in business forbidden by laws. Otherwise, legal
consequences caused by the above circumstances must be taken by the subscribers themselves.

1.5. SEEREFF Policy Administration

GDCA ‘ZaHMEZR 1=/ GDCA HLTINIEAR S5 T SRS ) e e B BEALAY, S ST

11
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AL HE CPS.

The GDCA Security Policy Committee is the highest management authority for all policies related to
GDCA's electronic certification services, responsible for reviewing and approving the Certification
Practice Statement (CPS).

1.5.1. KR SRS EALF Organization Administering the Document

SRS SRS BNy GDCA 24 SRME 2 A 2, VBN HNE A BALA S ST T A
BHIA CPS. GDCA LA RKE R HRA T AR EHE . TEH O RO, B/
Ji 28 DS A USRI A IE AR R

AR MG SRS XS AN G W) IR 5545 H W TAE BATBUE B ] 155

GDCA Security Policy Committee is assigned as the document management authority responsible
for establishing, publishing and updating this CPS. The committee consists of the relevant
representatives with the right of decision-making from GDCA’'s management, administrative center,
technology center, and customer service center, etc.

Consultation of this policy document to the external parties and other routine jobs are undertaken
by the administrative center.

1.5.2. Bt Z A Contact Person

1.5.2.1. #EHEEMRE Certificate Problem Report

TR 1) R 15 AR R 1 SR AU AN 7 e — 9258, HAE B R g R L4101
[T AR AL -

® RIUEMEZE: webtrustreport@gdca.com.cn; EY

® Z{HE: 4007008088

Any certificate problem reports or certificate revocation requests shall be submitted through one of
the following ways, and certificate revocation requests must be submitted in writing:

® E-mail to: webtrustreport@gdca.com.cn

® Call: 4007008088

1.5.2.2. CPS jHfH CPS Related Issues

AT ¢ CPS FO Il @, & SE%E, #BmT LA LR 7 sUETBA R .
BEZAE]: GDCA {TEUEFEES ]
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KRN £it

Wtk https://www.gdca.com.cn/

HFHR4A ik : gdca@gdca.com.cn

HRARMAE: R NRIOMIE 28 )N s Xt 112 SR E BoRE 30 1
3001 =

MR 2 hs: 510030

HL %5 h5: +86 20-83487228

e 515 +86 20-83486610
For any problems, suggestions, questions, etc., about this CPS, you could contact us as follows::
Contact Department: GDCA Administrative Department
Contact: Ms. Wang
Website: https://www.gdca.com.cn/
E-mail: gdca@gdca.com.cn

Address: Unit 3001, 30F, Pearl River International Building, No. 112 Yuehua Road, Yuexiu District,
Guangzhou City, Guangdong Province, the People’s Republic of China

Postal Code: 510030
Tel: +86 20-83487228

Fax: +86 20-83486610

1.5.3. WE CPS FF-& KIS HIPLH Person Determining CPS Suitability for the

Policy

GDCA % &M 2 i1 7 AL PIE CPS 1515 SR AIHLAA o

The GDCA Security Policy Committee is the authority responsible for determining compliance of the
CPS with applicable CP.

1.5.4. CPS H#LUEFEF CPS Approval Procedures

AHLFIH CPS B GDCA %4 5RME 2 i 22041 CPS 9w 'S5 /N AL € SRS, CPS a5 /N
e R H258 GDCA ‘22 4= SRIE 2% 7y 2= B it e .

This CPS is drafted by the team designated by GDCA Security Policy Committee. After the
completion of drafting, the CPS is submitted to GDCA Security Policy Committee for review.
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1.5.5. CPS f&iT CPS Revision

GDCA KX} CPS BEAT ™M IRRCALE I, I i 2 & A 2 ST R FH HL

GDCA R K B H LI . BORZ R L W55 K BAEHLLL K CAI B8 #8183
(CA/Browser Forum) & Af K4 W EUEFi4E T (Guidelines for Extended Validation
Certificates). Code Signing Baseline Requirements. NCSSR UL & Baseline Requirements
(IR 2K S B TT A CPS, CPS %5 /NHARIEAH GG LA E CPS BT @i, 4258
GDCA % & Sfilig R = itk, Lz AaftiEm, 1E7E GDCA B 5 Mut k- kA .

A CPS Z/DEHFEMAT —IK. WIRTNENS), MEMERAS . EH AR, 4
RS 8] B AT L3R o

GDCA will implement strict version controls on this CPS, and such work will be arranged by the
GDCA Security Policy Committee.

This CPS will be updated in accordance with the change of national policies and regulations,
technical requirements, business development, as well as the latest requirements of the Guidelines
for Extended Validation Certificates, Code Signing Baseline Requirements, NCSSR and the
Baseline Requirements published by the CA/Browser Forum. The proposed suggestion of
modification will be submitted by the team which is responsible for writing this CPS based on
relevant changes, then it would be reviewed by the GDCA Security Policy Committee. After
approved by the committee, GDCA will publish the CPS on the official website.

This CPS is updated at least once every year. Even if no other changes are made to the contents of
this CPS, GDCA will increment the version number and update the release date, effective date, and
the revision records of this CPS.

1.6. B XF4EE Definitions and Acronyms

1.6.1. ARIEE X —WF List of Term Definition

Ri& 7E X
GDCA %A 3KIEZ: 012> | GDCA WNIE RS54 2 P4 11 fe e SR 5 B MR B LA AT CPS — 3
PEYENLAY
HL T IIEAR 5 WL BT, R, A MR BRI . ZAREEH
TR CAs K H2f CAs.
LAY ALK (Registration Authority, RA) 4 5t &b FHIE 5 HH i

FAREAS T IR ER, IR 2 3R INIE RS AL, A
IR ZAUEF I B R LE ML R SR, S DTRIE S S
T SO hR IR S, R BAREIE B R IE R, AR T
UE IR S5 AU b v B e 5 B R B B ) R

UEFS A R4 T 3, TSRS S abE .
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EPHH 5135 HIZEAEPS ) H T AMEAR S AL (CA) BT AT B 2544
HE JVSER ) LR IR T 0 T I TRV B 3

HL ARV 55 R P SAEP ST, B8k, B H R A A B S A — 1 31

154 B4 R G  BEE R R IR .

SRR PITRNEPHIEEIRAME R, B 70 AT e+
. B T

B % A TOTHZIEPHIEEE, JFHERRIES.

s AR E A BLFETLIRPR AL RGP T @O R I A

Linting #]

— M B AR N, THET (RFC 6962)  IE1.
WET R 5132 B OCSP M i, BRAFZE 44 HHE AT R (RFC 5280
5 4.1.1.1 TR thsCertificate) AT A KRR, LA
FAF G B 2R B R v e SCRIC B S FIARAE

FELRUEFRA Y FELAUEBAT A PP, ARG 7 N FH A4 Wi 48 e 1R 1
K&

A FH 2 SN R RS R B X R 28, Tl
Bk, N B A L R I ) il s B O

N BN TR AR B RAH R B AT, Al RN T
fEH, DA se 5 ARV — IR0 B 754, Kk
AT TSR, DMEAUH RORL S & AT RS Bk AT
i

YNBSS hilgi —HABFEREA . A NG, RS R THER S, H
TSLHLEE T AP S SOE BRI Ea . k. FH
FALTH D RE .

AFLAAFIEF FH 1 FCAH N AR IR+ DB AR 0 T8 2CUFE )72 T A R FH A
iR, N Al AE BJIE .

R ) T R A CPS &7 8.2 TR LK 1) H AR N Bk

AT WA BAIE S 1) B AR N BR A SAA

TH WeRE AR H R N B2 SR, HLAZ3T 7 I Al FH 2%k
LI AR N BRI A

AWk WUER S WA S5 UE+ BE NAT 2 Z B, i Rie 1
SRR S 54T

WebTrust CPA & KA MRS HLA I WebTrust It H AT FrifE .

Term Definition

GDCA Security Policy
Committee

It is the highest management and monitor function for CPS and the
decision-making agency pursuant to CPS within the GDCA
certification services system.

Certification Authority

An organization that is responsible for the creation, issuance,
revocation, and management of certificates. The term applies equally
to both Roots CAs and Subordinate CAs.

Registration Authority

A Registration Authority (RA) is responsible for processing service
requests from certificate applicants and certificate subscribers, and
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submitting them to the certification authority for the final certificate
applicant to establish registration process. RA is also responsible for
identifying and verifying certificate applicants, initiating or transferring
certificate revocation request, and approving certificate renewal or
re-key request on behalf of the certification authority.

Certificate

An electronic document that uses a digital signature to bind a public
key and an identity.

Certificate Revocation List

A regularly updated time-stamped list of revoked certificates that is
created and digitally signed by the CA that issued the certificates.

Certification Practice

Statement

One of several documents forming the governance framework in
which certificates are created, issued, managed, and used.

Domain Name

The label assigned to a node in the Domain Name System.

Entry Clerk Entry clerk is responsible for inputting the information submitted by the
applicant and help the user handle certificates application, revocation
and renewal procedures etc.

Reviewer The reviewer is responsible for checking the information of certificate

application and approving certificate issuance.

Fully Qualified Domain
Name

A Domain Name that includes the labels of all superior nodes in the
Internet Domain Name System.

Linting

A process in which the content of digitally signed data such as a
Precertificate [RFC 6962], Certificate, Certificate Revocation List, or
OCSP response, or data-to-besigned object such as a tbsCertificate
(as described in RFC 5280, Section 4.1.1.1)
conformance with the profiles and requirements defined in the
Baseline Requirements.

is checked for

Online Certificate Status

An online certificate-checking protocol that enables relying party

Protocol application software to determine the status of an identified certificate.

Private Key The key of a key pair that is kept secret by the holder of the key pair,
and that is used to create digital signatures and/or to decrypt
electronic records or files that were encrypted with the corresponding
public key.

Public Key The key of a key pair that may be publicly disclosed by the holder of

the corresponding private key and that is used by a relying party to
verify digital signatures created with the holder's corresponding private
key and/or to encrypt messages so that they can be decrypted only
with the holder's corresponding private key.

Public Key Infrastructure

A set of hardware, software, people, procedures, rules, policies, and
obligations used to facilitate the trustworthy creation, issuance,
management, and use of certificates and keys based on public key
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cryptography.

Publicly Trusted
Certificate

A certificate that is trusted by virtue of the fact that its corresponding
root certificate is distributed as a trust anchor in widely-available
application software.

Qualified Auditor

A natural person or legal entity that meets the requirements of section
8.2. of this CPS.

Relying Party

Any natural person or legal entity that relies on a valid certificate.

Subscriber

A natural person or legal entity to whom a certificate is issued and who
is legally bound by a subscriber agreement.

Subscriber Agreement

An agreement between the CA and the Applicant/Subscriber that
specifies the rights and responsibilities of the parties.

WebTrust

The current version of CPA Canada’s WebTrust Program for
Certification Authorities

1.6.2. Y iE KA X — %3 List of Abbreviations and their Meaning

CA Certification/Certificate Authority H T USE RS ALK
CAA Certification Authority Authorization YAENUREZ AL
CP Certificate Policy S
CPS Certification Practice Statement LT E L 55 0
CRL Certificate Revocation List TEB RO 53
CSR Certificate Signing Request e
DBA Doing Business As R
DNS Domain Name System 1 42 74
EV Extended Validation 3 FE IO I A BRI E
(US Government) Federal Information Processing CEEBUF) BV B b
FIPS Standard
HEbRE
FQDN Fully Qualified Domain Name A H S 4
Global Digital Cybersecurity Authority CO., LTD. K2 AR B TR
GDCA
AL
gTLD Generic Top-Level Domain i T3 4
IANA Internet Assigned Numbers Authority LR S 43 B
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Internet Corporation for Assigned Names and

B W 4 75 %5 7> BT

ICANN | Numbers
LIk
1SO International Organization for Standardization B b vHEA, 4 21
KM Key Management 2 B A T
LDAP Lightweight Directory Access Protocol BB H T ML
LRA Local Registration Authority A HE: LR
OCSP Online Certificate Status Protocol TERIEFR AL
State Cryptography Administration Office of Hh K7 20
OSCCA | Security Commercial Code Administration of
China INVAE
PIN Personal Identification Number AN NGRS
PKCS Public KEY Cryptography Standards N BB B A U
PKI Public Key Infrastructure N LR
RA Registration Authority LI
Request For Comments 8 SR VPV A v (— o I
RFC B
WX PR AE)
SSL Secure Sockets Layer e e
TLS Transport Layer Security ft R 224

2. 5 B RA 515 5 & Publication and Repository Responsibilities

2.1.

GDCA g B £ Repositories

GDCA 15 B & — AN A TS BE, B REWARAE . BUEREP M 5UEPA RS
S .GDCA 15 B FE N B AFEEAIR T LLF N % : CP Fl CPS AT F1 7 SR A IE 15 . CRL
WP, BLZHE B GDCA 15 B KA 115 5. . GDCA ¥} it KA B 45 IUE T . CPS

BT A
FET] LLig

=
jj

WRIEEN A, RN RLTRFFS CPS M kA —5. GDCA {52
W4k https://www.gdca.com.cn 5], BiH GDCA Fifif) $ & i) H e B T %

GDCA repositories are open to the public. It can store, retrieve certificates and their related
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information. GDCA repository includes but is not limited to the following: current and historical CPs
and CPSs, certificates, CRLs, subscriber agreements and other information published by GDCA
when necessary. GDCA will release certificates, CP and CPS revisions and so on timely that must
remain consistent with the CPS, relevant laws and regulations. You can search at
https://www.gdca.com.cn or via any other communication methods specified by GDCA at any time.

2.2. fEE W KA Publication of Certification Information

GDCA 7£ & J5 M https://www.gdca.com.cn & A5 B 2, %M k& GDCA K Afi it
A5 BRI BB RAUBRIE.

GDCA Jf it H %5 & R AT P BUE A0 CRL, 11 P st 77l LA@ ik 17 17) GDCA
(R MERBGIE T 1015 BARASE 13512 R, GDCA RHELAE ARG RS, 1T
FVER AR ST T SIS AR IR A B

AN}, GDCA K2 i 75 2R IUHA v 5 AT k4715 B R A

GDCA publishes repositories on its official website (https://www.gdca.com.cn). The official website
is the primary, most prompt and authoritative channel to publish all information about GDCA.

GDCA publishes certificates and CRLs via LDAP. Subscriber or relying party can obtain information
of certificates and CRLs through GDCA'’s official website. Meanwhile, subscriber or relying party
can check the current status of certificate instantly via OCSP service provided by GDCA.

Also, GDCA may also release any related information in other possible forms.

2.3.  RATHIES[E)FIFHZ Time or Frequency of Publication

GDCA TEV] FHE B R BE AT, Gl B 5 Wk 5 3R UEB A CRL KA, KA
JE AN 24 /e, H nextUpdate =7 B ME S48 Hi thisUpdate {E 1 10 K UL b 7RSS
5L, GDCA 1] LLEAT Y& UE 51 CRL AT [A]. GDCA &H4F R AT — K L FIAIE
MR AL CA IEBRAHSIE (ARL).

S L P 2R P R AR AT, H GDCA BTl vk, IR & AT B2 i K
IR R, I BRI AR R

GDCA releases automatically the latest certificates and CRLs on its official website and the CRLs
are issued every 24 hours and the value of the nextUpdate field is not more than ten days beyond
the value of the thisUpdate field. In particular, GDCA can choose time to release the certificates and
CRL in case of an emergency. GDCA releases CRL of CA (ARL) every year.

GDCA can independently choose the time and frequency of releasing other information of
repository. The release is timely, efficient and consistent with the requirements of the laws.
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2.4, 15 BEEV ¥

Access Controls on Repositories

GDCA 15 2 BIE AT I A TF R AT ARFT NARRENS BB, T IXL(F S0 A 1k
U IR ASSZAE AT FR A1 o

GDCA il M 2 B Rgi w4t 2 BH LR LA L BN &
FREATE S ERIIEIN. MIER. B2 KATERIE,

The information in GDCA repository is publicly available. Anybody can read the relevant information,
and there are no restrictions on the read-only access of such information.

With network security, secure system design and security policy, GDCA ensures that only
authorized employees can add, delete, modify and publish the repositories.

3. BiniR5 %5 Identification and Authentication

3.1. #§4% Naming

3.1.1. LA Types of Names

GDCA ZE K I EV HUFUE BT & X.509 brift, M EC4AIEHRA &M R4, X
F X.500 74 77 e

EV SSL UE-FH1 EV ARRDAE 44 1F F5 i 4% B0 AN ZE SR A 2004 10 SR AE 42 CP il e (A
CPS . EV SSL i+l EV A4 UEF 1B 4 w2 &@ H 44 (common name,
CN=) W%, SGdWiErEH 2 TR S E A MR aE R REE,

XF T EV SSL RS AREAS, AT (Rydsk 4% 078 I 38 S U 42 v, i = U FH 44 D 3
%, IR AN IAE RN 4 P A A

EV certificates issued by GDCA conform to X.509 standard and Distinguished Name of subject
conforms to X.500 standard.

Naming rules and requirements of EV SSL certificate and EV code signing certificate must be
stated in this CPS according to GDCA EV CP. Distinguished Name of EV SSL certificate and EV
CodeSigning certificate must contain common name (Common Name, CN=), which shall be
validated and contains domain name, organization legal name, etc.

For EV SSL server certificate, all domain names are added as the Subject Alternative Name and a
primary domain name shall be used as the Common Name.
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GDCA UEASAUA AU AR TR 3 42 i 44 KU 40 T -

JE& T (]

EZ (C) CN

A (S UEPAURE P By, B A

HX (LD UEFS MU e T, B A

MLt (O) Global Digital Cybersecurity Authority Co., Ltd. &k

GUANG DONG CERTIFICATE AUTHORITY CO.,LTD.

PFURFERTT (COU)

%E_lj‘\

GDCA e #h i 7 N2 FH AU DX AN [RLR A [ )
MUK R P U AESS, BTEL GDCA HEFHa] BLEL & AN A

AR R

HWH4 (CND

gy CA 4

Naming rules of issuer’s

DN in GDCA certificate are as follows:

Attribute

Value

Country (C)

CN

State (S)

State of issuer (if included)

Local (L)

Local of issuer (if included)

Organization (O)

Global Digital Cybersecurity Authority CO.,LTD. or GUANG DONG
CERTIFICATE AUTHORITY CO.,LTD.

Organization  Unit | Certificate contains various issuers depend on subscriber types,
(o) applications and regions to issue the certificate.
Common Name | Name of CA
(CND
GDCA iE1s EV i1 ' B ZE R B3 44 1y 24 B 4n R
B H
Ex (C) VT FIr s 1 ] 5 i [X AR
H (S PR EEfr, 8 AH
HX (L) P T E T, 8 AH
WLk (0D VT 02 WA 44 FR
25 PR, TadE: BUmhloe. g air. mlkseik
GG TAE |
VI P e
FSE
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YLGUE M |
VT PR A BT 25
1%
YGRS |
‘ VTP A i
f s T
E2ikl TP
A4 (CN) | 54 (SSLTLSHED), Sihli% CHUKZKANET), s ihar

W AR

Naming rules of Subject Distinguished Name of the subscriber EV certificates issued by GDCA are

as follows:
Attribute Value
Country (C) Country or region code
State (S) State of subscriber (if included)
Local (L) Locality of subscriber(if included)

Organization (O)

Legal name of subscriber’s organization

Business Types of business, which may include: Government Entity, Private
Category Organization, Business Entity
Jurisdiction

Country Name

Country Code of Subscriber’s Jurisdiction of Incorporation

Jurisdiction State

Or Province | State or Province of Subscriber’s Jurisdiction of Incorporation
Name
Jurisdiction

Locality Name

Locality of Subscriber’s Jurisdiction of Incorporation

Serial Number

Subscriber’s Registration Number

Common Name

(CND

Domain name (SSL/TLS certificate), organization name (organization
certificate), or other identifiable names

EV Root iiE 151 44 i 44 HL )

JE@ 1B

EZx (O CN

MLk (O GUANG DONG CERTIFICATE AUTHORITY CO., LTD.
HWH% (CND GDCA TrustAUTH R5 ROOT

Naming rules of Distinguished Name in EV Root certificate are as follows:
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Attribute

Value

Country (C)

CN

Organization (O)

GUANG DONG CERTIFICATE AUTHORITY CO.,LTD.

Common Name

(CND

GDCA TrustAUTH R5 ROOT

EV SSL CA il 15 ¥k 751 44 i 4 K )

Je& T {IE]

[E %5 (O CN

MLt (0D Global Digital Cybersecurity Authority Co., Ltd.
HWH% (CND GDCA TrustAUTH R4 EV SSL CA

Naming rules of Distinguished Name in EV SSL CA certificate are as follows:

Attribute

Value

Country (C)

CN

Organization (O)

Global Digital Cybersecurity Authority Co., Ltd.

Common Name

(CND

GDCA TrustAUTH R4 EV SSL CA

EV CodeSigning CA iiE 15 %71 44 i 44 AL )

Je& T (]

E% (O CN

Wity (0D Global Digital Cybersecurity Authority Co., Ltd.
A% (CND GDCA TrustAUTH R4 Plus EV CodeSigning CA

Naming rules of Distinguished Name in EV CodeSigning CA certificate are as follows:

Attribute

Value

Country (C)

CN

Organization (O)

Global Digital Cybersecurity Authority Co., Ltd.

Common Name | GDCA TrustAUTH R4 Plus EV CodeSigning CA
(CND
3.1.2. Xt ZRIRE ALK ZE SR Need for Names to be Meaningful

WEP AT S I 42 BLEAT — € AR R S T P IE R R A S i BRI B A4 7K,
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o2 24 e 8% W A ff R IE A5 155 AU DAL Pl AR iR A R 28 EWUAR 55 4+ ELIR R 342 B A
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Names in certificates should have a significant meaning. Subject name should definite the identities
of certificate holders and server, domain name or software publisher. This name should be
identified by relying parties and meet the requirements of laws and regulations.

3.1.3. TP RIE L B84 Anonymity or Pseudonymity of Subscribers

A% CPS JlsE, GDCA (3T ' AEREAT vk 45 FRF I AN RE 1 B 44 B D 44

Under this CPS, subscribers cannot apply for certificate with anonymity or pseudonymity.

3.1.4. BREAF BRI Rules for Interpreting Various Name

Forms

GDCA % % WU FAE B4 X.500 V3 b, B 544 k% i85 X.500 Frife. B4
[ 44 B0 1 GDCA 5 X .

A certificate issued by GDCA conforms to X.509 V3. The format of DN conforms to X.500, and
naming rules of DN are defined by GDCA.

3.1.5. 4 FR I ME— Uniqueness of Names

f£ GDCA fEAESA, AFENT 7 RRES 0 B AR B 2 A REAHIR, LAEME—). (2
X E 377, GDCA W] LA FME— i) AR B 42 9 HAE K 2 SKAEFS o e+ FR I i
BUASFIT PAFAER R A BRI, TR0 55 FRg B DU se A, 5 BE & 05 m B inaionl {5 2 LA
DX 1l Y S0

DN of certificate must be unique for different subscribers in GDCA trust domain, and same DNs
cannot be allowed as subscriber’s subject name. GDCA can issue more than one certificates using
the unique DN for one subscriber. When DN is not unique to different subscribers, the first applicant
has the priority to use the DN, and the latter could add more additional information to distinguish
from others.
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3.1.6. BFRIRA. %55 M/ Recognition, Authentication, and Role of

Trademarks

GDCA 25K HIIES 1) AR EL) 44 h A SRR 4

Subject’s DN of certificate issued by GDCA does not contain any trademarks.

3.2. HIEEHHHIA Initial 1dentity Validation

3.2.1. iF B #A #3851 Method to Prove Possession of Private Key

UE A HE L AIE R 5 5 BT E8E A A B ARG R RAEH , IE B G 7 VR AL RS FEAIE 5 H
HHEPEEHTES (PKCSHLI0). H'e S5 % HR IRk, 835 GDCA #E K
e IR 75 2, AFEHEAC AT AE A0 AE 1B (B 40 L R 25 R A7 i A S RG] PIN i) &5

Applicants must prove that he/she holds the corresponding private key to the public key being
registered. You can use the ways of digital signature contained in certificate request messages
(PKCS#10) or other equivalent method to identify the secret keys, or some ways required by GDCA,
such as initial information (distributed key medium and its PIN code), etc. to prove that you holds
the relevant keys.

3.2.2. WU 54 4 5] Authentication of Organization Identity

GDCA AL A PRt EV UEFH BB RS, HULE BFIE I 7 1% i e
KA HFUE T VRS K M B, AR HEA R, IR KA R
I TTfE

X MUK B gy (1) 55 50 R0 6 A% £F A CA/II MG 4% i = ( CA/Browser Forum) i i
www.cabforum.org KATH EV BRI E K. FIR, 20F 5 i d - E BRIk 44
(internationalized domain names, IDNs) i}, GDCA X4 A5 A\ 1 5 4y i3k 47 B0IE LA
ME S A74E IDNs [H[RJE = U (homographic spoofing) 174

GDCA only provides EV certificate application service to institutional subscribers. When applying
for the EV certificate, it is required to submit digital certificate application form and other relevant
application documents, accept the relevant provisions of certificate application and agree to bear
corresponding responsibilities.

Authentication and review procedures of organization identity are in compliance with the
requirements of EV Guidelines published by CA/ browser Forum at www.cabforum.org. At the same
time, when there are internationalized domain names (IDNs) in the certificate application, GDCA will
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verify the identity of the domain name holder to detect whether there exists homographic spoofing
behavior of IDNs.

3.2.2.1. % FHIER Authentication requirements

EV iEB R FEBUGHLR, SV RAr, wksSesRgt, X1 #iE#, GDCA WL
BEAT LT 455 A8 -
IR & By [ B IRATAE 5
AR & Y IE A5 s A4 AOE I A 3 B i
RS R R R SEAAAT SRR AT AR VA IR T 3
UEH B2 Ip N ZERAFH IR AL -

R, BV AUES HE s Z 22 HE S M il & GDCA 58 R H A% TAE -

1. 2JpN: BV IEBHIEHHEACHE LT R R RN IEPar A2 —1E
SR, ATLUE B 2R Jie B3 BB AT B PR CER PR I L G5 S 15 FRE 9%
BAREEN .

2. AEPEHEN: BV AEBIERAAMERHERN . IEBEHNRE-ADERN, LR
S ZH 2R e 3 B AT WA A AR FR I AL I 5 FR I A SR BUREE N

3. AFZEN: EVAEBIT T HEEAN. SFRZEEAZE—TERN, WTLLE
S 2 2 e 03 BB AT WA S BUER FRIE L2 BT 7 I A R BUREE N

HE LT DA — D AR P A B AN, BEH AR AT BURA— A~

AR S A B R T — A

> w0 o

EV certificates are only provided to organizations such as government entities, private
organizations, and business entities. The following identification and verification of the applicant will
be conducted by GDCA:

1. The applicant’s legal existence and identity.

2. The applicant is a registered holder, or has control, of the domain names to be included in the
EV certificates.

3. The means of communication with the entity to be named as the subject in the certificate is
reliable.

4. The representative of applicant must obtain the authorization from the organization.

Organizations that request for an EV certificate shall arrange the following roles to work with GDCA
to complete the validation.

1. Certificate requester: The submitter of the EV certificate request and the person to contact with.
A Certificate Requester is a natural person who is either an employee of the applicant or an
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authorized agent who has express authority on behalf of the applicant to submit an EV
certificate request.

2. Certificate Approver: The approver to approve the EV certificate request. A Certificate Approver
is a natural person who is either an employee of the applicant or an authorized agent who has
express authority to represent the applicant to approve the request.

3. Contract Signer: The signer of the subscriber agreement. A Contract Signer is a natural person
who is either an employee of the applicant or an authorized agent who has express authority to
represent the applicant to sign the subscriber agreement.

The applicant may authorize one individual to occupy two or more of these roles. The applicant may
authorize more than one individual to occupy any of these roles.

3.2.2.2. e mJ5¥: Authentication methods

1 SN By L B A7 A

GDCA #R#& EV Guidelines 5 3.2.2 5 i [f) ZRIS AR SR AU (R BB HLAREAT B 4%,
BRI SEAEAE 1 SRR SEAR, BFEHUR A4 RR TE s, S HAh = 245 - GDCA
A = 7 e AT R A A

XFFAME TR Ak RSk, GDCA i fe i ik MLA i i 75 2REGIF £
A

b2l

A
1. Organization identity and legal existence confirmation

GDCA verifies the legal existence of a legal entity according to section 3.2.2 of the EV Guidelines,
including confirm the organization name, registration number, and other registration information,
etc.. GDCA performs the verification by confirming with the submitted information with an
authoritative third-party database.

For business entities, GDCA must also validate the identity of the Principal Individual via a
face-to-face video meeting.

2. WRIAHHEE AE L

GDCA I Lhidiid BLR 75 s i) — MR EBEAT WA @) IEIEAUEER =75 Budls e AT 4%
BN b)Y LIGE R AT B B AU E Bk ) L Ak Y R 1
2. Verification of Organization's Place of Business

GDCA may use one of the following methods for the verification: a) Confirm the address information
with an authoritative third-party database; b) rely on a verified professional letter that indicates the
address of the organization’s place of business and that business operations are conducted there.

3. WRAHIEE B ERE
GDCA ifiid AT 75 0z —#EATHA - a) I8 B A LA B IE 3%, Ja ik H s LA |
MEHLA . BERARI BT AR EAAE 3 4 b HIEHY . B, BEAR B AH
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3. Verification of the Organization’s Operational Existence

GDCA may use one of the following methods for the verification: a) Verify that the organization, its
affiliate, parent company, or subsidiary company has been in existence for at least three years, as
indicated by the records of an Incorporating Agency or Registration Agency; b) verify that the
organization, its affiliate, parent company, or subsidiary company is listed in a an authoritative
third-party database; c) Rely on a verified professional letter to the effect that the applicant has an
active current demand deposit account with a regulated financial institution.

4. AEBHRERIIAN. GREEN. IEHHIA S HIA

FEH LI AT DA — AN AR SE 2 AN, A L2 AR 5E L. GDCA Bl A%
NGy, FEN CIRUER G, RS 208 7 RS WU TR AL, A
KN BFRZBENAEBHEHAR AT (gt BUEE) SRR GDCA
DA 7 ZCBAIETE TS B8 BT P sl 2842 o B AT 3k
4. Identity Verification of the Certificate Requester, Contract Signer and Certificate Approver

The applicant may authorize one individual to occupy these roles and may authorize more than one
individual to occupy any of these roles. GDCA will validate the identities of these roles by contacting
the applicant organization via calling a verified telephone number or sending emails to a verified
e-mail address, to determine the name, title of the these roles and relevant authorization. GDCA will
use the same method to verify that the signature on the certificate application and subscriber
agreement is true and valid.

5. AEBCARTT ML

GDCA @i A 5 s i) — R R BEATHf A - AR =T A " AW b)
AR =7 Bl AT R A . B R AR T ST LU TR L AL MRS . SIS BR 5%
Ji 3.
5. Verification of Communication Method

GDCA may use one of the following methods for the verification: a) check with the records provided
a third party phone company; b) confirm with an authoritative third-party database. A verified
communication method may be a telephone number, fax number, email address, or postal delivery
address.

6. AN
Xt T34 AIE Bl 30IE 1 SR T LR B I BEA R, A RS @ AL,
GDCA SR HI BA R %591 75 2 1) —
(1) 2R A A IR 25 LA BRI B = T s P v 2 v B K i R
Ry HL T, w0 07 OREBEN A, JET7vEA: (1) GDCA [aliZ i
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5@, PAMRBUmA N RELNIHERT, FFUSCEME 2B UE R EA R R (BEHLE R
BARIGAETT i S A ROPE BI85 1 A 0720, AiA R 5044 1 pir i A el
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WA R FERPEE R CRIBEHLE BE R AR
TR AR IAE RAG A UE LT A SO A A eh (Bl AN R A BBE L
EAS I T FBOBGZSCA R g K, FFISOAIE K oS B ) ) HTTP 2xx R
A EED, AN HIE# X FQDN ) Sebrizshilid . 1% m 75 :iE1E Baseline
Requirements 2.1.7 % 3.2.2.4.18 5. GDCA %A CPS #f 3.2.8 ™11 #l 2 5L
ZAMBERIGUE (MPIC) o AT TP ANSGUESGE R, 48 10 A 6 20 s I 21 5 32 )
AR R PGS S CEPBENLESE RS .

W ELY, GDCA I ZER L E AL (8 B i, AR A IZ88A4% VR A, AR 2

R ERMAN P, % HIEE AR FHE R,

6.

GDCA A4 IP Hiuht J2 (N84 FR%E k EV SSL IE 5.

Domain validation

For the purpose of domain name validation, entities to be validated may also be the applicant's

parent company, subsidiary company, or affiliate. GDCA may use one of the following ways for the

validation of domain names:

Obtain the e-mail address of the domain name owner listed by the domain name registrar or
other authoritative third party database, and contact the owner by sending a Random Value via
email, and the validation steps include: (1) GDCA sends a Random Value to such e-mail
address and the Random Value will be generated by a system to ensure its uniqueness; (2)
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The applicant receives the Random Value via an e-mail and sends back a confirming response
with such Random Value; (3) GDCA receives the Random Value from the applicant and
compare such value with the one sent by GDCA, the validation completes once GDCA
confirms that the Random Value received matches the one it sends. The Random Value
remains valid for use in a confirming response for no more than 30 days from its creation. This
way of validation conforms to section 3.2.2.4.2 of the Baseline Requirements 2.1.7. [Effective
December 27, 2024, GDCA shall not rely on this method for domain validation. Prior
validations using this method and validation data gathered according to this method shall not
be used to issue subscriber certificates.]

Sending an constructed email to domain contact to confirm the ownership and control of the
domain name, by sending an email including a Random Value to one or more addresses
created by using 'admin’, 'administrator’, 'webmaster','hostmaster’, or 'postmaster’ as the local
part, followed by the at-sign ("@"), followed by an authorized Domain Name, and receiving a
confirming response utilizing the Random Value (GDCA follows the same steps to confirm a
Random Value as described in 3.2.2.2.6.(1)). This way of validation conforms to section
3.2.2.4.4 of the Baseline Requirements 2.1.7.

By confirming the presence of a Random Value or Request Token in a DNS CNAME, TXT, or
CAA record to confirm the applicant’s practical control over the FQDN. This way of validation
conforms to section 3.2.2.4.7 of the Baseline Requirements 2.1.7. GDCA implements
Multi-Perspective Issuance Corroboration as specified in section 3.2.8 of this CPS . To count
as corroborating, a network perspective must observe the same challenge information (i.e.
Random Value or Request Token) as the primary network perspective.

Confirming the applicant's control over the FQDN by verifying that the Request Token or
Random Value is contained in the contents of a file (such as a Request Token, Random
Number that does not appear in the request used to retrieve the file and receipt of a successful
HTTP 2xx status code response from the request). This way of validation conforms to section
3.2.2.4.18 of the Baseline Requirements 2.1.7. GDCA implements Multi-Perspective Issuance
Corroboration as specified in section 3.2.8 of this CPS. To count as corroborating, a network
perspective must observe the same challenge information (i.e. Random Value or Request
Token) as the primary network perspective.

If necessary, GDCA may also perform the independent investigation to confirm the ownership of the

domain name. The subscriber shall not refuse the requirements when corresponding assistance is
needed from GDCA.

GDCA does not issue EV SSL certificate containing an IP address or an internal name.

H 2026 £ 3 7 15 HiZ, MEMZHLAIAT 1T 5 3842 SR AR IEA ORI

DNS #rif], GDCA WZithdt T IANA DNSSEC Hi{ZF4#1¥) DNSSEC ¥iF . FH T /%%
KA T BTG 342 42 A B 7 ) BLEG IEAH 5< DNS 2596 [ DNS fi#é T 25 440 -

® % RFC 4035 5 5 15/ I SHVEIAT DNSSEC %01k s
® U ¥F RFC 5155 H15E X 1) NSEC3;
® I ¥F RFC 4509 fl RFC 5702 52 X If] SHA-2;
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[ 2026 4 3 [ 15 HitZ, GDCA ANf-fi FH A tth 5 s 4% F AT ] 15 350 42 432 AL B il AL
UEAH SR ) DNS A 1¥) DNSSEC %iilE

VBN Z AR IAE 3053, T2 2R A m] LASKT 5 358 44 B2 i AL UE A
[¥) DNS Zr il #1479 T IANA DNSSEC HR{5 L4 ) DNSSEC Z6ilF

J:F IANA DNSSEC {5 {F44 1) DNSSEC 36iF AR{EAS CPS 2 8.1 5 Hh it F 1Akl
A

Effective March 15, 2026: DNSSEC validation back to the IANA DNSSEC root trust anchor must be
performed on all DNS queries associated with the validation of domain authorization or control by
the primary network perspective. The DNS resolver used for all DNS queries associated with the
validation of domain authorization or control by the primary network perspective must:

e  perform DNSSEC validation using the algorithm defined in RFC 4035 Section 5; and
e  support NSEC3 as defined in RFC 5155; and

®  support SHA-2 as defined in RFC 4509 and RFC 5702; and

e  properly handle the security concerns enumerated in RFC 6840 Section 4.

Effective March 15, 2026: GDCA must not use local policy to disable DNSSEC validation on any
DNS query associated with the validation of domain authorization or control.

DNSSEC validation back to the IANA DNSSEC root trust anchor may be performed on all DNS
queries associated with the validation of domain authorization or control by remote network
perspectives used for Multi-Perspective Issuance Corroboration.

DNSSEC validation back to the IANA DNSSEC root trust anchor is considered outside the scope of
self-audits performed to fulfill the requirements in section 8.1 of this CPS.

7. N R A PRI IR
FAEPEM P DBA L4k, GDCA Alilit LT 5 2 b i 2 b —Ff DL S
H 1 A RS % DBA B3 Mk 44 FK -

(1) HEH FIERE X BURFH UL B 0 ATIE B B & AR oT . A7 BN AT [ SORY,
55 ZBUN LGS 18

(2) AT EE SRR

(3) HHMITE LI DBA ZFRE R kA R BUR AL VA 8

(4) Bt SRS AR B BB 1F

(5) Wyl e, HUTXIKE, FHRMIKE, BUFSRIBLE, M GDCA LA
EE O oA E:w

7. Verification of DBA/Tradename
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If the subject identity information is to include a DBA or tradename, GDCA verifies that the
applicants have right to use the DBA/tradename using at least one of the following:

(1) Documentation provided by, or communication with, a government agency in the jurisdiction of
the applicant’s legal creation, existence, or recognition;

(2) Areliable data source;

(3) Communication with a government agency responsible for the management of such DBAs or
tradenames;

(4) An attestation letter accompanied by documentary support; or

(5) A utility bill, bank statement, credit card statement, government - issued tax document, or other
form of identification that GDCA determines to be reliable.

3.2.3. N ANS 4 HI% 5] Authentication of Individual Identity

EV IEH A2 NG

EV certificate is not applicable to individuals.

3.2.4. WA BAERITT /& B Non-Verified Subscriber Information

EV 5 T (L A7 01T 7 5 B AL U R

All subscribers’ information in EV certificate must be verified.

3.2.5. A Validation of Authority

BPUT P IRIET NI PBAEFL 551, GDCA #EAT 40T Sk
1 JEREEE =07 S b IR 55 BOECH o . BURF R T8 R SCAE A T SR AL AT
;s
2. JEAEE. AT EIPREEEUE R IR I B T R S T FORSSTEZ N & T IR HLA
CAR HARRAT A Z MU AL
GDCA F¥F HIEH 4R E ML AR RIS IES o 27 s #H AR A48 2 1 T BLAT
UEF HF ARSI N, U GDCA A2 AEIZARE A 51 LAAMRAEfHIESS B IR £EUR
BRI H CRSER BTG RIS, GDCA [ FiE & FE At H BB A TE 5.

The following verification shall be conducted while the representative of organization subscriber

applying for certificate:

1. Confirming the organization from third-party identity verification service or database,
documents issued by government.
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2. Using telephone, postal letter with return receipt, employment proof document or any
equivalent way to confirm that the person belongs to above organization and his/her behavior is
authorized by these organization.

GDCA allows an applicant to specify individuals to request certificates. If an applicant specifies, in
writing, the individuals who may request a certificate, then GDCA does not accept any certificate
requests that are outside this specification. GDCA provides an applicant with a list of its authorized
certificate requesters upon the applicant’s verified written request.

3.2.6. HIEAERN Criteria for Interoperation

FF AR B FUGEARS AL, ATLLS GDCA #H47 H#AE, HE2ZHE FIERS
HUKIH) CPS 2B & GDCA CP #:K, Jf H. 5 GDCA %52 AH R #ML o

GDCA Kk HE X I 2%, #%529F GDCA WIRIEN LR HIER, HFAZER
AH R RTIEF o

R E SR EERN A HE, GDCA R4 T LT .

BEHAI, GDCA RZERAEMAEXAEF,

Other certificate authorities can interoperate with GDCA. These CAs must ensure that their CPS
are in compliance with the requirements from GDCA CP and sign related agreement with GDCA.

GDCA accepts the information authenticated by other CAs and issue corresponding certificates
based on the agreement.

If there are provisions of national laws and regulations regarding interoperations of issuing
certificate, GDCA will perform strictly according to relevant legislations.

To date, GDCA has not issued any cross certificates.

3.2.7. R RIERIHERA 1 Data Source Accuracy

FEREAE TR ARIEAE A AR R R ] Z 1T, GDCA X iz R TR vk v
B K D i B e PEREAT DA, IR BB LL T AR
1 Pt (s B AR
F ORI S A 5
HAR N, SRR H 1
HE NS 2 AR AT FIE B T e
Oy BB A PO M T
A NPTt DA AT AR AR AU P A5 1) Bt SO O I ] AN P58 AT 398 R
C5F 1 R4z 36iE 7 3CER AR, I GDCA R i FH 28 Je SCA

o r w D>
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GDCA R4 EV Guidelines I ZREE M Chttps://www.gdca.com.cn) 5 T EV ilE
RELNESATI &/ QTS N S TN T

Prior to using any data source as a reliable data source, GDCA evaluates the source for its reliability,
accuracy, and resistance to alteration or falsification, and considers the following during its
evaluation:

1. The age of the information provided,

2. The frequency of updates to the information source,
3. The data provider and purpose of the data collection,
4. The public accessibility of the data availability, and
5. The relative difficulty in falsifying or altering the data.

GDCA may use the documents and data to verify certificate information, provided that it obtained
the data or document no more than 398 days (excluding domain name validation method 1) prior to
issuing the certificate.

GDCA publicly disclosed the verification sources for the issuance of EV certificates on its website
(https://www.gdca.com.cn) according the EV Guidelines, and will periodically review and update.

2020 £ 10 H 1 Hig, 7EMEHIEA ARSI U L EV SSL EFA K %
IAIFER 2 AT, GDCA gL AUl A& CPS 77 2.1 TR ) GDCA 5 EJE, AT
#& EV SSL E-5 i B IE AT A FH 0 S4B 0 I LA 2 SR U

ARG ST WAL HIE B L AT DR 55 LR A2
o e IE B DL bR SR SR (g dR. FEX At ) s Je

® UL KN % Iin $ % KM : “ subjectjurisdictionLocalityName ” ( OID:

1.3.6.1.4.1.311.60.2.1.1 ) , “ subject:jurisdictionStateOrProvinceName ” ( OID:
1.3.6.1.4.1.311.60.2.1.2 >, &  “ subjectjursidictionCountryName ” ( OID:
1.3.6.1.4.1.311.60.2.1.3), 44 FHl SEAREACE WAL T K45 B A RAUE I, BN
ARG ST & F R 5E X o SR 2000 0 R AR B R vFHE R T BL.
e ZHZPE M LRA S B KGO i R A S subject:jurisdictionCountryName,
A 3 H 5 subject:jurisdictionStateOrProvinceName AN
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subject:jurisdictionCountryName #1 subject:jurisdictionStateOrProvinceName, A
548’5 subject:jurisdictionLocalityName; #n52& 7 —2¢H), X iR =47
HALAHAE .

® R SR G AL MIATUAL A By o 5 R S TE V2 0 75 V8 o v e 5 T
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2 Ak e
® EIIES, ZIEHRKINAER N, B BRI T RS AT H .

Effective as of 1 October 2020, GDCA shall ensure that, prior to the use of an Incorporating Agency
or Registration Agency to fulfill the verification requirements for EV SSL certificates, the
Incorporating Agency or Registration Agency data sources used for EV SSL Certificates will be
publicly disclosed in the repository describer in section 2.1 of this CPS.

This Agency Information shall include at least the following:

® Sufficient information to unambiguously identify the Incorporating Agency or Registration
Agency (such as a name, jurisdiction, and website); and,

® The accepted value or values for each of the ‘subject:jurisdictionLocalityName’ (OID:
1.3.6.1.4.1.311.60.2.1.1), ‘subject:jurisdictionStateOrProvinceName’ (OID:
1.3.6.1.4.1.311.60.2.1.2), and ‘subject:jursidictionCountryName’ (OID: 1.3.6.1.4.1.311.60.2.1.3)
fields, when a certificate is issued using information from that Incorporating Agency or
Registration Agency, indicating the jurisdiction(s) that the Agency is appropriate for. These
fields must not contain information that is not relevant to the level of the Incorporating Agency
or Registration Agency. For example: The Jurisdiction of Incorporation for an Incorporating
Agency or Jurisdiction of Registration for a Registration Agency that operates at the country
level must include the country information (subject:jurisdictionCountryName) but must not
include the state or province (subject:jurisdictionStateOrProvinceName) or locality information
(subject:jurisdictionLocalityName). Similarly, the Jurisdiction for the applicable Incorporating
Agency or Registration Agency at the state or province level must include both country
(subject:jurisdictionCountryName) and state or province information
(subject:jurisdictionStateOrProvinceName), but must not include locality information
(subject:jurisdictionLocalityName). And, the Jurisdiction for the applicable Incorporating
Agency or Registration Agency at the locality level must include all of these three fields
information.

® The acceptable form or syntax of Registration Numbers used by the Incorporating Agency or
Registration Agency, if the CA restricts such Numbers to an acceptable form or syntax; and,

® A revision history that includes a unique version number and date of publication for any
additions, modifications, and/or removals from this list.

3.2.8. ZAZ R AE Multi-Perspective Issuance Corroboration

LA R AL B AAEUEPE R AT, IR A 2N m RS IR UESE R, Xt
FEAA PR R E (BN, AR R, CAA YFRT/ZEIE) BEATVEIE. %
REREAT B T3 5800 5 AT S M B (BGP) MUy BB +F R B 37 fiE

GDCA fEHAT Z MR IRUERT, AT LA R AR R 1 — LB A R A — H M 24, A
SERMEA T A B & 1) A R ], Pl 2) CAA IEsRIS & .

oK B FT RO I 265 MR A B 45 RO D S 45 SRL 23T [7) GDCA S (I B (5 I, DAL RES )
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Multi-Perspective Issuance Corroboration attempts to corroborate the determinations (i.e., domain
validation pass/fail, CAA permission/prohibition) made by the primary network perspective from
multiple remote network perspectives before certificate issuance. This process can improve
protection against equally-specific prefix Border Gateway Protocol (BGP) attacks or hijacks.

GDCA may use either the same set, or different sets of network perspectives when performing
Multi-Perspective Issuance Corroboration for the required 1) domain authorization or control and 2)
CAA record checks.

The set of responses from the relied upon network perspectives shall provide GDCA with the
necessary information to allow it to affirmatively assess:

a. the presence of the expected 1) Random Value, 2) Request Token, 3) IP Address, or 4)
Contact Address, as required by the relied upon validation method specified in sections 3.2.2
of this CPS; and

b. GDCA's authority to issue to the requested domain(s), as specified in section 4.2.4 of this
CPS.

Sections 3.2.2 of this CPS describe the validation methods that require the use of Multi-Perspective
Issuance Corroboration and how a network perspective can corroborate the outcomes determined
by the primary network perspective.

Results or information obtained from one network perspective shall not be reused or cached when
performing validation through subsequent network perspectives (e.g., different network
perspectives cannot rely on a shared DNS cache to prevent an adversary with control of traffic from
one network perspective from poisoning the DNS cache used by other network perspectives). The
network infrastructure providing Internet connectivity to a network perspective may be administered
by the same organization providing the computational services required to operate the network
perspective. All communications between a remote network perspective and GDCA shall take place
over an authenticated and encrypted channel relying on modern protocols (e.g., over HTTPS).

A network perspective may use a recursive DNS resolver that is not co-located with the network
perspective. However, the DNS resolver used by the network perspective shall fall within the same
Regional Internet Registry service region as the network perspective relying upon it. Furthermore,
for any pair of DNS resolvers used on a Multi- Perspective Issuance Corroboration attempt, the
straight-line distance between the two DNS resolvers shall be at least 500 km. The location of a
DNS resolver is determined by the point where unencapsulated outbound DNS queries are typically
first handed off to the network infrastructure providing Internet connectivity to that DNS resolver.

GDCA may immediately retry Multi-Perspective Issuance Corroboration using the same validation
method or an alternative method (e.g., GDCA can immediately retry validation using "Email to DNS
TXT Contact" if "Agreed-Upon Change to Website " does not corroborate the outcome of
Multi-Perspective  Issuance Corroboration). When retrying Multi-Perspective  Issuance
Corroboration, GDCA shall not rely on corroborations from previous attempts. There is no
stipulation regarding the maximum number of validation attempts that may be performed in any
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period of time.

The "Quorum Requirements" Table describes quorum requirements related to Multi- Perspective
Issuance Corroboration. If GDCA does not rely on the same set of network perspectives for both
Domain Authorization or Control and CAA Record checks, the quorum requirements shall be met
for both sets of network perspectives (i.e., the Domain Authorization or Control set and the CAA
record check set). Network perspectives are considered distinct when the straight-line distance
between them is at least 500 km. Network perspectives are considered "remote" when they are
distinct from the primary network perspective and the other network perspectives represented in a
quorum.

GDCA may reuse corroborating evidence for CAA record quorum compliance for a maximum of 398
days. After issuing a certificate to a domain, remote network perspectives may omit retrieving and
processing CAA records for the same domain or its subdomains in subsequent certificate requests
from the same applicant for up to a maximum of 398 days.

Quorum Requirements Table

Distinct Remote Network Perspectives Used )Allowed non-Corroborations
2-5 1
6+ 2

Remote network perspectives performing Multi-Perspective Issuance Corroboration:
MUST:
®  Network Hardening

» Rely upon networks (e.g., Internet Service Providers or Cloud Provider Networks)
implementing measures to mitigate BGP routing incidents in the global Internet routing
system for providing internet connectivity to the network perspective.

SHOULD:
®  Facility & Service Provider Requirements

» Be hosted from an ISO/IEC 27001 certified facility or equivalent security framework
independently audited and certified or reported.

» Rely on services covered in one of the following reports: System and Organization
Controls 2 (SOC 2), IASE 3000, ENISA 715, FedRAMP Moderate, C5:2020, CSA STAR
CCM, or equivalent services framework independently audited and certified or reported.

®  Vulnerability Detection and Patch Management

» Implement intrusion detection and prevention controls to protect against common
network and system threats.

»  Document and follow a vulnerability correction process that addresses the identification,
review, response, and remediation of vulnerabilities.
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» Undergo or perform a Vulnerability Scan at least every three (3) months.
»  Undergo a Penetration Test on at least an annual basis.

»  Apply recommended security patches within six (6) months of the security patch’s
availability, unless GDCA documents that the security patch would introduce additional
vulnerabilities or instabilities that outweigh the benefits of applying the security patch.

e  System Hardening
» Disable all accounts, applications, services, protocols, and ports that are not used.
»  Implement multi-factor authentication for all user accounts.

e  Network Hardening

»  Configure each network boundary control (firewall, switch, router, gateway, or other
network control device or system) with rules that support only the services, protocols,
ports, and communications identified as necessary to its operations.

»  Rely upon networks (e.g., Internet Service Providers) that: 1) use mechanisms based on
Secure Inter-Domain Routing (RFC 6480), for example, BGP Prefix Origin Validation
(RFC 6811), 2) make use of other non-RPKI route-leak prevention mechanisms (such as
RFC 9234), and 3) apply current best practices described in BCP 194. While it is
recommended that under normal operating conditions Network Perspectives performing
Multi-Perspective Issuance Corroboration forward all Internet traffic via a network or set
of networks that filter RPKI-invalid BGP routes as defined by RFC 6811, it is not required.

Beyond the above considerations, computing systems performing Multi-Perspective Issuance
Corroboration are considered outside of the audit scope described in section 8 of this CPS.

If any of the above considerations are performed by a delegated third party, GDCA may obtain
reasonable evidence from the delegated third party to ascertain assurance that one or more of the
above considerations are followed. As an exception to section 1.3.2, delegated third parties are not
required to be within the audit scope described in section 8 of this CPS to satisfy the above
considerations.

Phased Implementation Timeline:

e Effective September 15, 2024, GDCA should implement Multi-Perspective Issuance
Corroboration using at least two (2) remote Network Perspectives.

e  Effective March 15, 2025, GDCA shall implement Multi-Perspective Issuance Corroboration
using at least two (2) remote Network Perspectives. GDCA may proceed with certificate
issuance if the number of remote Network Perspectives that do not corroborate the
determinations made by the Primary Network Perspective ("non-corroborations") is greater
than allowed in the Quorum Requirements table.

e  Effective September 15, 2025, GDCA shall implement Multi- Perspective Issuance
Corroboration using at least two (2) remote Network Perspectives. GDCA shall ensure that the
requirements defined in Quorum Requirements Table are satisfied. If the requirements are not
satisfied, GDCA shall not proceed with issuance of the certificate.
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] Effective March 15, 2026, GDCA shall implement Multi-Perspective Issuance Corroboration
using at least three (3) remote Network Perspectives. GDCA shall ensure that the
requirements defined in Quorum Requirements Table are satisfied, and the remote Network
Perspectives that corroborate the Primary Network Perspective fall within the service regions
of at least two (2) distinct Regional Internet Registries. If the requirements are not satisfied,
then GDCA shall not proceed with issuance of the certificate.

e  Effective June 15, 2026, GDCA shall implement Multi-Perspective Issuance Corroboration
using at least four (4) remote Network Perspectives. GDCA shall ensure that the requirements
defined in Quorum Requirements Table are satisfied, and the remote Network Perspectives
that corroborate the Primary Network Perspective fall within the service regions of at least two
(2) distinct Regional Internet Registries. If the requirements are not satisfied, then GDCA shall
not proceed with issuance of the certificate.

Effective December 15, 2026, GDCA shall implement Multi-Perspective Issuance
Corroboration using at least five (5) remote Network Perspectives. GDCA shall ensure that the
requirements defined in Quorum Requirements Table are satisfied, and the remote Network
Perspectives that corroborate the Primary Network Perspective fall within the service regions
of at least two (2) distinct Regional Internet Registries. If the requirements are not satisfied,
then GDCA shall not proceed with issuance of the certificate.

3.3. FHEIHIHERPIMBIRE XS Identification and Authentication

for Re-key Requests

FETT PERS EUIRT, 1T/ i BT BLRFAE T30 I RO IE 4 . GDCA —fi
SERAT 7 AT G0 (R BRI S BN A < BT

Prior to the expiration of an existing subscriber's certificate, it is necessary for the subscriber to
obtain a new certificate to maintain continuity of certificate usage. In general, GDCA requires
subscriber to generate the new key pair to replace the old one, which is called re-key.

3.3.1. AR EFRFIRE XS] Identification and Authentication for

Routine Re-key

XFF RGO RS, £ BV UEBRIMIAT, 17 M EF L CPS 26 3.2 ik
TAEBRLINA THE R E SR ACUE TS H i .

In general, subscriber should submit certificate request for re-key according to CPS section 3.2
about method to prove possession of private key before the expiration of EV certificate.

A S 3 PSS P D BRI S 1) SO B e A DRI, T A R
SRR, 25U A P L BT s i SO B s e, tti& sk, GDCA
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The renewal of the secret key will cause that the original secret key is unable to decrypt the files or
data. Therefore, the subscriber should make sure the encrypted documents or data have been
decrypted before they apply for the secret key's updating. GDCA shall not assume any
responsibility incurred by failure of decryption by the renewal of the secret key.

3.3.2. M EBHEHNARIRE X5 1dentification and Authentication for

Re-key After Revocation

EV E-B U 5 A REREAT B 8T
Re-key/renewal after revocation of EV certificate is not permitted.
3.4. HWEERMFRIREXEF Identification and Authentication for
Revocation Request
2 GDCA EEMHUAA A CPS 4.9.1.1 Jridk Bty 75 SHAH 1T BOUEF I, A BRI
REHIET, XAPE AT S AR P EShERFUHIEH, MZIEA CPS 25 3.2
TRRBEAT B 3 500

GDCA or RA can revoke a certificate based on reasons stated in section 4.9.1.1 of this CPS without
authentication. Subscriber who requests to revoke a certificate will follow CPS section 3.2.

3.5. THRUREH M BIFRIRAES Identification and Authentication

for Authorized Service Organization

GDCA HATHHAE EV iEFH) RA, A48 RA.

GDCA will serve as RA by itself, rather than will assign another RA.
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4. iE A oy B B 3 /E E R Certificate Life Cycle Operational

Requirements

4.1. EFHHIE Certificate Application
4.1.1. iEF5 51155248 Who Can Submit a Certificate Application

UEAS FRAF S AL BAT MOVE N B (AL GINUM (RAE AT BN LOG . Fk i fr, R[]
AN RIPIESE).

Entities of certificate request are organizations with independent legal person qualification (such as
administrative organizations, institutions, social organizations, people's organizations and other
organizations).

4.1.2. M 25 $4E Enrollment Process and Responsibilities

EV P VEMHRIE R & CALN %2518 3% (CA/Browser Forum)ifiid www.cabforum.org
KA EV F8FFIEK .

HE# RLFSE AT P . EV CP AR CPS 83U Z1E R I, o2 Hrbok
TAEPEMTERE . B, S AEREH R N A .

FITE# N GDCA i#52 EV IE HE R AR BAE I SO, AT Y B S S
C& T Mg FR A,

WA TUER GDCA e fitm sk, T2 BEMUER FE1S g B A B0k

GDCA KX T 4R S AIE 5 H (5 55 B UE W] BORH — B & Ak, [F) 7K
THAH L 5 A% 54 E

EV certificate registration operation complies with requirements of EV Guidelines published by CA/
browser Forum at www.cabforum.org.

Applicant should learn about subscriber’s agreement, provisions agreed in EV CP and this CPS
and other files in advance. Especially, applicant should focus on related content about the
certificate applicable scope, rights, obligations and warranties.

Applicant should submit an EV certificate application form and corresponding documents to GDCA.
All of above mean that applicant has learned and accepted the contents.

The subscriber has the responsibility to provide real, complete and accurate certificate application
information and data for GDCA.
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GDCA shall ensure the consistency between certificate application information and identification
which subscribers provided and bear corresponding responsibilities of review.

4.2. IEPHIELFE Certificate Application Processing

4.2.1. R A 5 % 5 oh & Performing Identification and Authentication

Functions

2 GDCA S EMUIME 2 BT P BRIl 5, NM4Z4< CPS 3.2.2. 3.2.3. 3.24
Je3.2.5 HIER, XTI P BEAT S 00 5 %0

GDCA IiFHIEF IR MRS, ARIRIGUESE R e 52 . H 4015 13 Bl 2
SR A AN RIS AR AR . GDCA 7 AR FEAIE - it AR b, lid A A T B AR+
F R IEHM GG B, HRIERSRS EFMHIEE . E8A EVIERHZEK
AR, GDCA A% RSN 7 A8, 0 A AREA R FIER 5T

FEUE R AT, # GDCA HRHE CPS 3.2 48 & SRUF AR A5 1 A s il W ST (1 e [) A
it 398 K HZMEBAREALL, M GDCA nIfd A 1% 5 sl B SCfF, A SE B 1

o

After GDCA and its registration agencies receive the subscriber’s certificate application, they should
perform identity recognition and verification of identification over the subscriber according to the
requirements of CPS 3.2.2, 3.2.3, 3.2.4 and 3.2.5.

After verifying the application materials submitted by applicants, GDCA will accept or reject this
application or require the applicant to submit supplemental related materials according to the
verification result.

In the process of the certificates application, GDCA will take effective measures to ensure that the
certificate information is in line with correct application information, and the certificate is issued to
the right applicant. During the review and issuance of an EV certificate, the entry clerk and reviewer
undertake different job responsibilities to satisfy the separation of duties principle.

GDCA may use the documents and data provided in section 3.2 to verify certificate information,
provided that it obtained the data or document from a source specified under section 3.2 no more
than 398 days prior to issuing the certificate, and provided that no changes occurred to the
documents and data within such time period.

4.2.2. iE P BB iE A IE 4 Approval or Rejection of Certificate

Applications

ek 4.2.1 WS ERMPATE, IR AN ZSR, WALY GDCA B2t
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After completing the execution of identification and authentication in Section 4.2.1, if the user meets
related requirements, it means that GDCA has approved this certificate request. Applicant becomes
a subscriber of GDCA EV certificate. Otherwise, GDCA shall reject the certificate application.

If application is prohibited clearly by laws and regulations, or GDCA considers that there is highly
risk to approve the application, GDCA shall reject it. GDCA establishes and maintains a list of high
risk EV certificate applicants according to the list provided by anti-phishing alliance, antivirus
vendor or related alliance, government agencies which are responsible for network security affairs
and other third party, or the disclosure of information through public media reports, or previously
rejected certificate requests by GDCA due to suspected phishing or other fraudulent usage or
concerns. GDCA will query information from the list during accepting certificate application. If the
applicants appear in this list, GDCA will reject their application directly.

ORI EV RS, W@ IIRIESIER T UER, — BERIUERRHA AL
fEFEH, GDCA A BUREHIZ LS BCRIGE AL AT AL P

XFEENE L B K BURART] S AT P 0 T] B A BURT B 48 L AN ol 3
HEATHES AP, GDCA ABEEL R K EV iEH. MAh, WFIEHIEH K
N AR BIERHEN . B Bt T BUR MG, GDCA WA TRHE I HEZ 51 EV
UEF I F
For the EV certificates which had been issued, GDCA will also review them regularly according to

the list described above. Once the holder of the certificate is found in the list, GDCA gets the right to
revoke the certificate or take appropriate mechanisms for careful handling.

For the authorities which laws and regulations, national government departments, industry
supervision department or local government clearly prohibit from engaging in commercial activities
or other public activities, GDCA gets the right to refuse to issue EV certificate to them. In addition, if
relevant personnel of certificate application suffers from the relevant restrictive of laws and
regulations, state or local government, GDCA can refuse to their EV certificate application process.

4.2.2.1. HE EiE AL H#E Approval of Certificate Applications

GDCA JEMHLAE B 58 il 145 HE P AT 2 i BRI D BRIF R A2 HiE KA
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After GDCA’s registration authority completes verification steps for the certificate application
successfully and submits a certificate request, if GDCA issues official certificates, which means
GDCA approves certificate application.

RA will approve the certificate requests, if the following conditions are met:

1. The application shall completely meet the requirements from CPS 3.2 regarding the subscriber's
identification information and authentication.

2. Applicant accepts or has no opposition regarding the content or requirements of the subscriber's
agreement.

3. Applicant has paid already in accordance with the provisions.

4.2.2.2. IEF B IFE 44 Rejection of Certificate Applications

R KA T AT, GDCA R IE15 HiiE:
1 ZHIEAAFEA CPS 3.2 K117 Bt B VAN R L AE 5

HE# A BETR BLIT 5 Z 0 S i IE AR R

I & SO BB ANBERE AT P I A R N MK

FET 2 V50T B AN R0 42 BRI SR S 14 9%

HiEHIEF &7 ICANN (The Internet Corporation for Assigned Names and

Numbers) 25 & H gTLD (THZ8 44 );

6. GDCA EE LM IIEAREZ ISR 2% GDCA k4. iR A Ly el
K.

a > w N

GDCA refuses the certificate application in case of the following situations:

1. The application does not meet the specifications of subscriber’s identification and
authentication in CPS 3.2.

2. The applicant can’t provide the required identity documents.

3. The applicant objects or can’t accept the relevant content or requirements of the
subscriber's agreement.

4. The applicant has not paid or is not able to pay the appropriate fees.
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5. The requested certificates contain a new gTLD under consideration by ICANN (The
Internet Corporation for Assigned Names and Numbers).

6. GDCA or RA considers that the approval of the application will bring the dispute, legal
disputes or losses to GDCA.

SETAELUE S H 1, GDCA AN S #1UE - F i 2RI

For the rejected certificate application request, GDCA will notify the applicant about the failure of
application.

4.2.3. AbBEIEP HE I E] Time to Process Certificate Applications

GDCA N HAIRR A 58 BE+ B AL 2

GDCA should finish processing certification applications in a reasonable period.

4.2.4. INIENLFRZAL (CAA)  Certification Authority Authorization (CAA)

Xt F GDCA A& i 2 CA/NI Y2318 % EV Guidelines. Baseline Requirements %3k
A SEATE 1) SSLITLS iE45, GDCA X2 UE+ U 44 4 e Tl (14—~ dNSName
i CAA I, JFEIE & BIHITER.

GDCA ¥ RFC8659 fri}lE kb “issue”. “issuewild” K “iodef” @ MEFRE:
5 “issue”. “issuewild” FrZErh AL “gdca.com.cn”, ] GDCA ANkt M HIEF s
# CAA LT B “iodef” #7255, | GDCA 5 Hii% & Va3 5 v g /2 5 N LU EF5

GDCA LLF%1 CAA il BRI A N AT B RAUEF I 24 1) E34F GDCA 1)
RGO T A CAA LRI 2) Bl —RE B &k CAA iK3%; 3) GDCA
CUN %844 8 T RFC 4035 55 4.3 i fAiTE LI “ R4 IR

For the publicly trusted SSL/TLS certificates issued by GDCA and conform to the EV Guidelines
and Baseline Requirements of the CA/Browser Forum, GDCA checks the CAA records and follows
the processing instructions found for each dNSName in the subjectAltName extension of the
certificate to be issued.

GDCA processes "issue", "issuewild", and “iodef” property tags according to RFC8659: GDCA will
not issue corresponding certificates if the "issue", "issuewild" property tags do not contain
“gdca.com.cn”. In case the property tag “iodef” is present in the CAA records, GDCA will determine
whether or not to issue certificates after communicating with the applicant.

GDCA treats a record lookup failure as permission to issue certificates if: 1) the failure is outside the
GDCA's infrastructure; 2) the lookup has been retried at least once; and 3) GDCA has confirmed
that the domain is “Insecure” as defined in RFC 4035 Section 4.3.
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42.4.1. CAA e F i DNSSEC %HiF DNSSEC Validation of CAA Records

H 2026 4 3 J 15 Hilg, M\ EMZEAPATHIIE 5 CAA iCk & HIAHICH] DNS &
#], GDCA #AZiHAT 5T IANA DNSSEC #1514 1) DNSSEC 3iF. Fl T M4 41
FNFTH CAA D EE I FH5C DNS £ 1) DNS AT 2% 24 41

® %t RFC 4035 2% 5 7€ L HIFLIE AT DNSSEC 4tk ;

® 7k RFC 5155 H1E X[ NSEC3;

® 7 RFC 4509 Al RFC 5702 15 L) SHA-2;

® EffiibFE RFC 6840 5 4 15 h A28 ) 22 A2 1]

H 2026 4 3 /] 15 Hi2, GDCA AFff I A S g 22 AT 5 CAA Tk &I AHC
() DNS £ if] ) DNSSEC %l

H 2026 4 3 J1 15 Hig, FMEMMATE DNSSEC Wi #2 R LA (i
SERVFAIL) AR AIEB 2 A IV .

TERZ AR BAE R — 5y, TR LA T UK S CAA E S A ARSI BTH
DNS #ifj$i /7% T IANA DNSSEC R {5 /£ 4 ) DNSSEC 4&ilF .

$F IANA DNSSEC HRA5 /T4 DNSSEC J&iFATEA CPS 25 8.1 5 1y A E
Mo

Effective March 15, 2026: DNSSEC validation back to the IANA DNSSEC root trust anchor must be
performed on all DNS queries associated with CAA record lookups performed by the primary
network perspective. The DNS resolver used for all DNS queries associated with CAA record
lookups performed by the primary network perspective must:

e  perform DNSSEC validation using the algorithm defined in RFC 4035 Section 5; and
®  support NSEC3 as defined in RFC 5155; and

®  support SHA-2 as defined in RFC 4509 and RFC 5702; and

e  properly handle the security concerns enumerated in RFC 6840 Section 4.

Effective March 15, 2026: GDCA must not use local policy to disable DNSSEC validation on any
DNS query associated CAA record lookups.

Effective March 15, 2026: DNSSEC-validation errors observed by the primary network perspective
(e.g., SERVFAIL) must not be treated as permission to issue.

DNSSEC validation back to the IANA DNSSEC root trust anchor may be performed on all DNS
gueries associated with CAA record lookups performed by remote network perspectives as part of
Multi-Perspective Issuance Corroboration.

DNSSEC validation back to the IANA DNSSEC root trust anchor is considered outside the scope of
self-audits performed to fulfill the requirements in section 8.1 of this CPS.
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4.3. IEPFZ K Certificate Issuance

43.1. ERERSEFBEFIMERSHIMA (CA) BT CA Actions during

certificate issuance

R CA FIIE 25K H GDCA AL Al {5 A\ b R A B4R 4, AR CA $UTIE
PELEAE.

CA B AEUET BB Btk 5 AL BOF B RAE . CA SHIHE NAERURIZE R INIE B JEF
HAEUE B iR gt E 8. SRIEBMIEIER G CARIK AL (CA/Browser
Forum) J&id www.cabforum.org KAl EV $EFEES 4 34 MK,

XFF20254F-3 H 15 H MR8 J5% K I EV SSLITLSE 15, TEIF 1545 & 2 1T, GDCA
AR AZAE TS (TBSEF) 34T linting Al

A trusted person authorized by GDCA deliberately issues a direct command with respect to
certificate issuance by the root CA, in order for the root CAto perform a certificate signing operation.

The certificate will be generated and issued if the application is approved by CA. The contents of
these certificates are based on the approved information on the certificate application. The
operations of certificate issuance are in compliance with the requirements of EV Guidelines Section
4 published by CA/Browser Forum at www.cabforum.org.

For EV SSL/TLS certificates issued on or after March 15, 2025, GDCA must perform pre-issuance
linting to check the tbsCertificate (to be signed Certificate).

4.3.2. CA BT PiEPHIZ KR Notifications to Subscriber by the CA of

Issuing the Certificate

GDCA HIEFER KRG U Ja, Rl AT PR Sk, IFmT iRt ar e
PR3, OB I P2 T RT3, B EE e 5 2 i)y U
FOAT AR ERARE S o

GDCA will notify subscriber after issuing certificate. Subscriber can get the certificate via face- face,
online download, or other methods agreed in advance with applicants.
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4.4. EFEER Certificate Acceptance
4.4.1. T R EEZAEH 4T 8 Conduct Constituting Certificate Acceptance

1 TP BATUIR 1T/ GDCA EH: A 55 Wt REAE A+ R 8 AR5 T 8 5g R RIARERAT 4%
% TR,

2. GDCA EMAHUELEIT T HIRVE T, BT TEAETS, JHCIEfdd mier oy ks
5T, RIMRRAT Bz TUEFS

3. AT SRORHIE TS B AIE 15 P9 2 R R SR I

1. Subscribers access to specialized GDCA certificate service website, then download certificate
to the certificate carrier, that means subscriber totally accepted the certificate after it has been
downloaded.

2. When RA of GDCA downloads the certificate on behalf of subscriber, the downloaded
certificate will be kept in digital certificate carrier. Once the subscribers accept the certificate
carrier, the subscribers accept the certificate.

3. Subscribers fail to oppose or conduct the operation of objection over the certificates or the
content of certificates.

4.4.2. B FAEAR S AL SHIET B & A Publication of the Certificate by the

CA

W HESZAE S J5 » GDCA 1E 24 /N ARREZAT FHIE K A1 3] GDCA 1 H R 55 R 5t
[FliT, GDCA #R#E Google ) CT ZEmg Chttps://github.com/chromium/ct-policy), 1]
A 5 B AE 20 =A CT k4.

GDCA KM E MH RS A AR AT TR RAUESS o 25 58 I EHE B4 R AT 2]
T H RS, R)EEE N, T H RS E 808 5 B[R B H RS E
BT RS AT 2

After a subscriber receives a certificate, GDCA issues the subscriber certificate to the GDCA
directory service system within 24 hours. As per the Google CT policy
(https://github.com/chromium/ct-policy), GDCA embeds in the SSL/TLS certificates the signature
data from at least three CT servers recognized by Google.

GDCA uses the main and subordinate directory server architecture to distribute issued certificates.
Issued data are directly released to the main directory server, and then through the master-slave
mapping, the main directory server data automatically synchronized to the subordinate directory
server for subscriber and relying party to query and download.
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4.4.3. B\ AE IR 45 LA %) oAtk SE 44 38 %5 Notification of Certificate

Issuance by the CA to Other Entities

GDCA Hg AKS HAt SEAR AT I8 1 o FAl SEARTT LB M H sk 55 4% h & i) 2] GDCA
DR M TR

GDCA and RA will not notice to other entities. Other entities can obtain GDCA's issued certificates
by querying the directory server.

45, FHEXRFUEHFIfER Key Pair and Certificate Usage

45.1. TP RFRARIERREHE Subscriber Private Key and Certificate

Usage

WPESRAL TIE B HIE %32 T GDCA P K HIES )5, v FEEss S
GDCA. MRIGTTA RIIBURIH SLA ISR 1T e BIBCTAE S, RIS B e 2235
DRAF FLAE AR N R AL E G R 22 A6

VTP ORI AL B S R ALK AE T, I HAS A P o S sl i e 45 . A
AFFHEAT VAR

Xt BV AUSRE AL, AFEAE— MRS R 2 MR R

XFF BV SSLAETS, 177 STARA LS5 PRAE R AEE 5 210 H 50 3 U3 44 %08 2 H) i 5%
L.

After the subscribers have submitted certificate application and received certificates issued by
GDCA, they are deemed to have agreed to comply with the terms of GDCA, relying party related

rights and obligations. The subscriber who receives the certificate shall properly take appropriate
measures to keep the corresponding private key to the certificate from unauthorized use.

Subscriber shall protect his/her private key from unauthorized use, and do not use expired or
revoked certificates. In addition, the private key should not be archived.

For EV CodeSigning certificates, a certificate cannot match multi-software at the same time.

For the EV SSL certificates, the subscribers should undertake an obligation and warranty to install
the certificates only on servers that are accessible at the subjectAltName(s) listed in the certificates.
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45.2. KT AHMIEHFMEH Relying Party Public Key and Certificate

Usage

AT I E B A WE R )R, A AT LT #A R
1 RIGHC 220 N IE S R A5 A8
2. WRINZAE A S B HUE P /2 Ol T (B AR FIIET
3. HL A CRL B OCSP HfiiAi% 2544 3 BRI IEAS 2 75 $ U 5
4. UL FIRIE A R A A4
5. fEHIEH EM AR
6. tEUEHIARI.
PLESSARANT 2T, KRBT SRR A A E .
RS 5 ROEINE AR B B2 T, S I X (IR AR PRATE 2 7 (RN #HIE
A5, SRJE A IR R A BRGSO . MR ORI s 5% RIS B e AR s
BRTT
When the relying party has received the message with digital signature, the party has the obligation
to carry out the following operations to confirm:
1. Obtain digital signature’s corresponding certificate and trust chain.
2. Confirm that the signature’s corresponding certificate is the one trusted by the relying party.

3. Confirm whether the signature corresponding certificate has been revoked by querying the
CRL or OCSP.

4. Certificate usage is suitable for the corresponding signature.

5. Use certificate’s public key to verify the signature.

6. Check the validity of the certificates.

If the above conditions are not met, relying party has the responsibility to refuse to sign information.

When the relying party needs to send an encrypted message to the receiving party, the party must
first obtain the encryption certificate of receiving party through proper channels, and then encrypt
the information using public key of the certificate. The relying party should send the encryption
certificate and encrypted information to receiving party.
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4.6. IEFTFEH Certificate Renewal

4.6.1. R EH R Circumstances for Certificate Renewal

GDCA HFRAL EV IEBHH RS

GDCA does not provide EV certificate renewal service.

4.6.2. ERIEFEH L4k Who May Request Renewal

AEH .

Not applicable.

4.6.3. TFHEHERAIAEH Processing Certificate Renewal Requests

AEH

Not applicable.

4.6.4. MR FEBE AT P )4 Notification of New Certificate Issuance

to Subscriber

AEH .

Not applicable.

46.5. ¥R 2 B HiE B K47 A Conduct Constituting Acceptance of a

Renewal Certificate

ANEH

Not applicable.

4.6.6. B IAEIRES VL EHIER K KA Publication of the Renewal

Certificate by the CA

AEH] .
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Not applicable.

4.6.7. B T AR AR 55 ML A X HoAth S 4R 138 45 Notification of Certificate

Issuance by the CA to Other Entities

AEH .

Not applicable.

47. ERHFHHAEF Certificate Rekey
4.7.1. IEBEHEHRIE Circumstances for Certificate Rekey

GDCA HJEP 3 P HFr B EANR T DL R -

1 IEHBEIH,

2. FTHR. BURZ &K, GDCA ZRIUE %P EH .
GDCA certificate Re-key including but not limited to the following circumstances:
1. The certificate expires.

2. GDCA requires certificate key update based on the security reasons of technology and policy.

4.7.2. ERIEPFHEBH AL Who May Request Certification of a New

Public Key

R UE S TR TS 3T

The entity who requests re-key is the certificate subscriber.

4.7.3. EBZEHEEFERKIAE Processing Certificate Rekeying Requests

W

H& CPS 58 3.3 15 ML & XHIE 5% 40 58 i AT FH P S 4 S 3 AR 71
CPS %8 4.3 FRLE XHIE Bt 4T 28 K

W

&
AR

Authentication and identification of subscriber identity are done for re-key according to CPS section
3.3.

Certificates are issued according to CPS section 4.3.
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4.7.4. MR R FEB BT P @ 4 Notification of New Certificate Issuance

to Subscriber

[A] A< CPS % 4.3.2 5.

See CPS section 4.3.2.

4.7.5. T R A B HE B RI4T A Conduct Constituting Acceptance of a

Rekeyed Certificate

[F] 4~ CPS %% 4.4.1 i,

See CPS section 4.4.1.

4.7.6. AR AR S HLH XT3 49 58 ik H i & A Publication of the Rekeyed

Certificate by the CA

[F] 4~ CPS %f 4.4.2 i,

See CPS section 4.4.2.

4.7.7. B T\ AE AR 55 LM %) 3L Atk S2 44 W38 25 Notification of Certificate

Issuance by the CA to Other Entities

[FAS CPS %5 4.4.3 7,

See CPS section 4.4.3.

4.8. IEFHEFE Certificate Modification

GDCA Mt EV IEBAHERS, WiEH+HEEmE B KA ER NiZEA CPS
4.9 T E RS IZAED, T NAIZIRA CPS 4.1, 4.2, 4.3. 4.4 I e EH HiG
BERAE

GDCA does not provide EV certificates modification service. A certificate in which the information
has been changed should be revoked according to CPS section 4.9. Subscriber should re-apply the
certificate according to CPS section 4.1, CPS section 4.2, CPS section 4.3, and CPS section 4.4.
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4.8.1. W HAS 52 Circumstances for Certificate Modification

AEHT

Not applicable.

4.8.2. W RIEFZRFE K524k Who May Request Certificate Modification

AEH .

Not applicable.

4.8.3. TEPEERIIAEF Processing Certificate Modification Requests

ANE

Not applicable.

4.8.4. MR FEBE AT P )4 Notification of New Certificate Issuance

to Subscriber

AEH

Not applicable.

4.8.5. MR EZ A EIE R KA Conduct Constituting Acceptance of

Modified Certificate

ANEH

Not applicable.

4.8.6. B INER SV ZEEF R KA Publication of the Modified

Certificate by the CA

AEH

Not applicable.
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4.8.7. B\ AE AR 45 WL A %) 3L Ath S2 44 38 45 Notification of Certificate

Issuance by the CA to Other Entities

AEH

Not applicable.

4.9. EHEHMER

Certificate Revocation and Suspension

E PR ARESERNEERS CAN A ILIE (CA/Browser Forum) i i
www.cabforum.org KAl EV 8 FE 2 4 3 I ER

The operations of Certificate revocation and status query are in compliance with requirements of
Section 4 of EV Guidelines published by CA/Browser Forum at www.cabforum.org.

4.9.1. IERESENER

Circumstances for Revocation

4.9.1.1. T PEHH#4SS KRR Reasons for Revoking a Subscriber Certificate

A HILLL BB — M Z i, GDCA WAZITE 24 /N2 YRS IE 15 -

Lo TP DA R 308 SR IE 135

TP E1 GDCA SR IRIE il SR AR B AL H A BEE I BB AT 9

GDCA k15 T iEdfE, E B S5UEH A0 AT S A HIE 2 1 it

GDCA #£18 T4, EBIAHIEFSH FQDN B IP ik (145 44 352 A5 s sl B i frE A

JSEA AR 6 o

A LA RSB B —FhEk 2 Fh, CA RITE 24 /N2 IS IE TS, HALZITE 5 K2

PR T

1. EPBARFESF 4 Baseline Requirements £ 6.1.5 1 ) 5 6.1.6 11;

2. GDCA %45 1 uk-4538 2= H 1 UE 4

3. GDCARZBIT iR 7T i CP/ICPS Hif)— el £ i # K 57T

4. GDCA 37 T AR Y] FQDN HIME A FRBGEHVE AT (0, kb sifh i A 04
Y T A T A A By, A4 T N R N AR S VE AT R IR 5 B A

> w0 N
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10.

11.
12.

b, BERA M AR BRI R A

GDCA 3R il F FFUE 4 F T 4500 B R g 1k 1R 9 14804

GDCA BRI T & 15 B B E KA 5

GDCA 3K RiIE %5 & R REFF & Baseline Requirements %3k , 5 GDCA ] CP B, CPS;
GDCA VAT AT Bl 15 & H BRAEGE 5 R 5 B 9 RS R

GDCA f{#f: Baseline Requirements 25 & EF AL J1 R R, BUp A B 261k, Bk
Hgks:4E4 CRLIOCSP {5 B

CPS HHR BT AT B AE IR B2 AR 5L I HAS . HAR RS THENLEGELE RIG

L AR B EVE R R s BURAT s s e A N R R O Hoed A
S EL U 7

GDCA CABATHAM LS55, T AREM NS 2

CA B tH I T Al 3T P AV R SR IE I 73k, ISR T7 i aTAR S A 8% 5 i
THEASME (FlEn Debian §5%4H, U.: http://wiki.debian.org/SSLkeys), EfELE]
BAROUESE, 1F B AR AR IR VR BRI

GDCA shall revoke a certificate within 24 hours if one or more of the following occurs:

1.

2.

The subscriber requests in writing that GDCA revoke the certificate;

The subscriber notifies GDCA that the original certificate request was not authorized and does
not retroactively grant authorization;

GDCA obtains evidence that the subscriber's private key corresponding to the public key in the
certificate suffered a key compromise; or

GDCA obtains evidence that the validation of domain authorization or control for any
Fully-Qualified Domain Name or IP address in the certificate should not be relied upon.

GDCA should revoke a certificate within 24 hours and must revoke a certificate within 5 days if one

or more of the following occurs:

1.

2.

The certificate no longer complies with the Baseline Requirements section 6.1.5 and 6.1.6;
GDCA obtains evidence that the certificate was misused;

GDCA is made aware that a subscriber has violated one or more of its material obligations
under the subscriber agreement and CP/CPS;

GDCA is made aware of any circumstance indicating that use of a fully-qualified domain name
in the certificate is no longer legally permitted (e.g. a court or arbitrator has revoked a domain
name registrant’s right to use the domain name, a relevant licensing or services agreement
between the domain name registrant and the applicant has terminated, or the domain name
registrant has failed to renew the domain name);

GDCA is made aware that a wildcard certificate has been used to authenticate a fraudulently
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10.

11.

12.

4.9.

misleading subordinate fully-qualified domain name;
GDCA is made aware of a material change in the information contained in the certificate;

GDCA is made aware that the certificate was not issued in accordance with Baseline
Requirements or GDCA's CP or CPS;

GDCA determines or is made aware that any of the information appearing in the certificate is
inaccurate;

GDCA's right to issue certificates under the Baseline Requirements expires or is revoked or
terminated, unless it has made arrangements to continue maintaining the CRL/OCSP
repository;

The fulfillment of the obligations in the CPS is delayed or encounters force majeure, such as
natural disasters, computer or communications failures, changes of laws and regulations,
government actions or other causes beyond the reasonable control, causing threats to the
information of others; or

Subscribers fail to pay the service fees after GDCA performed the obligations of notifying the
subscribers to pay;

GDCA is made aware of a demonstrated or proven method that exposes the subscriber's
private key to compromise, methods have been developed that can easily calculate it based
on the public key (such as a Debian weak key, see http://wiki.debian.org/SSLkeys), or if there
is clear evidence that the specific method used to generate the private key was flawed.

1.2. $g CAFH K4 IR R Reasons for Revoking a Subordinate CA Certificate

FHHBLLL NS — Rk £, GDCA U 7 K2 WIS 2% CAEH:

GDCA 313 Vb4, UEW SUEB AR MK g CA RHER) 7%, SAHME
Baseline Requirements %% 6.1.5 %5 A2 %5 6.1.6 7 AUAHCE K,

GDCA 3453 1 k4538 2| i FH e

GDCA R RIUFH K A BEFT & Baseline Requirements 3k, id12% CA KEEFF&
CP/CPS;

GDCA I\ AEATHIAE th 2 CA EF T BME BEAER . AR SLE AT %= S
GDCA i AR R T 1EIZE, HARE 5 —5 CA &R LR A T 5 I 555
GDCA {4} Baseline Requirements 2% & iE T3 AL 1R %0, BB A Bl 21k, BRaE
Hgk4:4E4 CRLIOCSP 15 &/ «

GDCA shall revoke a subordinate CA within 7 days if one or more of the following occurs:

1.

GDCA obtains evidence that the subordinate CA’s private key corresponding to the public key
in the certificate suffered a key compromise or no longer complies with Baseline Requirements
of Sections 6.1.5 and 6.1.6;
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2. GDCA obtains evidence that the certificate was misused;

3. GDCA is made aware that the certificate was not issued in accordance with Baseline
Requirements or that subordinate CA has not complied with the GDCA CP or CPS;

4. GDCA determines that any of the information appearing in the subordinate CA certificate is
inaccurate, unreal or misleading;

5. GDCA ceases operations for any reason and has not made arrangements for another CA to
provide revocation support for the certificate;

6. GDCA's right to issue certificates under Baseline Requirements expires or is revoked or
terminated, unless GDCA has made arrangements to continue maintaining the CRL/OCSP
Repository.

4.9.2. & SRAE-BH4E B4k Who Can Request Revocation

TERIE B SR T . GDCAL ZmlENUE B FEN T BEAk, T
SRR BERS, B BEALAG SO A P 5 =07 v] DASR A IR 1) Rk 45, 5 %0 GDCA A
G SEAEEE G R
The subscribers, RA, GDCA, or judicial officials authorized by judicial institutions can initiate
revocation. Additionally, relying parties, application software suppliers, anti-virus organizations and

other third parties may submit certificate problem reports informing GDCA of reasonable grounds to
revoke the certificates.

4.9.3. B TE R KA AR Procedure for Revocation Request

4.9.3.1. TP EFNRBAS S The subscriber actively proposed to revocation

application

1. 1T 1A GDCA $EAS U F i A0 S oy UE B ATRL, (R I 158 AR s I

GDCA £l CPS % 3.4 11 (R BEAT UE S B 1 3K A9 455315

GDCA TE4% BTG KI5 1 2 A TAE H P 56 BGIE Py

GDCA 58 AU Ja B i e e A7 BINIE PSR 1)K 5

GDCA i@ AL th . MRAFEEE 275 30, T AT P U W Sl i 2 e
GDCA 24t 724 /NI (FIES 40 FR B IR 55, 177 radad AR 5 3R TR A -
E-mail: webtrustreport@gdca.com.cn

H %5 h5: 4007008088

e o o U »~ w D

=

Subscriber submits application form of revocation and documents of identity confirmation to
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GDCA. Meanwhile, subscriber should provide reasons of revocation.
2. GDCA makes authentication of certificate revocation request according to CPS section 3.4.

3. GDCA completes certificate revocation within 2 working days after receiving revocation
request.

4. After the completeness of revocation, GDCA releases it to CRL promptly.

5. GDCA notifies to subscriber that the certificate was revoked and the revoked reason by
appropriate means, such as telephone, mail, and etc.

6. GDCA offers 24x7 certificate revocation requests service, and subscribers may request the
revocation of a certificate through the following ways:

® E-mail to: webtrustreport@gdca.com.cn

® Call: 4007008088

4.9.3.2. T P HREESIE S The subscriber is forced to revoke the certificate

1. 4 GDCA A #&4 B ihfffE LA CPS &5 4.9.1.1 T (I AT, 4% it GDCA %2
SN 2 B Sttt 5 7 AT T

2. {f GDCAEV Root iF-FE; EV H1Z¢ CA EF5 AN (K FARH H B 22 4 KU IS, 22 [ %
HL TR AR 55 58 3 T I3 S ) L AT I 4R 5

3. TEUFTHHAH)S, GDCA BLAEMWLACK BN E M7 3, BB, Bisss, ERIRE
VPR R SR B . 5 R REIREE T P, TEQAEEATE LR, GDCA
oIS PR UE o J et st i AT A 5

4. GDCA #4724 /NI EV IE 5 (] B 5 AR FEIACRE

GDCA can revoke subscriber’s certificate with the occurrence of circumstances described in CPS
section 4.9.1.1 after the approval of GDCA Security Policy Committee.

GDCA can revoke the certificate with the occurrence of security risk for private key of GDCA EV
Root certificate or EV Subordinate CA certificate after the approval of state’s electronic authenticate
service administrative department.

After the certificate revocation, GDCA or RA will use appropriate ways, including mail, phone, fax to
notify the final subscriber that the certificate has been revoked and the reason why to be revoked. If
GDCA can’t contact subscriber, in case of need, GDCA will notice the revoked and suspended
certificates on the website.

For EV certificate, GDCA provides 7*24 hours problem reports and handling procedures.
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4.9.3.3. B FINE RS ML A B UF i 38Y Revocation of electronic certification

service organization certificate

GDCA HRYEA CPS HIME HRIE /& T IEFS -

Revocation will be determined according to this CPS.

4.9.4. ] AN 5 AL EHLH] Processing Mechanism of Problems and Reports

VTP LA IEF556F I (1 A H B S AU R e e g il L, RSB 5 %01 GDCA,
AL 24 /M. GDCA TEFLEIT R G NAE 24 /NS, X 4832 4 il TR
FEHEAT A AN 8 A2 53U BCR BUHAE 4 IR AT B AL BEALH] .

GDCA @SLIHRFF 7%24 /NS BV AIES i @ 15 A2 BEALA, ARAT 1T 7 S AT
IS FH A L 8 7 B A 5 = 77 R IRAIE 3 T R AR AE Il R AL HH Bl PRE tH Ms  TETS
W BHARS BV UERAHSC I FRER . MR . I B IE 44T AT, 2RI GDCA i
AT B R 5 7R

® E-mail: webtrustreport@gdca.com.cn

e HiifShg: 4007008088

When corresponding private key of subscriber certificate has occurred suspected leakage, broken
or abuse, subscriber should immediately notify GDCA no longer than 24 hours. After receiving the
report from subscribers, GDCA should make investigation for the certificate which has been
reported and decide whether to revoke it or take other appropriate action processing mechanism
within 24 hours.

GDCA establishes and maintains reports 7*24 hour problem report and acceptance mechanism for
EV certification, any subscriber, relying party, application software provider or other third-party who
find a certificate with fraud, leakage or suspected leakage of private key, abuse and other problems
can report or complaint to GDCA. The ways to report are as follows:

® E-mail to: webtrustreport@gdca.com.cn

® Call: 4007008088

GDCA B & J5, #£ 24 /NI AXZIES ] @ o N B AT TR 2, IR T DU R A3
HEAR e 2 BB E

(L Frdst ) @ P

(2> AHR i) R I ORI 4315

(3) I AR A BRI S

(4) R %F EV CP/CPS FILT F B s S5 AH SR RT A 155 i,
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(5)  BUTIEEREIIEDE

GDCA will investigate the reported problems of certain certificates within 24 hours of receipt, and
will decide whether or not to revoke the certificates based on the following criteria:

(1) The nature of the alleged problem;
(2) The number and frequency of certain certificate problem reports received,;
(3) The entity making the reports or complaints;

(4) Subscribers’ compliance with the EV CP/CPS, the Subscriber Agreement, and other
relevant specifications;

(5) Compliance with existing laws and regulations.

4.95. HEETE R % PR3 Revocation Request Grace Period

D SR L I A A T R R S T, SRR SR AL I R L AT i B 8
/INEF LA S b o A SRR SR EAT A RCE ESR e R AR B R AR 48 /NI AL HY

If key exposure occurs or suspected occurs, revocation request must be submitted in finding
leakage or leakage suspicion within 8 hours after key exposure or suspected exposure is found.
Revocation requirements caused by other reasons must be made within 48 hours.

4.9.6. L TAE AR S LM b BB 78 SR RS BR. Time Within Which CA Must

Process the Revocation Request

GDCA A B 1E KK Y 24 /N

The cycle of GDCA processes revocation request is 24 hours.

49.7. R R B R RS R

Revocation Checking Requirements for Relying Parties

GDCA RIS AW, M5 R /E GDCA [ uh E3EAT &

GDCA provides online query on revocation status. The relying party can query on the GDCA
website

4.9.8. CRL KAi#i%E CRL Issuance Frequency

%17 PEF, GDCA () CRL KA A4 24 /NiF, H. nextUpdate 5B (18 A8 H
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thisUpdate fE[#) 10 K EL k.

T H gk CAEF, GDCA ¥ CRL &AM AN 12 A H o W e % CA ik,
GDCA 7EH4H J5 24 /INiF 2 N BE3HT CRL, H. nextUpdate 7Bt [f{E AN H thisUpdate {5 1
12 A k.

CRL 25 RAIMFFT A CAN Y 281837 (CA/Browser Forum)idid www.cabforum.org %
AT EV FE R 5H 4 #0 K

For the subscriber certificates, GDCA updates and publishes certificate revocation list (CRL) every
24 hours, and the value of the nextUpdate field is not more than ten days beyond the value of the
thisUpdate field.

For the subordinate CA certificates, GDCA updates and publishes certificate revocation list (CRL)
every 12 months. In case the subordinate CA certificates are revoked, GDCA updates and
publishes the certificate revocation list (CRL) within 24 hours after the revocation, and and the
value of the nextUpdate field is not more than twelve months beyond the value of the thisUpdate
field.

CRL Issuance frequency meets requirements of EV Guidelines Section 4 published by CA/Browser
Forum at www.cabforum.org.

4.9.9. CRL KA B8 X J5 B 18] Maximum Latency for CRLs

GDCA 1] CRL /& Afi e Kt Je W 18] 9 AT B BA 2 J5 1 24 /INBF Y .

Maximum latency for GDCA's CRLs is 24 hours after release cycle.

4910, HELWRIZSEH KA AH M Online Revocation/Status Checking

Availability

GDCA [AIAE F5 3T 7 AR A 7 32 7F R AE PR A A I i 45 . OCSP i B 20 74 &
RFC6960 [MZE3K, JHf H# OCSP R4 #5454 . OCSP R 48 I 1 5 IEAE R AS I IE
FH Rl —A CA %k, OCSP Mk % #% Mk 5 & — A RFC6960 & X KA N
id-pkix-ocsp-nocheck 4™ & 1 .

GDCA supports OCSP responses for subscribers and the relying parties. The OCSP responses
conform to RFC6960, and signed by an OCSP Responder whose certificate is signed by the CA
that issued the Certificate whose revocation status is being checked. The OCSP signing certificates
contain an extension of type id-pkix-ocsp-nocheck, as defined by RFC6960.
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49.11. FELREEWER Online Revocation Checking Requirements

PR LA E TR T ), GDCA BA 1 B ATAT AR .

GDCA $2 it Get Al Post PiFH 73y OCSP & ifi 55 -

ST FHESS, GDCA F/b4E UK 5 H OCSP {5 B OCSP Wi b ff) KA U4 10
Ko XTOEMES IR+, LEPEEH OCSP.

X T g CAEY:, GDCA Z/b4E 12 A HH OCSP 5. it 4k CA IEF
I, 7 24 /N BEET OCSP {5 2.

P ARZE RN RIS EHIER, GDCA AR[El “good” RF .
Users may feel free to inquire status online. GDCA does not impose any access limits.
GDCA offers the OCSP service using both the Get and Post methods.

For subscriber certificates, GDCA updates the OCSP information at least every four days.OCSP
responses from this service have a maximum expiration time of ten days. For the revoked
certificates, OCSP status will be updated immediately.

For subordinate CA certificates, GDCA updates the OCSP information at least every twelve months,
and within 24 hours after revoking a subordinate CA certificate.

GDCA does not respond with a "good" status for the request for status of a certificate that has not
been issued.

49.12. #EEBEMEA R Other Forms of Revocation Advertisements

Available

GDCA A 5 B Hodth & A T X
Currently GDCA does not provide other forms of announcement about the revoked certificates.

4913 HH R EK K P E R Special Requirements related to Key

Compromise

B CPS 8 4.9.1 WRIEITETRAL, 41T BB LA IR 2% 4H O 48 3 Bl
I REC R, U 1) GDCA $ HHIE T MU s K . Rk CA HIEH] (R CA L
T CA P PR HBE BRI E, RO/ BRI 8] A & 207 2 R il
KOV P AT o

Except for the case described in CPS section 4.9.1, when certificate key of subscriber or RA or may
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have been certificate revocation request must be made to GDCA immediately. If security of CA's
key (root CA or sub-CA key) is damaged or suspected damaged, GDCA should notify subscriber
and relying party timely in reasonable time and appropriate way.

TEFIT P DAAMR S = T AR A CPS (126 1.6.2.1 FH IR 7, £X i GDCA
SR LR MRS M A HIRAETS, ) GDCA & HiE-Bas A Z5 s, a5 4ifd
ML I 2 — UE M R B % X . ) FA B
> IR ER I ALEHAE A1) CSR, FRAEE H A TN “Proof of Key Compromise

for GDCA”; &k
> BRSO ER R

GDCA A 75 75 4% 25 19 i HoAth 1iE B FA 1 82 1 77 72

Non-subscriber third parties may report a key compromise of an unexpired, unrevoked GDCA
certificate according to the contact information described in section 1.6.2.1, using one of the
following methods to prove possession/control of the private key associated with a certificate.

»  Submission of a CSR signed by the compromised private key with the Common Name “Proof
of Key Compromise for GDCA”; or

»  Providing the private key itself.

GDCA may allow additional, alternative methods that do not appear in this section at its own
discretion.

4914, EPEREAERE Circumstances for Suspension

ANEH

Not applicable.

4.9.15. ERIEBEFLAILAE Who Can Request Suspension

ANEH

Not applicable.

49.16. HEFERKIWE Procedure for Suspension Request

AEHT .

Not applicable.
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49.17.  HEMHAFRR%] Limits on Suspension Period

AEHT

Not applicable.

4.10. EFIRAIRS Certificate Status Services
410.1.  EAEHFME Operational Characteristics

T AT LLG#EE CRL. LDAP. OCSP #E#IEHRRA, Bk 75 sUIE R A IR S5 B 1%
X B UV SR AT TR M) 2 N ) R b P g

X TR HIETS, GDCA FEIUE 2B AT A MR HAE CRL H A 1Id% . GDCA
ANHER CRL ARSI AE A IEH I 10 %

GDCA MMk OCSP i 45 %8 1 i 10 % -

Subscribers can query certificate status through the CRL, LDAP and OCSP. Certificate status
services described above should have reasonable response time and concurrency process
capability for query request.

For the revoked certificates, GDCA does not remove their revocation records from CRL prior to
expiration of such certificates. GDCA does not remove the revocation records of code signing
certificates from the CRL.

GDCA does not remove the revocation records in the OCSP responder.

410.2.  JRZETHE Service Availability

GDCA 24t 7*24 /NI WIS RS B WSS, HLW R [A] AN 10 0. BIE RIS 58
VPRI IL T, 3T/ RERS S SRAIE IR B IR 55 .

E FIR & Rk 55 0 AT A7 & CAYII N 4% 18 3= ( CA/Browser Forum ) i i
www.cabforum.org KA EV faFGEE 4 0 12K

GDCA provides 7X24 Certificate Status query Services, and the response time is of ten seconds or
less. If the network is permitted, the subscriber can timely obtain certificate status query Services.

The availability of certificate status service meets requirements of EV Guidelines Section 4
published by CA/Browser Forum at www.cabforum.org.
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4.10.3.  WIBHFE Operational Features

UEASIRZS A Al AT A 55 75 2O9T 7 A GDCA $i5 7€ (19 CRL M, @it H ik 55
ARA A RS, EWIE T E CRL BIAM, HATUERIRES A .

Other optional service of certificate status for subscriber is using CRL address which is specified by
GDCA. The subscriber can query and download CRL to query certificate status locally through
guery system provided by the directory server.

4.11. iTMZH End of Subscription

SRS LU S L

1 R RIS BT BEAT ST

2. RS BUHIHT B -

— HH PR A ROR A 2108 H GDCA [IE I IEARS, GDCA TEfitifEIL 2k
ERJE, REse AT P ESES, JFE IR CRL AAT SIS HEAT A Ali; GDCA THE4HI
SAEHE S B AR AR I 5 IR 1T WA 25 3R e HOAIE 5 R LT 7 B dE 4T A A

The following conditions shall be deemed that the user terminated to use the certificate services
provided by GDCA:

1. The certificate is not updated after expiration.
2. The certificate is revoked before expiration.

Once the user terminates the use of GDCA certificate authentication services within the certificate
validity period, GDCA will revoke the certificate in real time after approves on his or her request for
termination, and release in accordance with the CRL distribution strategy. GDCA will record the
process of revoking certificates in details and archive the certificates whose subscription is over and
the corresponding subscriber's data regularly.

4.12. BHILE 5IKE Key Escrow and Recovery

4121, EHEESKERRES54TN Key Escrow and Recovery Policy and

Practices
GDCA NMSFEEALAT EV UE BT AV, b AR %8 I = R %S

GDCA does not escrow the private key of subscriber’s EV certificate and not provide key recovery
services.
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412.2. SEEARBESKREREKFAIITHN Session Key Encapsulation and

Recovery Policy and Practices

AEH

Not applicable.
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5. INENL M i . B FAMBE/EEH Facilityy, Management, and

Operational Controls

5.1.

5.1.1.

YIEFEH] Physical Controls

Hh s B 5@ Site Location and Construction

GDCA ISR 5 e 3% I8 T 21 b vHE S it -

© © N o g M w D =

e =
A

GB/T 25056-2018 ({5 R ZATAR UL IAUE RGEH S M HAH R 2 AR )
GM/T0054-2018 {5 5 R G 5 i B FH ZE A ZEK)

GB50174 (HLT5 B RGN Bt HTE)

SJ/T10796-1996  (iHSLHLAL 55 TG s HuAR AR %44 )

GB2887-2011 (it SEA izt FHLYE )

GB30003  {HLF-iHEHLAL b5t T A e S )

GB50222 (@RI A AE BBy K TE)

GB50116 (kK H Bk & RGBT HE)

GB50057  (EIK Py R Be it HEvE)

GB5054 (i A A R THRIYE )

. GBA19  CRERIENXSE =S e )

SJ/IT10796-2001  {1TSEMLHL DS TS B HubR B AR 264D

GB/T 25056-2018 “Information security techniques- Specifications of cryptograph and th
e related security technology for certificate authentication system”.

GM/T0054-2018 “General Requirements for Information System Cryptography
Application”.

GB50174 “Code for design of electronic information System Room”.
SJ/T10796-1996 “Specification for raised floor of computer room”.

GB2887-2011 “Specification for computer field”

GB30003 “Construction and acceptance test code for electronic computer room”.
GB50222 “CCode for Fire Prevention in Design of Interior Decoration of Buildings”.
GB50116 “Code for design of automatic fire alarm system”

GB50057 “Design code for protection of Structures against lightning”
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10. GB5054 “Code for design of low voltage electrical installations”
11. GB/J19 “Code for design Of heating ventilation and air conditioning”

12. SJ/T10796-2001 “Specification for raised floor of computer rooms”
GDCA B AL T LT B g XL AR, & — M Sr i iy, B&PiR. ik, B

K. BiEEDRE, AN @EAX R AN COHFER, GDCA HLHLE % ThEE
BMNRZOX . IRGX . BHX ., IEX . AKX AKX, RELERAUN G A
HENFZRU X 35

The data center of GDCA is an independent building which located in Shishan Town, Nanhai District,
Foshan City, Guangdong Province. The basic protection of GDCA's data center include:
shock-proof, fire-proof, water-proof, lighting-proof, etc., and with only one entrance and a single
road. According to the functions, GDCA data center divided into core area, service area,
management area, operation area, and public area. Only the personnel officially authorized by
GDCA could access the restricted areas.

5.1.1.1. AFEX IR Public Area

AIXEFHEAND . RE . REE, WBESEE R 5

Public area includes the entrance, lobby, security room and etc., deployed with various supporting
facilities and monitoring devices.

5.1.1.2. #1EX Operation Area

BAEDGE RABRIEA G BN A TARIX, 75 2R O 3R S A DIEA AT A
BEN S N R AR XA H B0« MAZJETTUR, FITA RS (AN R ey 5 2 7 47 43k o

Operation area is a working place for RA operators and administrators. Anyone who wants to enter
the operation area needs to use two-factor authentication. Every access behavior to the operation
area has been well recorded. From this level of areas, all the walls are strengthened by high
strength protective wall.

5.1.1.3. B [X Management Area

EHIX 25 RA BHEBHIG, CAEH, k. HitEhla, MEEMR, sl
B, s RAM CAEHOL, Wit ML 224 R TAEX, R ARvrE B3 IXCHUE rE B
AHEN, P B 53 R A OO 3R B A IEA 7] AE

Management area is a working area for RA and CA administrators, auditors and network security
officers, installed with the RA management console, CA consoles of management, issue, and audit,
and consoles of network management and monitor. Only authorized and specified administrators
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have the rights to access this area. Enter this area requires two administrators to use two-factor
authentication.

5.1.1.4. k%X Service Area

RS X FE 223 M LDAP RS 25, OCSP k5578 . RA FMHIRSS S4eik 4, R A
AR5 DX E TN e N, T S AN 3 0 [ s A I SOLERT 2% B A IE A 7] BAIEN o

Service area is installed with LDAP servers, OCSP servers, RA register servers and other related
devices. Only authorized and specified administrators have the rights to access this area. Entering
this area requires two administrators to use two-factor authentication.

5.1.1.5. %> X Core Area

et K BEEIR IR NI 61, %% CA %4535, CA %R
PEFRZS3S KM BRHIAT ARG 30 I IIRRIR 5 B 5 o i, FL AR VPG (X 0
N GGHN, T FL7R 7 IR PR UK 25 B4 G UIE AT A . BSR4 2 e
Bl X, AERRE R

Core area, a shielding zone with high strength steel security doors, is mainly installed with CA
signature servers, CA database servers, KM key management servers, timestamp servers and
other core devices. Only authorized and specified administrators have the rights to access this area.
Entering this area requires two administrators to use two-factor authentication. The password ark
for storing confidential information is also placed in the core area.

5.1.2. PpEE 5 18] Physical Access

GDCA WL WA 9 BT A HL T I TR R G 1 MBI ANSRE RS, X T1AE R Gt
ATiEAE, SERFEREU ARSI BURE, IR TIEE R G EAR . 2 R G RE LI BRG]
wRlL AT EMNIRE . TAEN ST S R0 R B G180 aekt, JF Hit
HY T8 [ THRAT I TR C SR ATAR SGAE B AR, 55 X S5 A% 00 X 75 28 3 A B 0% R A P
PR R AR SUE R A T AEEN, WL AR S RENLGs B AR, A X450
SKHHAT AR, IR RO

B U7 14 I A U0 R J LA T3 T -

a) [1ZERG: S EITBEL . TAF N SR A B3 U R B4 & 1 2 BB 4L

SR RERE Y, B8 TN I R SR ANE B
b) #RERG: HRKAEAEMAREEA . FFIEE BRI KIS T8 55 1
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DLER DL R Gt IE RS TR MR E A E .

0 WMIERG: SITENYIHEARERGISEHRICH FBIRERS, N22a
DXIAERAE DRIEAT 724 /DI ANEINT R . T B R 2R 6
LAt 2.

In the data center of GDCA, it has 9 doors installed with electronic access systems and one
physical intrusion alarm. The electronic access systems are monitored, with real-time access
records to set permissions of access, and can set an alarm when the doors are opened over time.
The staff is required to use the identity card and fingerprint to open every door, and each access
behavior has been recorded with time-stamp and related notice. Enter the service area and core
area, two administrators need to use ID cards and fingerprint identification at the same time before
entering the room. According to daily working specification, the specific personnel will archive the
access records on a monthly basis, and retained for one year at least.

Physical access controls includes the following aspects:

a) Access control system: It is used to control access to the doors on each floor. Staff needs to
use identity card with a password or fingerprint to enter and exit. Entering or exiting every door
should have the time records and related notice.

b) Alarm system: Alarm system will be triggered by any illegal intrusion, unauthorized opening,
long time opening and other abnormal situations. Alarm system can clearly identify the alarm
location.

c) Monitoring system: video monitoring system is working with access control systems and
physical intrusion alarm system. The monitoring system is responsible for continuous recording
the restricted area and operation area within 7*24 hours. All video records will be retained for at
least 6 months in order to future inquiry.

5.1.3. Z B M #%E Security Monitoring

WRIEHL 5530 B OR 2 AE RS ESR, AYUE A RGN T 25047 B
RSN T R 40, UPS Kl 7 R 48, MBI T ARG B WU T 258 BB
My R2G . RN T RS BT RS, 1187 RS BB T RS, i
Wt HUAIHRERRGL 2B RGUIRGLEEAT 7%24 /NEESERTHRI, Dol 2 iz, S5
HIFF 2, il Ry 6 A BLES

According to the requirement of data center power and environment security monitoring system, it
includes electronic detection subsystem, UPS detection subsystem, air conditioning equipment
detection subsystem, fresh air machine detection subsystem, temperature and humidity detection
subsystems, water leakage monitoring subsystem, fire control subsystem, access control
subsystem and image monitoring subsystem. The system carries out real-time monitoring of
infrastructure equipment status, data center environment condition and the security system status
within 7*24 hours. In order to meet the need of fault diagnosis and post audit, monitor records will
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be retained for more than 6 months.

5.1.4. Hi, /75 %% Power and Air Conditioning

KL R W IR . — S SR L, OB BT IBCE AL, AL
J B AT T R V4% BB R R SR, ML SR T AR i R 4 UPS, mldg it
KT 8 /NI g0 HLGS XHRPNR A T By B i, SEIUBUAE . RS 38, M S
(DR IE SN

PG5 AR F X A s ML, 2 AP XA A B s ML B AE TR . BLG5 148
300kcal/h m2 #Affit . HEEILIHER: 35C; AFHIEIHEE: 0C: HlE
BN : 224°C, MXEE: 5545%h o [, YUEZE THRAS, SHl5EsE
ATHAS, DRAEAILES P PR 25 S0 TR T XA I8 L B AT o 23 A3 ¥k B 11 2SR 5 ) AL

The data center uses dual power sources and a diesel generator for supplying electricity, and has a
specialized electronic distribution room. The GDCA data center is equipped with independent
power distribution equipment and the lightning-proof system. The data center area is supported by
uninterruptible power supply which can provide more than 8 hours extra power. The data center
area also takes anti-static to protect cabinets, servers and network devices.

The data center’s air conditioning adopts air cooled condenser unit. The air cooled condenser unit
is placed in the attic outside of the data center. According to 300kcal/h * M2 heat load, outdoor
designed temperature is 35 Celsius degrees in summer and 0 Celsius degrees in winter. Indoor
designed temperature is 22 +_ 1 Celsius degrees and relative humidity is 55 + 5%/h. Meanwhile,
the data center is installed with a fresh air system for ventilation to ensure air quality inside and
solve the problems of fresh air supply to meet the demands of specified air cleanliness, etc.

5.1.5. 7K BB VG Water Exposures

MBI KEXSHUES (B, GDCA FENLS 22 i = N B B IR KIRE R 48 TRKIRE
R 2 e 2 A R e s, — BORAEK SIS, @A RN RN, S it . R AE
T AN VY HE K Stk I, — BEUR AR AR, JKBESZEDHEE D 25, JEXE P AT A E B
et P AL

In order to protect the data center from water disasters, GDCA set water leakage alarm system
inside the air conditioner room of data center. Once the flood is detected by detection ropes
surrounding the air conditioners, the system will alarm immediately and notify related personnel to
take emergency measures. At the same time, the data center is installed with a drainage ditch and
a drainage floor along the periphery of the wall. Once the flood has occurred, water can be drained
immediately, and all exterior windows are sealed.
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5.1.6. KR PBF1 Fire Prevention and Protection

GDCA HL55 A 2% XA R AT T R AIRLIER K SR I G% I 22206 1 KRk H sl R 48
RARBEKKARGE, ZRGEA A T3 LN 2AE =R 3077 3.

FEEIRET, BB XA KERS, JORIE T 2532 BB X PIIR AL K OR AR E
G ALK MR E 5. & 30 MRS IAAERS, KRR ER R E S, HIIK KR
gt, [N, IREEHSSEEUE DS S REUE S, PP X AT R, @5 A RIRA.

AP X A N TAER, LGB B X T4 T30/ B s #oT o5, fi
4t A slPIRESFAH B TARE, AP X R A KBRS, B e AR k&S 5,
AhHEEE S . EIEA R EIAKE, % R R s R X AR 2R 3
7, RIWSZRIE SRS, W K K.

A, THRSENERRES, AR A SEINUN. SHRE R 3.

The data center of GDCA uses smoke and temperature fire detectors in each area, and installs the
fire automatic alarm and gas extinguishing system. The system has three operation modes
including automatic, manual and mechanical emergency.

In the automatic mode, when protection district is on fire and detected by two independent alarms,
fire alarm controller will immediately trigger a linkage signal. After 30 seconds’ delay, the fire
extinguishing system will be turned on. At the same time, alarm controller receives feedback signal
from the pressure signal device, and the door light will be on in protection area in order to avoid
personnel strayed.

When the staffs work in the protection area, the automatic/manual switch outside the door in the
protection area can be used to turn the system from automatic into manual. When the protection
area is on fire, the alarm controller only sends the alarm signal and wait for operator to confirm,
operator can press the control panel or shatter emergency start button in protection area to activate
the system by using gas fire extinguishing agent.

When automatic and manual modes both fail, operator can activate mechanical emergency
operation in the ampoule storage room.

5.1.7. A R 4% Media Storage

GDCA X E Ay R AF RORUE B A2 B ks Bk BiiE Bl BiJssh. B s
B BRI SRR AT R SR T A B iEm M A B & s B
SRS T XA R AR

GDCA meets the following physical media storage and use security requirements: fire-proof,
water-proof, shock-proof, moisture-proof, corrosion-proof, pest-proof, static-proof, electromagnetic
radiation-proof, etc. and implement media usage registration, media copy protection, information
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Confidentiality and other measures to achieve the security protection of the media.

5.1.8. JRY)AEFE Waste Disposal

= GDCA AFHI4RGK SO AR AL AN 7 ZE B A I PR L, A ZBUR S i 4
8 R BRI . FRS R ANE TR S B A A A BRAE AT IR AL B AT AR S 1) i e 32
BT RS H AT A I AT D B AR B

The written documents and materials of GDCA shall be destroyed when they are no longer needed
or exceeded the expiration date, and must not be recovered. Cryptographic devices and media with
sensitive information will be initialized and physically destroyed by using manufacturer’s method
before disposal.

5.1.9. SEHi &4 Off-Site Backup

GDCA AL T st Bl & iy poe, AEFI LTI X et R Gu it . o T H S A
AN A AR S AT SRR R A

GDCA has established a remote data backup center. It backups the core system data, audit log
data and other sensitive information by the specialized software at off-site location on a daily basis.

5.2. FEFF¥E#H] Procedural Controls

5.2.1. A& Trusted Roles

f£ GDCA Ut FYIEIR ST IERE T, BEMAT EREMIIES AT . (R &2
AR S50 S B PR A AL 7 GDCA MUNTTE Mt XM O BIREART: %
PAMEE RSN EEANG. RAEEAR, LT AG S EHEN R LV EHREAN
15, BRI ALAAFRANER L GDCA 1 bd Az it B i

In the process of electronic authentication service provided by GDCA, a person who can essentially
affect the processes of certificate issuance, usage, management and revocation, and other related
positions which are involved in key operation is considered as trusted roles. The trusted roles
include but are not limited to: key and cryptographic equipment administrators, system
administrators, security audit administrators, business administrators and business operators, etc.
The specific job names and requirements shall be subject to, the GDCA job descriptions prevail.

5.2.2. IS 7% Z B A6 Number of Persons Required per Task

GDCA £ F A 55 JUVE Pt SIS AR 55 BEAT P A% 1, BUBRATE R ZE 2 DA tudh
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RI5ER, Bl
& EPIAE A R FE S DB NG 3 IR K
¢ FHERARGHEGEE: FEIANRGEEANRFT 2 AAEN RILFE
SERK
& FOEXAERIET: FHE 2 AE N G 3L 58 R

GDCA strictly defines the controls of core missions in specific standards. Multiple trusted roles shall
be required to jointly complete the sensitive operation. For example:

€ For operation and storage of the key cryptographic equipment, it requires at least three of five
trusted persons to operate.

€ For background operation of the certificate issuance system, it requires at least two of three
trusted persons to operate.

€ For review and issuance of the certificate, it requires two trusted persons to operate.

5.2.3. FNMAEKRHNEX5 Identification and Authentication for Each

Role

GDCA Jirfi AH A 5 1t AR IR N AR 225 — @ A Py IR 481 » %5 UERE f7 £ GDCA
PRI G IS A8 B2 451 P R E

All current staff who undertakes the trusted roles in GDCA should pass certain accreditation
process. This process is set out in the GDCA personnel management regulations.

5.2.4. FEHFR/BIH M Roles Requiring Separation of Duties

NIRUE RG24, SBAEAE A B JEN], Bl GDCA [AI5 At l AN A i A48
f£. GDCA BEATHR DT/ B A 1, BARHARR T 41 /i (.

a) Rz

b) FFEL CRL %k

o0 Ra T4

d) CA#HE

e) LAt
In order to ensure security of the systems, it should follow the trusted role segregation principle that

the trusted role must be assumed by different personnel in GDCA. Roles requiring segregation of
duties include (but are not limited to:

€ The acceptance of the certificate businesses
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The issuance of certificates or CRLs

4 System Engineering and Maintenance
¢ CAkey management
€ Security auditing

5.3. A R¥EH#H| Personnel Controls

N RAFEHIFTA CAN M 218ts (CA/Browser Forum) @ik www.cabforum.org % #i
(1] EV $8FE 5 5 B ER .

Personnel control meets requirements of EV Guidelines Section 5 published by CA/Browser Forum
at www.cabforum.org.

5.3.1. B ZHMITRER Qualifications, Experience, and Clearance

Requirements

GDCA i A HH Al {5 £ € ) T AR BRI B4R SR 4
Hag RIFIHt M TES 5.
A E R L IR GDCA 45— 22 HE B B
By GDCA A R A HIIAE . B A
HA RN ANERIR . B3 BN 5T TR R R AT AL ZE i .
H4% AU BN AE RS
/i SR L N Ta T
BB AL TAE N I LA ML TAES L, SUEE GDCA AHE IS I A1 %
JE 75 g b5 . GDCA ZLRFE M AT {5 f g N 51 50 25 B A B AT AR Bkt T AR fra A
W, oI CA AT E IR TAE. ERAT I E KRR IC R,

© o &~ w N

The qualification requirements of person who undertakes trusted role in GDCA are as follows:
1. Good social and working background.

2.  Complying with state’s laws and regulations. Obeying GDCA’s unified arrangement and
management.

3.  Complying with the GDCA related security management norms, regulations and specifications.
4. Having good personalities and working attitudes, with good working experience.

5. Agood team player.

o

No illegal and criminal records.
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A person required by GDCA as trusted role personnel must have loyalty, trustworthiness and
dedication to work, without other part-time work that affects CA daily operation, no major bad
records of this industry and etc.

5.3.2. B R EFEF Background Check Procedures

GDCA s 54 RIBUM AR I BN AAF,  SE RO Al & i T =i &

P AT 53 AN RN B )5 B3 AR e 2045 i (R 0 Hd AT i i & . R
LT EERF A EER, A AR WA 7 SO SR A N RS S [k A%
AT Jy. BRI ARNAE N GETBL R REulE AR, FTT#AT AR T RER
RIA% 5K

GDCA may collaborate with governments and investigation organizations to complete background
review for the trusted roles.

All employees who are trusted or apply for shall have a written consent that they must go through a
background investigation. The background investigation complies with laws and regulations. The
content and method of the investigation, officer engaging in the investigation shall not violate the
laws and regulations. The background investigation will be conducted legally, in which background
information of employees will be checked through the organization concerned.

HRAED N EARREMEmAE.
SR AN T2, WOLHES, #E, 2Rk RTTmiiHEE.
ST A R AL S FE A A H ANE AR IU TR T, AR IR R 22 477 T
R B AL AUEEAT AT R A
WA
a) NZEERTT ST BB AN NBEREF LA . SR LI R 50kl BT Rmiss
PrEEMVAESS . SEALESS . BEURSUE S B UE SR A A RGIE R
b) NFHEI AL G Eea. Mg, BTS00 AR SRR S MRt AT 2

¥

OERFIFET, MR THERANG, T BLEEIRLE SO a5 N 5 5%

® (ARG SLE B RHNAT

® fEEIAHIEEN BIIEW];

o (EHAREAN ST IEWI BE 2 ARIR AR IE W] 5

® TEdf /™ EAWSERIT N,

d) HASITEE IS, HENE. BRERETT AR HLE R RIEHBENL
A HARRL Y 2 H o
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e) &% 1%, GDCA 5 i TAATRE WM, PLAR A AV CAIEHIRSS I e
TREFNBURAZ o IR, GDCA IRt i AL 19N 53 B SR 5% 91 % T A 7R 4E R A Ay
RN RBATERALE 5L, DUE RE A8 RRELIRIEIX S8 N\ 53 (T {5 R A AR R
Background review including: basic review and full review.

Basic review includes reviewing work experience, job recommendation, education and social
relation.

Full review includes reviewing criminal records, social relation and social security apart from the
basic review. Full reviews must be carried out for key roles.

The review procedure includes:

a) The HR department is responsible for confirming candidate’s personal information. Candidates
should provide the following information: resume, the highest degree graduation certificate,
degree certificate, qualification certificate and identity card and other related valid certificates.

b) The HR department identifies the authenticity of the information provided by candidates
through telephone, correspondence, network, visits and other forms.

c) Inthe background investigation, if GDCA finds the following circumstances, GDCA can directly
refuse qualifications of trusted personnel :

® There is fabricating facts or information

® With evidence of the unreliable staff

® Use illegal identification or education, qualifications
® The behavior of serious dishonesty in the work

d) The HR department checks candidates through on-site assessment, daily observation,
situational test and other methods. Appropriate arrangement is made according to the
investigation result.

e) After the review, GDCA signs a confidentiality agreement with employee in order to restrain
employee not to reveal any confidential and sensitive information of CA certificate services. At
the same time, GDCA will also be in accordance with the relevant organization regulations of
personnel management and make job examination on in-service staffs who assumed trusted
role, so as to continuously review these employees’ trustworthiness and working ability.

5.3.3. BYIE SR Training Requirements

GDCA MRAEFE M ALK, 45 FAINAI R AT U, SR B I A AT
® GDCAIZERR:

® GDCA HiRME %

® GDCA %4 BLAE AL ;
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Based on the requirements of trusted role, GDCA gives the corresponding pre-job training. The
comprehensive training contents are as follows:

GDCA operation system

GDCA technology system

GDCA security management strategy and mechanism
Job responsibilities requirements

PKI basic knowledge

Authentication and the policies and procedures of audit
Disaster recovery and business continuity management
CP. CPS policies and related standards and procedures
GDCA management policies, systems, measures, etc.

The laws, regulations, standards and procedures of electronic certification service in
China.

Other needs of training

UbAh, RETUEFSR N R % 51, GDCA & ¥ e TAEHR 5T A 7 Z BRI, A3
AEHRTT . SRR AR A B AR . SMER AN 55 S PR S . ARG L
2L BN UE R G BT BT R, RSN AT A B R AT AR A I

In addition, for certificate reviewer and entry clerk, GDCA carries out required training for working
duties regularly, including job duties, events and damage report process, disaster recovery and
business continuity management process. In online of new system or significant updates or

upgrades of certification system, GDCA should carry out corresponding training for the reviewer

and entry clerk.
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5.3.4. BEHIARIMESR Retraining Frequency and Requirements

XHFTE S A E A s AR E A O NG, LR DR GDCA AL E
— o MFWERGEEM KK, FFEEDHAT — MR EREMAREE I 1A,
GDCA KARIEN RGT I MG RE S EOR, AN I ER N GLdbAT 4R8I

For persons acting as trusted roles or other important roles, they shall be trained at least once a
year by GDCA. Related personnel for operating authentication system shall be trained for relevant
skills and knowledge at least once a year. In addition, GDCA will provide ongoing training for
employees irregularly according to system upgrade, strategy adjustment and other requirements.

5.3.5. T ARG B MIFF Job Rotation Frequency and Sequence

GDCA TEBUN 5 1 AR il 57 e 0 JE SR A 3 AS A LA (10 2 e e BB SRS T A E o

GDCA will define and change the Job rotation cycle and the sequence based on the organization
security management strategy.

5.3.6. FIZBUT HEI4E S Sanctions for Unauthorized Actions

AHIAERN ARG EGE AR GDCA R48. BRAFVIRNL S SE R O,
GDCA —Z ik, KL RIRE IZ N R EESAE . RN 2R G0 BUR, JELIZA
SURFEBUT ARG B, SCixT %44 N O3 R IE Rt IE . S5k, SR PR SR A AL
FE Kb P S5 i o

When the circumstances that in-service staff use GDCA systems, perform authorization businesses
without or beyond the permission, once the above circumstances are confirmed by GDCA, we will
immediately revoke the login certificates and simultaneously terminate the system access
authorization. GDCA makes the implementation of the official notice criticism, fine, dismissal and
submit judicial institutions and other measures depend on the seriousness of unauthorized
behavior.

5.3.7. MAr-E 4 ANIER Independent Contractor Requirements

Xt ¥ A& T GDCA HUMAHER TAE A 61, {HMEE GDCA Mk 5543 5 AR Al 55 50 52
DU AL S5 N BE s B BN ST 25407, GDCA )4 — 2RI T
o BRI REH,
® GDCA $2fftgi— [ K AT R VI 4 2 A I 2R, Il N AR EAR T GDCA
RS 32 AT LA E Y S5 R
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For persons who do not belong to the GDCA but participate in the relevant works for GDCA
businesses, such as business personnel of business branch organization, management personnel
and other independent contractors, GDCA has requirements are as follows:

® Record management of personnel profiles

® GDCA provides unified training and retraining, includes but not limited to the GDCA certificate
acceptance rules and electronic certification business rules.

5.3.8. AL R T 32 Documentation Supplied to Personnel

FERF I BRI R, GDCA 4ty b1 LRI I SO AR EA R T BUR L.

GDCA 5 LF
GDCA IF P 5ENE . LIRS FN A S (R NG ;
GDCA Hi AR 230k

GDCA A7 HR 57 Ui B 4
N B ERAE A, A b 55328 S 1 B TR o M A3 7 2R 45
GDCA 4= PRI 45,

During the training or retraining, GDCA provides training materials including but not limited to the
following categories:

® GDCA employee handbook

® GDCA CP, CPS and related agreements and standards
® GDCA technology system documents

® GDCA job descriptions

® Internal operating files, including business continuous management, disaster recovery
programs, etc.

® GDCA security management regulations

5.4. HiHERER Audit Logging Procedures

5.4.1. BRI A Types of Events Recorded

P A R AE GDCA KL AR AR S A W T ERER RS S, AT A0 B (1
ERMHETHTES . X8ilxR, MeRTFINEREEZRGE ALK, HMEZE TR

2
=R

1. AR H AT E
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All major security incidents occurred in GDCA will be logged in the audit trail records, and will be
made available to qualified auditors for review when necessary. Regardless of manual or automatic
generation, these records should contain the following information:

1.

2.

3.

The date and time of the event

Sequence number for the record

Type of record

Record source

Event recording entity

KB EAIR T
1w IR E B, ORREHAR. &0 A, IKE. /. FilsHE.

7.

IERS . AR, A ER 4

UEHA e A R E B, URRERRHIE. . TR JUHAE

RGL. M ZaHlE, W RIsREMTIR CA RENTES), REGHEIE
AR H S, RO

B R Z WA LRI Z S B M kK EEEs R H Sl 20 NAaFE L
AR D AT IR B A% BT Kb S SR 2) DR AE
B RS AN KRG EPAT S BEERAE, RARRCE ok [ SR DAL U5 R P i
B 3) WA PR, B EOER: 4) dS T &
GUERAFAERR, BAERREIERE . P LR RS E A ;

RGERIEFE, BREAGHUIRMEIE. WER. W& BB,

CA Wi vil), RERAN Gt CA Bt JERALA It CA Bt S AH
FALF;

AE N REBILR, SUIERGBIRIEE . MR AR A .

These events include but not limited to:

1.

2.

Management events in key’s life cycle, including generation, backup, storage, recovery, usage,

revocation, archiving, destruction, private key leakage, etc.

Management events of certificate life cycle, including application, approval, update, revocation,

etc.
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3. System and network security events including: successful or unsuccessful access attempts for
CA system, logs generated during the daily system operation and system updates etc.

4. Security events recorded via information security devices: Logging of router and firewall
activities at a minimum include: 1) Successful and unsuccessful login attempts to routers and
firewalls; and 2) Logging of all administrative actions performed on routers and firewalls,
including configuration changes, firmware updates, and access control modifications; and 3)
Logging of all changes made to firewall rules, including additions, modifications, and deletions;
and 4) Logging of all system events and errors, including hardware failures, software crashes,
and system restarts.

5. System operating events, including creation or deletion of permission, configuration or
modification of password.

6. Access to CA facilities, including the access of authorized or unauthorized personnel and
attendants, and other relevant records.

7. Management record of trusted roles and personnel, including system access application,
deletion and modification.

5.4.2. A3 H BB Frequency of Processing Log

GDCA i H AT — I H B ERER AL HE, G 7 1 RBOR M e R, 2R KE
RGUHAT HE . s o HEE & NBHAT I B ], DA B E 2 22 4
ARAESAY, I RIDURH SL A 15 T EAT AL 2

GDCA carries out log tracking process on a monthly basis, reviews the violations of policies and
other major events, and analyses the certificate issuance system logs on a quarterly basis. All the
audit logs are checked and reviewed by specific personnel regularly in order to discover the
significant security and operation events and take corresponding measures timely.

5.4.3. B H B REEHIFR Retention Period for Audit Log

GDCA ZE A T INIEAR S K H i H &, s R A B2 DA A, R
AR L 725 4 IR R B R 1L

GDCA saves electronic certification service audit logs properly. The retaining period of audit logs in
database is at least two months. The preservation limitation period is five years after the date of
expiration of the electronic signature certification.

5.4.4. #H i+ H E R Protection of Audit Log

GDCA e iF H G AR e B, I HSel et Herp s A7 RSO R K o {5
BEAFEAHE S, GDCA HUAT ™K M B AZ G Pl i, AR OR A BB 524 RE
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GDCA audit logs are stored in the database with backup, including audit information and event
records in related documents. GDCA carries out strictly the measures of physical and logical
access control to ensure that only personnel authorized by GDCA can be access to the records
being reviewed. These records are strictly protected from unauthorized access, reading,
modification and deletion are strictly prohibited.

5.4.5. Hit H E &M EF Audit Log Backup Procedures

GDCA o T+ ERER OIS draz 48 N S3 A T N B4 H BEAT W H A T SO 1A
P AT o FITAT SORS R S8 AR B T R B3 ORI A7 FE R PP A IUOE 22 A X SR P2 A

GDCA's audit tracking documents are carried out by the operation and maintenance team and
auditor for the archiving of audit log and audit documents monthly. All documents including the
latest audit tracking documents should be stored in secure disks and stored in a secure document
library.

5.4.6. HHIRE RS Audit Collection System (Internal vs. External)

GDCA i it H B RS K-

1) IEREHEARLS

2) IEBEKRG:

3) EFHXARS:

4) LS R

5) UEPRZIE RS

6) Vi RS

7) Wk B e B ARG

8) HALFHEH RS,

GDCA {5 I d v B a2 X L3R A G0 6 T [ 2% TER .
The GDCA audit log collection system involves in:
1) Certificate management system
2) Certificate issuing system
3) Certificate directory system
4) Remote communication system

5) Certificate accepted and approval system
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6) Access and control systems
7) Security system of website, database
8) Other systems considered by GDCA for necessary audit.

GDCA uses the audit tools to meet the requirements of the system audit described above.

5.4.7. Xt S B FHFLARRE S Notification to Event-Causing Subject

GDCA KRIMAHIR, FACKB A H KTy, EFEVE AT a5
DR B SR IDURF I X6 S Tt RO o AR08 Bl 2 ROAT D9 R B R 5 D) Wit 2k LI ) i
55 IR FENEER T AL B A I

GDCA B GE 7 155 S ELFAF I S AR AT i 75

When GDCA detects the attack attempts, it will record the behaviors of the attackers and try to track
the attackers within the laws. And GDCA reserves the right to take appropriate countermeasures.
According to the attacker's behavior, GDCA takes actions including cutting off the open services for
attackers, submitting the evidences to jurisdiction and etc.

Whether to notify the attackers or the perpetrators is decided by GDCA.

5.4.8. He g5 PPt Vulnerability Assessments

CA ZEMFRIEHR. BORNE B . AR L BT 893 b, &
TP ATRAN R Se AT, R R, JE T AN IR ST, GDCA REERT R GTtAT
WegstEvrfl, VARER R SaqT i XU .

CA security program carries out timely weakness analysis according to the changes in policies, in
technology and management, and other major changes. The weaknesses should be remedied
immediately. If some weaknesses can’t be remedied, GDCA will launch system vulnerability
assessment each year in order to reduce the risks of system operation.

5.5. eFIJA&% Records Archival

5.5.1. JHR%IE FHISEH Types of Records Archived

GDCA Xf LA N JLREA AT PR, B EART

1 IEB RGBT,

2. UEFHFHIEBREE SR

3. UEFHUESCRC, IEH RS MAERTELRE S, SRR PG
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4. HiHLK:

5. UEPRERMEG. HLT ARV SRR SR

6. ATWEL WHERRFSEMEE. FH. BUI%UR,

7. BRINB. AFBIEAL SRS

GDCA archives the following events, including but not limited to:

1. Certificate system constructed and upgraded documents.

2. Certificate and certificate revocation list.

3. Certificate application for information, information about approval and rejection of certificate
service, the certificate subscriber agreement.

4.  Audit record

5. Certificate Policies and Certification Practice Statements.

6. Employee information, including but not limited to background investigation, hiring, training,
etc.

7. Various external, internal documents of the review and assessment.

5.5.2. IHRSIEF A RIFR Retention Period for Archive

PR AL, HOREIREAFEK .. X+ RaEEFAN R G 2 e
336, FYARE R R B 2 58 i i g9 VE VP A B — B O
Lo X7 e A A I N B B AR A, PR A TR RUR S SE LU L,
2. O CAUEF A GI2E d A I B0 B SR AE A, AR B IIBR A DT CA RS A
P A A
3. WUEF R AR OR B IR AN D FHIEFS R B 6 .
4. CAUEF AR IR CA UEFAE P4 ar I 41, BSMREE 10 4.

For different archived records, the retention periods are different. For system operation event
records and system security event records, the archives will be retained to complete the security
vulnerability assessment or audit consistency.

1. Archiving for management events in subscriber certificate life cycle will be kept for no less than
5 years after the expiration of certificates.

2. Archiving for management events in CA Certificate and key life cycle will be kept for not less
than life cycle of CA certificate and key.

3. Archiving retention period of subscriber certificates will not be less than 5 years after the
expiration of certificates.
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4. CAkey and certificate archiving will be kept for 10 more years after the end of life cycle.

5.5.3. VARSI AR Protection of Archive

B THER BRSO OR 9P AE BLR B35 op AR PEA DR o e rh R 580 R T A B 22 4277 5k
ITRY, I HAREE — AR BREI N, RH GDCA 558 B ST A ) 6

Protection of audit tracking documents will be illustrated in detail in the following sections. The
archived media is protected by physical security way and set an entrance with restrict
authorizations, and only business administrators of GDCA have the right of access.

5.5.4. VARSI B FE P Archive Backup Procedures

X RGUERI T IASIE R, BTG, R0 ST A AT

X EA IR TR, AT ERAT R, (E R EEREBU™ R 1 i ORIE L 2 2k

I VARS ) R SO AN BB T ORA7 72 GDCA A o, B AE b R A7 L2 1
AR IR 12— R U L B AR R B K T 3, SN R AEE B H . AP
TAEN GBI B 0L R, A REX A R AT IR R E . GDCA fE % e L b fRiESE
IEXP R 5 R FL A O AT B« MBS R AR

Electronically archived records generated by the systems will be backed up weekly. The backup file
will also be stored off-site.

For the written archiving data, they do not need to be backed up, but some strict measures need to
be taken to ensure the security.

All the documents and data archived usually are stored in the main storage site of GDCA. If
necessary, the backups will also be saved in the offsite. Archived database is generally isolated
physically or logically, with no interaction with the outside. Only authorized personnel or others
under the supervision can conduct the operation for reading the files. GDCA provide mechanisms to
protect archives and backups from being deleted or modified.

5.5.5. EFH A BRE R Requirements for Time-Stamping of Records

GDCA Ay H E#RAT I [Al90 5%, 2 A E N 3T AL s s AR 48 H 3.

All the GDCA records are labelled with time, and the time will either be added manually by the
operators or automatically by system.

5.5.6. JAR4YCEE R 4t Archive Collection System (Internal or External)

GDCA 1 1T EREFAS RINEE R R EA CPS 28 5.4 TR AETESH UL BH o
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I3 B HAABAR AL AR IR 2 A RS AR T GDCA R4:.
GDCA audit trail collection system is detailed in section 5.4 of this CPS.

Storage of separated media data storage and archiving of its security storage are not included in
GDCA system.

5.5.7. SRIBFIRLIS VA4S B HIFER Procedures to Obtain and Verify Archive

Information

GDCA [y 4x s it A YE N 5170wl kB GDCA FEHE 21 2 MBI, #ERMG 5%
BREE R, JHK 2 AP DT L.

Security auditors and operation and maintenance team of GDCA retain 2 copies of the GDCA'’s
archived information respectively. While obtaining the complete archived information, comparison
of the 2 copies shall take place to confirm the integrity.

5.6. HFIMERFZVHWFEHKEE Key Changeover

FEUEFS2IHA LAY, GDCA K422 A IE F SR I 0 5 0 AR 25 AR HEAT S 3, AR BT (R E S
TERHAT B AR E T, i 4% 8 GDCA X T HE PG . CA & L AUEE LA
TN
1. 12 FGEF A i A A AT 5 LB 25 R0 I RS, B ORTE CA [RIET 3 I BTy

AR AR A E A
2. TEIEIRZSRCHI N AL E SRR, 4kl CA AL CRL, HEIRG

— 3K AP .

3. AERCRIAEEL CA BEAXTI, TR IHE S S EHRINE
4. JBFRATHIN CA UE.
5. MRS EE R A R, AHIEEE .

GDCA I H GE %A et KM BRI HiE . %A, GDCA
TSR = AHE:

o HIRHAZ AN EH AN GDCA IE:

® HIFMAZ AN ALY IH AN GDCA 13

® [HRVAZ MBS HAHN GDCA EH.

Prior to the expiration of certificate, GDCA will replace the root key in accordance with the provisio
ns of CP, and generate a new certificate. When generating the new key, specifications of GDCA
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key management will be followed strictly. CA key replacement must comply with the following
principles:

1. The new subordinate certificates can’t be issued before the end of the life cycle of subordinate
certificate, which ensures that all subordinate certificates are expired as the CA certificates
expired.

2. Before expiration of the original private key, CA continues to sign CRLs with the original private
key until every certificate issued by this CA expired.

3. CAKkey generation and management must strictly follow the key regulations.
4. Release the new CA certificate timely.
5. Ensure the entire transition process safely, smoothly and no vacuum of trust.

The update of certificate key of GDCA administrator is applied by the KM services administrator.
During the key replacement, CA should issue three new certificates:

® GDCA certificate with new public key signed by new private key;
® GDCA certificate with old public key signed by new private key;

® GDCA certificate with new public key signed by old private key.

5.7. #ELERMEKE Compromise and Disaster Recovery

5.7.1. HiMHmELEREF Incident and Compromise Handling Procedures

N T B IS o LA A PR EORT 453 B R AR BB L, GDCA EE5T 1 — R 51 B S AL B TR S AN
LT %, Bl

1. GDCA &Rl fEabF G

2. GDCA HKHHM AT

3. GDCA RG&Mr SIKEITH

G R AR N SR R DL b7 SRR DG BE e , R St A2 1 S v
e, TR AT RO S K S AR, AT AT — U KN B

In order to timely respond to and handle accidents and damages, GDCA establishes a series of
emergency response schemes and accident treatment schemes, for example:

1. GDCA system fault treatment specification.

2. GDCA major accident emergency scheme.

3. GDCA system backup and recovery scheme.

Related personnel will actively carry out the recovery plans in accordance with the regulations of

the above schemes and related systems. And perform the data disaster recovery drill each quarter,
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and an emergency response drill on major accidents annually.

GDCA fiill 5& - 49 1 A=t H rI AT B AR S m R, 1z0h R A T A%
KEIFTA SSLITLS iF15. GDCA RRAF#RE X Z AT THRIEBEATI,  DARRSESR T
LR R HAARCES A R T 5 e

GDCA IR MBI TH RIS B PTHAT BT R RAL, B 7R DR KA
WE-BRUETE S T RetgPug . — B H TSN GDCA &R it RIFR 4 58 =7 s it A
RBHAT T, IR RIBAT I AR

2 R FRES TR G N 5554 Baseline Requirements 25 5.7.1.2 5 A HLE

GDCA has developed and maintained a comprehensive and actionable plan for mass revocation
events, which is applicable to all SSL/TLS certificates it issues. GDCA performs annual testing of
the mass revocation plan to continually improve its preparedness for mass revocation events over
time.

GDCA'’s mass revocation plan includes clearly defined, actionable, and comprehensive procedures
designed to ensure rapid, consistent, and reliable response to large-scale certificate revocation
scenarios. GDCA will make this mass revocation plan available to our third-party auditors for review
upon request and will annually test, review, and update this plan.

The mass revocation plan includes the contents as required by section 5.7.1.2 of the Baseline
Requirements.

5.7.2. THERE . B/ BIE KR Computing Resources, Software,

and/or Data Are Corrupted

GDCA Xk 55 24t I A E Z ARG IR S PAF R BHREAT 180, FFhlE 1AM
RIS PR . 2R A AR BRI SBOR . T RNLBER AN REIR B IR W IR 55 . AR Bl
I < A e R A 5 D B R AN W] T 7738 7 R AE , GDCA R % S MER R TR St Pk A2

GDCA backs up resources of the business system and other important system, software and data
and formulates corresponding emergency treatment process. When identified the destruction of
network communication resources, failures of devices for daily services, malfunction of software, or
tampered database etc., GDCA will launch the disaster recovery plan.

5.7.3. ARV EALEFERF Entity Private Key Compromise Procedures

TEHUR T NONBIEUE H AR R AERITE LT, GDCA R REUT F1I A PR 2 4 0 455 -
1. GDCAMIERGM A4S EH G W5 RE R REEH RHETAE,

2. KRIEIAERITERT, FR 2 B AR T 7R B B S R AE.

3. MR HRLIEMAEE A A A dise, H s, IEiEBMm CRL %
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BEATIRE

4. JIF Vi )22 A I R AT RE A B R 4R AR

5. WORFHREWRE NS EH AR E S, MRS RHATIRE .

6. WURFEEWE GDCA W55 #AE Il B, W 535 —4 GDCA %40l 5%
FAE R ol 55 B FUoW TR E .

In the intentional, man-made or natural disaster situation, GDCA will take the following steps to
restore security environment:

1. GDCA verification system’s password is changed by the business administrator, business
operators and system administrator.

2. According to the type of disaster, some or all certificates will be revoked or re-verified later.

3. Directory data, encryption certificate and CRL are needed for recovery if the directory is
unavailable or directory with impure suspicion.

4. Timely access to security site as far as possible to restore operation reasonably

5. While restore the business administrator's configuration file, it will be done by the system
administrator.

6. While restore the GDCA business operator’s configuration file, it will be done by another
GDCA security business operator or administrator.

M CA MFAEHME B . 82k BBk aiitEs, GDCA JHZhE K (FR SR T,
H 22 4 SIS A AR ORI & AT VAL, W@ 4T3 R WU FREEE CAES, ¥
SOREL LA T it
1 SERP A AR S5 B 2 5 R AR A0 T IV, S P sl A At 2
SEIEARKIT AT S, SR it S F R 8 52 5 KK
2. S B A AR 7 % P S E P AR 5 AH G I R S
3. SLEMUHATA AR MIET:, BH CRL 1 OCSP {58, HE45iT Ak
WG H. RS GDCA S7RIAE BT i 2 %
4. FHAE PSR G, 1% GDCACPS X THE B R MME, EHER FHIUETD
AT gt 2% CA ETS.
5. GDCA #iffiE B2k 5, ¥ L@t GDCA (E 2. HEME4. HTTP %77
X RAT

When CA root private key has been damaged, missed, tampered or leaked, GDCA starts a major
emergency treatment process, which is assessed by GDCA Security Policy Committee and the

relevant experts to make a plan. If the CA certificate must be revoked, the following measures will
be taken:
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1.

GDCA reports immediately to the electronic authentication service management office and
other government departments through the website and other public media to notify
subscribers, and takes measures to protect user’s interests without more losses.

GDCA notify the relevant parties to disconnect the systems associated with the certificate
authentication services immediately.

GDCA revokes immediately all the certificates issued, and updates CRL and OCSP
information for subscribers and relying parties. Meanwhile GDCA immediately generates a
new key pair.

After the new root certificate has been issued, GDCA Re-issues the certificates and the
subordinate CA certificate in accordance with the GDCA CPS about provisions of certificates
issuing.

After the new root certificate has been issued by GDCA, it will be immediately published by
GDCA repository, LDAP, HTTP, etc.

g CA AMPIHBUBIR . #eBich. MR, MhER Bl 20 =3 i HI SR IE RS, #E

CA M

1. LRI GDCA HEATICHR I AE BUH (2 A FE T8 R, HE & B RE
2. GDCA 3B BTN R4S B B 0 B R LAIBUR = 338 T 1V, i ik o 3 A
Hofth A JLHEARKIVT BT, SRIUHE it 18 5 ) P ) 238 52 5 Kk

3. SLELE R M7 5% S IE B E RS AR SR 1 R G

4. SLHHEHETA A KIIET, B3 CRL Fl OCSP {5 R, HLIEIT ARk
T A

5. B CAIERZ KRG, 148 GDCACPS K TiER&E MM E, EHERIT
FHIES

6. GDCA ¥t P& KI5, ¥ Rl@ET GDCA FEE. HFEMS 4. HTTP &5
AT KA -

UE-BIT P IR R RE IR B8k, AR, WL, SRR =F eI e, TP

4% % GDCACPS [IRLE, e WG IE B, IR RILE S8 BB e .

If private key of GDCA Subordinate CA is missing, tampering, cracking, leaking or used by

unauthorized third parties suspiciously, Subordinate CA should:

1.

Subordinate CA reports immediately to the GDCA and generates a new key pair and certificate
request to apply for a new certificate.

GDCA reports immediately to the electronic authentication service management office and
other government departments through the website and other public media to notify
subscribers, and takes measures to protect user’s interests without more losses.

GDCA notify the relevant relying party to close the system associated with the certificate
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authentication services immediately.

4. All the certificates issued by the Subordinate CA are revoked immediately to update
information on CRL and OCSP for querying of certificate subscriber and relying party.

5. Subscriber certificate is re-issued in accordance with the CPS about provision of a certificate
issued after the new Subordinate CA certificate has been issued.

6. After the new root certificate has been issued, it will be immediately published by the GDCA
repository, LDAP, HTTP, etc. for distribution.

When private key for subscriber certificate is damaged, missing, cracking, tampered or used by
unauthorized third parties suspiciously, the subscriber should apply for certificate revocation
immediately and re-apply the new certificate following the provisions with the CPS of GDCA.

5.7.4. R S5 5868 /7 Business Continuity Capabilities After a

Disaster

GDCA 7E#iEAT 5.7.1, 5.7.2 fl 5.7.3 bR M5, @i H&mHLEH, KA
24 /NI 2 R S IO 55 1) IR R I8 AT

b 5% 3% 2 M SE i RF S M CAY I BE 4% 1 42 ( CA/Browser Forum ) il 1
www.cabforum.org &A1) EV 882 5 #40 HIER

TERA AR R FEEFAR KA, ST TVETE 24 /NS EIE AR IR GBS, )5
F S & e HL s e, 108 UG 24 /N AR SR BEIE AR IR SRS .

After encountering the disaster described in section 5.7.1, 5.7.2 and 5.7.3, GDCA can use the
backup mechanisms to recover systems for operation and service delivery within 24 hours.

The enforcement of business continuity meets requirements of Section 5 EV Guidelines published

by CA/Browser Forum at www.cabforum.org.

If natural disasters or other catastrophes cause that certificate status service cannot be recovered
within 24 hours, GDCA will use remote backup computer room facilities, and recover certificate
status service within 24 hours.

5.8. HFAEREVAEGEMYIFIZ1E CA or RA Termination

GDCA % 1= 1 JR R T LA 4y Sy 4 2 40 S R RN AR 25 B SZ A0 R TR, 3 S 2 40 S R W]
e 15 GDCA IRE ALK, FEHPZHUR R a5l F F= A K.

7 GDCA 4 1EH, W2l

1. ZHO SR E AL

2. FLE GDCA % 1b7H;
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515 GDCA 15 LEAHIG I SEAA

SV NEEE R T

WESVESN:

AR R AL 33

(CAIRINTR RN )&

L EEN=BYIEi s

KW E HF MRS

10. 4bFHE GDCA V45 & B i F1 GDCA M 45454 51 I VEALRR 5
11, b PR A BBURR SR s

12. j#F: GDCA FHUELE,

© © N o g &~ w

The reason of GDCA termination event can be key damage or non-key damage. Key damage may
be resulted from the loss of GDCA root key, and non-key damage reason may be related to
commercial factors.

Before termination, GDCA must:

(1) Arrange the business to undertake;

(2) Draft GDCA termination statement;

(3) Notify the entities that are related to GDCA termination;
(4) Shut down subordinate LDAP;

(5) Certificate revocation;

(6) Treatment of archive file record;

(7) Termination of certificate authority service;

(8) Archive main LDAP;

(9) Shutdown main LDAP;

(10) Dispose the access of GDCA business administrator and GDCA business operator;
(11) Process and store sensitive documents;

(12) Remove GDCA mainframe hardware.

o T2 2 A AR B A 2 0 R 461k GDCA, LT 256 ot R R4, i — 1)
ANTFIFE GDCA # 11 ik i (] R )b, b T35 B 2 i JR K ¢ 11 GDCA, %5k GDCA
WFIT R AR R e BT AR PR A 4405 GDCA, {£ GDCA ERIFTA7iT /™
Je, REUE P BRI GDCA £ IEXT 520 o

With the termination of GDCA due to key damage and non-key damage, the operations are mostly
the same. The only difference is time limitation of GDCA stopping sending notification. As for GDCA
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termination due to key damage, the process in which GDCA natifies the subscriber needs to be
completed as soon as possible. As for GDCA termination due to non-key damage, it can take
appropriate measures to mitigate the effects of GDCA termination on the subscriber after GDCA
notifies all the subscribers.

6. INIERZH AR Z4FE#] Technical Security Controls

6.1. AN IR %3 Key Pair Generation and Installation

6.1.1. BEANT A R Key Pair Generation

6.1.1.1. CA B4R CA Key Pair Generation

CA XA 2 A (BRI, 1 22 Al A5 N D3 A [ 5 65 3 B T AT
VPRI B B8 AR e BRI ARG BB A7 & KR N7 FIPS140-2 Frik
RIAHRRLAE . HHT FIPS140-2 brifE AR [ S8 Y 8 A8 T I SRR IARE, 1 50
TERG = S TS A EEER, R FIPS140-2 FRiEA S HRIAT, 2 7E [ 5% %5 i A B
SRVPRTETSE NI REEIE N, RARS MRS AR tnsint. TS s i ey
PR ZUE S [ R AT % . NE.

CA BN A4 i R R AR B — 44 B A% (0 B U ILAIE DAR R FLIE A CPS DAL ff
G B ER . F YD O AR A R LRI RAE

The key pairs of CAs are generated within the cryptographic devices approved and licensed by
OSCCA, in a physically secure environment and under the control of multiple trusted persons. The
generation, management, storage, backup and recovery of the key pair shall comply with the
relevant regulations of FIPS140-2. Since FIPS140-2 is not a standard approved and accepted by
OSCCA and OSCCA implements a strict management of state’s cryptographic products, GDCA
only applies part of the provisions of FIPS140-2 under the permission of OSCCA. Specifically, the
product manual of the device is for your reference. Hardware Security Module used for key
generation must be evaluated and certified by OSCCA.

The generation of the CA key pairs shall be video recorded or witnessed by a qualified auditor to
ensure the generation process complies with the requirements of this CPS and follow the
separation of roles principle. The procedures and operations related to key pair generation shall be
recorded and archived.
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6.1.1.2. 1T P XA B Generation for SubscriberKey Pair

Xt EV SSL UET, 1T P RSN T P E A R
X EVAVIBZEZAETS, BT 7 R FF A PR AE BRI AR AF 6 2% A BN, VAN
Be MRS, (R A2 Y A B0E FAST, GDCA 8 i 22 4= I 8 K B 1 A AL 40T

?@

FE B REFAT M A DA S5 AV ER T 1T, 6 T 2024 48 11 7 15 H B JFIRACS G K,
GDCA 22 /b BRI AT T35 445 it -

1.%F T Debian §5 % 23 % (https://wiki.debian.org/SSLkeys ), GDCA 1H 4 7F
https://github.com/cabforum/Debianweak-keys/ 1 51 4 () & Fl 35 45 25 8 (il 4 RSA.
ECDSA) RV PHK LI ITA 8. X T 2 55 6.1.5 17 ZOR HABEH, i RSA #HIK
JEERL 8192 L% Ah, GDCA #H4: Debian §5% 8.

2.%}F ROCA Jil, GDCA E44iE 1 https://github.com/crocs-muni/roca 2453 T H.
WAl .

35Tz ZEWIE  Chttps://fermatattack.secvuln.info/), GDCA {44 r] i@ T Fermat
IIRRTTVEAE 100 B A0 55 5 B

For EV SSL certificates, subscribers’ key pairs are generated and kept by the subscribers
themselves.

For EV code signing certificates, subscribers shall use the hardware equipment that meets relevant
requirements to generate key pairs, and private keys shall not be duplicated or exported, and the
activation of which must require a password. GDCA will deliver the activation passwords to the
subscribers through secure channels.

The Public Key corresponds to an industry-demonstrated weak Private Key. For requests submitted
on or after November 15, 2024, at least the following precautions shall be implemented by GDCA:

1. In the case of Debian weak keys vulnerability (https://wiki.debian.org/SSLkeys), GDCA shall
reject all keys found at https://github.com/cabforum/Debianweak-keys/ for each key type (e.g. RSA,
ECDSA) and size listed in the repository. For all other keys meeting the requirements of Section
6.1.5, with the exception of RSA key sizes greater than 8192 bits, GDCA shall reject Debian weak
keys.

2. In the case of ROCA vulnerability, GDCA shall reject keys identified by the tools available at
https://github.com/crocs-muni/roca or equivalent.

3. In the case of Close Primes vulnerability (https://fermatattack.secvuln.info/), GDCA shall reject
weak keys which can be factored within 100 rounds using Fermat'’s factorization method.
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6.1.2. REAFEIRLAAT 7 Private Key Delivery to Subscriber

RBIHAT P AT AR, R BRI T .

Subscriber’s private key is generated by his/her own server or other devices. GDCA does not need
to send private key to subscriber.

6.1.3. NRAFBIEAIERZ R Public Key Delivery to Certificate Issuer

BT T RA BT PKCS#10 #& 20 AEH 2544 18 k5 B e #8410 seth 4
¥, PLEETF R 20 AHIRAC 4 GDCA 25k . GDCA TEZS K AF P AT 36 1E AT 22 18 5K
T 24 .

Subscriber and RA send request information, which contains public key, in digital form encoded as
PKCS#10 or other packing format with digital signature to GDCA for issuing certificate. The
subscriber’s signature on the request is authenticated prior to issuing the certificate.

6.1.4. B INERFHE AHEELSRB T CA Public Key Delivery to

Relying Parties

GDCA 1A HA &1 GDCA HZE K IR CAUE T AN 4 CAUETH, i#it GDCA &
TS HEAT 54T, GDCA SCHF M GDCA Hlih F4I077 s A%, DA 53T i
AT IR

Public keys of GDCA are included in the self-signed root CA certificate and business CA certificate,
and published via GDCA's website. Subscribers and relying parties can transmit public keys by
downloading them from this website.

6.1.5. FEHKKE Key Sizes

X+ EV IETS, GDCA SZRFH RSA ZAHK E /b2 2048 fi7 (L ERER: 8 BERR),
XEF ECC HHHKE 27N 256 fi.

For the EV certificates, the key size of RSA is at least 2048 bits (evenly divisible by 8). The key size
of ECC is at least 256 bits.
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6.1.6. NASBHIE R R ERE Public Key Parameters Generation and

Quiality Checking

N2 HOh ZAE ] K S R B SRy S A VT ) 1 o 5 8 o R AR A 5 A B, 81 o 25
Bl IR« USB Key. IC REEAZ BT, FB X B9 25 1 A2 BTG AR 1 . GDCA
WAL &R R A BTN FEECARE T BB 2 S RER.

St T SHUR R R AT, [RIRE P 3o [ 5 2 R v VT f Jon 2 8 4 R F A

BT, BIAnE ML %R, USB Key. IC K% . GDCA I\ yiXLeis & RN 4 B (1 1)
W HEECAERE T RBIH R AHRER,

Public key parameters must be generated in encryption equipment and hardware medium
approved and permitted by State Cryptography Administration, such as encryption machine,
encryption card, USB Key, IC card, and follow generation norms and standards of these devices. Of
course, GDCA considers that built-in protocols, algorithms for these devices and medium have
already met sufficient level of security requirements.

Quality of public key parameters is also checked through the encryption equipment and hardware
medium approved and permitted by State Cryptography Administration, such as encryption
machine, encryption card, USB Key, IC cards. Of course, GDCA considers that built-in protocols,
algorithms for these devices and medium have already met sufficient level of security requirements.

6.1.7. FEAMEA BB (BT X509 v3 B4HHIBFB) Key Usage Purposes (as

per X.509 v3 Key Usage Field)

GDCA IR CA MU T2 LU T IEF:
1. fREEHR CA [ A ZHIES:
2. g CA FIIEF K52 SIS
3. MBI AIUETS (40 OCSP Wi N KHIEIE ) o

GDCA 22K X.509v3 L85 & YIRT R, HHVAS RFC 5280 #rifE
(Internet X.509 Public Key Infrastructure Certificate and CRL Profile, April 2002) #H%F. U1
R GDCA (EHZRIUE TR E A REYT RITATEN] 7 &, UEF51T ) A % 15 Wl i)
FH3g 1 a4 o
Root CA keys of GDCA are used to sign the following certificates only:
1. Self-signed certificates to represent the root CA itself;
2. Certificates for subordinate CAs and cross certificates;

3. Certificates for infrastructure purposes (e.g. OCSP Response verification Certificates).
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X.509v3 certificate issued by GDCA contains key usage extension, which matches RFC 5280
standard (Internet X.509 Public Key Infrastructure Certificate and CRL Profile, April 2002). If GDCA
specifies the usage in key usage extension in the issued certificate, the subscribers must use the
key according to the specified usage.

6.2. FAAMRI AE DR THEZEH| Private Key Protection and

Cryptographic Module Engineering Controls

6.2.1. LB K AR A H Cryptographic Module Standards and

Controls

GDCA Ft F ) S5 i A b 0 A8 28 [ S s 0 s H R A el O 7= i, 776 (GMI/T 0028-2014
RO P2 R ER ), ZbriE S FIPS 140-2 Ar#EZ5 R . CA RSB IR IT 4 FIPS
140-2 58 =2 A FARER, 17 P B SRS RF & FIPS 140-2 28 20 B H AR EDK .

Cryptographic modules used by GDCA are approved and licensed by OSCCA and comply with <
GM/T 0028-2014 Security Requirements for Cryptographic Modules>, a standard equivalent to
FIPS 140-2. The cryptographic module of the CA system meets the FIPS 140-2 Level 3 technical
requirements, and the cryptographic modules of the subscribers conform to the FIPS 140-2 level 2
technical requirements.

6.2.2. FEHZ A#EH] (m % n) Private Key (n out of m) Multi-Person Control

GDCA TATIMIAE A SR 8 . & i AR SR M 2 NI, BRI
e =753, KA E BRR 73 i3 5 A 1 E B s, A = NAEY IR AT
O, AR PIN B9, 4 BEX R BEAT #0E

Generation, update, revocation, backup and recovery operations, etc. of GDCA private key adopt
multi-person control mechanisms. Namely, the mechanism is three out of five, means the key
management authority is distributed to five key administrators, the operation of private key is
performed in the presence and permission of no less than three employees via inserting cards of
administrators and inputting their PIN code.

6.2.3. REAFEE Private Key Escrow

GDCA HIRVAA RVFIEE, WANET P SRR 55

GDCA does not escrow private key and doesn't provide the escrow service for subscriber.
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6.2.4. A4 & Private Key Backup

CA R 7 AR %0y AIatb &ty CHEE— IR R ARG R Ml AT %
i) sEagbhy GERIX RGP AP ERI1ERE U,

PR A7 72 2R SRR A A I BEAT AL B 2 1

SEAG IR E NI 0 R LTI A AT s ey, R — IR

Private keys backup for CA includes two types: initial backup (backup in the first installation),
complete backup (regular copies of private key library in the system).

Initial backup is private key backup in the system installation.

Complete backup is complete backup of private key library once a week.

6.2.5. FAEHERS Private Key Archival

GDCA 48 H rput BT AR B 38 4045 E AT VRS R A7, (RAFEI 7 2K 5 5 %
IR EH OB E D .
EHFIMJE, GDCA 7E 10 KW 5 US4

The GDCA key management center archives and preserves the generated keys by encrypting the
keys and storing them in the database of the key management center.

Once the key reaches the expiration date, GDCA will complete the archiving operation in 10 days.

6.2.6. FHAHSH. IAEREBIR Private Key Transfer Into or From a

Cryptographic Module

P (AL AR B b e rp = A o RS O RA B AN BE AR SC IR 3 e

X CA RYE, (ETRELMEGTH CA BN, MEEIH S & L A0
FIFhnas CA SRRVl 22 N &0 i3 PIPK SR 2 A AR e bt oy 22 42241

GDCA AR UELT AP A 3 R B b 3 Y 598, BN SRV Il o X 4%
AR AR ALV, AR P IR RO B AT AR AR OGRS, T T A BT
NS, BRI R BER A D ORI AU 1] 42 il 15 i o

All keys must be generated in cryptographic modules, and private keys in the cryptographic
modules cannot be exported in plaintext.

For the CA system, when it is necessary to transport or backup the CA keys, the keys exported from
the cryptographic module must be encrypted, and the private keys used to encrypt the CA key must
be under multiple person control. Importation of the keys into the cryptographic modules must also

103



Il semrannaemes

TooR GDCA EV iEH L FIAEN S (V3. 1 fRD

under multiple person control.

GDCA does not provide the export of subscriber’s private key from hardware cryptographic module
and allow this operation. As for the private key stored in software cryptographic module, and if
subscriber is willing to bear the relevant risks, subscriber can choose the way of import and export
with access control such as password, etc.

6.2.7. RAAAEB R FEME Private Key Storage on Cryptographic

Module

CA F G 1AL EH W 25T DA S 14 T A7 TS 1R 5 ) 3 A 3 1 e RV v R B 35 1
P, BRI EL D A FIPS 140-2 = G bnifk ok [ S5 2% %2 47K F o

T 24480 EV AR LRI A AN L 2 /D54 FIPS 140-2 —
bR B R S5 R 2 47K

The private key of CA systems must be stored as cipher form in a Hardware Security Module
approved and certified by OSCCA, and hardware cryptographic module at least meets the FIPS
140-2 level 3 standards or equivalent security levels.

The hardware cryptographic module used to store the private keys of the EV code signing
certificates at least meets the FIPS 140-2 level 2 standards or equivalent level of security.

6.2.8. VUSRI Method of Activating Private Key

CA WIRVHAF I TR i b, HOBE B 1% 18 CPS 26 6.2.2 TWilkAT 0],
HARMELE IC RN, B2 3 KEH AR, HANEHEARIFHA PIN
i, A REBE A .

The private key of CA is stored in Hardware Security Module. Its activating data is split according to
CPS section 6.2.2 and stored in IC card, etc. The method of activating private key is as follow:
Three administrators are present at the same time and insert their cards and input their PIN codes.

6.2.9. RNV BUE RS K 5 Method of Deactivating Private Key

EOE B A AT B QR B R RS SRR S AN, TR IR, &
R EH A RN,

Key administrators use their own administrative cards to login cryptographic server. Three
administrators need to be at presence for private key activating operation.
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6.2.10.  HEBFAHAIF¥E Method of Destroying Private Key

WERFNVHA AL, B 5 AR R A PRI sl Bl e, an SR AL T8
PEIEERET Y, T AR I A R DA 25T 7 76 7 2B R G SR T AR I A e
WA INEE BB 1IC REDAPIESANE. [T, FraHTEeE R PIN i3, 1IC R
2 A DA ZB A Y S s WAL

If the private key is no longer in use, or after the corresponding public key is expired or revoked, for
the circumstance that the key is in software encryption module, it must be cleared by methods of
mulching. For the circumstance that the key is in hardware encryption module, it should be cleared
in the encryption device or IC card. Meanwhile, all the PIN codes, IC cards for activating private key
also must be destroyed or recovered.

6.2.11.  FEREBRKPEG Cryptographic Module Rating

GDCA s Fl [ 5 i B R L EANVE n] (R 7 il

GDCA uses the cryptographic products approved and permitted by OSCCA.

63. HHXNEHEK H A 5 T Other Aspects of Key Pair

Management
6.3.1. 2A41H#ES Public Key Archival

W 7 e 1 A BT SE I (RS R, X RAZRO A B (3 B AT MR s,
(RAEII A A Se M A RIS .
SHIFIWE, GDCA 7 10 K I e TR 1 .

GDCA should carry out archiving and preservation timely for public key data generated by the
system and use symmetric encryption for public key information. Ensure to obtain the safe and
complete public key information.

Once the key reaches the expiration date, GDCA will complete the archiving operation in 10 days.

6.3.2. ER e M BN FH BIFR Certificate Operational Periods and

Key Pair Usage Periods
EV SSL/TLS ARZ-S4F H A 80N 398 KK LA, EV {CR2E 4440 1A 30 N
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39 > HE AW .«
EV IEH AN IR S EV IEH A RO R — 2

The maximum validity period for EV SSL/TLS certificates shall not exceed 398 days, and the
maximum validity period for EV CodeSigning certificates shall not exceed 39 months.

The usage period of public key and private key of an EV certificate remains consistent with the
validity period of the EV certificate.

AANFER IR TR PP IE 2 CAIER, iF-B ARG, fERIE L 2T,
FOVFASE FH U2 N X IE B AT S . (HR B X ANRE TG PRI A

XFFANE RS, FLE AR o Vi dad 31k 4 58 ) e KA IRR 2

X RSA4096 fir CA IEHS, BT i Fo Vil FHAEFR 2 30 4F;

X+ RSA2048 {7 CA UETS, HEHX K RV FHE MR 27 4

XfF ECC384 fir. CA IEFS,  FLAF BN i) f K Fo VA8 47 P2 30 45

XfF ECC256 fiz. CA IEFS, FLa BT i) K o Vi A B2 27 45

X1 RSA3072 fir EV AR AR+, FLE S s o vi A F AR R A2 39 M

X1 T RSA2048 i EV SSL i 25 #1UE+5,  JL2 X 1 sk Ao VA A 4 B 2 398 K

Xf+ ECC256 fi. EV SSL k55 asilE+s, XS B fo Vi F AR BR A& 398 K.

In addition, after the expiration of certificate, under the circumstances of ensuring security, original
key pair can be used to update the certificate. But the key pair can’'t be used indefinitely.

For RSA 4096-bit CA certificate, the maximum usage period of the key pair is 30 years.
For RSA 2048-bit CA certificate, the maximum usage period of the key pair is 27 years.
For ECC 384-bit CA certificate, the maximum usage period of the key pair is 30 years.
For ECC 256-bit CA certificate, the maximum usage period of the key pair is 27 years.

For RSA 3072-bit EV CodeSigning certificate, the maximum usage period of the key pair is 39
months.

For RSA 2048-bit EV SSL server certificate, the maximum usage period of the key pair is 398 days.

For ECC 256-bit EV SSL server certificate, the maximum usage period of the key pair is 398 days.

6.4. BUEEIE Activation Data

6.4.1. BE BRI A 23 Activation Data Generation and Installation

N TR AV 2 4, ARSI 7 AR P A2 O Bt A6 A ORIE 22 AR 5, AT e 4
AABOR . Befmel . BAREERM . B BB BARESRAR 3 .
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AT ARG KB . 1T P AV BOE EE, BT FEOER H 4 (DLES(E
B RILA . USB Key. IC 12 il 1455, #R0AME 22 4 ] SE IR EE FREHL=2E

GDCA FAAEMBIE AR, I FEHIEBM 04 (LA EE S 4
USB Key. IC RIEf 4%, #EIELa SRR TR, IXSETEHdE, #
IR 2 AR T A, BIINE L S T RS . BB IR AT . ST AR
8 FHBGE A%, GDCA @ ' B ATRE T 1B K.

Subscriber must use secure and reliable generation and installation of activation data to protect the
private key from exposure, theft, unauthorized usage, modification, or unauthorized disclosure.

Activation data of CA private key must be generated, distributed and used strictly according to the
requirements which are related to the segmentation of key activation data and key management.
Activation data of subscriber private key, including password (provided in the form of password
envelope) used to download the certificate, USB Key, login password of IC card, must be generated
randomly in secure and reliable environments.

Activation data generated by GDCA, including password (provided in the form of password
envelope) used to download the certificate, USB Key, login password of IC card, must be generate
randomly in secure and reliable environments. The activation data are delivered to subscribers
safely and reliably, such as through offline face-to-face submission, post courier, delivery, etc. For
activation data of non-single usage, GDCA suggests users to modify by themselves.

FITA AR 1140 B 1% AN 25 5 i 00 1 1
Z/b 12 R A
B AT — A7 B
AR SR Z AR 71
ASBERERAE 210 4 -4 7
SBEAE A H . RIESRE
Z/b 90 KA — KT
ANRE S AT PY I 12 i A 1)
B 90 RAGAL— UK 7 44 T3 1Y
Pk 90 KA HETEER K
WEH RGE R 22k 5 RIS B8 e ik

V V V ¥V ¥V V¥V V V VYV VYV VY

A\

All the protection passwords should not be guessed easily
» Contain at least twelve characters
»  Contain one number and one letter at least

»  Not contain many same characters
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»  Not be the same as operator’s name

» Not use birthdays, telephone numbers

»  Modify the password in at least 90 days

»  Cannot be the same as the four passwords before
»  Check username and password every 90 days

» Remove inactive account within 90 days

»  After failed 5 times login attempt of certificate system, the account is locked

6.4.2. BOESHE MR Activation Data Protection

Xt CA R I BE A, 0 A0 Bt Kol 12 1l S 1) 07 A H1s AN R R A5 N
R, MHEEANRLIRFERTTFIRE R,

VTP R s s I A 2 A TSR KA T 7 A, AT 2 R, B iRl E
BEATAHEG AR AR . WAL A B B PIN BB ORI AAHRL, 1T 7 N%
FORE UL LB PIN 5, By 1B FR BBy B . A AR AT 7 48 A AR A R AL B, 3T
JU N R B AR IR N AR B A RIS O T Ak s RGN LT 5, NMiZ4
HOR B EAR AT 2 2

0
3

Activation data of CA private key must be separated in a reliable way and kept by different trusted
personnel. Administrator must meet the requirements of responsibility division.

Subscriber’s activation data must be generated in the safe and reliable environment and be
properly safeguarded or destroyed, and cannot be leaked to others. If the certificate subscriber
uses a password or PIN to protect private key, the subscriber should take good care of password or
PIN to prevent the leakage or theft. If the certificate subscriber uses biological characteristics to
protect the private key, the subscriber should also pay attention to prevent his/her biological
characteristics from illegal obtaining. Meanwhile, in order to meet the security requirements of
business systems, activation data should be modified regularly.

6.4.3. BOEBE AT TH Other Aspects of Activation Data

A RS R AT AN, MR AR SR T EA. e, Bk,
AEFBGM TR . BAR AU .

AL S R AN 7 B NOZAH G R RN eSS AR T e T R e ik ER L
FEIRBUEHT B SB0 4 R ek A AR5 JE o LR B R SRATH A 1 5070 B
HAH,  HEAE AT F A AR AR TUL ZUR i

HIER|ZARER, T HFIEBRAT P BIE SRR A a A, BUE I
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1. WP T HRIEIEBR 04, SRS KA.
2. T PRIPAVHEE IC . USB Key [, @UGT P AR ML 55 82 H] 0 75 22 B i
TUAHE, AR 3 AN 5 M EZ BT .

Activation of private key shall be protected from loss, theft, modification, unauthorized disclosure, or
unauthorized usage during the transmission.

The activation data of private key which is no longer used shall be destroyed and protected from
theft, disclosure or unauthorized use during the destruction. The result of destruction is that some
or all of activation data can’t be recovered directly or indirectly from the residual information and
medium, papers recorded with passwords must be shredded.

For the security reasons, the rules of certificate applicant activate data of lifecycle as below:
1. The password used to apply for certificate becomes invalid after successful application.

2. The password used to protect the private key, or IC card, USB Key, could be modified by
subscriber at any time based on business application, and should be modified three months
after the validity.

6.5. THEAMLZEFEH] Computer Security Controls

6.5.1. BRI BN 2B ARER Specific Computer Security Technical

Requirements

GDCA A4GHME R ZaE M, #ZRER (FEZEBR IEHIMERSH M LM
RKEEFARIIE) . TAVAE B R AR CRTAMERS & HINE), 2 15027001
5 R T AR HE R LR AR OG5 B 2 b, il H ATy S8 8% 10 2 A B AR AN
HIRE, RIS PP HEMlR. EENZEROREHIEEORE: SR
Wk AV R PR . N SRS BUE R R U ) 4 5

Information security management of GDCA certification system meets " Information security
technology—Specifications of cryptograph and related security technology for certificate
authentication system" published by OSCCA; "Measures for the Administration of Electronic
Certification Services" published by Ministry of Industry and Information Technology, standards of
information security in 1ISO 27001 and security standards of other relevant information. GDCA
draws up comprehensive and perfect security management strategies and standards, which have
been implemented, reviewed and recorded within operation. The main security technologies and
control measures include: Identification and authentication, logic access control, physical access
control, management of personnel's responsibilities decentralization, network access control, etc.

SAT RS DR AR UEN L], VR R4 (045 CA RS, RA RG0) Uil
BREFIN 53 70 BEE— A, T B 07 TR0 AL PR PR A1 AT AR A ST ER K MBURR o« 15 1]
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Dual-factor authentication mechanism shall be utilized in the login process to validate the digital
certificate and username/password of user. GDCA assign each user of CA/RA system a unique
account with minimum permissions according to the requirements of user.

Strict security controls ensures that the system of CA software and data files is secure and reliable
and will not be accessed without authorization.

BORGLAG HAB RGBS, ARG 5 A RGUEEREE .. XM E AT
BEL L B R T 1o L FH 2 5 A 1 26 PO U7 10 o A5 FE 75 K 55 BEL L A P PR RIS I N AR AR 72 2R G Y
g, FREIDT AR RGNS . WA CA RGHERESEHA . ALETERE. Ui
o] R G AT {E N 52 A) LRI 415 i) CA 28

Core system must be separated physically from other systems and the production system must be
separated from other system logically. This separation can prohibit network access except for
specific applications. The usage of firewall is to prevent the intrusion from the internal and external
network production system and restrict activities of access production system. Only trusted persons
in operation and management group of CA system, when necessary to access the system can
access the CA database using password.

6.5.2. BN 24Pl Computer Security Rating

GDCA HINIE RS, i | 5L BRI 22 4V 2

GDCA HJWAIERGE THEHL L L 224, B4 i [ 508 048 3R 8T D AE R
i, THENL. W2 2T RPN A, W0, RIS ER LS TEL, XA
HERGE N RG22 AT THR S
GDCA certification systems pass the security review of OSCCA.

Authentication system, computer and network security of GDCA should be evaluated by OSCCA
each year. According to the opinion of the relevant experts and leaders, GDCA may upgrade the
authentication system and system security when necessary.

6.6. AT ARIEH Life Cycle Technical Controls
6.6.1. RGH K #EH| System Development Controls

GDCA HYERAF vt A A R4 AT B -
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Software design and development of GDCA process follows principles:

1. Establish internal system of corporation about update, alteration and application. The
employees should follow this system strictly.

2. Establish internal purchasing process and management system of corporation.

3. After the programs have passed strict test in development environment, they can be deployed
to production environment.

4. Effective online backup must be done before deployment changes.
5.  Verification and review of third-party
6. The security risk analysis and reliability design

The operation specifications of software development, which refer to 1SO15408 standard,
implement relevant plan and development control.

6.6.2. 4B PFEH) Security Management Controls

GDCA MIER GG B 2 e B, ™M [ S A8 R (AT RIs 4T 8 B 2t
ITHRAE

GDCA \UE R G HIAE A BAT 7™ M i il 157t , P ) R Sel e 7™ 4% i e i
A AT 2 AAREN, ARFME ST 2 18 AL GO BT AR IR ] DR iiAnId .
GDCA iR N E A Geik AT 5 WIAAN & T s 2 At

GDCA K — T R G I B A ZoRIEHIAR AL R G IECE,  ART LRI

A2 R BRI, AT ZatE iR E, FRIABIRE R EHMAR, 25
AAAE AT o IR B0 95 RO SR AN 22 20 L A A8 SN ™ A% 1) 22 LA, BT e
A 22N

GDCA MIER G A A e s T L, IR IR B AT AL BRI, 15 S 20
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Information security management of GDCA certification system conforms to the relevant operation
management specification of OSCCA strictly.

GDCA authentication system has strict control measures, and all the systems can be used only
after being rigorously tested and verified. .Any modifications and upgrades will be recorded for
reference and made for version control, functional test and record. GDCA also carries out regular
and irregular inspection and test on certification system.

GDCA uses a flexible management system to control, monitor system configuration and prevent
unauthorized modification.

Hardware devices are checked from the perspective of intrusion and security holes, etc. Encryption
devices must be examined, installed and accepted in a strict security control mechanism.

After all the hardware and software equipment of GDCA authentication system are upgraded,
GDCA must confirm the existence of information which affects the security in waste equipment.

6.6.3. A A B B &2 245 1) Life Cycle Security Controls

GDCA NIER G I AT e g B v REEMERI TG R, FLrp g 7R, BEHE
i Ji S 22k

Software and hardware of GDCA certification system have sustainable upgrade plan such as
arrangement of software and hardware lifetimes.

6.7. MZEHKZ4EFEH] Network Security Controls

GDCA \iIE £ Gt K H 2 e 7 KA AN 28 B 22 2] SR Ge DR AP, I LS 56 35 1Y
SRR NS

WIE RS TS IS IES . AR R R D Re, SR il 2347 .
A5 GDCA #AUH bt TRERHEN GDCA LT3l 55 % . GDCA k45 H %/l 55 & GDCA
BAE PO R RS .

N T RN 28 224, GDCA RN R LA E T NI Z4ditt. BiEeps
WA RS0, I H R SR Kt AR 22 57 1 B M8 R LRI RRAS
PURAT E B B AR T IR 255 0 XU

GDCA KM 2% % &= #1754 CAIX %8s (CA/Browser Forum) & Aii i) Network
and Certificate System Security Requirements (NCSSR) [ E 3K .

GDCA Z/DREZ=FEPAT — IR 28 I 414, I ] 7 R 2B s T A 40 U VI 7 B A
JEWHE, KRNI AL 96 /NN PN S8 BN S, /P G T AE 60 K P Ml B B B
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GDCA authentication system has multi-level firewalls and the protection of network resource
security control systems. It also has complete access control technology.

Authentication system only provides the operations such as application and query of certificate to
subscribers over the network. Only employees authorized by GDCA can access the GDCA
certificate server, GDCA certificate directory server, GDCA operation center and other equipment or
systems.

In order to ensure network security, GDCA authentication business system has been equipped with
intrusion detection, security auditing, virus protection and network management systems, and
updated to the version of above systems, as much as possible to reduce the risks from the network.

The network controls adopted by GDCA conform to the Network and Certificate System Security
Requirements (NCSSR) published by the CA/Browser Forum.

Vulnerability scans of networks are performed at least once a quarter by GDCA. Responding and
remediation timelines are governed by severity, with critical vulnerabilities addressed within 96
hours and high/medium vulnerabilities resolved within 60 days. Exceptions are documented,
assessed for risk, and recorded.

6.8. HJE]EX Time-Stamping

GDCA #4554 RFC 3161. 5816 UL Az Authenticode I RIERARSS, R FACHY
BAZER . GDCA LS RGi R Gt R HiE T NTP Ui 51Z ) A B AR &5 1520 .

GDCA provides time stamp service that complies with RFC 3161, RFC 5816 and Authenticode,
mainly used for code signing, and the system time of GDCA's operation system synchronizes with
this time stamp service through Network Time Protocol (NTP).

7. BB, EBEE YR MELIEBIRES L Certificate, CRL, and

OCSP Profiles

7.1. iF3 Certificate Profile

GDCA ilE 15384 1TU-T X.509v3 (1997): {5 EHAR-H I RS Hi%-H 3t IAMEHES
(1997 4£ 6 H ) #»#EF1 RFC 5280: Internet X.509 /A813EAE S 1EF A1 CRL 45#4 (2008
F5H),
GDCA i CSPRNG £k T 0 HACEE N 64 AL HEF SR IE S 541 5
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GDCA certificate format is in accordance with ITU-T X.509 V3 (1997): information technology --
open systems interconnection -- the directory: authentication framework (June 1997) standard and
RFC 5280: Internet X.509 public key infrastructure certificate and CRL structure (May 2008).

GDCA generates non-sequential certificate serial numbers greater than zero containing 64 bits of
output from a CSPRNG.

EV certificate contains at least X.509 V1 domain, its specified values or value restrictions are as the
following table described.

FR-EV PS5 1R A
Ik AE BRI PR i)
A TRH X.500 iEF s sUicAs, fED9 V3
Frols UES I ME— AR IRAT

Eo A AT R RAESIS P 2844 55005 (I CPS 2% 7.1.3 1)

2K+ DN By e NEVIES

HRuRIEHNY | 2T E PR E(UTC), AL EIEE, % RFC 5280 R 4mhd

AR H ] | BT E @A E(UTC), MAbntrEE2, 4% RFC 5280 R4 .
A ROYIBR I B BT 5 A CPS e 1Y PR .

F& DN WEPS 4 & BSEAR ) B 44, AL

CA #IF15 DN: CN, O. C.

2 CAETI DN: CN. O, C.

1T/ EV SSL iE4 DN: CN. O. streetAddress (FJ#£). postalCode
(m &>, L. S. C. serialNumber . businessCategory -
jurisdictionLocalityName ( OID : 1.3.6.1.4.1.311.60.2.1.1 ) .
jurisdictionStateOrProvinceName (OID: 1.3.6.1.4.1.311.60.2.1.2 ) .
jurisdictionCountryName (OID: 1.3.6.1.4.1.311.60.2.1.3),

1P EV RIS 4E+ DN: CN. O. streetAddress (7] ). postalCode
(m &>, L. S. C. serialNumber . businessCategory .
jurisdictionLocalityName  ( OID : 1.3.6.1.4.1.311.60.2.1.1 ) .
jurisdictionStateOrProvinceName (OID: 1.3.6.1.4.1.311.60.2.1.2 ) .
jurisdictionCountryName (OID: 1.3.6.1.4.1.311.60.2.1.3),

N H¥E RFC 5280 Zwfid, fHH] CPS Hhig e rI& %, K L2 CPS 45

JE MIER
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Basic domain of EV Certificate structure

domain

Value or value limitation

Version

Format version of X.509 certificate, the value is V3

Serial number

Unique identifier of certificate

Signature Signature algorithm for issuing certificate (see CPS section 7.1.3)
algorithm
Issuer DN Issuer’s Distinguish Name

Start period

Based on the Coordinated Universal Time (UTC), Synchronized with Beijing
time, encoding follows the requirements of RFC 5280.

End period

Based on the Coordinated Universal Time (UTC),Synchronized with Beijing
time, encoding follows the requirements of RFC 5280. The setting of valid
period follows the limitation of this CPS specified.

Subject DN

Subject DN of a certificate holder or entity may be as follows:
DN of a root CA certificate: CN, O, C.
DN of a subordinate CA certificate: CN, O, C.

DN of a subscriber EV SSL certificate: CN, O, streetAddress (Optional),
postalCode (Optional), L, S, C, SerialNumber, businessCategory,
jurisdictionLocalityName (OID:1.3.6.1.4.1.311.60.2.1.1),
jurisdictionStateOrProvinceName (OID:1.3.6.1.4.1.311.60.2.1.2),
jurisdictionCountryName (OID:1.3.6.1.4.1.311.60.2.1.3).

DN of a subscriber EV codesigning certificate: CN, O, streetAddress
(Optional), postalCode (Optional), L, S, C, SerialNumber, businessCategory,
jurisdictionLocalityName (OID:1.3.6.1.4.1.311.60.2.1.1),
jurisdictionStateOrProvinceName (OID:1.3.6.1.4.1.311.60.2.1.2),
jurisdictionCountryName (OID:1.3.6.1.4.1.311.60.2.1.3).

Public key

Using algorithm specified in this CPS and according to the encode of RFC
5280, key size meets specified requirements of this CPS.

7.1.1. R4 Version Number(s)

GDCA iEFif54 X.509 V3 Wil Fitg =,  AAAS BAF AR UE TSR A S A= Y o

GDCA certificates are in compliant with X.509 V3 certificate format. The version information is listed

in the version field of the certificate.
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7.1.2. IEPBY B Certificate Extensions

GDCA {1} X. 509 V3 WE-BARAE U FRAES I, U154 JEWHEAE IETF RFC 5280
Fr#E, FHFFA EV Guidelines LA & Code Signing Baseline Requirements 12K ,

GDCA uses the X.509 V3 certificate standard items and standard extension items. The certificate
extensions follow the IETF RFC 5280 standard, and conform to the requirements of the EV
Guidelines and Code Signing Baseline Requirements.

7.1.2.1. #BUEF Root CA Certificate

1 FARZAR

RAEPB U & zy e, Hzy By @y o, FMREMPwN CA,
“pathLenConstraint” 7B K % & .

2. EHIRE

WRAUEP AU & 1% eI, HAzy e octdy e i, FA B E Y KeyCertSign, CRLSIgn.
MRAEFS XS R AH 1258 OCSP Wi

3. EP NS

Y RIUR A

4. MR I

Y RIIR I E -
1. basicConstraints

This extension shall appear and shall be marked critical. The cA field shall be set true, and the
pathLenConstraint field is not present.

2. keyUsage

This extension shall be present and shall be marked critical. The usage keyCertSign and cRLSign
shall be set. The private key corresponding to a Root CA will not be used for signing OCSP
responses.

3. certificatePolicies
This extension is not set for root CA certificates.
4. extkeyUsage

This extension is not set for root CA certificates.
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7.1.2.2. %% CA IEF Subordinate CA Certificate

1. UEF SRS

g CAET AR Bz eI, HAGIREY FEIL, A R BRI SIS AR IRAT )
5 EIE LA CPS 1158 7.1.6 15,

2. CRL ;KA

ik CAEB AU B iy I, HASR RS RO 8 BUIZI & CA CRL
HR 45 () HTTP bk

3. WURHUKE B V)i

g CAEF N A WURNUEE BT R eI, H A UREY ul. thf fErhs
AETRIIE CA IERZRFERN HTTP Mk, S agfamtt CA IE R R EIE
5f#) HTTP Huhik (AccessMethod=1.3.6.1.5.5.7.48.2) Fl#&[1 CAOCSP Hi451f) HTTP Hh
3 (AccessMethod=1.3.6.1.5.7.48.1).

4. FALR

I RBEIUN Y I, EAARREIE %N CA, “pathLenConstraint” 7B 13 & .

5. WHHE

2 CA AEHh Al Eizy I, HoyRy Jem, HMAUKE KeyCertSign,
CRLSign fHi%. 2 CAUETR N FAH AT 2558 OCSP MR,

6. IuRMEHE

SHFAE 2019 4F 1 H 1 HIEZ KK CAUET, gt CAUET Uik B 1%y R,
HARLEEY eI, #7122KH 2% CAUET K1 ] 25 & SSLITLS WE-S, W%y eIz
id-kp-serverAuth [ RFC5280 1, wJ {3 % id-kp-clientAuth [ RFC5280 1, A7 40 &
id-kpemailProtection [ RFC5280 1, id-kp-codeSigning [ RFC52801), id-kptimeStamping
[RFC5280]), id-kp-OCSPSigning [RFC5280] /% anyExtendedKeyUsage [RFC52801],
WA EATR T HARE

7. WURNUAL B SRR IR AT

2 CAUET B B Y I, HAR KRBT I 2y eI 7 Keyldentifier
FB
1. certificatePolicies

This extension for subordinate CA certificates shall be present and shall not be marked critical.
More information about the asserted OIDs is explained in section 7.1.6 of this CPS.

2. cRLDistributionPoints
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This extension for subordinate CA certificates shall be present and shall not be marked critical. It
shall contain the HTTP URL of the CA’'s CRL service.

3. authorityInformationAccess

This extension should be present and shall not be marked critical. It should contain the HTTP URL
of the Issuing CA’s certificate (accessMethod = 1.3.6.1.5.5.7.48.2). It may contain the HTTP URL of
the Issuing CA's OCSP responder (accessMethod = 1.3.6.1.5.5.7.48.1).

4. basicConstraints

This extension for subordinate CA certificates shall be present and shall be marked critical. The cA
field shall be set true. The pathLenConstraint field may be present.

5. keyUsage

The subordinate CA certificates have the "keyUsage" extension, which is a critical extension. Usage
settings are: digitalSignature, keyCertSign, cRLSign. The private key corresponding to a
subordinate CA certificate will not be used for signing OCSP responses.

6. extkeyUsage

After 1 January 2019, this extension shall be present and should not be marked critical. If such
subordinate CA certificates will be used to issue SSL/TLS certificates, the value id-kp-serverAuth
[RFC5280] shall be present. The value id-kp-clientAuth [RFC5280] may be present. The values
id-kpemailProtection [RFC5280], id-kp-codeSigning [RFC5280], id-kptimeStamping [RFC5280],
id-kp-OCSPSigning [RFC5280] and anyExtendedKeyUsage [RFC5280] shall not be present. Other
values should not be present.

7. authorityKeyldentifier

This extension for subordinate CA certificates shall be present and shall not be marked critical. This
extension contains only the "Keyldentifier" field.

7.1.2.3. iTPUEPR Subscriber Certificate

1. UEPEmE

WPER AU EZY R, HAS AR BRI, A7 K% BAR SIS R R AR5 B
B WA CPS M55 7.1.6 1,

2. CRL /K

WPERZR EZY R, By RO AEREY . ey Ruirh 2 &48m CA
CRL fR%H) HTTP URL bk,

3. MURHAELE V5]

VP IEB B MUK NS S5 9 R, HAR AR R R 2as
Bl CA IEPBAREIUETIN HTTP Mk, o adRnth CA IER&REIETN
HTTP Hihit (AccessMethod=1.3.6.1.5.5.7.48.2) i CA OCSP R4 HTTP Mkt
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(AccessMethod=1.3.6.1.5.7.48.1).
4. FHARLR
WPEH R EZY B, HE, Wy RSO SRS R, i “cA”

TR E N “False”.

5. Mk

WPIEB AT E Y R, 5 i A, WA HEAR R E N keyCertSign & cRLSign.

6. IR HAE

R B B R i s VR R
EHRH AR

HPRNL: By, wmPHNE.

R R YINE: B S I IE, RS &S IIE.

R Bk
bt I RN LG o

7. WM SRR
PR A By eI, HAS N I 9 RN % Keyldentifier 7

EV SSL iF1

EV R ZIEH

B

1. certificatePolicies

This extension for subscriber certificates shall be present and shall not be marked critical. More
information about the asserted OIDs is explained in section 7.1.6 of this CPS.

2. cRLDistributionPoints

This extension shall be present and shall not be marked critical. It shall contain the HTTP URL of
the CA's CRL service.

3. authoritylnformationAccess

This extension shall be present and shall not be marked critical. This extension will contain the
HTTP URL of the Issuing CA’s certificate (accessMethod = 1.3.6.1.5.5.7.48.2) and the HTTP URL of
the Issuing CA's OCSP responder (accessMethod = 1.3.6.1.5.5.7.48.1).

4. basicConstraints

This extension for subscriber certificates may be present and shall be marked critical if present, and
the cA field shall be set to "False" if present.

5. keyUsage

This extension for subscriber certificates may be present, and if present, usage keyCertSign and
cRLSign shall not be set.

6. extkeyUsage

Key usage and extended key usage are as follows:
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Types of Certificates Key Usages

KU: Digital Signature, Key Encipherment.

EV SSL Certificates EKU: Client Authentication, Server

Authentication.

KU: Digital Signature.
EV Code Signing Certificates

EKU: Code Signing.

7. authorityKeyldentifier

This extension for subscriber certificates shall be present and shall not be marked critical. This
extension contains only the "Keyldentifier" field.

7.1.2.4. FrBUEFH All Certificates

GDCA Z KK EBIf5 4 RFC5280, F14% CA iEH LA MAT FiE+, S5
T i P 22 B P S E B RIS A CPS 45 7.1.2.1, 7.1.2.2 % 7.1.2.3 i EK .,

All certificates that issued by GDCA conform to RFC5280. For the subscriber certificates and the
subordinate CA certificates, key usages, extended key usages and certificate extensions conform
to section 7.1.2.1, 7.1.2.2, and 7.1.2.3 of this CPS.

7.1.2.5. RFC5280 I3

NTEIEEE I, RFC 6962 5 S “TiiE+” AR A RFC5280 & X ) “UE1”,

For purposes of clarification, a precertificate, as described in RFC 6962 shall not be considered to
be a “certificate” subject to the requirements of RFC 5280.

7.1.3. HEX Z AR RAF Algorithm Object Identifiers

GDCA 2R [FIEFS 5 A LA AH SRS

sha256RSA withRSAENcryption 1.2.840.113549.1.1.11

SHA256 with ECDSA 1.2.840.10045.4.3.2

GDCA uses one of the following relevant algorithms to issue certificates:

sha256RSA withRSAENcryption 1.2.840.113549.1.1.11

SHA256 with ECDSA 1.2.840.10045.4.3.2

120



Il semrannaemes

TooR GDCA EV iEH L FIAEN S (V3. 1 fRD

7.1.4. L FRIER Name Forms

GDCA &K [Pk 2 FR K A B #s AN N 25754 X.501 Distinguished Name (DND 1]
B 44 0. He A BRIE s R A 28 URF & RFC5280 A CA/II Y &% 16 3=
(CA/Browser Forum) ' Baseline Requirements 7.1.4 5 [ 2R
GDCA R¥EA CPS HJERZAES:, MACRIE-BEANS, UEFS T A5 B AR 2 v
). GDCA ANeiidids 5 AR 3-8 & I e BRAFEAE 4 CPS 55 3.2.2 T HIALE -
EV SSUTLS {E-B MR EA#ED “.7, “-7, Jo 7 CBMD) F4F, J/elidh
AR RARIZIN A . AEEE . BAE A%

Name of certificate issued by GDCA is formatted in accordance with X.501 DN. The format and
content of the name forms of these certificates match the requirements as defined in RFC5280, and
CA/Browser Forum Baseline Requirements Section 7.1.4.

GDCA issues certificates in accordance with this CPS and shall make sure that the information in
the certificate subject field are correct. GDCA will not write domain names or IP address into a
certificate subject unless they have been strictly validated according to section 3.2.2 of this CPS.

EV SSL/TLS server certificates cannot only contain metadata such as ‘’, *~ and ‘ ’ (empty)
characters and/or any other indication that the value/field is absent, incomplete, or not applicable.

7.15. £ #RPR#] Name Constraints

GDCA T4l RFC5280 kAf FH A RRIR 9 e i, VABRHI 2k CA EF5 Mk 2% 87

GDCA may use the name constraints extension per RFC 5280, in order to limit the business scope
of subordinate CA certificates.

7.1.6. IEFEME N RAFIRAE Certificate Policy Object Identifier

GDCA 2K M1 EV LS N5 k-5 SRS A AR IR AT -

EV SSL HEF HEug xS Sbn i #F: 1.2.156.112559.1.1.6 .1 }% 2.23.140.1.1

EV USR5 A - SRS X RAR AT : 1.2.156.112559.1.1.7.1 }% 2.23.140.1.3
EV certificate issued by GDCA shall contain the following certificate policy object identifier:
EV SSL policy object identifier;1.2.156.112559.1.1.6 .1 and 2.23.140.1.1

EV code signing certificates policy object identifier; 1.2.156.112559.1.1.7.1 and 2.23.140.1.3
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7.1.7. SRS KR 19 FE T B F¥E Usage of Policy Constraints Extension

AEHT

Not applicable.

7.1.8. SRIE PR & R HEE S X Policy Qualifiers Syntax and Semantics

AEH .

Not applicable.

7.1.9. REBUEH RSP R I AL ELTE X Processing Semantics for the Critical

Certificate Policies Extension

AEH .

Not applicable.

7.2. EHHEBEFIER CRL Profile

GDCA A% % CRL, ftH & #{diH .

GDCA issues CRL regularly for the subscribers to query.

7.2.1. R4 Version Number(s)

GDCA FUE P54 513 K FH X.509 v2 fix FIIE 5% .

CRL issued by GDCA is formatted in accordance withX.509 V2.

7.2.2. CRL fl CRL % H¥ I CRL and CRL Entry Extensions

GDCA HJE-Fis 713 (CRL) J&— N I [ B H2e i #2424 1) S e 15
fI%1% . CRL KK #2& CA, GDCA ifiid kA CRL St e sk M v IEH HPIRES

2N

ER.

® CRL MIAS: ARG %E CRL HIMAME B, GDCA KA 2 [F X.509 V3 k13
SF R CRL V2 FRAS .
o 4%k, GDCA ¥H] sha256RSA #il sha256ECDSA 2544 &,
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® ik fRESRKNMM DN 4, HER. A, T P AT RS 4
N

® EUNIA]: fi5E > H I EAE, FAZRHIA CRL AT RN H] o

®  SENINIE: g A HWR R, I RARBTN — Rk CRL R ER AN E] (A
P i A5 P 280

o EIERSIER: faE CAREEMIERSIR. RIIRHEHUER T HSFIES
WARCE 1) H AT TR]

® NURMNUMIEEHFRIRFAT (lssuer Unique Identifier): ZARIAR 1A KEHIESE CRL L
B AITES . ERednF— CA AR .

® MY FHWEIZI, MiZ CRL & HY RIIAM N EY BRI T H&
SSL/TLS iE-F2E R BARRE /1M CA, #7 CRL % H 24X CA 2irh 4 CAiEH
ffy, W2 B 1% CRL % HY BT, X T A B4 SSLITLS UEH2 K HARRE
[ CA, TIAIHET DAL i B B 16 % CRL 2% H ™ R Il
CRLReason A7)y unspecified (0). & R4S A I Hh, W GDCA L2544 0&
reasonCode % H¥ @Il (FIfF & LR 2K . #5 CRL 2k H 24Xt SSLITLS i F
E15, Tl CRLReason {EANA] A certificateHold (6)-
#WHE T reasonCode # @1, M| CRLReason {444 RFC5280 LK 4 CPS
55 4.9.1 FERAASKHE M.

CRL is a revoked certificate list with time stamp and digital signature. The issuer of CRL is CA.

GDCA provides certificate status information through releasing CRL.

CRL version: It refers to version information of CRL, GDCA adopts CRL V2 corresponding to
X.509 V3 certificate.

Signature algorithm: GDCA adopts shal RSA,sha256RSA, sha256ECDSA, and ECC
signature algorithms.

Issuer: It refers to DN of issuing authority, including country, province, city, organization,
department and common name, etc.

Effective time: It refers to date/time which indicates CRL issuing time.

Update time: It refers to date/time which indicates next issuing time of CRL. (It's an enforced
field in this CPS).

Certificate Revocation List: It refers to a list of revoked certificates. The list contains certificate
serial number and certificate revocation date and time.

Issuer Unique Identifier: It is used to authenticate the public key which is used to verify
signature of CRL. It can distinguish different keys used by the same CA.
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® Reason Code: If present, this CRL entry extension shall not be marked critical. For CAs
technically capable of issuing SSL/TLS certificates, if a CRL entry is for a Root CA or
subordinate CA certificate, this CRL entry extension shall be present. If a CRL entry is for a CA
not technically capable of causing issuance, this CRL entry extension may be present or
omitted, subject to the following requirements:

The CRLReason indicated shall not be unspecified (0). If the reason for revocation is
unspecified, issuing CAs shall omit reasonCode entry extension, if allowed by the previous
requirements. If a CRL entry is for a SSL/TLS certificate, the CRLReason shall not be
certificateHold (6).

If a reasonCode CRL entry extension is present, the CRLReason shall indicate the most
appropriate reason for revocation of the certificate based on RFC 5280 and section 4.9.1 of
this CPS.

7.3. FELRIEFIRAHMN OCSP Profile

GDCA kM IETF PKIX TAEHIFKM—MFELUEFRA WL (Online Certificate
Status Protocol, OCSP, RFC6960), % MHiE X 1 —FibndtE (135 RA i N A% X LAHA
WIEP R BHHMES 1. /£ GDCA B J7 Mk N4 OCSP il % )™ i} %1t GDCA B J7 M
ki KA OCSP #AF Ui BHBEATHC &, B ] {8 1) GDCA HIFELRIE T RS A HIkST . GDCA
R I¥) OCSP M B 22 /b4 5 LAR Tk (19 OCSP LA L AIAN A 75 -

® \ersion: &/ OCSP WX HIRA S GDCA HIFELIEFARE N

v1 fit.

® signatureAlgorithm: 25 OCSP 532

® responderID: %K OCSP [FSifk. 28K E AN SHAL HHi 475 ZAE AIE 5%k )

o

® producedAt: OCSP M 3 AF f 1 H HIAFHET [H] 5

® Signature: OCSP M %1 B A7 4544 -

®  Nonce(—RKPERINLED): TERZATE R B A 15— requestExtensions 45 & Al

Ny B responseExtension A8 & FP L & — IR HEREALEL, Bk E A

o ERA: IEPHIBHCRE, BIEER. METARA

# OCSP MRS 2 NARIE a4 CA TEHHML, HiZ28uEf o sy, WirE
CertStatus [¥] RevokedInfo #, revocationReason 7Bt ik & .

CRLReason 2y A% CPS 5 7.2.2 & 1 L VF I B i fid .

GDCA adopts an Online Certificate Status Protocol (OCSP, RFC6960) developed by IETF PKIX
working group. This protocol defines a standard request and response information formats to query
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whether a certificate is revoked. Subscribers can download the OCSP query client from GDCA
official website and follow the OCSP guide book published at GDCA official website for
configuration. Then subscribers can use GDCA's online certificate status query service. OCSP
response message issued by GDCA contains at least OCSP organization basic domains and
contents described below:

® Version: OCSP protocol version number used by client. The version of GDCAOCSP is v1.
®  SignatureAlgorithm: Algorithm used for signing and issuing OCSP.

® ResponderID: ID of entity who issues OCSP. It consists of SHA1 of issuer’s public key and DN
of certificate.

® ProducedAt: Date and time when OCSP response message is generated.
® Signature: Digital signature of OCSP response message

® Nonce: The nonce, which is used to prevent replay attacks, is included in requestExtensions
variable of state request message and responseExtension of response message.

® Certificate status: The latest status of certificate, including effective, revocation and unknown.

If an OCSP response is for a root CA or subordinate CA Certificate, and that certificate has been
revoked, then the revocationReason field within the RevokedInfo of the CertStatus shall be present.

The CRLReason indicated shall contain a value permitted for CRLs, as specified in section 7.2.2 of
this CPS.

7.3.1. hA5 Version Number(s)

RFC 6960 & X f#] OCSP fit A,

The field conforms to OCSP defined in RFC 6960.

7.3.2. OCSP ¥ Il OCSP Extensions

AEH . X EV SSLITLS k4, OCSP i Riff] singleExtension A~ A 6% CRL 46 H
f] reasonCode ¥ & 1iii .

Not applicable. The singleExtension of an OCSP response cannot contain the reasonCode CRL
entry extension for EV SSL/TLS certificates.

7.3.3. OCSP R A M AL B Processing of OCSP Request and Response

—/> OCSP iR B & LA EdE: Ph iUl . IRSTER . HARERAR IRy R

FEARS— MR )5, OCSP 55 i Wil S e 14T 2 Azl «
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ERSNIR ]IS

M 7 il 55 s 4 i B 32 (At 97 SR AR 55

TR T W AR 55 A8 R E SR, MR — e R R A2, 4 OCSP
R 55 SR A AR AR R AR, R B AN E [ R

An OCSP request contains the following data: Protocol version, service request, target certificate
identifier and optional extensions, etc.

After receiving a request, OCSP server does the following tests during response:

Information is formatted correctly
The response server is configured to provide the request services

The request contains all the information needed by response server. If any pre-condition is not
met, the OCSP server will return an error message. Otherwise, it returns a determinate
response.

FrE eI R 248 GDCA IE P& K H FHITATH &4, FERBIRESETE:

IEBAHR. O, RH. BIEEE U 4.

[ 528 A

M 7l 55 2% 44 R

XV R e 45 A ] B
ARy
BT IR RIRRTT S
xR B A5 B B A 25 4

All determinate responses are signed by GDCA certificate issuer. The main response statuses are
valid, revoked, and unknown. The response message consists of the following components:

Reply syntax version

Response server name

Response to the request client certificate
Optional extensions

Signature Algorithm object identifier

The signature after the response information is hashed

WA, OCSP RS a4k al — AN AR S B, X R(E B XA GDCA iEH%&

KFFAR S HEE R T EAE.

A IERERE AL IE R (malformedRequest)
B4R CinternalError)
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® iHEMHE A (trylater)
® H4Y (sigRequired)

® KA C(unauthorized)

If an error occurs, OCSP server will return an error message, which doesn't contain key signature
signed of GDCA certificate issuer. The error message includes:

® malformedRequest
® internalError

® trylater

® sigRequired

® unauthorized

8. INE ML # 5 i+ 0 H /b ¥ f5 Compliance Audit and Other

Assessments

8.1. VHEMIRE B Frequency or Circumstances of Assessment

GDCA R YIE R P . A H] . SR PAT SR IT — IR i, Y
B e SEBR R A TG DU T S TUE bR . ZER 2, JFIRAE 8 B4 AR BUTS); BFEA
FREAT — BUE S T AEE VAL, IR R I E D> 3% AR EV SSL RS 4%1IE A1
EV AR AUE B AT AL, DLORIEVE R RS IO AT SE P, e fn vy f 1t

R 7 A ERH THEAPEAL AL, GDCA JEBSTE ML o v g 55, #%0 WebTrust X
CA RN BEAT S ER B T AT DEAl -

1. R4 (R NRIEFIE B FEAE) . (BT ERSEHINEG) FER, FGF
—IRIER LR TRV AR £

2. GDCA %R Z EE I TR ESR . BZAHARHENIAS CPS [ RILE 5Lt 12 & Ak
55, FEIRARRVEAE AN TG, R A D e AT — IR N R VPG A%, B 45X GDCA
NHESLE (RA. ZEASE) FIVHEHZ.

3. GDCA HSiEMALH e tHImE55 0, 4208 WebTrust Xt CA HIHFHiHRIN, ARt
17— RSP AP A o

4. GDCA HRFEHAT— RN PPAG AR, IR0 N85 SRR B, 1Pl B A
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AR AT RETE S G BRI, R VAL H ATAI RN SRS . BOR . R G UL SRR I 15 2
I RS, ARE KU T4l G SEHE 4R R SR AR T A w2 Al

GDCA audits physical controls, key management, operation controls and authentication once a
year in order to confirm the actual circumstance and take actions according to the audit result.
Furthermore, GDCA shall make consistency audits and operation assessments quarterly to ensure
the reliability, security and controllability of certification services. And shall extract at least 3% of the
EV SSL certificates and EV code signing certificates respectively for sampling evaluation.

In addition to internal audits and assessments, GDCA also engages external audit firms to perform
assessments and evaluations according to the CA requirements of WebTrust on CA.

1. GDCA is assessed and inspected once a year in accordance with the "Electronic Signature
Law of the People's Republic of China", "Measures for the Administration of Electronic
Certification Services" and other requirements by administrative authorities.

2. GDCA conducts operations and services according to the requirements of state’s authorities,
the specifications of state’s relevant standards and this CPS. GDCA shall conduct internal
assessment and audit to other entities (including RA or LRA, etc.) in GDCA at least once a
year.

3. GDCA engages external audit firms to conduct assessments and evaluations once a year to be
compliant with WebTrust for CA.

4. GDCA performs a risk assessment once a year to identify internal and external threats, and to
evaluate the possibility of occurrence and potential damages, and to assess if the current
strategies, technologies, systems and relevant measures are able to mitigate these risks.
Based on the risk assessment, GDCA develops, implements, and maintains a security plan
consisting of security procedures, measures, and products.

8.2. VRAEEMIEM Identity/Qualifications of Assessor

GDCA HIN#EEH T, H GDCA 4RIkt £ ST AL #R1 TR i THPRAt N AL
FH TP A /N AT T T A

GDCA IiE MBI, ROZ A& LT BB

1 DARAVERTH]. APV R VPR, e A R %

2. THETENG R LERR. BEMSZEER, PKI HAR, brEfEE

3. A&AMERGIEATIERMTE AR T H

4. HLAE ST R

Cross department audit assessment group organized by GDCA Security Policy Committee
performs internal audit of GDCA.

External auditors which GDCA hires shall have the following qualifications:
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1.

2.

Must be an authority which has been licensed and has a good reputation.

Understand computer information security system, communication network security
requirements, PKI technology, and related standards and operations.

Have the expertise and tools to check the system operation and functionality.

Be independent.

8.3. WM HEEBIEMEE ZHE KR AKR Assessor’s Relationship to

1.

2.

Assessed Entity

GDCA #iit i HANMK R GUE B WA B L MV 5544 R i TAF R AL A BE

=
Ho

B ER DAL & (15 B Mk 3 B0 ARSIl g 55 i LS AL A GDCA 2 [ 2
MSLHIR AR, AL WASAER, B H e AR TR T 50 2 2 A PEAG
FRNE, VRS ERIDAL. A IE. FRHHIAS AN GDCA HEATIEAY .

Segregation of duties is required between the GDCA auditors, and the GDCA system
administrators, business administrators, and business operators.

The external evaluators (information industry department, independent audit firms and other
authorities) and GDCA are independent from each other. There is no business interaction,
financial transactions, or any other interests that could affect the objectivity of the assessment
between the above two. Assessors shall evaluate GDCA in an independent, fair and unbiased
attitude.

8.4. L% Topics Covered by Assessment

GDCA Hta (i TAE IS LA P2
1. 224 SRS 19 B 78 43 (1 S it
2. 187 TAETAEAGI B 2 515 2 bl <7
S0 REAZ CPS. MV SS FIE AN 22 4 SR IT R ARV 55+
4, FFHE. CREETE, ROAENM;
5. JEEAFTEH AR BEAETE R 24 KUK .
B =07 BT 4% i WebTrust For CA FIVERIZER, X GDCA HEAT AL #iit-.

w
v
/

GDCA’s audit contents include:

1.

2.

Whether the security strategy is fully implemented
Whether operation procedures and processes strictly followed
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3. Whether strictly following the CPS, business specifications and security requirements when
conducting authentication services

4. Whether all kinds of logs and records are preserved and if there is any question
5. [If there’s any other potential security risks

Third-party audit firms perform assessments and evaluations on GDCA to be compliant with CA
requirements of WebTrust.

85. XWHEBEARAREXIEKIE M Actions Taken as a Result of

Deficiency

T AU B 45 b v 1) R, p R A /N2 7 B RO ) R ) B AR R )
BEAT V55 CAOHE RN 56 25 (A V00 o 58 UK B T2 B ESOBE J S BRI 1) 7% 1) o T F PG /N
PR 25 it AR B IR

X T GDCA BBLEMHAG A vh 25 5K, iz IEAE #4736 ) A% CPS J¢ GDCA il
FE AL S RE K4T ), GDCA ¥4 LAIE, AR ST A A B (hix 2647y, [Fi
G GDCA I ER AT S5 B N S RAT IG5 P E RV E LA, GDCA R 1k
SHZH U I HLF ARV 5545 FAZ AL

S =07 HAH RS S Al 52 RS, GDCA %ML TR S #4780k, FFie2 ik
AR

Audit assessment group monitors responsible departments for improvements and complete status
of issues that were mentioned in audit reports. After improvement of audit results have completed,
various functional departments should submit summary of improvement to audit assessment group.

For authorized RA mentioned in GDCA’s audit report, if they are violating the CPS and other
business standards defined by GDCA, GDCA will stop the above behaviors immediately and ask
them to make changes in accordance with the requirements of GDCA.GDCA will terminate relevant
authorization of electronic certification services of RA if the above behaviors are seriously violated.

If assessments of a third-party auditor firm are completed, GDCA will rectify in accordance with the
audit reports. GDCA will be evaluated again after the rectification.

8.6. VPHMLE4RIMEESE KA Communications of Results
GDCA 8 i1 45 5w AU S BRAEET T PA S 8 TH R R v A LA 2R 47 1 =8
W, XAlREIE T P ARa E, GDCA 5 M [m il Fridii .

=T AT IS S sE S XTI EE R, K@ hitps://iwww.gdca.com.cn
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WA HEAT A AT o ARAR S8 =07 TAIAR P Ak S A4 RN PG 5 R B AL RME B, A 2 S5 B
ffiln) GDCA FKHIEAN H M T7 0, JFES GDCA WIFIR, V4 5 A HUE BRI
GDCA R B AEIXT7 T AR

Audit results are formally informed to relevant departments of GDCA and related RA. GDCA wiill
notify the subscribers of any potential security risks timely.

If the assessment from a third-party auditor firm is completed, the audit results will be published at
GDCA website (https://www.gdca.com.cn). Third-party should communicate its purposes and
methods to GDCA in advance before notifying the evaluation entity on the assessment results or
similar information, except otherwise defined by law; GDCA reserves the legal rights in this part.

9. TR H AR 5526 FK Other Business and Legal Matters

9.1. %%H Fees

9.1.1. IEHE K I Hr Certificate Issuance or Renewal Fees

GDCA AJ R4S A ) o 3N TEAH SR S5 A KU FIE 51T P SO B Y, BRI B b
HEARYEAT ML T AW BB DL T € » FEUS B AmviE S Y, BDANEE R W 2 bRl A5 5L T, GDCA
ABURIETT PRI, B XSASFLT FHEAARHE A 5] RS Bl SR B A0 B4 it

i GDCA ZZ M lH 48 I #5 F1 GDCA AR FEA—, AR i
W it
GDCA can charge subscriber certification fees for the digital authentication service provided. The
specific charge standards are executed according to the approved documents of state related price
administration department. In the standard range of the charge, namely not exceeding the upper

limit, GDCA has the rights to launch different charging and discount policies targeted to different
subscriber groups.

If the price specified in GDCA agreements with subscribers is different from the one published, the
agreement price prevails.

9.1.2. IEHE W Certificate Access Fees

FEAEBHRONA, SHZIERE ST AW, HAT GDCA A& Mz . BRI
FHRIMARFIR TR, T2 GDCA SRS 9], GDCA K55 i ik e BB AL
I -
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SRR B & WO W T UK A AR T A& 4k, GDCA ¥ o LI AE Mk
https://www.gdca.com.cn _EF LA AR

Currently, GDCA doesn't charge for inquiry during the certificate validation period. Unless the
subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with the
subscriber for appropriate charges.

If certificate inquiry charging policy has any changes, GDCA will promptly post the changes at its
website (https://www.gdca.com.cn).

9.1.3. IFBEEBRSERREHZ# A Revocation or Status Information

Access Fees

GDCA Xf TUEFAH AR A A, H ATASCBATE AT 2% H o BRAEH 32 IR R R 5K
i 2 GDCA SCATAAMZR I, GDCA K5 FH P B s SC S A2 AU F 2

I R ACRESE B B WM BOR A M AL, GDCA R 2 S I 7 kY
https://www.gdca.com.cn | LA A .

GDCA currently does not charge any fees for the certificate revocation and status inquiry. Unless
the subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with
the subscriber for appropriate charges.

If revocation and status information inquiry charging policy has any changes, GDCA will promptly
post the changes at its website (https://www.gdca.com.cn).

9.1.4. HAbR4S5%% B Fees for Other Services

1. WA GDCA RKEUARH ) CPS B A A S I/E ML SCfFiE , GDCA 75 ElL
A s 7= A P 328 L AL T AR 9

2. GDCA ¥l Hl S HEBAF A B A AH K5, GDCA £ 51T 7 Bl Hofth S
REEE P b B N A%

3. HAth GDCA 4 ZEE# v Red MRS 2 H, GDCA ¥gox K A, feH P
i

1. If subscriber requests paper version of CPS or other related documents from GDCA, GDCA
will charge postage and processing fees.

2. GDCA provides certificate storage media and related services to subscribers. GDCA declares
the prices of above items in the agreements signed with subscribers or other entities.

3. Other services fees that GDCA may or will charge will be published timely for referencing.
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9.1.5. B Z K Mg Refund Policy

GDCA AT FYCHL B, % 7 345 Hi 7 R 58 3 9l FH DR Dl o 38 bl ] DR SR 4h,
GDCA ARt AR5 H

B SERAE B3R E A2 AL B0 FErf, GDCA 3457 ™K BRI ERL T AN Hems .t o
GDCA i1 T4 CPS FibliE () stAE 83L& oK 5%, 1T/ Al LAZEsRk GDCA S k1 F:
IB#K. 7£ GDCA 84 7iT P IIETJE, GDCA ¥ L BIHELT P oA FEZAIE 15 T SO AT 1 5%
F AR IR AT

HH 3B SR s AN PR AT P A5 L e I £

SERGR G, VTP WERGkSEE A ZIE TS, GDCA KB st Hyk & 5T,

GDCA does not refund any fees to subscribers except fees charged for certificate application and
renewal because of specific reasons.

In the process of the certificate operation and the certificate issuance, GDCA complies with strict
operating procedures and policies. If GDCA violates its defined responsibilities under this CPS or
other material obligations, subscribers can request GDCA to revoke certificates and refund. After
GDCA revokes subscriber’s certificates, GDCA will immediately refund the full amount that
subscribers have paid for the certificate application.

This refund policy does not limit users from obtaining other compensation.

After refund completion, if a subscriber continues to use the certificate, GDCA shall investigate
his/her legal liabilities.

9.2. M%34E Financial Responsibility
9.2.1. PREETERE Insurance Coverage

HILFAIE 4 GDCA #iil G, UEBIT . MM 7 55 5244 1T DL GDCA 741
TEEE T (V28 BT E R 5T RR A1) 6
® GDCA MHEBHNRMIAE KL F LISMUSE =07, O] BB R0 825010
o TSR T RERMEME B Bk, GDCA RIVRIREE TIEH, SEUKHT

R
®  GDCA ARAZEEUEERIAT FHIEF (5 BT MK 7 8FiuE i, S807 78
AT - BRI 5

® 1T GDCA MR KN SECE BRHBBE. SIH, BT P B KM 7 18 52 47 2 15
® GDCA KR M I s E A
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® GDCA X FARAUEFIT 7« MM 7 25 SEARA SUE PR B2 A1 F 5T FR H 7R AN HAIE
P0G AN 10 £i5 o

If the following circumstances occur and is confirmed by GDCA, certificate subscribers, relying
parties and other entities can request GDCA assume compensation liabilities (except for statutory
or contractual exemptions).

® GDCA issues certificates to a third-party instead of the subscriber by mistake, which leads to
losses of the subscriber or relying party.

® After GDCA knows the fact that subscriber provides fake registration information or data,
GDCA still issues certificate, which leads to relying party suffering losses.

® GDCA issues certificates without authenticating subscribers’ application and it leads to the
losses of subscribers or relying party.

® |f the private key of the certificate is deciphered or stolen due to the fault of GDCA, which leads
to the subscriber or relying party suffering losses.

® GDCA fails to revoke the certificate in time.

® The maximum compensation amount for the certificate shall not exceed 10 times the purchase
price of the certificate.

9.2.2. H Ak ™ Other Assets

AE

Not applicable.

9.2.3. B 4 SR B AR R B AR Insurance or Warranty Coverage for

End-Entities

GDCA UiE | 74 CPS e FIER ST, WEFIT /' (ki &Sk mT LA i GDCA
ARFHIE AL TAT GRS E T FRAN) . E4 GDCA Wik, Al LAXHZ LR TG
DR A B AR

1. GDCA Fifs il LA AT 9.2.1 @M RIER, 81w 1e

T A BB, A EIR AT At GDCA MR 5L E B €, GDCA
SR BT T S IS DU Z @ AR OGS F .
2. GDCA R ATEUEFA HOYIRR N AR R S £E 54T

If GDCA violates the provisions of this CPS, certificate subscribers, relying party and other entities
can request that GDCA shall assume the liability for compensation (except for statutory or
contractual exemption). After confirmation, GDCA can compensate for the entity. Limitations of
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compensation are as follows:

1. Allthe compensation obligation of GDCA shall not exceed the insurance coverage stipulated in
section 9.2.1.The amount of compensation shall not be higher than the compensation
maximum amount. GDCA can reset the compensation maximum amount. GDCA will notify
relevant parties immediately after the reset.

2. GDCA only assumes compensation liabilities when the certificate is valid.

9.2.4. TR Liability Exemption

A FHINETEZ—, B4 % 5 GDCA 2 5ifT:
1. T PEHEAE A GDCA BUiE B, A~ 452 —11:

1) WP XSRS, SeRe. WA RIRIE B, AHRELE . TRkl
HfE R

2) AT RZERE GDCA I KB T IE R AR PIN 15, A5 PIN
T BCHS H7-E 1 AR B A2 A

3) TFTER E O S A S B, RS R R 2 A RS

4) AT PR E T LS O 2 R Fm o E v AR, B S 4 A
GDCA J AR %7, FF4& 148 1 1% i T2 42 il i

5) LIRS A IR T DA S B SR AVE R VERUAIATBOUR B B . AR EL
FAEFAE )y GDCA HE A A ¥a Bl 4 iy At AT AT FH A A F

6) I UAEIEBA R AW A LIRS A e msT ek, it
AR BRSSO AR

7) ATV SRR E A I 7 GDCA J% 24 Hlk 45 52 B 4S9 45 3

If one of the circumstances below has occurred, the responsibilities of GDCA shall be
exempted:

1. If one of the following obligations are violated when subscribers are applying and using GDCA
digital certificates:

1) The subscriber has the obligation to provide real, complete, accurate material and
information, and forbid to provide fake, invalid materials and information;

2) The subscriber shall properly keep the certificate carrier issued by GDCA and protect PIN
code, and forbid to leak the PIN code or deliver the certificate carrier to others at
discretion;

3) When the subscribers are using their own keys or certificates, they shall use reliable and
secure systems.

4) If the subscriber has known data used for making electronic signature (private key) has
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been compromised or may have been compromised, he/she should inform GDCA and
related parties promptly, and terminate the use of data used for making electronic
signature;

5) Subscribers shall abide by national laws, regulations and administrative rules and
regulations during the use of certificate. Subscribers are prohibited to use the certificates
out of the scope which specified by GDCA.

6) Subscribers must use the certificate within the period of validity. Subscribers are
prohibited to use certificates that have compromised or may have been compromised,
expired, frozen or revoked.

7) Subscribers have obligations to pay the service fees to GDCA and local service
acceptance points promptly.

T AR BRI S B TIE B R R IR, ik, TTERK, BUEE. &

1L AR MEF RS 1 AT ME 2 “AATHi 7, RIEARBUL. ARER %

FHARETC M Z GO, B EAR T

1) BERWUREFEHRRE, OFEE. KRR B AR, S5, 3K,
o, B NEE RIS

2) MR HRERFSEBUTT N, SREBURIUAH BRI HEAITEL
P, Bl B AL R A

If the certificate has problems of issuance in error, delay, interruption, failure issuance,
suspension, or termination in all or parts of the certificate services due to force majeure.
"Force Majeure" refers to unforeseeable, unavoidable and insurmountable circumstances,
including but not limited to:

1) Natural phenomenon or natural disaster: earthquake, volcano eruption, landslide, debris
flow, avalanche, flood, tsunami, typhoon and other natural phenomenon.

2) Social phenomenon, social abnormal events or government actions: the government
issues new policy, laws and administrative regulations, or other social abnormal events
like war, strikes, chaos, and etc.

PKI GDCA FRJTAL £ BIG X 245 i o S5 R i 1T 3 B UE B AR R A R . B3R Thilr, 6
AR, BT LI AREGH A IE T RS 1 ARTATIE 2 “HORME” 5] R
AL AN R T

1) Ay

2) SRBREALIANF . BAE. EIREDT TR

3) BEAE:

4) GDCA 15885 B8 25 i i

If the certificate has problems of issuance in error, delay, interruption, failure issuance,

suspension, or termination in all or parts of the certificate services due to equipment, network
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4.

9.3.

or other technical failures of GDCA. "Technical Failure" refers to the following circumstances,
including but not limited to:

1) Force majeure

2) Failure due to relevant departments such as electricity, telecommunication and
communication departments

3) Hacker attacks

4) Equipment or network failure of GDCA
GDCA CL#{HMEAE 1 E S0 VEUAUE BB e AL 55 FUN, 75 453 2%
PR

If GDCA has been compliant with certificate authentication rules defined by national laws and
regulations, but the losses still occur.

k548 BAFE5 Confidentiality of Business Information

9.3.1. {215 BYEE Scope of Confidential Information

£ GDCA AL BT IER S S, LURE BHAREE R

1. GDCA I J" ¥ 7284 M s .

2. HTHORARE: AMHE, RESHE. PRHERER, XL&EE GDCA
MAREGER, RAZERT AR SR AR . FRIEEER, AnfE
WA SRR AT .

3. HAthHi GDCA Fl RA fRAFIIAN NI A RIS BRI, BRIFERESK, Anf A
Ao

In the electronic certification service provided by GDCA, the following information is treated as

confidential information:

1.

2.

GDCA subscriber’s digital signature and decryption key

Audit records including local logs, server logs, archive logs information, which is treated by
GDCA as confidential information. These records can only be accessed by security auditors
and business administrators. Unless for law requirements, this information cannot be released
outside of the company

Other individual and company information preserved by GDCA and RA and should be treated
as confidential. Unless for law requirements, this information cannot be released to the public
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9.3.2. ABTHEFEHE R Information Not Within the Scope of Confidential

Information

GDCA #5 LU T & B AR (E B
® 11 GDCA AAT R CRL IR .
® 11 GDCA 3 HF. CPS YU HIEH HEm (5 &
® GDCA ¥Frl, H45 GDCA T Jiflif], f£ GDCA Wi A JF R AT B o
® ILffh: GDCA {5 B i fRE PRI T Re ik 1 Bdfa TR H i
GDCA treats the following information as non-confidential information:
® Information in the certificate and CRL issued by GDCA
® Information in certificate policy supported by GDCA and recognized by CPS

® Information that is permitted by GDCA, only used by GDCA subscribers and published at the
GDCA website

® Others: The confidentiality of GDCA information depends on particular data items and
applications

9.3.3. 7 3 £ % {5 B ) 3T /£ Responsibility to Protect Confidential

Information

GDCA A Z R SR AT 9.3.1 Rl MR % (E B FHES X%

GDCA has the responsibility and obligation to protect the confidential information described in
section 9.3.1.

9.4. MANBEFAMER Privacy of Personal Information

9.4.1. BRAAREE R Privacy Plan

GDCA % HAEAT AN N BRI BEARAEL, PRIIE 58 238 I8 SO0 N BURFE A DRI (1
FARIE St o [FIRY, GDCA KReff bR 2 AR 53 7 4% 38 M 22 2 RN OR S AR XS > N BS AL S
TR

GDCA respects the privacy of the certificate subscriber’s personal data and guarantees to fully
comply with the relevant national laws and regulations. In the meantime, GDCA requires all
employees strictly comply with security and confidential standards for personal privacy.
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9.4.2. Ve A RaF R K42 B Information Treated as Private

B TR D RE B UL SAEARIRESE 240, 1T R A HA A ER L
HNFSAKEEE . GDCA 5E L5 BOIEASIT 7 AL E B -

o i) HIARGES T B L SRS AR

® iIJHIERAR L,

® i) HE E kAL .

o iIJHIRATIKS

Except for the information already included in the subscriber certificates and the certificate status i
nformation, other basic information provided by the subscribers is deemed private. GDCA defines
the following information as certificate subscriber’s privacy information:

®  Subscriber’s valid documents number such as ID number, organization code
®  Subscriber's telephone number
®  Subscriber’s mailing address and living address

® Subscriber's bank account number

9.4.3. AR R B/E B Information Not Deemed Private

GDCA & X AFHFEARR T LU E BA B IEHIT 7 RS B -
o I/, BALATREE,

® iT/EA. BALMERTAE

® I U fEHhE I HEE R .

® i)Y HEAE

The information of certificates subscribers not deemed as private by GDCA include but not limited
to the following:

®  Subscriber’s name, organization name
® Subscriber’s gender, organization nature
® Subscriber’s postal code of mailing address

® Subscriber’s email address

9.4.4. {747 B Fh B $74F Responsibility to Protect Private Information

GDCA A %% R SR AT 9.4.2 FAUE FUES HiFH DM AR TTHES X5 -
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GDCA has the responsibility and obligation for proper custody and protection of the certificate
applicant personal privacy described in section 9.4.2.

9.4.5. FEHBEAEERNS A E5RZE Notice and Consent to Use Private

Information

GDCA Hg R HUE 4 (10 BRORAIE T 7 BN NBSAL, JERERECRT 521 % 2 T BURY
CAFE I ANBSAME B o BRAFRIEE A BB i s PE L E , R RS BEAST 7 (I VF]
ZHiI» GDCA fRAEASATE ST 7 B B ABCTAEB A NSRS NS B3R ek
KIEHE=T7 (BFFAF DN,

GDCA takes appropriate steps to protect the certificate subscriber's personal privacy, and takes
reliable security measures to protect stored personal privacy information. GDCA guarantees not to
provide the certificate subscriber’s personal information, except personal information written in the
certificate, to unrelated third parties (including companies and individuals), without the permission
of certificate subscriber, unless base on provisions of the law or government.

9.4.6. REBRBATBEFERE B E Disclosure Pursuant to Judicial or

Administrative Process

MATENLC T E GDCA FRALAH N IR 158 H = A (5 B, GDCA TEHeftun

25
/0

WRMERER.

WA HEA NI HmE 1w E .
5% GDCA [ 3 ) 8 S A% 100 o

GDCA H i HER R Pk N R A RAE B .

When administrative organization requires GDCA to provide subscriber's information of
corresponding certificates, GDCA needs to provide the following information:

®  Subscriber’s basic information
® Information encrypted by subscriber’s personal encryption key
® GDCA website login information of subscribers

® GDCA will provide related information to law-enforcement officials in accordance with the law
requirements.
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9.4.7. HAihfz B#EFIE Other Information Disclosure Circumstances

UARAEASIT 2R GDCA SRR 2 77 SRR S5 BB AE =5, GDCA I 5
FHEAEAS LT P 2R 44 IR 27 bk 4545 SR A28 = i 25 A 7

If certificate subscriber requires GDCA to provide some particular customer support services such
as mailing materials, GDCA needs to send the subscriber’s name, mailing address and other
related information to a third-party such as mailing company.

9.5. HIHFZRL Intellectual Property Rights

® GDCA ZA HARFAXHET LA L GDCA F44E 1 T B i 438 AR = AL

® GDCA WM FIEHRGHMBAFTAB. BB R a5 ZA8.

® GDCA AR R A R 5.

® GDCA Rl E Al — V{5 B8 GDCA 7=, K% GDCA Hmifevr, fliA
AR T EAT .

® GDCA RATHIEH A CRL ¥ 4% GDCA B 11777 .

® Xi4hicE A FLRNE AIYE Ny GDCA 7=,

® R R H R GDCA S i S i B 4 (LU R fRIFR DND LA K GZIg Hh Al K
YRR SEARIAE S, 979 GDCA {7,

® GDCA reserves and remains full intellectual property rights for all the certificates and
software offered by GDCA.

® GDCA holds ownership, the right of nhame, the right to share the benefits for certificate
system software.

® GDCA has the right to decide to use which software system.

® All the information published at GDCA website is GDCA property. Without written
permission of GDCA, others cannot repost them for commercial activities.

® Certificates and CRLs issued by GDCA are both the properties controlled by GDCA.
® External operation management strategy and specification are GDCA properties.

® The distinguished name (hereinafter referred to as DN) used to express the GDCA
domain entity in the directory and the certificate issued to the terminal in the domain
entity are the properties of GDCA.
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9.6.

9.6.1.

iR 51H{R Representations and Warranties

B TAE ARGV ) iR 53H 4% CA Representations and Warranties

GDCA fEFR At AL TAEAR S5 S A T 7 AR VR T

B IRAEAT P IIAE I #F A GDCA (1) CPS T S v 25K .

R FREAT P IR CRIR, ReAEAR T M T 7 AUEFS A R AT R 52 1
E L

Kt CPS Y ZE SR A N S IE H o

TR RAEAS G, H Sz B [aiE 45 B 2 IR B A i 4 3

BE BB F X SRR B AR (B, R TS, RS
T A A A8 BRI L HRAEO o 138044 G A g i B
BSIE HE F B AL T IR IR LK R AR IR TR, DR il 3 i
435

B EAIE A5 P A R A B e e

W45 CPS 3.2 f ERIGUE HE NI E 17 o

¥ GDCA 51T EKEE, | GDCA 51T P2 B JE AT HAT T P B3
T T P T A CAIN 2818 15 K AT 1Y) Baseline Requirements S5 253K; #7
GDCA 5T 1 N[Rl— Sk sl -8, I i AR CA AT 2%
EEXEITE RS HIRHE B S ADIRAS(E B CHRES MY 57 K4 4 KA1
(24XT) NTFHIE B FE

UEB 2T KA A, GDCA HitRIEF o 1015 B2 2 d Bk .

During the process of providing electronic certification service activities, GDCA makes following

commitments:

Certificates issued to subscribers by GDCA must be in line with all substantive requirements of
this CPS.

Informs subscribers any known events, which will fundamentally affect the validity and

reliability of the certificate.

Revokes the certificate according to this CPS.

After refusing to issue a certificate, GDCA would immediately refund the fee that the applicant

has paid for the certificate.

Verifies that the applicant either had the right to use, or had control of, the Domain Name(s)

listed in the certificate’s subject field and subjectAltName extension (or, only in the case of
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Domain Names, was delegated such right or control by someone who had such right to use or
control).

® Verifies that the applicant authorized the issuance of the certificate and that the applicant
representative is authorized to request the certificate on behalf of the applicant;

® \Verifies the accuracy of all of the information contained in the certificate.
® \Verifies the identity of the applicant according to section 3.2 of this CPS.

® Subscriber agreement: That, if GDCA and subscribers are not affiliated, the subscriber and
GDCA are parties to a legally valid and enforceable subscriber agreement that satisfies the
Baseline Requirements and other requirements published by the CA/Browser Forum, or, if
GDCA and subscribers are the same entity or are affiliated, the applicant representative
acknowledged the terms of use.

® Maintains a 24 x 7 publicly-accessible repository with current information regarding the status
(valid or revoked) of all unexpired certificates.

After the certificates have been issued and published, GDCA guarantees that the information
contained in the certificate has been properly validated.

9.6.2. VEMLI I FRR 5 HH LR RA Representations and Warranties

GDCA MBI TES 5 o T IAE R S5 b 72 Hh ) 2 R

o ROLAIERIT L R 58 475 & GDCA 1 CPS BT A SEIsi it 23K o

® /£ GDCA AHGIE-BI , A iR -3 BGE-B 5 B Sk
HHMEEA I

® VLUK CPS HIRLE, Ml GDCA $RAZHI . B HTEIRST Hid o

During participation in the process of electronic certification services, registration authority of GDCA
makes following commitments:

® The registration process provided for subscribers is compliant with all the substantive
requirements of GDCA’'s CPS.

® When generating certificates, GDCA does not allow the inconsistencies between certificate
information and certificate applicant information due to mistakes of registration authority.

® Registration authority will submit the applications of revocation, update and other services to
GDCA in time according to the provisions of CPS.

9.6.3. TP IR 5484% Subscriber Representations and Warranties

WP — B35 GDCA 2R IEFS, WA A GDCAL EMLR L A5 MIE -5 i) A7
KAFNAEH LR A&
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CAIZB AR GDCA [ “Hr b P HIBTTE " MA CPS [ T 26k Al 2%
G

FEUEF A ROW N AT R 72844

VP B IE PN P E MU SR AL A5 BAR S, e BERMERA 1, TR
FEATIRBEEMR . Dhi& s[5 B VAR DT

IRAFAERBEN, IR AR 3 A Al DU 1T A SRR
FTE AR AN LR 5 18t , 18 %1 GDCA BB BUIIE IR 51 -

ST PHER TS APIARR B RV A P HEAT (R — IR S8 44, #RRAT T H S 4,
I HAEBATRE AN, WERRAROES GEBRAEM. ), iEBMRAHEA
P A BT IR AVE A

BRARLAT PR UER LA 1B 5 1 PR e, 1T ORAEAS B RN LA (B8
AR BT AL 55

RS, BIRIRIT R B NHE A CPS T kS A1, JERZEAT
PSRRI P e

TS, TN B A IR DU AR 2 ORFERT AL Rz, 8 R]
BRRG, RECEBRITR 5 R LR . Wik, PR isligfoR &%
BUE -

AHEAAEFTR A GDCA ARt A, oae. BHr. THR4E, BEEART
SR RV A2 CSORTAIE F5 A 55 8 R =5

UEASFEAS CPS AR E A A Y0 Bl N il A, PURRIESS F T2 i e A At 5
RAER H

IS &7 e S LY DE = 78 QU T 7 TSP 1 b/ RN 147 2 B e T

XtF EV SSL RS, WA SUEAN SCS5 ORAE R AEUEFS A A1) H A 3 ) 4 X I
R 55 o AL .

X EV AEEAAEBRIT 7, 5 AIEL TS0, NAZE A GDCA HIHEHIH Ik
Fo: D UEFHAIE BB BOVEHR B HERRIN S S 2) IEPR 528K
FIALBAHOR BRI 3) AIEHERY], %A UE T T 258 T Be A
.

Once subscribers accept a certificate issued by GDCA, the subscriber is considered to make the

following commitments to GDCA, registration authority and related parties who trust the certificate:

® Acknowledged and accepted all the terms and conditions of GDCA "certificate application

responsibility” and CPS.
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The subscriber uses digital signatures if the certificate is valid.

All information that subscriber provides to registration authority during certificate application
process must be true, complete and accurate. The subscriber is willing to take legal
responsibility for any false or forged information.

If there is an agent, then both the subscriber and agent take jointly responsibility. The
subscriber is responsible for notifying GDCA and its authorized certification services agencies
any false statements and omissions made by the agent.

Each signature is generated using the private key corresponding to certificate by subscribers
themselves. The certificates shall be valid at the moment of signing, i.e. certificate is not
revoked or expired.

Subscribers ensure that they don't engage in business performed by the issuing agency (or
similar institutions) unless they sign written agreements with the issuing agency on such
matters.

Once the certificate is accepted, subscribers are considered as knowing and accepting all the
terms and conditions in the CPS as well as corresponding subscriber agreements.

Once the certificate is accepted, the subscriber should assume the following responsibilities:
always maintain control of their private keys; use trustworthy systems; and take reasonable
precautions to prevent the loss, disclosure, alteration, or unauthorized usage of the private
keys.

Prohibited for rejecting any statements, changes, updates and upgrades published by GDCA,
including but not limited to modification of strategies and standards as well as additions and
deletions of certificate services.

The subscriber only uses certificate for the authorized or other lawful purpose within the range
specified by this CPS.

The subscriber use secure and reasonable measures to prevent the private key from loss,
disclosure, alteration and other events.

For the EV SSL certificates, the subscribers undertake an obligation and warranty to install the
certificates only on servers that are accessible at the subjectAltName(s) listed in the
certificates.

Subscribers of EV code signing certificates shall promptly request the revocation of their
certificates by GDCA in case of the following situations: 1) any information in the certificate is
or becomes incorrect or inaccurate; 2) there is any misuse or compromise of the subscriber’s
private key associated with the public key included in the certificate; 3) there is evidence that
such code signing certificates are used to sign suspicious codes.

9.6.4. KT FIBRIR 54E 4% Relying Party Representations and Warranties

® USFA CPS I HE.
®  FE TR A S 1) 7 B A A PR ASE FH AE 1
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® (EEMUETIRT, XEFRUE R T I0E .

® TESHUETAT, Bid A CRL 2 OCSP #iiAiE 152 75 B .

o —HiTuZAsH LR EY 7 & BN, B80T Rt s
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® MHIHELIEMIKE GDCA AR A, B, ¥, THAE, SR EART
SR I PR 2 CEORIIE 5 R 55 1) S AR A =5

® Abide by all provisions of this CPS.

® Ensure that the certificate is used in prescribed scope and duration.

® \Verify certificate’s trust chain before trust the certificate.

® Before trust a certificate, verify whether the certificate is revoked or not through querying
CRL or OCSP.

® The relying party is willing to compensate GDCA for the losses and accept liabilities for
any loss of self or others, due to negligence or other reasons violating the terms of a
reasonable inspection.

® Prohibited for rejecting any statements, changes, updates and upgrades published by
GDCA, including but not limited to modification of strategies and standards as well as
additions and deletions of certificate services.

9.6.5. Hih2 55 K%iR 5 R Representations and Warranties of Other

Participants

GDCA M F BN IETE s HeAth 2 5 2 1E H an R A& -
WP A CPS [T A FLE

Other participants engaged in GDCA electronic certification activities make the following
commitments:

Abide by all provisions of this CPS.

9.7. R4 Disclaimers of Warranties

BRA CPS9.6.1 H (I B A& i 71, GDCA AN H8 A AT o] F2 2 A ARAE AN S5«
AIEET P S8 iS5 H BRE A 2.

A% B F AR By A A AR B0 Al HE DRAEE

ASKHIEFSTE R R E H A BASM 1 B A AT T 54T

S FANEHUS, Wbk, E R0 S5 R IR S5 R T B I A 2 R R
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Except for the commitments declared in CPS Section 9.6.1, GDCA does not assume any other
forms of guarantee and obligation:

® Do not guarantee the statements of certificate subscribers, relying party and other.
® Do not guarantee any software used in electronic certification activities.
® Do not assume any liability when certificate is used beyond the prescribed purposes.

® Do not assume any responsibility for service interruption and customer losses caused by force
majeure, such as war, natural disasters, etc.

® When subscriber violates the commitments defined in CPS Section 9.6.3, or relying party
violates the commitments defined inks Section 9.6.4, GDCA can exempt from liability.

9.8. APBRI4E Limitations of Liability

EASIT S KHT A GDCA FR AL HL T IAIEAR 55 I RFE SE 32 ik, GDCA
KRNI A CPS9.9 #LE A PRI A2 51 4E

If the certificate subscriber and the relying party specialized in civil activities suffered losses due to
electronic certification services provided by GDCA, GDCA will assume limited compensation liability
no more than the amount stipulated in the CPS Section 9.9.

9.9. #Z Indemnities
9.9.1. GDCA R34 Indemnification by GDCA

U1 GDCA /% T4 CPS9.6.1 H BRIk, UETIT /' ki /7 555k ] L% GDCA
ARG EE ST G BAE ot bRoh) . WL FiRTETE, GDCA A PRI DT E:

1. GDCA KIEPH R RLA P UAMARE =7, SHOT P SUK 7 E 2451510

2. TEVPRASAE REBURMER . BN, GDCA B HIUE T H L T HE R
B, SBAT kT 82 R

3. fE GDCA HIHIT 425245 R BORMETE MR IR Ve R A5 0, (B AT SR 11T 7 28 K IE
5, SHUKIG T E 2RI

4. T GDCA M5 N FEAE BRVARE. BT, WER, S80T /7 8k 8%
EPNIP
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5. GDCA ARfg KHEiESs, BRI E 25K H .

If GDCA violates statements in CPS Section 9.6.1, certificate subscribers, relying parties and other
entities can request GDCA assume compensation liabilities (except for statutory and contractual
exemptions). If the following circumstances occur, GDCA will assume limited compensation liability:

1. GDCA ssues certificates to a third-party instead of the subscriber by mistake, which leads to
losses of the subscriber or relying party.
2. If subscriber submits accurate and true information to GDCA, but GDCA issues certificates with
error information and the error leads to losses of the subscriber or relying party.
3. After GDCA knows the fact that subscriber provides fake registration information or data, GDCA
still issues certificate, which leads to relying party suffering losses.
4. If the private key of the certificate is deciphered, stolen or disclosed due to GDCA, which leads
to the subscriber or relying party suffering losses.
5. GDCA fails to revoke certificates in time, which leads to relying party suffering losses.
734k, GDCA g2 RR 4 F -
1. GDCA Fifi k% XS5 A3 5T GDCA Fik$H i) FIRAE, X Fpktfz bR AT
LAH GDCA R 15 ot B8 il %€ o
2. X ET P AT SR R IE 52k, GDCA ANARIHTTAE, HiT ) By
H AT 7K
3. GDCA RATAEUEASAT BOUIR A ARSE B R 2 53 A
In addition, GDCA’'s compensation limitations are as follow:

1. All the compensation obligation of GDCA shall not exceed the upper limit what GDCA can
afford. The maximum amount of compensation can be reset by GDCA based on different
situations.

2. For the losses caused by subscribers or relying party, GDCA does not assume
responsibilities. Subscribers or relying themselves should assume their own
responsibilities.

3. GDCA assumes the liability for damages only when the certificate is valid.

9.9.2. TP IR 3T 4E Indemnification by Subscribers

WA TS50 GDCA BRI 52400, 11 /7 N 2 7K A I A DT AE

1L AT HABEMHES I, BIMOE . ks SRR AR TS50, 38 GDCA K&
HIB UL Bk 55 WL B 58 = 5 32

2. TP RIMOEECE A G AV . a8k, BRIV AR . SR TR
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FHUEHE ST UAAG R, i RAZAE B LT ARE L 5, sE AT 5
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B M APIRIA RN R 16, FERAZ R oI MRS
FEAFFIALEH 2 R BAAESE IR IS, ARA% (A R A5 I R 38 1 GDCA FK Ty
RS 2YEA LS FIIE S
WP HEAE BARIE 1 5 =J7 MR B
10. ERUE B AMEHIESS, W NFEZRILRED.
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If the following situations cause losses to GDCA or relying party, subscribers shall assume the
compensation liability:

1.

GDCA and its authorized service agencies or third-party suffer losses due to unreal
information, such as deliberate, negligent or malicious provision of unreal information by
applicants when applying for certificates.

GDCA and its authorized service agencies or third-party suffer losses due to disclosure and
loss of private keys deliberately and by mistake; due to not informing GDCA and its authorized
service agencies or third-party of the leakage and loss of private keys with knowing the facts;
and due to handing keys to others inappropriately.

Subscribers violate the CPS and related operation practices when using certificates as well as
using the certificates activities outside of the CPS.

If the certificate is used for illegal transactions or causes disputes during the period from
revocation requests submitted by the subscribers or other entities authorized by GDCA to this
information of certificate revocation published by GDCA, if GDCA operates in accordance with
the requirements of the CPS, subscribers must assume any responsibility of losses according
to this CPS.

Subscribers continue to use the certificates and do not notify GDCA and relying parties
promptly when information in the certificates is changed.

The private key is lost, compromised, stolen, disclosed, and etc. due to not taking effective
protection measures.

Subscribers continue to use the certificates and do not notify GDCA and relying parties
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promptly when they are made aware that private keys are lost or at the risk of being
compromised.

8. The certificate has expired but is still in use.

9. The subscriber’s certificate information infringes upon the intellectual property rights of a
third-party.

10. Using certificates beyond specified scope, such as the use of certificates for illegal and
criminal activities.

9.9.3. AT IR FH4E Indemnification by Relying Parties

A RS T3 20 GDCA BT B BRI N 2 K I A2 T AT

1. &AJEAT GDCA SHHUTT M CRIA CPS HlE ) X 555

2. REEMNMEA CPS MVLRAT G HEH 1%, FHGDCA S IHLAZAUNIUEA: i 55 WAL
= R E

3. EAGHINE MEBOET, WWHR T FARE AV . R A A1
FBGIE S D2 8T nRER N ST TS I, B IRE HIE 15

4. RET A RAIE S AR AT U8 E s

5. RI A 8IS A CRL B OCSP il iE1542 5 B il -

If the following circumstances lead to the losses of GDCA or subscribers, relying party shall be
assumed compensation responsibility:

1. Obligations defined in the CPS and agreements between GDCA and relying parties are not
fulfilled.

2. GDCA and its authorized service agencies or a third-party suffer losses due to inappropriate
reviews against this CPS.

3. Trust certificates in unreasonable circumstances. For example, relying party still trusts the
certificate with knowing that the certificate usage is beyond its scope or period or the certificate
has or may have been stolen.

4. Relying party does not verify trust chains of the certificates.

5. Relying party does not check whether a certificate is revoked through querying CRL or OCSP.

0.10. BARHR 54 1k Term and Termination

9.10.1. AR Term

A CPS 7E KA HIAZER IE A2, L —RRAH CPS RN %; A CPS 76 F —hAs
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This CPS will enter into force at 12 o’clock midnight of the release date, and the last version CPS
will become invalid. This CPS will become invalid when the next version CPS enters into force or
the electronic certification services of GDCA are terminated.

9.10.2.  #JE Termination

1E GDCA £ 1E /L T IFIRSS I, A CPS & 1k,

When GDCA terminates electronic certification services, this CPS is terminated.

0.10.3. A& IE 548 Effect of Termination and Survival

A CPS Zubfm, MR RIS 21k, CPS Hrif N AR ATLRAE, EXf£& 12
H AR AL RVE R SE, CPS A 2507 TR e ST SR BR T3 AR IE Y

After the termination of this CPS, its effect will terminate at the same time. The contents in CPS will
be considered as invalid. However, for the legal facts occurred before the date of termination, the
regulation and the exemption of responsibilities defined in CPS for all parties are still applicable.

9211. S 5 H WA B @ % 5 W E Individual Notices and
Communications with Participants
A CPS 41l )5, GDCA sl SCRY KA SC S I 1 2 5 AN LT IAIERE 3 (1

BHRAFEN.

After the termination of this CPS, GDCA will notify all related parties who have participated in GDCA
electronic certification activities about related matters on document expiration.

9.12. &iT Amendments

9.12.1.  MEiTHEFF Procedure for Amendment

%4 GDCA L4 RIKRE NI, CPS 4’5/ NHEFZR/DHE — A CPS, #ifRI
B B SRR AR 50T 1 Bk KA G E brbrift, P4 CP IMZER, FHRFA AR
5T 1 S bR T 22

A CPS MBI EE T, 1 CPS w5 /NASR BT, 4 GDCA %2 WK A2
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As authorized by GDCA Security Policy Committee, CPS composition team reviews this CPS at
least once a year to ensure that the CPS meets the requirements of national laws and regulations
and administration department as well as relevant international standards; to ensure it meets the
requirements of CP and actual needs of certification business operations.

Revisions and updates of this CPS should be initiated by the CPS composition team and approved
by GDCA Security Policy Committee. The revised CPS shall be officially released after being
approved by GDCA Security Policy Committee.

0.12.2.  JEHHLEIAHIFR Notification Mechanism and Period

BT JG ) CPS & fibuE 54 S2 B fE GDCA /34 https://www.gdca.com.cn & i
X B R B BARSE DT OEE B, GDCA K AE A B 1 [H] Py 38 A1
BRETT, A ELAET B SARIE A 7 52 25200 B .

After approval of the revised CPS, it will be posted on GDCA official website
https://www.gdca.com.cn immediately. For the modification notified by email, mail, media and other
ways, GDCA shall notify the relevant parties in reasonable time, which ensures that the relevant
parties have minimum implications.

0.12.3. AN EEN FIETE Circumstances Under Which CPS Must be

Changed

GDCA WLZU A% CPS AT IZ LA T B4 : CPS Mk B 5 IR R IA — 2L,
1] ¢ W A 1T A LG IE MY 5547 WY 1 B e s B R 4

The situations that GDCA must modify this CPS include: discrepancies between CPS and
governing laws, clear requirements of changes or adjustments for GDCA certification services
initiated by national regulatory departments.

0.12.4. &% OID BER Circumstances Under Which OID Must be

Changed

A CPS KAMBITEE, AHXS I BIIE F SRE X GARRFFAN 2 AT AR T, A3 I iR A
WA .

When the CPS has modified, its corresponding certificate policy object identifier will not change,
and only increase the version identification code.
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9.13. b Dispute Resolution Provisions

GDCA. IEHAT 7 M5 S5 SEARAE i ARG 3l b A S BURTH% DL T 20 SR A Rk -

1. MR¥EA CPS HRIRLE, WIHATTHEDS

2. 1 GDCA MR 17 515 il AN Hrifs

3. HWARMG A SGERER TR EAT

4. fEAT5 GDCA BURBHMA CPS i M AR 4B URIAH, 32 GDCA
LR VEN TN RVE R B

If GDCA, certificate subscribers, relying parties and other entities have disputes in the electronic
certification activities, following steps can be taken for resolution:

1. Confirm the party to be held responsible according to this CPS.
2. GDCA's related departments are responsible for coordinating with the applicants.
3. If coordination fails, these parties should reach out to the legal authorities.

4. Prosecutions against GDCA or its authorized agencies over any disputes arising from this CPS
should be governed by the people's court in the place where GDCA is registered.

0.14. E%EHEAR Governing Law

GDCA 1 CPS sZE X CiAn ) (4 N RILFE B 728423 A CEFIAMERS
L) VAR E

The CPS of GDCA is governed by the law of “Electronic Signatures Laws of People’s Republic of
China” and the regulation of “Measures for the Administration of Electronic Certification Services”
promulgated by the country.

9.15. 5&ERERERAE 1 Compliance with Applicable Law

To 18 GDCA HIEFT 7 A S S AR AE b e (32 DL AE (] b i F] GDCA HIE S,
A% CPS AT« MFREATRE 7 A3 RME & T rh R N R B 3R . (175 GDCA Blif%
BCEMHUI A CPS Firitd AT S+, F3E B rp A N RSN VA

Regardless of the place of residence for the subscribers, relying parties and other entities or place
of use of the GDCA certificates, the execution, explanation and procedure should be compliant with
laws of the People’s Republic of China. Any disputes involved by GDCA and its RA in relation to this
CPS should also be compliant with laws of the People’s Republic of China.
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9.16. — %2k Miscellaneous Provisions
9.16.1.  SZEEWHY Entire Agreement

GDCA 1] CPS e B I SCM M il : Arfll. Hax. FERNE 3 5. KT HZ
MERANBERE BN E, e BTty IR ERE GDCA Mk
H LA B AN 5

Complete document structure of GDCA CPS includes 3 parts: titles, table of contents and main
contents. Modified alternative content of the table of contents and the main content will completely
replace all previous parts. The previous parts would be placed at the GDCA web site for browsing.

9.16.2.  ¥ik Assignment

GDCA 71, HRYEA CPS HiEIR IANIESAR S JT AURIAN L 55, %07 HF N A%
HEVZAER (R AH ORI E BEATAURIAN LS5 IO BEAE IR LEAT g R AR IR AN MR B ek J7 % 53—
RIAEAT 5 55 S AR IR BT o

GDCA represents that, according to the rights and obligations of certification entity parties detailed
in this CPS, all parties can transfer the possession of rights and obligations in accordance with the
relevant provisions of the law. The occurrence of the above transfer behavior does not affect the
change of any debt and liability among the transferors.

9.16.3. %I Severability

WERZA CPS HAEA S5k BRI N FH i1 15 GDCA Fr B i IX A A= o S T e #1
TENTCREABIAT IS, GDCA W] LIFE SR E K IR TEIT 256K, [ 4kE
, HARHHAZFW, GDCA AN FTHE BTN

TERRARAZAT J5 BER2E RUE T 2 BT, GDCA ¥4 K& M 22 question@cabforum.org, &
%1 CAB i1z CPS MBI HIME B, FFiiAI R B A LI FIRANEAE T AR
552  Chttps://cabforum.org/pipermail/public/) .

HIFHEAHEEN, B CAB WIRHERHEN, i GDCA R 7 & CA/B InH
Baseline Requirements A ik 4E5K, AR &5 ARAT X GDCA MV 5545 AE 1 B4 AN 1 4k
LRI . BRI S REREATIOAH G EE, X GDCA ) CPS IM&iT, K1 CA/B itix
[P)38 FIKEAE 90 RN 5E ko

=
o3

In case any clause or provision of this CPS is held to be unenforceable or invalid due to any
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conflicts with the laws of any jurisdiction in which GDCA operates, GDCA may modify any
conflicting clause or provision to the minimum extent necessary to make them continue to be valid,
and other clauses and provisions will remain valid without being affected. GDCA will disclose the
modified contents in this section.

GDCA will (and prior to issuing a certificate under the modified requirement) notify the CA/Browser
Forum of any modified content in the CPS by sending emails to question@cabforum.org, and
confirm that it has been posted to the Public Mailing List and is indexed in the Public Mail Archives
available at https://cabforum.org/pipermail/public/.

Any modification to GDCA's practice enabled under this section will be discontinued if and when the
law no longer applies, or the requirements published by the CA/B Forum are modified to make it
possible to comply with both them and the law simultaneously. An appropriate change in practice,
modification to the GDCA's CPS and a notice to the CA/Browser Forum, as outlined above, will be
made within 90 days.

9.16.4.  ERHIPAT (RIMFEAMBFIKZF) Enforcement (Attorneys' Fees and

Waiver of Rights)

GDCA 7= H, FEASIT /7 KT 5 SEARRIAT GDCA ) CPS HREIMLE , A
WAZSRA R ARAPAT Z IR A E -

GDCA declares that if the subscribers or relying parties did not execute any item within this CPS, it
should not be consider that they need not to be executed in the future.

9.16.5.  AH[HL S Force Majeure

GDCA AXFPRIRAry B KO HURANHA I S AT A i A CPS
PUE R THE MR . R RBUCEBAT 71 5%

GDCA do not assume responsibilities for losses incurred by the violation, delay or inability to
perform the CPS regulations due to the force majeure events like wars, epidemics, fires,
earthquakes and other natural disasters.

9.17. HAhZ&3K Other Provisions

GDCA Xt A CPS B A A fRAL.

GDCA has final interpretation rights to this CPS.
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Appendix 1: Certificate information

Root/CA Certificate

Information

GDCA TrustAUTH R5 ROOT

Country =CN

Organization = GUANG DONG CERTIFICATE AUTHORITY CO., LTD.
Common Name = GDCA TrustAUTH R5 ROOT

Serial Number= 7d 09 97 fe f0 47 ea 7a

Validity: November, 26 2014 to December, 31, 2040

SHAL digest= 0f 36 38 5b 81 1a 25 c¢3 9b 31 4e 83 ca €9 34 66 70 cc 74 b4

GDCA TrustAUTH R4 EV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name = GDCA TrustAUTH R4 EV SSL CA

Serial Number = 02 92 33 24 6b c6 31 4b

Validity: April, 6 2016 to December, 31, 2030

SHAL digest=c6 7a 61 4f 23 42 18 b7 9f be 91 40 c0 33 dc aa 73 2a 5c 4f

GDCA TrustAUTH R4 EV CodeSigning
CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name = GDCA TrustAUTH R4 EV CodeSigning CA
Serial Number = 63 54 b0 a6 5 ff 59 2a

Validity: April, 7 2016 to December, 31, 2030

SHAL digest= d5 6c¢ 4f fb 6d ¢9 d1 c2 6d 98 a0 57 2a 75 24 80 71 cf 72 9d

GDCA  TrustAUTH
CodeSigning CA

R4 Plus EV

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name = GDCA TrustAUTH R4 Plus EV CodeSigning CA
Serial Number = 7f fb 74 f9 52 d0 e0 e2 c2 b9 6b 08 e3 ec ed 50
Validity: June 29, 2022 to December 31, 2035

SHAL digest=f5 02 01 72 c8 88 84 63 a7 O0a 51 64 73 f2 15 05 42 65 36 dc

B /8 R5 MR CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
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Common Name =#{ %X, R5 R CA
Serial Number = 2e d9 58 82 91 39 ad 07
Validity: March, 31 2016 to December, 31, 2040

SHAL digest= 23 eb 1b a4 64 71 al e7 €9 f2 db 57 01 fe f8 f2 f8 Oc aa €9

it RAEV IR #IET CA Country =CN

Organization= Global Digital Cybersecurity Authority Co., Ltd.
Common Name =#{%iff{ R4 EV k55 4iE+: CA

Serial Number = 64 35 81 b4 22 {5 d1 06

Validity: March, 31 2016 to December, 31, 2030

SHAL digest= 0d 9d 15 af 72 5b eb a2 27 c4 29 43 23 10 c5 53 b7 b8 9b d3

GDCA TrustAUTH E5 ROOT Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name = GDCA TrustAUTH E5 ROOT

Serial Number = 1a f5 1f 4d 2c da bb 53

Validity: March, 23 2016 to December, 31, 2040

SHAL digest= eb 46 6c d3 75 65 f9 3c de 10 62 cd 8d 98 26 ed 23 73 0f 12

GDCA TrustAUTH E4 EV SSL CA Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name = GDCA TrustAUTH E4 EV SSL CA

Serial Number = 0c 50 cc c1 d3 7 14 7f

Validity: March, 31 2016 to December, 31, 2030

SHAL digest= 1f ae a7 c¢3 5e 84 b9 5a 55 f6 ¢7 d7 fd 2f e5 21 ea 77 72 59
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Appendix 2: GDCA EV CPS Revision Records

% (ERA V3.0 V3.1l
5
B X} w5 WL A 25 R 6
322, HLEHIE f*fgfm?@%ﬂﬁi
. 51 Authentication of E A8 44 36 UE 7 Vb AT U B
o . BN DNSSEC W iFAH %
Organization Identity .
BR,
328. ZHAZKIE
2 iE  Multi-Perspective 10 2 WA 28 R BRAIE LR
Issuance Corroboration
4.2.4.  NENUIARZAL
3 (CAA) Certification 055 T DNSSEC 6 3iF4H 5%
Authority Authorization HK,
(CAA)
54.1. o3 (e , . —
A 51 B A5 16 253530
4 M Types of Events s .
AIL\‘LEJ%E*O
Recorded
5.7.1.  H A E A
# 2 B  Incident and . st Jalr it S T g
5 BF _ A B A 5 P 7.
Compromise Handling
Procedures
6.7. M 4% 1) & 4 15 i
6 Network Security S8 ) Ak 3 R A
Controls
7 HARET R A 1)l T I
Content ) )
Sections Revised V3.0 V3.1
SEQ
Describe the domain validation
322 WL 508 1 55 3 methods that require the use of
o Multi-Perspective Issuance
1 Authentication of

Organization Identity

Corroboration.
Add requirements related to
DNSSEC validation.
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3.28.  ZMAZRIIE
Multi-Perspective
Issuance Corroboration

Add the requirements for
Multi-Perspective Issuance
Corroboration.

4.2.4.  E N 2 L
( CAA ) Certification
Authority  Authorization
(CAA)

Add requirements related to
DNSSEC validation.

54.1.  dEFHMMEE
Types of Events
Recorded

Add the requirements for the
logging of router and firewall
activities.

5.7.1.  HHIHE LA
£ JF Incident and
Compromise Handling
Procedures

Add requirements related to
mass revocation.

7. MR A
Network Security Controls

Add management of vulnerability
remediation timelines.

Other revisions

Adjust some wording issues.




