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1. 8] & Introduction

1.1. AR Overview

1.1.1. A&/ Company Profile

B AR G IR A 5] (Global Digital Cybersecurity Authority Co., Ltd., fAj#x
GDCA 8 “#zif X7, ) J5A “I REFIERHIEF OERA R ", BaLT 2003 4 3 H
6 H.2005 4 9 [, GDCA i iB ik 1 [l 5 %00 B Jay A5 8 3 A S5 7 M 3B ) 5t e
BN A E B HO\F RS (R IERRS VFRTIEY (VFRTIES . ECP44010215007) [1HLT
WIEIRSS IR 2 —: 2008 4 12 F, FRAFEFR 0D B RMUR I (2500 S 4 5 vr
A[EY; 2011 4F 4 H, @i 7 B 5% R LR HL B T UGIEIRSS RE D VEAL, k43 (L
FES HFIERS P (G5 A021) #Eft. 2013 4, X HLFIAMEARS RGHAT
SM2 FiEFH, i T EZEEE R AN et H A, 2015 45, GDCA @it T
WebTrust [EB5 722 4 & vHAIE, B T B bR s &8 BRI S KT, a4k
R FYAER S . AIERONL S ZRFHE, 2016 4E5 H, “J REFAEBUGEH0A R
A" HEN BB RBH AR AR 7. 2017 4£ 8 A 11 H, GDCA TE#T =t
WAL oy, EETRIRR: A, REEAREY: 871932,

Global Digital Cybersecurity Authority CO., LTD. (abbreviated as GDCA, or “#(z ") with the
former name of Guangdong Digital Certificate Authority CO., LTD was founded on March 6, 2003.
In September 2005, GDCA passed the security review by the State Cryptography Administration
Office of Security Commercial Code Administration (abbreviated as OSCCA) and the former
Ministry of Information Industry by law, as one of the first eight electronic authentication authorities
with "Electronic Authentication Service License" (license number: ECP44010215007) in China. In
December 2008, GDCA obtained the "Commercial Cryptography Products Sales License" issued
by OSCCA. GDCA passed through the assessment of E-government and Electronic Authentication
Service Ability by OSCCA with the qualification certificate of "E-government and Electronic
Authentication Service Authority” (number: A021) in April 2011. In 2013, GDCA upgraded electronic
authentication service system for SM2 algorithm and passed through the security review by
OSCCA. In 2015, GDCA passed the assurance review for Certification Authority by WebTrust with
the international level of operation management and service to provide digital certification service
globally. For business development, GDCA changed its name from "Guangdong Digital Certificate
Authority CO., LTD." to "Global Digital Cybersecurity Authority CO., LTD." in May, 2016. On 11
August 2017, GDCA was admitted to the National Equities Exchange and Quotations (NEEQ) of
China, with a stock abbreviation of “%¥z /%" and stock code “871932".
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GDCA B4 Jm, J& “T" AREFIEFHIMEF AR AR " W57 ii5. NamMmas
A el “BRm ABSRmAR AR A%k, fEEXHTS GDCA LA “T  AREUTHIE
FEF DA RA R 4 AT AR PRI H T REBFHEFAEF LA R
"7 A BRI LS5 h “ B AR BB AT IR A =] 7 7RGk

Heg AR “BUEL ~E. Ll BT ko EN, BAT “EEBRER T
b fsidr, BOT TN “— RIS EER SR 7

Since then, all assets, debt, rights and business of "Guangdong Digital Certificate Authority CO.,
LTD." were inherited by GDCA. Meanwhile, and all the rights and obligations of the contract and
agreement signed by "Guangdong Digital Certificate Authority CO., LTD." were inherited by GDCA.

GDCA upholds the corporate values of “Authority, Credibility, Professionalism, and Innovation”,
fulfils the corporate mission of “Trust Connects Parties from all over the World”, and is committed to
becoming a “first-class online trust service provider”.

1.1.2. IEF53EME Certificate Policy (CP)

AR GDCA /I EV AET5EES (EV CP), /& GDCA EV U7 iiE 15 I 55 1 s
FEHA, 3& T T B GDCA 2 R AVE LI EV BUFiEH AR5 5 E k. Jofttle %
EELL L R R BV ETRIA S Al MRS el A VAR B R A
TR o IX LB SR AN G A4 GDCA EV IE P AR 4S [¥ 2 A PR AN 52 B 1, 48 — B £ 17E GDCA
O AN —B0& s — R, RIE/EREA GDCA HEM P RERS S FIFE BT HAR
A CP JEA 2 GDCA F1% 2575 Z AR, GDCA Fi#-2 577 2 Al AR L4
R EEAMAT 2 1) 2528 1 25 2 B SUHE Ao

This document describes the EV Certificate Policy (EV CP) of GDCA and explains the policy
statement for GDCA digital certificate service. It applies to all EV digital certificates issued and
managed by GDCA and their related participants. The EV CP sets forth business, legal and
technical requirements and specifications for certificate approval, issuance, management, usage,
renewal, revocation and related trusted services. These requirements and specifications protects
the security and integrity of GDCA digital certificate services and includes a comprehensive set of
consistently applicable single rule sets in the GDCA scope. Therefore it provides the same extent of
trust guarantee throughout the GDCA architecture. This CP is not a legal agreement between
GDCA and all participants; contractual rights and obligations between GDCA and participants are
established by other means of agreements with such participants.

A CP 151§ CA/Browser Forum il 1 Guidelines For The Issuance And Management
Of Extended Validation Certificates (& #% “EV Guidelines”). Baseline Requirements for the
Issuance and Management of Publicly-Trusted Code Signing Certificates( {& #x“ Code Signing

Baseline Requirements”).  Network and Certificate System Security Requirements (& #x
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“NCSSR ”) DL J Baseline Requirements for the Issuance and Management of
Publicly-Trusted TLS Server Certificates ({&#5“ Baseline Requirements”) ,Google. Mozilla.
B, PR 360 AN T AR A HRAE RS M AT I B T A AR E B RIBOR, BL
Common Certification Authority Database ( f#ii#i “CCADB”) BUK f AT R, Wi/ (I
BRI X509 /A JT 25 FEA i 1E 5 SIS AE TV 25 HESE ) C Internet X.509 Public Key
Infrastructure Certificate Policy and Certification Practices Framework), BI f1 5.5k M b #E2H
21 “ TR TR TAEZL” CInternet Engineering Task Force) il %€ ft] REC3647 Frifk it 4 4
FIANEZR, [FIN L (GB 26855-2011-T {5 8 22 AH AR A BH Rl W itk 15 5 i 5 A
RNV S5 A AAESE) RIS EK, JRRRYE o [E VA ENE AU GDCA Wiz s kit
AT
This CP conforms to the latest version of the Guidelines for The Issuance and Management of
Extended Validation Certificates (hereinafter referred to as “EV Guidelines”), Baseline
Requirements for the Issuance and Management of Publicly-Trusted Code Signing Certificates
(hereinafter referred to as “Code Signing Baseline Requirements”), Network and Certificate System
Security Requirements (hereinafter referred to as “NCSSR”), and the Baseline Requirements for
the Issuance and Management of Publicly-Trusted TLS Server Certificates (hereinafter referred to
as “Baseline Requirements”) formulated by CA/Browser Forum, the latest versions of Root
Certificate Program Policies issued by browser and operating system vendors such as Google,
Mozilla, Microsoft, Apple, and 360, as well as the Common Certification Authority Database
(“CCADB?”) Policy. Meanwhile, this CP meets the requirements of structure and content defined in
Internet X.509 Public Key Infrastructure Certificate Policy and Certification Practices Framework,
RFC3647 from The Internet Engineering Task Force, and GB 26855-2011-T Information Security
Technology Public Key Infrastructure Certificate Policies and Certification Practice Statement

Framework, and would make appropriate changes in accordance with Chinese laws and
regulations together with operational requirements of GDCA.

GDCA 1EN—MIEFRSHM (CA), FEA CP LI N A KL EV HRUEF5 T EV CA
UEAS, ZERAT FHEF . T A FREACR R NG, AEUEBREE A MT 7 ar LA FIE
BT L0l R 2 Ry RIS B4 OB S . B AMES AR .
AT R IR A CP A G TR MT (¥ LA 23Kk, Y R BAEAE—5KIEFi. GDCA I EV H
TAMEMES N (EV CPS) #3274 CP LR, 1F4HE IR T GDCA 1E N T IAMIEIRSS
PURFRBEIIE A . AT SR AIE 15 AR AR R A 2] SRR . T GDCA IE+S
T P AR HT D6 B IR A CP I A ¢ EV CPS FIFLE, v RHIE T (48 FHAME AE .

As a Certification Authority (CA), GDCA generates EV root and Subordinate CA certificates under
the constraints of this CP and issues certificates to subscribers. Based on different types and
application scope, subscribers may use certificates for purposes such as website security
code signing, email signing, document signing, and identity authentication. Relying parties
determine whether to trust a certificate based on the obligations for relying parties outlined in this
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The GDCA EV Certification Practice Statement (EV CPS), governed by this CP, elaborates the
definition of GDCA digital certificates and the methods to provide these certificates as well as the
corresponding managerial, operational and security measures. All GDCA certificate subscribers
relying parties must refer to the provisions of this CP and its relevant EV CPS to determine the
and reliability of the certificates.

1.1.3. GDCA iEH E Rk ZE#) GDCA Certificate Hierarchical Architecture

A CP /& GDCA W EV WP ) = 5%, GDCA MIEHIRSSHIA (CA) 1%IE A CP
#il5E EV CPS, RA %A CP M AHIE CPS JHHATIE AR S5 G450, 11 7« 4K Iy I HoAth
AR SARFZ B A CP M AHIE EV CPS R EXTUEBIE . (BEIFBATH M 5.

This CP is the highest policy for EV certificates issued by GDCA. Certification authority (CA) under
GDCA formulates the EV CPS in accordance with this CP. Registration Authority (RA) authenticates
certification requests according to this CP and its related CPS. Subscribers, relying parties along
with other relevant entities determine their rights for using and trusting the certificates as well as
perform corresponding obligations on the basis of the CP and the relevant EV CPS.

GDCA EV CP
GDCA EV CPS
|
| |
E RA1
W T N

AT
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1.1.4. GDCA EV iEH E XK Z# GDCA EV Certificate Hierarchical

Architecture

GDCA Hi#5 34 EV ARIEP, 435~ GDCA TrustAUTH R5 ROOT iE+. % aehs
& R5 #? CAiE-15. GDCA TrustAUTH E5 ROOT iE1i. &AMR CA Fi#%igk CA, L%
RFFET . GDCA AN RAIMNEH L CAIET,

Currently, GDCA has 3 EV root certificates, including GDCA TrustAUTH R5 ROOT certificate, %%
i 4% R5 #R CA certificate, GDCA TrustAUTH E5 ROOT certificate. Each Root CA has Subordinate
CAs to issue subscriber certificates. GDCA does not issue external Subordinate CA certificates.

1) GDCATrustAUTH R5 ROOT

GDCA TrustAUTH R5
ROOT

' ' ! '

GDCA TrustAUTH R4 GDCA TrustAUTH R4 GDCA TrustAUTH R4 GDCA TrustAUTH R4
EV SSL CA EV SSL CA2 EV CodeSigning CA Plus EV CodeSigning CA
EV SSL Server EV SSL Server EV CodeSigning EV CodeSigning
Certificate Certificate Certificate Certificate

GDCA TrustAUTH R5 ROOT ilE 15 FI % 4H K & 0 4096-bit, T 4 P2k EV CA ilE
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4, Hr: (1) GDCA TrustAUTH R4 EV SSL CAIEF, FHK A 2048-bit, 25K %
EAK A 2048-bit 1) EV SSL AR %5 #51IE 155 (2)GDCA TrustAUTH R4 EV SSL CA2 iE 13,
EEK N 2048-bit, R FEHKIZ N 2048-bit ) EV SSL AR%#iEH; (3) GDCA
TrustAUTH R4 EV CodeSigning CA iE-15, 28K B 2048-bit, 25k % 57K 5 v 2048-bit
(1) EV A2 4 4E+; (4) GDCA TrustAUTH R4 Plus EV CodeSigning CA iF+4, 41K
2R 4096-bit, 25k #AHKRE Y 3072-bit (1) EV ARRBAE A IEF .

GDCA TrustAUTH R5 ROOT k4544 T 2040 4 12 H 31 HEH.

GDCA TrustAUTH R4 EV SSL CA 1E 544 7E 2030 4 12 /] 31 H ], 2026 4 6 1
10 Hig, WA Z CAEBZERITFUET.

GDCA TrustAUTH R4 EV SSL CA2 ilE 34 7E 2036 4F 12 H 31 H 3], 2033 4£ 1
1 Hig, KARHEAMHZ CAIERZRIT e,

GDCA TrustAUTH R4 EV CodeSigning CA iE 134 7E 2030 4 12 A 31 HEI#, 2021
F6 H 1 HE, oA Z CAIERZRITFIES.

GDCA TrustAUTH R4 Plus EV CodeSigning CA 1IFH#7F 2035 4£ 12 A 31 H FiA,
2026 6 H 10 Hilg, A% CAUE-BRE AT IE1.

The length of GDCA TrustAUTH R5 ROOT certificate root key is 4096-bit. There are four EV
Subordinate CAs under this root CA, including: (1) GDCA TrustAUTH R4 EV SSL CA is 2048-bit
lengths and responsible for issuing 2048-bit EV SSL Server Certificates. (2) GDCA TrustAUTH R4
EV SSL CA2 with key length of 2048-bit issuing RSA 2048-bit EV SSL Server Certificates. (3)
GDCA TrustAUTH R4 EV CodeSigning CA is 2048-bit lengths and responsible for issuing 2048-bit
EV CodeSigning Certificates. (4) GDCA TrustAUTH R4 Plus EV CodeSigning CA with key length of
4096-bit is used for issuing RSA 3072-bit EV CodeSigning Certificates.

GDCA TrustAUTH R5 ROOQOT certificate will expire on December 31, 2040.

GDCA TrustAUTH R4 EV SSL CA certificate will expire on December 31, 2030. From June 10,
GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 EV SSL CA2 certificate will expire on December 31, 2036. From January 1,
2033, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 EV CodeSigning CA certificate will expire on December 31, 2030. As of June
1, 2021, GDCA has stopped the issuance of subscriber certificates with this CA certificate.

GDCA TrustAUTH R4 Plus EV CodeSigning CA certificate will expire on December 31, 2035. From
June 10, 2026, GDCA will no longer use it to issue subscriber certificates.

2) i R5 AR CA
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B FHACRSHCA

Y
WU R AR4 EV
i % 281E+H CA

h 4

EV SSL Server
Certificate

iR RS AR CAIET IR ZEHE  4096-bit, T 1% 1 A% CA E: izt
fR R4 EV IR EIET CA, HEAKEN 2048-bit, 25K % EHK A 2048-bit 1) EV SSL
MR A8 uE1

b AX R5 AR CAE-F T 2040 4 12 H 31 HEIH.

Hez it RAEV RS #E T CAE47E 2030 4E 12 A 31 HEM#, 2027 4 1 A 1
Hi&, A% CATEB& R FiE.

The length of %Z:Hf /L R5 R CA certificate root key is 4096-bit. There is one Subordinate CA under
this root CA: % {8 R4 EV A 4% 245 CA is 2048-bit length and responsible for issuing 2048-bit
EV SSL Server Certificates.

¥ iR R5 #2 CA certificate will expire on December 31, 2040.

iR R4 EV AR 45 #81EH CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

3) GDCA TrustAUTH E5 ROOT

GDCA TrustAUTH E5
ROOT

GDCA TrustAUTH E4 EV
SSL CA

EV SSL Server Certificate

GDCA TrustAUTH E5 ROOT it Bl BRI H kN ECC, iRE K E N 384-bit,
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T# 1A CAEF: GDCATrustAUTH E4 EV SSL CA , 4K F N 256-bit, 25K
AR N 256-bit 1) EV SSL IR 45 28E 1

GDCA TrustAUTH E5 ROOT iiE5# T 2040 4 12 J] 31 H 2|},

GDCA TrustAUTH E4 EV SSL CA iE-5#7E 2030 4 12 [ 31 H i, 2027 /£ 1 H 1
Hid, BAEMHZ CAIERERIT S,

The length of GDCA TrustAUTH E5 ROOQOT certificate root key is 384-bit using ECC algorithm.
There is one Subordinate CA under this ROOT CA: GDCA TrustAUTH E4 EV SSL CA with 256-bit
key length is responsible for issuing 256-bit EV SSL Server Certificates.

GDCA TrustAUTH E5 ROOT certificate will expire on December 31, 2040.

GDCA TrustAUTH E4 EV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA #1E CA/IY 281817 (CA/Browser Forum) AT REIGIEIEBIEr (EV
F8#5). Code Signing Baseline Requirements. NCSSR LA &z Baseline Requirements 1] 7
TRA SR AT R AME B EV Bk, WIS L EMIEN, JRR R g8 A A 1)
WRAHEATIELT CPo Ui A CP Al CA/MI BE 2% 1815 (CA/Browser Forum) & A (1 AH CHRTE
HIA A A —E s, T BL CA B 3% 1837 1E 20K A G i

GDCA issues and manages the EV certificates based on the latest version of the EV Guidelines,
the Code Signing Baseline Requirements, NCSSR and the Baseline Requirements published by
CA/Browser Forum. GDCA regularly checks the status on CA/Browser Forum’'s website and
continuously revise this CP if there is any update. In the event that a discrepancy arises between
interpretations of this document and CA/Browser Forum, the CA/Browser Forum shall govern.

A IETF PKIX RFC 3647 CP/CPS HEZ¢, 4% CP 70 /LA, M7 GDCA IE-
MR 55 BT S i 22t hilta i, MR AR . APRE RFC3647 (REAA RN Jetg 2k,
SR RER MM A REA -
Pursuant to the IETF PKIX RFC 3647 CP/CPS framework, this CP is divided into nine parts that
cover the security controls and practices and procedures for GDCA’s certificate services. To

preserve the outline specified by RFC 3647, section headings that do not apply are accompanied
with the statement “Not applicable”.

1.2. X4 RRE#PRR Document Name and Identification

ASCRARRAE (B2 AR A IR A7 EV IEH 5N ) (fiiFx (GDCA EV CP).
A CP)o fARARA CP MBITERIESHMIR. A CP AN RESRUES: AL SR T4y
Fie—ANME— B BbRiRTE, BARRTSILA CP 55 1.4.1.3 Y,

A CP A I EIE AT, GDCA R PR 5 SRR AS 5 o ST A Te B R A — 2
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This document is called "Global Digital Cybersecurity Authority CO., LTD. EV Certificate Policy"
(abbreviated as “GDCA EV CP” or “this CP”). Please refer to Appendix for detailed revisions of this
version. Certificate policy for each kind of certificate is assigned a unique object identifier in this CP.
Please refer to CP section1.4.1.3 for details.

This document is the Chinese-English bilingual edition of GDCA CP, and GDCA should make sure
that there are no material differences between the Chinese and English version.

1.3. PKI 53 PKI Participants

1.3.1. B INEARS LM Certification Authorities

HLFIMIEAR 55 ML) ( Certification Authority, IR CA) Z&AUR EV IET 5244 . GDCA
AR (RN RILAME B 7FEL47E) . (R INERSSE BT ME) HlE, WRERSLr
G =BT IMEARS LA . GDCA il 45 M i1 152 B G 3 (K185 05 EARAUR EV H
U, SRAEIE IR AR %% 55 T B mi o MBS B 1 5 5 4k

GDCA is a trusted third-party electronic authentication service authority established by law based
on "Electronic Signature Law of the People's Republic of China" and "Measures for the
Administration of Electronic Certification Services ". GDCA becomes a participant in electronic
authentication activities by issuing EV certificate and providing certificate verification service to the
parties who engage in electronic transactions.

1.3.2. VEMHLH Registration Authorities

ML (Registration Authority, faifk RA) 8% CA @ riiEMidfE, #ik EV
WEF SRS, HHESIEL EV IE G
GDCA EN EV {ETH) CA N, BHATHHAE EV iEH RA, AR 51T RA.

Registration Authorities (abbreviated as RA) set up registration process on behalf of CA, confirm
the identity of applicant, and approve or reject the applicant.

As a CA operator of EV certificate, GDCA serves as RA of EV certificate by itself, and no longer to
set up another RA.

1.3.3. T 7 Subscribers

WHARERE EV LT A AEH ATl e e — Sk, 045 %35 HAE P E— Xt B AL
AR VTP AEA CP B E WA EV IEF, FH&RIEA CP Z15E ) X5
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A subscriber represents the unique entity to which the public key in the EV certificate is bound and
holds ultimate control over the private key uniquely corresponding to the certificate. The subscriber
uses the EV certificate within the scope of this CP and assumes the obligations stipulated in this

CP GDCA WA &K AWM KT EV IE-H, A ERAILE EV iF 45 Bl A% R R
%,

GDCA only issues EV certificates to legal entities and doesn’t provide application and issuance
services of EV certificate to natural person.

1.3.4. A H Relying Parties

AT T A5 AR AL FIIEP A S o HRAT 7T LUARE AT 7, AT DAASRIES T

Relying Parties are entities who engage in related electronic certification activities based on the
reliance of electronic signature provided by GDCA. This entity may, or may not be a certificate
subscriber.

BASAT B (4 —TKAETS, ARy S E B R (S R, A AE B i 51
# (CRL) Hif#iH OCSP 77 A\ A HIE IRAS » KT UGS &I # 5 4 RE (51T
—iKIE,

To trust or use a certificate, a relying party must verify revocation information of the certificate by
looking up the Certificate Revocation List (CRL) or searching the certificate status with OCSP
servers. Before a relying party trusts a certificate, a proper review process must be executed.

1.3.5. HAthZ 5% Other Participants

FAhZ 532489 GDCA K HL 7 IETE S FR A AR 55 1 HAth e 4k

Other participants are entities that provide related services in electronic authentication activities of
GDCA.

1.4. EFHMNH Certificate Usage
1.4.1. EE KB Appropriate Certificate Uses

GDCA %k EV IEBEEH T S5, FL2gid il 5 e & B GDCA 25k
[ EV IET, YWRIHZIERHITESIEERSSA R, FH L@ 7&EY a5 &
B4 AR

EV certificate issued by GDCA is mainly used for identification. When the EV certificate is verified
and confirmed the issuer is GDCA, it means that the information contained in the certificate is true

10
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and effective, and has passed the appropriate and reliable authentication procedure.

1.4.1.1. EV SSL AR%-24EH EV SSL Server Certificates

EV SSL Al 55 SR+ H T 58 UEUE A Fhbm 1R A W0 4 T2 LR 55 4 BCEL IR W 3844 1D B 03
AR5 12 00 258 R 55 45 B CEL IR R 344 VA AL S 4

GDCA A2 KA EV SSL g5 ailb 4, BRBACFF A 4h, EV SSL k55 il 15
ANBREEAL RIS, AR . BUFIEA S

EV SSL server certificate is used for verifying the contents of certificates including: identity of
network server, internet domain name and identity of organization who owns this server or domain
name.

GDCA does not issue wildcard EV SSL server certificate. The types of domain names like business
domain name or government domain name, except wildcard domain name, in EV SSL server
certificates are not restricted.

1.4.1.2. EV &4 iF+H EV CodeSigning Certificates

EV A5 25 44 UE 5 T3 UEUE A5 T An IR AR AS S 5 B AT 7 1 5 i

EV CodeSigning certificate is used for verifying the identity of program provider or publisher.

1.4.1.3. ZRAEBHRERERNRIFIRE  CP Object Identifiers of Certificates

TEAR CP W AR EV UE T UE 15 5 I T 43 e — /N ME— 0 bR 1R, BARI R
EV SSL JIR %% #&1F H 55 1%: 1.2.156.112559.1.1.6.1 }% 2.23.140.1.1
EV RS54 4F 555 % 1.2.156.112559.1.1.7.1 & 2.23.140.1.3

GDCA assigns unique CP object identifiers of different EV certificate type in this CP, the regulation
as follows:

EV SSL server certificate policy: 1.2.156.112559.1.1.6.1 and 2.23.140.1.1

EV Code signing certificate policy: 1.2.156.112559.1.1.7.1 and 2.23.140.1.3

1.4.2. FR &I BIEB M A Prohibited Certificate Uses

SEARAEAT AT S [ SR VRO X 2 IR T M BV IEf, thZkibfE
AT IR IRE S BGE AR IE AR SCME 55 M ] BV UEHS, 75 00 R e s A A Ja 2R
FP B E&dH,
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EV certificate is prohibited to be used in the circumstances that in violation of national laws,
regulations or undermine national security; in addition, an EV certificate is prohibited to be used in
business that involves criminal activities, or in business forbidden by laws. Otherwise, legal
consequences caused by the above circumstances must be taken by the subscribers themselves.

1.5. SKEREH Policy Administration
1.5.1. KR SRS LM Organization Administering the Document

GDCA ZaHMEZ fi e GDCA HL T INIEAR S5 T SRS R e e B BRI, S Dl
E . YERIRREA CP.

GDCA Z 4 ISR Rtk A T AR EHE . ATEH O FoRdb . 7 kgl
FRAEIIA RPN A& R A K

GDCA Security Policy Committee is assigned as the document management authority responsible
for establishing, publishing and updating this CP.

The committee consists of the relevant representatives with the right of decision-making from
GDCA's management, administrative center, technology center, customer service center, etc.

AN WSSOI R3S A0 A AR 55 55 H AR AT BUE B T 5T

GDCA administrative center is responsible for external consulting services of this policy document
and other related routines.

1.5.2. Bx & A Contact Person

1.5.2.1. EFHHEEHRS Certificate Problem Report

UEFS i JUAR & SR T SR AR LR 7 N2 — 4258, HAEBREER LA L, $
[T AR AL -

® RIUEMEZE: webtrustreport@gdca.com.cn; EY

® Hi: 4007008088

Any certificate problem reports or certificate revocation requests shall be submitted through one of
the following ways, and certificate revocation requests must be submitted in writing:

® E-mail to: webtrustreport@gdca.com.cn

® Call: 4007008088
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1.5.2.2. CPS [A/% CPS Related Issues

BCARERI]: GDCA 1T BUSHLEE ]

BRAN: Tt

HEEHhE: gdca@gdca.com.cn

kR HLiE: +86 20-83487228

fEE: +86 20-83486610

Hohl: e NEILRIE R ) TR S5 X R A% 112 5 BRVLE broKJE 30 4% 3001

[t

4w : 510030
Contact Department: GDCA Administrative Department
Contact: Ms. Wang
E-mail: gdca@gdca.com.cn
Tel: +86 20-83487228
Fax: +86 20-83486610

Address: Unit 3001, 30F, Pearl River International Building, No. 112 Yuehua Road, Yuexiu District,
Guangzhou City, Guangdong Province, the People’s Republic of China

Postal Code: 510030

1.5.3. RE CP fF5 RIEHINLF Person Determining CP Suitability for the

Policy

7 CP 1 GDCA %4 &2 2k, 454 CP 1B IR A AL 5 .
GDCA 4 %mgZ 25tk GDCA f] CPS ZHE/HEA CP, =ty E
GDCA 1] CPS s&2 5 54 CP AHi& M. FIHLH -

This CP and the corresponding modifications and version changes should be approved by GDCA
security policy committee.

GDCA Security Policy Committee is responsible for assessing whether GDCA CPS is in
accordance with this CP as well as approving and deciding whether the CPS of GDCA corresponds
with the CP or not.

1.5.4. CP #it#EFERF CP Approval Procedures

7% CP i GDCA %45kl & Sl LSRN AU E SO, $248 GDCA LAk
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AEHHEH

This CP is drafted by relevant personnel organized by the GDCA Security Policy Committee and
submitted to the GDCA Security Policy Committee for review and approval.

1.5.5. CP &3] CP Revision

GDCA KX} CP HEAT ™A MIRRAS =], Jf th 2 2 RIg & 2 ST RS H .
GDCA ¥ B X B AL . BORZR L M55 R BB LA S CAIN B8 25 18 17
(CA/Browser Forum) &[] EV 48w (Guidelines for Extended Validation Certificates)-

Code Signing Baseline Requirements. NCSSR. Baseline Requirements, Google. Mozilla.
TCER S 36 2R . 360 S5 v A% SR AE R GE) R A AT I BT AR HRIE TS T RIBUGR, BL & CCADB
BUR I BT R MNHMEIT A CP,  CP % 5 /N S HIIB B E CP BT, 272
GDCA %A SRlg R i ditk, KR BN, 1EXFE GDCA B 5 Mk kA .

A CP Z/DRFEBIT — IR WERTNENS), WSS B AR, AR
I 18] S BT E 3K

GDCA will implement strict version controls on this CP, and such work will be arranged by the
GDCA Security Policy Committee.

This CP will be updated in accordance with the change of national policies and regulations,
technical requirements, business development, as well as the latest requirements of the Guidelines
for Extended Validation Certificates, Code Signing Baseline Requirements, NCSSR and the
Baseline Requirements published by the CA/Browser Forum, the latest versions of Root Certificate
Program Policies issued by browser and operating system vendors such as Google, Mozilla,
Microsoft, Apple, and 360, as well as the CCADB Policy. The proposed suggestion of modification
will be submitted by the team which is responsible for writing this CP based on relevant changes,
then it would be reviewed by the GDCA Security Policy Committee. After approved by the
committee, GDCA will publish the CP on the official website.

This CP is updated at least once every year. Even if no other changes are made to the contents of
this CP, GDCA will increment the version number and update the release date, effective date, and
the change log of this CP.

1.6. B XF4EE Definitions and Acronyms

1.6.1. AiEE X —¥F List of Term Definition

ARiE X

GDCA ‘%2R A2 | GDCA NIEAR 55K & N ) fix i SIS 8 BRI B HLA AN CP — 2K
PEENLI -
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HL IR &5 WL BTN, Bk, B KEEAEBR A . 1ZAREEH
I CAs K H i CAs.

M AL ALK (Registration Authority, RA) i 5T ALFRIIE S HH i

HRUEFAT ARSI R, IR 2R EINER S,
IRZAE T HE B SLE IR R SR, 7 TORHIE S i it
TR IR SR, AR BRI IE AR, AR T
E AR S5 WAL bk v B BT - B 2 9 R R S .

e A BT, A TPREAHE S mYE.

SR TIES FH 25 RUET I HLFIAIEIRSS LA (CAD B T %5 4,
L7 B SECHT A SR IE TS B I TR R B R

L IRV 55 H ) MIRGIE BN, 2k, B3 ST & BEAESL () — 1 S

4 W4 R BE R AT SRR .

564 IR E k44 LG BRI 44 R G0 BT A R T ARSI 4

Linting il — M T B AR, WTHET (RFC 6962). IEfS. iF

A5 B 0CSP vy, BRfr2s X 5 (RFC 5280 2
4.1. 1. 1 iR thsCertificate) AT, LA
PRIAF G 2 2K g SR IC B S AR AE .

TELRUEFRRAS P TELRUE TR B AL, RS4RI FH 32 B 4 s iE -5 1)

R
FH HI B BT R AR DR s D TP s S, T el
Bedh, S o m IR B 2 B I T il SR B
N FEADOS AT BH LRV S AT RV, AT MK T

. PSS R AN — IR G i B 244, /el
RTINS S, DME O RAA B A 3 AT SR A5 B AT

fif %

INERFE Rt —HAFERE . AR AR TR BN TR A, H
FSLHUE T AHFEE A O BRI EaE. k. FH
J AL FH BT 6E o

AFEFUET FH - A S AR IE 5 LME AR T 2UAE )32 AT FH S A
HEE, NI RS IE T .

A b ) FFEA CP 7T 8.2 TR ELR 1) F AR N BE T SEAA

W7 I R e O = EAYNEIRRE 8 NS

A BB RAE T B AR NBGEE S AR,  H 20T 2 P E sl 4%k
AL UIEEAYNCIRERE S SN

DRk IE RS HURA SE 5 HiE NAT P Z RIS, i isise 7
& IR 15 BT

WebTrust CPA IINEE KA XTIAE AR5 WA ) WebTrust T H FI AT Rtk

GDCA Security Policy | It is the highest management and monitor function for CP and the
Committee decision-making agency pursuant to CP within the GDCA certification
services system.

Certification Authority An organization that is responsible for the creation, issuance,
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revocation, and management of certificates. The term applies equally
to both Roots CAs and Subordinate CAs.

Registration Authority

A Registration Authority (RA) is responsible for processing service
requests from certificate applicants and certificate subscribers, and
submitting them to the certification authority for the final certificate
applicant to establish registration process. RA is also responsible for
identifying and verifying certificate applicants, initiating or transferring
certificate revocation request, and approving certificate renewal or
re-key request on behalf of the certification authority.

Certificate

An electronic document that uses a digital signature to bind a public
key and an identity.

Certificate Revocation List

A regularly updated time-stamped list of revoked certificates that is
created and digitally signed by the CA that issued the certificates.

Certification Practice

Statement

One of several documents forming the governance framework in
which certificates are created, issued, managed, and used.

Domain Name

The label assigned to a node in the Domain Name System.

Fully Qualified Domain
Name

A Domain Name that includes the labels of all superior nodes in the
Internet Domain Name System.

Linting

A process in which the content of digitally signed data such as a
Precertificate [RFC 6962], Certificate, Certificate Revocation List, or
OCSP response, or data-to-besigned object such as a tbsCertificate
(as described in RFC 5280, Section 4.1.1.1)
conformance with the profiles and requirements defined in the

is checked for

Baseline Requirements.

Online Certificate Status
Protocol

An online certificate-checking protocol that enables relying party
application software to determine the status of an identified certificate.

Private Key

The key of a key pair that is kept secret by the holder of the key pair,
and that is used to create digital signatures and/or to decrypt
electronic records or files that were encrypted with the corresponding

Public Key

The key of a key pair that may be publicly disclosed by the holder of
the corresponding private key and that is used by a relying party to
verify digital signatures created with the holder's corresponding private
key and/or to encrypt messages so that they can be decrypted only
with the holder's corresponding private key.

Public Key Infrastructure

A set of hardware, software, people, procedures, rules, policies, and
obligations used to facilitate the trustworthy creation, issuance,
management, and use of certificates and keys based on public key

cryptography.

Publicly Trusted

A certificate that is trusted by virtue of the fact that its corresponding
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Certificate

root certificate is distributed as a trust anchor in widely-available
application software.

Qualified Auditor

A natural person or legal entity that meets the requirements of section
8.2. of this CP.

Relying Party

Any natural person or legal entity that relies on a valid certificate.

Subscriber

A natural person or legal entity to whom a certificate is issued and who
is legally bound by a subscriber agreement.

Subscriber Agreement

An agreement between the CA and the Applicant/Subscriber that
specifies the rights and responsibilities of the parties.

WebTrust The current version of CPA Canada’s WebTrust Program for
Certification Authorities
1.6.2. amsiE KA X — Y% List of Abbreviations and their Meaning
CA Certification/Certificate Authority B UGEAR S HLK
CAA Certification Authority Authorization YIENL AL
CP Certificate Policy TEB A
CPS Certification Practice Statement DAY S5 1)
CRL Certificate Revocation List TR 5%
CSR Certificate Signing Request TEE R
DBA Doing Business As RIS
DNS Domain Name System 14 # %
EV Extended Validation 3 J I 4IF /180 B B TE
(US Government) Federal Information Processing | (e mip) BEHUE B b
FIPS Standard
HpRHE
FQDN Fully Qualified Domain Name S o [l i 4
Global Digital Cybersecurity Authority CO., LTD. H 22 B AC B O TR
GDCA
AT
gTLD Generic Top-Level Domain 3 FH TR g0 45 4%
IANA Internet Assigned Numbers Authority LR S 4 B L
Internet Corporation for Assigned Names and | 5 gt [ 4 = b5 g 2 AT
ICANN | Numbers
P
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1SO International Organization for Standardization AT AL 2H 21

KM Key Management B e T

LDAP Lightweight Directory Access Protocol 250 H 0 Al Y
LRA Local Registration Authority 2 HL T LA

OCSP Online Certificate Status Protocol ZELR AT R A T

State Cryptography Administration Office of o [ [ 57 7 A e
OSCCA | Security Commercial Code Administration of

China INRE
PIN Personal Identification Number AN GRS
PKCS Public KEY Cryptography Standards NI B B B L A
PKI Public Key Infrastructure INEF R R
RA Registration Authority FEFHLAG

Request For Comments 8 SR T A (— A LI
RFC B

] g WA EE)

SSL Secure Sockets Layer A
TLS Transport Layer Security i R4

2.8 i 5 & B FE F /£ Publication and Repository

Responsibilities

2.1. 185 E Repositories

GDCA HJHL-FIMEE BENAFELLT A IETHHREE (CP). H-F AR5 A
(CPS). EP. IFHHEFIE (CRL). IFPELIRESEH (OCSP) %,

GDCA repositories should include the following: CP, CPS, certificate, CRL, OCSP, etc.

2.2. fEE W KA Publication of Certification Information

GDCA 75 J7 M3 https://www.gdca.com.cn & #if5 B %, %Mk /& GDCA K Aififs
fERRE T, A, BAUBNRE.
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GDCA iliid H %% 88 BAT VT A BIUE TSR CRL, 11 P sl #fi 75 mT LA@ i 15 i1l GDCA
(1) B IR BGIE 5 45 B UE T 55 [FIB), GDCA $&trELLiE FRASE WS, 1T
PRSI A E B RS E R

[FIES, GDCA LK 2 MR 75 R HUH At m] R 1 T 2UEA T 45 B K A o

GDCA publishes repositories on its official website (https://www.gdca.com.cn). The official website is
the primary, most prompt and authoritative channel to publish all information about GDCA.

GDCA publishes certificates and CRLs via LDAP. Subscriber or relying party can obtain in formation
of certificates and CRLs through GDCA's official website. Meanwhile, subscriber or relying party
can get the current status of certificate instantly via OCSP service provided by GDCA.

Meanwhile, GDCA may also release any related information in other possible forms.

2.3.  RATKIEEFIHZR Time or Frequency of Publication

GDCA TEI] FHE 4 R s VRIS, @I B 7 Mk A2 E R CRL KA, KA
JAEAN 24 /Nif, - H nextUpdate B (B A5 HE H thisUpdate {51 10 RUA E; FERRH
1530, GDCA 1J LLEAT Y UE 51 CRL AT Al GDCA RHAF R AT — K LT IAIE
MRS HUAE ) CA TEFHAH 5 (ARL).

R A A R R R AT T R, 1 GDCA SRS e, 3 Fh & A A% A2
IR R, I R I A R

GDCA releases automatically the latest certificates and CRLs via official website and the CRLs are
issued every 24 hours and the value of the nextUpdate field is not more than ten days beyond the
value of the thisUpdate field. In particular, GDCA can choose time to release the certificates and
CRL in case of an emergency. GDCA releases CRL of CA (ARL) once every year.

GDCA can individually choose the time and frequency of releasing other information of repository.
The release is timely, efficient and consistent with the requirements of the laws.

2.4. 12 BFEVi 4] Access Controls on Repositories

GDCA 15 2 HIE B XS A TF R AT AR ANHARRENS B, XTI A5 2 A 1%
U IR ANSZAE AT FR 1

GDCA i Mz el ARG aviit. LBl iR A AL A A 5
A REMATE B EERIE I, MIER. B2 RATEERAE.

The information in GDCA repository is publicly available. Anybody can read the relevant information,
and there are no restrictions on the read-only access of such information.
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With network security, secure system design and security policy, GDCA ensures that only
authorized employees can add, delete, modify and publish the repositories.

3. iR 5 X5 Identification and Authentication

3.1. #¥4% Naming

3.1.1. 42257 Types of Names

GDCA %R 11 EV HUFIEBFF & X.509 drifE, /R bR A # M EAE 4, K
1 X.500 w44 75 e

EV SSL iEH A1 EV AUAS2E 44 UE 15 iy 44 BE AT ZE SR AT S AEAZ AT CP i) 3 1Y
CPS . EV SSL i+l EV AR AR 1B 4 2t & @ H 44 (common name,
CN=) W7, Zidi ik & N ol g . MU &3R5,

EV certificates issued by GDCA conform to X.509 standard and naming rules of Subject
Distinguished Name assigned to certificate holder is in accordance with X.500 standard.

Naming rules and requirements of EV SSL certificate and EV code signing certificate must be
stated in the CPS. Distinguish name of EV SSL certificate and EV code signing certificate must
contain common name (CN=). Common name after verification should contain domain name,
organization valid name, etc.

XFF EV SSL g5 as A5, FirAT (¥4 A% AR N 2 28U 44 rh s 1 2 ABUE FH 44 D 35
H, IS A AR R A4 P A4

For EV SSL server certificate, all domain names are added as the Subject Alternative Name and a
primary domain name shall be used as the Common Name.

3.1.2. Xty A B X HIZE R Need for Names to be Meaningful

WPUES T80 & A i 44 N R — 5 AR IR 3 T P e 80 35 ) AR A4 R,
82 24 e 4% WA 8 2 AIE A5 155 TR DA P EE AR IR B P28 EWLAR 55 4%+ ELIR R34 B
AT R B3, FF E AT AT VR o AR TR 44 MRS 24 45 BRI S A S B ) 22
Names in subscriber certificates should have a significant meaning. Subject Distinguished Name in
subscriber certificate shall definitely indicate the identities of certificate holders or specified internet

servers, internet domain names or software publishers; it shall be identified by relying parties. The
naming rules of Subject Distinguished Name shall meet the requirements of relevant laws and
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regulations.

3.1.3. TR B4 B4 Anonymity or Pseudonymity of Subscribers

WPARMEHESA . (4 HiEIES, EBh AR ES. i,

Subscriber cannot apply for certificate with anonymity or pseudonymity stated in this CP.

3.1.4. FRREAN ] 4 44 FIFR I Rules for Interpreting Various Name Forms

1K X.500 5 44 iy 44 KL P o

The format of DN conforms to X.500, and naming rules of DN are defined by GDCA.

3.1.5. 745 K ME—HE Uniqueness of Names

GDCA NARUEZS KA FAAT P HAEY, HEARERH, £ GDCA AL N ZrE—
o {H—ANT Fa] DA P 9k sl DA B Ao R ) — S 32 U 50 44 A E 35

Subject DN of certificate must be unique for different subscribers in GDCA trust domain. But a
subscriber can hold more than one certificate using the same subject DN.

3.1.6. 44 43 kb3 Naming Dispute Processing

GDCA AAMF AL FigThk Tar B UL ot KAEMGE, T MEATRE
FHEN U B 15 D R

GDCA doesn't assume the responsibility of solving naming disputes during certificate application.
When dispute is occurred, subscribers shall submit above issue to judicial institutions or
administrative departments.

3.1.7. FARIRA]. X556 Recognition, Authentication, and Role of

Trademarks

GDCA 2R ML+ 1 AR B 4 A S AR 4

Subject’s DN of certificate issued by GDCA does not contain any trademarks.
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3.2. HIEEEHEIA Initial Identity Validation
3.2.1. iE A AR5 Method to Prove Possession of Private Key

EV EF G E IR R A 5 AT SR A SRR R AAEH R B O VA R R
PHIFGHEPOEEHTEYL (PKCS#I0) . HE 5SS R T, 8% GDCA
FOR BRI 7 2, BRI AAE B G 20 e 1) 35 B A A ORI SE FE) PIN A

A
~3 o

Applicants must prove that he/she holds the corresponding private key to the public key being
registered. You can use the ways of digital signature contained in certificate request messages
(PKCS#10) or other equivalent method to identify the secret keys, or some ways required by GDCA,
such as initial information (distributed key medium and its PIN code), etc. to prove that applicants
hold the relevant keys.

3.2.2. VLI 54 4 5] Authentication of Organization Identity

FEXI AL SR HEAT S5 00 SR N = WG RAE EV CPS i, JEHEZM CA/
WU 28 E (CA/Browser Forum) Bt www.cabforum.org KA EV 855 =450 1
FORA—E SIE P E & EREE 4 (internationalized domain names, IDNs) i, v
BELLE ] Bt 38042 1 [A) T2 53 KB Chomographic spoofing).

The identification procedures for organization identity authentication must be stated clearly in
EV CPS and comply with the Section 3 of EV Guidelines released by CA/Browser Forum at
www.cabforum.org. Homographic spoofing should be prevented if the certificate contains

internationalized domain names (IDNs).

3.2.3. MNAB 4 HI% 5] Authentication of Individual Identity

GDCA Az M NH P EV E B HIE .

EV certificate does not accept individual application.

3.2.4. BB RT 12 B Non-Verified Subscriber Information

BV A A L 2 AT £ A S0 AT

All information in EV certificate must be verified.
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3.2.5. AU Validation of Authority

PV P I TP N TP BRIE ML S5 I, N 23R4T QR S
1 @58 =07 SO YIRS s dt e . BURT F2 80 1 1R R I S5 7 A A iz AL
AR
2. JEIEHTE. A RIS EEEE R L R I B A A R 2 S SR BHIEIZ N R T B
HURE AR HARERAT AU 3L o
GDCA R fCVF HHE# 15 E AL A AR HIFIESS o 35 HE & DA i a2 1 n] Lk
ATIEF IO, U GDCA AMGHESZAEIZIRE N 51 UM AETIES I K o
TEWCE FiE 3 OAZ L0 TG SR, GDCA R[] B # # I O AU LG B

The following verification processes shall be taken when agents authorized by subscribers apply for
certificates:

1. Confirming the organization validity by using third-party identity verification service or
database and reviewing documents issued by government.

2. Using telephone, postal letter with return receipt, employment proof document or any
equivalent way to confirm that a person belongs to above organizations and his/her behaviors
are authorized by these organizations.

GDCA should allow an applicant to specify individuals to request certificates. If an applicant
specifies, in writing, the individuals who may request a certificate, then GDCA should not accept
any certificate requests that are outside this specification. GDCA should provide an applicant with a
list of its authorized certificate requesters upon the applicant’s verified written request.

3.2.6. HEAEAHEN Criteria for Interoperation

ST AR B FUGER S, ATLLS GDCA HEAT H MR, {H2 % FUAEIRS:
HUFIH) CPS L Zif & GDCA CP #5K, Jf H55 GDCA 25 M R P

GDCA ¥ KIE LN A, $%23F GDCA HIKIENM LR IER, AR
FHREFRIE S o

#HEHA, GDCA KRZERATLAMIZE XAE,

AR E SOEHE U B A B, GDCA H4/™4% T LAAT .

Other certificate authorities can interoperate with GDCA. These CAs must ensure that their CPS
are in compliance with the requirements from GDCA’'s CP and sign related agreement with GDCA.

GDCA accepts the information authenticated by other CAs and issue corresponding certificates
based on the agreement.

To date, GDCA has not issued any cross certificates.
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If there are provisions of national laws and regulations regarding interoperations of issuing
certificate, GDCA will perform strictly according to relevant legislations.

3.2.7. B3 RIRRIUHER T Data Source Accuracy

TENGAT AT SRSy T A R U5 A6 T 2 BT, GDCA W iZ R IR 1 g rE ,
ik, ROt BOH T U T VP4, JEERE DL R R
BT L5 B4R ;
5 RR IR SR A2
BRI, RN H 1
O K 2 A 6w P BT el
Ohy it Bl B SR R A P
0 AT A A TS AR SRV SR AR 1) B0 S AR 1 e TR AN E 48 AT 398 K
I GDCA 7] f F iz Hiths A ST Ao

ST AR A CP 3.2 X g4 EAT IRV SR IE , BT A8 FH P AT 0 . S8R 2 58 R BIE
WAHE RS RAEAS 2 A HAE T R PTHUE MR (LA A SREUESE

o ~ w bpoRE

ERWUR HIM KRB G | UERMUR HIATE S R AT | oK R
2026 43 H 15 H 398 K

2026 43 H 15 H 2027 43 H 15 H 200 K

2027 3 H 15 H 20293 H 15 H 100 K

20293 H 15 H 10 K

GDCA ZifR#E EV Guidelines FIZREE M (www.gdca.com.cn) 55 EV IE T 5
R RIR, VAL TR

Prior to using any data source as a reliable data source, GDCA evaluates the source for its reliability,
accuracy, and resistance to alteration or falsification, and considers the following during its
evaluation:

1. The age of the information provided,

2. The frequency of updates to the information source,
3. The data provider and purpose of the data collection,
4. The public accessibility of the data availability, and
5. The relative difficulty in falsifying or altering the data.

GDCA may use the documents and data to verify certificate information, provided that it obtained
the data or document no more than 398 days prior to issuing the certificate.
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For validation of domain names according to Section 3.2 of this CP, any data, document, or
completed validation used must be obtained within the maximum number of days prior to issuing

the certificate, as defined in the following table:

Certificate issued on or after Certificate issued before Maximum data reuse period
March 15, 2026 398 days

March 15, 2026 March 15, 2027 200 days

March 15, 2027 March 15, 2029 100 days

March 15, 2029 10 days

GDCA must publicly disclose the verification sources for the issuance of EV certificates on its
website (www.gdca.com.cn) according the EV Guidelines, and should periodically review and

update.

2020 #F 10 A 1 Hitd, e R HEA Sk

SO LI DL /& EV SSL iIF A 56 #%

ISFE SR 2 AT, GDCA Wil Aimid A CP &7 2.1 h ik ] GDCA 158, AT

EV SSL iF 5 8 A2 56k Fr s F i sl

FACHE A U E i R

SEAR LT 15 S 2 2 i 55 A N

® ULHIE R AR IR SEA ST E LAY (BB PR, BEIX R K

® LI N %Il %

1.3.6.1.4.1.311.60.2.1.1 ),

] & : “ subject:;jurisdictionLocalityName ” ( OID:

“ subject:jurisdictionStateOrProvinceName ” ( OID:

1.3.6.1.4.1.311.60.2.1.2 ) , K *“ subject;jurisidictionCountryName ” ( OID:

1.3.6.1.4.1.311.60.2.1.3), 4 FH sizfA %

BACHE AL S B2 RUE TR, 7R

SR ML IE F 5 X o S5 EMAUR 200 R 5 B R VF R N T B
s H 230 AL A2 [ X G on i W) RS subject:jurisdictionCountryName,

O

subject:jurisdictionLocalityName ;

5 subject:jurisdictionStateOrProvinceName il

W REMHLR RN/ — R, ML AURS

subject:jurisdictionCountryName Al subject:jurisdictionStateOrProvinceName, A

#33H5 subject:jurisdictionLocalityName; 415 @& —24H, X Bk =/AFB

LIRS

® YR SCAAEACAE MR FE M g 5 A% el

S (% BB

BRI, W TR RG v M g 5 ] 2

® ZIIES, IFHRMIPNEREIN. B EMIER, MRS I H .

Effective as of 1 October 2020, GDCA shall ensure that, prior to the use of an Incorporating Agency
or Registration Agency to fulfill the verification requirements for EV SSL certificates, the

Incorporating Agency or Registration Agency data sources used for EV SSL Certificates will be
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publicly disclosed in the repository describer in section 2.1 of this CP.
This Agency Information shall include at least the following:

® Sufficient information to unambiguously identify the Incorporating Agency or Registration
Agency (such as a name, jurisdiction, and website); and,

® The accepted value or values for each of the ‘subject:jurisdictionLocalityName’ (OID:
1.3.6.1.4.1.311.60.2.1.1), ‘subject:jurisdictionStateOrProvinceName’ (OID:
1.3.6.1.4.1.311.60.2.1.2), and ‘subject;jurisidictionCountryName’ (OID:
1.3.6.1.4.1.311.60.2.1.3) fields, when a certificate is issued using information from that
Incorporating Agency or Registration Agency, indicating the jurisdiction(s) that the Agency is
appropriate for. These fields must not contain information that is not relevant to the level of the
Incorporating Agency or Registration Agency. For example: The Jurisdiction of Incorporation
for an Incorporating Agency or Jurisdiction of Registration for a Registration Agency that
operates at the country level must include the country information
(subject:jurisdictionCountryName) but must not include the state or province
(subject:jurisdictionStateOrProvinceName) or locality information
(subject:jurisdictionLocalityName). Similarly, the Jurisdiction for the applicable Incorporating
Agency or Registration Agency at the state or province level must include both country
(subject:jurisdictionCountryName) and state or province information
(subject:jurisdictionStateOrProvinceName), but must not include locality information
(subject:jurisdictionLocalityName). And, the Jurisdiction for the applicable Incorporating
Agency or Registration Agency at the locality level must include all of these three fields

information. i . .
® The acceptable form or syntax of Registration Numbers used by the Incorporating Agency or
Registration Agency, if the CA restricts such Numbers to an acceptable form or syntax; and,

® A revision history that includes a unique version number and date of publication for any
additions, modifications, and/or removals from this list.

3.2.8. Z A REAE Multi-Perspective Issuance Corroboration

AR R IR B AEAEIE B R AT, IR B 2N IERE AL IS RS R, X
TSR AR B HE (AN, AR R CAA VFRT/ZEIED BEATVEIE. #%
REREAT B T4 5800 <5 AT S A B (BGP) MUy B+ KIBG 37 HEST -

GDCA i%1ff Baseline Requirements )8 I B SR AT 2 W0 M 28 K IRAIE

Multi-Perspective Issuance Corroboration attempts to corroborate the determinations (i.e., domain
validation pass/fail, CAA permission/prohibition) made by the primary network perspective from
multiple remote network perspectives before certificate issuance. This process can improve
protection against equally-specific prefix Border Gateway Protocol (BGP) attacks or hijacks.

GDCA follows the Baseline Requirements to perform multi-perspective issuance corroboration.
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3.3. FHBEIE R IREX Identification and Authentication

for Re-key Requests

FEHEAT CP 28 4.7 IR MEAS S P ST AT, 750 BRI P s B REAT 41 LARA fr 3 ]
SEHTE SRR B R A &

Before rekey operation described in CP section 4.7, GDCA shall authenticate the key to confirm that
the request of rekey is from the original key owner.

3.3.1. HHEAEHKRIRE XA Identification and Authentication for

Routine Re-key

XFFHE RO N YER, (E BV UEBRIIET, 1T MEHTHZ I CP 5 3.2 ik
TAEBIRLEHINAG 57 RO R E SR 3 UE+ HE .

In general, subscriber should submit application for re-key according to CP section 3.2 on method
to prove possession of private key before the expiration of EV certificate.

TR T 2 3 A ) DR A 0 B S B B R e R, TRk, 1T P E HE
SECHTAT , 05 AR A JER 2 A 5 0 28 7 S B B i, el i i 4 2 , GDCA
BAAITE

The renewal of the secret key will cause that the original secret key is unable to decrypt the files or
data. Therefore, the subscriber should make sure the encrypted documents or data have been
decrypted before they apply for the secret key's updating. GDCA shall not assume any
responsibility due to failure of decryption by the renewal of the secret key.

34 WERFREHEHFMWHIRE X H Ildentification and

Authentication for Re-key After Revocation

EV UE-PSHUEH J5 AN BEREAT S B BT

Re-key/renewal after revocation is not permitted.

3.5. BEERIFFIRE XY Identification and Authentication for

Revocation Request

ISR BV OUEBAUEETE R, GDCA K LARIAGVE M H i A SRt ess )5 :(
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BEHAE K

When subscriber applies for EV certificate revocation, GDCA will contact with the subscriber
according to the information recorded during initial registration procedure to verify the application.

A EBEAEHEBIMEESR Certificate Life Cycle Operational

Requirements

4.1. EFHHE Certificate Application
4.1.1. VEF B 924% Who Can Submit a Certificate Application

UEFS FRE SRR B AR N B I H SN (BT EL OGSl f . [
AN RIPIESE).

Certification application entities are organizations with independent legal person qualification (such
as administrative organizations, institutions, social organizations, people's organizations and other
organizations).

4.1.2. M 25 5H4E Enrollment Process and Responsibilities

EV E 53 M AE B B i SR 7E BV CPS o, JF HZERI CA/ MG 2% 18 I
(CA/Browser Forum)if i www.cabforum.org & A7 [ EV T8 Fg 55 DU #6 7 A2 sk AH— 2.
HIE R TRET P . A CP KAHRL CPS S5 SCHFL)5E 3o, Rl 6T
UEPIE AL AR SRR AR N 2

FITE# M ] GDCA #8752 EV IE-1 HIER A NAEMI SO, AT Y B RS FE
C& T ERNA . RiEEN BT EAREHXT, 74 PKCS#10 1EFiE R
It 5545 GDCA.

The EV certificate registration operation shall be stated clearly in GDCA EV CPS and be compliant
with EV Guidelines’ Section 4 released by CA/Browser Forum at www.cabforum.org.Applicant
should learn subscriber’'s agreement, provisions agreed in this CP and corresponding CPS and
other files in advance. Especially, applicant should focus on related content about the certificate
applicable scope, rights, obligations and guarantee.

Applicant should submit EV certificate application forms and corresponding documents to GDCA.
All of above means that applicant has learned and accepted the contents. Applicants must generate
public and private key pair by themselves and send a PKCS#10 certificate request file to GDCA.
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4.2. IEFHIEAFE Certificate Application Processing

4.2.1. AT R A 5 % % Performing Identification and Authentication

Functions

= GDCA 32T I EV R 5, Mi%A CP 5 3.2 JTH SR, Xl T
SRS SR AR EVIERI S SO RE T, RAMEE, HIZMER A
HH AN TR A1 B K 5E o

FEAEFS A1, 47 GDCA MRHE CP 5 3.2 5 45 2 RIFIRAT FI A Sk W SRy g
[AANERE A CP 3.2.7 19T #LE FIE I Hazfs EAR K A8 4k, U] GDCA Wl fi ] %4
PEBGENISCAE, SGER T HIER .

After GDCA and its registration agencies receive the subscriber’s certificate application, they shall
perform identity recognition and verification of identification over the subscriber according to the
requirements of CP section 3.2. During the review and issuance of an EV certificate, the entry clerk
and reviewer undertake different job responsibilities to satisfy the separation of duties principle.

GDCA may use the documents and data provided in section 3.2 to verify certificate information,
provided that it obtained the data or document from a source specified under section 3.2 no more
than the maximum reuse period as defined in section 3.2.7 of this CP prior to issuing the certificate,
and provided that no changes occurred to the documents and data within such time period.

4.2.2. iEF B iE R JE 4 Approval or Rejection of Certificate

Applications

GDCA MAESEUER SR [, AL vl . a4 fds, N8 & 2 1y
o FEA B (8] A IE AN EV IET TG .

GDCA should approve or reject applications based on authentication. If GDCA and RA reject an
application, they should inform the applicants with appropriate ways and within reasonable time
period.

4.2.2.1. IEFHFERHEUE Approval of Certificate Applications

WMARTFE Nk %M, GDCA ] LAHLHELE 5 Hi i -

1 ZHIE WA CP 5 3.2 F1 Rk T1T /7 S BFR AN Rl B «
2. FTEHE R ECE A SONT P R N AT K

3. HHEH Ctg e SO TN 27 o
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GDCA will approve the certificate requests, if the following conditions are met:

1. The application shall completely meet the requirements from CP section 3.2 regarding the
subscriber's identification information and authentication.

2. Applicant accepts or has no opposition regarding the content or requirements of the
subscriber's agreement.

3. Applicant has paid already in accordance with the provisions.

4.2.2.2. WEHHTERTEL Rejection of Certificate Applications

WRRAETHINER, GDCA RAELAIETS i

1 ZHEARFEA CP & 3.2 TRk TiI ' S BIAR IR 5 € «

I & ANRESEBLIIT 75 20 SO UE A B

HIE & SO BB AN REHESZAT P IR R N AR EEK

FA V& VA B AN BE 8 1 HRLE SIS AR PG 2

HiEIEF& 74 ICANN (The Internet Corporation for Assigned Names and
Numbers) % [EH ¥ gTLD (TR );

6. GDCA A AHEHEIZ HIEK 2% GDCA Ak, A sl H Bk .

o > w D

If the following circumstances happened, GDCA shall refuse the certificate application:

1. The application does not meet the specifications of subscriber’s identification and
authentication in CP 3.2.

2. The applicant can’t provide the required identity documents.

3. The applicant opposes or can’t accept the relevant content or requirements of the subscriber's
agreement.

4. The applicant has not paid or can’t pay the appropriate fees.

5. The requested certificates contain a new gTLD under consideration by ICANN (The Internet
Corporation for Assigned Names and Numbers).

6. GDCA or RA considers that the approval of the application will bring the dispute, legal disputes
or losses to the GDCA.

4.2.3. AbFEIEF B 3E AR E] Time to Process Certificate Applications

GDCA ] EV HL AN SHN] (CPS) M E & B AIF 5 B i AL BN A] . GDCA
NAE CPS HHLIE AR ] Py AL FEIE T i, Toie b in e a4 .

GDCA EV CPS should specify the processing period of certificate application. No matter approving
or rejecting, GDCA should process certificate application within the period specified by GDCA EV
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CPS.

4.24. INENLIHZAL (CAA) Certification Authority Authorization (CAA)

% GDCA MUK I35 /£ CAIX % 3% 183% EV Guidelines. Baseline Requirements Zk
M AILAE R TLS/SSL iEHS, GDCA S &85 A&k 45 32 8 il 44 97 J& 1l b i  — A
dNSName fiff CAA IC3RAG AT, H A6 2 B HE 7R .

GDCA N4 RFC8659 [}l b3 “issue”. “issuewild” J “iodef” FJEPEFRE:
7 “issue”. “issuewild” FRZ&H AL A “gdca.com.cn”, N GDCA NFEE KN B FRIIE 13 ;
5 CAA iC 3 F B iodef "5 25, M| GDCA N 5 Fi i #1418 5 Ui 2 75 AR IE 15 .

GDCA BiLAF5I CAA sk EHRARMAFIAE AT A % A4F: 1) 7£4F GDCA
Rtk it A i) CAA TEsRRING 2) B Sulid —IREHT &3k CAA iK% 3) GDCA
CLfiNi%18 4 )8 T RFC 4035 55 4.3 T E LI “AN 24 RAS

For the publicly trusted TLS/SSL certificates issued by GDCA and conform to the EV Guidelines
and Baseline Requirements of the CA/Browser Forum, GDCA checks the CAA records and follows
the processing instructions found for each dNSName in the subjectAltName extension of the
certificate to be issued.

GDCA shall process "issue", "issuewild", and “iodef” property tags according to RFC8659: GDCA

“‘gdca.com.cn”. In case the property tag “iodef’ is present in the CAA records, GDCA shall
determine whether or not to issue certificates after communicating with the applicant.

GDCA shall treat a record lookup failure as permission to issue certificates if: 1) the failure is
outside the GDCA's infrastructure; 2) the lookup has been retried at least once; and 3) GDCA has
confirmed that the domain is “Insecure” as defined in RFC 4035 Section 4.3.

42.4.1. CAA iEZFH DNSSEC BHF DNSSEC Validation of CAA Records

H 2026 £ 3 7 15 HiZ, N EMBUAPITHIIA 5 CAA iIL & ilgHKH) DNS &
], GDCA #2247 H:T IANA DNSSEC R15 L4 1¥ DNSSEC 4k . FH 5 M2 30
T BT CAA % A 1A 55 DNS 2514 (1) DNS fifHT 04 il -

® %[/ RFC 4035 5 5 5 17 X HISHI%IMAT DNSSEC HilE ;

® I fF RFC 5155 152 3 ] NSEC3;

® I RFC 4509 Il RFC 5702 5E X[ SHA-2;

® Effikb3E RFC 6840 25 4 15 1 H1| 28 (1) ¢ 42 1] /L

H 2026 4= 3 H 15 HifZ, GDCA A3 FI A H SR g 25 FATAT 5 CAA 1SR ARG
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[¥) DNS 25 #] ) DNSSEC %iiF -

[ 2026 4 3 H 15 Hif2, EMZMMIE DNSSEC JriiFid #2 R B (il
SERVFAIL) ASHALAIES R PR .

TERNZ AR IAE R — 5y, R LA A T LUK S CAA il A AH R BT A
DNS #rif #1479 T IANA DNSSEC HR{5 /T4 ) DNSSEC 41l .

$£F IANA DNSSEC /5T 4 1) DNSSEC 36 UEANYEA CP 25 8.7 F5H 1) H 1A% i
Mo

Effective March 15, 2026: DNSSEC validation back to the IANA DNSSEC root trust anchor must be
performed on all DNS queries associated with CAA record lookups performed by the primary
network perspective. The DNS resolver used for all DNS queries associated with CAA record
lookups performed by the primary network perspective must:

e  perform DNSSEC validation using the algorithm defined in RFC 4035 Section 5; and
e  support NSEC3 as defined in RFC 5155; and

®  support SHA-2 as defined in RFC 4509 and RFC 5702; and

e  properly handle the security concerns enumerated in RFC 6840 Section 4.

Effective March 15, 2026: GDCA must not use local policy to disable DNSSEC validation on any
DNS query associated CAA record lookups.

Effective March 15, 2026: DNSSEC-validation errors observed by the primary network perspective
(e.g., SERVFAIL) must not be treated as permission to issue.

DNSSEC validation back to the IANA DNSSEC root trust anchor may be performed on all DNS
gueries associated with CAA record lookups performed by remote network perspectives as part of
Multi-Perspective Issuance Corroboration.

DNSSEC validation back to the IANA DNSSEC root trust anchor is considered outside the scope of
self-audits performed to fulfill the requirements in section 8.7 of this CP.

4.3. FPLZ%K Certificate Issuance

4.3.1. IR H CA K474 CA Actions During Certificate Issuance

MR CA HIEF 25 N i GDCA AU TS N G M A AT HAEAE 2, (R CA 4T
IEB AR

A trusted person authorized by GDCA should deliberately issue a direct command with respect to
certificate issuance by the root CA, in order for the root CA to perform a certificate signing
operation.

CA RAEUE P B Bt 5 2B OFSE R AEF . CA Dy HITE NAE RN AE K IE 5 2
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FLAEAE P FO e e e 15 B o SR AR AR AE RS W B0 sk 72 EV CPS 1, Jf HEZEH
CAMN #5183 (CA/Browser Forum) ji it www.cabforum.org & Al EV $8RIEE 4 5
R ZESRAH — 2

%P1 202543 A 15 H { KRBk 5 K EV SSLITLS UE+, fEuF B2 & 2 |, GDCA
AR AIET (TBS WEH) #E47 linting K.

GDCA generates and issues certificates after approval of the application. CA generates and issues
certificate for subscriber based on the information from certificate application form approved by
GDCA. The operation of certificate issuance shall be stated clearly in GDCA EV CPS and be
compliant with EV Guidelines’ Section 4 released by CA/Browser Forum at www.cabforum.org.

For EV SSL/TLS certificates issued on or after March 15, 2025, GDCA must perform pre-issuance
linting to check the tbsCertificate (to be signed Certificate).

4.3.2. CA BHIT PIEPBRIZ R Notifications to Subscriber by the CA of

Issuance of Certificate

GDCA MEBZER RG A K UET G, BH@E AT e Ok, FEmiT e fear by
RIFUEP R 7, AfE@EE I, W2 87, s ad e 530 27
HET P AR SRAGE 1

GDCA will notify subscriber after issuing certificate. Subscriber can get the certificate via face- face,
online download, or other methods agreed in advance by both sides.

4.4, EHER Certificate Acceptance
44.1. I RBAEZEBRIAT N Conduct Constituting Certificate Acceptance

L WP BATUIRL T GDCA TEAS AR 55 3t K AL+ T 4, 15 858 SR EIARERAT
JUESR TR

2. GDCA FEMHUAET P RIS VE R, AR FEGES, FHEIEEE 520
RIELAT P, ARRAT P53 TaES.

3. AT ROWHIEAS B I TS N A B ERAE RN

1. Subscribers can download certificates at the specific GDCA certificate service website. The
download completeness indicates that subscribers have accepted the certificate.

2. GDCA’s RA can download certificates for subscribers with the permission of subscriber. Then
RA sends the certificates to subscriber through e-mail. It means the fact that subscriber has
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accepted this certificate.

3. Subscribers oppose the fail operation of certificate and its content.

4.4.2. CA XHEFH I KA Publication of the Certificate by the CA

AR 5, GDCA KT FEF kA 3] GDCA i) H sk /55 R4 - [, GDCA
R4 Google f) CT %% (https://github.com/chromium/ct-policy), i1 7 415 B A
FEZED=A CT AR5 2E .

After subscriber receive a certificate, GDCA issues the subscriber certificate to the GDCA directory
service system. As per the Google CT policy (https://github.com/chromium/ct-policy), GDCA
embeds in the SSL/TLS certificates the signature data from at least three CT servers recognized by
Google.

4.4.3. CA JB&1H Al SLAATE B HIZ K Notification of Certificate Issuance by

the CA to Other Entities

FRUEFSIT 1Ak, GDCA AN 23 i HAt SEARIE F 28 A o

GDCA and RA do not need to notify the certificate issuance to other entities except for subscribers.

45, FEHEXNFUEHEIER Key Pair and Certificate Usage
45.1. T P FVEHAIE R Subscriber Private Key and Certificate Usage

SUE oL B (0 A B AR R AAH OB 7R P 2 BT P O UE S T AT A
Ho EHIEBFET P A& CP AIMHIE CPS HIMlE, FHAMUSIET &4 ik
P T 78 S P AR — 2

VP RLORA H ALl S RS BB, I BLAS B A I S R e+ . AL
ARHEAT AR

T EV ARG ZAES, AAELE—MIEFN B2 AN 5

St EV SSLAETS, 1T /45 SUAT A S ARAE SR UE 5 AP 80 H (1 32 R0 44 06F 2 1 R 45
B ET
Only after subscribers sign the subscriber agreement and accept the certificate, the private key
which is correspondent to the public key in the certificate can be used. The usages of the

certificates must conform to the provisions of subscriber agreement, this CP and related CPS also
must be compliant with the EKU defined in the certificate.
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Subscriber shall protect his/her private key from unauthorized use. Subscribers should no longer
use expired and revoked certificates. In addition, the private key should not be archived.

For EV CodeSigning certificates, a certificate cannot match multi-software at the same time.

For the EV SSL certificates, the subscribers should undertake an obligation and warranty to install
the certificates only on servers that are accessible at the subjectAltName(s) listed in the certificates.

4.5.2. KT AHMIEFHFfEH Relying Party Public Key and Certificate

Usage

BRI BIN BRI TR A IE R R, A 5T LU AR
1 RIGHC 2400 N IE S S A5 A8
2. HZZE N RE T2 i GDCA ATk s
3. JEIEH CRL Bk OCSP A i 84 X A58 75 H il «
4. R ARG F T LA A4
5. ML EMAPRIERES
6. FEIEHIA .
CLEARAT— ARG, 0T A ST AR B
AT T ERGEINE AR B B2 TT I, RS = (IR AR SR AT 2 T I AL
A5, SRJE RS R A XHE BN . O80T RORE N IE A R a5 B kgL
BRTT
When the relying party has received the message with digital signature, the party has the obligation
to carry out the following operations to confirm:
1. Obtain digital signature’s corresponding certificate and trust chain.
2. Confirm that the signature’s corresponding certificate is the one trusted by the relying party.

3. Confirm whether the signature corresponding certificate has been revoked by querying the
CRL or OCSP.

4. Certificate usage is suitable for the corresponding signature.

5. Use certificate’s public key to verify the signature.

6. Check the validity of the certificates.

If the above conditions are not met, relying party has the responsibility to refuse to sign information.

When the relying party needs to send an encrypted message to the receiving party, the party must
first obtain the encryption certificate of receiving party through proper channels, and then encrypt
the information using public key of the certificate. The relying party should send the encryption
certificate and encrypted information to receiving party.
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4.6. IEFTEH Certificate Renewal

4.6.1. R EH R Circumstances for Certificate Renewal

GDCA HFRAL EV IEBHH RS

GDCA does not provide EV certificate renewal service.

4.6.2. ERIEFEH L4k Who May Request Renewal

AEH .

Not applicable.

4.6.3. AEIEHEHEK Processing Certificate Renewal Requests

AEH

Not applicable.

4.6.4. AT P EIE B %K Notification of New Certificate Issuance to

Subscriber

AEH .

Not applicable.

46.5. ¥R 2 B HiE B K47 A Conduct Constituting Acceptance of a

Renewal Certificate

ANEH

Not applicable.

4.6.6. CA XTEFHEF K& AT Publication of the Renewal Certificate by the

CA
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Not applicable.

4.6.7. CA &0 FHAh SEAATEH K4S & Notification of Certificate Issuance by

the CA to Other Entities

AEH .

Not applicable.

47. ERHFHHAEF Certificate Rekey
4.7.1. IEBEHEHRIE Circumstances for Certificate Rekey

GDCA [FHIEAS 5 S Hr AR E AR LU 5 -

GDCA certificate Re-key including but not limited to the following circumstances:
1 AEPBEI,
2. ETHOR. BURZARH, GDCA ZERILA %Y .

1. The certificate expires.

2. GDCA requires certificate key update based on the security reasons of technology and policy.

4.7.2. ERIEPFHEBH AL Who May Request Certification of a New

Public Key

R UE S TR TS 3T

The entity who requests re-key is the certificate subscriber.

4.7.3. A FEIEB B EFE R Processing Certificate Rekeying Requests

Z AR CP 5 3.3 JIAIAS CP 5 4.3 17 (IR & XHIE 5§15 Wrdt AT Al B 4 25 AR
I CABAE 525K o

N

The authentication and identification of subscriber for certificate rekey and the certificate issuance
shall conform to CP section 3.3 and CP section 4.3.
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4.7.4. BETT PIERRIZ R Notification of New Certificate Issuance to

Subscriber

[A] 4 CP 2% 4.3.2 7.

See CP section 4.3.2.

4.7.5. T R A B HE B RI4T A Conduct Constituting Acceptance of a

Rekeyed Certificate

Al A CP 25 4.4.1 715,

See CP section 4.4.1.

4.7.6. CA XA FUEF K &AW Publication of the Rekeyed Certificate by

the CA

[Fl A CP 25 4.4.2 15,

See CP section 4.4.2.

4717. CA JB&nH Al SLATE B HIZ R Notification of Certificate Issuance by

the CA to Other Entities

[F]A CP % 4.4.3 75,

See CP section 4.4.3.

4.8. IEFHEFE Certificate Modification

4.8.1. TEFHZE R TE Circumstances for Certificate Modification

GDCA Aflt EV IEHA ARG, Wk a8 ifE B LA I MAZ A CP 5
4.9 THHLE BB ZIE TS, 1 RAZRRAR CP 28 4.1, 4.2, 4.3, 4.4 TIHLUE HH BG4
Rk,
GDCA does not support modification of EV certificates. A certificate in which the information has
been changed should be revoked according to CP section 4.9. Subscriber should re-apply the
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certificate according to CP section 4.1, CP section 4.2, CP section 4.3, and CP section 4.4.

4.8.2. W RIEFZRFE K524k Who May Request Certificate Modification

AEH .

Not applicable.

4.8.3. AFEUEFAREE 35K Processing Certificate Modification Requests

AEHT

Not applicable.

4.8.4. AT P EIE B %K Notification of New Certificate Issuance to

Subscriber

AEH

Not applicable.

4.8.5. MIREZ A EIER KA Conduct Constituting Acceptance of

Modified Certificate

ANEH

Not applicable.

4.8.6. CA X2 FEUEF I & AR Publication of the Modified Certificate by the

CA

ANEH

Not applicable.

4817. CA 3B &0 H Al SAE B HIZE K Notification of Certificate Issuance by

the CA to Other Entities

AEH] .
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Not applicable.

4.9. UFPHMESFEFE Certificate Revocation and Suspension

TE-BREEH RS EERAERC Y BfICR/E EV CPS w1, JFHEM CAMEL LI
(CA/Browser Forum)if i www.cabforum.org & A [{) EV 87 55 4 #55 Z KA — 2.

Certificate revocation and operation to query status shall be stated clearly in GDCA EV CPS and be
compliant with section 4 of EV Guidelines published by CA/Browser Forum at www.cabforum.org.

49.1. EREES BB TR Circumstances for Revocation

49.1.1. iTPIEE#MEHIERE Reasons for Revoking a Subscriber

L SO B —FhEk 2 R, GDCA WAZITE 24 /NI 2 A HIUASIE -

VT DA 20 SR S E 15 5

PN GDCA S IFIE il SR A B AL HABEE I 25 AUT 9

GDCA A% [ iEdE, UEM SR AP RAT I AHE 2] 1 ik

GDCA 343 TiE#E, IERAXHE 5 FQDN 8% IP sthubik 4 42 $2 B sk 2 Hil B 36 AEAS
PIAEARHS, 35 GDCA KBEIEMIPIT CAA KA BARYEA CP 28 4.2.4 IR R L
IR

A HILLL RSB B —FhEk 2 Fh, CA RITE 24 /N2 PUIESIE TS, HALZITE 5 K2
PR IE £«

A w0 b

1. {FPBARFESF 4 Baseline Requirements %5 6.1.5 %5 A2 4 6.1.6 11

2. GDCA 345 1 uk-4538 2% A 1 UuE 4

3. GDCAZRZEIT il 71T ¥ CPICPS Hff— Tl sl £ i # K 534 ;

4. GDCAZRZE T AEATEH] FQDN A A FAaEE Y] (filn, JEpesifi i oa
S T 3 T A A L DD

5. GDCA 3R FEa Be A IE Fii B T % HA R O 1% S PR 1) 48044

6. GDCA FRZBUEF T &5 B tH I AL

7.  GDCA RBIUEH 25 K A RERT A Baseline Requirements 3K , 5 GDCA (] CP &% CPS;

8. GDCA A AATAT B 0 H B 5 A5 oA R (G R

9. GDCA {4 Baseline Requirements 25 & iE 5 IR S R 3%, sl el 21k, Brik

H ks 43 CRL/IOCSP 15 B JEE
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10. CPS H ST I BATHAEIE B AR HUIHIPEAS: HARKE: HENBGEE RN &
L AR B eV AR s BURAT N s e A A R R O Hoed A
JEE BT )

11. GDCA C&JBATMA NS5 IA, T IR % .

12. CA A& EHIL T rIAT RS R S IR 3%, R iR T AR A 542 ) th
HHHEAME (B4 Debian 559540, W.: http://wiki.debian.org/SSLkeys), Bf77E B
B RIESE ,  UEBA AR BRALEH A DT 1R BRI

GDCA shall revoke a certificate within 24 hours if one or more of the following occurs:

1. The subscriber requests in writing that GDCA revoke the certificate;

2. The subscriber notifies GDCA that the original certificate request was not authorized and does
not retroactively grant authorization;
3. GDCA obtains evidence that the subscriber's private key corresponding to the public key in the

certificate suffered a key compromise; or

4. GDCA obtains evidence that the validation of domain authorization or control for any
Fully-Qualified Domain Name or IP address in the certificate should not be relied upon,
including cases where GDCA failed to perform CAA checking correctly or where issuance was
not permitted according to section 4.2.4 of this CP.

GDCA should revoke a certificate within 24 hours and must revoke a certificate within 5 days if one
or more of the following occurs.

1. The certificate no longer complies with the Baseline Requirements section 6.1.5 and 6.1.6;
2. GDCA obtains evidence that the certificate was misused,;

3. GDCA is made aware that a subscriber has violated one or more of its material obligations
under the subscriber agreement and CP/CPS;

4. GDCA is made aware of any circumstance indicating that use of a fully-qualified domain name
in the certificate is no longer legally permitted (e.g. a court or arbitrator has revoked a domain
name registrant’s right to use the domain name);

5. GDCA is made aware that a wildcard certificate has been used to authenticate a fraudulently
misleading subordinate fully-qualified domain name;

6. GDCA is made aware of a material change in the information contained in the certificate;

7. GDCA is made aware that the certificate was not issued in accordance with Baseline
Requirements or GDCA’s CP or CPS;

8. GDCA determines or is made aware that any of the information appearing in the certificate is
inaccurate;
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9. GDCA'’s right to issue certificates under the Baseline Requirements expires or is revoked or
terminated, unless it has made arrangements to continue maintaining the CRL/OCSP
repository;

10. The fulfillment of the obligations in the CPS is delayed or encounters force majeure, such as
natural disasters, computer or communications failures, changes of laws and regulations,
government actions or other causes beyond the reasonable control, causing threats to the
information of others; or

11. Subscribers fail to pay the service fees after GDCA performed the obligations of notifying the
subscribers to pay;

12. GDCA is made aware of a demonstrated or proven method that exposes the subscriber's
private key to compromise, methods have been developed that can easily calculate it based
on the public key (such as a Debian weak key, see http://wiki.debian.org/SSLkeys), or if there
is clear evidence that the specific method used to generate the private key was flawed.

4.9.1.2. Reasons for Revoking a Subordinate CA Certificate FH 2% CA iE+H RIS R EH

BN L ) —RhEZ i, GDCA ZRTE 7 K2 WA H 2% CA P

1. GDCA#f3 TIEHE, EBSIEH AR R g CA I 3| T &8, SR E
Fr & B R BE R A S SRR HE (R 2R

2. GDCA 152 1 k518 21 F e

3. GDCA fRANEBMZE R ARRERF &, Bih g CA RBERFEIE F 1IE T SRS BOMIE L 55
SR

4.  GDCA YAAEATH LA 2% CA IEF A 45 BN RS B BUAT 1R Sk

5. 12 CA AR R KT 1Lis s

6. T CAIHI, BBk,

GDCA shall revoke a subordinate CA within 7 days if one or more of the following occurs:

1. GDCA obtains evidence that the subordinate CA’s private key corresponding to the public key
in the certificate suffered a key compromise or no longer complies with the requirements of the
standards on key sizes and public key parameters;

2. GDCA obtains evidence that the certificate was misused;

3. GDCAIis made aware that the certificate was not issued in accordance with or that subordinate
CA has not complied with the applicable CP or CPS;

4. GDCA determines that any of the information appearing in the subordinate CA certificate is
inaccurate or misleading;

5. The subordinate CA ceases operations for any reasons;

6. The subordinate CA expires or is revoked or terminated.
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4.9.2. & SRAEPH 4GS B4k Who Can Request Revocation

PR SEAAR] DATE SRS — AT P uE$S:

1. GDCA;

2. AEPBIT,

3. VEBL. BUNFE T ARHARRI AR

4. WRETT NPT  B7 % SR LA B ALY 28 = T7 AT DU AZ U ] R 15
51 GDCA & FEH R4S IE P .

The following entities can request revocation of a subscriber certificate:

1.

2.

GDCA;
Subscriber;

Court, government departments and other public power department;

Relying parties, application software suppliers, anti-virus organizations and other third parties
may submit certificate problem reports informing GDCA of reasonable grounds to revoke the

certificates.

4.9.3. TEP Y E R AL B Procedure for Revocation Request

4.9.3.1.

T P SRIBYUETS The subscriber actively proposed to revocation application

1. T/ 17 GDCA $&AC iy F i 2 A0 B Uil AT RE, eI AF 0 B Y S I 5
GDCA 87K CP 5 3.4 19 (ML g BEAT UE S HIUBY 175 K 1) %)«

GDCA TEHRIHUAIE R 1 2 A TAE B P 58 IE P

GDCA 5¢ JHflUEH I B ioh ¥ HL R AT BIRIE 5 8 571 3%

GDCA i HL & MBAFE5E 2 7 2, I8 AT 7 UE P ey S e s i 2 el
GDCA $&4tt 7%24 /NI FRAIE 55U I R S5

© g > w DN

1. Subscriber submits application form of revocation and documents of identity confirmation

to GDCA. Meanwhile, subscriber should provide reasons of revocation.

2. GDCA makes authentication of certificate revocation request according to CP section 3.4.

3. GDCA completes certificate revocation within 2 working days after receiving revocation

request.

4. After the completeness of revocation, GDCA releases it to CRL promptly.

5. GDCA notifies subscriber that the certificate was revoked and the revoked reason by
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4.9.3.2.

4.9.4.

appropriate means, such as telephone, mail, and etc.

GDCA offers 24x7 certificate revocation requests service.

T PRSI BAYUEF The subscriber is forced to revoke the certificate

1 GDCA A 74 B {5 H LA CP 58 4.9.0.1 W45 (W SR, W] ad ik iy 5
SE MR IESS 5

GDCA 2t 724 /NI R IE-F ] J4H 75 A0 Ak PR

AT FENU S BRSO B AU S5 5 =5 R AL S R AR
T, GDCA R ZH 2 i AR 1 5 45 ROR ok g 2 5 U IE 5

GDCA T /e o), JEE =75, WA FllrE, Binss, i
UEFS CAHRCH AR B .

GDCA can revoke subscriber’s certificate with the occurrence of circumstances described
in CP section 4.9.1 .1 after the approval of GDCA Security Policy Committee:

GDCA maintains a 24x7 certificate problems reporting and processing procedures;

GDCA will take actions to investigate the certificate problem reports submitted by relying
parties, judicial institutions, application software providers, anti-virus organizations and
other third parties, and will decide whether or not to revoke the certificates based on the
results of the investigation;

After the certificate revocation, GDCA or RA will use appropriate ways, including mail,
phone etc. to notify the final subscriber that the certificate has been revoked and the
reason why to be revoked.

B E R 1 %8 PR Revocation Request Grace Period

G0 SR B T e A R B SR, B 1S SR A S T AT i 5 8
NI B o AR HEUR JER TR SRR 15 SR A ZAE AR TG 48 /NI IR

If key exposure occurs or suspected occurs, revocation request must be submitted in finding
leakage or leakage suspicion within 8 hours after key exposure or suspected exposure is found.

Revocation requirements caused by other reasons must be made within 48 hours.

4.9.5.

CA RIS E R PR Time Within Which CA Must Process the

Revocation Request

GDCA H %21 5K 2158 Ui e Z [ 1] B 9IRSk 24 AN/t
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The cycle of GDCA processes revocation request is 24 hours.

4.9.6. R R B UEHIAS SR Revocation Checking Requirements for

Relying Parties

W7 TEAR IR — AN UE T4 2025 1) GDCA KA 1) CRL Ml I BT S A A IE 52 1
WA
Relying parties must check the CRL published by GDCA before trusting a certificate to confirm the
status of certificate.

4.9.7. CRL RAFMZE CRL Issuance Frequency

XTI FHES, GDCA () CRL &A1 &3 24 /isk, H. nextUpdate 7B A 1516
th thisUpdate {5 1#) 10 XKLL E

xtF gk CAIET, GDCA ) CRL KAANIN 12 M H . W 2% CA IET,
GDCA 7ERf4H 5 24 /N2 WS CRL, H. nextUpdate 7B [{E AN 15 H! thisUpdate &
12 AN HBLE.

TERFIR X 2B R 0] LUE CRL SZRIAE R (R AE W 45 AR 4 26 1FBE S AR UE D, CRL [HI57
BP A= 2 1 GDCA il 5 1 R AT S HRLE o

For the subscriber certificates, GDCA shall update and publish certificate revocation list (CRL)
every 24 hours, and the value of the nextUpdate field shall be no more than ten days beyond the
value of the thisUpdate field.

For the subordinate CA certificates, GDCA shall update and publish certificate revocation list (CRL)
every 12 months. In case the subordinate CA certificates are revoked, GDCA shall update and
publish the certificate revocation list (CRL) within 24 hours after the revocation, and the value of the
nextUpdate field shall be no more than twelve months beyond the value of the thisUpdate field.

However, CRL can come into effect immediately determined by release strategy made by GDCA in
special emergency circumstances (assuming that the network transmission condition can
guarantee).

4.9.8. CRL A7 BB KH#F j5 i 18] Maximum Latency for CRLs

—N BV UET BRI B A AT B CRL b 3 J5 I 1) AN BRI 24 /N

CRL is effective after revocation request approved within 24 hours.
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4.9.9. ELZRSEWMT A Online Revocation/Status  Checking

Availability

GDCA N[l 53T 7 HUK A7 S A 7E 2R AF R S & W I %5 . OCSP i B 21 7 45
RFC6960 MJ#E:3K, JF HAk OCSP flids #2544 . OCSP i %% #5 HIIE 155 IETE X AR A HIIE
Fi A —A CA %K, OCSP JIg 55 #% (i 45 B A & — 4~ RFC6960 & X KA K
id-pkix-ocsp-nocheck {13 & 17 .

GDCA shall support OCSP responses for subscribers and the relying parties. The OCSP responses
shall conform to RFC6960, and signed by an OCSP Responder whose Certificate is signed by the
CA that issued the Certificate whose revocation status is being checked. The OCSP signing
certificates shall contain an extension of type id-pkix-ocsp-nocheck, as defined by RFC6960.

49.10. FELRAEEMER Online Revocation Checking Requirements

M LA E BT AEZORS B, GDCA A1 B ATAT H B HURLRR .

GDCA $2 it Get Al Post PiFH 5 21y OCSP & ifi 55 -

XIS, GDCA N2 A REVYR BHr OCSP {5 /2. OCSP i b i e K AT 1
10 Ko XT O HHESS, SZHIEE OCSP.

T2 CAAEY:, GDCA Rz 12 AR OCSP 51 i h 4 CA ik
50, NIAE 24 /N A BEET OCSP {5 2. o

XFFARZER AP IIRESEWIERK, GDCA A1FiR[A “good” IRZ.
Users may feel free to inquire status online. GDCA must not impose any access limits.
GDCA offers the OCSP service using both the Get and Post methods.

For subscriber certificates, GDCA shall update the OCSP information at least every four days.
OCSP responses from this service have a maximum expiration time of ten days. For the revoked
certificates, OCSP status will be updated immediately.

For subordinate CA certificates, GDCA shall update the OCSP information at least every twelve
months, and within 24 hours after revoking a subordinate CA certificate.

GDCA must not respond with a "good" status for the request for status of a certificate that has not
been issued.
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49.11. HHEBHHEMERAEZR Other Forms of Revocation Advertisements

Available

%7 CRL.OCSP 4}, GDCA n] LA AtI4N S B HoAth RATTE 2, (HIX A A Z

GDCA may provide other publication forms of revocation information in addition to for CRL and
OCSP; however, such publication forms are not mandatory.

4912, WM EW & B E R Special Requirements related to Key

Compromise

BRAS CP %5 4.9.1 W HUE MG TEAL, 23T 7 BEE ML FRAIE -+ 3 B 32 31 2 4 E
JBiA7 R[] GDCA # HE-BasiER . Wk CA % H (IR CA Hih4dt CA %) %4
PR E BB VBRI, DR & E A 18] 3 5 3Q 0 T R S8 AT P MR 7

Except for the case described in CP section 4.9.1, when certificate key of subscriber or RA has
been lost or probably lost, certificate revocation request must be made to GDCA immediately. If
security of CA’'s key (root CA or sub-CA key) is damaged or suspected damaged, GDCA should
notify subscriber and relying party timely in reasonable time and appropriate way.

UEAST T BAAN S =J7 TR YE A CP (0% 1.5.2.1 =PIk AR T3, 4% GDCA
R HL AR AL IARIAE T, 17 GDCA & HiEH &AM & iR, 45 7 Fifd
AR 52— UE W R B % o 2 ) FA B
> IR ER R4 CSR, FRfEIEH A TN “Proof of Key Compromise

for GDCA”; &k
> EIEER BRI ER AR

GDCA 7 W5 75 4% 25 19 I HoAth IE B FA B 55 05 925

Non-subscriber third parties may report a key compromise of an unexpired, unrevoked GDCA
certificate according to the contact information described in section 1.5.2.1, using one of the
following methods to prove possession/control of the private key associated with a certificate.

»  Submission of a CSR signed by the compromised private key with the Common Name “Proof
of Key Compromise for GDCA”; or

»  Providing the private key itself.

GDCA may allow additional, alternative methods that do not appear in this section at its own
discretion.
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49.13. FEPEHFEKIEE Circumstances for Suspension

GDCA A FHIE

Not applicable.

4.9.14.  FERIEPFERESEA Who Can Request Suspension

GDCA A SCFHE 4

Not applicable.

49.15.  H=HEIFERKFERF Procedure for Suspension Request

GDCA A SZFHIE

Not applicable.

49.16. EHEARIFRFRH] Limits on Suspension Period

GDCA A SZFHIE

Not applicable.

4.10. EFIRSIRSS Certificate Status Services

410.1.  BAEHFME Operational Characteristics

VTP AT LLESE CRL. LDAP H3MR%:. OCSP BHIIEF5RA, ik )y AHEH IR
IR 55 7 22 5% 2 017 SR AT - L AR W 82 R ) R 2 b P

X TR FIE TS, GDCA AN RAEEFS BTN B HAE CRL 1 A3 1d 5%k - GDCA
AR CRL AR 25 44 1IE i i s i %

GDCA Atk OCSP H fdds ic 3% -

Subscribers can query certificate status through the CRL, LDAP and OCSP. Certificate status
services described above should have reasonable response time and concurrency process
capability for query request.

For the revoked certificates, GDCA shall not remove their revocation records from CRL prior to
expiration of such certificates. GDCA does not remove the revocation records of code signing
certificates from the CRL.
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GDCA does not remove the revocation records in the OCSP.

4.10.2.  FRZ AT Service Availability

WE AR AR 55 DA ZRUE 7X24 /NBF Rl F, - L oz s [a] AN 558 10 5
TEF5RAS AR S5 1 ] 1 N 2 B iC SR 7E EV CPS 1, I HEERT CA/MI NS 28181
(CA/Browser Forum)i@id www.cabforum.org & 4iff) EV 82 4 ¥ 70 E SR AR — 3.

Certificate Status Services must be available 24 x 7 without scheduled interruption, and the
response time must be of ten seconds or less.

The availability of certificate service status shall be stated clearly in GDCA EV CPS and be
compliant with EV Guidelines’ Section 4 published by CA/Browser Forum at www.cabforum.org.

4.10.3.  AJIESFAE Operational Features

ZIEA CP %5 4.9.9. 49117 HIME.

See CP section 4.9.9, section 4.9.11.

4.11. ITTE5E End of Subscription

WPEF LR SIS I R BT 7 1T 4T O IR 3 (S R
1 R R BAT BEAT W
2. UEPS RIS B .

The following conditions shall be deemed that the user terminated to use the certificate services
provided by GDCA:

1. The certificate is not updated after expiration.

2. The certificate is revoked before expiration.

4.12. BHILE 5IKE Key Escrow and Recovery

4121, HBHEESKERRES54TN Key Escrow and Recovery Policy and

Practices

GDCA AEILEAEM EV IEFIT IR, Bt AR At IR AR S5 .

GDCA does not escrow the private key of subscriber’s EV certificate and thus does not provide key
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recovery services.

412.2. SEEHANBESKE R KK S8 Session Key Encapsulation and

Recovery Policy and Practices

AEH .

Not applicable.

5. INENIA R B EMEE/EREH] Facility, Management, and

Operational Controls

5.1. ¥)E#EH] Physical Controls
5.1.1. yHhhr B 5841 Site Location and Construction

GDCA HuL AL #Z DI RE R 2 iz XL IR IX . BRIX . HEX . ALK T
X %0 X 2 EtERE LR E . Hoe R NI FLAI, FLh T, dmticR
MRS 2mm (v FLANNR,  HUBCR T RS 3mm (v FLANIR . 1745 T 208 CO2 friP
1R BRI MG &8 W BB s . BRI 1S T8RS T 8 R 2 B i
R T B e RO X o PR A A A v PR REAR R e e A o A7 TUOR S BORL
R R A 6 TR EAEAZ 0 X

According to the functions of GDCA central area, it consists of core area, service area,
management area, operation area, public area. The core area is a high-performance
electromagnetic shielding room. Its shell is made of six sides of high quality cold-rolled steel plate.
The roof and wall panel is made of cold-rolled steel plate with thickness of 2 mm. The floor is made
of cold-rolled steel sheet with thickness of 3 mm. Welding process is CO2 protection welding. Glass
is thickened and bulletproof with metal mesh added on it. Shielding door is manual locked. Vent is
configured with honeycomb type ventilation duct shielding room window according to the
specifications of the shielding room. Power filter is single phase high-performance low leakage filter.
Safe with confidential information stored must be placed in the core area.

5.1.2. Y35 IRl Physical Access
AR A E AT NI T B e s . PR s, MO ARIEEE AN
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B RN R LA . GDCA ] CPS WaZilx 1y [ 428 il EAT LLECTELH R
JE o

The activities of accessing to each physical security layer shall be recorded, audited and controlled
in order to ensure that all above activities of certain person have been authorized. GDCA CP must
define detailed rules for physical access control.

5.1.3. B 775228 Power and Air Conditioning

GDCA HLp3 i 224 WIEERT L AL R G0 S i TR S8, DAT DR S AN 8] W
HLJBERL . S8k, 38 N B A HLD % 25 1 2R 40 B AR e 42l s 7 W it At B2 AR

The computer room of GDCA shall be equipped with secure and reliable electric power system and
electric backup system to ensure continuous, uninterrupted access to electric power. In addition,
these systems shall have temperature and relative humidity of special air-conditioning system and
wind system control operation facilities.

5.1.4. Bhi7K Water Exposures

GDCA B RA F ITHHOARSE I, Bk A sKRI B, JFRe a8 7E H B K N B
DR EE - 93 /N IR /K RHAE 2R GE PRI 50 o

The computer room of GDCA should have specialized technical measures to prevent and detect
leaks, and be able to reduce the influence of leakage on the certification system to the maximum
extent.

5.1.5. ‘KR PBi1P Fire Prevention and Protection

GDCA M3 NIRRT & i il 5 A L AR P R B A B L K R R A, 3X 28k
KBTI TAT 5 2 T B B AT 2 A ER

The room of GDCA shall take preventive measures, and formulate the corresponding program to
eliminate and prevent the occurrence of the fire. These measures shall meet local applicable safety
regulations.

5.1.6. A R Media Storage
XTPIERAY S A7 RORVE I R 2 B K Bk BRE Bl B id. PR, B
ML B R BARE S S 22 4R oK, JF HLESE ™ R DR 37 T2 B LA LE XA R 22 A A

AT o
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GDCA meets the security requirements for media storage, including fire-proof, water-proof,
earthquake-proof, moisture-proof, corrosion-proof, pest-proof, static-proof, electromagnetic
radiation-proof, etc. Meanwhile, GDCA takes strict measures to prevent the media from
unauthorized use and access.

5.1.7. RP4bEE Waste Disposal

2 GDCA A5 RIARSK SCAF AR RE CAS P 5 2L A7 R BT R LI, aDh ZBR A it
8, G RIIEIRE . BB A IEURAS B A A AR IR AL B ATAR G 3 R 3
BEIR T3R5 R H AR A T HEAT ) PR B

The written documents and materials of GDCA should be destroyed when they are no longer
needed or exceeded the expiration date, and must not be recovered. Cryptographic devices and
media with sensitive information should be initialized and physically destroyed by using
manufacturer’s method before disposal.

5.1.8. S &4 Off-Site Backup

GDCA 37 1 st Bt 0 b oL, A LTI AR OB R e it . o i H S 2
ANAB GRS BT Rt R R A&

GDCA has established a remote data backup center. It backups the core system data, audit log
data and other sensitive information by the specialized software at off-site location on a daily basis.

5.2. FEFF#EH] Procedural Controls

5.2.1. A {E /8 Trusted Roles

f£ GDCA AR FIEMR SR, REMATT EREB Atk M. B
FIHCE 5500 BB B E R IAGL ZR B GDCA PTG Mt X LA (0 B 45 .

1 YIRS B K BN 05

2. ARHGUEHANG;

3. wAaHIAN;

4 SN S5 HAE N B

In the process of electronic authentication service provided by GDCA, a person who can essentially
affect the processes of certificate issuance, usage, management and revocation, and other related
positions which are involved in key operation is considered as trusted roles. The trusted roles
include:
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1. Administrator of key and password devices.
2. System administrator.
3. Security auditor.

4. Business administrator and business operator.

5.2.2. FIEE T ZR A Number of Persons Required per Task

GDCA NifEE AR 55 MU X ST 55 BEAT ™ hg 2], iR DT E Mt 2SS
e UK IS5

1 EPIRNER w MRE A 752 6 A RIE NS i 3 KR S8R

2. UEPBRAGNEGHME: HEINPRGEHA RPN 2405 A B TE

3. HRMEKIES: @E 2 E N AIEFE S

GDCA strictly defines the controls of core missions in specific standards. Multiple trusted roles shall
be required to jointly complete the sensitive operation. For example:

1. For operation and storage of the key cryptographic equipment, it requires at least three of five
trusted persons to operate.

2. For background operation of the certificate issuance system, it requires at least two of three
trusted persons to operate.

3. For review and issuance of the certificate, it requires two trusted persons to operate.

5.2.3. FENMEERRIEXR 1dentification and Authentication for Each

Role

XF A A RS N G, AT M AR AT SEE, B DR L RENE T3 A2 T N
FHLAEIRTTEOR . SUEREF7E GDCA HIN S H A B 269 Th oA E

All current staff who undertakes the trusted roles in GDCA should pass certain accreditation
process. This process is set out in the GDCA personnel management regulations.

5.2.4. FEIRTSEIK A Roles Requiring Separation of Duties

FIRBER 5220 %1, AR — AN AT 7 R —BRE A G, ARSI 5 — e I
REM A 0. 75 IR T 20 B A (B4 HANBR T

1. iEFkg2 s

2. EPECRL %K
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3. ARG TS
4. CAZHEH
5. &
In order to ensure security of the systems, it should follow the trusted role segregation principle that

the trusted role must be took by different personnel in GDCA. Roles requiring segregation of duties
include (but are not limited to:

1. The acceptance of the certificate businesses
2. The issuance of certificates or CRLs

3. System Engineering and Maintenance

4. CA key management

5.  Security auditing

5.3. A R$H Personnel Controls

N RN 4 B 10 SR E EV CPS 1, 5 HLE A1 CA/XI ¥ 28 18 3% (CA/Browser Forum)
83 www.cabforum.org KA EV f8FE 26 5 #4 HIE R AH— 3

Personnel Controls shall be stated definitely in GDCA EV CPS and be accordance with EV
Guidelines Section 5 published by CA/Browser Forum at www.cabforum.org.

5.3.1. k. ZFAEBAZER Qualifications, Experience, and Clearance

Requirements

GDCA Xif A& HH 1] {5 1 €4 1 TAE N 5 I WERS ER W F
1. B& RIS TS 5
WAy [E A O, IR GDCA M5 — 2 Hk S B HE
5T GDCA K2 A BRI e AN B 5
HAT RIFIN NEBT BFR BN S 5T AR
B & RIFHI RN VERE 1
ToIEEIL TR IE .
GDCA R 78 Al {5 A N 53 20 LR 45 B, IS S TAE B, ToRe
i CAEAT I B IR TAE. ERATIE R R IC RS

© g > w DN

The qualification requirements of person who undertakes trusted role in GDCA are as follows:

1. Good social and working background.
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2.  Complying with state’s laws and regulations. Obeying GDCA's unified arrangement and
management.

3. Complying with the GDCA related security management norms, regulations and specifications.
4. Having good personalities and working attitudes, with good working experience.

5. Agood team player.

6. Noillegal and criminal records.

A person required by GDCA as trusted role personnel must have loyalty, trustworthiness and
dedication to work, without other part-time work that affects CA daily operation, no major bad
records of this industry and etc.

5.3.2. B RIA B~ Background Check Procedures

GDCA 254 KHBUR T ISV &1E, e ATE R LR S

FITA RIS 5 AT R TN K BT {5 S LA 2501 T R okt JLd AT 1 S o 5 5
BN EARWEMAA.

WA BRI TIES T, BOLHEE, #E, XK THMAE.

A TR A B B B AR A T H AME RSB IR, #E2 R R 4222 4 J5 THI 1) 1
B o S b AT A AT AT Y

GDCA may collaborate with governments and investigation organizations to complete background
review for the trusted roles.

All employees who are trusted or apply for should have a written consent that they must go through
a background investigation. Background review including: basic review and full review.

Basic review includes reviewing work experience, job recommendation, education and social
relation.

Full review includes reviewing criminal records, social relation and social security besides basic
review. Full reviews must be carried out for key roles.

WA

a)  NFHMIIATT IS G AN BURET LA $RELITR B0k BN St
PrEEMVAESS . SEALESS . BEURSUE S B UESEAH KA RGIE R

b) AT HIE. Fek. L. VIS TE RO HARHE AR B e AT 4

SE o
c) HWAERITESIILHEZ. HENE. ERERFT AR LR, RIELERL
SRA AR R 225

d) 4%, GDCA 5 i TAATRE WML, LA 5L TAVAEE CA IEFARSS HI
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A REFBURAE S . [, GDCA A LI AHLAL BN 618 BEAR S5-I
ARG A OMERN AT SE, DI RS RRELIRIEIX S N S A5 1S
FEFI T AERE

Background review including: basic review and full review.

Basic review includes reviews about work experience, job recommendation, education and social
relation.

Full review includes reviews about criminal records, social relation and social security besides basic
review.

The review procedure includes:

a) The HR department is responsible for confirming candidate’s personal information. Candidates
should provide the following information: resume, the highest degree graduation certificate,
degree certificate, qualification certificate and identity card and other related valid certificates.

b) The HR department identifies the authenticity of the information provided by candidates
through telephone, correspondence, network, visits and other forms.

c) The HR department checks candidates through on-site assessment, daily observation,
situational test and other methods. Appropriate arrangement is made according to the
investigation result.

d) After the review, GDCA signs a confidentiality agreement with employee in order to restrain
employee not to reveal any confidential and sensitive information of CA certificate services. At
the same time, GDCA will also be in accordance with the relevant organization regulations of
personnel management and make job examination on in-service staff who assumed trusted
role, so as to continuously review these employees’ trustworthiness and working ability.

5.3.3. FYIZE R Training Requirements

GDCA MR A5 M B HNL TR, 44 AR R ATER I, SR AR IIN AT
GDCA iz Bk R

GDCA AR A

GDCA 4 FHLH;

EIRA A -

GDCA EHBUR . il KI5

& [EZRKTHFIMNEMS AR, B & brdE. 7%,

* 6 6 ¢ o

Based on the position requirement of trusted role, GDCA shall arrange the corresponding pre-job
training. The comprehensive training contents are as follows:

& GDCA operation system
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€ GDCA technology system
€ GDCA security management mechanism

€ Job responsibilities uniform requirement

4 GDCA management policies, systems, measures, etc.

€ The laws, regulations and standards, procedures of electronic certification service in China.

5.3.4. BRVIFBERNER Retraining Frequency and Requirements

GDCA MRS 5 E 22 HE AR I, DLORAIE 32 B A 1) B3 T SEINAT & B L /T 3K A
e CAEIR BT

GDCA shall arrange for continuous re-training for employees at important positions regularly to
ensure employees can meet their job requirements and complete their jobs more smoothly.

5.3.5. TR # KA EFIRF Job Rotation Frequency and Sequence

GDCA N AR 2 4= B SRS i) 5 A2 AN 53 1) A Bl o e 0 SUT RN o

GDCA will define and change the Job rotation cycle and the sequence based on the organization
security management strategy.

5.3.6. FIZBUT HEI4E S Sanctions for Unauthorized Actions

GDCA NS IFYES — EE B IME, SRRBUT ABATE A AT, A0 R4
157 Eh AR M TAERAL, Tk, MVPEH . IRACFRNEN AL B A . IXEEAE 14T
NN T AR AR 2K o

GDCA shall establish and maintain a set of measures for the administration, including termination of
labor contracts, position removing, fines, criticism and education, submitting to Judiciary for
processing, etc., to appropriately discipline the personnel unauthorized activities. Above discipline
activities should comply with laws and regulations.

5.3.7. BT A2 NFIESKR Independent Contractor Requirements

T A& T GDCA B AES TAE N 51, (HA S GDCA M. 554 5k TAERI Al 5570 32
DU LS5 N B BB SOG4 N, GDCA )4 — 2R AT

1L N AR & R,

2. GDCA #RAtge— i i A I AR p s i, 8590 P9 & S5 E AR T GDCA
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RS 32 PR LA E Y S5 R o

For persons who do not belong to the GDCA but participate in the relevant works for GDCA

businesses, such as business personnel of business branch organization, management personnel

and other independent contractors, GDCA has requirements are as follows:

1. Record management of personnel profiles;

2. GDCA provides unified training and retraining, includes but not limited to the GDCA certificate
acceptance rules and electronic certification business rules.

5.3.8. HRALZA N B B304 Documentation Supplied to Personnel

GDCA e fit 45 P9 53 T SCAF B AR RS IR BRI 5 B3 T TARAE 30 .

Documents provided to internal employees by GDCA include training documents and related
personnel working documents.

5.4. HiHERER Audit Logging Procedures
5.4.1. B R EH IR Types of Events Recorded

GDCA Nt i F A FEEH AR T

1w E B, ORREHAR. &0, A, IKE. /. filsH.
VARG B RAEHMEEE S,

2. EFEdr AN B, SRR RIS, Atk 0. RS

3. ARG, MELEHE, W RIERE IR CA RGNS, RGHEIE
B H A, ARG A

4. BEEZEWEICKNZEF: BaSMP kK EEs T H Sl 20 N AL
AR D AT IR B A% R BT Kb S SR s 2) DR AE
HE AR AT Jchs BT I0E BERAT, RARRCE O [ R AR R R 2
B 30 AT B KRN S, BT L B ER ;s 4) AERPTH &
GUERAEAERR, BAERREIERE . P LR RS E S

5. ARGUERIEFMF, WEAGPUIRMEIE. Wik, BEBESCEN;

6. CA WV, GFEHAN Rt CA i, JERAUN gk CA Bl 55 AH
FALF;

7. ENREEILS, SERSGPIRMEIE. MR AR,

REAL KA L B S M dH IR
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These events include but not limited to:

1. Management events in key’s life cycle, including generation, backup, storage, recovery, usage,
revocation, archiving, destruction, private key leakage, etc.

2. Management events of certificate life cycle, including application, approval, update, revocation,
etc.

3. System and network security events including: successful or unsuccessful access attempts for
CA system, logs generated during the daily system operation and system updates etc.

4. Security events recorded via information security devices: Logging of router and firewall
activities at a minimum include: 1) Successful and unsuccessful login attempts to routers and
firewalls; and 2) Logging of all administrative actions performed on routers and firewalls,
including configuration changes, firmware updates, and access control modifications; and 3)
Logging of all changes made to firewall rules, including additions, modifications, and deletions;
and 4) Logging of all system events and errors, including hardware failures, software crashes,
and system restarts.

5. System operating events, including creation or deletion of permission, configuration or
modification of password.

6. Access to CA facilities, including the access of authorized or unauthorized personnel and
attendants, and other relevant records.

7. Management record of trusted roles and personnel, including system access application,
deletion and modification.

These logs shall be made available to qualified auditors for review when necessary.

5.4.2. A3 H EKISE Frequency of Processing Log

GDCA ME it e vt H &, DMERILE E ) 2 2 NREEIE, X RILN 22t
SRR IS 48 it o

All the audit logs shall be checked by GDCA regularly in order to discover the significant security
and operation events and take corresponding measures.

5.4.3. it H SRR BEHIFR Retention Period for Audit Log

GDCA s 21235 fR A7 FL T INUEAR 55 A # 11 H &, DRAFARROY H 728 2 VIR AU 1o
o

GDCA must save electronic certification service audit logs properly. The preservation limitation
period is five years after the expiration of the electronic signature certification.
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5.4.4. #H i+ HZ R4 Protection of Audit Log

A T 25 722 R B R 7 P, 7 1k R B
ek, MRS,

All the audit logs should be handled with strict physical and logical access control measures to
avoid unauthorized reading, modification and deletion, etc.

5.4.5. Hit B &1 & 4 F2F Audit Log Backup Procedures

e T H & B BAZ RS HAT SRR L, B WIEAT %40

GDCA should set up and carry out the reliable system for backups of audit logs, and full backups
are performed periodically.

5.4.6. HIHKEE R4 Audit Collection System (Internal vs. External)

ANE

Not applicable.

5.4.7. TS B EF AR A Notification to Event-Causing Subject

F IO AR A — N F R, ROE A GEZSE RN A AR

When audit record reports an event, GDCA shall notify individuals, organizations who cause this
event.

5.4.8. &S5 P Vulnerability Assessments
FRYE B THid 5%, GDCA NJE WIHEAT 22 2 Wa 55 P vPAS , FEARYE PPAl A0 i R IR R Tt

GDCA shall conduct security vulnerability assessments regularly according to audit records and
take remedial measures according to assessment reports.

5.5. 3 IHR% Records Archival

5.5.1. JARSEFHIZRE Types of Records Archived

B IARAIC SR, B U A CP 55 5.4.1 T RLE A, 7R BRI N il st ATk,
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1
1 AEFHIEER;
2. UEBRRERE T SRR

In addition to the records need to be archived specified by CP section 5.4.1, the following records
should be archived:

1. Information of certificate application.

2. Supporting documents of certificate issuance.

5.5.2. ARSI F KR B PR Retention Period for Archive

GDCA ) EV HLTAUEME SR (CPS) A s 5 1 ) I A4 S DR BR S IR

EV CPS of GDCA shall provide reasonable retention period for archive.

5.5.3. VAR SCHE 4797 Protection of Archive

N385 3 = V) EATZ R A U R P iR R AR R, R R AE N B fevF
I RS, B IEREEBURRINE. EE. MHERE BB ST Y.

All archive records shall take appropriate measures to control physical and logical access so that
only trusted personnel can access records. Archive records shall be protected from the
unauthorized browsing, modifying, deleting and other illegal operations.

5.5.4. IJR &4 F2F Archive Backup Procedures

XHFRGUE BT IAICSR, NI Ty, & SORREAT A AR
X A VAR TR, AN BT, (H R BRI R A HE it R IE L 2 Ak

Electronically archived records generated by the systems should be backed up weekly. The backup
file should also be stored off-site.

For the written archiving data, they do not need to be backed up, but some strict measures need to
be taken to ensure the security.

5.5.5. EF A BRE R Requirements for Time-Stamping of Records

GDCA [y H EH#AT IS [AlAE 3, i E N 3 F Tl s AR 58 H s

All the GDCA records are labelled with time, and the time will either be added manually by the
operators or automatically by system.

61



[] ﬁEII‘IftTHininﬁIIEz_.‘I
= GDCA EV iE35EHE (V3.2 fR)

5.5.6. JARCEE R4t Archive Collection System (Internal or External)

 F SRR A B IS R 48, 45 GDCA FEAM L .

All the entities including GDCA and RA should construct internal archive collection system.

5.5.7. SRR FRYS B AR Procedures to Obtain and Verify Archive

Information

GDCA (¥ % A i v i AE 4k N 537073 O B VAR5 200 2 98 DL FE3R1G Se B R AR
B, ZIRIX 2 95 DUBEAT EE AL

Security auditors and operation and maintenance team of GDCA retain 2 copies of the GDCA file
information respectively. While obtaining the complete archived information, comparison of the 2
copies shall take place to confirm the integrity.

5.6. Z4HAHE Key Changeover

7E CAIE-B I, GDCA #xf CAUEBHEATHE B, HE CA BYIN I Rt A amik
A CP 28 6.3.2 WP LE M R ARG I, 84 CA UEFmT LA FH iR 25 R4 T 534
5 7 E =AW BN, Bk O AR CA BN . B 7E % X A dr Py, GDCA
AT DL A T S B 105 SRR BT CAEF . 7R CA IEBE iz i, #H4
B E BN, DMRBEIXAS CA R R A IS CA TH G0 BT 25 S (K- F AR I

When the certificate of CA expires, GDCA will renew the certificate of CA. As long as CA key pair
does not exceed the maximum lifetime specified in Section 6.3.2, the certificate of CA could renew
using original key. Otherwise, new key pair shall be generated to replace the expired key pairs of
certificate of CA. Also, even in the key pair life cycle, GDCA could generate new certificate of CA by
using new key pair. Before the certificate of former level CA expires, key changeover shall be
performed to ensure that the entities in the CA system shall switch from original key pair to new key
pair smoothly.

TEAE BUHT) CA BAHNTIN, D520 ™ 4% 18 57 GDCA ¢ T 25 PRI IITE o B i 25 5%
FEAERE, GDCA K2R CAUET, FEIME BT KA, iEVT P AR T Be e A i $REX
HH CAEF .

New CA key pair is generated according to the key management rules of GDCA strictly. While
generating new key pair, GDCA shall issue and publish the new CA certificate timely, and it shall be
available for subscriber and relying party to obtain new CA certificate.

CA BB, D2 ERUEAEANIE B B MR 1 I
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Make sure that the entire certificate chain transits smoothly in CA key changeover.

5.7. MELRMEPKE Compromise and Disaster Recovery
5.7.1. HiFAHELEFERF Incident and Compromise Handling Procedures

GDCA Rl 1T 2 i b BT GEAN N SR BE TGS , U2 AH L ) 451 T A BEAR Y

In order to timely respond to and handle accidents and damages, GDCA establishes a series of
emergency response schemes and accident treatment schemes.

5.7.2. HENEE. BAA/REE KR Computing Resources, Software,

and/or Data Are Corrupted

U SR BT SEAL IR B A A SR A A, GDCA SLRISE B FH MU EERE
WAL, AT SR ER R TE R SRR

When identified the destruction of network communication resources, failures of devices for daily
services, malfunction of software, or tampered database etc., GDCA will launch the disaster
recovery plan.

5.7.3. SAEFAVHBRELEREF Entity Private Key Compromise Procedures

TEHUE I NOBIEUR H AR R AERITE LT, GDCA RKEREUT F1I P PR 2 4 30 45 -

1. GDCAWIERZM AL H S ER I, WS HER. REEH LT T,

2. KRIEIAERITERT, FB 2 B AR TS 7 B B A ERTAE

3. MR HRLCIEM M B H A A ainiise, Ha8dE, IEiESA CRL FR#E
BATE

4. eIy E) 2 A B AT RE A B R Ak

5. ARFE B SSE B GHOBC B OO, M R GUE B A PATIRE

6. WRFHEWE GDCA V55 #HAF B RIEC B, W 74h—4 GDCA %455
AR Dk 558 PR O AT IR

In the intentional, man-made or natural disaster situation, GDCA will take the following steps to
restore security environment:

1. GDCA verification system’s password is changed by the business administrator, business
operators and system administrator.
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2. According to the type of disaster, some or all certificates should be revoked or re-verified later.

3. Directory data, encryption certificate and CRL are needed for recovery if the directory is
unavailable or directory with impure suspicion.

4. Timely access to security site as far as possible to restore operation reasonably.

5.  While restore the business administrator's configuration file, it should be done by the system
administrator.

6. While restore the GDCA business operator’s configuration file, it should be done by another
GDCA security business operator or administrator.

Y CA MR S sl it 5%, GDCA JH 3 B KA RS FRRE 7, 22 4 K 2%
SRIAR S R BT VAL, T3 W R T2 CAET, 4 RELLL R4 it

1 ST A E X T

2. RAGUEFERIRA BIE B

3. ik GDCA Wil sl Ho el A5 77 UK A O TVEAH CA UEF I Ab HE 4 ;

4. PEASHRORRFAE, EEUONIT PERIET.

When CA root private key has been damaged, missed, tampered or leaked, GDCA starts a major
emergency treatment process, which is assessed by GDCA Security Policy Committee and the
relevant experts to make a plan. If the CA certificate must be revoked, the following measures will
be taken:

1. Notify relying parties and state administrative department.
2. Publish certificate revocation status to repositories.

3. Publish handling notification about revoked certificates at GDCA website or by other
communication methods.

4. Generate new root private key and re-issue certificate to subscriber.

5.7.4. R A5 W 55 4L B8 /7 Business Continuity Capabilities After a

Disaster

GDCA fE R A SAMEJa , N W LA 7 L 55478268 17 -

1. ERVRFE RN A KRS 258, 2 AN 48 /N
FAAVE KRN ENSE

REWS PRAEK B )5 I8 E 5 & L A 20K s

2 N ARSI Jlk 55 I HANE SCBR 5T 70 I ZEK

> v

GDCA shall have the following continuity capabilities after a disaster:

1. Recover business system as soon as possible, not exceeding 48 hours.
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2.  Recover information of customers.
3. Ensure the operation site meets the security requirements after recovered.

4. There are enough employees to operate the business and not violating segregation of duties.

b 5% % B 1 ) 92 i Y B R A0 SR AE EVCPS Hr, Jf HLEEA CA/MI Y 28 it i
(CA/Browser Forum)i@ it www.cabforum.org & it EV 852 5 #70 E SR AR — 3.

The implementation of Business Continuity shall be stated definitely in GDCA EV CPS and be
accordance with EV Guidelines Section 5 released by CA/Browser Forum at www.cabforum.org.

5.8. CA Bf RA 2% 1k CA or RA Termination

2 GDCA KL MU T B b b 50, DA™ AR 358 (Pt N RIEAIE BT
BN CRTFUAERSS B AP KA S i St AT LA £ 1 BT A R 55 1 e
ZORBEAT A K LAE,

{E GDCA & 115, A%

TV S R A

L H GDCA & 1L B ;

AT GDCA % AR SL oA
NN =RV S sy

RS RS

KL FRAFAS SCAFE 3% 5

18 LA RO AR 55
RS H RSS2

KM F Hx MRS

10. 4b¥E GDCA V45 # G R GDCA MV 45 #AE 53 RSV E AL R 5
11, AbFRALE A BBURR SR s

12. j&K: GDCA EHUELE,

© N o g > w D P

GDCA and its RA need to stop their business strictly under “electronic signature law on the People's
Republic of China”, “electronic certification service management method” and relevant laws and
regulations.

Before termination, GDCA must:
1. Arrange the business to undertake
2. Draft GDCA termination statement

3. Notify the entities that are related to GDCA termination.
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4.  Shut down subordinate LDAP

5. Certificate revocation

6. Treatment of archive file record

7. Termination of certificate authority service.

8. Archive main LDAP

9. Shutdown main LDAP.

10. Dispose the access of GDCA business administrator and GDCA business operator.
11. Process and store sensitive documents.

12. Remove GDCA mainframe hardware
2 RA R 1B IR 55 1), GDCA #4485 H AT WA S S B A ol S5 Ak e h |
A H A I,

When RA terminates its services, GDCA deals with all the relevant business in accordance with the
agreements.

6. IIE R A 244 Technical Security Controls

6.1. FHIMKAERSZEE: Key Pair Generation and Installation
6.1.1. BN AR B Key Pair Generation

CA AN IAZTE 2 A B rh,  f1 2/l fE N SATE [ K800 32 1 T L HE A
VEAT RS B b A . B AR R . TR0 AR R N A FIPS140-2 FrdE
FIAHRILE » BT FIPS140-2 drdft JF AR 2 [ S A S 430 AW RIS REIpRtE, 1 500
TP A TS I FL SR, R FIPS140-2 Bk S IBHAT, A E R 50 B
SEVFRTHITIE N ARG, RS IRE&) RIS BoR . F T b 5 A i 55
BRI B RS E BRI TS AIE.

CA B XS IR A I 2 75 57 AR B — 44 A K 1 B U DL E DAt O FLI8 4 CPS LA Ay
B BB R . I A UL R AR 2 TR 1D SR ORAE

X1 EV SSLAT FHES, T B T 3 AR ROHRE .

XT BV AR AL, BT R R S bl B SR A & A B AR, VA
RES AT, [R5 B A0S AV, GDCA Ml 22 4@ ik s 1 AL 1645 1T
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Fo

FEA XS RLFAT A NI S5 AL B0 J7 T8, %1 2024 4 11 H 15 H el J5 32 i K,
GDCA 2 /b ]8R B LA T 46 it

1. % T Debian 55 % £ K i C https://wiki.debian.org/SSLkeys ), GDCA 1h 4 7F
https://github.com/cabforum/Debianweak-keys/ 1 41 i ) & Fi 25 4H 25 8 (5 41 RSA
ECDSA) M KM EH. X T2 5 6.1.5 1T ZORAHAM S, Bk RSA #H K
JE R 8192 £ [ L4k, GDCA #Hi4f Debian 5544 .

2.%}F ROCA Jili, GDCA fE44iEid https://github.com/crocs-muni/roca B¢Z5%% T H.
WA

35T ZHWIE Chttps://fermatattack.secvuln.info/), GDCA {44 a]i#id Fermat
G ETTIAE 100 6N 2R IK 555 1

The key pairs of CAs are generated within the cryptographic devices approved and licensed by
OSCCA, in a physically secure environment and under the control of multiple trusted persons. The
generation, management, storage, backup and recovery of the key pair shall comply with the
relevant regulations of FIPS140-2. Since FIPS140-2 is not a standard that approved and accepted
by OSCCA and OSCCA implement a strict management of state’s cryptographic products, GDCA
only apply part of the provisions of FIPS140-2 under the permission of OSCCA. Specifically, the
product manual of the device is for your reference. Hardware Security Module used for key
generation must be evaluated and certified by OSCCA. Subscriber’s key pair is generated by the
key generation mechanisms embedded in his/her own server or other devices.

The generation of the CA key pairs shall be video recorded or witnessed by a qualified auditor to
ensure the generation process complies with the requirements of the CPS and follow the separation
of roles principle. The procedures and operations related to key pair generation shall be recorded
and archived.

For EV SSL certificates, subscribers’ key pairs are generated and kept by the subscribers
themselves.

For EV code signing certificates, subscribers shall use the hardware equipment that meets relevant
requirements to generate key pairs, and private keys shall not be duplicated or exported, and the
activation of which must require a password. GDCA will deliver the activation passwords to the
subscribers through secure channels.

The Public Key corresponds to an industry-demonstrated weak Private Key. For requests submitted
on or after November 15, 2024, at least the following precautions shall be implemented by GDCA:

1. In the case of Debian weak keys vulnerability (https://wiki.debian.org/SSLkeys), GDCA shall
reject all keys found at https://github.com/cabforum/Debianweak-keys/ for each key type (e.g. RSA,
ECDSA) and size listed in the repository. For all other keys meeting the requirements of Section
6.1.5, with the exception of RSA key sizes greater than 8192 bits, GDCA shall reject Debian weak
keys.
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2. In the case of ROCA vulnerability, GDCA shall reject keys identified by the tools available at
https://github.com/crocs-muni/roca or equivalent.

3. In the case of Close Primes vulnerability (https://fermatattack.secvuln.info/), GDCA shall reject
weak keys which can be factored within 100 rounds using Fermat’s factorization method.

6.1.2. FLEAMEELST P Private Key Delivery to Subscriber

AT BATAE R, AT ERAPIE LT

Since the private key is generated by subscriber, GDCA dost not deliver private key to subscriber.

6.1.3. NAFBIEAIERZE R Public Key Delivery to Certificate Issuer

N T IREECEIED, &&ITA RA BT PKCS#10 & s HIIEB2E 44 11 k{5 Bk H
B TELAR AR, DL S0 A 3RS GDCA 25k, XSy skal otk
AL F A2 T B 22 AR YT, el & B Z L (SSL).

In order to obtain a digital certificate, end subscriber and RA sends certification issuance request to
GDCA electronically. The request contains public key for GDCA to issue the certificate. The request
information is encoded as PKCS#10 or other packing format with digital signature. The
transmission of these requests or file packages needs to use security protocol for protection, such
as secure sockets layer protocol (SSL).

AT R RA il PKCS#10 #% 2 HIE P4 4215 K5 Bl e B84 1 e
R, LTI RGN IR Y% GDCA %%, GDCA FE25 K E AT Sl e ss i sk
T P4 .

End subscriber and RA sends certification issuance request to GDCA electronically. The request
contains public key for GDCA to issue the certificate. The request information is encoded as
PKCS#10 or other packing format with digital signature. The subscriber’s signature on the request
is authenticated prior to issuing the certificate.

6.1.4. CA ANHABIEA I T CA Public Key Delivery to Relying Parties

GDCA NiZilid 224 a] FERR 1K CA AAEA T, BFENZ4ul AN, M
X TH 322 257
GDCA 7 2ilid H sk kA CA k1.

GDCA shall use secure and reliable way to deliver CA public key to relying party, including
download from security site, face to face submission, etc.

GDCA also publishes CA certificate through server directory.
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6.1.5. FHARKE Key Sizes

XFF EV AETS, GDCA SZHFHI RSA BHHKF 2/ 2048 fi7 (AL ELAEwt 8 BE1%),
SR ECC HHHKEZ /DN 256 fir.

For the EV certificates, the key size of RSA is no less than 2048 bits (evenly divisible by 8). The key
size of ECC is no less than 256 bits.

6.1.6. NAZER AR FERE Public Key Parameters Generation and

Quiality Checking

DA SR 25U I 5% 2 3 A 0 1 DR VT Rl 0 o 18 4 RO A A B, 51
FHL. IR USB Key. IC REABRIEEL, I8 AR L1 4 (14 O T0 bR
GDCA I\ iR e & A RN BT, HIRS O A% T RN e Sy EsR,

ST SR R AR, [FIRE i d ik (5] 5% R0 2 5 3 I Aty 2 vl f0 Jim 2 14t 4% R 2 A
JEAT, BlwnhnENL. @R, USB Key. IC %,

Public key parameters must be generated in encryption equipment and hardware medium
approved and permitted by State Cryptography Administration, such as encryption machine,
encryption card, USB Key, IC card, and follow generation norms and standards of these devices. Of
course, GDCA considers that built-in protocols, algorithms for these devices and medium have
already met sufficient level of security requirements.

Quality of public key parameters is also checked through the encryption equipment and hardware
medium approved and permitted by State Cryptography Administration, such as encryption
machine, encryption card, USB Key, IC cards.

6.1.7. FAMEH B R (T X509 v3 HEAHBEFE) Key Usage Purposes (as

per X.509 v3 Key Usage Field)

GDCA %K X.509v3 iEH56 & T &Py R, HHAEAS RFC 5280 fri
(Internet X.509 Public Key Infrastructure Certificate and CRL Profile, May 2008) #H%F. U1
R GDCA fEHLZERUET KRS EIUA $7 W] 1 Hlig, IE51T 7 % % 17 W i
g E . S WA CP 5 7.1.2 1,

X.509v3 certificates issued by GDCA contain key usage extension, which matches RFC 5280
standard (Internet X.509 Public Key Infrastructure Certificate and CRL Profile, April 2002). If GDCA
specifies the usage in key usage extension in the issued certificate, the subscribers must use the
key according to the specified usage. See CP section 7.1.2.
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6.2. FAEAMRI RIE DR THEZEH] Private Key Protection and

Cryptographic Module Engineering Controls

WAL OB Y AR R ] ) 20 5 S BUOR B f CA AN =4z AT/
PRS2 BEORAE T 7 RO ZE A TP 15 M7 (e RV R E 2% kR . S ORI 18
Ao

Physical, logical and process control approaches must be synthetically used to ensure the security
of CA's private keys. Subscriber agreement will require certificate subscriber to take necessary
measures to prevent the loss, leak, changes, or unauthorized use of the private key.

6.2.1. 2% B 4 B i A ME AT #E #]  Cryptographic Module Standards and

Controls

GDCA 254 i [ X B 0 T A AT o ek A RE R 25 A A AE i CAL 25K AIE
P CA FIHAh CA ZFEAXT, FHAEMEFE CA FAEH. CA RS NI AF & FIPS 140-2
BTN EAREDR, T P AL & FIPS 140-2 55 R FIHAR K.,

GDCA must use the hardware cryptographic module approved and permitted by State
Cryptography Administrator to generate the key pair of root CA, issuing CA, other CA and store
relevant private key of CA. The cryptographic module of the CA system meets the FIPS 140-2 Level
3 technical requirements, and the cryptographic modules of the subscribers conform to the FIPS
140-2 level 2 technical requirements.

6.2.2. AL A#EH] (m & n) Private Key (n out of m) Multi-Person Control

WEHUR L AU B AR S R B fIALER S 2 A4 05 N 3ERIZ 5 CA i
HBAIIRIE . BOR BRI R “ME 2 E” SOk, BURAER —4> CA R BT
RIS e 73 s AN 20 1 22 4 RTAE N ARFAT o WSROy — MR S R AR (1 Bk
EHEIRECY m, AT n ASPTRE N A BERGE 4745 5 R (1) CA AL
He EIXE mANES, n AhT 3.

CA must use technology and process control mechanisms to achieve multi-reliable personnel jointly
participate in the operation of CA encryption equipment. The “Secret Sharing “technology is
adopted, namely, the activated data required in operating the private key of CA is split into the
several parts and the parts are held by several trusted personnel. If hardware cryptography
module’s secret division amount ism, then at least the number of n of trusted personnel must be
required to activate CA private key stored in this cryptography module. It notes that m is not less
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than 5, nis not less than 3.

6.2.3. FEAFCAE Private Key Escrow

AEH .

Not applicable.

6.2.4. A4 &4 Private Key Backup

AT RN S5 FFEE T e, GDCA il CA FVEARI &4y, LA Rk MEW B AR . A
A I ) TE AR AEAE R 2 A He b . A7 CA RAEHR BTG BER N 7F& CP 58
6.2.1 75 1B SR I AZ A PREG AR o CA RLVEH & 1) 31 & A A A S At rp B 5 CP 25 6.2.6
THIER

In order to ensure ongoing operations, GDCA must create backup of the CA private key for disaster
recovery. Such keys are stored in encrypted form in hardware cryptographic modules and
associated key storage devices Backup of the private key in encrypted form is stored in the
hardware cryptographic module, and cryptographic modules used for CA private key storage meet
the requirements of section 6.2.1 and are stored in safety box. CA private key is copied to backup
for hardware cryptographic module to meet the requirements of section 6.2.6.

6.2.5. FEHFEY Private Key Archival

1E CA FLABIIG , UL R 2 CP 3 6.2.1 17 B K AR A B5 A LA R fR A7 22 /b
54, VARIMIBRGS S, X CA RPN AT & CP 2 6.2.10 19 IRLE .«

After the expiration of private key, GDCA must use the hardware cryptographic module specified by
CP section 6.2.1 to archive and store at least 5 years. After the expiration of archival, the
destruction of private key shall meet the provision of CP section 6.2.10.

6.2.6. S H. IAEREBIR Private Key Transfer Into or From a

Cryptographic Module

CA A5, GDCA R™ &1 AR % P BEAVE AT &4, BRI Z AMEAT 2 N 3
HIRIEREABTVF . 29 CA E X0 2 53 M A 3 R e I, DR A 77 AR A
BRZIfEE, I HAALE AT 2347 S 4605), DABTIE CA A E R, #i. 2ok, 4k
BRI . AERAUIAE o

GDCA private key backup is run strictly in accordance with procedure and strategies specified by
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GDCA, in addition, any import and export operations are not be allowed. When CA key pair is
backed up to another hardware cryptographic module, by the way of the encrypted form to transmit
between the modules, and made a authentication before the transmitting to prevent the CA private
key from being lost, stolen, modified, disclosure non-authorized, used unauthorized.

GDCA AT AV A RS B b 3t R 598 BN VR I o X 47
JBAE A SRS A AR, QT P B RO H B AT R IEAR OGRS, T eI B £ T
NFHATTI AR 5 R 1 ORI SE B AL [ I it

GDCA does not provide the export of subscriber’s private key from hardware cryptographic module
and allow this operation. As for the private key stored in software cryptographic module, and if
subscriber is willing to bear the relevant risks, subscriber can choose the way of import and export
with access control such as password, etc.

6.2.7. ML BB F A Private Key Storage on Cryptographic

Module

CA FRGUIIFAEH L 25T LA ST A7 A P 5% 2 50 3 A 1 DA A T (¥ R 2 R
B, AR BT AR 2 /D FF 4 FIPS 140-2 = b 5l R1 S5 2 % 42K

T %2244k EV RS UEHIT A R H R B 2 /0574 FIPS 140-2 —
HRAE B[R S5 22 4K

The private key of CA systems in encrypted form must be stored in Hardware Security Module
approved and permitted by OSCCA, and hardware cryptographic module at least meets the FIPS
140-2 level 3 standards or equivalent security levels.

The hardware cryptographic module used to store the private keys of the EV code signing
certificates at least meets the FIPS 140-2 level 2 standards or equivalent level of security.

6.2.8. EOE R IE Method of Activating Private Key

CA IALHAF T REAF S A B, HLad Bt 42 18 CP 5 6.2.2 it T 0%, JFH
TRAFAE 1IC REEREAF A BT, 2 m ok n )07 253 il A\ W0 800 A e 0 FASH .

The private key of CA shall be saved in hardware cryptographic module, and its activation data shall
be spilt in accordance with Section 6.2.2, and be saved in the hardware media such as IC card. The
private key must be activated through entering the data using n out of m.

6.2.9. BRI 713 Method of Deactivating Private Key

T CARY, ARV B W, AR AR 4SS .
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The private key will be deactivated when its storage device powers off.

6.2.10.  S4BAFBI A% Method of Destroying Private Key

AHATAEH . ATEREN, BAZGAPIHE, Wk k. e, HhEs=Er
B -

When private key is no longer used and do not need to be saved, it shall be destroyed so as to
avoid loss, stealing and disclosure or unauthorized usage.

CA FH, fEA M ARG, Tf CA M — e D& HEAT IR, HAf
CA REH# A 1 22 4B, RS CA RVAE IR AS RN FAEZ Ll E A RS
Mol b 22t . CA R BHERE N R, CA RN S 2@ I 4 CA A
M AR i e I R BT 4a 1 ) 7 3R 58

After the termination of lifetime, GDCA need archive one or more backup of CA private key and
securely destroy other CA private key backup. The archived private key of CA shall be destroyed by
multiple Trusted Persons during its archiving period. The CA private key is stored in the hardware
encryption card, the destruction of CA private key must use the method that the CA private key is
deleted from the encryption card completely or is destroyed with encryption card initialization.

6.2.11.  ZFEREELBLFIIEE Cryptographic Module Rating

GDCA f{if Fi [l 5 2 i 3 2 30 1 HEAE R VR R (R R0 7 i, 3232 FLAUR (R 45 2 bn i B
o PSSR ITFEBESRER, S CNS 15135, 1SO 19790 5% FIPS 140-2 %
2 3 MIXHE, GDCA TR ShPERE. TR, HLR 7 0 %8 5 &% 7 T 1 41
PRI T EE AR

GDCA uses the products approved and permitted by state cryptography department, accepts
various standards, specifications, assessment, evaluation certification and other requirements
published by state cryptography department, and follows the related specifications of CNS 15135,
ISO19790 or FIPS 140-2 level 3. GDCA selects the module according to product performance,
efficiency, suppliers’ qualifications and other aspects.

6.3. FHEHXNEHEHMK H M F HE Other Aspects of Key Pair

Management
6.3.1. A4HHES Public Key Archival

WZARE CA R ZAT FAE:, VRS I IEAS AT A7 e Bdfe e v
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GDCA must archive CA and end subscriber certificate, and archived certificate can be stored in
database.

6.3.2. ERE R A R Certificate Operational Periods and

Key Pair Usage Periods

EV RS2 ZAEH A RN 39 AL, EV SSLITLS MR45#5UE I i KA 2L
&% T &R

EBMUR IS RE G | UEBMUR BIIE S R AT | UE - KA 20
2026 43 H 15 H 398 K

2026 -3 H 15 H 2027 3 H 15 H 200 K

2027 3 H 15 H 2029 3 H 15 H 100 K

2029 423 H 15 H 47 K

The maximum validity period for EV CodeSigning certificates shall not exceed 39 months. The
maximum validity period for EV SSL/TLS server certificates is shown in the table below:

Certificate issued on or after Certificate issued before Maximum validity period
March 15, 2026 398 days

March 15, 2026 March 15, 2027 200 days

March 15, 2027 March 15, 2029 100 days

March 15, 2029 47 days

EV E-B AP ARME RS EV IEH A ZOWAU R — 2.

The usage period of public key and private key of an EV certificate shall remain consistent with the
validity period of the EV certificate.

FANFER AR TR FUEFIEE CAUES: IEBEIN)E , fERIEZ 2T,
FCVFAs YR PR E AT B (E RS P AN RE T BRI E A

In addition, after the expiration of certificate, under the circumstances of ensuring security, original
key pair can be used to update the certificate. But the key pair can’t be used indefinitely.

SHFANRIESS, BT o V8 U - 5 1) S KA P BR 2

1. XFT RSA4096 7 CA IE-FS, BN K S VAL FHAF R 2 30 4F
X T RSA2048 fi7 CA IES, BN s A< S VA FHAF PR 2 27 4F
Xf 1 ECC384 fir CAIE+:, HE PN K R vHE AR /2 30 4
XF T ECC256 fir CAiE+:, HEPX K R v AR 2 27 4

XTT RSA3072 {7 EV ARG 25 A UE5,  H25 X i B fo V0 AR B 2 39 M H

o c w DN
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6. X RSA2048 fii EV SSL kG541, JL B HHXS i e K FCVFE FH AE B SiE 15 8%
KA B —3

7. XFF ECC256 fi EV SSL RS #RiE45, BB A K So Vi3 48 IR 5 E 45
KA RN 3

For different certificates, the maximum usage period of the key pair can be obtained via certificate
renewal are as following:

1. For RSA 4096-bit CA certificate, the maximum usage period of the key pair is 30 years.
2. For RSA 2048-bit CA certificate, the maximum usage period of the key pair is 27 years.
3. For ECC 384-bit CA certificate, the maximum usage period of the key pair is 30 years.
4. For ECC 256-bit CA certificate, the maximum usage period of the key pair is 27 years.

5. For RSA 3072-bit EV Code Signing certificate, the maximum usage period of the key pair is 39
months.

6. For RSA 2048-bit EV SSL server certificate, the maximum usage period of a key pair shall be
consistent with the maximum validity period of the certificate.

7. For ECC 256-bit EV SSL server certificate, the maximum usage period of a key pair shall be
consistent with the maximum validity period of the certificate.

6.4. BEEIE Activation Data

6.4.1. BOESHE B P A 223 Activation Data Generation and Installation

CA RPIRIBEEE, AL IR OC T 8 PRS0 B P BINE R EDR, ™
REBEAT AR 7 A

Activation data of CA private key must be generated, distributed and used strictly according to the
requirements which are related to the segmentation of key activation data and key management.

6.4.2. BOEBFE IR Activation Data Protection

X CABMBHIIOT Ot 2 U 5 500 AR Sl R R £
S, T ELAET N AR A TR IR, A B O A 100 S 3

\an
S E

o
B

o

Activation data of CA private key must be separated in reliable way and kept by different trusted
personnel. Administrator must meet their requirements of responsibility division. The responsibilities
of key sharing holders should be confirmed by signing related agreements.
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6.4.3. BOUEEHE AL 5 H Other Aspects of Activation Data

AHRE -

Not applicable.

6.5. THEPLZ4#EH] Computer Security Controls

6.5.1. R R BN ZEFAREXR Specific Computer Security Technical

Requirements

GDCA #LiME R ZaEH, HWEZHEMERR MK (EELERAR IEHIA
E RGBS H A DG AR ARIE ) T FIE B AL A AR I CRF IR S & B A5 )
Z 8 15027001 15 B 2 e brAERE UL HA A SR E B 2 bk, i A, 583 1
A PSRRI B, (RIS PP A, AL, FERZEERNEHIE R
i S RIAMKAE, R FIEE] . BT RS NSRS BV B, W2 T 4
il 55 o

N

Information security management of GDCA certification system meets "Information security
technology—Specifications of cryptograph and related security technology for certificate
authentication system, "Measures for the Administration of Electronic Certification Services"
published by Ministry of Industry and Information Technology, standards of information security in
ISO 27001 and security standards of other relevant information. GDCA draws up comprehensive
and perfect security management strategies and standards, which have been implemented,
reviewed and recorded within operation. The main security technologies and control measures
include: Identification and authentication, logic access control, physical access control,
management of personnel's responsibilities decentralization, network access control, etc.

I A I P B R CA BB U R G2 el E ARS8 A
22 FRAEBBI Vi1 o

b RGNS HA R G HE D B, L RS S AR GG ERE . X B AL
BELLE B A5 5 (0 2 FH RE 2 xR 4 1) U5 1] o A2 FHBIT st BEL L A ARSI N AR A2 7 2R B2
2, REIDT AR RGIES) . A CA RGHERESEHATN . ALETHTE. U
] RS HT AT A5 N 5 AT LR 2 D5 1) CA Hidf P

Strict security controls ensures that the system of CA software and data files is secure and reliable
without unauthorized access.

Core system must be separated physically from other systems and the production system must be
separated from other system logically. This separation can prohibit network access except for
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specific applications. The usage of firewall is to prevent the intrusion from the internal and external
network production system and restrict activities of access production system. Only trusted persons
in operation and management group of CA system, when necessary to access the system can
access the CA database using password.

6.5.2. THENZ4 s Computer Security Rating

GDCA HJIMIEARSE, i | EZ N EHER N % etk H .

GDCA certification systems pass the security review of OSCCA.

6.6. Ay AMAFARFEH Life Cycle Technical Controls

6.6.1. REGH KEH| System Development Controls

GDCA HIHAF BT AT A i R A1 LA JE0) -
1. SB=J7 e e A
2. gaEHr A EE R
A, GDCA KA TF AR IIE, 2275 15015408 HIFRAE, HhATHSC LRI AITT
KAz o
Software design and development of GDCA process follows principles:
1. Verification and review of third-party;
2. The security risk analysis and reliability design.

The operation specifications of software development, which refer to 1SO15408 standard,
implement relevant plan and development control.

6.6.2. 24 I H] Security Management Controls

GDCA ML R GLHIE B a8 B, T MBI [ SR 5 ] A OSs 1 T BT
BEATERAE

GDCA \UEZ G A A BT 7™ M i il 157t , P ) R Se e 7™ 4% i s e I i
A AT A, ARFE ST 2 0 FAE ST AR I ] DRI AIE 3% .
GDCA iR NIE F Ge kAT 5 JIAAN & ST s 20 At

GDCA R —Ff R 1) BAA R oRAE I AL RS BCE, DA 1B R

Information security management of GDCA certification system conforms to the relevant operation
management specification of OSCCA strictly.
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GDCA authentication system has a strict control measures, and all the systems can be used
through rigorous testing and verifying. Any modifications and upgrades will be recorded for
reference and made for version control, functional test and record. GDCA also carries out regular
and irregular inspection and test for certification system.

GDCA uses the flexible management system to control, monitor system configuration and prevent
unauthorized modification.

A% BRI B USN , dEAT ks, HRIABIR &R EHEAE, 25
FAAE 2 AR A o TN VA ORI AT 22 2 B SE N ™ 8 Y 22 A LR T, 2B AT e
RIS AN

GDCA NIER G A AR R T R L, IRIR A A BEAT AL B, 1 S J0f
IR A R 2 4 (5 B AFE

Hardware devices are checked from the perspective of intrusion and security holes, etc. Encryption
devices must be examined, installed and accepted in a strict security control mechanism.

After all the hardware and software equipment of GDCA authentication system are upgraded,
GDCA must confirm the existence of information which affects the security in waste equipment.

6.6.3. A 1 R B &2 245 1) Life Cycle Security Controls

GDCA NIER G I A e B v REEMERI TGt R, FLrp g 7R, BEHE
i A I 2k

Software and hardware of GDCA certification system have sustainable upgrade plan such as
arrangement of software and hardware lifetimes.

6.7. P24 H] Network Security Controls

GDCA \IIE & Gt K H 2 7 KA A 26 B 22 i) R G Ordr, I B St 56 3 1
Y7 P HIEAR

N T RN 28 24, GDCA WIERGLZEE T NN 224w vt Bk A
ERG, JFHAR R K N 2t PrREMNE KRG, BUR
e PRI OR T 19 45 1R UG

GDCA KW %% % &7 CAIN %18 Ts (CA/Browser Forum) & Aii i) Network
and Certificate System Security Requirements (NCSSR) I Z 3K,

GDCA /DR FEPAT — IR 28 Il d 4, I T o o % 28 e 1) AR 40 Je V) 7™ B AR
JEWHE, RN LE 96 /NN PN e B R S B, /P iR T AE 60 K P i B B BE
Mo XFTBIAMENL, GDCA Mgt RS AL I A .
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GDCA authentication system has multi-level firewalls and the protection of network resource
security control systems. It also has complete access control technology.

In order to ensure network security, GDCA authentication business system has been equipped with
intrusion detection, security auditing, virus protection and network management systems, and
updated to the version of above systems, as much as possible to reduce the risks from the network.

The network controls adopted by GDCA conform to the Network and Certificate System Security
Requirements (NCSSR) published by the CA/Browser Forum.

Vulnerability scans of networks are performed at least once a quarter by GDCA. Responding and
remediation timelines are governed by severity, with critical vulnerabilities addressed within 96
hours and high/medium vulnerabilities resolved within 60 days. Exceptions are documented,
assessed for risk, and recorded.

6.8. IFIAIEk Time-Stamping

GDCA #4454 RFC 3161, 5816 UL A Authenticode ¥ AR SS, F 2R TS
A i . GDCA VS5 RS0 R GeR (R EiE R NTP Pl 5 1% (R B AR 55 5] 26

GDCA provides time stamp service that complies with RFC 3161, RFC 5816 and Authenticode,
mainly used for code signing, and the system time of GDCA's operation system synchronizes with
this time stamp service through Network Time Protocol (NTP).

7. IEF. EHBEFIRMELRIEF RS Certificate, CRL,

and OCSP Profiles

7.1. EPHR Certificate Profile

GDCA iFBiEE ITU-T X.509v3 (1997): 15 BB AR-FFM ARG HiZE-Ha: AIFHESE
(1997 4E 6 A ) br#EFT REC 5280: Internet X.509 A4AREAEBEMEIE BRI CRL 454y (2008
5 H).

The format of GDCA certificates conforms to national standard, i.e. ITU-T X.509 V3 (1997):
Information Technology - Open Systems Interconnection - the Directory - Authentication Framework
(June 1997) recommendation by ITU-T and RFC 5280: Internet X.509 Public Key Infrastructure
Certificate and Certificate Revocation List (CRL) Profile (May 2008).

GDCA j# i CSPRNG “E kT 0 B N 64 AR ZIHERIE B 7415

GDCA generates non-sequential certificate serial numbers greater than zero containing 64 bits of
output from a CSPRNG.
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EV EF 20005 5 A X509 v1 35, F E (8 SR A PR 1l an R S A

Certificate contains
described as follow:

at least basic X.509 v1 domain, and its specified value or limited value is

F-EV R E5 1) (1 B A 45

1 B BRAE FA PR 1)

FRAS 599 X. 509 UEPS A% UAs, 59 V3

Fe o5 UE S R E— AR AT

ESE AN RN R RAEPS I BT 24 5k (L CP 58 7. 1.3 74%)

Xk DN 2R LR 4

ARG H ] | F T EERE AR A (UTC) , MLEIRal[F2E, % RFC 5280 3K 2L

AL | ET ERE A (UTC) , AL RI[FIZ, % RFC 5280 ZEK Y
A RO BTG CP 2 6. 3. 2 T HLE IR 1.

F: 78 DN UEF A # BRI B 4, A4
CA #RIE1 DN: CN. O. C.
$14% CAIETi DN: CN, O. C.
1T/ EV SSL iF+ DN: CN. O. streetAddress ( A% ). postalCode (A
%)+ L. S. C. serialNumber. businessCategory- jurisdictionLocalityName
(OID : 1.3.6.1.4.1.311.60.2.1.1) . jurisdictionStateOrProvinceName
(OID:1.3.6.1.4.1.311.60.2.1.2) N jurisdictionCountryName
(OID:1.3.6.1.4.1.311.60.2.1.3),
1T 7' EV /RS2 44 1E+ DN: CN. O. streetAddress ( AJ %), postalCode

(m 3 ). L. S. C. serialNumber . businessCategory .

jurisdictionLocalityName  (OID 1.3.6.1.41.311.60.2.1.1) .
jurisdictionStateOrProvinceName (OID:1.3.6.1.4.1.311.60.2.1.2) .
jurisdictionCountryName (OID:1.3.6.1.4.1.311.60.2.1.3),

N HR4E RPC 5280 4mfid, A CP 25 7. 1. 3 i@ B, HHAK R
CP % 6. 1. 5 fR:E MEK.

Table - Basic domain of Certificate structure
domain Value or value limitation
Version Format version of X.509 certificate with the value is V3
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Serial number Unique identifier of certificate
Signature ) . L . )
) Signature algorithm for issuing certificate ( see CP section 7.1.3 )
algorithm
Issuer DN Issuer’s Distinguish Name

Start period Based on the Coordinated Universal Time (UTC), Synchronized with Beijing
art perio
P time, encoding follows the requirements of RFC 5280.

Based on the Coordinated Universal Time (UTC), Synchronized with Beijing
End period time, encoding follows the requirements of RFC 5280. The setting of valid
period follows the limitation of this CP Section 6.3.2 specified.

Subject DN of a certificate holder or entity may be as follows:
DN of a root CA certificate: CN, O, C.
DN of a subordinate CA certificate: CN, O, C.

DN of a subscriber EV SSL certificate: CN, O, streetAddress (Optional),
postalCode (Optional), L, S, C, SerialNumber, businessCategory,

Subject DN jurisdictionLocalityName (OID:1.3.6.1.4.1.311.60.2.1.1),
jurisdictionStateOrProvinceName (OID:1.3.6.1.4.1.311.60.2.1.2),
jurisdictionCountryName (OID:1.3.6.1.4.1.311.60.2.1.3).

DN of a subscriber EV codesigning certificate: CN, O, streetAddress
(Optional), postalCode (Optional), L, S, C, SerialNumber, businessCategory,
jurisdictionLocalityName (OID:1.3.6.1.4.1.311.60.2.1.1),
jurisdictionStateOrProvinceName (OID:1.3.6.1.4.1.311.60.2.1.2),
jurisdictionCountryName (OID:1.3.6.1.4.1.311.60.2.1.3).

. Using specified algorithm of CP Section 7.1.3 according to the encode of RFC

Public key

5280, key length meets specified requirements of CP Section 6.1.5.

7.1.1. k45 Version Number(s)

GDCA i] J' I EV IE RS X509 V3 iEPER, WAME BAEREIEP A E B A2
W

GDCA certificates are in line with X.509 V3 certificate format. The version information is stored in
the field of the certificate version column.

7.1.2. IEHP B IR Certificate Extensions

GDCA Z kW) EV iET, HAE By BIUESS IETF RFC 5280 #rif, 454 EV 16/
L% Code Signing Baseline Requirements f{ 23K
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WE TR BB Y B AL A2 EV CPS H, Jf HEA CA/M a5 184 (CA/Browser
Forum) i#id www.cabforum.org &A1) EV T8 ZRAH—2.

Extensions of EV certificate issued by GDCA follow IETF RFC 5280 standard, and conform to the
requirements of the EV Guidelines and Code Signing Baseline Requirements.

Certificate policy extensions shall be stated definitely in GDCA EV CPS and be accordance with EV
Guidelines released by CA/Browser Forum at www.cabforum.org.

7.1.3. BB FRRAF Algorithm Object Identifiers

GDCA Z K WETi, S5 PR IR T A sha256RSA Al sha256ECDSA.

The cryptographic algorithm identifiers of certificates issued by GDCA include sha256RSA and
sha256ECDSA.

GDCA Jrfs - I SIEX BARIRAT, #54 1SO X RARIRAT (OID) B M.

7.1.4. £ Name Forms

GDCA %5k BRI XA R0 Y 25456 X.501 Distinguished Name(DN) )%
g, HAATIE MRS LN B3 ARFE CAM 21835 (CA/Browser Forum) Hr
Baseline Requirements 7.1.4 5 ffJ 23K,

EV SSLTLS HE-B FMIBA G EH MW “.7, “-7, & “ 7 CBH) 7575, K/aidh
AT R ZIUN T . A, A& A .

Name of certificate issued by GDCA is formatted in accordance with X.501 DN. The format and
content of the name forms of these certificates match the requirements as defined in RFC5280, and
CA/Browser Forum Baseline Requirements Section 7.1.4.

EV SSL/TLS server certificates cannot only contain metadata such as ‘., - and ‘ ’ (empty)
characters and/or any other indication that the value/field is absent, incomplete, or not applicable.

7.15. £ FRPR#&| Name Constraints

GDCA T4l RFC5280 kA FH L FRIR 9 e i, VBRI F 2k CA EF5 Mk 25 87

GDCA may use the name constraints extension per RFC 5280, in order to limit the business scope
of subordinate CA certificates.
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7.1.6. TEFSSE M RAFIRAT Certificate Policy Object Identifier

GDCA % &) EV UE N A& IE SRS B GhR iR R, BART 2 WA CP 5 1.4.1.3
B

EV certificate issued by GDCA shall contain the certificate policy object identifier: Please refer to CP
section1.4.1.3 for details.

7.1.7. SHEWE PR 13 FR T B B % Usage of Policy Constraints Extension

AEH .

Not applicable.

7.1.8. SR PR B AT H1 182 F13E X Policy Qualifiers Syntax and Semantics

AN .
Not applicable.

7.1.9. REBUEH RSP R I AL ELTE X Processing Semantics for the Critical

Certificate Policies Extension

AEH] .

Not applicable.

7.2. EHHEHEFIER CRL Profile

GDCA EH% & CRL, H:H &,
A CP %K%K CRL 754 RFC3280 #n#fE. CRL Z#/DA&an R RTIRFEA
AT 2

The CRL determined in this CP is accordance with RFC5280. CRL contains at least basic domain
and content described in the following table:

1 {E B E R R Al

A V2
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MUK # 2K CRLKISEAR,  ARUR 3 B o

A= 2% H ] CRL HY2& % H ]

R CRL FIRZERME A AT UE R 24 /N BT
B IE 2R CRL il Y ) 2544 B0

AR B A A s R

7

H1 160 L FIAUACIE S HLA A BREAT HA 38 550Jm FRE A4 1k

GRS FIHHREEE RS, ISR REEIE 215 A H
Domain Value or value limitation

Version V2

Issuer Entity for issuing CRL, issuer distinguish.

This update Issuance date of CRL.

Next update

Next issuance date of CRL.CRL is updated every 24 hours.

Signature

signature algorithm used for issuing CRL.

Authority key identifier

It's composed ofal60-bithashofthe value of CA’s public key.

Revoked Certificates

List of the revoked certificates,
revocation date of revocation certificate.

including serial number and

7.2.1.

R4 Version Number(s)

GDCA H#{25 Kk X.509 V2 R AH) CRL, IIRASSIEIMAE CRL AR H d.

GDCA currently issues CRL of X.509 V2 version. This version number is stored in format column of

CRL.

7.2.2.

CRL #1 CRL % H¥ BI CRL and CRL Entry Extensions

GDCA %k 754 RFC5280 ] CRL 1 CRL ¥ @ 1iii .

KT B, #HEE I, Wi CRL % HY RIS N CEY R,

PO =

SSLITLS iF B2 K HABE S CA, # CRL 4 H /2% 5HR CA 8ihg CAIET, N
VB % CRL & By BRI, W TAE% SSUTLS iE B R EARREIH CA, WAHT
DL 150 % B Bk 4 %% CRL 4% H ¥ & 1: CRLReason fH A~H] A unspecified (0). #5 fil4H
P AR B A, ) GDCA @245 1S reasonCode & HY I (FifF & FIAER). 45 CRL
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% H 2% 4} SSL/TLS 1T FiE+:, | CRLReason {EANA] A certificateHold (6) .

£ B T reasonCode # BT, N CRLReason {E %25 RFC5280 LA Jx 7 CP % 4.9.1
A= EiE PR
GDCA issues CRLs with entry extensions in accordance with RFC 5280.

With regard to reason code: If present, this CRL entry extension shall not be marked critical. For
CAs technically capable of issuing SSL/TLS certificates, if a CRL entry is for a Root CA or
subordinate CA certificate, this CRL entry extension shall be present. If a CRL entry is for a CA not
technically capable of causing issuance, this CRL entry extension may be present or omitted,
subject to the following requirements: The CRLReason indicated shall not be unspecified (0). If the
reason for revocation is unspecified, issuing CAs shall omit reasonCode entry extension, if allowed
by the previous requirements. If a CRL entry is for a SSL/TLS certificate, the CRLReason shall not
be certificateHold (6).

If a reasonCode CRL entry extension is present, the CRLReason shall indicate the most
appropriate reason for revocation of the certificate based on RFC 5280 and section 4.9.1 of this CP.

7.3. OCSP #ii& OCSP Profile

GDCA Jy i #4t OCSP (FELIE R A E Il 55), OCSP 12y CRL A Rckh 78 »
J7 AEUEAS P B B PR 4E 2

As an effective supplement of CRL, OCSP provided by GDCA is used to check the information of
certificate status for subscriber online.

7.3.1. h4~5 Version Number(s)

RFC6960 & X [ OCSP fiAs.

The field conforms to OCSP defined in RFC 6960.

7.3.2. OCSP F B OCSP Extensions

ANER . X T SSL/TLS k5, OCSP i3 [) singleExtension AR 4L{ CRL 4% H 1
reasonCode ¥ fE Il »

Not applicable. The singleExtension of an OCSP response cannot contain the reasonCode CRL
entry extension for SSL/TLS certificates.

85



[] HEMHEIRIGBIRAE
S ot Ut L ety ALty Lo Ltk GDCA EV iE45450s (V3. 2 B

8. INEAL ¥ & 3+ M H Al ¢ f5 Compliance Audit and Other

Assessments

8.1. THEMHIE B Frequency or Circumstances of Assessment

GDCA MAFFEXT M. BHE R, BEREdl. SIEPIT S H AT — IR 1T,
LA & S R A TS LR 75 5 e bR iE . BER—8 JRARME o A 4 R T 3h: BRI
W HEAT — B d T RS E AL, R I E D 3% s 1 EV SSL &5 #HIET
A EV RS2 ZAE T ATVEAY,  DAARIEE P ARG (o] Stk 22 ATl 5t

B T A TE ARG Ah, GDCA EISHMSL A 1S 55 B, 421 WebTrust X}
CA [FIHLIIBEAT S5 o TR VAL

1. MR PR NRIEAE B FEAE) CETIMERSEHINE) FER, B
— IR VPG AR

2. GDCA #ZIREZRFEHITMER EFMIARUERA CP AR E Stz B ik
%, IR EVE AR TG, B D AT — IR NI IE A B A%, X GDCA
WHESR (RA. ZHLSE) VR .

3. GDCA HSiEMALIHTHTHSPT, %M WebTrust Xf CA [ tHRUIN, &F4F 1
AT — AR T RIVEAL

4. GDCA FFHHAT— U IPAG AR, R0 A5 5 40 A, VP Al B 34
AR REME SSRGS SRS BOR. BRGSO A it S R
AT G, AR UG VEAl, I SRR AR S AR 1 2 R 1 2 AR

GDCA shall audit physical controls, key management, operation controls and authentication once a
year in order to confirm the actual circumstance and take actions according to the audit result.
Furthermore, GDCA shall make consistency audits and operation assessments quarterly, and
GDCA shall extract at least 3% of the EV SSL certificates and EV code signing certificates
respectively for assessment to ensure the reliability, security and controllability of certification
services.

In addition to internal audits and assessments, GDCA also engages external audit firms to perform
assessments and evaluations according to the CA requirements of WebTrust on CA.

1. GDCA is assessed and inspected once a year in accordance with the "Electronic Signature
Law of the People's Republic of China", "Measures for the Administration of Electronic
Certification Services" and other requirements by administrative authorities.

86



[] HSFRBERRERAE
- GDCA EV iEfi3Eng (V3. 2 kO

2.  GDCA conducts operations and services according to the requirements of state’s authorities,
the specifications of state’s relevant standards and this CP. GDCA shall conduct internal
assessment and audit to other entities (including RA or LRA, etc.) in GDCA at least once a
year.

3. GDCA engages external audit firms to conduct assessments and evaluations once a year to
be compliant with WebTrust for CA.

4. GDCA performs a risk assessment once a year to identify internal and external threats, and to
evaluate the possibility of occurrence and potential damages, and to assess if the current
strategies, technologies, systems and relevant measures are able to mitigate these risks.
Based on the risk assessment, GDCA develops, implements, and maintains a security plan
consisting of security procedures, measures, and products.

8.2. VREEWI B 43/3%#E 1dentity/Qualifications of Assessor

GDCA HIN#EH T, 1 GDCA 4Rk pl o> M sT LA #R T TR i v PRt N AL
H PP N AT BT A

GDCA BSiE I AN LAY, BiZHE A& LU RB

1 DARAVERTH]. APV R TSI, R =h RS

2. TATENGEEZERR. BEMSLETNR, PKI BAR. trEfElE

3. A#SKMERFIBATIERM T B AR TH

4. HLAPSTH RS o

Cross department audit assessment group organized by GDCA Security Policy Committee
performs internal audit of GDCA.

External auditors which GDCA hires shall have the following qualifications:
1. Must be an authority which has been licensed and has a good reputation.

2. Understand computer information security system, communication network security
requirements, PKI technology, and related standards and operations.

3. Have the expertise and tools to check the system operation and functionality.

4. Beindependent.

8.3. VFMHEEBIEMFE ZHEI KX KR Assessor’s Relationship to

Assessed Entity

il

1. GDCA #iit R E5ANM K RGO M58 H 0 bS5 AE 53 A B AN

REE S
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2. HMEVEALE (F B R L LTSS BT LA AR L) AT GDCA 2
ARSI R FR, BOAAEMTRNE S WSk, B0 BRI S R AR 2 R
WA PP 2 P, PPAGE R DAL, A TE. BRI X GDCA AT IFA .

1. Segregation of duties is required between the GDCA auditors, and the GDCA system
administrators, business administrators, and business operators.

2. The external evaluators (information industry department, independent audit firms and other
authorities) and GDCA are independent from each other. There are no business interactions,
financial transactions, or any other interests that could affect the objectivity of the assessment
between the above two. Assessors shall evaluate GDCA in an independent, fair and unbiased
attitude.

8.4. THEHIAZ Topics Covered by Assessment

GDCA W8 11 N A FE -
1. AR BRI 78 7 1 ST it

2. I&E TARMARANG L2 515 2 P45 18

3. RHIE CP. LSS HIVE AN 22 4 BRI R IRV 555

4. BMHE. CREETEE, &EAFLE N,

5. AR HAR AT BEAEAE 1) 22 4 KUK

B =7 BT S5 A WebTrust For CA 76 AI3E5R, % GDCA #7457
(=7 g

GDCA'’s internal audit includes:
1. Whether the security strategy is fully implemented
2. Whether operation procedures and processes strictly followed

3.  Whether strictly following the CP, business specifications and security requirements when
conducting authentication services

4. Whether all kinds of logs and records are preserved and if there is any question
5. If there’s any other potential security risks

Third-party audit firms perform assessments and evaluations on GDCA to be compliant with CA
requirements of WebTrust.
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85 XMHBEARXEKITE Actions Taken as a Result of

Deficiency

XIT GDCA W ERE vH&5 R e @,  H o T PAS /N A7 57 X G ] ) 51 A HR
RE A T THEAT D 28 ECE RN SE R A1 0 o SE RN B T S5 SR ESGBE i, & BRI 06 20 i) o 1
PEAS /N EH A2 55 St TAE S 2ty

Xf T GDCA BZABUEMHUM I v 45 53, Wz IEAE#E T3 ) A CP M2 GDCA il
SE AL S BTG 14T, GDCA K T LARIIE, A B 514 H AL B (X 247y, R
W% GDCA MIZRIEATI 5 e rh . b S5 MAT A1 P AL, GDCA 4%k
SHZH U I HLF AR 5545 FAZ AL

5= AT S TP e S, GDCA % MR TR 3T B0, JR 2 K
o AT AL o

Audit assessment group monitors responsible departments for improvements and complete status
of issues that were mentioned in audit reports. After improvement of audit results have completed,
various functional departments should submit summary of improvement to audit assessment group.

For authorized RA mentioned in GDCA's audit report, if they are violating the CP and other business
standards defined by GDCA, GDCA will stop the above behaviors immediately and ask them to
make changes in accordance with the requirements of GDCA.GDCA will terminate relevant
authorization of electronic certification services of RA if the above behaviors are seriously violated.

If assessments of a third-party auditor firm are completed, GDCA will rectify in accordance with the
audit reports. GDCA will be evaluated again after the rectification.

8.6. PHL%RKIfEEE KA Communications of Results

GDCA 1) P4 #8 B T 45 JERL [ AL 25 BRAE 01T LA K B TH S v E LA k4T 1E X
W, XTATAERE BT P e A RR R, GDCA WAZI AR T FE IR .

B = WSS T e i, TR T4 R, K@ www.gdca.com.cn G
BEAT A AT o ATAR 55 =77 1A PPy SR 88 60 VT ik 45 SR B 215 5., 800 200 2 B i 1
GDCA FHIE A H B )5 38, HAES GDCA KRR, 28 74 MLE I 4h; GDCA £
B AEIX J7 VR

Audit results are formally informed to relevant departments of GDCA and related RA. GDCA will
notify the subscribers of any potential security risks timely.

If the assessment from a third-party auditor firm is completed, the audit results will be published at
GDCA website (www.gdca.com.cn). Third-party should communicate its purposes and methods to
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GDCA in advance before notifying the evaluation entity on the assessment results or similar
information, except otherwise defined by law; GDCA reserves the legal rights in this part.

8.7. HiHfh Self-Audits

U 8.1 Y,

See section 8.1.

9. VERFAEAH ARV 523K Other Business and Legal Matters

9.1. %%H Fees

GDCA R R FZ A (K HL T IATIEAR 55 ) ASHUAE (R T P USSR A, BRI S bR AR
FEATE T SRS DL E . GDCA A3HE B4 Ml B bmite, 3 KW 3 e

GDCA can charge the certificate subscriber of this institution for the electronic authentication
service. The specific charge standards must be executed according to the market. GDCA can’t
increase the fees of charge and enlarge the range of charge by itself.

9.1.1. MEHF AT B2k A Certificate Issuance or Renewal Fees

GDCA XTE# M %8, A7t GDCA M5 www.gdca.com.cn |, fit
P&,

4R GDCA 2% P h #5 B I B AT GDCA A IR AS—E, LAERSCH 4y
W NHE
The fees of GDCA adding and renewing certificates are published in the website www.gdca.com for

user to query.

If the price specified in GDCA agreement is different from the one published, the agreement price
prevails.

9.1.2. IF 22 A Certificate Access Fees

XPTUERE®, HAT GDCA ANUHUE A . BRAEH P 5 Rk TR ok, FE
GDCA 184N %, GDCA K5 P B re e 12 USC B ) 2
SRR B A U R B A 281k, GDCA ¥4 Kk 76 Wk www.gdca.com.cn
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nts id /AT

Currently, GDCA doesn't charge for inquiry during the certificate validation period. Unless the
subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with the
subscriber for appropriate charges.

If certificate inquiry charging policy has any changes, GDCA will promptly post the changes at its
website (www.gdca.com.cn).

9.1.3. HBHARSIEEE R Revocation or Status Information Access

Fees

T REHAVRAE &), HAT GDCA ANUUAEMT 5 . BRIEA P12 H Rk T
K, B GDCA IAV&isMa A, GDCA K5/ Hh i WS Z i 2%

I R ARESE B B WM BOR A M AL, GDCA R 2 S I 7 kY
www.gdca.com.cn _FF LA .

GDCA currently does not charge any fees for the certificate revocation and status inquiry. Unless
the subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with
the subscriber for appropriate charges.

If revocation and status information inquiry charging policy has any changes, GDCA will promptly
post the changes at its website (www.gdca.com.cn).

9.1.4. HABRRZE B Fees for Other Services

1. R GDCA IR CP B At AH SR IR L SO, GDCA 75 2k
AL sk 7 A 1 o 3 AT A P A9

2. GDCA 1 I SR AHIE-BAA# A B AH GRS, GDCA fE 51T 7 Bl HoAth sk
PRZEE PP R I T o

3. HAl GDCA H5Z o vl fedR MRS P A, GDCA Ko Kt A, fEH
i

1. If subscriber requests paper version of CP or other related documents from GDCA, GDCA will
charge postage and processing fees.

2. GDCA provides certificate storage media and related services to subscribers. GDCA declares
the prices of above items in the agreements signed with subscribers or other entities.

3. Other services fees that GDCA may or will charge will be published timely for referencing.
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9.1.5. B Z K Mg Refund Policy

GDCA AT FYCHL B, % 7 345 Hi 7 R 58 3 9l FH DR Dl o 38 bl ] DR SR 4h,
GDCA HARIE FH AR 28 H

B SERAE B3R E A2 AL B0 FErf, GDCA 3457 ™K BRI ERL T AN Hems .t o
GDCA 75 T4 CP FTHLE M ST B B K 45, 1T I AR GDCA S il F:
IB#K. 7£ GDCA 84 7iT P IIETJE, GDCA ¥ L BIHELT P oA FEZAIE 15 T SO AT 1 5%
F AR IR AT

HH 3B SR s AN PR AT P A5 L e I £

SERGR G, VTP WERGkSEE A ZIE TS, GDCA KB st Hyk & 5T,

GDCA does not refund any fees to subscribers except fees charged for certificate application and
renewal because of specific reasons.

In the process of the certificate operation and the certificate issuance, GDCA complies with strict
operating procedures and policies. If GDCA violates its defined responsibilities under this CP or
other material obligations, subscribers can request GDCA to revoke certificates and refund. After
GDCA revokes subscriber’s certificates, GDCA will immediately refund the full amount that
subscribers have paid for the certificate application.

This refund policy does not limit users from obtaining other compensation.

After refund completion, if a subscriber continues to use the certificate, GDCA shall investigate
his/her legal liabilities.

9.2. M%34E Financial Responsibility
9.2.1. PREETERE Insurance Coverage

DRBS Vo Rl £ AT XS CP 26 9.9 1 rh I RIUE I £2

Insurance Coverage mainly focuses on compensation specified in CP Section 9.9.

9.2.2. H AR 7= other Assets

AEH

Not applicable.
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9.2.3. X B 2% SeAk R I B AR YE ] Insurance or Warranty Coverage for

End-Entities

EFT 7 —EA%E% GDCA fIES:, = Ml Pl 58 O IE T I 55 1332, 84k
BWEIZIT 7 O T A CP R T ORBATHE R RLE AL

The acceptance of the certificate or its services specified by the agreement by the subscriber
means that subscriber has accepted the specification and constraint of insurance and warranty
coverage in this CP.

9.3. W%z BREE Confidentiality of Business Information
9.3.1. 215 EYEE Scope of Confidential Information

£ GDCA AL H H T UAER S, DU HE BN IREE R

1. GDCA i] #7354 B f

2. WiHORARE: AHE. RESEHE. TRHERER, XE Y GDCA
MAREEE, AL ARG ER AT UNE. RFRER, R
N F AR AT

3. HAthH1 GDCA I RA fRAFHIAN NAI 2 mlE BN IR T, BRIFEREEDR, AT

2t

)

In the electronic certification service provided by GDCA, the following information is treated as
confidential information:

1. GDCA subscriber’s digital signature and decryption key

2. Audit records including local logs, server logs, archive logs information, which is treated by
GDCA as confidential information. These records can only be accessed by security auditors
and business administrators. Unless for law requirements, this information cannot be released
outside of the company

3. Other individual and company information preserved by GDCA and RA and should be treated
as confidential. Unless for law requirements, this information cannot be released to the public

9.3.2. AETHRZRSE Information Not Within the Scope of Confidential

Information

1. i GDCA RATHIER . IEHHEIAHH;
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2. UEPBHRITERS

3. UEPBRUEHIIR;

4. AEPEEE (CP). HLFIAEMLF N (CPS).
1. Certificate issued by GDCA and its public key.
2. Information of subscriber in the certificate.
3. CRL

4. CPand CPS

9.3.3. 3 £ % 5 B M) 5T /£ Responsibility to Protect Confidential

Information

GDCA. EMHLE. T UL SRS KRS 5775, #A L5544 CP 1)
FUE, ZRAEAH R ORI R B 5 B DU, AU A RUR R T BOMVE BIRE e 0 L AT
(ZS/AR

GDCA, RA, subscribers, relevant entities and parties involved in certification business, have the
obligations to assume appropriate responsibility of keeping confidential information in accordance
with this CP, and must protect it through effective technical means and management process.

MREE B MPTE & TR N, 2R GDCA AJFok#l & fh A A % = 2
I, GDCA N HEEK: [FINf, GDCA R RIZ IR B 1 A 5 %X A B i 34T
IR, DRRH A S AT slH BRI R iSO A 8 % 5 BAT i AT
] HoAth 77 T 432 L%, GDCA ALK FHATAT 5 e A G (R B T~ A FF R 545 S8 T i B
k. AREAR B BT 2 N 5 A OC I B T A TF RS B 5 R B I B2 5 AT

As confidential-information holder requires GDCA to publish or reveal all his/her/its own confidential
information due to some causes, GDCA shall satisfy his/her/its requirements; Also, GDCA shall
require the holder’'s documentary application and authorization to express his/her/its own will of
publishing or revealing.
If any other obligation of compensation is involved in the act of revealing confidential information of
the user by GDCA, GDCA will not assume any responsibility for damage concerning it or caused b
y the act of publishing the user's confidential information. The confidential-information holder shall
assume compensatory responsibilities related with it or caused by the opening of confidential
information.

2 GDCA FEARAIEAE. M VERBE LA A AU TEE SRR P I ER T,
WAHRHEA CP i HLE IR E (S BT, GDCA RFZHEEA ., VML DL Ak H dh ) ZEK,
[FHIEI T AR SRR RS 2, GDCA AUKIEAEM 53 4E . XA SRR i % 7
TR SR AN 55
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When facing any requirements of laws and regulations or any demands for undergoing legal
process of court and other agencies, GDCA must provide confidential information in this CP, and
could publish the relevant confidential information to law-enforcing department according to
requirements of laws, regulations, legal doctrines or court judgments. Under this circumstance,
GDCA shall not assume any responsibility. The reveal shall not be regarded as a breach of
confidential requirement and obligations.

9.4, MABRFREE Privacy of Personal Information

9.4.1. BEARRZE TR Privacy Plan

GDCA Rl & Fa A PR THRIXS AT 7 A N5 B R

GDCA should establish the Non-disclosure plan to protect the privacy information of subscriber.

9.4.2. VERNREFA AT 42 B Information Treated as Private

B TR SRR RE B U SAERESE B AN, 1T SR AR AAT SR L
NEFAAEEE . AENERERAAEBE 15 B 4

L TR ROEE SIS e S5, AL ACAD;

2. ATPHIHRAR L

3. WML,

4. ATPHIRATIKS

Except for the information already included in the subscriber certificates and the certificate status i
nformation, other basic information provided by the subscribers is deemed private. Information
treated as private includes:

1. Subscriber’s valid documents number such as ID number, organization code
2. Subscriber's telephone number
3. Subscriber’'s mailing address and living address

4. Subscriber's bank account number

9.4.3. AN RNEREI1E B Information Not Deemed Private

WP RARREPANAREREE, ULOZIEPRPRESE, =W LA, Ak
AE R

All information in a subscriber certificate and the status information of the certificate, etc. is deemed
not private, and shall not be regarded as privacy information.

95



[] HSFRBERRERAE
- GDCA EV iEfi3Eng (V3. 2 kO

9.4.4. R EEFA I FT/E Responsibility to Protect Private Information

GDCA. JEIMHIA 235 544994 CP 45 9.4.2 W #lE (3T 7 BafufE B 5 4F
5%,

GDCA has the responsibility and obligation for proper custody and protection of the certificate
applicant personal privacy described in section 9.4.2.

9.4.5. FHBAEERNS S5 RAZE Notice and Consent to Use Private

Information

GDCA 7 HANEMY 255 Bl P9 A FH TSRS AT B S, R TITP S6Rm). &
FEAARSSAT I E . R IX L E BR, Twe i L BIEFs, GDCA #BA & 51T
RIS, WEHRARNT P FEE.

Any subscriber information GDCA obtaining within the scope of certification business can only be
used for identifying, managing and serving subscribers. When using the information, no matter the
privacy is involved or not, GDCA has no obligations to notify subscribers, and no need to obtain
subscriber’s consent.

GDCA TEAT AL AR BB VA B A AR T B AVE R I ESR T, 3B R
Fi & AR BE L T RREE X G 3 Fe e FAE B, B ST i L5, FEHA
TRENT P FE.

Under any requirements of laws and regulations, and demands for undergoing the legal process of
other agencies, or under the circumstance where private information holder submits the written
authorization to certain object for publishing the information, GDCA has no obligations to notify
subscriber, and to obtain the consent from the subscriber.

GDCA. JEMHUR U SR 75 LR AT P FEAME B X005 29 5€ (0 a LA B 1, AT
ZE FAT U IFFATAT P R AR, 10 HAX A [ e AN BCE FH T VA4S (475 3K (A% 32
(DR

If GDCA and registration authority shall apply user’s private information to other purposes beyond
the functions agreed between two sides, CA and RA shall notify subscriber to obtain his/her/its
agreement and authorization, and the agreement and authorization shall be in the form which can
be archived (such as fax and business letters etc.).
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9.4.6. WEEBEATEBREF B/E BE# 8 Disclosure Pursuant to Judicial or

Administrative Process

HI R AT  EEREBUAT BT I /& 22, GDCA R 1T 7 MR AL E B it f ok
PWIEHLI ATEIATHLGR R VF K. 4

1. BUMREBRERIE I HZ AR Tl AR P t i

2. KB VLR A BT AL BRI FIAIE P 7 AR I 2 3 I S i R B Y FR R

3. AAGERNEERBUI MR I R .

Due to the need of legal execution as well as administrative execution permitted by legal
authorization, GDCA shall provide subscriber’s private information to relevant law enforcement
agency and administrative enforcement authorities. The above behaviors are permitted. It includes:

1. Submit the application following the legal process required by relevant agencies pursuant to
the provisions of laws and regulations.

2.  The formal application by court and other agencies when dealing with the dispute of using
certificate.

3. The formal application by arbitration agency with legal jurisdiction.

9.4.7. HAhfz BB E BT Other Information Disclosure Circumstances

URSRAT T EER GDCA SRS E 2 7 SCHR MR 55 W BERHARAF Iy, GDCA U 75 24T
VTP OB AR FEAR AN R S5 A5 S SR 4 25 = F iR A A 7]

If certificate subscriber requires GDCA to provide some particular customer support services such
as mailing materials, GDCA needs to send the subscriber’'s name, mailing address and other
related information to a third-party such as mailing company.

9.5.  HIHRFZAL Intellectual Property Rights

1. GDCA A AR XHIE TS LA GDCA $RAE KT F A ) 4B AR P2 A

2. GDCA XHEFIUEH RGN BA AR LA Fl a5 AL

3. GDCA Ml b A —YifE B398 GDCA 7=, K% GDCA 5 fuir, fitA
BRI AT A

4. GDCA RATIIEFF1 CRL ¥ 432 GDCA 37 Ft A7~

5. XfHMzEE RIS AN GDCA 7

6. FIRE/RH T+ GDCA b ST AI 44 (BUREIFR DND BAJZIg ik
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95 2 0 SEAREFS, ¥ GDCA [ .

1. GDCA reserves and remains full intellectual property rights for all the certificates and software
offered by GDCA.

2. GDCA holds ownership, the right of name, the right to share the benefits for certificate system
software

3. Allthe information published at GDCA website is GDCA property. Without written permission of
GDCA, others cannot repost them for commercial activities.

4. Certificates and CRLs issued by GDCA are both the properties controlled by GDCA.
5. External operation management strategy and specification are GDCA property.

6. The distinguished name (hereinafter referred to as DN) used to express the GDCA domain
entity in the directory and the certificate issued to the terminal in the domain entity are the
properties of GDCA.

9.6. B&EIR5ELR Representations and Warranties
9.6.1. CA HIkriR 53R CA Representations and Warranties

GDCA 25Ut an R HE R«

1 RGP RERRTEA CP 1A S P2k,

2. PRIEHAAR B2 ENAFBOREY, GDCA BT RIPAT I 2 WL & [ AR
KBURIRIE ;

3. RA CPHIMLE, M U IEAS

4. R EREFTT BT AN, KA BRI TT P IR A R AT S
ESL

5. IUEFIEFE A FITEIE B M E B L EEA AR (B (ERams, R
TAAT A A FH AL RN L AR A B384 7 e A s o L

6. IOHIEFIE FH BB T IR IR K LS B AR IR TR, DARR i 3 i
435

7. BAUEUEFS AL A A B R

8. MR CPS 3.2 LRI IE HE A 1 S 47+

9. # GDCA 51T/ JiKHk, W GDCA 5iT P2 & R H AT HAT T B
Jis EIT P A CAIN 2818 15 K AT 1Y) Baseline Requirements 26 253K; #7
GDCA 51T 7 N [R— SR sliA oI, U H i AR S a] (i H 253
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10. &FxFprf RS HAE B A APRSE R AR C e o S did 4 K A%
(24x7) ANTFIE B .

GDCA must make the following warranties:

1.

10.

Certificates issued to subscribers by GDCA must be in line with all substantive requirements of
this CP;

Ensures that its private key shall be stored and protected securely, and GDCA shall establish
and implement security mechanism pursuant to the terms of national relevant policies;

Revokes certificate timely in accordance with this CP;

Informs subscribers any known events, which will fundamentally affect the validity and
reliability of the certificate;

Verifies that the applicant either had the right to use, or had control of, the Domain Name(s)
listed in the certificate’s subject field and subjectAltName extension (or, only in the case of
Domain Names, was delegated such right or control by someone who had such right to use or
control);

Verifies that the applicant authorized the issuance of the certificate and that the applicant
representative is authorized to request the certificate on behalf of the applicant;

Verifies the accuracy of all of the information contained in the certificate;
Verifies the identity of the applicant according to section 3.2 of this CP;

Subscriber agreement: That, if GDCA and subscribers are not affiliated, the subscriber and
GDCA are parties to a legally valid and enforceable subscriber agreement that satisfies the
Baseline Requirements and other requirements published by the CA/Browser Forum, or, if
GDCA and subscribers are the same entity or are affiliated, the applicant representative
acknowledged the terms of use;

Maintains a 24 x 7 publicly-accessible repository with current information regarding the status
(valid or revoked) of all unexpired certificates.

GDCA X T7 w Zi gl o T 4ELAR -

1. R RE BRI IR R

2. GDCA 5E 4l A CP [ CPS R 2 K AE 135

3. 1f GDCA {5 BJEFEMMNEREAB RS TITF, AT P E&iEA CP
FRLE 552 1 ZIUE T

GDCA must make the following warranties to relying party:

1.

2.

GDCA guarantees that the information contained in the certificate has been properly validated;
GDCA is in full compliance with the provisions of the CP and relevant CPS to issue certificate;
Certificates published in GDCA repositories should have be issued to subscribers and

accepted by subscribers in accordance with the provisions of the CP.
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ROOT CA 1 CA FITRIEM SAER ML RAE EV CPS H, JFH. 73 AT CALK
i 2%i03% (CA/Browser Forum) @it www.cabforum.org %45 {1 EV #5E5 18 1 7.1 P
T3 ISR — B

The guarantee and liability of ROOT CA and CA shall be stated definitely in GDCA EV CPS and be
in accordance with EV Guidelines Section 18 and 7.1 released by CA/Browser Forum at
www.cabforum.org.

9.6.2. RA HIBRR 5 RA Representations and Warranties

1L R P ERE R e T S A CP R A L I 2K 5

2. {£ GDCA ‘L BGIEASI, AP ML H < R T -S BOIE S T (5 B S IE S
HEMEEAE

3. TEMAHLERHZA CP BILE, A i) GDCA $RAZUEFHITE . #lHd . SRS Rss
HIi o

1. The registration process provided for subscribers is compliant with all the substantive
requirements of GDCA's CP;

2. When generating certificates, GDCA does not allow the inconsistencies between certificate
information and certificate applicant information due to mistakes of registration authority;

3. Registration authority will submit the applications of revocation, update and other services to
GDCA in time according to the provisions of CP.

9.6.3. 1T P W BRid 58 4% Subscriber Representations and Warranties

1P —EH#:52 GDCA R IMIES, B A GDCAL VEMHLI KA 1 H LA
AR

1. TEUEBRA ZOR N T 87244

2. U PAE B UE R UG SR A5 SR B SRR, TR R
TR LR Pt 645 8 VA B AT s

3. WRAFERILN, I PRI H FOER T 18 THUESAREA
PPV AT AR S2pid 5380, 38201 GDCA B HAZ BUIIAIE 5 AR 45 WL s

4. ST FUEFATE AFMN RV AT T IR S, #ORIT S EH CS4,
FHAEBATEAN, IERRAEROET GEREA L. #E), iERrRsh
VTR B ) M

5. BRAEAAT FORURAEN U I F PR BRUE , T SRIEA B R UENI (3%
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6. —LIEZAET, MIFRIT B FHEZA CP I FTA SRk, I ERH
S INEORADERI SVE

7. —GESZAER, BB ACSWF ST IRZOREEX LA r ], [T
EIARYE, RECA LR TR MR B LA e . MhER . i Biok eyl k& 1%
B

8. MFEAAE(TREH GDCA Arnid A, g, Bf. TS, B EART
SR R A SORIIEFS AR 55 (1 8 I R e 25 «

9. EREA CP ARl VS E N GVEEH, FET A FA& AU s &
A E s

10. SREUZE A, AN OR B L AR K8 2« IR A0 B el S

11, X EV SSLAEH:, I 77A ST S5 ORAIE R AEIE S 1 51 H ) 32 R 44 X5 L)
Ji 25 3 h i BHIE £

12. T EV AR LAES, 1T AR T SRS S AR . BRI
B

Once subscribers accept a certificate issued by GDCA, the subscriber is considered to make the

following commitments to GDCA, registration authority and related parties who trust the certificate:

1.

2.

The subscriber uses digital signatures if the certificate is valid;

All information that subscriber provides to registration authority during certificate application
process must be true, complete and accurate. The subscriber is willing to take legal
responsibility for any false or forged information;

If there is an agent, then both the subscriber and agent take jointly responsibility. The
subscriber is responsible for notifying GDCA and its authorized certification services agencies
any false statements and omissions made by the agent;

Each signature is generated using the private key corresponding to certificate by subscribers
themselves. The certificates shall be valid at the moment of signing, i.e. certificate is not
revoked or expired,;

Subscribers ensure that they don't engage in business performed by the issuing agency (or
similar institutions) unless they sign written agreements with the issuing agency on such
matters;

Once the certificate is accepted, subscribers are considered as knowing and accepting all the
terms and conditions in the CP as well as corresponding subscriber agreements;

Once the certificate is accepted, the subscriber should assume the following responsibilities:
always maintain control of their private keys; use trustworthy systems; and take reasonable
precautions to prevent the loss, disclosure, alteration, or unauthorized usage of the private
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10.

11.

12.

keys;

Prohibited for rejecting any statements, changes, updates and upgrades published by GDCA,
including but not limited to modification of strategies and standards as well as additions and
deletions of certificate services;

The subscriber only uses certificate for the authorized or other lawful purpose within the range
specified by this CP;

The subscriber use secure and reasonable measures to prevent the private key from loss,
disclosure, alteration and other events;

For the EV SSL certificates, the subscribers undertake an obligation and warranty to install the
certificates only on servers that are accessible at the subjectAltName(s) listed in the
certificates;

The subscriber must not use the EV code signing certificates for signing suspicious codes and
other illegal or malicious software.

9.6.4. W7 HIRIR 54+ Relying Party Representations and Warranties

WAFA CP HTH HLE ;

FEARBOEF AT,  HRUUIE-FZE R 7 BRI R A A «

TEMRHGAIETO T, HIEF S AR FEHEAT B0 F

TERGHIE I AT, J8 I E5f) CRL 5k OCSP #iAIE 1542 75 # HiH s

— H i T B 2 8 HAh R ST T A HAS A 00 4K, Ol T IR e T 45
GDCA iR MR AT 4ME, I HARR R i B B 5 5 A 3 2k 5

6. AMFEAAEMTRE GDCA A E Y] B4 508, A5, BiEHEART
TEWEG L RV RS SRR T3 IR 55 100 58 I A0 9 5

o > w bdpoE

Abide by all provisions of this CP.
Ensure that the certificate is used in prescribed scope and duration;
Verify certificate’s trust chain before trust the certificate;

Before trust a certificate, verify whether the certificate is revoked or not through querying CRL
or OCSP;

The relying party is willing to compensate GDCA for the losses and accept liabilities for any
loss of self or others, due to negligence or other reasons violating the terms of a reasonable
inspection;

Prohibited for rejecting any statements, changes, updates and upgrades published by GDCA,
including but not limited to modification of strategies and standards as well as additions and
deletions of certificate services.
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9.6.5. Hihs 5 KFIkER S5HA Representations and Warranties of Other

Participants

HSFAS CP T LE -

Abide by all provisions of this CP.

9.7. {53 Disclaimers of Warranties

KA CP9.6.1 H B IE S, GDCA AN HE HAhAT A 2 2 AR AT X 5%

L AREERIT S K807 A3 53 MR 2

2. K FAE B A AR T R A i DRI

3. ASHHIERTEM HAUE H 1 LA L FH AR AT AT 54T«

4. XFEHTAFHS, G BRI H S I I IR S5 HH I H b R 2 ok
AR TAT

5. IR CP9.6.3 /KA, B i ;A CP9.6.4 Z 7kikm, 13LLGkR
GDCA Z 5t/

Except for the commitments declared in CP Section 9.6.1, GDCA does not assume any other forms
of guarantee and obligation:

1. Do not guarantee the statements of certificate subscribers, relying party and other;
2. Do not guarantee any software used in electronic certification activities;
3. Do not assume any liability when certificate is used beyond the prescribed purposes;

4. Do not assume any responsibility for service interruption and customer losses caused by force
majeure, such as war, natural disasters, etc;

5.  When subscriber violates the commitments defined in CP Section 9.6.3, or relying party
violates the commitments defined in CP Section 9.6.4, GDCA can exempt from liability.

9.8. FPBRF/E Limitations of Liability

AR MR GDCA FR AR fL T IAIEAR 55 M RRFE S 32 Bk, GDCA
H7RAHA CP9.9.1 HE A PR 91T

The certificate subscriber and the relying party specialized in civil activities suffered losses due to
electronic certification service provided by GDCA, GDCA only assume limited liability amount
stipulated in CP section 9.9.1.
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9.9. % Indemnities

9.9.1. INENLE I RZ T 4E Indemnification by GDCA

U GDCA i fx 1A CP % 9.6.1 i HIMRIE, 1177, MRHUT 55 44 AT Hii GDCA 7K
PR 5T GREBLE TR, BHELL T REE:

1. GDCABIEBHI R RKLAIT T LASMAE =77, SECT 7 BURKE 7 8 5245075 19

2. ARV PIRAAE BEBORMERS . JBSIIENLN, GDCA 22K HUUEH L T # iR A5
B, ST SR 2

3. 1E GDCA HHIT F HAE (5 BB BT R E R R VAR 115 50, (RIS AR 01T 7 28 K IE
o, FEURM T EZ R

4. T GDCA 5 [H 33 CA FAEH It ix

5. GDCA AKfg &I fEHuE+s, FEUOBT EZ KN .

If GDCA violates statements in CP Section 9.6.1, certificate subscribers, relying parties and other
entities can request GDCA assume compensation liabilities (except for statutory and contractual
exemptions). If the following circumstances occur, GDCA will assume limited compensation liability:

1. GDCA issues certificates to a third-party instead of the subscriber by mistake, which leads to
losses of the subscriber or relying party.

2. If subscriber submits accurate and true information to GDCA, but GDCA issues certificates
with error information and the error leads to losses of the subscriber or relying party.

3. After GDCA knows the fact that subscriber provides fake registration information or data,
GDCA still issues certificate, which leads to relying party suffering losses.

4. If the private key of CA is disclosed due to GDCA's fault.

5. GDCAfails to revoke certificates in time, which leads to relying party suffering losses.

9.9.2. T I3 4E Indemnification by Subscribers

FEQTRIEIL, VTPt 5 R A3 ) GDCAL ARBT Ik, B 24 & H I 2 54T -

Lo W HEEMRE B, R R SRR A Bk, 58 GDCA 1
HABUIE 5 IR S5 HL A Bl 35 = 07 8 241 3

2. AT/ NS o s R B . Bk, BANRLV AR . Rl
T 1 GDCA N HAZBHIEF ARSI, LA Al Al i i GDCA K
HAEBUE B RS HI L 55 =J7 2 515
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3. WIMEMNEBMAT Y, FiERA CP A REBEMEME, BERKEBHTAEA
CP HUE L F5YEH ;

4. AEPIT T EGE IS A BER RS R Se A SR A 1 K5, 21 GDCA KZIE
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If the following situations cause GDCA or relying party suffering losses, subscribers shall be

assumed the liability to compensate:

1.

GDCA and its authorized service agencies or third-party suffer losses due to unreal
information, such as deliberate, negligent or malicious provision of unreal information by
applicants when applying for certificates.

GDCA and its authorized service agencies or third-party suffer losses due to disclosure and
loss of private keys deliberately and by mistake; due to not informing GDCA and its authorized
service agencies or third-party of the leakage and loss of private keys with knowing the facts;
and due to handing keys to others inappropriately.

Subscribers violate the CP and related operation practices when using certificates as well as
using the certificates activities outside of the CP.

If the certificate is used for illegal transactions or causes disputes during the period from
revocation requests submitted by the subscribers or other entities authorized by GDCA to this
information of certificate revocation published by GDCA, if GDCA operates in accordance with
the requirements of the CP, subscribers must assume any responsibility of losses according to
this CP.

Subscribers do not stop to use the certificate which its information have changed and don't
notify it to GDCA or relying parties in time.

The private key is lost, compromised, stolen, exposed, and etc. due to not taking effective
protection measures.

Subscribers do not stop to use the certificate which its private key is lost or in danger and
notify it to GDCA or relying parties in time.

The certificate has expired but is still in use.
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9. The subscriber’s certificate information infringes upon the intellectual property rights of a
third-party.

10. Using certificates outside the provisions of specific application scope, such as the use of
certificates for illegal and criminal activities.

9.9.3. AT g2 5t4E Indemnification by Relying Parties

R IENL, AT B & R HIE R GDCAL 1T PR, B 24 2K PH IR 42 5T«

1. A JEIT GDCA S5 M IURIA CP il Ity S 55

2. RAEMKIEA CP MEHHAT A B #H %, F5 GDCA K HBAMIEF RS ML
=T EZE

3. TEAEENIETE FRIBUES, Aty B AIE DA E L R A s
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5. kA @I A ) CRL 81 OCSP A A IE 15 /& 75 4 ae -

If the following circumstances lead to the losses of GDCA or subscriber, relying party shall be
assumed responsibility to compensate:

1. Obligations defined in the CP and agreements between GDCA and relying parties are not
fulfilled.

2. GDCA and its authorized service agencies or a third-party suffer losses due to inappropriate
reviews against this CP.

3. Trust certificates in unreasonable circumstances. For example, relying party still trusts the
certificate with knowing that the certificate usage is beyond its scope or period or the certificate
has or may have been stolen.

4. Relying party does not verify trust chains of the certificates.

5. Relying party does not check whether a certificate is revoked through querying CRL or OCSP.

0.10. A¥HI 541k Term and Termination

9.10.1. ARUH Term

A% CP fE R AT IS IERERL B CP R k%L A CP £ T — A CP
222 HBAE GDCA £ 1EHL T IAIEAR 55 R 3L

This CP will enter into force at 12 o’clock midnight of the release date, and the last version CP will
become invalid. This CP will become invalid when the next version CP enters into force or the
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electronic certification services of GDCA are terminated.

9.10.2.  #JE Termination

GDCA Z1F B FIANIEARSS ), A& CP &1k,

When GDCA terminates electronic certification services, this CP is terminated.

0.10.3. & IEMIBER 54 Effect of Termination and Survival

A CP Y28 1E, EREVAEN AL 55 A28k, (HIAENV 35 2B A F A AL
USRI 2R 1 o VAR 55 28 1k 5 REOR IS B AOHE i, RE DA IE AR 55 4% 21 Al GIE
PUR,  ORUELT P A 2

The termination of this CP means that the termination of certification authority business, but the
termination of certification business does not mean the termination of certification authority
responsibility. After the termination of business, certification authority shall take reasonable
measures to transfer certification service to other certification authority so as to ensure the interests
of the subscriber.

0.11. &2 5&5 KA HE L & E B HE Individual Notices and

Communications with Participants

YAENUAFE L Z RO T, G ESN AT e TS KRBT FORAEB e 4 i
JeAT P H A BT P ATy, B IE 2 A, s R (S RREE, Ml
i PSINAD AN S

The circumstances that CA actively revokes the subscriber’s certificate, finds out subscriber using
certificate out of specified usage, or behaviors of subscriber violating subscriber agreement have
occurred, CA can use appropriate way, such as telephone, E-mail, letter, Fax, etc., to notify
subscriber and relying party if necessary.

9.12. &iT Amendments

9.12.1. BT FERF Procedure for Amendment

2 GDCA L EHIEZR A RAL, CPS 45 /N MR /08 & — KA CP, W fRHE
6 I SRR A U AR T 10 B R S e WA () SSL ZEMEZRINE, A7 & ARk 5%
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Through the authorization of GDCA Security Policy Committee, the CPS composition team shall
review this CP at least once a year, to ensure that CP meets the requirements of national laws and
regulations and administration department, to meet the latest SSL baseline requirements and
specifications, and satisfy the actual requirements of certification business operation.

The revised version of this CP will be revised by the CPS composition team and approved by GDCA
Security Policy Committee. The CPS composition team will be responsible for the revision and the
revised CP will be officially released after being approved by GDCA Security Policy Committee.

9.12.2. JBEHHLEIFIHIFR Notification Mechanism and Period

BTG CP &4tk 5 14 L B #E GDCA 1 /3 www.gdca.com.cn bR AR o X175 2
I IR S A AR SE Ty OB AN 18 2, GDCA K7 A R 1B 8] Pl A R &
£ BRI B[R] B LRAIE A 9K 77 52 2 5200 B/ o

After approval of the revised CP, it will be posted on GDCA official website www.gdca.com.cn
immediately. For the modification notified by email, mail, media and other ways, GDCA shall notify
the relevant parties in reasonable time, which ensures that the relevant parties have minimum
influence.

0.12.3. A AEITIERERE HIETE Circumstances Under Which CP Must be

Changed

IR BT FI1E 5L, GDCA LAixt A CP #4755

1 EMEEAREIERKE, 2UEHILE CP A
A ANV S5 T AR SRR A AT 58T+

WNIE R GURIAG S B R A B KT el s
ERERPRY W= NE S

WA CP H Pl = Z B
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If the following situations occur, this CP must be modified:

1. The encryption technology develops significantly enough to affect the effectiveness of existing
CP.

2. The relevant standards have been updated.

108



[] HEMHEIRIGBIRAE
S ot Ut L ety ALty Lo Ltk GDCA EV iE45450s (V3. 2 B

3. Certification system and relevant management regulations take significant upgrade or
changes.

4. The laws and the administration departments require the CP to be modified.

5. There is some significant deficiency in the existing CP.

9.124. MZJifEH OID HIETE Circumstances Under Which OID Must be

Changed

A CP ORAABITIS, A R FIIEF SRR RAR AT AN AT AR5, A A< iR
HAES o

When the CP has modified, its corresponding certificate policy object identifier will not change, and
only increase the version identification code.

0.13. R4 FK Dispute Resolution Provisions

2 GDCA. 1T P NRAG T 2 [B) H B WO, A 50T T AR A B SGE 5 P s ke, e
FEAERAN T (10, RS

Any disputes between GDCA and subscribers or relying parties shall be resolved through
negotiations as agreed, and those cannot be settled by negotiations will be resolved by laws.

0.14. BHEHESA Governing Law

GDCA ] CP 32 5 CLaiAi (¥ (i [N RN iy 728 4490 (T IAIEAR 55 B
INEDS CRTINIEAR S SRS B B NE) IR EEIE T

The CP of GDCA is governed by the law of “ Electronic Signatures Laws of People’s Republic of
China”, the regulation of "Measures for the Administration of Electronic Certification Services”
and "Measures for the Administration of Cipher Codes for Electronic Certification Services”
promulgated by the country.

9.15. fFE &R Compliance with Applicable Law

WAENU I A LSS W63 &R b AUT & (i EOCRILAIE 5254235
(T VERSEBINE) (T IAMEARSS B E B M) DR h e NIRIEAEE
R E o

All businesses, activities, contacts, agreements of GDCA must conform to "Electronic Signatures
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Laws of People’s Republic of China”, “Measures for the Administration of Electronic Certification
Services”, “Measures for the Administration of Cipher Codes for Electronic Certification Services”
and other laws and regulations of People’s Republic of China.

0.16. —f&x% 3k Miscellaneous Provisions
9.16.1.  SZEEWHY Entire Agreement

CP. CPS AT J s« HAST B0 S AR 78 - BCRF R 1l P 22 N3 2 Ta) [ 58 B Bl o

The entire agreement is composed of CP, CPS, Subscriber Agreement and Relying Party
Agreement as well as its supplementary agreement.

9.16.2.  ik¥E Assignment

MRIEA CP A £ (IR SRS T3 BRI 55, 807 243N LR A AR G
SE HEAT BRI LS5 1 ik o EBEAEAT R AR I AN S e B 175 % 5 — J7 AR AR 451 55 M2 5t
RIS HT

According to the rights and obligations of certification entity parties detailed in this CP, all parties
can transfer the possession of rights and obligations in accordance with the relevant provisions of
the law. The occurrence of the above transfer behavior does not affect the change of any debt and
liability among the transferors.

9.16.3. %I Severability

WIS CP AT AR 2% 3K B S FH 15 GDCA FT7E 5 X (13 ™ A= v 9 T o 1
NTEREA BAIAT JII, GDCA RAEf b ZHI IR BE M BT 1256, MIHAkeE A 2L, H
REFAZFM, GDCA MAEL & HEEBIT N

TERRAR BT 5 BR AR AUE T 2 7, GDCA BRI MR 22 question@cabforum.org, &
%1 CAB iz CP " BITHIE R, FFiiAI O B AL FIRANAEAE T AR
5113 (https://cabforum.org/pipermail/public/) .

HIFHEAHEEN, B CAB WIZHERHEN, i GDCA R £7& CA/B RInH
Baseline Requirements Ak 2E5K, AR &5 ATAT X GDCA MV 5545 E 1 5 R AN 74k
SuE . FIRXHE ST A DGR EE, X} GDCA [#) CP 11T, 1) CAIB iRz (1)
I HINAE 90 KN 5E e

In case any clause or provision of this CP is held to be unenforceable or invalid due to any conflicts
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with the laws of any jurisdiction in which GDCA operates, GDCA shall modify any conflicting clause
or provision to the minimum extent necessary to make them continue to be valid, and other clauses
and provisions shall remain valid without being affected. GDCA shall disclose the modified contents
in this section.

GDCA shall (and prior to issuing a certificate under the modified requirement) notify the CA/Browser
Forum of any modified content in the CP by sending emails to question@cabforum.org, and confirm
that it has been posted to the Public Mailing List and is indexed in the Public Mail Archives available
at https://cabforum.org/pipermail/public/.

Any madification to GDCA's practice enabled under this section shall be discontinued if and when
the law no longer applies, or the requirements published by the CA/B Forum are modified to make it
possible to comply with both them and the law simultaneously. An appropriate change in practice,
modification to the GDCA's CP and a notice to the CA/Browser Forum, as outlined above, shall be
made within 90 days.

9.16.4.  BRHIBAT (BIF%EAMBFIHZ) Enforcement(Attorneys' Fees and

Waiver of Rights)

AEH
Not applicable.
9.16.5.  AHHi I Force Majeure

RYEA CP il 5E ) CPS MAFEATTHL I 563K, PLRI & TTFl 2t .

CPS formulated in accordance with this CP shall include a force majeure clause to defend the
benefits of each party.

0.17. HAh% K Other Provisions

GDCA X} 4< CP B f &I AL

GDCA has final interpretation rights to this CP.
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Appendix: GDCA EV CP Revision Records

NE \
BAT &Y V3.1 V3.2
FF5
1.1.2.  iF B K g
1 Certificate Policy (CP) HE I L T AR MY 55 A ) 5
155. CP f&il CP Ko
Revision
49.1.1. AT UEB
2 o Reasons for R B S e D AT IR
Revoking a Subscriber
3 FAbAzIT VB e 1) R
Content ) )
Sections Revised V3.1 V3.2
SEQ
112, WF POKE B . :
i . Add policy requirements to be
Certificate Policy (CP) . .
1 . followed in electronic
155. CP il CP - .
o certification services.
Revision
4.9.1.1. I UEBHEEE I
Supplement to DNSSEC
2 Jii Reasons for o )
) ] validation requirements.
Revoking a Subscriber
3 Other revisions Adjust some wording issues.
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