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1. #EEMERHIR Introduction

1.1. AR Overview
1.1.1 A =4y Company Profile

B AR IR G IR A 5] (Global Digital Cybersecurity Authority Co., Ltd., fij#x
GDCA 5 “#zi X", JFEA “I REFAEHIGEF OERA ", BALT 2003 4 3 H
6 I1.2005 49 /], GDCA fikikid i 1 [ 5% i #8161 5K A5 B 7 Il i) s s o 4
BN A E B O\F RS (R IERRS VFRTIEY (VFRTIES . ECP44010215007) [1HLT
WIEMRS PG 2 —; 2008 4F 12 H, $FA5E SR8 B RAUR I (R F &R0 s B VF
AIEY; 2011 4F 4 H, 8 T KSR HL R B S B AR SS BE VRS, 3R1 (L
TR HFIERS P (S5 A021) #Efg. 2013 4, X HFIAMEARS RGHAT
SM2 Bk Tt g, iR T R ELEHERAL et R A, 2015 4, GDCA @it T
WebTrust [E Br 22 48 iHAE, H& 7 B s & 8 AR S KF, ol LRt 4 5k
R FYAER S . NIERNL S K JRFHE, 2016 4E5 H, “) REFAEBUGEF 04 R
NF” ELZR KRB AR A 7, 2017 4 8 A 11 H, GDCA FFUA1EHT =
WREERRAE 5y, BOCRTRIRR: Bz A, 2. 871932,

Global Digital Cybersecurity Authority CO., LTD. (abbreviated as “GDCA”, or “4{Z#4X") with the
former name of Guangdong Digital Certificate Authority CO., LTD was founded on March 6, 2003.
In September 2005, GDCA passed the security review by the State Cryptography
Administration Office of Security Commercial Code Administration (abbreviated as OSCCA) and
the former Ministry of Information Industry by law, as one of the first eight electronic authentication
authorities granted the "Electronic Authentication Service License" (license number:
ECP44010215007) in China. In December 2008, GDCA obtained the "Commercial Cryptography
Products Sales License" issued by OSCCA. GDCA passed through the assessment of
E-government and Electronic Authentication Service Ability by OSCCA with the qualification
certificate of "E-government and Electronic Authentication Service Authority® (number: A021) in
April 2011. In 2013, GDCA upgraded electronic authentication service system for SM2 algorithm
and passed through the security review by OSCCA. In 2015, GDCA passed the assurance review
for Certification Authority by WebTrust with the international level of operation management and
service to provide digital certification service globally. For business development, GDCA changed
its name from "Guangdong Digital Certificate Authority CO., LTD." to "Global Digital Cybersecurity
Authority CO., LTD." in May, 2016. On 11 August 2017, GDCA was admitted to the National Equities
Exchange and Quotations (NEEQ) of China, with a stock abbreviation of “#%#f{t” and stock
code “871932” .
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GDCA B4 Jm, J& “T" AREFAIEHIMEFT OHRAR " 5. fiis. MaMmaE
A el “BR ABSRm AR AR A%k, fEHEXHTS GDCA LA “T  AREUTHIE
FEF DA RA R 4 AT AR PRI H T REBFHEFAEF LA R
"7 A BRI LS5 h “ B AR BB AT IR A =] 7 7RGk

Since then, all assets, debt, rights and business of "Guangdong Digital Certificate Authority CO.,
LTD." were inherited by GDCA and all the rights and obligations of the contracts and agreement
signed by "Guangdong Digital Certificate Authority CO., LTD." were inherited by GDCA.

Bam TR R, A, Bk QU LR E, AT “GHEBER R
Ho i lidr, BT« TR (5 LR 7 .

GDCA upholds the corporate values of “Authority, Credibility, Professionalism, and Innovation”,
fulfils the corporate mission of “Trust Connects Parties from all over the World”, and is committed to
becoming a “first-class online trust service provider”.

1.1.2 BTFNIENESN (CPS) Certification Practice Statement (CPS)

ARSI (FFR CPS) ¥ (e NRILAE B 728460, (FTIAIE
MRS EFIMED . (R IANIER S H 0D BLINE) SHERE MBI EOR, E4EE | GDCA
SR T IAIEAR ST AN RS L T A IR S5 i AR B K B T IE RS ARG 2
HHTABERI DT, A CPS 1 GDCA il A JF A AT i JI i 7254417 7 . KA Al
HAbMRZ 5%, Uitk GDCA iRt i FIIEARSS 2 &k, Ll BUBIIEE =5
T UERSS . X T GDCA Frig it T IMER SR SUETEE, 4 CPS 47 7 H
THHIRLE -

Pursuant to the requirements of the “Electronic Signature Law of the People's Republic of
China”, "Measures for the Administration of Electronic Certification Services", "Measures for the
Administration of Cipher Codes for Electronic Certification Services" and other related laws and
regulations, this Certification Practice Statement (abbreviated as CPS) outlines the overall
processes that GDCA employs to provide electronic authentication services, illustrates the set of
rules that GDCA conforms to in offering the electronic authentication service, and elaborates on the
responsibilities undertaken by the participants of such services. GDCA makes this CPS available to
the subscribers, relying parties and other relevant participants through open publication to ensure
the validity, professionalism, and authority of GDCA's electronic authentication services. This CPS

also clearly defines the limitation of liabilities for the electronic authentication services provided by
GDCA.

A CPS AR I 251508 (GDCA UETi5n%) (http://www.gdca.com.cn/cp/cp), [F]
oW (BT AR ENIE R R 1L A D)
( http://gdii.gd.gov.cn/xxh3236/content/post_945261.html ) . 7E 4T A& CPS it fE
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(GDCA IEH5%) 5 (EHEHR TR IES LIE 5 AN —BHNAERIZLLT
RN AL . N B S 5 HAN s (B 2 A IE B I GIEF SRS, B
TERE P A SMUE IS (GDCA IEF SN ) . EF52 15 B T+ B 5 58 FA T
H AT AR Y5 IR 45 SR B SR IRFT AT HE 1 o

This CPS conforms to both "GDCA Certificate Policy" (http://www.gdca.com.cn/cp/cp) and
"Certificate Policy for Mutual Recognition of Electronic Signature Certificates issued by Hong Kong
and Guangdong (version 1.1)" (http://gdii.gd.gov.cn/xxh3236/content/post_945261.html). The
following principle shall prevail in case of any conflicts exist between the above two policies: the
certificates applied to mutual recognition of electronic signature certificates issued by Hong Kong
and Guangdong conform to " Certificate Policy for Mutual Recognition of Electronic Signature
Certificates issued by Hong Kong and Guangdong”, while other certificates conform to "GDCA
Certificate Policy". Whether a certificate is applied to the project of “Mutual Recognition of
Electronic Signature Certificates issued by Hong Kong and Guangdong” can be determined by the
object identifier of certificate policy.

GDCA %415 CA/X Y #8181 (CA/Browser Forum, [EFR4HZH, N HREFR CA W%
BEEH, ZHE CA EFRbRMERINLI, www.cabforum.org) KA 1 &H A ¥ Baseline

Requirements for the Issuance and Management of Publicly-Trusted Certificates ({&j#x

“Baseline Requirements” ). Guidelines for the Issuance and Management of Extended
Validation Certificates ( f&#%“ EV Guidelines”). Guidelines for the Issuance and Management
of Extended Validation Code Signing Certificates ({#i#% “EV Code Signing Guidelines”),
H CA % F 52> (https://aka.ms/csbr)4E3 (1) The Minimum Requirements for the Issuance
and Management of Publicly-Trusted Code Signing Certificates ( & Ff% “Minimum
Requirements for Code Signing”) M Adobe HRZi/AF] KA the Adobe Approved Trust
List (AATL) Technical Requirements (f&iiFKx AATL FARTER) HEHATE R AEH A LA (S
fEH) SSLITLS EFHAURALREAUES, EIHER HEHIE, IR SR I8 H R AT IR
AHATIETT CPS, WA CPS 5 CA/MI Y5 13x (CA/Browser Forum) & A7 i AH S hn ik
G 2 A — BT, WIEL CA & 18 3a 1E 2R AT RN 9t

GDCA conforms to the latest versions of the Baseline Requirements for the Issuance and
Management of Publicly-Trusted Certificates (hereinafter referred to as “Baseline Requirements”),
Guidelines for the Issuance and Management of Extended Validation Certificates(hereinafter
referred to as “EV Guidelines”), the Guidelines for the Issuance and Management of Extended
Validation Code Signing Certificates (hereinafter referred to as “EV Code Signing Guidelines”)
published by CA/Browser Forum (an international organization, also known as international CA
browser alliance, to establish international standards of CA, www.cabforum.org), the Minimum
Requirements for the Issuance and Management of Publicly-Trusted Code Signing Certificates

(“Minimum Requirements for Code Signing”) maintained by the CA Security Council
(https://aka.ms/csbr), and the Adobe Approved Trust List Technical Requirements of the Adobe
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Systems Inc (hereinafter referred to as “AATL Technical Requirements”) to issue and manage the
publicly-trusted SSL/TLS digital certificates and publicly-trusted code signing certificates. GDCA
regularly checks the updates on CA/Browser Forum’s website and continually revise its CPS
according to these updates. The specifications of the CA/Browser Forum shall prevail in case of
any discrepancies between the provisions of this CPS and the standard specifications published by
the CA/Browser Forum.

k¥ IETF PKIX RFC 3647 CP/CPS HESE, A% CPS I&p N/LANETY, i GDCA ik
FoHR S5 Il Je 2 A st 1, Mk 55 U Rt D9 PR B RFC3647 RSN Laig 3,
B ARG MR RO IZE A E .
Pursuant to the IETF PKIX RFC 3647 CP/CPS framework, this CPS is divided into nine parts that
cover the security controls and practices and procedures for GDCA's certificate services. To

preserve the outline specified by RFC 3647, section headings that do not apply are accompanied
with the statement “Not applicable”.

1.1.3 GDCA iFFEREZE# GDCA Certificate Hierarchical Architecture

GDCA HHIH 7 ML, 458 ROOTCA iE+5 (RSA). GDCA ROOT CA i 43
ROOTCA i (SM2). GDCA ROOT CAL ilE45. GDCA TrustAUTH R5 ROOT iiE-i.
22 R5 #R CA E. GDCA TrustAUTH E5 ROOT k. &M CA F#+4¢ CA,
DAZE R P ETS . GDCA AR AN 2 CAUETS.

Currently, GDCA has 7 root certificates, including ROOTCA certificate (RSA), GDCA ROOT CA
certificate, ROOTCA certificate (SM2), GDCA ROOT CA1, GDCA TrustAUTH R5 ROOT certificate,
Bz R5 # CA certificate and GDCA TrustAUTH E5 ROOT certificate. Each Root CA has
Subordinate CAs to issue subscriber certificates. GDCA does not issue external Subordinate CAs.

1) ROOTCA (RSA)

ROOTCA
(RSA2048-bit)
I
- l(l[i(l\Lflueqn\;‘lel(E:ill\ GDCA TrustAUTH R2 CA
(RSAL024-bit) RsAa0mbil
| [
Individual Organization Equipment Other Individual Organization Equipment Other
Certificate Certificate Certificate Certificates Certificate Certificate Certificate Certificates

ROOTCA(RSA)iIE 152 [E X % i 48 1 = FAR UE S, BRI RSA, REAKE N
2048-bit, FEHAF K CAIET, Hr: (1) GDCA Guangdong Certificate Authority i
Hi, BN 1024-bit, 2R FHHKEA RSA 1024-bit (1A NKIEF . HUEZEIES.



r] SR RIXZIRIGBEIRDE
ﬁ (RO TR e Secun ity AThonityg Coe Lo GDCA %%U\iﬁj—k%%mmu (V5. 2 Hji)

WGP AILABISGES; (2) GDCA TrustAUTH R2 CA iR+, KN 2048-bit,
BR BRI RSA 2048-bit Al RSA 1024-bit 11/ AJSUEFS . HUZFSUESS . B 2IUES
A AR ZRIE S

ROOTCA (RSA) certificate is a root certificate of OSCCA using RSA algorithm with 2048-bit root
key length. There are two subordinate CAs under this ROOT CA, including: (1) GDCA Guangdong
Certificate Authority certificate with 1024-bit key length is used for issuing RSA 1024-bit individual
certificates, organization certificates, equipment certificates and other certificates. (2) GDCA
TrustAUTH R2 CA certificate with 2048-bit key length is used for issuing RSA 2048-bit and RSA

1024-bit individual certificates, organization certificates, equipment certificates and other
certificates.

ROOTCA (RSA)IE 14T 2025 4F 8 A 23 H .
ROOTCA (RSA) will expire on August 23, 2025.

GDCA Guangdong Certificate Authority {iF 51 2015 4F 7 H 19 HF|#, 201541 H
1 Hitg, GDCA A CAUETREKIT /M iE15. GDCATrustAUTH R2 CA IIE 1545 T
2018 4F 12 JJ 15 HEH, 2017 4F 12 JJ 15 Hid, GDCA ¥ AFEH1% CA IEHERIT
JHIEFS
GDCA Guangdong Certificate Authority certificate expired on July 19, 2015. From January 1, 2015,
GDCA no longer used it to issue subscriber certificates. GDCA TrustAUTH R2 CA certificate will

expire on December 15, 2018. From December 15, 2017, GDCA will no longer use it to issue
subscriber certificates.

2) GDCAROOT CA (1024-bit)

GDCA ROOT CA
|
GDCA Guangdong
Certificate Authority
I
Individual Organization Equipment Other
Certificate Certificate Certificate Certificates

GDCA ROOT CA iF F iR % 4K & 4y 1024-bit, "~ % GDCA Guangdong Certificate
Authority TE+5, #HHKE N 1024-bit, 22K ZHKEE N RSA 1024-bit A~ NKIEF . #Hl
PP WA EIE B A H AN SEIE TS
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The length of GDCA ROOT CA certificate root key is 1024-bit. There is a GDCA Guangdong
Certificate Authority certificate under this ROOT CA, used for issuing RSA 1024-bit individual
certificates, organization certificates, equipment certificates and other certificates.

GDCAROOT CA iE 4544 T 2024 4 12 H 11 H 2.
GDCA ROOT CA certificate will expire on December 11, 2024.

GDCA Guangdong Certificate Authority i+ T 2024 4 1 H 12 H2[#{, 2016 4 1
H 1 HEE, ANFAEHZ CAERZRIT FHET,

GDCA Guangdong Certificate Authority certificate will expire on January 12, 2024. From January 1,
2016, GDCA no longer used it to issue subscriber certificates.

3) ROOTCA (SM2)

ROOTCA
(SM2)

Guangdong Certificate Authority
(SM2)

| I I |

Individual Organization Equipment Other
Certificate Certificate Certificate Certificates

ROOTCA k5 (SM2) & [E Z & B R IARIEFS, RN SM2, REHK
[ 4 256-bit, 1% Guangdong Certificate Authority (GDCA TrustAUTH E1 CA) k13,
FHKE N 256-bit, 2k KM EZEHD SM2 A AKIES. HUKZEIER. #&KIEH
HHAD ZRAE S

ROOTCA (SM2) certificate is a root certificate of OSCCA using SM2 algorithm with root key length
of 256-bit. There is a Guangdong Certificate Authority (GDCA TrustAUTH E1 CA SM2) certificate
with key length of 256-bit under this root CA, used for issuing individual certificates, organization
certificates, equipment certificates and other certificates with SM2 algorithm.

GDCA 1] SM2 iE+i3 1 ROOTCA (SM2) T Guangdong Certificate Authority
(GDCA TrustAUTH E1 CA) &%k .

All of the SM2 certificates from GDCA are issued by Guangdong Certificate Authority (GDCA
TrustAUTH E1 CA).

ROOTCA iE+H (SM2) ¥+ 2042 47 H 7 HEIH.

ROOTCA (SM2) will expire on July 7, 2042.
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Guangdong Certificate Authority (GDCA TrustAUTH E1 CA) iE+#47E 2034 45 6 H
21 HE], 2030 £ 1 H 1 Hi&, RFAFEAEH1Z CAUERERITHES.

Guangdong Certificate Authority (GDCA TrustAUTH E1 CA) certificate will expire on June 21, 2034.
From January 1, 2030, GDCA will no longer use it to issue subscriber certificates.

4) GDCAROOT CAl

GDCAROOTCAL

, GDCA HKMR | | GDCA HKMR
A Public CA.
GDCA Public CA1 GDCA Public CA2 0oV CA ‘ ‘ IV CA ‘
| | |

oAt +5 ek ‘ ‘ ek ‘ HURIE TS

it

VAL A NS ‘

NS 15‘ ‘ HLFIESS ‘

A MNIETh ‘ ‘ HLRIAE TS

GDCA ROOT CAL iE HitR % HK &N 4096-bit, N1 2 M2k CAWET, H:
(1) GDCAPublic CAL, #8K A 2048-bit, %K % KA RSA 2048-bit [/~ A2
UEF AL SRS B A 2R A1 HAR SR IE S ; (2)GDCA Public CA2, % 8H-K Ji 4 2048-bit
BBy RSA 2048-bit M AJETS . HUMSEIES . I JUEFAHAh A5
(3) GDCAHKMR OV CA, #HK Y 2048-bit, 25K %K RSA 2048-bit )%

W HAAHUIETS; (4) GDCAHKMR IV CA, # 81K 2048-bit, 25K %P RSA
2048-bit 17 B N NIES

GDCAROOT CAL i35 T 2040 4 12 H 31 H 231,

GDCA Public CAL iE5447E 2030 4 12 A 31 HEH], 2027 41 A 1 Hilg, KAH
1% CA UL R AT eSS

GDCA Public CA2 iE+5447E 2030 4 12 / 31 HEH], 2027 41 A 1 Hild, KA
% CAUEFRERAT eSS

GDCA HKMR OV CA IEFK1E 2030 4F 12 A 31 HEM, 2027 4F1 H 1 Hig, #
AFHEZ CA IEF AT IEAS

GDCAHKMR IV CA ilF K 7E 2030 4 12 H 31 HEIM, 2027 451 A 1 Hilg, KA
FHE i CA IERAE AT P EF .
The length of GDCA ROOT CAL certificate root key is 4096-bit. There are two subordinate CAs
under this root CA, including: (1) GDCA Public CA1 with key length of 2048-bit, used for issuing
RSA 2048-bit individual certificates, organization certificates, equipment certificates and other
certificates; (2) GDCA Public CA2 with key length of 2048-bit, used for issuing RSA 2048-bit
individual certificates, organization certificates, equipment certificates and other certificates. (3)
GDCA HKMR OV CA with key length of 2048-bit, used for issuing RSA 2048-bit organization

certificates for Guangdong — Hong Kong mutual recognition purpose; (4) GDCA HKMR IV CA with
key length of 2048-bit, used for issuing RSA 2048-bit individual certificates for Guangdong — Hong
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Kong mutual recognition purpose.
GDCA ROOT CAL1 will expire on December 31, 2040.

GDCA Public CA1 will expire on December 31, 2030, and from January 1, 2027, GDCA will no
longer use it to issue subscriber certificates.

GDCA Public CA2 will expire on December 31, 2030, and from January 1, 2027, GDCA will no
longer use it to issue subscriber certificates.

GDCA HKMR OV CA will expire on December 31, 2030, and from January 1, 2027, GDCA will no
longer use it to issue subscriber certificates.
GDCA HKMR IV CA will expire on December 31, 2030, and from January 1, 2027, GDCA will no

longer use it to issue subscriber certificates.

5) GDCATrustAUTH R5 ROOT

GDCA TrustAUTH RS
ROOT

v v v 2 L7 v v
GDCA TrustAUTH GDCA TrustAUTH R4 | | GDCA TrustAUTH GDCA TrustAUTH | | GDCA TrustAUTH | | GDCA TrustAUTH | | GDCA TrustAUTH GDCA TrustAUTH
R4 EV SSL CA EV CodeSigning CA R4 OV SSL CA R4 IV SSL CA R4 DV SSL CA R4 CodeSigning CA R4 Generic CA Rd Primer CA
T
v
EV SSL Server EV CodeSigning OV SSL Server IV SSL Server DV SSL Server CodeSigning Organization, Type | Individual
Certificate Certificate Certificate Certificate Certificate Certificate Individual Certificate Certificate

GDCA TrustAUTH R5 ROOT 45 (AR % FHC B2 O 4096-bit, k& 8 M4 CAES,
Hr: (1) GDCA TrustAUTH R4 EV SSL CA, 48K 5 2048-bit, 2K FHKE N
RSA 2048-bit ] EV SSL Ik 45 #254E45; (2) GDCA TrustAUTH R4 EV CodeSigning CA,
K N 2048-bit, 25Kk %K N RSA 2048-bit ] EV U242 J5EH; (3) GDCA
TrustAUTH R4 OV SSL CAIEY:, ZHHICE D 2048-bit, 25K E Ky RSA 2048-bit
ff) OV SSL AR 45 #$35IE; (4) GDCA TrustAUTH R4 IV SSL CA, 4K N 2048-bit,
2R EHKE Y RSA 2048-bit [ IV SSL k%5 #52K1E+5; (5) GDCA TrustAUTH R4 DV
SSL CA, FHHK RN 2048-bit, 25K B Ky RSA 2048-bit ) DV SSL IR %5 a4 2K E 1

(6) GDCA TrustAUTH R4 CodeSigning CA iiF4i, 541K N 2048-bit, 25Kk K E
N RSA 2048-bit RS2 44 2EF; (7) GDCA TrustAUTH R4 Generic CA iE+, %4
KN 2048-bit, 25k HKE N RSA 2048-bit ML . S AKIEH; (8) GDCA
TrustAUTH R4 Primer CA, Z8HK %4 2048-bit, 25Kk % 4KE  RSA 2048-bit i~ A
1 KiuEt.

The length of GDCA TrustAUTH R5 ROOT certificate root key is 4096-bit. There are eight
subordinate CAs under this root CA, including: (1) GDCA TrustAUTH R4 EV SSL CA with key

length of RSA 2048-bit is used for issuing RSA 2048-bit EV SSL Server Certificates. (2) GDCA
TrustAUTH R4 EV CodeSigning CA with key length of 2048-bit is used for issuing RSA 2048-bit EV

8
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CodeSigning Certificates. (3)GDCA TrustAUTH R4 OV SSL CA with key length of 2048-bit is used
for issuing RSA 2048-bit OV SSL Server Certificates. (4) GDCA TrustAUTH R4 IV SSL CA with key
length of 2048-bit is used for issuing RSA 2048-bit IV SSL Server Certificates. (5) GDCA
TrustAUTH R4 DV SSL CA with key length of 2048-bit is used for issuing RSA 2048-bit DV SSL
Server Certificates. (6)GDCA TrustAUTH R4 CodeSigning CA with key length of 2048-bit is used for
issuing RSA 2048-bit CodeSigning Certificates. (7) GDCA TrustAUTH R4 Generic CA with key
length of 2048-bit is used for issuing RSA 2048-bit Organization, Individual Certificates. (8) GDCA
TrustAUTH R4 Primer CA with key length of 2048-bit is used for issuing RSA 2048-bit Type |
Individual Certificate.

GDCA TrustAUTH R5 ROOT i+ T 2040 4= 12 A 31 H3I#H.

GDCA TrustAUTH R4 EV SSL CA IE43K7E 2030 4 12 A 31 HEIH], 2027 421 H 1
HiEg, AR Z CAERZERIT FE.

GDCA TrustAUTH R4 EV CodeSigning CA iE 134 7E 2030 4 12 A 31 HEI#H, 2027
F1ALHE, BAREMZ CAIEHE KT .

GDCA TrustAUTH R4 OV SSL CA iR £ 2030 4 12 H 31 H 2], 2027 4= 1 A
1 H&, BAFEMHZ CA BRI FIET.

GDCATrustAUTH R4 IV SSL CA ilE-fiKi 7 2030 47 12 A 31 HEIM], 2027 £ 1 H 1
HES, BAFAMAHZ CATERZERIT P,

GDCA TrustAUTH R4 DV SSL CA Lok £ 2030 4 12 H 31 H2H], 2027 4 1 A
1 B, AR Z CAUERE R ik .

GDCA TrustAUTH R4 CodeSigning CA iiE 54 7E 2030 4 12 H 31 H 2 #, 2027 4 1
H1HE, BAFEAZ CAERE AT P E.

GDCA TrustAUTH R4 Generic CA L5457 2030 4F 12 A 31 HEI}, 2027 41 H 1
HiS, AR Z CAIERZERIT FE,

GDCA TrustAUTH R4 Primer CA iR #£ 2030 £F 12 H 31 HEIH], 2027 £ 1 H 1
HES, AR Z CAIERZERIT FUEH.

GDCA TrustAUTH R5 ROQT certificate will expire on December 31, 2040.

GDCA TrustAUTH R4 EV SSL CA certificate will expire on December 31, 2030. From January
1, 2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 EV CodeSigning CA certificate will expire on December 31, 2030. From
January 1, 2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 OV SSL CA certificate will expire on December 31, 2030. From January
1, 2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 IV SSL CA certificate will expire on December 31, 2030. From January 1,
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2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 DV SSL CA certificate will expire on December 31, 2030. From January

1, 2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 CodeSigning CA certificate will expire on December 31, 2030. From

January 1, 2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 Generic CA certificate will expire on December 31, 2030. From January

1, 2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 Primer CA certificate will expire on December 31, 2030. From January 1,

2027, GDCA will no longer use it to issue subscriber certificates.

6) Hrxif{CRS5 R CA

H B ACRS
HRCAIEH
I I I , ! } }
Hokatf R4 EV i R4 OV Hokat R4 TV Hicwtff R4 DV Hlert R4 Holat R4 Holent R4
IR % #HEH CA JIR % BHEF CA R% FHEH CA AR FHEF CA RISZEFIET CA FEBHT FHES CA i FHIEF CA

v k. k.

k.

v

EV SSL Server OV SSL Server IV SSL Server
Certificate Certificate Certificate

DV SSL Server
Certificate

CodeSigning
Certificate

Organization,
Individual Certificate

Type | Individual
Certificate

i A RS fiE CA IEF AR Sy 4096-bit, i 7 g CA R, Hr:
(D HzhR R4 EV RS SWIET CA, HHHKE N 2048-bit, ZRFHKEN RSA
2048-bit 1) EV SSL R 5545 KUEF: (2) L R4 OV IRSEER CA, HHKEN
2048-bit, KK AN RSA 2048-bit ff) OV SSL k%5 8 2KET: (3) Hhff{ R4 IV
RS 4IET CA, FPIKE Ny 2048-bit, 25/ %P1y RSA 2048-bit i IV SSL 554+
FUEF: (4) HRHR R4 DV IRFSFHIETR CA, HHKAE N 2048-bit, 25Kk % HKE
N RSA 2048-bit [¥) DV SSL AR5 #82K1E s (5) #wehif{ R4 RIGZE4IET CA, %8
K SN 2048-bit, 254 8K B A RSA 2048-bit FIUASA 4 250EH; (6) Frzehf{t R4 ¥
HITIET CA, BT 2048-bit, 2By RSA 2048-bit UL, A
E; (7)) BgrR R4 EAETFHER CA, HHKE N 2048-bit, ZKRFHKEN
RSA2048-bit [N A 1 KiEFS

The length of #Z{L R5 1R CA certificate root key is 4096-bit. There are seven subordinate CAs
under this root CA, including: (1) #t%m1% R4 EV HR % #81E 15 CA with key length of 2048-bit is used
for issuing RSA 2048-bit EV SSL Server Certificates. (2) ¥4I R4 OV R4 #%iF+ CA with key
length of 2048-bit is used for issuing RSA 2048-bit OV SSL Server Certificates. (3) ¥ZHt R4 IV
AR45 23ET5 CA with key length of 2048-bit is used for RSA 2048-bit IV SSL Server Certificates. (4)
B i R4 DV R4 24iE$ CA with key length of 2048-bit is used for issuing RSA 2048-bit DV SSL
Server Certificates. (5) # %R R4 5% 4 1iE+: CA with key length of 2048-bit is used for issuing
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RSA 2048-bit CodeSigning Certificates. (6) %%t R4 il iT FiEH CA with key length of
2048-bit is used for issuing RSA 2048-bit Organization, Individual Certificates. (7) #1441 R4 ZEHt
T FHEH CA with key length of 2048-bit is used for issuing RSA 2048-bit Type | Individual
Certificate.

Hrz iR R5 AR CAEFK T 2040 4F 12 H 31 HEII.

ezt RAEV IRFAHIET CAEFRRAE 2030 4F 12 H 31 H ], 2027 41 7 1
Hitd, # A% CAEB&RT e,

Hez it RA OV ARS #UE T CA 4 7E 2030 4 12 F 31 HEIH#, 2027 41 A 1
Hitd, 5 AREAHZ CAEB& R e,

Hez R R4 IV RS AIEF CAEFHAE 2030 4F 12 J] 31 HEH], 2027 41 7 1
H, A% CATEB& R FiE.

HZ U RA DV IS5 AHIET CAETRAE 2030 4 12 /] 31 H 21,2027 £ 1 1 1
Hitd, A% CAEB&RT e,

ez R4 AARSLEAIET CA TEFIEAE 2030 4F 12 ] 31 HA, 2027 41 1
Hitd, A% CAEB&RT e,

e A R4 @] PUEF CAUETFRKLE 2030 45 12 H 31 HEIMA, 2027 /£ 1 H 1
HE, A% CA IEBZ& LT FiE.

el R4 JEAETT P UEF CAIEFKLE 2030 45 12 H 31 HEIMA, 2027 /£ 1 H 1
Hit, A% CAEB& R FHE.

$raz L R5 4 CA certificate will expire on December 31, 2040.

B i % R4 EV R4 281E 15 CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

B i 8 R4 OV R4 #$1EF5 CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

Bz AR R4 IV RS #%1IEF CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

B i 8 R4 DV R4S 281FH CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

Bz R4 A2 44 1E5 CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

Bt 8 R4 5@ 1T FiE+H CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

B R R4 Rl FEF CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

11
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7) GDCATrustAUTH E5 ROOT

GDCA TrustAUTH ES
ROOT

|

l

l

4

l

!

}

GDCA TrustAUTH E4 EV SSL CA

GDCA TrustAUTH £4 OV SSLCA

GDCA TrustAUTH E4 IV SSLCA

GDCA TrustAUTH E4 DV SSL CA

GDCA TrustAUTH E4
CodeSigning CA

GDCA TrustAUTH E4 Generic

GDCA TrustAUTH E4 Primer CA

A 4

¥

4

v

4

) 4

EV SSL Server
Certificate

OV SSL Server

Certificate

IV SSL Server
Certificate

DV SSL Server
Certificate

CodeSigning
Certificate

Organization,
Individual Certificate

Type | Individual
Certificate

GDCA TrustAUTH E5 ROOT ik (&% 554 ECC, MREFHK A 384-bit, Tk
7 ANk CAES, H: (1) GDCATrustAUTH E4 EV SSL CA , 54K 4 256-bit,
R B E 9 ECC 256-bit (1) EV SSL ik %5 #5835 UE+5; (2)GDCA TrustAUTH E4 OV SSL
CA, KN 256-bit, 28K ZEAKE N ECC 256-bit 1] OV SSL A28 JSiE15; (3D
GDCATrustAUTH E4 IV SSL CA, HHHKE N 256-bit, 25K %K &)y ECC 256-bit )
IV SSL AR 55 #335IE5; (4) GDCA TrustAUTH E4 DV SSL CA, 4K BN 256-bit, 25
REHKE N ECC 256-bit 1) DV SSL k%5 #33KiE+5: (5) GDCA TrustAUTH E4
CodeSigning CA, #HK [ 256-bit, 25K EHKE N ECC 256-bit (1) FLAEAE 44 2Kk 45
(6) GDCA TrustAUTH E4 Generic CA iE+5, %Ky 256-bit, %5 &K 2 HKE N ECC
256-bit [KIALH N ANRIUEH; (7) GDCA TrustAUTH E4 Primer CA, 254K J& 4 256-bit,
259 K ECC 256-bit (9N A 1 ZKEH .

The length of GDCA TrustAUTH E5 ROQT certificate root key is 384-bit with ECC algorithm. There
are seven subordinate CAs under this ROOT CA, including: (1) GDCA TrustAUTH E4 EV SSL CA
with key length of 256-bit is used for issuing 256-bit ECC EV SSL Server Certificates. (2) GDCA
TrustAUTH E4 OV SSL CA with key length of 256-bit is used for issuing 256-bit ECC OV SSL
Server Certificates. (3) GDCA TrustAUTH E4 IV SSL CA with key length of 256-bit is used for
issuing 256-bit ECC IV SSL Server Certificates. (4) GDCA TrustAUTH E4 DV SSL CA with key
length of 256-bit is used for issuing 256-bit ECC DV SSL Server Certificates. (5) GDCA TrustAUTH
E4 CodeSigning CA with key length of 256-bit is used for issuing 256-bit ECC CodeSigning
Certificates. (6) GDCA TrustAUTH E4 Generic CA with key length of 256-bit is used for issuing
256-bit ECC Organization, Individual Certificates. (7) GDCA TrustAUTH E4 Primer CA with key
length of 256-bit is used for issuing 256-bit ECC Typel Individual Certificates.

GDCA TrustAUTH E5 ROOT il 5T+ 2040 4% 12 H 31 H 23,

GDCATrustAUTH E4 EV SSL CA iE-5 41 2030 4 12 H 31 H 3}, 2027 /£ 1 A 1
Hie, BAEMHZ CAUERZERIT .

GDCA TrustAUTH E4 OV SSL CA ilE 45K 7E 2030 4F 12 H 31 H 3, 2027 421 H 1
Hig, BHAEAMHZ CAIERZERIT FE,

GDCA TrustAUTH E4 IV SSL CA iF- 154 7E 2030 47 12 A 31 HEH, 2027 41 H 1
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Hie, BAEMZ CAIERZERIT I,

GDCA TrustAUTH E4 DV SSL CA ilE 454 1E 2030 4F 12 /] 31 H 331, 2027 £ 1 7 1
Hig, BRI Z CAERZRIT FHEH.

GDCA TrustAUTH E4 CodeSigning CA il 154 7E 2030 4F 12 A 31 HF|#, 2027 4F 1
H1HE, AT ZCAIEB&RITFIET.

GDCA TrustAUTH E4 Generic CA iE-3#47E 2030 4 12 H 31 HEIi, 2027 41 7 1
Hig, BAEMZ CAIERZERIT I,

GDCA TrustAUTH E4 Primer CA iE-56 78 2030 4 12 H 31 H3, 2027 421 7 1
Hig, KA Z CAERZRIT k.
GDCA TrustAUTH E5 ROOT certificate will expire on December 31, 2040.

GDCA TrustAUTH E4 EV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 OV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 IV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 DV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 CodeSigning CA certificate will expire on December 31, 2030. From January
1, 2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 Generic CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 Primer CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

X T H GDCA TrustAUTH R5 ROOT iE+i. ##iffX R5 #2 CA iE+. GDCA
TrustAUTH E5 ROOT 2 A M4 CA FiEk il JiE+s: GDCA #ff CA/B gl
Chttps://www.cabforum.org.) & A () 5 ¥ i A 1) Baseline Requirements. EV Guidelines.
EV Code Signing Guidelines, 1 CA %44 (https://aka.ms/csbr ) 4E47 ) Minimum
Requirements for Code Signing /& AATL EiAR BR AT RS R A B AL AT {E 4R/ SSLITLS
UERAAAD R UE T, & WIA A H RGO, JERRRSAR Y H A AT R A #E4T 21T CPS,
WHA CPS 5 CAIYE 25185 (CA/Browser Forum) & A7 FIAH < br v RIE A (0 26508 A

— STy, L CARI NG 2818 1 1 2R AT B i

For subscriber certificates issued by the subordinate CAs that are issued by GDCA TrustAUTH R5

13
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ROOT certificate, %1zt R5 i CA iE15 and GDCA TrustAUTH E5 ROOT, GDCA conforms to
the latest versions of the Baseline Requirements, the EV Guidelines, the EV Code Signing
Guidelines of the CA/B Forum, the Minimum Requirements for the Issuance and Management of
Publicly-Trusted Code Signing Certificates (“Minimum Requirements for Code Signing”)
maintained by the CA Security Council (https://aka.ms/csbr), and the AATL Technical
Requirements for the issuance and management of the publicly-trusted SSL/TLS digital certificates
and code signing certificates. GDCA regularly checks the updates on CA/Browser Forum’s website
and continually revise its CPS according to these updates. The specifications of the CA/Browser
Forum shall prevail in case of any discrepancies between the provisions of this CPS and the
standard specifications published by the CA/Browser Forum.

1.2. X4 HRE#RR Document Name and Identification

ASCRERRAE (B AR B B BR 2 7] B 5 IAIEME 25 R (faj#x GDCA CPS.
A CPS), CPS Jy“Certification Practice Statement” {145 . TEASCRYH, CPS & [HF AT
HE SR SCR RR ARG 4R . A7 RARRAS CPS BT (5 BiE S H % 3.

A CPS LA sCRUE AR AT, 57 9 A 5 v SCHAS H AT AR5 S, R RA A ST
FRAS g o
This document is called "GDCA Certification Practice Statement " (abbreviated as “GDCA CPS”, or

“this CPS”). And CPS is equivalent to “GDCA CPS”. Please refer to Appendix 3 for detailed
revisions of this version.

This document is the Chinese-English bilingual edition of GDCA CPS. In case any inconsistency or
conflict between the Chinese and English versions, the Chinese version shall prevail for all
purposes.

1.3. PKI 253 PKI Participants

1.3.1. B FIEARS P Certification Authorities

GDCA =R#E (e NRILME R 724 CRTIERS E#INE) M, K
EWAL IS 5 =07 R IAE AR S H1LA . GDCA i 45 T Hi 58 5 TG 1) 1) % 7 E A4
RAEFAUES . SRAECTHIE-B IR AR 55 5 T BUm SOV L T IETE SIS 5 14k

GDCA is a trusted third-party electronic authentication service authority established by law pursuant
to "Electronic Signature Law of the People's Republic of China" and "Measures for the
Administration of Electronic Certification Services". GDCA becomes a participant in electronic
authentication activities by issuing certificates and providing certificate verification services to the
parties who engage in electronic transactions.

14
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1.3.2. AL Registration Authorities

GDCA [FEZIF BIE ML 24 GDCA 1IERFZFRUG LS4y AWM, BFEIEBE
MR (RA) Wby, FRBAMZI S (LRA) 25, JEMHLIKIZE AN GDCA HiE-fHiE
BT VE M R SR

Registration Authorities are branches authorized formally by GDCA, including Register Authority
(RA), Local Registration Authority (LRA), etc. A Registration Authority is an entity that establishes
registration process for certificate applicants.

1.3.3. T Subscribers

FERTEANAF, TP RLE TS ANBUESRAA N, & GDCA ML+ 15
AP, ATLGRA AN MU BB A AL AR i 2 B s RS 4B T %
S A R

In the application of electronic signature, subscribers also called electronic signers or certificate
holders are end users of the certificates issued by GDCA. The subscribers could be the individual,
organization or components of infrastructure such as router, firewall, server or other equipment
used for secure communication.

1.3.4. I Relying Parties

GDCA HIUEFARH 2454 T X GDCA $&{t Fi T IR 2 v i 725 44 A9 (5 4t i A
FH RGBSR . ZAETT LUE, AT BLAZE GDCA H—MEFT .

Relying Parties are the entities who are engaged in related electronic certification activities based
on its trust of the electronic signatures provided by GDCA. This entity may, or may not be a
certificate subscriber.

1.35. HAhZ 53 Other Participants
HAhZ5EH 26N GDCA [ HL T INUETE BhHE A AR 55 1 o Ath S

Other participants are the entities that provide related services in electronic authentication activities
of GDCA.
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1.4. EPHRH Certificate Usage
1.4.1. EEHEBR A Appropriate Certificate Usage

GDCA HJiT JUEF 2 AHE TS, #EIERRMAAR, HAEMRINE. flamdA
EF SRR IR R A IR . BN OA RSG5, HUIEF FREEAT I b B SE,
WAL R R IR B S BEAT (5 BiBE a5 . Br 1 BRUOIEFARR K R 5 43 1A
[T EGIE-B RN 225 4h, GDCA 1T JHIEF AT LU 2 B IR BT BST « HEL T 95 S ot
e teimzhh, DLSEIEMIGIE. 7244 RBEERINE SF H A, RIS o mi O ELIC )
EAE BALEEXUT S (AR A LSk AL AE B e B A O 1k

Subscriber certificates of GDCA are widely used. Different types of certificate are applicable for
different cases. For example, individual certificate is used for sending encrypted e-mails with digital
signatures, logging into OA system, etc.; organization certificate is used for online tax declaration,
etc., and equipment certificate is used for identifying equipment and encrypting communication
tunnels, etc. Apart from different applications caused by the identity of the certification subject,
GDCA subscriber certificates can be widely used in e-government, e-commerce and other social
activities to realize identity authentication, electronic signature, and encryption of data etc.
Meanwhile, it can be used to ensure the validity and authenticity of identity between peers of
communication via Internet as well as the integrity and confidentiality of information.

GDCA %R HE+s, MIhfe Loy LU 2 N 412 4 2

1 B ESetE, fRIERAH GDCA SRS HIE R # S 1) &kt

2. IOUEE BN, IR GDCA Uil BREZ &40, o] LGRS BAEL 16
RSN, RIEFMBINE SR .

3. EEMINLENE, TRUFAEE T IO B B IINLE I, Ao it EE 45 How R AR AT .

4. FUHOEE, WHBATARAE 5 AN W] HRAGE A0 45 R 40 7 28 44 EAT R IE

Certificates issued by GDCA can meet the following security requirements by functionalities:

1. Authenticity of identity: the certification can ensure the validity of certificate holder using GDCA
trust services.

2. Verification of integrity: the assurance to an entity that data has not been tampered and further
verifies the consistency of information between sender and receiver using certificate of GDCA.

3. Confidentiality: the certification can ensure the confidentiality of information during
transmission, and avoid the leakage to other non-authorized parties.

4. Non-repudiation: the certification can ensure the non-repudiation of transaction entities by
verifying the digital signatures.

RAEEFFHRM, GDCA Frz K FREH AN NFIEF . PUSEIES . w&RIEH.
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SSL g5 asIE . ARURSAE A4 RUEFS 4. Horh:

® X T AUERANUGEIES, RIS KRB 2%k, %5770, RARP
BEEAE, SOy 428, KlE, LS Rm, En)77 208

® X SSL RS#FSIET, X434 DV SSL (Domain Validation SSL) iiF-fi. IV SSL

(Individuals Validation SSL) 1iE+i. OV SSL (Organization Validation SSL) iiF 34

EV SSL (Extended Validation SSL) 1iF-17;

® TR ZIUET:, N AL A IE A EV ISR AZAES

® IR A X Hk AT 3K

According to the types of certificate, the certificates issued by GDCA include Individual Certificates,

Organization Certificates, Equipment Certificates, SSL Server Certificates, and CodeSigning
Certificates.

® For Individual Certificates and Organization Certificates, GDCA classifies them into four
categories according to the security level, authentication method, and private key protection
mode of the certificate. The higher the class, the higher the security level, and the more strict
the authentication method;

® For SSL Server Certificates, there are DV SSL (Domain Validation SSL) Certificates, IV SSL
(Individuals Validation SSL) Certificates, OV SSL (Organization Validation SSL) Certificates
and EV SSL (Extended Validation SSL) Certificates;

® For CodeSigning Certificates, there are normal CodeSigning Certificates and EV CodeSigning
Certificates;

® Equipment Certificates have no classification.

VP AT DRSS SEBR AR 22, 1 ) WA ok s SR AT R & TG AE F 2R, ASFIESS A
A AN R AR LV

Subscriber can choose suitable type of certificates based on actual requirement. Different
certificates are applicable for different cases.

1.4.1.1. A ANFSEFH Individual Certificates

MU LR N NS, DN NEAS A RN SEFE SN B, WA 55 5y fnlk 5 T
ey

Individual certificate is a digital certificate that is issued to the individual, including natural person or
personnel with specific identity, such as civil servant and employee, etc.

AN NIGEF 2 RLLURIUE CGF 122N AIEH. 58 2 BN NEPAER T SSL iEH Al
RIBZEZAET):

There are four different types of individual certificate (Type | and Type Il individual certificates are
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not applicable to SSL certificates and code signing certificates):

51 EANNIER——EE W A5 B A 3 R AR R AR I DGIE DI RS, 38 TR A2
TS U . FRIE SR 1 A NIEBR BRI 4y Bk, GDCA R FHHHIEH 7 Frig 58
S, WmEFgHbE. TS, 55 1 A NUEF AT DUF %0 22 42 SR AN & 11 HL 1S
254 i 4] Jo R SR S e I NS 5 %

Type | individual certificate provides the basic authentication function in the process of online
information transmission, which is applicable for the cases of the low security requirement. There is
no need to offer identity information when applying for the Type | Individual Certificate. GDCA just
need to verify the information submitted by users, such as e-mail address, mobile phone number
and so on. Type | Individual Certificate can be used for e-mail signatures with low security
requirement, client-side authentication, and small transactions that do not require any identify
certificate etc.

55 2 R MNEH——3RBHE M _EA5 AL R TP B AE 5 BN Mg 7254
FIIRE, WX AT € ER B AR HE S 2 R IR F 3R AT BRI 5
fr5ERHME S, GDCA TEISIE M R A M5 2, WA, 20 i BUsER =I5 $de 2%
T A EAN NI B 2o 28 2 R NAE AR UM ELIR I B3 FP AR A 5 5 o

Type Il individual certificate provides the identity authentication, data encryption and digital
signatures etc. in the process of online information transmission. It is applicable for the cases of the
high security requirement. When applying for Type Il individual certificate, GDCA requires the
applicant to provide some personal information, to verify the information submitted by users and, if
necessary, to authenticate the identity of the individual through an authorized third-party database.
Type Il Individual Certificate can be used for login through internet and the transactions with
medium amount payment.

55 3 A NIEHS——SEHE M A5 B A% 3 2 o 22 2 J00 B mi i B A IE - 15 200
W TR A ST RE, G A EOR B R R . HE S 3 RS NIES I F
PR S5 B R, GDCA i Z506f S 473 Ok R R M RHE AT B0AIE, SR 7
AATPOE T E . AU 1A SR D5 SUEEAT B B0Ks FR I 38 3R 20 1015 2 5 BUBR = 5 Bl
JE R A5 AT BEXT IS . 58 3 S8 ANUEAS T DL T3 N A AR SE) B A IE « BRI
LRSS 5 55

Type Il individual certificate is used in the process of identities authentication, information
encryption and digital signatures etc. during online information transmission with higher security
level, applied for application areas with higher security requirement. GDCA requires the user to
provide complete identity information and application materials when applying for the Type IlI
individual certificates. The GDCA must authenticate the identity data and application materials
through voices, videos, photos, etc., or compare the information with authoritative third-party
database. Type lll Individual Certificate can be used for the authentication of specific application
system and e-commerce transactions with large amount payment.
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R NUEA—— LB W A5 B AR I RE b 22 A 40 foe e 1 SO AIE S 45 2 00
R AF I RE, 8 TR R e ERAR AN AT FRE S 4 R NERI f e
LR REM S5 B IR R, GDCA WAZIUE e 157 AL, 41 1R A5 BRI It T 0 1 F 46
5507 AT WA, EANE LA UK RS R A2 (015 2 5 BUBER =5 K e vh ) A5 B gk
EEXTIRAIE. 5 4 8N NIEBSATBLA T s T A R EIT . KB T 5558 5 5%

Type IV individual certificate is used to achieve the highest security level of identity authentication,
information encryption and digital signature functions during online information transmission. It is
applied to the cases with highest security levelst. Users are required to provide complete identity
information and application materials when applying for Type IV individual certificates. GDCA must
verify the identity by voice, video, photograph, or face-face verification, etc. Type IV Individual
Certificate can be used for the signing of electronic contracts and large amount payment of
e-commerce transactions etc.

1.4.1.2. HLHIZKIEF Organization Certificates

MR LS U BB THIE S, HUM ARG L Ar . BURHLR. Hha iR sE.
GDCA NRER S 1 RANEE 2 RHUVIE S, HAEKEH 3 KM 4 RHUIES

Organization certificate is a digital certificate that is issued to organization, including enterprise,
institution, government and social organization, etc.

GDCA does not issue Type | and Type Il Organization Certificates, and only issues Type Il and
Type IV Organization Certificates.

55 3 FMUMIE A ——SEBUE W _E A5 B AR R T I B UGIE S (5 B Ins M2 4
HIIRE, G TX R a ERE RN SR, FIEEE 3 RAUMIE P /& IR 4t B S
FRNHIEAEL, GDCA WA ZUN UL BERE I R AT BT S0k, 98k i J7 2nT LA
RS I 98 R AR D5 AT B A B O B SR AL 015 RS BB =7 Bl T (5
BT LEXTIRAE . 25 3 FHUMNIEF AT U 55 € M R GE I S AIE . B0728 44 . I

garay
u_lﬁ‘o

%

Type Il Organization Certificates are used for authentication, information encryption and digital
signature in the process of information transmission on the Internet. It is applicable for the cases
with high security requirements. Subscribers are required to provide complete identity information
and application materials when applying for Type Il Organization Certificates. GDCA must verify
the identity by voices, videos, photos, face to face verification or compare the information with
authorized third-party database, etc. The certificate can be used for the authentication of specific
application system, digital signature, and encryption etc.

55 4 BHUHIE B——S AL W _EAF B ARSI R P 22 2 00 i) 5 3 GIE S 15 BN
TR ETIRE, G0 2 A BRI N A8, FR ISR 4 SEHLRIEFS I 7 $ 43t
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SEREM S5 B ISR, GDCA Wbl 15 & AU 411 8 S8 BRIt T % T 1 46531
S0 AT, AN IR B RS HIAE B BB = J7 Bl B 1045 B AT L
XL ZZOEFR U2 L USB Key S NEIANAES, AT FRTERNZET. K
WU TR 5528 5

Type IV Organization Certificate is used to achieve the highest security level of identity
authentication, information encryption and digital signature functions during online information
transmission. It can be used in the cases with highest security level. Subscribers are required to
provide complete identity information and application materials when applying for a Type IV
Organization Certificate. GDCA must verify the identity by voices, videos, photos, face to face
verification, and compare the information with authorized third-party database. The certificates must
be used with USB Key. They can be used for the signing of electronic contracts and e-commerce
transactions with large amount payment etc.

1.4.1.3. & RKIEFH Equipment Certificates

IR 25 B OB TS, SO AR ARST A%« B kB, B R aess, IR FiE % H]
T BB I S, B 8 225 SR, Blan, 25 IS5 S AUA AOTE 1830 b
F ] DL Wt Al 55 2% 0 B 4, JFQIEE SSL N 8 18 LLAE XU BEAT I 251

Equipment certificate is a digital certificate that is issued to equipment, including server, firewall and
router, etc. It is usually used for identification and secure communication among online facilities. For
example, the browser can identify the server with certificate issued for the server to create SSL
communication channel for secure communication session.

1.4.1.4. SSL RZ-2&KFH SSL Server Certificates

SSL MR 45 #HUE iR Web WuhEE Web R4S 2% (1 54y, W LIRS T-1UE BH i 1) £ 473
BCE B $RAE SSLOINEEIE, AMEHTHRZS . SITIZEAL BURILE.

SSL server certificate is a digital certificate that identifies the website or server, applicable for
verification of website certificates and provides SSL channel. It cannot be used for signature or
verification of transaction and payment.

GDCA 25 A& 1) SSL k55 a5 2K UE F a4 LA DU b

® EVSSLiE+ (Extended Validation SSL Certificates), B[4 i 56 iiF 4 iR 55 %% iiE 5

® OV SSL i (Organization Validation Certificates), B[ 75 BL5611E ki ik Bl B LK B 5k
Sy HIFRHEY SSL I

® |V SSLiEP (Individuals Validation SSL Certificates), B[ 75 ZIGIE M BG4 5 #H N A
S bR SSL AIEFS
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® DV SSL iFf5 (Domain Validation SSL Certificates), B H 3&A1F /X vk 35 42 B A A5 f 1
574 SSLAEP
SSL server certificates of GDCA include the following:

® EV SSL certificate (Extended Validation SSL Certificates), the extended validation SSL
certificates.

® OV SSL certificate (Organization Validation Certificates), the SSL certificate requires to verify
the identity of the organization that owns the website.

® |V SSL certificate (Individuals Validation SSL Certificates), the SSL certificate requires to verify
the individual identity of website owner.

® DV SSL certificate (Domain Validation SSL Certificates), the SSL certificate that only verifies
the ownership of the website.

Horr, OV SSLAES. IV SSL ik Al SEB W sl L 45 S5 R0 00 85 LA K X sl £ 473 (1 980 11
Tifg, DV SSL k45 R R LM s L2 (5 B & The. EV SSLE+Hi#E7E (GDCAEV i
FHETF YA Y, A CPS A FE Xt H kAT H A ik

SSL 45 #E A BRI A AR, ki 4s . BURH AL 4.

OV SSL certificate and IV SSL certificate provide the functions of information encryption and
verification of website identity. DV SSL certificate only provides information encryption. The
issuance and usage of EV SSL certificate conforms to “GDCA EV CPS”, which is no longer covered
in this CPS.

The types of domain names in SSL server certificates are not restricted, e.g. .com, .gov etc.

1.4.15. RALZ A4 JSUEF CodeSigning Certificates

BB ZEAAEFAR IR BATFA RS FIRIEECE AT, HAEH T8 USR8 4, A
BT RELZ G A ISR .

ARBSLE A UEFAT P &, AMPRASZE G UL T XERE AR . 1=
BURAE SRR

CodeSigning certificate is a digital certificate that identifies the source or owner of the software
code. It can only be used for digital signature and cannot be used for transaction, payment and
encryption, etc.

Subscriber must commit not to sign malicious software, virus code, infringement software and
hacker software using CodeSigning certificate.

RAGZE L ZAE BAFEE@ERBE LU EV RIS ZIET, EV AL 4LZE A
B @RS A I A ThRE, BTN R I D JUE G AR G0 — 1 A% & 4 S Ebs i ——
EV Code Signing Guidelines. EV fRIBZEZE 151845 (GDCA EV k15 H-F I E ML S5 BE ),
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CodeSigning certificate includes normal CodeSigning certificate and EV CodeSigning certificate.
EV CodeSigning certificate has all functions of normal CodeSigning certificate. The difference of EV
Code Signing is that the issuance and usage of EV CodeSigning certificate must follow EV Code
Signing Guidelines. EV CodeSigning certificate conforms to "GDCA EV CPS", which is not covered
in this CPS.

1.4.1.6. ZHAE R HEH IR X R A5 RS CP Object Identifiers of Certificates

1B NIUET IR 1.2.156.112559.1.1.1.1

55 2 B NIEP5ER%: 1.2.156.112559.1.1.1.2

3 B NIET5 IR 1.2.156.112559.1.1.1.3

4 B NIET53R g 1.2.156.112559.1.1.1.4

55 3 ZRHUME T 5ER%: 1.2.156.112559.1.1.2.1

55 4 ZKPUAE P 1.2.156.112559.1.1.2.2

WA IE % : 1.2.156.112559.1.1.3.1

OV SSL iEPSEmext R bRiHFT: 1.2.156.112559.1.1.4.1 J 2.23.140.1.2.2 (Baseline
Requirements 3R )

IV SSL EF A RARIRFF: 1.2.156.112559.1.1.4.2 K 2.23.140.1.2.3 (Baseline
Requirements 3K )

DV SSL iE5EmE 4t GbriifF: 1.2.156.112559.1.1.4.3 K 2.23.140.1.2.1 (Baseline
Requirements 3R )

EV SSL ilFF5 55 m&t G brii 4 1.2.156.112559.1.1.6.1 }% 2.23.140.1.1 (EV Guidelines
RO

eI ARG RS 44 AR A5 SRS RARIRAT: 1.2.156.112559.1.1.5.1

EV A2 0E -1 5 IS0 SR IAAT: 1.2.156.112559.1.1.7.1

BT A NIEF SR RAFIASRT: 2.16.156.339.1.1.1.2.1

B T AN IE P SR X RAFIASRT: 2.16.156.339.1.1.2.2.1

Type | individual certificate policy: (1.2.156.112559.1.1.1.1)

Type Il individual certificate policy: (1.2.156.112559.1.1.1.2)

Type Il individual certificate policy: (1.2.156.112559.1.1.1.3)

Type IV individual certificate policy: (1.2.156.112559.1.1.1.4)

Type Il organization certificate policy: (1.2.156.112559.1.1.2.1)
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Type IV organization certificate policy: (1.2.156.112559.1.1.2.2)
Equipment certificate policy: (1.2.156.112559.1.1.3.1)

OV SSL server certificate policy: (1.2.156.112559.1.1.4.1) and 2.23.140.1.2.2 (required by the
Baseline Requirements)

IV SSL server certificate policy: (1.2.156.112559.1.1.4.2) and 2.23.140.1.2.3 (required by the
Baseline Requirements)

DV SSL server certificate policy: (1.2.156.112559.1.1.4.3) and 2.23.140.1.2.1 (required by the
Baseline Requirements)

EV SSL server certificate policy: (1.2.156.112559.1.1.6.1) and 2.23.140.1.1(required by the
EV Guidelines)

General CodeSigning certificate policy: (1.2.156.112559.1.1.5.1)
EV CodeSigning certificate policy: (1.2.156.112559.1.1.7.1)
Hong Kong-Guangdong mutual recognition individual certificates: 2.16.156.339.1.1.1.2.1

Hong Kong-Guangdong mutual recognition organization certificates: 2.16.156.339.1.1.2.2.1

1.4.2. FR %! iIiE35 B2 B Prohibited Certificate Uses

B RBMPESS, AR RN A R RERNEER S mE S Mg, fln, DAIIE
BHREEF TN AR RN, A GELE IR S5 25 S UIE A, FURIESASRENE 9
NATB AT R, BEF R ARENE NN AAWUIE TS RAE A - 50 S RA— 2
HIEF, AR#A CPS RN AT{E(T:.

Each certificate shall only be used to in dedicated usage corresponding to the subject’s identity. For
example, the Individual Certificate can only be used as individual case rather than the cases being
used as Equipment or Organization Certificate; the Organization Certificate cannot be used as
Individual and Equipment Certificate; the Equipment Certificate cannot be used as Individual or
Organizational Certificate. Certificates shall not be deemed as trusted by this CPS if they are not
corresponding to their respective usages.

UEF AR LA AR e B 50 L IR B K 2 e i 8 N A, AR IR AEAR ]
HVRIUIRIE S B ER AR I A AR SO S5 AR, A5 U e AR SR BT B AT AR
Rl B, ERARTERT . AR AR Tl b i %, s
TEORBIRM N &, A% R IR WAL SATBOE IR AR S 2@ i H R
oA R G, ROV E AR SRR T RE S BOLT. N G305 35 5™ A BERIR

The GDCA certificates are prohibited to be used in circumstances, such as any violation of state
laws, regulations and national security or legal consequences, in addition, the GDCA certificates
are prohibited to be used in business that involves criminal activities, or in business forbidden by
laws, otherwise all legal liability that triggered by this will be taken consciously by subscribers
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themselves. Special note here, the certificate is not designed for, not intended for, not authorized for
control equipment in danger, or for the occasion where the failure is required to avoid, such as
operation of nuclear equipment, navigation or communication systems of shuttles, control systems
of air traffic or weapons, since these faults or failures may lead to death, personal injury or serious
environmental damage.

1.5. $SEE&RFH Policy Administration

GDCA %452 i 22 GDCA HL T INEARSS T A SRms 1 e ey B, Ao E
ALHE CPS, JH1EA CPS SIZjifi i 7 W ) dae ik e AL o

GDCA Security Policy Committee is the highest management authority responsible for review and
approval of policies of electronic certification services, as well as the highest decision organization
to perform inspection and supervision of the enforcement of CPS.

1.5.1. SRES SO E BN Organization Administering the Document

SR SCRA S BENLF ) GDCA % 4 SRS 2 DA 2, ARON SIS B LA T s T %A
BT A CPS. GDCA % &ML i~ R TAREEHZ . ATE O B0, R
oty 2 AR ST TR ST SRS A G AR ALK

AN HEME SCR RS A0 A A 55 55 H O AT AT BUE B 1 1952

GDCA Security Policy Committee is assigned as the document management authority responsible
for establishing, publishing and updating this CPS. The committee consists of the relevant
representatives with the right of decision-making from GDCA’'s management, administrative center,
marketing center, technology center, and customer service center, etc.

Consultation of this policy document to the external parties and other routine jobs are undertaken
by the administrative center.

1.5.2. EE & A Contact Person
1.5.2.1. iEP GRS Certificate Problem Report

I 1) AR SR P v SR At LR 7 e — 3258, HAE P i SR e i A
i B 5L -
® KHRfEZ: webtrustreport@gdca.com.cn; I,
® i (EPAHIX): 95105813 HL
([EPrHX): +86-18929559132
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Any certificate problem reports or certificate revocation requests shall be submitted through one of
the following ways, and certificate revocation requests must be submitted in writing:

® E-mail to: webtrustreport@gdca.com.cn
® Call: 95105813 (China Olny) or

+86 -18929559132 (For International Areas)

1.5.2.2. CPS [af8 CPS Related Issues

FEATAT 2k CPS (IR, . BEIRSE, #fn] DA% LU R 7 AT IR &R
BERMI]: GDCA TEUEHE ]
KRN £t
WXk Ak https://www.gdca.com.cn/
L TR AR k. gdca@gdca.com.cn
HRAMAE: PR NRILMIE -8 )M TS XA Uit 448 5 et KR 55 23 B
HEE 4 i%: 510030
L5 A0: +86 20-83487228
R H5H5: +86 20-83486610
For any problems, suggestions, questions, etc., about this CPS, you could contact us as follow:
Contact Department: GDCA Administrative Department
Contact: Ms. Wang

Website: https://www.gdca.com.cn/

E-mail: gdca@qgdca.com.cn

Address: 23F, 448 Dongfeng Zhong Road, Guangzhou, Guangdong, the People’s Republic of
China

Postal Code: 510030
Tel: +86 20-83487228

Fax: +86 20-83486610

1.5.3. WRE CPS fF&SKEE AL Person Determining CPS Suitability for

the Policy

GDCA ‘%4 5IE 2 i1 438 N ) CPS M il & i B m BUBHLAL , & B e ki CPS.
g CPS 74 TRIS ALY o
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As the highest organization for making CPS, GDCA Security Policy Committee is a decision-making
organization to ensure the CPS is in line with CP which is responsible for examination and approval
of the CPS.

1.5.4. CPS #t#EFER CPS Approval Procedures

AHLHIF) CPS B GDCA % A Heis 23 5y 2x 4141 CPS 4’5 /N E SCRS, CPS 4’5 /1y
e UG HE S GDCA LA RIK R R ik, B iaftiti)s, £/ GDCA B J7 M
s L RAT, JERYE CRTAERSEHINE) ME, Wit Efiz HEI=+HZA
IR EY SRR S

This CPS is drafted by the team designated by GDCA Security Policy Committee. After the
completion of drafting, the CPS is submitted to GDCA Security Policy Committee for review. After
approval by the committee, GDCA will publish the CPS on its official website. Under the provisions
of "Measures for the Administration of Electronic Certification Services", GDCA should put the
record to the Ministry of Industry and Information Technology within 30 days after the publication.

1.5.5. CPS 4&1] CPS Revision

GDCA X} CPS BEAT M HINRATE ], JF i 22 HIEER A ST .

GDCA R4 [ ZX I BURVER . HORER . FRfE A0 Sk 55 K A L 48 BT A
CPS, [ %fF H1 GDCA TrustAUTH R5 ROOT iiE45. %1% R5 it CA iE+:. GDCA
TrustAUTH E5 ROOT 2K 14 CA Frs K A ILAIfEIEFIL55, GDCA iii#ls CA/B
Wiz Chttps://www.cabforum.org. ) & Aii ] £ ¥ i A< ff] Baseline Requirements. EV
Guidelines. EV Code Signing Guidelines %5k % i 1&1T CPS.

CPS %5 /NARHE DL A5 DL, CPS BT #1, 258 GDCA A s 2 il S Wi #%
ZuB AR, 1EXE GDCA B 7 Mk BR A .

A CPS Z/DFAFMBI] — K. WIRTAR U, MEBMARA S . B RN E . A&
RR [8] R ABAT I8 5%

BITJE I CPS, MXAb AT Z Hilg =+ H2Z W DI AME B &%,

GDCA will implement strict version controls on this CPS, and such work will be arranged by the
GDCA Security Policy Committee.

This CPS will be updated timely in line with the changes of national policies and regulations,
technical requirements, standards and business development. Meanwhile, for the publicly trusted
certificates issued by the subordinate CAs that are issued by GDCA TrustAUTH R5 ROOT
certificate, #{2H4% R5 # CAiF5 and GDCA TrustAUTH E5 ROOT, GDCA shall also update this
CPS according to the latest versions of the Baseline Requirements, and the EV Guidelines, and the
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EV Code Signing Guidelines of the CA/B Forum (https://www.cabforum.org).

The proposed suggestion of revision will be submitted by the team which is responsible for writing
CPS based on relevant changes, then it would be reviewed by the GDCA Security Policy
Committee. After approved by the committee, GDCA will publish the updated CPS on its official
website.

This CPS is updated at least once every year. Even if no other changes are made to the contents of
this CPS, GDCA will increment the version number and update the release date, effective date, and
the revision records of this CPS.

GDCA should submit the revised CPS to the Ministry of Industry and Information Technology for the
record within 30 days after the publication.

1.6. EXHZEE Definitions and Acronyms

1.6.1. ARiEE X—%FE List of Term Definition

ARG & X
GDCA ZAtRIEZE i4x | GDCA TAMIENR 544 2 N 1) e e SR 3 M B LA A CPS — 2
PE Y E WL
FL N E AR &5 WL AN, R, R EHEE BRI . ZAREE
T4 CAs 2k CAs.
FEMHLAA ALK (Registration Authority, RA) 4t 57 A HIAIE 5 H i 2

ANEFAT P IR SSE K, TR ZIRAZ B VAEIR ST AU, ik
ZAEAS G EALE M RE A SEAR, ST IESS RS AT
S PR IR R, RGE B IS IE TR, AR TNE
H S5 LR St SE e 45 BB B B R R RS

SE R4 T3, TSRS S dbe .

UEPHEH & M1 28 A UE S 1 FE T VAR AR S5 AL (CAD B I FEAT B 72844,
L2 Y53 B LR LE P ) A I TRV A1) 36

L UIEME 55 ) P RGEF S, Bk, B E A S BEAEZE A — 4 31

& A R G BLE A R AR

SN J\J‘ﬁ%)\ﬂEq%Eﬁlﬁ%%TE/\Eﬁ1m B R B IR

L GE. BT

% A Amﬁﬁﬁ%$mhu,%M@§ﬁﬂ%o

5 A PR E A ARG TIRPIRA RIS SRR A

FELRIE IR WX FELGUEF A A VI, AT 7 L B W S S A )
R

A H1 2 S0 A B AR DR ) D T B A, TRl R
B0, N S S I B BTN e R Ot

yNTE AP AT BRI RA R S AT RV, AT MK T

fiEH, DMZSE S5 RA MHNAV — QI B4, Mk
TSR, DUEAUH RO B A & mo RS kAT
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B R 1) B ) i A CPS ®°17 8.3 AR 2K 1) H AR N BIE R SAA

AT WA RAE I H 2R N BEA SE A

i WEESAEAS ) H AR N BIER S A, H 20T 7 Wil slif i 46K
AP S EAYNE SR e,
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WebTrust CPA fINZE KB XS YAIE IR S5 HLAI 1K) WebTrust T H 1 BIAT britE

Term Definition

GDCA Security Policy
Committee

It is the highest management and monitor function for CPS and the
decision-making agency pursuant to CPS within the GDCA

certification services system.

Certification Authority

An organization that is responsible for the creation, issuance,
revocation, and management of certificates. The term applies equally
to both Roots CAs and Subordinate CAs.

Registration Authority

A Registration Authority (RA) is responsible for processing service
requests from certificate applicants and certificate subscribers, and
submitting them to the certification authority for the final certificate
applicant to establish registration process. RA is also responsible for
identifying and verifying certificate applicants, initiating or transferring
certificate revocation request, and approving certificate renewal or
re-key request on behalf of the certification authority.

Certificate

An electronic document that uses a digital signature to bind a public
key and an identity.

Certificate Revocation List

A regularly updated time-stamped list of revoked certificates that is
created and digitally signed by the CA that issued the certificates.

Certification Practice

Statement

One of several documents forming the governance framework in
which certificates are created, issued, managed, and used.

Domain Name

The label assigned to a node in the Domain Name System.

Entry Clerk Entry clerk is responsible for inputting the information submitted by the
applicant and help the user handle certificates application, revocation
and renewal procedures etc.

Reviewer The reviewer is responsible for checking the information of certificate

application and approving certificate issuance.
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Fully Qualified Domain
Name

A Domain Name that includes the labels of all superior nodes in the
Internet Domain Name System.

Online Certificate Status
Protocol

An online certificate-checking protocol that enables relying party
application software to determine the status of an identified certificate.

Private Key The key of a key pair that is kept secret by the holder of the key pair,
and that is used to create digital signatures and/or to decrypt
electronic records or files that were encrypted with the corresponding
public key.

Public Key The key of a key pair that may be publicly disclosed by the holder of

the corresponding private key and that is used by a relying party to
verify digital signatures created with the holder's corresponding private
key and/or to encrypt messages so that they can be decrypted only
with the holder's corresponding private key.

Public Key Infrastructure

A set of hardware, software, people, procedures, rules, policies, and
obligations used to facilitate the trustworthy creation, issuance,
management, and use of certificates and keys based on public key

cryptography.

Publicly Trusted

Certificate

A certificate that is trusted by virtue of the fact that its corresponding
root certificate is distributed as a trust anchor in widely-available
application software.

Qualified Auditor

A natural person or legal entity that meets the requirements of section
8.3 of this CPS.

Relying Party

Any natural person or legal entity that relies on a valid certificate.

Subscriber

A natural person or legal entity to whom a certificate is issued and who
is legally bound by a subscriber agreement.

Subscriber Agreement

An agreement between the CA and the Applicant/Subscriber that
specifies the rights and responsibilities of the parties.

WebTrust The current version of CPA Canada’s WebTrust Program for
Certification Authorities

1.6.2. IEREIE R H A X —% 3 List of Abbreviations and their Meaning

CA Certification/Certificate Authority HL TG IR & WK

CAA Certification Authority Authorization YAEHURFZ AL

CP Certificate Policy TE SN

CPS Certification Practice Statement LTI E - 30
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CRL Certificate Revocation List B ROY A3
CSR Certificate Signing Request BRSOk
DBA Doing Business As R
DNS Domain Name System W4 A
EV Extended Validation B B /188 BRI T
(US Government) Federal Information Processing | (e mjif) BEHUE B b
FIPS Standard
HpRHE
FQDN Fully Qualified Domain Name oo e ISR 4,
Global Digital Cybersecurity Authority CO., LTD. H 22 B AC R R 0 TR
GDCA
AT
gTLD Generic Top-Level Domain 8 F THi 22 458 4
IANA Internet Assigned Numbers Authority I X S A3 B LM
Internet Corporation for Assigned Names and HEL 4 5 5 92 4 D
ICANN | Numbers
LIk
1SO International Organization for Standardization B v, 4L 47
KM Key Management QLZ%E%‘SEE
LDAP Lightweight Directory Access Protocol B B Y
LRA Local Registration Authority A HuE LA
OCSP Online Certificate Status Protocol TERIE IR TN
State Cryptography Administration Office of i 57 FH 2 50 A B
OSCCA | Security Commercial Code Administration of ‘
China IPRE
PIN Personal Identification Number AN NG AR RIHD
PKCS Public KEY Cryptography Standards NSt R s R v
PKI Public Key Infrastructure INEH LR T
RA Registration Authority LA
Request For Comments 175 3R VT A o (— b HL
RFC
P R AE)
SSL Secure Sockets Layer el A
TLS Transport Layer Security Y =y
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2B B RAi 51 B % # Publication and Repository

Responsibilities

2.1. GDCA 15 B JFE Repositories

GDCA 15 BEZ—MIAINATFIE B E, EREIRATE BUENE B R 5IE-FA X pE
5 .GDCA 15 B FE N A FEH AR T LU A% : CP A CPS 34T F1 i SE WA IiEF5 . CRL .
WL, AR GDCA R Z I R AT IS S . GDCA R S K AT B AHIESS . CPS
BATHILE GRS N, REARRIARIES CPS M XRIEHEM —5. GDCA 51
JE AT DL L :  https://www.gdca.com.cn i), B H GDCA B 45 & 3 & @ oy ik
%9“(?%[:0
GDCA repositories are open to the public. It can store, retrieve certificates and their related
information. GDCA repository includes but is not limited to the following: current and historical CPs
and CPSs, certificates, CRLs, subscriber agreements and other information published by GDCA
when necesary. GDCA will release certificates, CP and CPS revisions and so on timely that must

remain consistent with the CPS, relevant laws and regulations. You can search at
https://www.gdca.com.cn or via any other communication methods specified by GDCA at any time.

2.2. (2B KA Publication of Information

GDCA 7E 5 J5 %k https://www. gdca. com. cn KAff{E B, %Mk GDCA %
WA EEREE, BN RBUBRERE.

GDCA jE it H S %5 88 K AT BOAEF AN CRL, 1T 7 s AT LAidE i 17 17 GDCA
B MRBGIE T 1015 BAIRASIE 15126 [FIRF, GDCA R ARG IR, T
FECRRAS 5 T S A T IR A S

[FIE, GDCA K 2> M4 75 B R HUH A mT e i T RAEAT 15 B R AT .

GDCA publishes repositories on its official website (https://www.gdca.com.cn). The official website

is the primary, most prompt and authoritative channel to p