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1. #EEHERHIR Introduction

1.1. AR Overview
1.1.1 A= 4y Company Profile

B AR B BR A 7] (Global Digital Cybersecurity Authority Co., Ltd., f##K
GDCA 5 “#ziAX™"), JFEA I REFIEBIGEF DA A", BALT 2003 4 3 H
6 [1.2005 4 9 J, GDCA fkikim it 1 [ 2 % s A B = A i B A3 S = ML B (1 W v o 2
BN A E B HO\F RS (R IERRS VFRTIEY (VFRTIES . ECP44010215007) [1HLT
WIEARS M2 —; 2008 4F 12 H, 3R1GEFKEEERAL R (5% R ST
FIEY; 2011 4F 4 H, J T KSR HL R B EUS B TAE RS BE VAN, 3R1S (L
FES HFIERS P (G5 A021) #Eft. 2013 4, X HLFIAMEARS RGHAT
SM2 BT, JFilEid T E K E B R H L AR A . 2015 45, GDCA @it T
WebTrust [E Br 22 48 THAE, H& 7 EbrbsE s & 8 s ARS KF, ol LAt 4 5k
R FYAER S . AIERONL S ZRFHE, 2016 4E5 H, “J REFAEBUGEH0A R
AW HZHR Kb RBHER AR AR 7. 2017 45 8 A 11 H, GDCA fE# =t
WAL 5, BEEIRR: B A, RS 871932,

Global Digital Cybersecurity Authority CO., LTD. (abbreviated as “GDCA”, or “4{ZF4X”) with the
former name of Guangdong Digital Certificate Authority CO., LTD was founded on March 6, 2003.
In September 2005, GDCA passed the security review by the State Cryptography
Administration Office of Security Commercial Code Administration (abbreviated as OSCCA) and
the former Ministry of Information Industry by law, as one of the first eight electronic authentication
authorities granted the "Electronic Authentication Service License" (license number:
ECP44010215007) in China. In December 2008, GDCA obtained the "Commercial Cryptography
Products Sales License" issued by OSCCA. GDCA passed through the assessment of
E-government and Electronic Authentication Service Ability by OSCCA with the qualification
certificate of "E-government and Electronic Authentication Service Authority” (number: A021) in
April 2011. In 2013, GDCA upgraded electronic authentication service system for SM2 algorithm
and passed through the security review by OSCCA. In 2015, GDCA passed the assurance review
for Certification Authority by WebTrust with the international level of operation management and
service to provide digital certification service globally. For business development, GDCA changed
its name from "Guangdong Digital Certificate Authority CO., LTD." to "Global Digital Cybersecurity
Authority CO., LTD." in May, 2016. On 11 August 2017, GDCA was admitted to the National Equities
Exchange and Quotations (NEEQ) of China, with a stock abbreviation of “4% /%" and stock code
“871932".
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GDCA B4 Jm, J& “T" AREFIEFHIMEF AR AR " W57 ii5. NamMmas
A el “ B ABSRmAR AR A%k, fEEXHTS GDCA LA “T  AREUTHIE
FEF DA RA R 4 AT AR PRI H T REBFHEFAEF LA R
"7 A BRI LS5 h “ B AR BB AT IR A =] 7 7RGk

Since then, all assets, debt, rights and business of "Guangdong Digital Certificate Authority CO.,
LTD." were inherited by GDCA and all the rights and obligations of the contracts and agreement
signed by "Guangdong Digital Certificate Authority CO., LTD." were inherited by GDCA.

Heg AR “BUEL ~E. Tl BT ko EN, BAT “EEBRER T
b fsidr, BOT TN “— AT ER SR 7.

GDCA upholds the corporate values of “Authority, Credibility, Professionalism, and Innovation”,
fulfils the corporate mission of “Trust Connects Parties from all over the World”, and is committed to
becoming a “first-class online trust service provider”.

1.1.2 BTFNIENESN (CPS) Certification Practice Statement (CPS)

ARSI (FEFR CPS) ¥ (e NRILAE B 728450 (FTIAIE
MRS EFINED . CRTVIEIRSS B E BINE) SRR 2K, 14N E T GDCA
SR T IAIEAR ST BEAN IR L TR S5 i AR LK B TR S AR 2
HHTAERI DT, A CPS H GDCA il A JF R AT A i J i 725 41T 7 . KA Al
HAbMRXZ 5%, U#ifk GDCA Pty T IEIRS £ aik. Tk, BUBHISE =7
R UERSS . X T GDCA Frig it T BRI STETE A CPS t45 T 1 B
THHIRLE -

Pursuant to the requirements of the “Electronic Signature Law of the People's Republic of
China”, "Measures for the Administration of Electronic Certification Services", "Measures for the
Administration of Cipher Codes for Electronic Certification Services" and other related laws and
regulations, this Certification Practice Statement (abbreviated as CPS) outlines the overall
processes that GDCA employs to provide electronic authentication services, illustrates the set of
rules that GDCA conforms to in offering the electronic authentication service, and elaborates on the
responsibilities undertaken by the participants of such services. GDCA makes this CPS available to
the subscribers, relying parties and other relevant participants through open publication to ensure
the validity, professionalism, and authority of GDCA's electronic authentication services. This CPS

also clearly defines the limitation of liabilities for the electronic authentication services provided by
GDCA.

A CPS Frili& i) N 25187 (GDCA E-i5ER%) (http://www.gdca.com.cn/cp/cp), [Al
Bt (BB AR LU R ENIE R K (L1 A D)
( http://gdii.gd.gov.cn/xxh3236/content/post_945261.html ) . 7E 474 CPS [ fE
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(GDCA IEH5%) 5 (B TR UES LIE SIS AN BHNAERIZLLT
P AL FE o - B S 5 AR IEAE (B i 724U YIRS 5ms ), M H
TERE P A SMIE T EIE (GDCA TEFSENE ). UEF5 2 15 B T+ B k5 58 HA T
AT R IE 5 SR (R0 SR IR R AT o

This CPS conforms to both "GDCA Certificate Policy" (http://www.gdca.com.cn/cp/cp) and
"Certificate Policy for Mutual Recognition of Electronic Signature Certificates issued by Hong Kong
and Guangdong (version 1.1)" (http://gdii.gd.gov.cn/xxh3236/content/post_945261.html). The
following principle shall prevail in case of any conflicts exist between the above two policies: the

certificates applied to mutual recognition of electronic signature certificates issued by Hong Kong
and Guangdong conform to " Certificate Policy for Mutual Recognition of Electronic Signature
Certificates issued by Hong Kong and Guangdong", while other certificates conform to "GDCA

Certificate Policy". Whether a certificate is applied to the project of “Mutual Recognition of
Electronic Signature Certificates issued by Hong Kong and Guangdong” can be determined by the
object identifier of certificate policy.

GDCA %415 CA/X Y #8181 (CA/Browser Forum, [EPR4HZH, N HREFR CA W%
Kk B, 2 E CA [E Brbr i LR , https://www.cabforum.org) & #i i i i A< ) Baseline

Requirements for the Issuance and Management of Publicly-Trusted TLS Server Certificates

(T Fx“ Baseline Requirements”) . Network and Certificate System Security Requirements ( {&j
X “NCSSR”). Guidelines for the Issuance and Management of Extended Validation
Certificates ( {4 #% “ EV Guidelines ”) . Baseline Requirements for the Issuance and
Management of Publicly-Trusted Code Signing Certificates ({#% “Code Signing Baseline
Requirements ” ) . Baseline Requirements for the Issuance and Management of
Publicly-Trusted SIMIME Certificate (f&#fx “S/MIME Baseline Requirements”) 2 Adobe
RGN T RAT the Adobe Approved Trust List (AATL) Technical Requirements (fiFx
AATL FERZER) #ATEERANE BRI SR SSLITLS EH M. AUSEE44 U+
SIMIME %4 B {HIEF A Adobe SCHYAE AR, wiNEE H IO, JRERFEARE H
RATIABEATEIT CPS, WA CPS 5 CAM W2tz (CA/Browser Forum) KA
FHORHRERITE i 25K AN — 2t 7, W0 BL CAN NE #8842 1E 2R AT I HTE it

GDCA conforms to the latest versions of the Baseline Requirements for the Issuance and
Management of Publicly-Trusted TLS Server Certificates (hereinafter referred to as “Baseline
Requirements”), Network and Certificate System Security Requirements (hereinafter referred to as
‘NCSSR”), Guidelines for the Issuance and Management of Extended Validation
Certificates(hereinafter referred to as “EV Guidelines”), the Baseline Requirements for the Issuance
and Management of Publicly-Trusted Code Signing Certificates (hereinafter referred to as “Code
Signing Baseline Requirements”), Baseline Requirements for the Issuance and Management of
Publicly - Trusted S/IMIME Certificate (hereinafter referred to as “S/MIME Baseline Requirements”)


http://www.cabforum.org/
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published by CA/Browser Forum (an international organization, also known as international CA
browser alliance, to establish international standards of CA, https://www.cabforum.org), and the
Adobe Approved Trust List Technical Requirements of the Adobe Systems Inc (hereinafter referred
to as “AATL Technical Requirements”) to issue and manage the publicly-trusted SSL/TLS digital
certificates, publicly-trusted code signing certificates, S/IMIME certificates, and Adobe PDF signing
certificates. GDCA regularly checks the updates on CA/Browser Forum’s website and continually
revise its CPS according to these updates. The specifications of the CA/Browser Forum shall
prevail in case of any discrepancies between the provisions of this CPS and the standard

specifications published by the CA/Browser Forum.

4 IETF PKIX RFC 3647 CP/CPS HEZE, A& CPS /ML, s GDCA L
PRSI W22 Al it Mk 55 B KRR . AR B RFC3647 HITEAR RN k=,
S CANER” FANBEAZENAEH.

Pursuant to the IETF PKIX RFC 3647 CP/CPS framework, this CPS is divided into nine parts that
cover the security controls and practices and procedures for GDCA's certificate services. To
preserve the outline specified by RFC 3647, section headings that do not apply are accompanied
with the statement “Not applicable”.

1.1.3 GDCA iEHEREEF GDCA Certificate Hierarchical Architecture

GDCA HHlE 7 MBIEH, 7358 ROOTCA iE45 (RSA). GDCA ROOT CA iF5.
ROOTCA iF5 (SM2). GDCA ROOT CA1 iF45. GDCA TrustAUTH R5 ROOT iE -+,
Bz A% R5 H2 CA IE+5. GDCA TrustAUTH E5 ROOT iE-. &M CA N 14 CA,
DAZE R FAETS . GDCA REERIMEF ) CAET.

Currently, GDCA has 7 root certificates, including ROOTCA certificate (RSA), GDCA ROOT CA
certificate, ROOTCA certificate (SM2), GDCA ROOT CA1, GDCA TrustAUTH R5 ROOT certificate,
Kz A8 R5 HE CA certificate and GDCA TrustAUTH E5 ROOT certificate. Each Root CA has
Subordinate CAs to issue subscriber certificates. GDCA does not issue external Subordinate CAs.

1) ROOTCA (RSA)

ROOTCA
(RSA2048-bit)
[
- t(’iul?i‘:f’ff“ﬁflfl’ﬂi_iW GDCA TrustAUTH R2 CA
(RSA1024-bit) (RSA2048-bit)
[ .
Individual Organization Equipment Other Individual Organization Equipment Other
Certificate Certificate Certificate Certificates Certificate Certificate Certificate Certificates

ROOTCA(RSA)IE )& E Z S 08 B ARIE 1S, 5N RSA, WREHAKE N
2048-bit, FE&MH Y CAUEF, Hrh: (1) GDCA Guangdong Certificate Authority iiE


http://www.cabforum.org/
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Hi, BN 1024-bit, 2R FHHKEA RSA 1024-bit (1A NKIEF . HUEZEIES.
WA FIEBAHEAZRIE S (2) GDCA TrustAUTH R2 CA IE1S, # 4K 2048-bit,
2R A RSA 2048-bit A1 RSA 1024-bit [N AZKIET . FUAZRIE . B&KIER
AFABSRIE .

ROOTCA (RSA) certificate is a root certificate of OSCCA using RSA algorithm with 2048-bit root
key length. There are two subordinate CAs under this ROOT CA, including: (1) GDCA Guangdong
Certificate Authority certificate with 1024-bit key length is used for issuing RSA 1024-bit individual
certificates, organization certificates, equipment certificates and other certificates. (2) GDCA
TrustAUTH R2 CA certificate with 2048-bit key length is used for issuing RSA 2048-bit and RSA

1024-bit individual certificates, organization certificates, equipment certificates and other
certificates.

ROOTCA (RSA)IF 15+ 2025 4= 8 H 23 HEI.
ROOTCA (RSA) expired on August 23, 2025.

GDCA Guangdong Certificate Authority iiF 5 2015 4F 7 J 19 H#|}, 20154 1 A
1 Hjid, GDCA A~ FAfi 1% CAIEF %5 K 1T 1 iE+: . GDCA TrustAUTH R2 CA iiF 453 2018
12 A 15 HEIM, 2017 412 F 15 Hild, GDCA ANFH# 1% CA IE B R IT FHET .

GDCA Guangdong Certificate Authority certificate expired on July 19, 2015. From January 1, 2015,
GDCA no longer used it to issue subscriber certificates. GDCA TrustAUTH R2 CA certificate expired
on December 15, 2018. From December 15, 2017, GDCA no longer used it to issue subscriber
certificates.

2) GDCAROOT CA (1024-bit)

GDCA ROOT CA
l
GDCA Guangdong
Certificate Authority
[
Individual Organization Equipment Other
Certificate Certificate Certificate Certificates

GDCA ROOT CA IE TR % £AK & iy 1024-bit, 1 GDCA Guangdong Certificate
Authority iIE+s, PRy 1024-bit, 25K %HIK ALY RSA 1024-bit H NJKIEH . #l
FIZRUE TS W& RUE B AR IUE 15
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The length of GDCA ROOT CA certificate root key is 1024-bit. There is a GDCA Guangdong
Certificate Authority certificate under this ROOT CA, used for issuing RSA 1024-bit individual
certificates, organization certificates, equipment certificates and other certificates.

GDCA ROOT CA iiE+i1 2024 4 12 F1 11 H 2.
GDCA ROOT CA certificate expired on December 11, 2024.

GDCA Guangdong Certificate Authority i 5T 2024 4F 1 H 12 H#|#, 2016 1 H
1 Hig, AFEHZ CAERZRIT FHET.

GDCA Guangdong Certificate Authority certificate expired on January 12, 2024. From January 1,
2016, GDCA no longer used it to issue subscriber certificates.

3) ROOTCA (SM2)

ROOT CA
(sM2)

GDCA PublicSM2 CA1l

GDCA TrustAUTH E1 CA

GDCASM2 ICA
Individual Organization Equipment Other
Certificate Certificate Certificate Certificate

ROOTCA EFs (SM2) 2 [ 5 & i B FARIE T, # %5y SM2, REHIK
% A 256-bit, ¥ Guangdong Certificate Authority (GDCA TrustAUTH E1 CA) iF,
AR N 256-bit, 25Kk KH E % 5L SM2 A NZE . HURZKIE . & JED
A HAh2EUE . Guangdong Certificate Authority (GDCA TrustAUTH E1 CA) % GDCA
SM2 ICA 15 & GDCA Public SM2 CAL iE+, &K % 5% SM2 (1 N SKIEF
MURZRIESS . W& 2RUE PR A 2RIE 1S
ROOTCA (SM2) certificate is a root certificate of OSCCA using SM2 algorithm with root key length
of 256-bit. There is a Guangdong Certificate Authority (GDCA TrustAUTH E1 CA SM2) certificate
with key length of 256-bit under this root CA, used for issuing individual certificates, organization
certificates, equipment certificates and other certificates with SM2 algorithm. Guangdong Certificate
Authority (GDCA TrustAUTH E1 CA) issued GDCA SM2 ICA and GDCA Public SM2 CA1, which are

used for issuing individual certificates, organization certificates, equipment certificates and other
certificates with SM2 algorithm.

ROOTCA iE+H (SM2) ¥+ 2042 47 H 7 HEIHA,

ROOTCA (SM2) will expire on July 7, 2042.
Guangdong Certificate Authority (GDCA TrustAUTH E1 CA) iEH47E 2034 42 6 H



[] SR RIXZIRIGBEIRDE
m (RO TR e Secun ity AThonityg Coe Lo GDCA %%‘U\‘L[E—\J_k%%m)rlu (V6. 4 ﬁ}i)

21 HEH, 2030 41 H 1 Hile, BAFEHIZ CAUERZEKIT ik,

Guangdong Certificate Authority (GDCA TrustAUTH E1 CA) certificate will expire on June 21, 2034.
From January 1, 2030, GDCA will no longer use it to issue subscriber certificates.

GDCA SM2 ICA ilE +5#7£20334F¢12 131 H #H, 2030 4F 1 H 1 Hile, KA
% CAUEHRERIT FEF .
GDCA SM2 ICA certificate will expire on December 31, 2033. From January 1, 2030, GDCA will no
longer use it to issue subscriber certificates.

GDCA Public SM2 CAL IF ¥ E20334E12 31 HEIHA, 2030 21 A 1 Hilg, BA
FEHZ CAIERZRIT FHE .

GDCA Public SM2 CAL1 certificate will expire on December 31, 2033. From January 1, 2030, GDCA
will no longer use it to issue subscriber certificates.

4) GDCAROOT CAl

GDCA ROOT CA1

v v v v v v

‘ GDCA Public CA1 ‘ GDCA Public CA2 ‘ GDCA RSA ICA ‘ GDCA OTC CA ‘ GRCA gﬁMR OV ‘ ‘ GRCA E'AKMR I ‘
) ! i ! ! !

‘ ANES ‘ ‘ BT ‘ ‘ o ‘ ‘ SABTES ‘ ‘ UED ‘ ‘ AR ‘

GDCA ROOT CA1L iFH MR 4K 4096-bit, T 6 Mgt CAIEFS, Hrb:
(1) GDCA Public CAL, 4K ¥4 2048-bit, 25k %4 A RSA 2048-bit 114> N3
HE S AU AR 13 8% 2R0E TR A 2E00F 15 (2)GDCA Public CA2, #4K Ji 2y 2048-bit,
SRR E ) RSA 2048-bit [N NZKIET . HUAZEE S B& FUE B AIHABZEIESS
(3) GDCAHKMR OV CA, #HKJE N 2048-bit, %5k ZHHKE N RSA 2048-bit )4
P EIANUIETS; (4) GDCAHKMR IV CA, Z K 2048-bit, 25K %K N RSA
2048-bit [ EHEE NN NIEF; (5) GDCA RSA ICA 8K J¥ A 2048-bit, %5k %K
9 RSA 2048-bit (AN NZRUEFS . HURZKUEF . B&SKRUEBFIHARZKIES: (6) GDCA
OTC CA EHHKIE Ny 2048-bit, 25K %Ky RSA 2048-bit (11 NSGUEFFIHLIGZEIE
By WARIEBAMHARIIEF .
GDCA ROOT CAL il 54T 2040 4F 12 H 31 H F[#.
GDCA Public CAL iEF5K7E 2038 4F 12 H 31 HEI#, 203541 H 1 Hi2, KAH
% CA TERZ R AT FHEf.
GDCA Public CA2 iEF5K7E 2038 4 12 H 31 HEIH, 203541 H 1 Hilg, KAH
1% CA TERZ R AT FHEF.
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GDCA HKMR OV CA iE 1347 2030 4E 12 A 31 HEIH, 2027 41 A 1 Hil2, #
AN Z CAUERZRIT ikt

GDCAHKMR IV CAEF347E 2030 4£ 12 A 31 HEM, 2027 £ 1 A 1 Hilg, KA
% CAIE B RIT FIET.

GDCA RSA ICA 4 7E20304:12 H31 H 2, 2028 421 H 1 Hild, WA FAEH
% CA BRI RS,

GDCA OTC CA IEH#1E 2030912131 H ZIMH, 2028 41 H 1 Hild, HAFHEH
% CA BRI RS,

The length of GDCA ROOT CAL1 certificate root key is 4096-bit. There are six subordinate CAs
under this root CA, including: (1) GDCA Public CA1 with key length of 2048-bit, used for issuing
RSA 2048-bit individual certificates, organization certificates, equipment certificates and other
certificates; (2) GDCA Public CA2 with key length of 2048-bit, used for issuing RSA 2048-bit
individual certificates, organization certificates, equipment certificates and other certificates; (3)
GDCA HKMR OV CA with key length of 2048-bit, used for issuing RSA 2048-bit organization
certificates for Guangdong — Hong Kong mutual recognition purpose; (4) GDCA HKMR IV CA with
key length of 2048-bit, used for issuing RSA 2048-bit individual certificates for Guangdong — Hong
Kong mutual recognition purpose; (5) GDCA RSA ICA with key length of 2048-bit, used for issuing
RSA 2048-bit individual certificates, organization certificates, equipment certificates and other
certificates; (6) GDCA OTC CA with key length of 2048-bit, used for issuing RSA 2048-bit individual
certificates, organization certificates, equipment certificates and other certificates.

GDCA ROOT CAL1 will expire on December 31, 2040.

GDCA Public CA1 will expire on December 31, 2038, and from January 1, 2035, GDCA will no
longer use it to issue subscriber certificates.

GDCA Public CA2 will expire on December 31, 2038, and from January 1, 2035, GDCA will no
longer use it to issue subscriber certificates.

GDCA HKMR OV CA will expire on December 31, 2030, and from January 1, 2027, GDCA will no
longer use it to issue subscriber certificates.

GDCA HKMR 1V CA will expire on December 31, 2030, and from January 1, 2027, GDCA will no
longer use it to issue subscriber certificates.

GDCA RSA ICA will expire on December 31, 2030 and from January 1, 2028, GDCA will no longer
use it to issue subscriber certificates.

GDCA OTC CA will expire on December 31, 2030 and from January 1, 2028, GDCA will no longer
use it to issue subscriber certificates.

5) GDCA TrustAUTH R5 ROOT
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GDCA TrustAUTH GDCA TrustAUTH GDCA TrustAUTH GDCA TrustAUTH GDCA TrustAUTH GDCA TrustAUTH GADEC\’; ut ';UTH GDCA TrustAUTH GDCA TrustAUTH GDCA TrustAUTH GDCA TrustAUTH
R4EV SSLCA R4 OV SSL CA R4 IV SSL CA R4DV SSL CA < ':‘SP'US E\(:A R4 CodeSigning CA2 oot R4 CodeSigning CA R4 TimeStamp CA Ré Generic CA R4 Primer CA
odeSigning

T T S T T T T ]

CodeSigning
Centificate

Organization,
Individual Certficate E-mail Certificate ‘

Timestamp Certificate

Certificate.

GDCA TrustAUTH R5 ROOT ik R % BHK 04 4096-bit, ik 11 A2 CA ik

4, Hr: (1) GDCATrustAUTH R4 EV SSL CA, K&l 2048-bit, 5K HHKJF
N RSA 2048-bit 1) EV SSL k455281155 (2)GDCA TrustAUTH R4 OV SSL CA iE-13,
K N 2048-bit, £k K N RSA 2048-bit /) OV SSL Al 45 %3 25E 155 (3)GDCA
TrustAUTH R4 IV SSL CA, 58K 5 4 2048-bit, 25 & % 4Ky RSA 2048-bit [ IV SSL
R %5 3 25IE; (4) GDCATrustAUTH R4 DV SSL CA, 4K A 2048-bit, 25K %
KFEH RSA 2048-bit [1) DV SSL /g %5 #2K1UE+5; (5) GDCA TrustAUTH R4 Plus EV
CodeSigning CA iIE+, KA 4096-bit, 25K 34K A RSA 3072-bit [#] EV 4CHS

542K, (6) GDCA TrustAUTH R4 CodeSigning CA2 iE+H, Z53K N 4096-bit,

LR AR E A RSA 3072-bit [fRASZE 4 2KIE+; (7) GDCA TrustAUTH R4 EV
CodeSigning CA, # IS 2048-bit, 25k %K 9 RSA 2048-bit [1) EV ARIB%4
21iF+45; (8) GDCA TrustAUTH R4 CodeSigning CA iF-5, 4K )& Jy 2048-bit, 25k
K E N RSA 2048-bit [HARALZE 4 20E15; (9) GDCA TrustAUTH R4 TimeStamp CA
IR, KN 4096-bit, 25K %K N RSA 3072-bit (1B [EIELIE15; (100 GDCA
TrustAUTH R4 Generic CA 45, #EHKE Ny 2048-bit, 25Kk % HKE N RSA 2048-bit
LR . N AISIEF; (11) GDCA TrustAUTH R4 Primer CA, #41K & )y 2048-bit, %5
KRR N RSA 2048-bit 1] SIMIME 22 4=l AFIE 1S

The length of GDCA TrustAUTH R5 ROOT certificate root key is 4096-bit. There are eleven
subordinate CAs under this root CA, including: (1) GDCA TrustAUTH R4 EV SSL CA with key
length of RSA 2048-bit is used for issuing RSA 2048-bit EV SSL Server Certificates. (2)GDCA
TrustAUTH R4 OV SSL CA with key length of 2048-bit is used for issuing RSA 2048-bit OV SSL
Server Certificates. (3) GDCA TrustAUTH R4 IV SSL CA with key length of 2048-bit is used for
issuing RSA 2048-bit IV SSL Server Certificates. (4) GDCA TrustAUTH R4 DV SSL CA with key
length of 2048-bit is used for issuing RSA 2048-bit DV SSL Server Certificates. (5) GDCA
TrustAUTH R4 Plus EV CodeSigning CA with key length of 4096-bit is used for issuing RSA
3072-bit EV CodeSigning Certificates. (6) GDCA TrustAUTH R4 CodeSigning CA2 with key length
of 4096-bit is used for issuing RSA 3072-bit CodeSigning Certificates. (7) GDCA TrustAUTH R4 EV
CodeSigning CA with key length of 2048-bit is used for issuing RSA 2048-bit EV CodeSigning
Certificates. (8) GDCA TrustAUTH R4 CodeSigning CA with key length of 2048-bit is used for
issuing RSA 2048-bit CodeSigning Certificates. (9) GDCA TrustAUTH R4 TimeStamp CA with key
length of 4096-bit is used for issuing RSA 3072-bit Timestamp Certificates. (10) GDCA TrustAUTH
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R4 Generic CA with key length of 2048-bit is used for issuing RSA 2048-bit Organization, Individual
Certificates. (11) GDCA TrustAUTH R4 Primer CA with key length of 2048-bit is used for issuing
RSA 2048-bit S/IMIME Certificates.

GDCA TrustAUTH R5 ROOT ik - 2040 4% 12 H 31 HF|#.

GDCA TrustAUTH R4 EV SSL CA 1IEF544E 2030 4F 12 H 31 HF[H#H, 2027 41 H 1
Hitg, BRI Z CAERZRIT FHEH.

GDCA TrustAUTH R4 OV SSL CA 1EF544 7 2030 4 12 /] 31 H FH, 2027 41
1 Hig, BAHEMEHZ CAIERZRIT FER.

GDCA TrustAUTH R4 IV SSL CA ilE+5#47E 2030 4F 12 H 31 H#, 2027 41 7 1
Hig, BRI Z CAERZRIT FHEH.

GDCA TrustAUTH R4 DV SSL CA 14547 2030 4 12 J 31 H F|H], 2027 41
1 Hig, KARHEAMHZ CAIERZRIT e,

GDCA TrustAUTH R4 Plus EV CodeSigning CA 1IFH#7F 2035 4£ 12 A 31 H Fi,
2032 4F 1 H 1 Hilg, FAHMEHZ CAIERERIT ikt

GDCA TrustAUTH R4 CodeSigning CA2 ilE 15647 2040 4= 2 A 10 HFIH, 2037 4 1
H 1 HE, BAFEMHZ CAIERERIT U,

GDCA TrustAUTH R4 EV CodeSigning CA iF 1344 7E 2030 4 12 A 31 HE#{, 2021
F6 A 1HE, SAFMEHZ CAIERZERIT FIES.

GDCA TrustAUTH R4 CodeSigning CA iiE +5:#47E 2030 4 12 /] 31 H 2}, 2021 4 6
H1HE, SAFEHZCAIERZERITFUET.

GDCA TrustAUTH R4 TimeStamp CA iE+344 £ 2035 4F 12 A 31 H2[#{, 2032 4+ 1
H1HE, BAFEMHZ CAIERERIT I,

GDCA TrustAUTH R4 Generic CA k544 7£ 2030 4 12 7 31 H I, 2025 4F 11 H
25 Hig, SAFEEHZ CAIERSRITFET.

GDCA TrustAUTH R4 Primer CA 1iE 5 7E 2030 4F 12 H 31 HFH, 2024 44 H 4
Hig, SR Z CAERZRIT FE.
GDCA TrustAUTH R5 ROOQOT certificate will expire on December 31, 2040.

GDCA TrustAUTH R4 EV CodeSigning CA certificate will expire on December 31, 2030. As of June
1, 2021, GDCA has stopped the issucane of subscriber certificates with this CA certificate.

GDCA TrustAUTH R4 OV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 IV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

10



Il semrannaemes

TooR e GDCA HE-FAEME S5 H] (V6. 4 RO

GDCA TrustAUTH R4 DV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 Plus EV CodeSigning CA certificate will expire on December 31, 2035. From
January 1, 2032, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 CodeSigning CA2 certificate will expire on February 10, 2040. From January
1, 2037, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 EV CodeSigning CA certificate will expire on December 31, 2030. As of June
1, 2021, GDCA has stopped the issucane of subscriber certificates with this CA certificate.

GDCA TrustAUTH R4 CodeSigning CA certificate will expire on December 31, 2030. As of June 1,
2021, GDCA has stopped the issucane of subscriber certificates with this CA certificate.

GDCA TrustAUTH R4 TimeStamp CA certificate will expire on December 31, 2035. From January 1,
2032, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH R4 Generic CA certificate will expire on December 31, 2030. From November 25,
2025, GDCA no longer used it to issue subscriber certificates.

GDCA TrustAUTH R4 Primer CA certificate will expire on December 31, 2030. GDCA no longer
used it to issue subscriber certificates as of April 4, 2024.

6) Fwhf A R5 R CA

H 4N ARRSIRCALE TS

Hz A RAEV Hrzmi A R4 OV KR4 IV Hrzm 4t R4 DV Hrii R4 Kz {(R4 R4
JIR%5 #HEFS CA JR 5538 UEFS CA JIR 45 BHIEHS CA IR 45 BRI CA REGEAIESS CA WIHIT FHET CA JLRRIT I CA

l |

EV SSL Server OV SSL Server 1V SSL Server DV SSL Server CodeSigning Organization, E-mail Certificate
Certificate Certificate Certificate Certificate Certificate Individual Certificate

R R5 MR CA TEB MR 5K 4096-bit, T 7 gl CA IEFS, Hr:
(1) HZHAR R4 EV IRFBHIET CA, %K 2048-bit, ZRHHAKE NN RSA
2048-bit ] EV SSL IR %545 KIE15; (2) iR R4AOV RFGHHET CA, HHKAEN
2048-bit, %R F KN RSA 2048-bit [f] OV SSL AR %5 23 KiE s (3) LR R4 IV
RS GAETS CA, BHIKE Ny 2048-bit, 25K E PN RSA 2048-bit [ IV SSL ik 55 4=
FKiEH: (4) HmC R4 DV IRSHIETS CA, HHKEN 2048-bit, 2Kk HHKE
N RSA 2048-bit [¥) DV SSL R4 28 2K1E13; (5) it R4 RIS 4IETS CA, %H
KJE N 2048-bit, 25K % 4K 4 RSA 2048-bit U242 AIEH; (6) e R4 %
HWITFIES CA, By 2048-bit, 2K FHHKE )y RSA 2048-bit (LKL, NAK
EFS; (7) B X R4 JERITPIEH CA, HHIKE N 2048-bit, 25K FHKE N
RSA2048-bit f] SIMIME % 4= IS HIE+
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The length of #7Z /8 R5 4R CA certificate root key is 4096-bit. There are seven subordinate CAs
under this root CA, including: (1) #t% 818 R4 EV AR%#/1E15 CA with key length of 2048-bit is used
for issuing RSA 2048-bit EV SSL Server Certificates. (2) #% i {% R4 OV R4 43IE+H CA with key
length of 2048-bit is used for issuing RSA 2048-bit OV SSL Server Certificates. (3) $%F/{ R4 IV
R 45 23IE TS CA with key length of 2048-bit is used for RSA 2048-bit IV SSL Server Certificates. (4)
$2 i R4 DV 45 #3E+ CA with key length of 2048-bit is used for issuing RSA 2048-bit DV SSL
Server Certificates. (5) izt R4 A2 441E+H CA with key length of 2048-bit is used for issuing
RSA 2048-bit CodeSigning Certificates. (6) #zhffX R4 il JiE+fi CA with key length of
2048-bit is used for issuing RSA 2048-bit Organization, Individual Certificates. (7) $u2 i 4/C R4 FEHit
1T FEF CA with key length of 2048-bit is used for issuing RSA 2048-bit SIMIME Certificates.

b AX R5 AR CAE-F44 T 2040 4 12 H 31 HEIH.

Hez i RAEV RS #UET CAFE47E 2030 4£ 12 F 31 HEM#, 2027 4 1 A 1
Hi&, A% CATEB& R iE.

HZ U RA OV IS5 4IET CAETHF7E 2030 4F 12 /] 31 H 2, 2027 45 1 /1 1
Hi&, A% CA TEB& R iE.

B RA IV RS FHIEF CA TETH47E 2030 45 12 A 31 HEIM, 2027 41 H 1
Hi2, BB % CAERE& LT FIES.

ez RADV ARS 8UETS CAEF#47E 2030 4E 12 A 31 HEI#, 2027 4 1 A 1
Hi&, A% CA TEB&RIT iE.

ez R4 RSB AZIUET CA IEFIGAE 2030 4 12 ] 31 HEMA, 202146 H 1
Hi, CORFE#EHZ CATEB& R iE.

Bz A R4 @ UE CAUETRAE 2030 4F 12 H 31 HEIH, 2027 41 H 1
Hi2, B % CAERE& LT FIES.

Frz AR R4 FERRTT FUETS CA UEFRISAE 2030 4 12 H 31 HEW, 2027 41 H 1
H, A% CA IEB& LT PiE.
B2 R5 H2 CA certificate will expire on December 31, 2040.

iR R4 EV AR 45 #81EH CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

R4 OV RS #31E 15 CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

B R4 IV R4 23IE TS CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

B2z R4 DV R #31E 15 CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

B AR R4 RS2 44E+H CA certificate will expire on December 31, 2030. As of June 1, 2021,
GDCA has stopped the issucane of subscriber certificates with this CA certificate.
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AR R4 i@ 1T FHET CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

B A% R4 FEal1T 7 EF CA certificate will expire on December 31, 2030. From January 1, 2027,
GDCA will no longer use it to issue subscriber certificates.

7) GDCATrustAUTH E5 ROOT

GDCA TrustAUTH E5 ROOT

! | l I ! |

GDCA TrustAUTH E4 EV
SSLCA

GDCA TrustAUTH E4
OV SSLCA

GDCA TrustAUTH E4 IV
SSLCA

GDCA TrustAUTH E4
DV SSLCA

GDCA TrustAUTH E4
CodeSigning CA

GDCA TrustAUTH E4
Generic CAIIE 15

GDCA TrustAUTH E4
Primer CA

EV SSL Server
Certificate

OV SSL Server
Certificate

1V SSL Server
Certificate

DV SSL Server
Certificate

CodeSigning
Certificate

Organization,
Individual Certificate

E-mail Certificate

GDCA TrustAUTH E5 ROOT k(& i3 554 ECC, MREFHK A 384-bit, Nk
7 ANk CAES, H: (1) GDCATrustAUTH E4 EV SSL CA , 54K 54 256-bit,
R EAHKE Y ECC 256-bit (1) EV SSL ik %5 #5835k +5; (2)GDCA TrustAUTH E4 OV SSL
CA, KN 256-bit, 28K ZEAKE N ECC 256-bit 1] OV SSL A& #sJSiE1; (3)
GDCATrustAUTH E4 IV SSL CA, HHHKE N 256-bit, 25K %K &)y ECC 256-bit )
IV SSL Al 55 #335IE5; (4) GDCA TrustAUTH E4 DV SSL CA, 4K BN 256-bit, 25
REHKE N ECC 256-bit 1) DV SSL k% #33KiE+5: (5) GDCA TrustAUTH E4
CodeSigning CA, #HK A 256-bit, %K EHKE )y ECC 256-bit [14CAEAE 44 FKIAE+
(6) GDCA TrustAUTH E4 Generic CA 1iE+5, %K 256-bit, 25K ZHKE N ECC
256-bit [KIALH) N ANRIUEH; (7) GDCA TrustAUTH E4 Primer CA, 254K J& 4 256-bit,
B R K A ECC 256-bit () SIMIME 22 4= IR {H-E 15

The length of GDCA TrustAUTH E5 ROQT certificate root key is 384-bit with ECC algorithm. There
are seven subordinate CAs under this ROOT CA, including: (1) GDCA TrustAUTH E4 EV SSL CA
with key length of 256-bit is used for issuing 256-bit ECC EV SSL Server Certificates. (2) GDCA
TrustAUTH E4 OV SSL CA with key length of 256-bit is used for issuing 256-bit ECC OV SSL
Server Certificates. (3) GDCA TrustAUTH E4 IV SSL CA with key length of 256-bit is used for
issuing 256-bit ECC IV SSL Server Certificates. (4) GDCA TrustAUTH E4 DV SSL CA with key
length of 256-bit is used for issuing 256-bit ECC DV SSL Server Certificates. (5) GDCA TrustAUTH
E4 CodeSigning CA with key length of 256-bit is used for issuing 256-bit ECC CodeSigning
Certificates. (6) GDCA TrustAUTH E4 Generic CA with key length of 256-bit is used for issuing
256-bit ECC Organization, Individual Certificates. (7) GDCA TrustAUTH E4 Primer CA with key
length of 256-bit is used for issuing 256-bit ECC S/MIME Certificates.

GDCA TrustAUTH E5 ROOT ilE 45T 2040 £ 12 A 31 H 3.
GDCA TrustAUTH E4 EV SSL CA IE 0 #47E 2030 4 12 A 31 HEIHH, 2027 £ 1 A 1
Hie, BHAFAHIZ CAUERZ KT FIEF.
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GDCA TrustAUTH E4 OV SSL CA iE-5# /£ 2030 4 12 H 31 H i, 2027 421 H 1
Hig, BRI Z CAERZRIT FHEH.

GDCA TrustAUTH E4 IV SSL CA 1E 54478 2030 4F 12 H 31 HEIH, 2027 £ 1 1 1
Hie, BAEAMZ CAIERZERIT I,

GDCA TrustAUTH E4 DV SSL CA iiE 54 7E 2030 4F 12 /] 31 H#|#], 2027 4 1 7 1
Hitg, BRI Z CAERZRIT FHEH.

GDCA TrustAUTH E4 CodeSigning CA il 154 7E 2030 4 12 A 31 HF|#, 2027 4 1
H1HE, BAFMHZCAIEB&RITFIET.

GDCA TrustAUTH E4 Generic CA iE-3#47E 2030 4 12 H 31 HZIi, 2027 41 7 1
Hie, AR Z CAIERZERIT .

GDCA TrustAUTH E4 Primer CA iE-56 78 2030 4 12 H 31 H 3, 2027 421 7 1
Hig, KA Z CAERZRIT il
GDCA TrustAUTH E5 ROOT certificate will expire on December 31, 2040.

GDCA TrustAUTH E4 EV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 OV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 IV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 DV SSL CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 CodeSigning CA certificate will expire on December 31, 2030. From January
1, 2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 Generic CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

GDCA TrustAUTH E4 Primer CA certificate will expire on December 31, 2030. From January 1,
2027, GDCA will no longer use it to issue subscriber certificates.

Xf T i GDCA TrustAUTH R5 ROOT iE+5. ## i 44 R5 R CA k5. GDCA
TrustAUTH E5 ROOT 2K Z CA P2k il )7 iE+i: GDCA #fE CA/B iz
Chttps://www.cabforum.org.) & A () 5 ¥ i A1) Baseline Requirements. EV Guidelines.
Code Signing Baseline Requirements . NCSSR. S/MIME Baseline Requirements & AATL
BARZRIAT R AEEL A ILATEER) SSLTLS UE5 . ARASZ A IE 1. SIMIME 224 S
PHIEF A1 Adobe SCRSZEUE, EWIAEE HEHEOL, R SRR 4 F A AT B A AT
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EIT CPS, tn4A CPS 5 CA/N 2518 1x (CA/Browser Forum) & A7 (IAH I hr e TG
(122G A —BUH 7, L CALYE 2e i tx 1E AR AR RHTE v o

For subscriber certificates issued by the subordinate CAs that are issued by GDCA TrustAUTH R5
ROOT certificate, (%X R5 #8 CA iE4 and GDCA TrustAUTH E5 ROOT, GDCA conforms to
the latest versions of the Baseline Requirements, the EV Guidelines, the Code Signing Baseline
Requirements of the CA/B Forum, the NCSSR, S/MIME Baseline Requirements, and the AATL
Technical Requirements for the issuance and management of the publicly-trusted SSL/TLS digital
certificates, code signing certificates, S/IMIME Certificates and Adobe PDF signing certificates.
GDCA regularly checks the updates on CA/Browser Forum’s website and continually revise its CPS
according to these updates. The specifications of the CA/Browser Forum shall prevail in case of
any discrepancies between the provisions of this CPS and the standard specifications published by
the CA/Browser Forum.

1.2. X4 HRE#RR Document Name and Identification

AR (B AR B A R 2 & B ATV S5 BRI (7% GDCA CPS.
A CPS), CPS Ay “Certification Practice Statement” fI4i5 . fEA RS+, CPS % [HT
AT E SR SCRE R A& FH A FR . A RARCA CPS BTG RiESE = 2.

A CPS PAHHBESCRUETE A K A, GDCA MR JESCRRA S W SR AR TG KA — 3K
fry 37 o

This document is called "GDCA Certification Practice Statement" (abbreviated as “GDCA CPS”, or
“this CPS”). And CPS is equivalent to “GDCA CPS”. Please refer to Appendix 2 for detailed
revisions of this version.

This document is the Chinese-English bilingual edition of GDCA CPS, and GDCA should make sure
that there are no material differences between the Chinese and English version.

1.3. PKI £53% PKI Participants

1.3.1. B FNEIR S P Certification Authorities

GDCA ZMR4E (hHe NRILAE i 7284350 (R INEIRSS & BINE) HE, K
PSL RIS 3 = 07 - IAE RS AR . GDCA Tl I 45 Tt i1 758 5y TG BN A & J7 A4
REFAUES . PRI IRAIE AR 55 5 T BUm SOV L T ETE S S 5 1k

GDCA is a trusted third-party electronic authentication service authority established by law pursuant
to "Electronic Signature Law of the People's Republic of China" and "Measures for the
Administration of Electronic Certification Services". GDCA becomes a participant in electronic
authentication activities by issuing certificates and providing certificate verification services to the
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parties who engage in electronic transactions.

1.3.2. EMHLM Registration Authorities

GDCA [HIEUFAE BIEML E 4 GDCA IEXIHUS %2 STk, AFEIEE
WHE R (RA) dls, IERBAHSZH A (LRA) 25, JEMHLIZ AN GDCA [FiE+ i
FE ST I AR PR S

Registration Authorities are branches authorized formally by GDCA, including Register Authority
(RA), Local Registration Authority (LRA), etc. A Registration Authority is an entity that establishes
registration process for certificate applicants.

1.3.3. I P Subscribers

TR NS, TP TS NBGEBFE N, 2& GDCA MUk IEF i)
AP, ATLGRA A WU SRRSO AL R A an B e 28 . B ks . RSB T%
S A R

In the application of electronic signature, subscribers also called electronic signers or certificate
holders are end users of the certificates issued by GDCA. The subscribers could be the individual,
organization or components of infrastructure such as router, firewall, server or other equipment
used for secure communication.

1.3.4. A7 Relying Parties

GDCA HJE- UMM 255 1% GDCA it f I AIEWE 3l o 5-28 44 145 i A
A RIEB SR ZAETT LUE, AT BLAZE GDCA H—MEFT .

Relying Parties are the entities who are engaged in related electronic certification activities based
on its trust of the electronic signatures provided by GDCA. This entity may, or may not be a
certificate subscriber.

1.3.5. HAthZ 53 Other Participants
HAthZ 5% 72459 GDCA B F I IEIE B HE HEAH ¢k 55 I H A S

Other participants are the entities that provide related services in electronic authentication activities
of GDCA.
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1.4. EHRLA Certificate Usage

1.4.1. EEHEBR A Appropriate Certificate Usage

GDCA (3T FHEA 2l FIESS, R MIEF R A, HAER R . Flan A
EF SRR IR R IR . SR OA RG5E, HUEF FREEAT I b R RFi 4SS,
WAL R R IR B S BEAT (5 BiBE a5 . Br 1 BRUOIEFARR K R 5 43 1A
[ TR EGIE-B N 225 4h, GDCA 1T JHIEF AT LA 2 B AIAE BT ST« HEL T 55 S ot
toAeiEsh, DLSEI S GiE . BT SRBEEE IS H Y, RIS R LI
EAE BALEEXUT S (AR A LSk AL AE B e B A O

Subscriber certificates of GDCA are widely used. Different types of certificate are applicable for
different cases. For example, individual certificate is used for sending encrypted e-mails with digital
signatures, logging into OA system, etc.; organization certificate is used for online tax declaration,
etc., and equipment certificate is used for identifying equipment and encrypting communication
tunnels, etc. Apart from different applications caused by the identity of the certification subject,
GDCA subscriber certificates can be widely used in e-government, e-commerce and other social
activities to realize identity authentication, electronic signature, and encryption of data etc.
Meanwhile, it can be used to ensure the validity and authenticity of identity between peers of
communication via Internet as well as the integrity and confidentiality of information.

GDCA %R MES:, MIhae B rr Ll 2 5122 4 7 2

1 BB sett, fRIFRAH GDCA SRS E R # S 1 &kt

2. IOUEE BN, RIERH GDCA Uil BREZ &40, o] DGR SR
RSN, RIEFBINE S RE .

3. [ERMINLENE, SRUEFIE T FIHEIST 5 BRINLE M, Aol fa b e R BVERAUT .

4. FUHOIE, WHBATAARAE 5 AN AT HRAG I I A H R 25 42 BEAT BIE

Certificates issued by GDCA can meet the following security requirements by functionalities:

1. Authenticity of identity: the certification can ensure the validity of certificate holder using GDCA
trust services.

2. Verification of integrity: the assurance to an entity that data has not been tampered and further
verifies the consistency of information between sender and receiver using certificate of GDCA.

3. Confidentiality: the certification can ensure the confidentiality of information during
transmission, and avoid the leakage to other non-authorized parties.

4. Non-repudiation: the certification can ensure the non-repudiation of transaction entities by
verifying the digital signatures.

RAEIEFHRA, GDCA Frz K FIEH AN NFKIE . PUSEIES . & RIEH.
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SIMIME ‘4 AF2IE TS . SSL RS JRuE 1. A A FRUET S, HA:

ST NKIEBANHGEIES, LB RIER N 2 2ER. 077 BT
BEQEEAE, SO 438, Rk, ek, $nlT7 S8
X SIMIME AW 2RAE 1S, # IR PTE RAEBi 2 a5 5% 0177 :NAE, W]
Iy NFEREHSATFIE S SN V) BIEEHIES, HLA (OV) HEFRIEFR NG DA (SV)
HEAFIEF5

KT SSL g5 28 281E+5, X432y DV SSL (Domain Validation SSL) iiF-fi. 1V SSL
(Individuals Validation SSL) 1iE+i. OV SSL (Organization Validation SSL) iiF 340
EV SSL (Extended Validation SSL) 1iF-17;

i R A EESE A P& k= B A CESE AT L AVE AR TR AN LT

B RAUEFS I [A) BRIE 5 AN B AT 7038

According to the types of certificate, the certificates issued by GDCA include Individual Certificates,
Organization Certificates, Equipment Certificates, S/IMIME Certificates, SSL Server Certificates,

and CodeSigning Certificates.

For Individual Certificates and Organization Certificates, GDCA classifies them into four
categories according to the security level, authentication method, and private key protection
mode of the certificate. The higher the class, the higher the security level, and the more strict
the authentication method,;

The S/MIME Certificates are categorized into three types based on the intended security levels
and authentication methods, as follows: Basic S/IMIME Certificates, IV S/MIME Certificates,
OV S/MIME Certificates, and Sponsor-validated (SV) S/IMIME Certificates;

For SSL Server Certificates, there are DV SSL (Domain Validation SSL) Certificates, IV SSL
(Individuals Validation SSL) Certificates, OV SSL (Organization Validation SSL) Certificates
and EV SSL (Extended Validation SSL) Certificates;

For CodeSigning Certificates, there are normal CodeSigning Certificates and EV CodeSigning
Certificates;

Equipment Certificates and Timestamp Certificates have no classification.

VP AT DRSS SEBR AR 22, 1 ) WA ok s SR AT B B TG ARE F 2R, AR IESS A

A AR AR BV

Subscriber can choose suitable type of certificates based on actual requirement. Different

certificates are applicable for different cases.

1.4.1.1. A ANKEF Individual Certificates

MR LN NIIECTAESS, DRSS ERNBEEE SO NG, A5 61, 4l

piit
H
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Individual certificate is a digital certificate that is issued to the individual, including natural person or
personnel with specific identity, such as civil servant and employee, etc.

MNFEF AL TS G 1 RN NEF. 28 2 B NEHAEM T SSLAEA5AN
(R CESZATR DR

There are four different types of individual certificate (Type | and Type Il individual certificates are
not applicable to SSL certificates and code signing certificates):

55 1R MNEB——RAHE M A5 AL ISR P A A IEDh B8, & TR % 2%
IR 0. FIEER 1 R NIEBIN TR IR A 6 50, GDCA R FRRAIEH 7 e 52
FIfE R, WEBFTHhE . PS5, 55 1 A N RT DU 0 22 4 BEORAN i 0 HE S
(RN LTE o | NP E 7 e TR IR R R

Type | individual certificate provides the basic authentication function in the process of online
information transmission, which is applicable for the cases of the low security requirement. There is
no need to offer identity information when applying for the Type | Individual Certificate. GDCA just
need to verify the information submitted by users, such as e-mail address, mobile phone number
and so on. Type | Individual Certificate can be used for e-mail signatures with low security
requirement, client-side authentication, and small transactions that do not require any identify
certificate etc.

% 2 B NIEB——RAHEM A5 B AL SRR T 1 S IE 58 e Mgy 2644
SEUIRE, G T A BRI N AU FIEES 2 R NIEPIN fE R A BRI &
i BPRME S, GDCA RIS RN S, WA, 2008 i BUsEs =75 Hdfe 5%
T BN N B G R 55 2R NAEFS AT A B RRA IR B 5 PSR B AL 5 5%

Type Il individual certificate provides the identity authentication, data encryption and digital
signatures etc. in the process of online information transmission. It is applicable for the cases of the
high security requirement. When applying for Type Il individual certificate, GDCA requires the
applicant to provide some personal information, to verify the information submitted by users and, if
necessary, to authenticate the identity of the individual through an authorized third-party database.
Type Il Individual Certificate can be used for login through internet and the transactions with
medium amount payment.

%5 3 R NUEF——CBUAE W _EAF ARSI RE i 22 e 05 B i B A WGk 5 20
TR A RE, G TR R e R R N . B E 3 R NIEH I %k
PR S5 B LR R R, GDCA I AU S 47 B S FR I A REEATI0AIE, S0 UERTT
AT POE . AU 10 S D5 SUREAT B BICRs FR IR A8 SR A IR S S BB =5 K
JE PR A5 B AT BEXT ISR . 58 3 SN NAEAS AT BLA 45 N R GE I B A e - R
R RS S55
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Type Il individual certificate is used in the process of identities authentication, information
encryption and digital signatures etc. during online information transmission with higher security
level, applied for application areas with higher security requirement. GDCA requires the user to
provide complete identity information and application materials when applying for the Type llI
individual certificates. The GDCA must authenticate the identity data and application materials
through voices, videos, photos, etc., or compare the information with authoritative third-party
database. Type Il Individual Certificate can be used for the authentication of specific application
system and e-commerce transactions with large amount payment.

R NUEA—— LB W A5 B AR I RE b 22 A 90 foe e (1 SO DAIE S 5 2 0
R AE I RE, 8 TR R e ERAR AN AT FRE S 4 R NEFI f e
LR S 005 B S AR, GDCA W ZUH I 15 « LA 11 8 A5 s St o) 18 11
5507 ABEAT WA, EANE LA 0K FH S R A2 045 2 5 BUBER =5 K e vh ) A5 B gk
EEXTIRIE. 2 4 D NIER R U TR TSR KRB TS5 5%,

Type IV individual certificate is used to achieve the highest security level of identity authentication,
information encryption and digital signature functions during online information transmission. It is
applied to the cases with highest security level. Users are required to provide complete identity
information and application materials when applying for Type IV individual certificates. GDCA must
verify the identity by voice, video, photograph, or face-face verification, etc.; in addition, GDCA must
compare the information with an authoritative third-party database. Type IV Individual Certificate
can be used for the signing of electronic contracts and large amount payment of e-commerce
transactions etc.

1.4.1.2. HUHIZEIEF Organization Certificates

MR BB, VARSI BURHLOE. ks,
GDCA N5 1 AR 2 BHMAET, REKE 3 KM 4 Y IET:

Organization certificate is a digital certificate that is issued to organization, including enterprise,
institution, government and social organization, etc.

GDCA does not issue Type | and Type Il Organization Certificates, and only issues Type Il and
Type IV Organization Certificates.

% 3 RHUGIEF——SL AL _EAF B AR IR AR 00 S 0L {5 2 s Ay 244
FIIRE, EH TN R e BORBOS N U8, HIE SR 3 Y UMIE TS 7 SR A e e ) S 4
FRNHTEREL, GDCA WA Z HURIE S BERE S FRE A REEAT JIE, 98 0E 175 2 AT LLid
S AU 90 S D5 AT B A RS B B SR A 5 2 S BUBER =T B T K5
EHEATHO ISR 28 3 SEHUAE R DL TR B R ST B NIE . $07 2844 . i

o’
R

Ek}

Type 11l Organization Certificates are used for authentication, information encryption and digital
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signature in the process of information transmission on the Internet. It is applicable for the cases
with high security requirements. Subscribers are required to provide complete identity information
and application materials when applying for Type Il Organization Certificates. GDCA must verify
the identity by voices, videos, photos, face to face verification or compare the information with
authorized third-party database, etc. The certificate can be used for the authentication of specific
application system, digital signature, and encryption etc.

55 4 RHUE B ——SCBUE W _EAF B AR ISR P 22 2 00 m i) B GIE S 15 20N
BT ETIRE, G 2 A BRI s N AU, FRI SR 4 JEH LR IEAS I 7 $ 4t
SRS B L HEM L, GDCA WU 7« AU 17 1 A5 s St T X T 4 462 )
S5 AT, BEANE 2R FRE & 3R A RIS B S BUBE =7 Bl e P s BT HE
XTIRAE . AZGOIEF L AU A A O EARFIESS, 41 USB Key B 5% &3 5 L5,
APV F T AR K TR 55 5%

Type IV Organization Certificate is used to achieve the highest security level of identity
authentication, information encryption and digital signature functions during online information
transmission. It can be used in the cases with highest security level. Subscribers are required to
provide complete identity information and application materials when applying for a Type IV
Organization Certificate. GDCA must verify the identity by voices, videos, photos, face to face
verification, and compare the information with authorized third-party database. This type of
certificates must be used with hardware medium, such as a USB Key or a cryptographic server.
They can be used for the signing of electronic contracts and e-commerce transactions with large
amount payment etc.

1.4.1.3. & RKIEFH Equipment Certificates

IR 25 2 IR THIE TS, SO EIE IR Ss &5 . B ks, B lidess, MSSIE5IE % H
TR B BAE, e Z 25 B HfEE. BN, 45 HRk55 4 AU HIAE 543 0 b
F ] UL Wl Al 55 2% 0 B 4, JFQIEE SSL N 8 18 LLAE XU BEAT I 251

Equipment certificate is a digital certificate that is issued to equipment, including server, firewall and
router, etc. It is usually used for identification and secure communication among online facilities. For
example, the browser can identify the server with certificate issued for the server to create SSL
communication channel for secure communication session.

1.4.1.4. RAMAET SIMIME Certificates

2 A MRS — AR 3 X6F F 3 IS 1 o s AN 5 2 44 DL R il DR A 10 22 2 i
—J7 T AT AORUE RS A 3838 By LSk, 55— D T OREE T S it A o ANt N Pl 15
RO, I RS E BEAT IR AR, A R LT B P 2 e B

2 4 WA UE A AR S0 B AS (R R AT AN (R ) 2 500 7 3 Sk P 5 X 6 L R
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HHERTERL FEHIBL, ANIIE R T IR P FH R SE B s IV IBRIE S T TR XY
AN A LR BT A AL AR AL LS N R T R A ik A5 P o ) S S S A AT IRIE s OV
HEAFIEFS B T SR F T IR A bk A B, S HIRL, 3850k o WA Sy Ik B Jes AL A A S
S HEATRAE; SV (WU BREFIESS, B 136k i 3l PF b oA B 28 AL
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S/MIME Certificates are generally used for encrypting and digitally signing e-mails and ensuring
secure data transmissions, the certificates can ensure the authenticity of the identity of an e-mail
sender and guarantee that the e-mail will not be read or tampered by an unauthorized party during
the transmission, and the certificates will be verified by the recipient of the e-mail to ensure the
integrity of the e-mail.

When it comes to the authentication in relation to S/IMIME Certificates, GDCA follows different
authentication methods based on the types of the certificates: for Basic SIMIME Certificates, GDCA
only validates the ownership and control of an e-mail address and will not validate the identity of the
e-mail address owner; for IV SIMIME Certificates, GDCA validates both the ownership and control
of an e-mail address, and the identity of the individual who owns such e-mail address; and for OV
S/MIME Certificates, GDCA validates both the ownership and control of an e-mail address, and the
identity of the organization who owns such e-mail address. For Sponsor-validated (SV) S/IMIME
certificates, GDCA validates both ownership and control of an e-mail address, and the identity of
the organization as well as the individual affiliated to the organization who owns such e-mail
address.

1.4.15. SSL ARZ-2&KFFH SSL Server Certificates

SSL k55 asiEFibn il Web P sli Web i 554 0 5 43, 7T L - UE B W9 2t 1) B 477
BCE G $RAE SSL N EIE, AMFHTHRZS . SIATHIZEA BURHE.

SSL server certificate is a digital certificate that identifies the website or server, applicable for
verification of website certificates and provides SSL channel. It cannot be used for signature or
verification of transaction and payment.

GDCA JITZ5 K ¥ SSL k45 28 S UE B 48 LA R DU Fb-

® FEVSSLiE+: (Extended Validation SSL Certificates), B3 @ IAE R 55 2k

® OV SSL iF# (Organization Validation Certificates), B[ 75 ZU&IE ®4k T J8 HLAL BL 52
G0 bR SSLAET

® |V SSL it (Individuals Validation SSL Certificates), Bl 75 BLE6IE 3l 227 AN A
SR IR HER SSLIEFS

® DV SSL iE{5 (Domain Validation SSL Certificates), B[ I 38iF ¥ 35t 458 42 BT A AL ¥
PR SSLAE
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SSL server certificates of GDCA include the following:

® EV SSL certificate (Extended Validation SSL Certificates), the extended validation SSL
certificates.

® OV SSL certificate (Organization Validation Certificates), the SSL certificate requires to verify
the identity of the organization that owns the website.

® |V SSL certificate (Individuals Validation SSL Certificates), the SSL certificate requires to verify
the individual identity of website owner.

® DV SSL certificate (Domain Validation SSL Certificates), the SSL certificate that only verifies
the ownership of the website.

Horr, OV SSLAES. 1V SSL ik Al SEB R i L 45 S5 000 85 LA S X s £ 473 ) 9 1
TifE, DV SSL k45 R R LML 5 BN TRk . EV SSLE+:#1E (GDCAEV il
FH PRSI, A CPS ASFEAf H kAT B A .

SSL 45 #E A BRI A AR, ki 4s . BURHAL %

OV SSL certificate and IV SSL certificate provide the functions of information encryption and
verification of website identity. DV SSL certificate only provides information encryption. The
issuance and usage of EV SSL certificate conforms to “GDCA EV CPS”, which is no longer covered
in this CPS.

The types of domain names in SSL server certificates are not restricted, e.g. .com, .gov etc.

1.4.16. A2 4 FUFEF CodeSigning Certificates

A AIEFAR IR BA A FRIREE ey 4, HAEH T8 UMy 4, A
BT RRLZ G A ISR .

RIGREAZAUEAS T | b AR, AMFR AR T3PS EAE WA, R
BURAE RN

CodeSigning certificate is a digital certificate that identifies the source or owner of the software
code. It can only be used for digital signature and cannot be used for transaction, payment and
encryption, etc.

Subscriber must commit not to sign malicious software, virus code, infringement software and
hacker software using CodeSigning certificate.

1.4.1.7. iV BRISIEH TimeStamp Certificates

I () BRIE 5 5 2 T IRk 55 4% SRt w244 Tfe .

Timestamp Certificates are mainly used for Timestamp servers to provide digital signature service.
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1.4.1.8. B RIERHEBEREXT R AR REF CP Object Identifiers of Certificates

%fF H ROOTCA (RSA) iE+H. GDCAROOT CAiE+5. ROOTCA (SM2). GDCA
ROOT CAL UEHAE K2 CA FiA K I eSS, IEHSIEFRRAT (OID) iR

5 1R NIEP 5. 1.2.156.112559.1.2.1.1

55 2 BN NIE5 50 1.2.156.112559.1.2.1.2

55 3 RN NIE5Em%: 1.2.156.112559.1.2.1.3

55 4 B NAEP 5N 1.2.156.112559.1.2.1.4

55 3 RHUME T 5Em%: 1.2.156.112559.1.2.2.1

55 4 Y UME 5% 1.2.156.112559.1.2.2.2

WA IE s 1.2.156.112559.1.2.3.1

AR A ISIE I 5emE : 1.2.156.112559.1.99.1.1

EIEEH AN NIEP SREE R RAR AR 2.16.156.339.1.1.1.2.1

EIHEH DN UIEP SRR RAR AR 2.16.156.339.1.1.2.2.1

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1, the allocated policy OIDs are as follows:

Type | individual certificate policy: (1.2.156.112559.1.2.1.1)

Type Il individual certificate policy: (1.2.156.112559.1.2.1.2)

Type Ill individual certificate policy: (1.2.156.112559.1.2.1.3)

Type IV individual certificate policy: (1.2.156.112559.1.2.1.4)

Type Ill organization certificate policy: (1.2.156.112559.1.2.2.1)

Type IV organization certificate policy: (1.2.156.112559.1.2.2.2)

Equipment certificate policy: (1.2.156.112559.1.2.3.1)

Certificates for test purpose: (1.2.156.112559.1.99.1.1)

Hong Kong-Guangdong mutual recognition individual certificates: 2.16.156.339.1.1.1.2.1

Hong Kong-Guangdong mutual recognition organization certificates: 2.16.156.339.1.1.2.2.1
Xf Tt GDCA TrustAUTH R5 ROOT k5. it R5 2 CA iE+f5. GDCA

TrustAUTH E5 ROOT 22 & 2 CA I R FHETS, UE g (OID) A %A VL
R

MEFAG | SREER BARRSE TR &
IS A 4IE HHIE: B4, mHnE, | 2022 48 11 7 1
A | L2156 112550.1001 |y o A R B T
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1 38D WsR AL Sk B S e | DA RE T .
iE, HTHR R
Adobe TR e, AATEI
R4 %5 42 3 | 1.2.156.112559.1.1.1.2 | 3455 78 2540 F . Adobe SCRYZS
+ 4
FHHRE: s, BHINE,
HLAI AN A | 1.2.156.112559.1.1.2.4 | ¥idfE N,
BEf4E+ | 2.23.140.1.5.3.2 hasR AR L B i S IR
iE, HTHR R
1.2.156.112559.1.1.2.1 ?%HEHYE’ Berss, mYmE,
ML 4 15 4 5931401522 BRI
WEF o TR T B v 7 i B 0
iE, HTHRE R
FHRE: s, BHINE,
AN B | 1.2.156.112559.1.1.2.2 | = .
WEH 2.23.140.1.5.4.2 hasp AR L P i IR
iE, HTHR R
EHRE: BB, B,
B RIME 2F | 1.2.156.112559.1.1.2.3 | ez .
WEH 2.23.140.1.5.1.2 hasp AR L P i G IR
iE, HTHRE R
R s, BHINE.
DV SSL | 128612001143 | gt 4 3o 3
iE . REHFIRIE.
TR B4, I .
%:3 Ssk ;2';5263_11142;?2'_12'1'4'1 I L
iE , RS S IRILE.
, TR B4, N .
;{SSL iE 2.22.;5263;111;05?92.13.1.4.2 TR 65T T 7 P B
e iE , RS ES S IRILE.
FHR: 7B L, BHNE.
iEEV% >SSk ;2';?263'.11155?1'1'1'6'1 SRR AT IV I A
iE . RS SR,
A AR 1D . o w
e o s ZHHE: BFE%4.
ﬁ%;’éﬁ 1.2.156.112559.1.1.5.1 N
EV 4L fg | 1.2.156.112559.1.1.7.1 | Z4HHE:: HFE4.
BEt | & 2.23.140.1.3 Hhom B v A4
i A) 8 E TR BT,
1 1.2.156.112559.1.1.8.1 T

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT, #(%
B 4% R5 #2 CAIETS, and GDCA TrustAUTH E5 ROOT, the allocated policy OIDs and key usages are
as follows:

Types of Certificates Policy OIDs Key Usages Remarks
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Email Certificates
(Previously the Type |
Individual
Certificates)

1.2.156.112559.1.1.1.1

KU: Digital Signature, Key
Encipherment.

EKU: Client
Authentication,

Email Protection.

This policy OID
will not be used to
identify the email
certificates as of
1 November
2022.

Adobe PDF Signing

1.2.156.112559.1.1.1.2

KU: Digital Signature, Non
Repudiation.

Certificates EKU: Adobe Document
Signing.
KU: Digital Signature, Key
Encipherment, Data
Encipherment.

sV S/MIME | 1.2.156.112559.1.1.2.4 p
Authentication,
Email Protection.
KU: Digital Signature, Key
Encipherment, Data
Encipherment.

oV S/MIME | 1.2.156.112559.1.1.2.1

Certificates 2.23.140.1.5.2.2 EKU: Client
Authentication,
Email Protection.
KU: Digital Signature, Key
Encipherment, Data
Encipherment.

v S/MIME | 1.2.156.112559.1.1.2.2 p

Certificates 2.23.140.1.5.4.2 EKU: Client
Authentication,
Email Protection.
KU: Digital Signature, Key
Encipherment, Data

) Encipherment.
Basic S/MIME | 1.2.156.112559.1.1.2.3

Certificates

2.23.140.1.5.1.2

EKU: Client
Authentication,

Email Protection.

DV SSL Certificates

1.2.156.112559.1.1.4.3
and 2.23.140.1.2.1

KU: Digital Signature, Key
Encipherment.

EKU: Client

26




[] ﬁﬁﬂﬂﬂfﬂ_!iﬂ‘if’\ﬁ E‘Elz‘ﬂﬁ!

_— bl DRIt Ll GDCA %%_U\_\L[E—\lk%%m)rlu (V6. 4 ﬁ&)
Authentication, Server
Authentication.

KU: Digital Signature, Key

Encipherment.

OV SSL Certificat 1.2.156.112559.1.1.4.1
ertificates _ _
and 2.23.140.1.2.2 EKU: Client

Authentication, Server
Authentication.

KU: Digital Signature, Key

Encipherment.

I/ SSL Certificat 1.2.156.112559.1.1.4.2
ertificates _ _
and 2.23.140.1.2.3 EKU: Client

Authentication, Server
Authentication.

KU: Digital Signature, Key

Encipherment.
1.2.156.112559.1.1.6.1

EV SSL Certificates . ;
and 2.23.140.1.1 EKU: Client
Authentication, Server
Authentication.
Standard Code KU: Digital Signature.
- - 1.2.156.112559.1.1.5.1
Signing Certificates EKU: Code Signing.

EV Code Signing | 1.2.156.112559.1.1.7.1 | KU: Digital Signature.
Certificates and 2.23.140.1.3 EKU: Code Signing.

TimeStamp KU: Digital Signature.

1.2.156.112559.1.1.8.1

Certificates EKU: Time Stamping.

1.4.2. FR &I BIEB M A Prohibited Certificate Uses

B RBMPESS, AR RN A TFHER RN EER S E S Mg, fln, DAIIE
BHREMT AR R, TAGENE RS 4 BN UG IE RN, YUIERARIE N
N A RAE T, BEFIEBS A RENE N AAWUIES RAE A . 5 FHSERA— 2
HIEF, AR#A CPS IR N ATE(T:.

Each certificate shall only be used to in dedicated usage corresponding to the subject’s identity. For
example, the Individual Certificate can only be used as individual case rather than the cases being
used as Equipment or Organization Certificate; the Organization Certificate cannot be used as
Individual and Equipment Certificate; the Equipment Certificate cannot be used as Individual or
Organizational Certificate. Certificates shall not be deemed as trusted by this CPS if they are not
corresponding to their respective usages.
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The GDCA certificates are prohibited to be used in circumstances, such as any violation of state
laws, regulations and national security or legal consequences, in addition, the GDCA certificates
are prohibited to be used in business that involves criminal activities, or in business forbidden by
laws, otherwise all legal liability that triggered by this will be taken consciously by subscribers
themselves.

ROOTCA (RSA) iF 5. GDCA ROOT CA iE+i. ROOTCA (SM2). GDCA ROOT CA1l
MEHZER M CA AT TG PEB R . WKIE-BAH A€, GDCA
X RAE 5 B B SE P L A R S AR BL Ah 37 5t b i A L R AR AE T 54T .
GDCA 53 24 ANFRECIE S F T BRI DA AR T 38, el NS 30
FSE SR IAE RIS 55, DL ST e AR A4 R BE 4

DA ORI AIE S A R ARG A B VE 1, GDCA ICE S ™ 44 Hh s 35 5 3¢

“test” BFE L IR TR, HAE-BARONEK AL 6 S H .

Subordinate CA Certificates issued under the ROOTCA (RSA) Certificate, GDCA ROOT CA
Certificate, ROOTCA (SM2) Certificate, and GDCA ROOT CAL Certificate may be used for issuing
test subscriber certificates. Test certificates are provided solely for testing purposes, and GDCA
assumes no responsibility for the authenticity, validity, or any consequences arising from the use of
test certificates outside testing environments. GDCA strongly advises users not to use test
certificates for any purposes other than testing, especially in scenarios involving identity verification,
in order to avoid potential losses or disputes.

To ensure the identifiability and proper management of test certificates, GDCA requires that the
username in each test certificate must contain the English word “test” or the Chinese word “JIiR”,
and that the validity period of these certificates shall not exceed six months.

1.5. $EEREFB Policy Administration

GDCA %4 5RMEZE 4% GDCA HLFIIEARSS I SFms i s & B LK, BTl
AL HE CPS.

]

The GDCA Security Policy Committee is the highest management authority for all policies related to
GDCA's electronic certification services, responsible for reviewing and approving the Certification
Practice Statement (CPS).

1.5.1. S SCRYE FE MM Organization Administering the Document

SR SCR S BEALF ) GDCA % 4 SRR 2% DA 2, /RN SIS BELR T ST T A
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B A CPS. GDCA # &ML i~ R T AR EHZE . ATEH L. BoRFL, 27
Hi 55 O A RS B i AR
AN SRS SCRS T AN A I R 55 55 H O AT iAT BUE B 19151

GDCA Security Policy Committee is assigned as the document management authority responsible
for establishing, publishing and updating this CPS. The committee consists of the relevant
representatives with the right of decision-making from GDCA's management, administrative center,
technology center, and customer service center, etc.

Consultation of this policy document to the external parties and other routine jobs are undertaken
by the administrative center.

1.5.2. EXZ& A Contact Person

1.5.2.1. #EHE RS Certificate Problem Report

RS 1) 35 A IR R 1 SR AU DA 77 N2 — 3258, HAE B g R AL 15
T B U5 -

® KHRPEZ: webtrustreport@gdca.com.cn; BY

® Hi: 4007008088

Any certificate problem reports or certificate revocation requests shall be submitted through one of
the following ways, and certificate revocation requests must be submitted in writing:

® E-mail to: webtrustreport@gdca.com.cn

® Call: 4007008088

1.5.2.2. CPS [af CPS Related Issues

R4 % CPS B Rl el il SEMSE, #HBATLAZ LA R 7 B THC R

BRI T: GDCA fTBUEHI]

PRAN: Tt

WAk bk https://www.gdca.com.cn/

H PR ARl gdca@gdca.com.cn

R A NRILANE ) R N B 75 XA 112 5 ZRVCIE brOKE 30 #%
3001 =

MR B4t : 510030

FiE51d: +86 20-83487228
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For any problems, suggestions, questions, etc., about this CPS, you could contact us as follow:
Contact Department: GDCA Administrative Department
Contact: Ms. Wang

Website: https://www.gdca.com.cn/

E-mail: gdca@qgdca.com.cn

Address: Unit 3001, 30F, Pearl River International Building, No. 112 Yuehua Road, Yuexiu District,
Guangzhou City, Guangdong Province, the People’s Republic of China

Postal Code: 510030

Tel: +86 20-83487228

1.5.3. WRE CPS fF& K& HIALH Person Determining CPS Suitability for

the Policy

GDCA 4= RIS 2 5 CPS 76 KB IN L

The GDCA Security Policy Committee is the authority responsible for determining compliance of the
CPS with applicable CP.

1.5.4. CPS Ht#EFERF CPS Approval Procedures

AHURI] CPS H GDCA 245K WE 22 23443 CPS 45 /INHI T SCHY, CPS 45 /)
U 5EUEIRAC GDCA ZAKIG R R & Wi %, Si%% R aMuEE, 1ER{E GDCA &5
uh FRAN, JERIE CRPUGERSEEINEG) e, Wbk fiz HEr=+HZHA
) Tl A BB A 5

This CPS is drafted by the team designated by GDCA Security Policy Committee. After the
completion of drafting, the CPS is submitted to GDCA Security Policy Committee for review. After
approval by the committee, GDCA will publish the CPS on its official website. Under the provisions
of "Measures for the Administration of Electronic Certification Services", GDCA should put the
record to the Ministry of Industry and Information Technology within 30 days after the publication.

1.5.5. CPS 1&1] CPS Revision

GDCA ¥ xf CPS HEAT ™k IR AT, I B 22 42 SRS 23 B 2> S BT AH R FE R

GDCA i B 5 BURVERL . BEARZE R bRt AR KOl 45 K R L 55 KRB 1T A
CPS, [ XfF H GDCA TrustAUTH R5 ROOT iE45. #% /8 RS # CAiE+. GDCA
TrustAUTH E5 ROOT 25Kk 2 CA P2 K B AL {EIETL55, GDCA ity CA/B
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wix Chttps:/iwww.cabforum.org. ) & A7 [ &% #7 ik A< ¥) Baseline Requirements. EV
Guidelines. Code Signing Baseline Requirements. S/MIME Baseline Requirements A&
NCSSR ({1 Z3K I 21T CPS.

CPS % 5 /INHARSE LA _E 1 0L CPSAE1T #, $25C GDCA % A= TR &R I 2 Wi %,
Kz ettt s, 1ERAE GDCA B 7 Ml bR A .

A CPS Z/MRHFEMBIAT —IK. WIRTNENS), MEBGRAS . B AAmN T, 4
RS 8] S AT 1T 3K o

BT R CPS, MXTANAAT 2 HE =+ H Z W 1A A E B A 5o

GDCA will implement strict version controls on this CPS, and such work will be arranged by the
GDCA Security Policy Committee.

This CPS will be updated timely in line with the changes of national policies and regulations,
technical requirements, standards and business development. Meanwhile, for the publicly trusted
certificates issued by the subordinate CAs that are issued by GDCA TrustAUTH R5 ROOT
certificate, ¥ R5 # CA iE+5 and GDCA TrustAUTH E5 ROOT, GDCA shall also update this
CPS according to the latest versions of the Baseline Requirements, and the EV Guidelines, Code
Signing Baseline Requirements, S/IMIME Baseline Requirements and the NCSSR of the CA/B
Forum (https://www.cabforum.org).

The proposed suggestion of revision will be submitted by the team which is responsible for writing
CPS based on relevant changes, then it would be reviewed by the GDCA Security Policy
Committee. After approved by the committee, GDCA will publish the updated CPS on its official
website.

This CPS is updated at least once every year. Even if no other changes are made to the contents of
this CPS, GDCA will increment the version number and update the release date, effective date, and
the revision records of this CPS.

GDCA should submit the revised CPS to the Ministry of Industry and Information Technology for the
record within 30 days after the publication.

1.6. X H4EE Definitions and Acronyms

1.6.1. ARiZ e L—KFK List of Term Definition
Ri& 7E X

GDCA %4 5RIEZE 012 | GDCA WIE RS54 5 P4 110 f v SR 7 B MR B LA AT CPS — 3
PR E AL

AL INIERR S ML BTN, BR, W EEIE BRI . ZAREE
TR CAs KH2f CAs.

LA LK (Registration Authority, RA) 4 57 AL FAIE 5 H i
FEFAT P RSSIE R, HW 2 IR EVGEIRS I, i
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ZAEAS I EALE MR A SEAR, SO IR S AT
SO bR, Ao B IR R IE R, AR TR
HR 55 AL Sk 4 S Ik B B 3 B I R

SE B4 T3, TR AH S S hIE.

IR CEpIES HIZE AR (K H TOATEAR S (CAD B IR AT R 2644
L ST 1) LR UE P A i TR Bk 26

L ARV 55 0 Y RAE S, Bk, B HE A E BHEZA) — 3t

4 ARG R BEE R R AIRRE.

SR PITRNEPHIEEIRAME R, B 7 EECy e+
LG T

B % A TOTHZIEPHIEEE, IR RIES.

e AR E A BLFE TLIRPR AL RGP T @O R I A

Linting ]

— M B AR N, THET (RFC6962)  ET.
WEF R 5138 81 OCSP M N, BRAFZE 44 EdE X R (RFC 5280
% 4.1.1.1 TFTIR K thsCertificate) HHATH AR FE, LA
FLRF G B 2R B R v e SCRIIE B S R ARAE -

FELAEFRA P FELAUE-PR AP, AT RS N P A B 4 e k45 1Y
W3

A 3 BT REE PR IR B I B S B B, T T
R5 s BB A N BN 1 Rl SR B AT

AN TR ] HAHRAARRA FH AT, AT
fiH, DUZSE SR ARV —IFeI M 74, I8k
AT IR R, DMEDUH RN PRE A & ) 215 B AT
i o

YNTEER I i —HAFERE A AR AR TSRS, H
TSI T AHES B AR BRI EaE . k. B
LA I ZIRE -

NSRS F - A B2 AR AIE 5 MBS AR T 20AE )32 AT FH A S A
HERE, AT AT AE BE TS

AR T Fr& A% CPS &7 8.2 PR EEK 1) B AR N B Stk

AT WA BRI 5 RN B0 Sk

APA WEE ST H AR NBOER S AR, HAZAT P s I 56k
AL EPAPNEIRFRE S

ANARVINNE WIERR S AU SIE HE NAT S Z A Z SO E T
F IR 554

WebTrust CPA JINEE KA ST UEAR 5 HLA4 1K) WebTrust I H (BT AR o

Term Definition

GDCA Security Policy
Committee

It is the highest management and monitor function for CPS and the
decision-making agency pursuant to CPS within the GDCA
certification services system.

Certification Authority

An organization that is responsible for the creation, issuance,

32




I senrmsnnmnas

GDCA HE-FAEME S5 H] (V6. 4 RO

revocation, and management of certificates. The term applies equally
to both Roots CAs and Subordinate CAs.

Registration Authority

A Registration Authority (RA) is responsible for processing service
requests from certificate applicants and certificate subscribers, and
submitting them to the certification authority for the final certificate
applicant to establish registration process. RA is also responsible for
identifying and verifying certificate applicants, initiating or transferring
certificate revocation request, and approving certificate renewal or
re-key request on behalf of the certification authority.

Certificate

An electronic document that uses a digital signature to bind a public
key and an identity.

Certificate Revocation List

A regularly updated time-stamped list of revoked certificates that is
created and digitally signed by the CA that issued the certificates.

Certification Practice

Statement

One of several documents forming the governance framework in
which certificates are created, issued, managed, and used.

Domain Name

The label assigned to a node in the Domain Name System.

Entry Clerk Entry clerk is responsible for inputting the information submitted by the
applicant and help the user handle certificates application, revocation
and renewal procedures etc.

Reviewer The reviewer is responsible for checking the information of certificate

application and approving certificate issuance.

Fully Qualified Domain
Name

A Domain Name that includes the labels of all superior nodes in the
Internet Domain Name System.

Linting

A process in which the content of digitally signed data such as a
Precertificate [RFC 6962], Certificate, Certificate Revocation List, or
OCSP response, or data-to-besigned object such as a tbsCertificate
(as described in RFC 5280, Section 4.1.1.1)
conformance with the profiles and requirements defined in the

is checked for

Baseline Requirements.

Online Certificate Status

An online certificate-checking protocol that enables relying party

Protocol application software to determine the status of an identified certificate.

Private Key The key of a key pair that is kept secret by the holder of the key pair,
and that is used to create digital signatures and/or to decrypt
electronic records or files that were encrypted with the corresponding
public key.

Public Key The key of a key pair that may be publicly disclosed by the holder of

the corresponding private key and that is used by a relying party to
verify digital signatures created with the holder's corresponding private
key and/or to encrypt messages so that they can be decrypted only
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with the holder's corresponding private key.

Public Key Infrastructure

A set of hardware, software, people, procedures, rules, policies, and
obligations used to facilitate the trustworthy creation, issuance,
management, and use of certificates and keys based on public key

cryptography.

Publicly Trusted

Certificate

A certificate that is trusted by virtue of the fact that its corresponding
root certificate is distributed as a trust anchor in widely-available
application software.

Qualified Auditor

A natural person or legal entity that meets the requirements of section
8.2 of this CPS.

Relying Party

Any natural person or legal entity that relies on a valid certificate.

Subscriber

A natural person or legal entity to whom a certificate is issued and who
is legally bound by a subscriber agreement.

Subscriber Agreement

An agreement between the CA and the Applicant/Subscriber that
specifies the rights and responsibilities of the parties.

WebTrust The current version of CPA Canada’s WebTrust Program for
Certification Authorities

1.6.2. YEmsiE KA X — %K List of Abbreviations and their Meaning
CA Certification/Certificate Authority BT RS WL
CAA Certification Authority Authorization DAENRIEZ AL
cp Certificate Policy UEF5 S
CPS Certification Practice Statement H b 2840 1)
CRL Certificate Revocation List TEBHON 5
CSR Certificate Signing Request JEE R
DBA Doing Business As 7\ 4 FR
DNS Domain Name System 4 24
EV Extended Validation 3 FE IO I A BRI E

(US Government) Federal Information Processing CEEBUT) BFRE B kb
FIPS Standard

L i

FQDN Fully Qualified Domain Name S o [ i 4
GDCA Global Digital Cybersecurity Authority CO., LTD. Hp 22 B AR L 35 4 A5 BR
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O3]
gTLD Generic Top-Level Domain @ T, 42
IANA Internet Assigned Numbers Authority B X G 4 B W LA

Internet Corporation for Assigned Names and LW 4 5 5 2 4 I
ICANN | Numbers

HLA
1SO International Organization for Standardization B b vHEA, 4 21
KM Key Management 2R LA 3]
LDAP Lightweight Directory Access Protocol 25 0 H 0 Al L
LRA Local Registration Authority A HE L
OCSP Online Certificate Status Protocol TELIE TR AT

State Cryptography Administration Office of o [ [ 5% 7 A
OSCCA | Security Commercial Code Administration of

China IIRE
PIN Personal Identification Number A NG R
PKCS Public KEY Cryptography Standards N B B R L A
PKI Public Key Infrastructure INEF R R
RA Registration Authority LI

Request For Comments 175 SR T T v (— o I
RFC o

P S L 1A )

SSL Secure Sockets Layer A
TLS Transport Layer Security R A
AATL Adobe Approved Trust List Adobe HLHE(E T 515

2.5 B Rfi 51 B B # Publication and Repository

Responsibilities

2.1. GDCA {8 B FE Repositories

GDCA 15 B —DXANA TG B R, B REWARAE . BURRIER K& S5iEPA XH1E
& .GDCA 15 B FE N A AFEHEAFR T LR N %5 : CP F1 CPS IRAT F1J7 SRR A IIEF5 . CRL
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WP BLEIE H GDCA 0 B R AR5 S . GDCA K K A tfifiE45. CPS
EATHILE RGN, XN BR LIRS CPS M KL HIEM —2. GDCA 58
JEE AT LB RIHE:  hitps://iwww.gdca.com.cn 2], Bk GDCA iR 45 52 1 & @ 7 2
B

GDCA repositories are open to the public. It can store, retrieve certificates and their related
information. GDCA repository includes but is not limited to the following: current and historical CPs
and CPSs, certificates, CRLs, subscriber agreements and other information published by GDCA
when necessary. GDCA will release certificates, CP and CPS revisions and so on timely that must

remain consistent with the CPS, relevant laws and regulations. You can search at
https://www.gdca.com.cn or via any other communication methods specified by GDCA at any time.

2.2. {EBHBIRA Publication of Certification Information

GDCA 7E 5 J5 M3 https://www.gdca.com.cn & Aifs B, 1%/ k& GDCA & A fit
A5 B2, B RAUBINRIE.

GDCA il id H s M55 #8 K AT 7 BIUEF A1 CRL, 11 7 B /7 T LAid i 1717 GDCA
(1E MSREGIE 1 (1015 SRS IE 15513 [FIRF, GDCA IRAL/ELRIE RS A MRS, 1T
F AR5 AT S B R IR A S B

AN}, GDCA K2t 75 2R IUHA v 5 AT k4715 B kA

GDCA publishes repositories on its official website (https://www.gdca.com.cn). The official website
is the primary, most prompt and authoritative channel to publish all information about GDCA.

GDCA publishes certificates and CRLs via LDAP. Subscriber or relying party can obtain information
of certificates and CRLs through GDCA'’s official website. Meanwhile, subscriber or relying party
can check the current status of certificate instantly via OCSP service provided by GDCA.

Meanwhile, GDCA may also release any related information in other possible forms.

2.3. RATHIBS[EFISZ Time or Frequency of Publication

GDCA {E1T FE B R BCE s, It &y sk B 3P iE R CRL & AT .

% T i ROOTCA (RSA) iF45. GDCAROOT CA iE+5. ROOTCA (SM2). GDCA
ROOT CAL B R KT CA P K HIT 7k, CRL K&AGEHIN 8 /it

XITH GDCA TrustAUTH R5 ROOT iF+i. i RS # CA iE+i. GDCA
TrustAUTH E5 ROOT 28 A& K2 CA Fra& A HIAT FIETS, CRL &AW AHIY 24 /i, H
nextUpdate 7B FR{E AR H thisUpdate {H 1 10 KL .
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EEZMREDIL T, GDCA 1] LLEAT IR EIET A1 CRL HI KAl A, GDCA R4 K fi
— KT IANEIRS PR CA IE B 5ZR (ARL).

S LA P 2R B R AR TR, H GDCA MSTA sk, IXPh & AR 2% 2
IR R, F BRI R R

GDCA releases automatically the latest certificates and CRLs via official website when the
certificates are issued or revoked.

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CAl, the CRLs are issued every 8 hours.

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT, #{%
AR R5 2 CA iE45, and GDCA TrustAUTH E5 ROOT, the CRLs are issued every 24 hours and the
value of the nextUpdate field is not more than ten days beyond the value of the thisUpdate field.

In particular, GDCA can choose time to release the certificates and CRL in case of an emergency.
GDCA releases CRL of CA (ARL) every year.

GDCA can independently choose the time and frequency of releasing other information of
repository. The release is efficient, timely and consistent with the requirements of the laws.

2.4. (8B EV5E$EH] Access Controls on Repositories

GDCA 15 2 iAE BAAXF I A TF R AT ARFT NARRENS BB, XTI AT S A 1%
Y T AN SEAEAT BR 1 o

GDCA M 2P, Rt waiit. a8 i iR A E L AU A 57
ZREATE B ERIIE I, MIER. B2 KATERAE,

The information in GDCA repository is publicly available. Anybody can read the relevant information,
and there are no restrictions on the read-only access of such information.

With network security, secure system design and security policy, GDCA ensures that only
authorized employees can add, delete, modify and publish the repositories.

3. BminiR 5 X5 Identification and Authentication

3.1. 4% Naming
3.1.1. Z#RAE Types of Names

GDCA MUK M UEFS, &G MURNUAFIE 1T P AT 4, GRS Hig 1 &
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WAL E BTSN, FFUARPARRICREE R IERREEE SR, DAEL
% (Distinguished Name) JEAX G SEIE AN, RUEHRFA# KME—R1 54 . GDCA
IEFSFF & X.509 bRk, JrBogs ik 54eA # SR 4, KA X.500 Aritar 4477 s

Certificate issued by GDCA can authenticate the identity and other attributes for applicant with
different identifier including issuer and Distinguished Name (abbreviated as DN) of subscriber. The
identifier of certificate holder is named as the DN contained in the certificate, and the DN is unique
identifier of the subscriber. The certificate format meets X.509 standard and the identifier which is
assigned to the subscriber as the DN meets X.500 standard.

XFF SSLITLS k55 asilE+s,  FirA 442 B AP bk R 7 I 21 3 @) 44 v, e 44
NEIRAL B P ik, A2 — > W LA 32 AU 44 v (R 344 B 1P Ml dE

For SSL/TLS server certificate, all domain names or IP addresses are added as the Subject
Alternative Name and the common name is a primary domain name which must be one of the
domain names or IP addresses from the Subject Alternative Name.

GDCA LA AU A LA ¥ T AR B 1 44 Ay 44 KU 4 -

Naming rules of issuer’s DN are as follows:

JE& T fH

H% (C) CN

H (S UEPBAURE BT Ehy, BiE A

HIX (LD UEPWURE BT ey, siE A

MLt (O) Global Digital Cybersecurity Authority Co., Ltd.z{

GUANG DONG CERTIFICATE AUTHORITY CO.,LTD.

PLRIFEETT (COU)

GDCA I REMHE HI 28R B4R X AN R R AN [ 7
WA 9 P WUAIE T, it L GDCA IE A AT LA 35 AN R] g it
eI

B4 (CN) IHJE A CA 4
Attribute Value
Country (C) CN

State (S)

State of issuer (if included)

Local (L)

Local of issuer (if included)

Organization (O)

Global Digital Cybersecurity Authority CO.,LTD. or GUANG DONG
CERTIFICATE AUTHORITY CO.,LTD.
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Organization  Unit | Certificate contains various issuers depend on subscriber types,
(ou) applications and regions to issue the certificate.

Common Name | Name of CA
(CND

GDCA UEA51T ) i AR B3 44 i A2 B 2 -

Naming rules of subscriber’s DN are as follows:

JB Tk &

EZx (© CN

% (S) WP ETER r, BEE A

#X (L) TR, BiE A

Bl (0D XA RENURIT P, JET T BTERUAL 2 9K

HUAHERTT (OU)

TR LTSS A
T AL B
St 1 SRAE TR S

HFIREE (B) | 3T s e, BN

WA (CNY | 34 (SSUTLSWEF), Sili4 WURSRENES), 2 Ak
£ (MARALES), s A AT R 4R

Attribute Value

Country (C) CN

State (S) State of subscriber (if included)

Local (L) Local of subscriber(if included)

Organization (O)

Organization where subscriber subordinates for certain one;

Organization Unit
(oW

One or more following options can be included:
OU of subscriber subordinates;

Any descriptions which describe identity or certificate type;

Email (B Subscriber’s email address (if included)
Common Name | Domain name (SSL/TLS certificate), organization name (organization
(CND certificate), individual name (individual certificate), or other identifiable

names
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3.1.2. St Z R B AL I ZE R Need for Names to be Meaningful

GDCA fifi F DN TR FRUE S 4K SAIE 1528 K #5244k, DN i 2R EA —E M
B, 7T LS FIE S (5 SR 1 S 0 BURF A BB AR . IE T EAR A FR bR IR
ASAIE S T4 3 1) e 2 SEAR IF) RS 78 2R o

GDCA uses the DN field to identify the entity that is the subject of the certificate and the entity that is
the issuer of the certificate, and the names in the DN have representative meanings and can be
related to the identities and specific properties of the final entities that use the certificates. The
common name identifies the end entity’s particular name mentioned by this certificate.

3.1.3. TP RIEZ B84 Anonymity or Pseudonymity of Subscribers

A% CPS JlsE, GDCA [T ' AEREAT Kyl 45 FRF I AN RE 1 B 44 B P 44

Under this CPS, subscriber cannot apply for certificate with anonymity or pseudonymity.

3.1.4. HBRAR LK RBPA Rules for Interpreting Various Name

Forms

GDCA % % WU FAF B4 X.500 V3 ki, B 544 k% I8 sF X.500 Frife. B4
[ 44 B0 1 GDCA 5 X .

A certificate issued by GDCA conforms to X.509 V3. The format of DN conforms to X.500, and
naming rules of DN are defined by GDCA.

3.1.5. ZFRHTME—HE Unigueness of Names

f£ GDCA fEAESA, AFENT 7 RRES 0 B AR B 2 A REAHIR, LAEME—). (2
X377, GDCA W] A FME— 1) AR EU ) 42 9 HAE K 2 dKAEFS o e+ FR I i
BRI PAFAER R A BRI, TR0 55 FRg B DU se A, 5 s & 05 B a5 2 DA
DX 1l Y S0

DN of certificate must be unique for different subscribers in GDCA trust domain, and same DNs
cannot be allowed as subscriber’s subject name. GDCA can issue more than one certificates using
the unique DN for one subscriber. When DN is not unique to different subscribers, the first applicant
has the priority to use the DN, and the latter could add more additional information to distinguish
from others.
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3.1.6. BEFREIRS . %55/ Recognition, Authentication, and Role of

Trademarks

GDCA 25 e+ 1 AR B 4 H A SRR 4

Subject’s DN of certificate issued by GDCA does not contain any trademarks.

3.2. ¥IHEEHHIN Initial Identity Validation
3.2.1. EBIHAE AR Method to Prove Possession of Private Key

RS HIEE L AUIE A 5 B EE M A SAR R S AL, IR B 75 2 B AR AR 45 R
HHEHPEEH TSN (PKCSHI0). HE 5 A#EHbRR %, B GDCA E5R
HIFEIE M 5 20, BB RS AR A5 S8 (R 20 e A0 3 R A A BORTNS L) PIN A 35

Applicants must prove that he/she holds the corresponding private key to the public key being
registered. Applicants can use the ways of digital signature contained in certificate request
messages (PKCS#10) or other equivalent method to identify the private keys, or other ways
required by GDCA, such as initial information (distributed key medium and its PIN code), etc. to
prove that applicants hold the relevant keys.

3.2.2. PMABHEIER] Authentication of Individual Identity

XHFNANSESS, GDCA ARG NPT B B IAR, AT AR 1 5
%R, — RS, I, ZaSgE, A FUERE . S A
AR

For individual certificates, GDCA must perform different authentication methods depending upon
the type of certificate applied by the individual. Generally, the higher class certificate type means
higher security level, and stricter authentication method with more comprehensive authentication
information.

Lo P2 LA NIES, BUTLLUF %50
GDCA AT P e s M5 2, AR #9 B BEAT IR UE . WA 7 AT BLR
P RGE A DA S A B L F A AL S A T 5 i 7 ZOR SN HE 5 PITd 22
15 2SR MG UE . GDCA AN AEORFTRE A AL BRI UE S 2 LASR
b5 35 SO HSEH) . ATEER . JB T IS H A A/,

1. For Type I Individual Certificate, the following authentication is performed:
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1)

2)

3)
4)
5)

1)

GDCA only verifies the information submitted by the subscriber and does not validate the
identity of the subscriber. The information submitted by the subscriber can be validated by
sending a verification code, making a phone call, sending an SMS message or any other
reasonable ways. GDCA will not ensure or guarantee the validation and reliance of other
information, and will not validate whether the information belongs to the subscriber, except the
information submitted by the subscriber.

XFFE 2 A NIEH, $UATEUR %5

GDCA 7Rk /7 Frde 2 /45 B, RS T i@ A A4 93T Sk 44 o Bl 5 0
A DL SRR A A A B0 i st f i . TR A5 S5 oAt T 5 10 77 SR UG IE H
THH PR BLIE B AHSRE, W2, L BB =5 Bl e A T AR I T
2R I 2 SR B B A5 B AT B S IRAIE, B DR IS T IR LB B S B a4 R —
.

For the Type Il Individual Certificate, the following authentication is performed:

GDCA shall verify the information submitted by the subscriber, and to verify that the common
name is the real name of the subscriber. The information submitted by the subscriber can be
validated through sending a verification code, making a phone call, sending an SMS message
or any other reasonable ways. GDCA can also validate the identity of the subscriber through
the well-known third-party database if necessary, to ensure the consistency of the information
from different channels.

SHFEE 3 A NIET, HUTLL %50

FA FAE 2 5 3 IR S SEVE R 0 . AR 7 O AU SR A5 i & 28 b — b e R
WURIARUR IR B R e B B S A SO CanJE RS IE. 4718, B IEE
fib [RI SRR ), GDCA F & UL B S 2 A AR AT BL ek sl Dy it i) R, 21, GDCA
A DL 25 A R O B SO BB SR = 05 B PE AT R B A S Sy,
A LLIE W WAL AR AR U0 B SRR (S BT ARSI E, AR BT
REEE SESR K.

BN BE R (e P 3 E kb ). GDCA mT LUE Il 38 K . 4RAT
oK B T FH R T B 25 A 2 P T A )tk B BT 28 R 1 B A B S A I
stk

ZEIETIE R E M. GDCA M i iE . MEAFETr R, 5 g iz SaiE ik,
X T RASEAH A A N By 44 SCRIE I, 38 75 B4R A8 HL /e SR ARt R E B AR .
MG B ASHAEER, FTEMNEHA R EFIE, LAHE SR T Z0
R B o BB 28 =0 B e . R I B A FLF I 55

For the Type Il Individual Certificate, the following authentication is performed:

Ensure the identity of the subscriber. This must be validated by obtaining at least one currently
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2)

3)

4)

5)

1)

2)

3)
4)
5)

6)

1)

valid government-issued photo ID (e.g. ID card, passport, military 1D, or equivalent document
type), GDCA inspects the copy for any indication of alteration or falsification. GDCA
cross-checks with an authoritative third-party database that issues the valid identification
document, when necessary, GDCA may also verify the information submitted by the subscriber
through a voice communication, video, photo taking, etc. as well as validate through
cross-checking with a well-known third-party database, to ensure the consistency of the
information from different channels.

In case the subject of the certificate contains an address, GDCA may verify the address of the
applicant using a utility bill, bank statement, credit card statement etc., or directly rely on the
address on the identification document issued by the government.

GDCA verifies the certificate request with the applicant by sending e-mails or making phone
calls etc.

For the application applied by someone in his/her name who works in an organization, the
applicant also needs to provide the proof materials from the organization.

When the application information contains some information of an organization, it is necessary
to confirm the existence of the organization and whether the applicant belongs to the
organization. GDCA could require validating by a third-party database, or sending e-mails to
the organization, and so on.

XFTEE 4 A NIEH, PUTLL T %50

BN RIS & S 0 ST AE 2E o BRIAI T NE B EdE . (D) U 3R F i
HE DR HBURHUASUR 1 B AR I 5 0IE A SOt (o R G AIE
P EEIFs AR R ZERD), GDCA A B iZAE I S 75 (A B el sl i 11
IR (2) I 2 R AT G ARUE B SO BB = 5 s B AT R A A, AR
REMEESRESER .

BN BE L (e P 3 rh L E kb ). GDCA mT LUE Il 38K . 4RAT
Tl AL BB FH R T P 5 ST R T 1 b b BB A R BURT 25 Kk 1 B I BA S A L
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For the Type IV Individual Certificate, the following authentication is performed:

Ensure the identity of the subscriber. Ways of authentication are: (1) obtaining at least one

currently valid government-issued photo ID (e.g. ID card, passport, military ID, or equivalent
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document type), GDCA inspects the copy for any indication of alteration or falsification; and (2)
Cross-checking with an authoritative third-party database that issues the valid identification
document, to ensure the consistency of the information from different channels.

2) In case the subject of the certificate contains an address, GDCA may verify the address of the
applicant using a utility bill, bank statement, credit card statement etc., or directly rely on the
address on the identification document issued by the government.

3) GDCA verifies the certificate request with the applicant by sending e-mails or making phone
calls etc.

4) GDCA may verify the information submitted by the subscriber through a voice communication,
video, photo taking, etc. GDCA may also validate the information face to face.

5) For the application applied by someone in his/lher name who works in an organization, the
applicant also needs to provide the proof materials from the organization.

6) When the application information contains some information of an organization, it is necessary
to confirm the existence of the organization and whether the applicant belongs to the
organization. GDCA could require validating by a third-party database, or sending an e-mail to
the organization, etc.
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5.  For the individual mutual recognition certificate of Guangdong and Hong Kong, GDCA adopts
one of the following ways to perform authentication:

1) Face to face authentication. GDCA confirms the authenticity of the individual identity by a legal
identity document (including, but not limited to, identity cards, passports or other identification
documents), and ensures the individual identity is consistent with subject information of the
certificate requested.

2) Non face to face authentication. GDCA performs the following procedures for the authentication:

44



[] SR RIXZIRIGBEIRDE
m (RO TR e Secun ity AThonityg Coe Lo GDCA %%‘U\‘L[E—\J_k%%m)rlu (V6. 4 ﬁ}i)

(1) Confirm the authenticity of the individual identity by comparing the photo taken of the ID
document of the individual with an independent and authoritative third-party database (e.g. the
National Citizen Identity Information Enquiry Service Center) recognized by the “Guangdong
HongKong Electronic Signature Certificate Mutual Recognition Pilot Working Group”. (2)
Confirm the consistency between the individual identity and the identity of the applicant using
biometric characteristics (e.g. by comparing the facial features); (3) Confirm the willingness of
the certificate request via voice communication, video communication, photo taking, etc. (4)
Verify the authenticity of the applicant identity via a third party auxiliary data source on identity
certification (e.g. using the services provided by elD and banks on mainland China designed to
map relationship between the identities and personal accounts), and sign a legal responsibility
agreement on identity authentication with the applicant.

If necessary, GDCA may also establish other reasonable authentication methods or obtain
additional information.

WRANNA 7 2, GDCA B ] LU M HE =T IR A5 B OREALE 1% s H DA S
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i & SR LA MO (5 B ARIE AT R

If necessary, GDCA can also verify the subscribers’ identities using the information obtained from
the third-party. If GDCA cannot get all the required information from a third-party, it may delegate
the third-party to conduct an investigation or require certificate subscribers to provide additional
information and evidence materials.

seAh, AER, GDCA W] LA E He Brifs R4 m 07 A Bk
FEE A S IRIE R TEM B L SEA R, K 5 R VAR 5T
If necessary, GDCA may also establish other required identification methods and information.

The applicant is obliged to ensure the authenticity of the application materials and shall bear the
corresponding legal responsibility.

X1 Adobe AN ASCRYZE A ESS, Bt 480 77 2R ARG A 45 58 DU A4S N\AIE 13 7D 26 1 22
RIAT o

Xf -+ GDCA TrustAUTH R5 ROOT k-5 . #r 2 I A R5 #i CA iE-15.GDCA TrustAUTH
E5 ROOT %K M2 CA I K AT FHiE+:, GDCA AL iFflibnith F TR A AE I 12
vt RV SCVE A 0L IR 7 3R o T3 D v XU ” OAE 53 5K, GDCA BT DI 4

For the subscriber certificate issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT
certificate, %z {{ R5 R CA i i and GDCA TrustAUTHE5 ROOT, GDCA establishes evaluation
process to identify the applicant with potential high risk. GDCA refuses the certification request from
high-risk applicants.

For Adobe Individual PDF signing certificates, GDCA follows the authentication requirements under
Type IV Individual Certificate to perform identity validation.
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3.2.3. MWW E4 A% 5] Authentication of Organization Identity
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Identities of organizations (government agencies, enterprises and institutions, etc.), which apply for
organization certificates, shall be authenticated strictly by cross-checking with the trusted
databases, making a face to face validation and other ways that can clearly prove the identity of the
subscriber, etc. Subscriber or subscriber’s representative fully delegated by the organization should
sign the application form with company’s chop, and accept and affords corresponding
responsibilities described in the subscriber agreement.

GDCA L ZFHRAEN U BT BAS UL ZRA AN $hAT AR 00 S A 250005 20, — i
B, BRSO, wagoie, 007 BT, S A A AT

GDCA must perform different authentication methods depending upon the type of certificate applied
by the organization. Generally, the higher class certificate type means higher security level, and
stricter authentication method with more comprehensive authentication information.
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1. For the Type Ill Organization Certificate, the following authentication is performed:

1) Confirm the legal existence of organization. This can be proved by a valid document issued by
a government agency, such as an Industrial and commercial business license, enterprise
National Organization Code certificate, or validation through well-known authorized third-party
database.

2) GDCA may verify the information provided by the subscriber through voice communication,
video, photo taking, etc. If necessary, GDCA may contact the organization based on
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3)

1)

2)

3)

4)

information from third party, such as telephone number, email address and so onto verify the
authenticity of the applicant’s information, e.g. job position of representative or whether the
person from the application form is the real applicant.

GDCA validates the materials submitted by the authorized agent and the identity of the agent
to ensure the authorization.
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2. For the Type IV Organization Certificate, the following authentication is performed:

1

2)

3)

Confirm the legal existence of organization. This can be proved by a valid document issued by
a government agency, such as an Industrial and commercial business license, enterprise
National Organization Code certificate, or validation through well-known authorized third-party
database.

GDCA must verify the information provided by the subscriber through voices communication,
videos, photos taking, etc. (on-site verification for face to face cases) and also cross-checking
with well-known third-party database, to ensure the consistency of the information from
different channels. If necessary, GDCA may contact the organization based on information
obtained from the third party, such as telephone number, email address and so on to verify the
authenticity of a particular information item of the applicant, e.g. job position of representative
or whether the person from the application form is the real applicant.

GDCA validates the materials submitted by the representative, as well as the identity of the
representative and the signed document from the organization to verify the authorization from
the organization. If necessary, GDCA shall do a face to face validation for the representative.
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4) If necessary, GDCA can also verify the subscribers’ identities using the information obtained
from the third-party. If GDCA cannot get all the required information from a third-party, it may
delegate the third-party to conduct an investigation or require certificate subscribers to provide
additional information and evidence materials.
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3. The organization mutual recognition certificate of Guangdong and Hong Kong

For the organization mutual recognition certificate of Guangdong and Hong Kong, the following
authentication is performed:

When organizations (government agencies, enterprises and institutions, etc.) apply for organization
mutual recognition certificate of Guangdong and Hong Kong, GDCA conducts a strict authentication
process on its identity, including, but not limited to:

1) To confirm the existence of the organization through information (e.g. proof of legality issued
by a government agency) provided by an independent, authoritative third party or supporting
information provided by other recognized authoritative organizations.

2) Validate the authenticity of the organization's application materials in an efficient manner to
ensure that the application has been fully authorized by the organization which can provide
additional information that must be verified.

3) If the organization certificate includes the identity of the individual, GDCA shall request the
organization to verify the authenticity of the individual identity and to submit relevant materials
for review.
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4) When an authorized representative applying for an organization certificate, GDCA shall
request the representative to submit a written document (such as a letter of attorney) that is
fully authorized by the organization, and to verify that the representative has been specifically
authorized by the organization.

5) Conducting a face to face authentication on an identity of authorized representative, GDCA
confirms the identity of the representative by a legal document of attestation (including, but not
limited to, identity cards, passports or other identification documents).

On the basis of the above processes, GDCA may also adopt additional authentication methods and
require extra data that it deems necessary.

Ak, AEERT, GDCA & T] LA E H 8 AT 7 B 45 i) 77 xR0 B k)

HIE A S5 PRIE R MR ST, TR AH 5 AR DG R 54T

XFT- Adobe HUM SCRYZE A R4S, e B 3 4 0) T IR A 15 58 DU SMLRATIE 5 1) 5 1) 22
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X} GDCA TrustAUTH R5 ROOT k-5 . #r 2 i X R5 #i2 CA iE-+5 .GDCA TrustAUTH
E5 ROOT Z& Kk IH 2k CA AT K T FiE+, GDCA @i il bnitt T IR A7 fEV 7R
v ARG SV A5 40 RO UE P 3R o T 3R) h “ w XURS: 7 BRJAIE 595 3K, GDCA B T LUE 4.
If necessary, GDCA can also establish other required identification methods and information.

The applicant is obliged to ensure the authenticity of the application materials and bear
corresponding legal responsibility.

For the subscriber certificate issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT
certificate, #(%H X R5 2 CA iE45 and GDCA TrustAUTHES ROOT, GDCA establishes evaluation
process to identify the applicant with potential high risk. GDCA directly rejects the certification
requests from such high risk applicants.

For Adobe Organization PDF signing certificates, GDCA follows the authentication requirements
under Type IV Organization Certificate to perform identity validation.

3.24. HESHHILH Authentication of Equipment Identity

B S 1 5 0 AR LB AT & AR T AN [FR], GDCA U611 7 BEAT B 13 %
s BN

BER AT 7 BRI R R, BRI SO IE I SO E AT R BN Ak 55
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Authentication on equipment identity varies by different owners. GDCA must authenticate the
identity of subscriber, including the following:

Subscriber submits application form of equipment certificate with original and copy of owner’s ID,
authorization of operation of delegated person’s ID.
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Authentication of Individual equipment Identity will be different according to the different owner of
the equipment. If subscribers are individuals, GDCA performs the verification of identity according
to the CPS section 3.2.2 class 4 personal certificate identification process. If subscribers are
institutions, GDCA performs the verification of identity in accordance with the CPS section 3.2.3
class 4 institutions certificate identification process.

GDCA checks whether the key information submitted by the applicant complies with those from
valid documents or information from third-party database in order to avoid the writing mistakes.

GDCA checks the authorized delegated person’s ID.

When the device name is applying for a certificate as the certificate subject content, GDCA also
need to verify whether the applicants have the right to do so. Confirmation can be done as follows:

Applicants shall provide the certificate of ownership or the written commitment of the ownership or
use-right from the institution with company chop.

WIS T2, GDCA v LA A EE = J7 SREL A BRI UE % Bl & A A &
it WHR GDCA TEME = HRRFAEHENGER, WS =7 riEe, sERk
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If necessary, GDCA can also verify the applicants’ identities using the information obtained from the
third-party. If GDCA cannot get all the required information from a third-party, it may delegate a
third-party to conduct an investigation or require certificate applicants to provide additional
information and evidence material.

GDCA can also set other required identification methods and information.

3.25. HEEHuHE B A FIE B Verification and Authentication of Email

Address

GDCA BB IRITE A LR RE X6 B B A F 3t bk (A R A2 AL kAT 25501 o L2553
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GDCA or its authorized Registration Authorities will validate the validity and control of the e-mail
address of the applicant by following procedures:

(1) GDCA sends a Random Value to the e-mail address; the Random Value will be generated by a
system to ensure its uniqueness;

(2) The applicant receives the Random Value via an e-mail and sends back a confirming response
with such Random Value;

(3) GDCA receives the Random Value from the applicant and compare such value with the one sent
by GDCA, the validation completes once GDCA confirms that the Random Value received matches
the one it sends.

The Random Value remains valid for use in a confirming response for no more than 24 hours from
its creation. This way of validation conforms to section 3.2.2.2 of the S/MIME Baseline
Requirements 1.0.0.

Additionally, for the SIMIME certificates that contain information of an individual, GDCA follows the
authentication requirements for Type IV Individual Certificate as described in section 3.2.2 of this
CPS to perform identity validation for the individual. And for the S/IMIME certificates that contain
information of an organization, GDCA follows the authentication requirements for Type IV
Organization Certificate as described in section 3.2.3 of this CPS to perform identity validation for
the organization.

3.2.6. SSL &2 5rH% A Authentication of SSL Server Identity
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GDCA must perform different authentication methods depending upon the types of SSL certificate
applied by the subscribers.

For OV SSL certificate, GDCA shall validate the identity of the owner of website in accordance with
the Type IV organization authentication procedures in section 3.2.3 of CPS.

For IV SSL certificate, GDCA shall validate the identity of the owner of website in accordance with
the Type IV individual authentication procedures in section 3.2.2 of CPS.

For DV SSL certificate, GDCA shall validate the ownership or control of the domain name and will
not verify the identity.

The validation procedures of EV SSL certificates is described in the GDCA EV CPS and not
covered in this document.

In case of domain name is used as subject of certificate, GDCA shall validate whether the
organization has the right and the validation of domain name is supposed to be in accordance with
the CPS section 3.2.9.

GDCA does not issue SSL certificates containing internal names.
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If necessary, GDCA can also verify the subscribers’ identities using the information obtained from
the third-party. If GDCA cannot get all the required information from a third-party, it may delegate
the third-party to conduct an investigation or require certificate subscribers to provide additional
information and evidence materials.

If necessary, GDCA may also establish other required identification methods and information.

3.2.7. RIEELZ 54 H% 5] Authentication of CodeSigning Identity

P IE AR RE A% B 1) 2 0 WA AR 1A 5 (AN [RIPRAT AN RT 0 B 43 5590 05 36, 3T 7

52



[] SR RIXZIRIGBEIRDE
m (RO TR e Secun ity AThonityg Coe Lo GDCA %%‘U\‘L[E—\J_k%%m)rlu (V6. 4 ﬁ}i)

BRI, HZIEAS CPS 5 3.2.3 H15H 4 FHUMIIE R HAT; WD AI, 150
A% CPS % 3.2.2 75 4 A NIEHERHAEIAT . EV AURBZEA 547 1) %5 184 (GDCA
EV EF TSR, 4% CPS ASfix AT BAK B ik .

FE ARG 4 HIT 7, ANBHUR BN N, 6 2500 FACRS 25 42 1 -5 4at ] v 6l £ L 75 B
IRAUEIISCA, AW AR AU ZE A2 UE T X B A e, RBURAE.
REBATENZEA

Different authentication of subscribers’ identity for a code signing certificate is performed based on
different subscribers. For organization subscriber, GDCA performs certificate validation process in
accordance with the Type IV organization authentication in CPS section 3.2.3; for individual
subscriber, GDCA performs certificate validation process in accordance with the Type IV individual
authentication in CPS section 3.2.2. The validation procedures of EV CodeSigning certificates is
described in the GDCA EV CPS and not covered in this document.

Subscriber must make a statement and prove for the use of the CodeSigning certificate. Subscriber
must promise not to sign malicious software, virus codes, infringement software and hacker
software using the CodeSigning certificate.

3.2.8. BRELE 4 HI %% Authentication of TimeStamp Identity
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GDCA generally issues Timestamp certificates only to organizations. For organizations that apply
for Timestamp certificates, GDCA validates the identity of the organizations in accordance with the
Type IV organization authentication procedures in section 3.2.3 of this CPS.

3.2.9. BRAZKHHIAFMER Domain name recognition and identification
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LT T BCBOZ SR g SR, FRISOAIE SR AU S ) HT TP 2xx RS AAS [
52, DAHRIAHEE X FQDN B SERrsfil il . 1% %5577 U# /6 Baseline Requirements
2.1.7 %5 3.2.2.4.18 7. GDCA /&7 CPS % 3.2.17 T 5 Sl 2 4 A 25 Kk Bk
(MPIC). A TP NBRIESE R, W28 R 1 0 250 W 21 5 3= DX 2 400 5 A [ PPk A5 15
CEPBEHLE A R AR

For the purpose of domain name validation, entities to be validated may also be the applicant's
parent company, subsidiary company, or affiliate. GDCA may use one of the following ways for
the validation of domain names:

Obtain the e-mail address of the domain name owner listed by the domain name registrar or
other authoritative third party database, and contact the owner by sending a Random Value via
email, and the validation steps include: (1) GDCA sends a Random Value to such e-mail
address and the Random Value will be generated by a system to ensure its uniqueness; (2)
The applicant receives the Random Value via an e-mail and sends back a confirming response
with such Random Value; (3) GDCA receives the Random Value from the applicant and
compare such value with the one sent by GDCA, the validation completes once GDCA
confirms that the Random Value received matches the one it sends. The Random Value
remains valid for use in a confirming response for no more than 30 days from its creation. This
way of validation conforms to section 3.2.2.4.2 of the Baseline Requirements 2.1.7. [Effective
December 27, 2024, GDCA shall not rely on this method for domain validation. Prior
validations using this method and validation data gathered according to this method shall not
be used to issue subscriber certificates.]

Sending an constructed email to domain contact to confirm the ownership and control of the
domain name, by sending an email including a Random Value to one or more addresses
created by using 'admin’, 'administrator’, ‘webmaster',’hostmaster’, or 'postmaster’ as the local
part, followed by the at-sign ("@"), followed by an authorized Domain Name, and receiving a
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confirming response utilizing the Random Value (GDCA follows the same steps to confirm a
Random Value as described in 3.2.9.1). This way of validation conforms to section 3.2.2.4.4 of
the Baseline Requirements 2.1.7.

3. By confirming the presence of a Random Value or Request Token in a DNS CNAME, TXT, or
CAA record to confirm the applicant’s practical control over the FQDN. This way of validation
conforms to section 3.2.2.4.7 of the Baseline Requirements 2.1.7. GDCA implements
Multi-Perspective Issuance Corroboration as specified in section 3.2.17 of this CPS. To count
as corroborating, a network perspective must observe the same challenge information (i.e.
Random Value or Request Token) as the primary network perspective.

4. Confirming the applicant's control over the FQDN by verifying that the Request Token or
Random Value is contained in the contents of a file (such as a Request Token, Random
Number that does not appear in the request used to retrieve the file and receipt of a successful
HTTP 2xx status code response from the request). This way of validation conforms to section
3.2.2.4.18 of the Baseline Requirements 2.1.7. GDCA implements Multi-Perspective Issuance
Corroboration as specified in section 3.2.17 of this CPS. To count as corroborating, a network
perspective must observe the same challenge information (i.e. Random Value or Request
Token) as the primary network perspective.

XFFIERCAHE AL, GDCA i ZERCAT A I 134, PRUBERCRS (%) Al s4s 2
AR Vi S WIEN I S NN - AT I FARS IR A PP I B <SS URE S IE PR SR D S

GDCA R4 () A4 EEGETNGUE A . A 35 S8 e 344 T
PURFZ A A3 RUE A HE , BRAR BRI & RE 08 UE L 58 e P ik A4 1 i 44 25 1)

WE, GDCA B E R EMAL A s A, DLz s, iR 2
RAEEFFRBAHN A B, 1ZFTEE AGHELIX SR

As for the validation of a wildcard domain name, GDCA verifies the domain name in the right
position of the wildcard to ensure the domain name in the right position of (*) is obtained through
registration, and explicitly owned or controlled by a business entity, a social organization, or a
government authority etc.

GDCA rejects any certificate request with a domain name in the right position of the wildcard (*)
being a gTLD, public suffix, or a registry-controlled domain name, unless the applicant proves its
rightful control of the entire domain namespace.

If necessary, GDCA may also perform the independent investigation to confirm the ownership of the
domain name. The subscriber shall not refuse the requirements when corresponding assistance is
needed from GDCA.

12026 45 3 H 15 HZ, M3 LA AT ¥ BT A 15 84 A sds B TIEAH 56 1Y
DNS 7Fif], GDCA AZi#hJE T IANA DNSSEC HR 15 T4 (1 DNSSEC iiF . F- T FEMI%%
KSR T BT Sk 4 #2 B a4 il BUAR UEAH 26 DNS 25311 DNS fEEHT 25 4 0

® %[ RFC 4035 %% 5 771 € L HIHIE AT DNSSEC 4ilE

® 7FF RFC 5155 1 X[ NSEC3;
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® 7 RFC 4509 fll RFC 5702 H & X ] SHA-2;

® A3 RFC 6840 25 4 15 1 51|28 (1) 22 42 ] /L

[ 2026 4 3 [ 15 Hit2, GDCA ANf-fi FH A th S s 4% F AT ] 5 38042 432 BB il AL
HEAHR ) DNS #5ififf) DNSSEC HiiE .

VERZ AR IAE 353, TEFE W2 A0 A 7] DAKT 5 358 44 B A Bl il B UE A 26
[¥) DNS Zr i) #1479 T IANA DNSSEC HR{5 L4 ) DNSSEC L6ilF

3T IANA DNSSEC # {7 fE4#i () DNSSEC 36l AS7EAS CPS 45 8.7 7+ ) [ ¥4k
Mo

Effective March 15, 2026: DNSSEC validation back to the IANA DNSSEC root trust anchor must be
performed on all DNS queries associated with the validation of domain authorization or control by
the primary network perspective. The DNS resolver used for all DNS queries associated with the
validation of domain authorization or control by the primary network perspective must:

e  perform DNSSEC validation using the algorithm defined in RFC 4035 Section 5; and
e  support NSEC3 as defined in RFC 5155; and

®  support SHA-2 as defined in RFC 4509 and RFC 5702; and

e  properly handle the security concerns enumerated in RFC 6840 Section 4.

Effective March 15, 2026: GDCA must not use local policy to disable DNSSEC validation on any
DNS query associated with the validation of domain authorization or control.

DNSSEC validation back to the IANA DNSSEC root trust anchor may be performed on all DNS
queries associated with the validation of domain authorization or control by remote network
perspectives used for Multi-Perspective Issuance Corroboration.

DNSSEC validation back to the IANA DNSSEC root trust anchor is considered outside the scope of
self-audits performed to fulfill the requirements in section 8.7 of this CPS.

3.2.10. MR MLZFRISE Verification of DBA/Tradename

FAEPEM P DBA L4k, GDCA ALt BL T 5 2 i & b —Ff DU S
H 1 & BUS % DBA B3 Mk 44 FK -
1. I FIEFE X B H AL B AL 0 R IE B B 2 A T AP ESOA TR SRy, B8
5 BUR LR 38
EEAECE ST
55 ST HLE S DBA £ RRER LA FR A BUR B AL Y i
Bty S RE ST A PRI B B 1
YLK R, ARATXTIK A, (EHRXIKE, BURRER MBI, BUHAL GDCA N 4

o ~ w D
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If the subject identity information is to include a DBA or tradename, GDCA verifies that the
applicants have right to use the DBA/tradename using at least one of the following:

1. Documentation provided by, or communication with, a government agency in the jurisdiction of
the applicant’s legal creation, existence, or recognition;

2. Areliable data source;

3. Communication with a government agency responsible for the management of such DBAs or
tradenames;

4. An attestation letter accompanied by documentary support; or

5. A utility bill, bank statement, credit card statement, government-issued tax document, or other
form of identification that GDCA determines to be reliable.

3.2.11. FrEER#INS%5R] Verification of Country

FAEP Wb E T, GDCA JE B =5 Buds 5 A /X vk DNS id 3%
R 1P Huhk Bl FRE #  IP suhk SRR BTAE R, B OR S N IP Hohk BT e [ 5 g A
SE B AR — 2.

In case the “countryName” field is present in the subject, GDCA verifies the country associated with
the subject though checking the IP address of the applicant or the IP address on the DNS record
from an authoritative third party database, to ensure the IP address of the applicant is consistent
with a country where the applicant is actually located.

3.2.12. IP bk FaA X H] Authentication of an IP Address

GDCA RFHLATT7 30, AlA F s # I Bt bzl iz 1P stk

1. 7EAE IP HibE) URL (G—BIEARIRAE) ITEL L X205 115 B kT eksh
i e 77 2 CABA A H U O 1P bk ) S bR AR A . %5 7 B G Baseline
Requirements 2.1.7 £ 3.2.2.5.1 45, GDCA A CPS 25 3. 2.17 F5 [l st 2 41
AERIGUE (MPIC) . T TR NIRAESS R, 0 £ A7 00 25T s 0 31 15 = X 2% A0 F AH TR
PSS (RIBEHLEEE KA.
GDCA A IP Hihk%8 % EV SSL E15.

GDCA adopts the following way for the authentication, to confirm the applicant owns or practically
controls the IP address:

1. By making a change to the agreed-upon information found on an online Web page identified
by a uniform resource identifier containing the IP address, to confirm the applicant’s practical
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control over the IP address. This way of validation conforms to section 3.2.2.5.1 of the
Baseline Requirements 2.1.7. GDCA implements Multi-Perspective Issuance Corroboration as
specified in section 3.2.17 of this CPS. To count as corroborating, a network perspective must
observe the same challenge information (i.e. Random Value or Request Token) as the primary
network perspective.

GDCA does not issue EV SSL certificate for an IP address.

3.2.13. EUHERIF FIHERE Data Source Accuracy

TERHAT AT 04 SR VSR Ay P A A SV A8 P 2 1T, GDCA X iU iy T etk
Bk, o el s T BT VR, R R UL N R &R
FITHR A5 B A RR
= R SRUE T AR
BORALR R, SRR H 1
BT A AR AT A B AT 1) 42
Dy B eSO PR A
%F T ROOTCA(RSA)E+5 . GDCA ROOT CA i 5. ROOTCA (SM2). GDCA ROOT
CALIEHZER IS CA FITZE R MY FUE:, 2 VPG o mT AR 8080 SRl o 345 1 it
B S RIS TR AS B P KB 240, T GDCA Al % %cdis J2 S #F; %1 H1 GDCA
TrustAUTH R5 ROOT iE-f5. #rZ i X R5 R CA iE+:. GDCA TrustAUTH E5 ROOT %%
RETHG CA TSR VT FHUIEFS, 25 APl A T MOS8 SRt rh SRS 0 8t B ST IS
) AN I UE 525 & AT 825 K, M) GDCA WA A i 88l 2 3C A, < TARYEA CPS 3.2.9 (28
1 RIGAIE 7 R AN ) (BRI (k4% A 1P ik, =5 P 96 E B0 s 1 A ) S i A
FHE KT 398 Ko

o > W Do

Prior to using any data source as a reliable data source, GDCA evaluates the source for its reliability,
accuracy, and resistance to alteration or falsification, and considers the following during its
evaluation:

1. The age of the information provided,

2. The frequency of updates to the information source,
3. The data provider and purpose of the data collection,
4. The public accessibility of the data availability, and
5. The relative difficulty in falsifying or altering the data.

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CAl, GDCA may use the documents and data to verify
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certificate information, provided that it obtained such data or document for a period no more than
the maximum validity of the certificates. For the subscriber certificates issued by the subordinate
CAs of GDCA TrustAUTH R5 ROOT, ¥/t R5 # CA {45, and GDCA TrustAUTH E5 ROOT,
GDCA may use the documents and data to verify certificate information, provided that it obtained
the data or document no more than 825 days prior to issuing the certificate, and for validation of
domain names and IP addresses according to Section 3.2.9 (excluding validation method 1) of this
CPS, any reused data or document must be obtained no more than 398 days prior to issuing the
certificate.

2020 410 H 1 Hi, 7EMEH RS SepR Bl AL LA EV SSLIE A S8 %
IUFERZ AT, GDCA M6 4 CPS #711 2.1 TR ) GDCA {5 8, AJF#k
% EV SSL UEFS di A% IR BT (1 544 B 10 A A LR B SR U o H AR 28 23 R F 3l A1 1%
KO ARIERBEAT AL 43 (1 B AL R

SR EACHE MR A5 26 0 2 /DI i AR P75
o eSS B DL AR A SR SR (FltndadR. FEX Al ) s Je
® U N & Wi n & % M MH : “ subjectjurisdictionLocalityName ” ( OID:

1.3.6.1.4.1.311.60.2.1.1 > , “ subject:jurisdictionStateOrProvinceName ” ( OID:

1.3.6.1.4.1.311.60.212 > , J “ subject:;jursidictionCountryName ” ( OID:

1.3.6.1.4.1.311.60.2.1.3), 24 FI SEAR B CE LA F 045 B RAE B, /RS
FACAEMHLRE F %R X 5

® Y[R SR G A M UAL A ARV o 5 A ST V2 0 75 V8 2 Y e 5 T

2 kg NEE T
® ZiTidsR, B HRINAIGIN. MBS B, R RO S AT H .

Effective as of 1 October 2020, GDCA shall ensure that, prior to the use of an Incorporating Agency
or Registration Agency to fulfill the verification requirements for EV SSL certificates, the
Incorporating Agency or Registration Agency data sources used for EV SSL Certificates will be
publicly disclosed in the repository described in section 2.1 of this CPS. GDCA also uses this data
sources to validate the identities of organizations for other types of certificates.

This Agency Information shall include at least the following:

® Sufficient information to unambiguously identify the Incorporating Agency or Registration
Agency (such as a name, jurisdiction, and website); and,

® The accepted value or values for each of the ‘subject:jurisdictionLocalityName’ (OID:
1.3.6.1.4.1.311.60.2.1.1), ‘subject:jurisdictionStateOrProvinceName’ (OID:
1.3.6.1.4.1.311.60.2.1.2), and ‘subject:jursidictionCountryName’ (OID: 1.3.6.1.4.1.311.60.2.1.3)
fields, when a certificate is issued using information from that Incorporating Agency or
Registration Agency, indicating the jurisdiction(s) that the Agency is appropriate for; and,

® The acceptable form or syntax of Registration Numbers used by the Incorporating Agency or
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Registration Agency, if the CA restricts such Numbers to an acceptable form or syntax; and,

® A revision history that includes a unique version number and date of publication for any
additions, modifications, and/or removals from this list.

3.2.14. WHBERIT /S B Non-Verified Subscriber Information

EHHHE B e, RERAEMEEARENIES.

The information contained in the certificate must be validated, the information that is not validated
shall not be written into the certificate.

3.2.15. FBUWAIA Validation of Authority

PV P B TP NIPBIEAS ML 55 1, GDCA #E4T 40 N 46k -
1 EREEE =07 S UE I IR 55 BOBCHE P BRI R R K SRR T SR LA A
1E;
2. ARG AT BEIPREEEUE R R IE I B T R S T FORSSTEZ N R T IR N
L HACRAT AL IR AL
GDCA FVFHIEE 4R E ML NSRRI IET 27 i #F AR 46 2 1 T BLEAT
UES TR, U GDCA AEZAEZIEE N S AAMAEIES igiER. 721k
FIHIEH OAZ S HIE R, GDCA N [A] g & H (1 H O AN RAIE

The following verification will be conducted while the representative of organization subscriber
applying for certificate:

1. Confirming the organization from third-party identity verification service or database,
documents issued by government.

2. Using telephone, postal letter with return receipt, employment proof document or any
equivalent way to confirm that the person belongs to above organization and his/her behavior is
authorized by these organization.

GDCA allows an applicant to specify individuals to request certificates. If an applicant specifies, in
writing, the individuals who may request a certificate, then GDCA does not accept any certificate
requests that are outside this specification. GDCA provides an applicant with a list of its authorized
certificate requesters upon the applicant’s verified written request.

3.2.16. H#E{EHEN Criteria for Interoperation

T HAR A P E RS WA, FTLLYE GDCA AT H#AE, (HE % FINIERS
WM CPS W Zii#F 4 GDCA CP %23k, JfH5 GDCA 25 M NI
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#AEHRET, GDCA RZERAEMAZXAEAS.

U SR SR A AT HLE . GDCA K7™ 4% T LARAT

Other certificate authorities can interoperate with GDCA. These CAs must ensure that their CPS
are in compliance with the requirements from GDCA CP and sign related agreement with GDCA.

GDCA accepts the information authenticated by other CAs and issue corresponding certificates
based on the agreement.

To date, GDCA has not issued any cross certificates.

If there are provisions of national laws and regulations regarding interoperations of issuing
certificate, GDCA will perform strictly according to relevant legislations.

3.2.17. ZMAZRIIE Multi-Perspective Issuance Corroboration
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Multi-Perspective Issuance Corroboration attempts to corroborate the determinations (i.e., domain
validation pass/fail, CAA permission/prohibition) made by the primary network perspective from
multiple remote network perspectives before certificate issuance. This process can improve
protection against equally-specific prefix Border Gateway Protocol (BGP) attacks or hijacks.

GDCA may use either the same set, or different sets of network perspectives when performing
Multi-Perspective Issuance Corroboration for the required 1) domain authorization or control and 2)
CAA record checks.

The set of responses from the relied upon network perspectives shall provide GDCA with the
necessary information to allow it to affirmatively assess:

a. the presence of the expected 1) Random Value, 2) Request Token, 3) IP Address, or 4)
Contact Address, as required by the relied upon validation method specified in sections 3.2.9
and 3.2.12 of this CPS; and

b. GDCA's authority to issue to the requested domain(s), as specified in section 4.2.4 of this
CPS.
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Sections 3.2.9 and 3.2.12 of this CPS describe the validation methods that require the use of
Multi-Perspective Issuance Corroboration and how a network perspective can corroborate the
outcomes determined by the primary network perspective.

Results or information obtained from one network perspective shall not be reused or cached when
performing validation through subsequent network perspectives (e.g., different network
perspectives cannot rely on a shared DNS cache to prevent an adversary with control of traffic from
one network perspective from poisoning the DNS cache used by other network perspectives). The
network infrastructure providing Internet connectivity to a network perspective may be administered
by the same organization providing the computational services required to operate the network
perspective. All communications between a remote network perspective and GDCA shall take place
over an authenticated and encrypted channel relying on modern protocols (e.g., over HTTPS).

A network perspective may use a recursive DNS resolver that is not co-located with the network
perspective. However, the DNS resolver used by the network perspective shall fall within the same
Regional Internet Registry service region as the network perspective relying upon it. Furthermore,
for any pair of DNS resolvers used on a Multi- Perspective Issuance Corroboration attempt, the
straight-line distance between the two DNS resolvers shall be at least 500 km. The location of a
DNS resolver is determined by the point where unencapsulated outbound DNS queries are typically
first handed off to the network infrastructure providing Internet connectivity to that DNS resolver.

GDCA may immediately retry Multi-Perspective Issuance Corroboration using the same validation
method or an alternative method (e.g., GDCA can immediately retry validation using "Email to DNS
TXT Contact" if "Agreed-Upon Change to Website " does not corroborate the outcome of
Multi-Perspective  Issuance Corroboration). When retrying Multi-Perspective  Issuance
Corroboration, GDCA shall not rely on corroborations from previous attempts. There is no
stipulation regarding the maximum number of validation attempts that may be performed in any
period of time.

The "Quorum Requirements" Table describes quorum requirements related to Multi- Perspective
Issuance Corroboration. If GDCA does not rely on the same set of network perspectives for both
Domain Authorization or Control and CAA Record checks, the quorum requirements shall be met
for both sets of network perspectives (i.e., the Domain Authorization or Control set and the CAA
record check set). Network perspectives are considered distinct when the straight-line distance
between them is at least 500 km. Network perspectives are considered "remote” when they are
distinct from the primary network perspective and the other network perspectives represented in a
quorum.

GDCA may reuse corroborating evidence for CAA record quorum compliance for a maximum of 398
days. After issuing a certificate to a domain, remote network perspectives may omit retrieving and
processing CAA records for the same domain or its subdomains in subsequent certificate requests
from the same applicant for up to a maximum of 398 days.

Quorum Requirements Table

Distinct Remote Network Perspectives Used )Allowed non-Corroborations

2-5 1
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Remote network perspectives performing Multi-Perspective Issuance Corroboration:
MUST:
®  Network Hardening

» Rely upon networks (e.g., Internet Service Providers or Cloud Provider Networks)
implementing measures to mitigate BGP routing incidents in the global Internet routing
system for providing internet connectivity to the network perspective.

SHOULD:
e  Facility & Service Provider Requirements

» Be hosted from an ISO/IEC 27001 certified facility or equivalent security framework
independently audited and certified or reported.

» Rely on services covered in one of the following reports: System and Organization
Controls 2 (SOC 2), IASE 3000, ENISA 715, FedRAMP Moderate, C5:2020, CSA STAR
CCM, or equivalent services framework independently audited and certified or reported.

®  Vulnerability Detection and Patch Management

» Implement intrusion detection and prevention controls to protect against common
network and system threats.

»  Document and follow a vulnerability correction process that addresses the identification,
review, response, and remediation of vulnerabilities.

» Undergo or perform a Vulnerability Scan at least every three (3) months.
» Undergo a Penetration Test on at least an annual basis.

»  Apply recommended security patches within six (6) months of the security patch’s
availability, unless GDCA documents that the security patch would introduce additional
vulnerabilities or instabilities that outweigh the benefits of applying the security patch.

e  System Hardening
»  Disable all accounts, applications, services, protocols, and ports that are not used.
»  Implement multi-factor authentication for all user accounts.

e  Network Hardening

»  Configure each network boundary control (firewall, switch, router, gateway, or other
network control device or system) with rules that support only the services, protocols,
ports, and communications identified as necessary to its operations.

»  Rely upon networks (e.g., Internet Service Providers) that: 1) use mechanisms based on
Secure Inter-Domain Routing (RFC 6480), for example, BGP Prefix Origin Validation
(RFC 6811), 2) make use of other non-RPKI route-leak prevention mechanisms (such as
RFC 9234), and 3) apply current best practices described in BCP 194. While it is
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recommended that under normal operating conditions Network Perspectives performing
Multi-Perspective Issuance Corroboration forward all Internet traffic via a network or set
of networks that filter RPKI-invalid BGP routes as defined by RFC 6811, it is not required.

Beyond the above considerations, computing systems performing Multi-Perspective Issuance
Corroboration are considered outside of the audit scope described in section 8 of this CPS.

If any of the above considerations are performed by a delegated third party, GDCA may obtain
reasonable evidence from the delegated third party to ascertain assurance that one or more of the
above considerations are followed. As an exception to section 1.3.2, delegated third parties are not
required to be within the audit scope described in section 8 of this CPS to satisfy the above
considerations.

Phased Implementation Timeline:

e Effective September 15, 2024, GDCA should implement Multi-Perspective Issuance
Corroboration using at least two (2) remote Network Perspectives.

e  Effective March 15, 2025, GDCA shall implement Multi-Perspective Issuance Corroboration
using at least two (2) remote Network Perspectives. GDCA may proceed with certificate
issuance if the number of remote Network Perspectives that do not corroborate the
determinations made by the Primary Network Perspective ("non-corroborations") is greater
than allowed in the Quorum Requirements table.

° Effective September 15, 2025, GDCA shall implement Multi- Perspective Issuance
Corroboration using at least two (2) remote Network Perspectives. GDCA shall ensure that the
requirements defined in Quorum Requirements Table are satisfied. If the requirements are not
satisfied, GDCA shall not proceed with issuance of the certificate.

e  Effective March 15, 2026, GDCA shall implement Multi-Perspective Issuance Corroboration
using at least three (3) remote Network Perspectives. GDCA shall ensure that the
requirements defined in Quorum Requirements Table are satisfied, and the remote Network
Perspectives that corroborate the Primary Network Perspective fall within the service regions
of at least two (2) distinct Regional Internet Registries. If the requirements are not satisfied,
then GDCA shall not proceed with issuance of the certificate.

e  Effective June 15, 2026, GDCA shall implement Multi-Perspective Issuance Corroboration
using at least four (4) remote Network Perspectives. GDCA shall ensure that the requirements
defined in Quorum Requirements Table are satisfied, and the remote Network Perspectives
that corroborate the Primary Network Perspective fall within the service regions of at least two
(2) distinct Regional Internet Registries. If the requirements are not satisfied, then GDCA shall
not proceed with issuance of the certificate.

] Effective December 15, 2026, GDCA shall implement Multi-Perspective Issuance
Corroboration using at least five (5) remote Network Perspectives. GDCA shall ensure that the
requirements defined in Quorum Requirements Table are satisfied, and the remote Network
Perspectives that corroborate the Primary Network Perspective fall within the service regions
of at least two (2) distinct Regional Internet Registries. If the requirements are not satisfied,
then GDCA shall not proceed with issuance of the certificate.
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3.3. FHEIERPIMRIREXS Identification and Authentication

for Re-key Requests

FEATPHIEPSEUTNG , T BRI I 15 LLRIE 15 (8 7 (4 . GDCA —fit
BERIT P — NI R B B B IR, FRAE “ BB,

Prior to the expiration of an existing subscriber's certificate, it is necessary for the subscriber to
obtain a new certificate to maintain continuity of certificate usage. In general, GDCA requires
subscriber to generate the new key pair to replace the old one, which is called re-key.

3.3.1. HIHZFAREFHRARRE %5 Identification and Authentication for

Routine Re-key

X T BRIEE LN SR S A R, 1T SRR R R EE B RS E R, A
P4 IEBFE55%E, X BE SER 3T LU LA 5T -
®  HIEXS B BEE R AR I H U EN A 2K s
®  FHIFIEFS LT AR B 1 2 AT IR IE ;
® LT RVENME B HEAT B0 5

For general application of rekey, subscriber must submit sufficient information for identifying original
certificate, such as DN of subscriber, serial number of certificates, etc. Authentications are including
the following:

®  Original certificate issued by GDCA exists.

® GDCA verifies the signature of re-key request using subscriber’s public key in original
certificate.

® GDCA authenticates the identity based on original registration information.

B BT i A S R N ) SO BRI TR, BRI, T P E R
SERTAT, 0 20U A S B N8 0 SO B s L, H i B 2%, GDCA
KA KT

The renewal of the secret key will cause that the original secret key is unable to decrypt the files or
data. Therefore, the subscriber shall make sure the encrypted documents or data have been
decrypted before they apply for the secret key’'s updating. GDCA shall not assume any
responsibility incurred by failure of decryption by the renewal of the secret key.
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3.3.2. BB FHEIH KRR S X5 Identification and Authentication for

Re-key After Revocation

GDCA AR HEIEAS B Ja 1 P15 T

GDCA does not provide Re-key/renewal after revocation.

3.4. WEERBEFIRE XY Identification and Authentication for

Revocation Request

2 GDCA BEMAIA A CPS4.9.1.1 P # iy 75 E4Es 1T P B, ARUKTE
FUBIET, IXFME I TCHEAT 5 o AR P E S ERBUEEIE S, MA%IEAS CPS 2f 3.2
TR AT S %550

GDCA or RA can revoke a certificate based on reasons stated in section 4.9.1.1 of this CPS without
authentication. Subscribers who request to revoke certificate follows CPS section 3.2.

3.5. FTAURSHABEIIRIRAET] Identification and Authentication

for Authorized Service Organization

& T GDCA ROOTCA iFF5(RSA).GDCA ROOT CA iEF . ROOTCA iFFH(SM2).
GDCA ROOT CALl iE &K CA FiZZE K EIT FET, RABRT GDCA A& LL4tk,
GDCA i&7] PLFZAL RA.

For subscriber certificates issued by the subordinate CAs which are issued by GDCA ROOTCA it
45 (RSA). GDCAROOT CA iE45. ROOTCA iE+1y (SM2). GDCA ROOT CA1, GDCA will serve as
RA by itself, and may also assign another authorized RA.

XTI RA, JUH LTINZ 2z E i, AR S RKIAEE H i)
AEBGEN . BELTTRIN A AV AEIRSS . RGEAT 454 f 2 48 PR IRE .

The authorized RA must have a designated and secure operation location that can effectively
prevent and detect unauthorized access; in addition, it must have designated personnel to
undertake the functions in relation to certification services, system operation and maintenance, and
security management.

FAL RA N 2 5 GDCA — B % &= s Jda B B BEAINE, A4 A 55 AR AR
ARG TR S IE, N EEINESE, R4l GDCA il )5 5wl Lt .

The authorized RA should formulate the security policies and operation management guidelines
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that are consistent with those adopted by GDCA, including service procedures and guidelines,
system operation maintenance procedures, personnel management guidelines etc., which shall be
implemented after confirmed and approved by GDCA.

GDCA 5% RA ZAT MM 1A VE UM, 24 RA Zi 4% 3% A% CPS $3.2 HIE R 4T
By % 5] 7k FH RA BRI I N B0 £ A CPS $5.3.1 [E R . [FIB 4247 RA iR #E A CPS
$5.5.2 [ E SR SCARYFIC S HEAT A RS (R A7

An agreement between GDCA and the authorized RA should be reached, under which the
authorized RA shall perform identity authentication strictly according to section 3.2 of this CPS.
Relevant personnel undertaking the RA duties must meet the requirements of section 5.3.1 of this
CPS. In the meantime, the authorized RA must archive relevant documentation and records as
required by section 5.5.2 of this CPS.

GDCA XA RA HIAIENV SIS B HEAT W%, A HOR 57 %42 [ GDCA 1242
SR S s B AT ML 553G B . RIS SRS . BB RIS, A I8 AL
RA BRIIHUE: #E@IAA S, U GDCA SLEDE{# a 2 (LA RA HME5

GDCA will monitor the certification services provided by the authorized RA to inspect whether or not
its business activities comply with the security policies and operation management guideline
adopted by GDCA. In case any violation of policies or guideline identified, GDCA will notify the
authorized RA to take remediation actions within a given period, should no such actions taken
within the given period, GDCA will suspend or terminate the business of the authorized RA
immediately.

@M GDCA TrustAUTH R5 ROOT iE+i. ##h{{ R5 #2 CA iE15. GDCA
TrustAUTH E5 ROOT 28 & 2t CA B2z K HIT J7iE1s, GDCA HATHHARIES RA, A
P AT RA.

For subscriber certificates issued by the subordinate CAs which are issued by GDCA TrustAUTH

R5 ROOT certificate, %z R5 ¢ CA certificate and GDCA TrustAUTH E5 ROOT certificate,
GDCA will serve as RA by itself, rather than assign another RA.

A EBEAEBHBIEESR Certificate Life Cycle Operational

Requirements

H CANERGE K HHEIE, GDCA 2K ANRAEF . HLHRANIEF A AL
BN 3 FELAA, AN 5 4 I TRIBRAR 55 4 L5 A RO0N 5 A
RV UEB ARy 10 LA SSLITLS MRgs 4 iE 45 4 RUW 4 398 RELA
W, AEEEALUEBIARONEN 39 MALLA, SIMIME ‘%2 HIEH 4 Z0W 0y 825 K
UL . e BRERAE ar AR RE . BRIE. Bk KA. R Hul. HUHE.
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JEL=ESuR L

From the issuance date by GDCA system, individual and organization certificates are generally
valid for a period no more than 3 years, with a maximum validity not exceeding 5 years; time stamp
server certificates are valid for a period no more than 5 years; equipment certificates are valid for a
period no more than 10 years; SSL/TLS server certificates are valid for no more than 398 days, and
CodeSigning certificates are valid for a period no more than 39 months, S/IMIME certificates are
valid for no more than 825 days. A whole certificate life cycle includes the application, verification,
issuance, distribution, renewal, logout, revocation and archiving, etc.

4.1. VEFHF Certificate Application
4.1.1. IE 9248 Who Can Submit a Certificate Application

RS FE SEAR A AE A NN B A SR N B A SR (AR E X BLC SRl spr
e ik IDNEMEI S

Entities of certificate applicants may be individuals and organizations with independent legal
entities (such as government agencies, public institutions, social organizations, people's
organizations and other organizations).

4.1.2. FEMHEFE 5 FT4E Enrollment Process and Responsibilities

1. UEPBHEMERE

1) TS RLUE R R

2) TP AHRL RIS AR AE 45 GDCA BIVEMMLI (RA B LRA) HHATUE TS IS,
MR EE AR 5, SR HIE BORE. AR s AR BNISRON G320 30 Dy S AN RT ) R i
fEN G

3) VEMALF GDCA $EAZIEFE K, k] 22 P i% 2 GDCA.

4)  GDCA HRHEE MU B KB AT o

5)  HEMHLRE I 2 A iy ORHIE A AT AT

2. TE

1) HEHNEHEL THIT L CP A CPS S5 302 I, 455 b 26 Tk
FIEHTEHE . BRI SRR AR N Z

2) TP A 3TN GDCA $RHE S, S REFNUER BE-T5 il (5 B AN Bk

3) ML AIEIT AL AUE RIS (E B S B B BORNG — SR A T AR, RIS
ARARAE R B A% 5T
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1. Certificates registration process
1) Subscribers shall fill in the certificate application forms.

2) Subscribers shall submit the corresponding application materials to the registration authorities,
i.e. RA or LRA of GDCA, for the application. After reviewed by RA, the request data are
recorded. The reviewer and entry clerk are two different system operators respectively.

3) The certificate requests submitted by RA shall send to GDCA through the secure channel.
4) GDCA issues certificates according to the registered agencies’ requests.

5) RAs deliver certificates to the subscribers in a secure way.

2.  Responsibilities

1) The applicants should learn about the agreed-upon matters stipulated in the subscriber
agreement, the CP and the CPS etc. in advance, particularly those in relation to certificate
usage, rights, obligations and warranties.

2) The subscriber has the responsibility to provide real, complete and accurate certificate
application information to GDCA.

3) RAs shall ensure the consistency between certificate application information and identification
which subscribers provided and bear corresponding responsibilities of review.

4.2. EFHIBEARE Certificate Application Processing

4.2.1. RB 5% B ThEE Performing Identification and Authentication

Functions

2 GDCA S HEMNUAL 332 BT P HRIEH HiE 5, R4 CPS 3.2 LK, XHiT
AT B iR 5 S

GDCA TEALBHESS FRE I FE o, Had i A 2 T Bt ORAE B 5 B 5 IE B 1 BB 5 R
, HKIEBA RS BRI HIE .

%+ ROOTCA(RSA)F+5 . GDCA ROOT CA ifF 5. ROOTCA (SM2). GDCA ROOT
CALIEBZER T2 CA I B K HIAT FHIET:, # GDCA HR#E CPS 3.2 8 & R IFIR1F 4L
318 BT B ST B R R AN R B 5 B K A0 B A R R AR E, T GDCA mI{f %
Hm sGE SO, ZSGERTHERE: X T H GDCA TrustAUTH RS ROOT E+ . #%
I8 R5 #2 CA iE45. GDCA TrustAUTH E5 ROOT 254 17 2% CA Fr& K IIAT P+,
# GDCA 4 CPS 3.2 457 SV FRA5 14 U BUIE B SO (¥ i ) ANER I 825 K (GRS 4k
AR NP Stk i 560 Hs S AR O 1) S8 398 KD HiZds Bk &4 451k, N GDCA wJ
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il FHZ A BAIE I SO, SRR 15 A2

After GDCA and its registration agencies receive the subscriber’s certificate application, they will
perform identity recognition and verification of identification over the subscriber according to the
requirements of CPS 3.2.

In the process of certificates application, GDCA will take effective measures to ensure that the
certificate information is in line with correct application information, and the certificate is issued to
the right applicant.

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1l, GDCA may use the documents and data to verify
certificate information, provided that it obtained the data or document (according to section 3.2 of
this CPS) for a period no more than the maximum validity of the certificates, and provided that no
changes occurred to the documents and data within such time period. For the subscriber
certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT, (%1 R5 R CAE+,
GDCA may use the documents and data to verify certificate information, provided that it obtained
the data or document (according to section 3.2 of this CPS) no more than 825 days prior to issuing
the certificate (and for validation of domain names and IP addresses, any reused data or document
must be obtained no more than 398 days prior to issuing the certificate), and provided that no
changes occurred to the documents and data within such time period.

4.2.2. IEF 5 35 it #E AT 4E 48 Approval or Rejection of Certificate

Applications

4.2.2.1. IEF5 B i3tk HE Approval of Certificate Applications

GDCA VE M HLAL BT 58 B 1 UE -+ H1 3 B A7 4 7 BB A 20 BROFHRSZIE B R e
GDCA i i & A7 1E 2UE 5 R A IR+ H 1
After GDCA's registration authority successfully completes verification steps for the certificate

application and submits a certificate request, when GDCA formally issues certificates, it means
GDCA has approved the certificate application.

WRFFE TR, EMHE (RA) T DUEHEIES H1if :

1 ZHIETEAT A CPS 3.2 KFT 1 B bR YRR S 5 +
2. HIEFESZECE A RO U A REDR

3. HIEHCAIMBHUE AT T AHRII 3 H .

RA will approve the certificate requests, if the following conditions are met:

1. The application shall completely meet the requirements from CPS section 3.2 regarding the
subscriber's identification information and authentication.

2. Applicant accepts or has no opposition regarding the content or requirements of the
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subscriber's agreement.

3. Applicant has paid already in accordance with the provisions.

4.22.2. IEHBERITE LS Rejection of Certificate Applications
MPRAETINEE, TP (RA) FELIEF H1E:

1) ZHEATTEA CPS 3.2 1T 77 S i (AR IR AL AL E

2) HIHE AREIRBLET T RS R A R

3)  HTEFE O B A RERZAT A RN R NEDR

4)  HIEHE A B N RES AL I E SRR L A 2 H 5

5) HIIHMIEF &1 ICANNCThe Internet Corporation for Assigned Names and Numbers)
HREAFH gTLD (TN 4);

6) GDCA BLETEMHUM AL AEZ iR 2 X GDCA i R 4l R A 4y sl Bk

If the following circumstances happened, GDCA refuses the certificate application in case of the

following situations:

1)

2)

3)

4)

5)

6)

The application does not meet the specifications of subscriber’s identification and
authentication in CPS 3.2.

The applicant cannot provide the required identity documents.

The applicant opposes or does not accept the relevant content or requirements of the
subscriber's agreement.

The applicant has not paid or cannot pay the appropriate fees.

The requested certificates contain a new gTLD under consideration by ICANN (The Internet
Corporation for Assigned Names and Numbers).

GDCA or RA considers that the approval of the application will bring about controversies, legal
disputes or losses to GDCA.

*+F GDCATrustAUTH R5 ROOT ilF 15 #1248 R5 2 CA iIE 15 .GDCA TrustAUTH

E5 ROOT % KHITZL CA IR FAES, WS L st b A i, B
GDCA )\ Nt iZ Bt B m XS, GDCA BIE44i% i, GDCA MRS K # Bk
B R E iR O DI L 7 BT X 405 22 4 o 45 I IBURF LA 55 55 = RA IR 44 B, A SR
PRATFHGE R FE 1155, 5t GDCA Z Al Hh - PR 5E I 245 44 i s 3 At VE i P i it 2 1
626 (RUE T35 SR SRS OUE 15, G TR IR 5 KU B A BIER, fER 2 1 i
BB RZIREE . N THRPHIFHIEN, GDCA K HEIEAHHE,

XFTHELARUE TS G, GDCA I8 A1 IE # UEF5 H G R
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For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT
certificate, #(%i{X R5 # CA iE45 and GDCA TrustAUTHES ROOT, if the application is prohibited
clearly by laws and regulations, or GDCA considers that there are highly risks to approve the
application, GDCA shall reject it. GDCA establishes and maintains a list of high risk certificate
applicants according to the list provided by anti-phishing alliance, antivirus vendor or related
alliance, government agencies which are responsible for network security affairs and other third
parties, or the disclosure of information through public media reports, or previously rejected
certificate requests by GDCA due to suspected phishing or other fraudulent usage or concerns.
GDCA will query information from the list during accepting certificate application. If the applicants
appear in this list, GDCA will reject their application directly.

For the rejected certificate application request, GDCA will notify the applicant about the failure of
application.

4.2.3. AbBEEP 5 IR A] Time to Process Certificate Applications

GDCA AL EMHURRHA & BE55 TR ARG S 2, — B
BT AR RE S, KA 2 A TR H WAREE P HA

FENI AR RE 75 5 L3R i (] SYIPR A AR BEIE S AR O THIE-P I AR R S8 5%,
HERA IR SE T AR OGS BRI 15 SN i 2 7 GDCA RS B E2EK

RA authorized by GDCA will make a reasonable effort to check the certificate application
information as soon as possible. Once RA received all the necessary information, it will process the
certificate application within 2 working days.

The capability of the RA to process the applications within the period mentioned above will depend
on whether the applicant has submitted the true, complete and accurate information as well as
responded the management requirement of GDCA in time.

4.2.4. INENLHIIZAL (CAA) Certification Authority Authorization (CAA)

Xt T GDCA A& i 2 CAINI Y2318 % EV Guidelines. Baseline Requirements %3k
(A JLP{FE R SSLITLS HFE 15, GDCA X 25 &I 15 3 i il 4 47 J& T (1) 7 —
dNSName fiff CAA LA, FFEE & 21T

GDCA 1R RFC8659 [1#IEkb#E “issue”. “issuewild” J “iodef” M@ PEARZE
27 “issue”. “issuewild” FRZEFF A E “gdca.com.cn”, ] GDCA A& & Xt M HIE P ;
i CAA T HIFL “iodef” #1525, W GDCA 5 Hii & 4l J5 1k 5 J& 75 N HA K AETS

GDCA LA N5 CAA LR BRI SUAE AT S KA A F: 1) 7£9F GDCA )
At veitith A i) CAA LR 2) B —IREH &4k CAA idx; 3) GDCA
CAINZI8 4 )8 T RFC 4035 58 4.3 JFTE X1 “A 224" IR
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For the publicly trusted SSL/TLS certificates issued by GDCA and conform to the EV Guidelines
and Baseline Requirements of the CA/Browser Forum, GDCA will check the CAA records and
follow the processing instructions found for each dNSName in the subjectAltName extension of the
certificate to be issued.

GDCA processes "issue", "issuewild", and “iodef” property tags according to RFC8659: GDCA will
not issue corresponding certificates if the "issue", '"issuewild"property tags do not
contain“gdca.com.cn”. In case the property tag “iodef” is present in the CAA records, GDCA will
determine whether or not to issue certificates after communicating with the applicant.

GDCA treats a record lookup failure as permission to issue certificates if: 1) the failure is outside the
GDCA's infrastructure; 2) the lookup has been retried at least once; and 3) GDCA has confirmed
that the domain is “Insecure” as defined in RFC 4035 Section 4.3.

42.4.1. CAA 2 F K] DNSSEC %HIE DNSSEC Validation of CAA Records

H 2026 4 3 F 15 Hilg, M\ EMZEAPATHIIA 5 CAA iIC k& HIAHICH] DNS £
#), GDCA #ULZiHATHT IANA DNSSEC IR {5 {E44 ) DNSSEC %Kil . FH T 3 %41
N CAA D E I FH5¢ DNS #2111 DNS AT 2% 24 4

® % RFC 4035 %% 5 71 7E L HIFLIE AT DNSSEC 4tk ;

® < fF RFC 5155 15 X [] NSEC3;

® 7 ¥F RFC 4509 Al RFC 5702 H1 5 L) SHA-2;

® EffiabFE RFC 6840 5 4 15 h A2 ) 22 A2 1] .

H 2026 4 3 J 15 Hifd, GDCA N3l FHA M HEIRZE AT 5 CAA L B WA R
() DNS # i) DNSSEC %ilF.

H 2026 4 3 7 15 Hi2, EMEMMAE DNSSEC Geilid f2d R Iiss iR (il
SERVFAIL) AL NIEF K HIVFAT .

TERNZ A KB — 5y, IR LA A T UK S CAA d S A AR R BTH
DNS #ifj /7% T IANA DNSSEC HR{5fE4 ) DNSSEC 4&ilF .

T IANA DNSSEC HR{5/E4 1) DNSSEC U&UEATEA CPS %5 8.7 i Hh (1) H 15T
Mo

Effective March 15, 2026: DNSSEC validation back to the IANA DNSSEC root trust anchor must be
performed on all DNS queries associated with CAA record lookups performed by the primary
network perspective. The DNS resolver used for all DNS queries associated with CAA record
lookups performed by the primary network perspective must:

e  perform DNSSEC validation using the algorithm defined in RFC 4035 Section 5; and

®  support NSEC3 as defined in RFC 5155; and
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®  support SHA-2 as defined in RFC 4509 and RFC 5702; and
e  properly handle the security concerns enumerated in RFC 6840 Section 4.

Effective March 15, 2026: GDCA must not use local policy to disable DNSSEC validation on any
DNS query associated CAA record lookups.

Effective March 15, 2026: DNSSEC-validation errors observed by the primary network perspective
(e.g., SERVFAIL) must not be treated as permission to issue.

DNSSEC validation back to the IANA DNSSEC root trust anchor may be performed on all DNS
gueries associated with CAA record lookups performed by remote network perspectives as part of
Multi-Perspective Issuance Corroboration.

DNSSEC validation back to the IANA DNSSEC root trust anchor is considered outside the scope of
self-audits performed to fulfill the requirements in section 8.7 of this CPS.

4.3. EPHZKRK Certificate Issuance

4.3.1. ERZERITEPEMIE (RA) METAERSIH (CA) KITA

CA Actions During Certificate Issuance

R CA [MREF%5 % th GDCA BN ZE /D 2 £l {5 N A S5, Hdh— NI R A B
R4, R CA PUTIERZ A #R1E.

EIE B LR R RA I H G fS0E RS E itt, JRETEEE RA REHZ
RAEPHE R AE CA FHIEPE K RS . RA K CA FIE B ki RE EIIE RA H
B S 515 BARB S, FREORIE SRR B IERT) CAIE K R4

CA MIEBAK RATEIRTT RA IERZRERSG, HRE RA 15 SHHTEME
frss, WA BIRE RS RIER, IERSRRGHERFUETD.

GDCA {EHLHEIE R iEZ S5, KA RAET. TET %R R B UAE RS LA
2R 5 A IERUbAAE TAEF A

i#H GDCA 22 R IIETE 24 /INEF AR

XfF 2025 4F 3 H 15 H MR J5% &1 SSLITLS iE15, TEIF 1% K 2 i, GDCA
IR ZAEH (TBSAEH) #E4T linting K61

At least two trusted persons authorized by GDCA are required in order for the root CA to perform a
certificate signing operation, one of whom deliberately issues a direct command with respect to
certificate issuance by the root CA.

In the process of issuing certificate, the RA's administrator is responsible for the approval of
certificate application, and sending certificate issuance request to the certificate issuance system of
CA via the RA system. Issuance request which RA sends to CA must include identification with the
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measures of information security. RA must ensure that the request is sent to the correct CA
certificate issuance system.

After obtaining the RA certificate issuance request, CA certificate issuance system authenticates
and decrypts the requests. For the valid certificate issuing request, certificate issuance system
issues the subscriber certificate.

GDCA will issue the certificate after approval over certificate application. The issuance of the
certificate means GDCA approves the certificate request formally.

In general, certificates issued by GDCA will take effect within 24 hours.

For SSL/TLS certificates issued on or after March 15, 2025, GDCA must perform pre-issuance
linting to check the tbsCertificate (to be signed Certificate).

4.3.2. B F AR AR 5 ML W R0 v AL A XF 3T P B @ 2 Notifications to

Subscriber by the CA of Issuance of Certificate

GDCA 2 RHU LR J Uit 75 J 3 FiiT ) -
1. HLTEARJ 1 32 2E Al
2. TR (e-mail);
3. I ED T AT A, BRI CUn S R s PR S T 30D
4. HAth GDCA Yy amATHITT e
GDCA will take the following notification ways to inform subscribers:
1. Electronic or paper receipt
2.  E-malil
3. Face to face (such as the applicant gets certificate from LRA, etc.)

4. Other secure and practical manners considered by GDCA

4.4. EFEESZ Certificate Acceptance
4.4.1. T B ZAEFH HI4T A Conduct Constituting Certificate Acceptance

L AT/ BATVI R TR GDCA UEF RS Ptk e T 3 B e Bk, e T
SEHRRIARAT P32 THEf .

2. GDCA JEMHLAACE T N EGES, FEENE R R B I AT, 2T
JHES T BT AR R EARRIACRAT 132 TS

3. PR TPMEBMT, I HBCA IR R IEB EE IR T RN A
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4. AT RS UEAS B EAS A B ERATE RN

1. Subscribers access to specialized GDCA certificate service website, then download certificate
to the certificate carrier, that means subscriber totally accepted the certificate after it has been
downloaded.

2. When RA of GDCA downloads the certificate on behalf of subscriber, the downloaded
certificate will be kept in digital certificate carrier. Once the subscribers accept the certificate
carrier, the subscribers accept the certificate.

3. Subscribers have received the way of obtaining the certificates, and no objection of the
certificates or their contents.

4. Subscribers failed to oppose or conduct the operation of objection over the certificates or the
content of certificates.

*f T GDCA TrustAUTH R4 OV SSL CA /& GDCA TrustAUTH R4 CodeSigning CA ik

BREERBT e, RS2 RIAT Y-

1. W EATYI L TTH) GDCA HEFRSS MR UE 5 4, 11 T 8 e SR RIARER AT 1 4%
% VES,

2. GDCA VENMUMLET PRI vE N, AABT FEAES, FFEUEAaE s f A A HoA
GDCA I\ A FE 7 ARIE AT 7, BIMRERAT #5532 Tk

3. WEER VIHRMRIERMOT I, I B IR ROIE B R R I A A

4. AT OIS B IE A A 2R AR A R

For subscriber certificates issued by GDCA TrustAUTH R4 OV SSL CA and GDCA TrustAUTH R4
CodeSigning CA Certificate, the following behaviors constitute acceptance of certificate:

1. Subscribers access to specialized GDCA certificate service website and download the
certificate. When the certificate is completely downloaded, it represents that the subscriber
have received a certificate.

2. GDCA's RA downloads certificate on behalf of the subscribers, when a subscriber receives a
certificate from RA through e-mail represents that the subscriber has received the certificate.

3. Subscribers have received the way of obtaining the certificates, and no objection of the
certificates or their contents.

4. Subscribers fail to oppose or conduct the operation of objection over the certificates or the
content of certificates.

4.4.2. B FAEAR S ALHISHEF B & A Publication of the Certificate by the

CA

VI P2 32E 1 )5 , GDCA 1E 24 /NI % T FE+ & A 3] GDCA 1 H AR Ss 2%: .
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[F]i}, GDCA #R#E Google ) CT ZEmg Chttps://github.com/chromium/ct-policy), ¥iT
415 BRAIE 2/ =4 CT g dsth.

GDCA R T M H RS &G R I3 AT TR RAIETS o 25K 58 U Bt L4 AT 5
FH MRS e, SR JEE T ARG, K 32 H s IR S5 s B8 5 30 A28 B H iR 95 o
o, BT PRI T AR

After a subscriber receives a certificate, GDCA issues the subscriber certificate to the GDCA
directory service system within 24 hours. As per the Google CT policy
(https://github.com/chromium/ct-policy), GDCA embeds in the SSL/TLS certificates the signature
data from at least three CT servers recognized by Google.

GDCA uses the main and subordinate directory server architecture to distribute issued certificates.
Issued data are directly released to the main directory server, and then through the master-slave
mapping, the main directory server data automatically synchronized to the subordinate directory
server for subscriber and relying party to query and download.

4.4.3. BT IAE AR S HLA 0 Hofth SE4R i@ 45 Notification of Certificate

Issuance by the CA to Other Entities

GDCA Ko iF UM RS AN HoAth SR it 4738 25 o HoAth sizfin] UE R M H SR 548 7
#1%) GDCA B &% R TR+

GDCA and RA will not notice to other entities. Other entities can obtain GDCA’s issued certificates
by querying the directory server.

45, BEANAERREH Key Pair and Certificate Usage

451. TP IR EARIUE B A Subscriber Private Key and Certificate

Usage

WPHESEAS TIEFHIE %32 T GDCA P kbS5, #N & FREsSs S
GDCA. HRH T A RHIBHIA S5 5K 1T PHEZ BIHCAIETS,  RORICE B I %235
PRAF AR 508 N AL IE G R 22 BRI

W R BAEE R & CPS LA AT 7 I B2 HA Ve [ P A3 FH AL A ATIE S

XA, HRHATTHFERMES, T MBS E. T
INEAEFS, HAVPATT X0 R 6 R N2 (1015 S AT i AEET 2 B i 2
Jai s VT2 LA PR S5 B AL B
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XFF SSLITLS EHS, T STAEM LS5 ORAE R AEUE S 210 HS B 3 U3 44 %o 2 A A
55 PR
After the subscribers have submitted certificate application and received certificates issued by
GDCA, they are deemed to have agreed to comply with the terms of GDCA, relying party related

rights and obligations. The subscriber who receives the certificate shall take appropriate measures
to properly keep the corresponding private key to the certificate from unauthorized use.

Subscribers can only use the private key and certificate in the CPS specified range, and under
applicable laws and the subscriber agreement.

For the signature certificate, the private key can be used for the signature of a message. The
subscriber should know about and confirm the signature content. For the encryption certificate, the
private key can be used to decrypt the information which uses the corresponding public key to
encrypt. After the certificate expires or is revoked, the subscriber must stop using the certificate’s
corresponding private key.

For the SSL/TLS certificates, the subscribers undertake an obligation and warranty to install the
certificates only on servers that are accessible at the subjectAltName(s) listed in the certificates.

45.2. W AAFEB KA Relying Party Public Key and Certificate

Usage

MR BB S A E RIS EAT UL N AR
IRAFHL 72544 08 I IR S S A5 AT«

TN 2254 5 R FRIE P AR I 7 15 AT (RIE 13

WL A ) CRL 5L OCSP #fi A 1255 44 %o B2 R IE F5 /2 75 B 4 «
UEF3 I FH 3808 FH T R 2544 ¢

A FEB B AHRAIERE 4

S AE S I 20

o g &~ w bdh PR

When the relying party has received the message with digital signature, the party has the obligation
to carry out the following operations to confirm:

1. Obtain digital signature’s corresponding certificate and trust chain.
2. Confirm that the signature’s corresponding certificate is the one trusted by the relying party.

3. Confirm whether the signature corresponding certificate has been revoked by querying the
CRL or OCSP.

4. Certificate usage is suitable for the corresponding signature.
5. Use certificate’s public key to verify the signature.

6. Check the validity of the certificates.
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CLE S RANT 2 T, BT SRR A B .

I TT T B RGEINEAS B A2 TT I, AUl 1 4 AR AR SRAGHE 2 T7 B I iE
15, SRR AEARE LR AYIRE BN o MOS0 BORE N A RS B kA
BA2T5

H

If the above conditions are not met, relying party has the responsibility to refuse to sign information.

When the relying party needs to send an encrypted message to the receiving party, the party must
first obtain the encryption certificate of receiving party through proper channels, and then encrypt
the information using public key of the certificate. The relying party should send the encryption
certificate and encrypted information to receiving party.

4.6. IEFHFEH Certificate Renewal

UEFSHTRLE A SCRUE T 7 (1 A HBHAEATE R BLN , IT P 2R — 5K
.

%1 T i ROOTCA (RSA) iF45. GDCAROOT CA iE+5. ROOTCA (SM2). GDCA
ROOT CAL iEH2EKIMH G CA FrAE K IMAT FUESS, B o/ 4RSS UEByEiME &,
PSR R FIE B R W5 8, Wil PB4 UE-BFA S5, A R L
PR AHME R ARG RS

XITH GDCA TrustAUTH R5 ROOT iE+i. #zhff{ RS # CA i+, GDCA
TrustAUTH E5 ROOT 25K M2 CA TS A BT e, BB F i ZOR AR S5 40K
H i I —#f . GDCA #R¥% Baseline Requirements [ Z R ffi A2 75 B H HL T CLI8E 115 & -
A AEUEFS SR AT, GDCA MRHE CPS 3.2 45 52 SR IESAT A B BIE B S I ) A i 825
R (Il 44 T 1P ik P 50 UE HICHE BT B TR AN R 398 KD HLiZAE B AR K AE 24K, Il GDCA
AT A P A BGIE SO

Certificate renewal is the issuance of a new certificate to the subscriber without changing the public
key or any other information in the certificate.

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1, when renewing a certificate, the subscriber no longer
needs to submit certificate registration information, instead, he/she only needs submit sufficient
information which can identify the original certificate, such as subscriber DN, certificate serial
number, etc. using the private key of the original certificate to sign for the renewal application
information containing of the public key.

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT, #(%
X R5 #8 CA iE1, and GDCA TrustAUTH E5 ROOT, the requirements and procedures for
renewing the certificates are the same with those for the initial certificates request. GDCA confirms
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whether or not to use the previously validated information according to the Baseline Requirements:
GDCA may use the documents and data provided in section 3.2 to verify certificate information,
provided that it obtained the data or document from a source specified under section 3.2 no more
than 825 days prior to renewing the certificate (and for validation of domain names and IP
addresses, any reused data or document must be obtained no more than 398 days prior to issuing
the certificate), and provided that no changes occurred to the documents and data within such time
period.

4.6.1. EHEHFIETE Circumstances for Certificate Renewal

XF T GDCA Z R 4EIT P ESS, 1T/ T 261 5 B T BT HEAT1E 5 8

%tF i ROOTCA (RSA) iF45. GDCAROOT CA ifF-i. ROOTCA (SM2). GDCA
ROOT CAL iE-H2 KM CA s KT FESS, 1T P Al Jjinl GDCA i3Ik 55 9 i
5 # %] GDCA HEMHUHHATIEREFH I RE. FIEIEREH LR ESEMEE, &
Giox AR R 15 B

XITH GDCA TrustAUTH R5 ROOT iE+i. #zhff{ RS # CA i+, GDCA
TrustAUTH E5 ROOT 22K 2% CA FrZE K BT FHIESS, AT 7 4287 Wil A R 258
EMHE B AEBEE, 3T S R S RHE .

ST SSLITLS 1E+5, GDCA #5211 F/EA B B I i s HTE . 1T/ g
HHEAST, GDCA AT PR A M B A TR A, DU AL R T RS9 % 8, o 59 %54,
JUJELSRAT PR A 16 2R M 5 o

For the subscriber certificates issued by GDCA, the subscribers need to submit the certificate
update request before the expiry of the certificate.

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1, the subscriber can access the GDCA Certificate Services
Website or GDCA Registration Authority for certificate renewal application before expiration.
Applicant for certificate renewal has no need to fill in the registration information, while the system
will automatically obtain the information.

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT, #1%
Bt R5 R CA iE1, and GDCA TrustAUTH E5 ROOT, when renewing the certificates, the
subscibers shall submit the registration information as they do for the new certificates requests. If
the certificate had expired, the subscriber must apply for a new certificate.

For SSL/TLS certificate, GDCA accepts the subscriber to apply for certificate renewal without
updating the key. When a subscriber requests to renew a certificate, GDCA will check whether a
key submitted is a weak key, and will require the subscriber to renew the key pair if the submitted
key is proved to be weak.
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4.6.2. B RIEPBEH K LZ4E Who May Request Renewal

T SRAUEAS BT (R SN IE 31T 7 o

The entity who requests certificate update is the subscriber.

4.6.3. IEFBEFERAILEIE Processing Certificate Renewal Requests

SHFIEB R, HAAES AR AIERAE. 5. ZRIUET . X i 50 e R % 5]
T AR LA T -
VP I A AFE S H B GDCA AT K s
BRAIFUE 5 5 HT I SRAE VT ATHABR 9 5
BT IRENHME BT S 255

w poE

For certificate renewal, its process includes application and verification, identification, and issuance
of the certificate. The verification and authentication of application shall be based on the following:

1. The original certificate of subscribers exist and issued by GDCA
2. Validate the certificate update request is in validity period.
3. Identity verification based on the original registration information.
7E LA BGAIE R %5 i 1 J5 GDCA A AT HEHESS K AIE 15 .
FEUEFBEETIN, 3T 7 n] LA S ARV S BT SR 17254, GDCA 4 £5¢ Fl 1 11
AN TR AR I A P BT IR R At R — P 0 B N A

GDCA can issue certificate only if all the verification and identification above are passed.

When the certificate is updated, subscribers can use the original private key to sign the update
request, and GDCA will verify and identify the validity, legality and uniqueness of subscriber’s
signature and public key, user information of the update request.

® I/ HITE(E BT, CA AT AP 4 AT AE
® I FEMME RIEA KAER, CAFET HIEAEME EX H AT 28 5 8 e+

® Subscriber signs off the application information, and CA verifies signature by the original
certification’s public key.

® There is no change on subscriber's registration information, and CA issues a new certificate
based on their original registration information accordingly.

AT PLE B — B AAATE 1 S AR EAT IE S0, #4584 CPS 56 3.2 7y %
SKARASAHH L E S B E AN B e B 55 kL. GDCA FEAT R[5 T &S AT 41X Fh ] 46 1iE -5 H
T A 205 ZCAE e 5 S8 T IR () 5 0 A 2R T B
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Subscribers can also choose the initial certificate application process to apply for the certificate
update, and submit the application and identification information required based on CPS 3.2. In any
cases, the identification of initial certificate application process will be used for the method of
certificate update.

4.6.4. MR ITUEBE AT P B384 Notification of New Certificate Issuance

to Subscriber

[F4< CPS i 43.2 75,

See CPS Section 4.3.2.

4.6.5. IR ZEHIERHITAN Conduct Constituting Acceptance of a

Renewal Certificate

A4 CPS %5 4.4.1 75,

See CPS Section 4.4.1.

4.6.6. HFIMNERE VLAY EFES R KA Publication of the Renewal

Certificate by the CA

[A 4 CPS % 4.4.2 715,

See CPS Section 4.4.2.
4.6.7. TN E IR S5 HL A *F H A s24R 18 45 Notification of Certificate

Issuance by the CA to Other Entities

[F4x CPS 2 4.4.3 5.

See CPS Section4.4.3.

4.7. EBFEHEH Certificate Rekey

WEBEHE BT P i A S 55 4 il — X A I R iE N AR R — NN
1,

E 0% B S i TE TR PR S UE By AME B, T P A R N AR B R R 15 S
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Certificate Rekey refers to generating a new key and requesting to issue a new certificate for the
new public key by the subscriber or other participants.

When the certificate key is updated, the subscriber has no need to submit the registration certificate,
while can only submit sufficient information that can identify the original certificate, such as
subscriber's DN, certificate serial number, the certificate key renewal signature of the original
certificate's corresponding private key, and send a new public key for applying a new certificate.

47.1. IEHFHFEHRER Circumstances for Certificate Rekey

GDCA HJIE 3 P B B EANR T DL R
1. UEPS AL B R M AU IR 15
2. R
3. EETHOR, BURZAEK, GDCA ZRIEE S H
GDCA certificate re-key including but not limited to the following circumstances:
1. Revocation certificate due to private key leakage.
2. The certificate expires.

3. GDCA requires certificate key update based on the security reasons of technology and policy.

4.7.2. ERIEBZEHE I HIELHE Who May Request Certification of a New

Public Key

SR F3 3 G RSP 3T P

The entity who requests re-key is the certificate subscriber.

4.7.3. EBHEHEEFERBIAIE Processing Certificate Rekeying Requests

GDCA XIFE %5 5] B 3515 SR ) A PRAE 1 31F 5 58 515 SR A PRI FE 52 1 o
GDCA IF 525 4H 5 35 SR A IR AL [ A CPS 48 4.6.3 i ik .

The process of certificate key update request is completed by the process of certificate update
request in GDCA.

The process of GDCA certificate key update request is described as CPS section 4.6.3.

86



[] SR RIXZIRIGBEIRDE
m (RO TR e Secun ity AThonityg Coe Lo GDCA %%‘U\‘L[E—\J_k%%m)rl” (V6. 4 ﬁ}i)

4.7.4. MR R FEB T P @ 4 Notification of New Certificate Issuance

to Subscriber

[F A< CPS i 43.2 75,

See CPS Section 4.3.2.

4.7.5. F A2 AT HER AT A Conduct Constituting Acceptance of a

Rekeyed Certificate

[A] 4 CPS % 4.4.1 715,

See CPS Section 4.4.1.

4.7.6. FFIAIE AR S5 D1 %o 85 £ 58 FilE +5 7R & A\ Publication of the Rekeyed

Certificate by the CA

WSR-S JE, GDCA fEHANE A 8] R 2T 7 B8R MR+ & A 2] GDCA
(K1 H R S5 R 5E

After subscribers receive a certificate, GDCA will issue the subscriber updated certificate to the
GDCA directory service system in the specified time.

4717, B, I\ AIE iR 55 BL#) o i S 4 38 45 Notification of Certificate

Issuance by the CA to Other Entities

[F]A CPS %5 4.4.3 4.

See CPS Section 4.4.3.

4.8. IEFHEFE Certificate Modification

UEFAE B ARG, 1T R AU /R EIE S . GDCA AT 452550 R H HIEF
A AR B T 3K

When there are some changes over the certificate information, subscriber shall apply for the
certificate again. GDCA will not accept the request of modification on the certificates which are
already issued.
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4.8.1. W HAS & )52 Circumstances for Certificate Modification

GURAT P IR REANME BR A A, a2 GDCA i HHiEF5 32 5

U SRAEAS RS AR S AR SE T RERZMRLT P ABUR S5 IO A, AT P AN e FRARIE AR
5, AR LTS, I IR L

RS2 B B S AIE P B Pl (R RE . 2% — B0

If the registered information which subscriber provide has some changes, the subscriber has to
submit the certificate modification to GDCA.

If information contained in the certificate changes that may affect the rights and obligations of
subscribers. The subscriber cannot apply for the certificate change, and he/she can only revoke the
certificate then apply for a new certificate again.

Both the procedures and conditions of the certificate application and modification are the same.

4.8.2. HRIEHZRE 524k Who May Request Certificate Modification

T RAE AL B [ SEAONIE AT

The entity who requests the certificate modification is the subscriber of the certificate.

4.8.3. TEPREIERIIAEF Processing Certificate Modification Requests

E AR S A IR AT TR 5 A M AR AT AL B

The certificate modification is processed following the registration procedures where the first
application for a certificate.

4.8.4. R FEBE AT P 4% Notification of New Certificate Issuance

to Subscriber

[F] 4~ CPS %f 4.3.2 i,

See CPS Section 4.3.2.

4.8.5. R EZZEIEFH AT AN Conduct Constituting Acceptance of

Modified Certificate

[Fl A< CPS % 4.4.1 5.
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See CPS Section 4.4.1

4.8.6. B INERS AN ZEIERK ZAA Publication of the Modified

Certificate by the CA

W PHRAZIEF 5, GDCA £ HFE I 8] REZ AT FIEFS A AT 2] GDCA 1 H 3k il
%R G

After subscribers accept a certificate, GDCA will issue the subscriber certificate to the GDCA
directory service system in the specified time.

4.8.7. 7 I\ AIE AR 55 AL R 5 o i SE 4R 938 %5 Notification of Certificate

Issuance by the CA to Other Entities

[A] 4 CPS % 4.4.3 5.

See CPS Section 4.4.3.

4.9. EPBEHEFEE Certificate Revocation and Suspension

4.9.1. IEHRAES BT Circumstances for Revocation

4.9.1.1. T PEREHERER Reasons for Revoking a Subscriber Certificate

A LA BB — Rk 2 Fl, GDCA ZAE 24 /NI 2 N IRAHIE 15 :

VTP LA T 205 SR A IE 15

TP H GDCA S WIHIIEA5 18 SR AAR B BAL ARG W B AUT N

GDCA k15 T iEdE, E B S5UEH A0 AT A HE ) 1 it

GDCA A5 Tl EBXHETS A FQDN, 1P Sthubik 55 5 46 Hh il i 355 44 #5245 42 il AL

{1800 AE AN I A5 0 5

5. CA # sl 17T P ARSI A ISR ik, RO IR TR IS A 4H R 5
THEASME (40 Debian 35247, U.: http://wiki.debian.org/SSLkeys), BfE{EM]
A FIIESE o

A LA BB — Rk 2 Bl CA NTE 24 /NI Z PRESIE S, HAOAAIE 5 K2
PR IR
1. FPBARFESF S Baseline Requirements 25 6.1.5 %5 J2 4 6.1.6 T AHSCE K,

A w0 PR
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11.

GDCA k15 1 IEHIE 23R AL ;

GDCA R i) 71T P H. CP/CPS HH ) — I &k £ I # K 57T 5

GDCA 3R T ALK B FQDN 5 IP Mk 14 AN FRp i vl (g, REvERr sk
i 8 LB 1 A v I A R A A ) A2V E NS R N BOAR OGRS K
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amAWﬁB%meMWme ZERAETIRU TR AL, s sl 2k, BraE
H Ak 244 CRLIOCSP 15 &
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YA INE

GDCA C&JBAT M55 )G, T UIRGANIR ST % .

GDCA shall revoke a certificate within 24 hours if one or more of the following occurs:

1.

2.

The subscriber requests in writing that GDCA revoke the certificate;

The subscriber notifies GDCA that the original certificate request was not authorized and does
not retroactively grant authorization;

GDCA obtains evidence that the subscriber's private key corresponding to the public key in the
certificate suffered a key compromise; or

GDCA obtains evidence that the validation of domain authorization or control for any
Fully-Qualified Domain Name. IP address or mailbox address in the certificate should not be
relied upon; or

GDCA is made aware of a demonstrated or proven method that exposes the subscriber's
private key to compromise, methods have been developed that can easily calculate it based
on the public key (such as a Debian weak key, see http://wiki.debian.org/SSLkeys).

GDCA should revoke a certificate within 24 hours and must revoke a certificate within 5 days if one

or more of the following occurs:

1.

2.

The certificate no longer complies with the Baseline Requirements section 6.1.5 and 6.1.6;
GDCA obtains evidence that the certificate was misused;

GDCA is made aware that a subscriber has violated one or more of its material obligations
under the subscriber agreement and CP/CPS;

GDCA is made aware of any circumstance indicating that use of a fully-qualified domain name
or IP address in the certificate is no longer legally permitted (e.g. a court or arbitrator has
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revoked a domain name registrant’s right to use the domain name, a relevant licensing or
services agreement between the domain name registrant and the applicant has terminated, or
the domain name registrant has failed to renew the domain name);

5. GDCA is made aware that a wildcard certificate has been used to authenticate a fraudulently
misleading subordinate fully-qualified domain name;

6. GDCA is made aware of a material change in the information contained in the certificate;

7. GDCA is made aware that the certificate was not issued in accordance with Baseline
Requirements or GDCA's CP or CPS;

8. GDCA determines or is made aware that any of the information appearing in the certificate is
inaccurate;

9. GDCA’s right to issue certificates under the Baseline Requirements expires or is revoked or
terminated, unless it has made arrangements to continue maintaining the CRL/OCSP
repository;

10. The fulfillment of the obligations in the CPS is delayed or encounters force majeure, such as
natural disasters, computer or communications failures, changes of laws and regulations,
government actions or other causes beyond the reasonable control, causing threats to the
information of others;

11. Subscribers fail to pay the service fees after GDCA performed the obligations of notifying the
subscribers to pay.

KAETHNE, T GDCA iEP RS 24 HFES, i1 CA. RA. 23 &
B HE RS B (RFERS RSP R &M FE) M ET, AT DA AR 1
1. GDCA 5 RA. 323 G220 Bl & b sl kAU

2. ERRHRAE LA TR E B PO R L R
3. HTEHNTE.

If the following circumstances occur, for the certificates using in GDCA certificate service system,
such as certificate using in CA, RA, LRA or other services entities (including equipment using
certificate in service system), GDCA can revoke the certificate:

1. Agreement between GDCA and RA, LRA has changed or terminated.

2. The private key of the certificate has been compromised or is suspicious of being
compromised.

3. The management consideration.

UEASIT P I RO DB PR IE S A 22 R ARt T, A7 BB GDCA #EATHiEH «
XtF SSL/TLS RSG5 asdRiE+s, # HBLLA MER — e LIS, /BT IR R
1E:

1. TEALAT GDCA f3HTIEFHh 44 5 1Ptttk 1 {3 AN FE e BT R P 1 %, 3

A 1 A OBUR] CAGARE B R U R . Sk i LA ) & 2028 0

91



[] ﬁﬁlﬂﬂfﬂ!iﬂzfﬂ ﬁEL._I

GocA

e oL GDCA HE-FAEME S5 H] (V6. 4 RO

5.

I TR R A I

GDCA 31— AN AL LEF B FH SR 56 IE— MR VE MR R 510 T84«

GDCA HI FHANFERZ1EZ1T, I A AR AR CA FALRUNUE T 1 SCHRF IR A
GDCA ZERIEF AN C Jmif B e sl & 1k, BrAE GDCA Tl 2edlF, dksigk
# CRL/OCSP;

TEF AR P 25 B0k 2 R T 0T L FH 22 4 e B 7 S T 2 52 1 AU o

If certificate subscribers discover or suspect the security of private key of the certificate has been

compromised, they shall immediately notify GDCA to revoke the certificate. For the SSL/TLS server

certificate, if the following one or several cases have occurred, GDCA also needs to revoke the

certificates:

1.

The situation which of GDCA knew domain name or IP address in the certificate no longer
allowed been used by law, e.g. the right of registrar’'s domain name has been canceled from
court or arbitration organization; or fail to renew the domain name etc.

GDCA knew a wildcard certificate was used for a fraudulent misrepresentation sub domain
name.

GDCA terminates the operation for some reasons and doesn’t arrange other CA to provide for
supporting operation of revocation certificates.

Unless GDCA make special arrangements, GDCA will continue to maintain CRL/OCSP, under
the circumstance of that GDCA’s right to issue certificate has been expired, revoked or
terminated.

Technical content or format of certificate causes unacceptable risks for application software
vendor or relying party.

49.1.2. B CA IEHHMAEE Reasons for Revoking a Subordinate CA

Certificate

A WL RSO ) —FhEiZ M, GDCA ZifE 7 RZ W CA iE+:

GDCA 343 TiEdE, EMSUEB AP B H) 2 CA RPIE R 7 H1%E, BAHAE
Baseline Requirements &% S/MIME Baseline Requirements 2f 6.1.5 5 }2 &5 6.1.6 13 ) H
RER;

GDCA A5 1 iEA518 23 H AIESE

GDCA SRBIUE PR K BERT & Baseline Requirements ZE3R, ZiF 2% CA KEEFRF&
CP/CPS;

GDCA Y NAEAT I IAE 1 2% CA UEF 5 BAER . AN ESCE A 1R

GDCA HiHEMRRIZ 1L, HARS 55 CA B CLER AL 4 A 55 5
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6. GDCA {4} Baseline Requirements %5 A& iE 15 AL TR 3%, B R BB 21, BRaE
H A 8244 CRL/IOCSP {5 B .
GDCA shall revoke a subordinate CA within 7 days if one or more of the following occurs:

1. GDCA obtains evidence that the subordinate CA’s private key corresponding to the public key
in the certificate suffered a key compromise or no longer complies with Sections 6.1.5 and
6.1.6 of Baseline Requirements or S/IMIME Baseline Requirements;

2. GDCA obtains evidence that the certificate was misused;

3. GDCA is made aware that the certificate was not issued in accordance with Baseline
Requirements or that subordinate CA has not complied with the GDCA CP or CPS;

4. GDCA determines that any of the information appearing in the subordinate CA certificate is
inaccurate, unreal or misleading;

5. GDCA ceases operations for any reason and has not made arrangements for another CA to
provide revocation support for the certificate;

6. GDCA's right to issue certificates under Baseline Requirements expires or is revoked or
terminated, unless GDCA has made arrangements to continue maintaining the CRL/OCSP
Repository.

4.9.2. & SRAE-BH4E B4k Who Can Request Revocation

SR AUE IS S2AR AT s FEMHLIY . GDCA. & mlVENI R =R B o 4k,
WA T N BAFRAER . B R B A i 55 =05 T DARR S UE T m) R s, 150
GDCA & BB i 45 IE 5

The subscribers, RA, GDCA, or judicial officials authorized by judicial institutions can initiate
revocation. Additionally, relying parties, application software suppliers, anti-virus organizations and
other third parties may submit certificate problem reports informing GDCA of reasonable grounds to
revoke the certificates.

4.9.3. WA TE R IR Procedure for Revocation Request

4.93.1. 3T P 3R Hi 45 5115 The subscriber actively proposed to revocation

application.

1 VTP M LA B e P FCes v, VMM LA % S FR A R SR ) 5 43 A S A
FOECE/
2. VEMHUAEE TR 5 R IE A4 GDCA, H GDCA 58 Bl -
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3. GDCA $2fit 724 /N BUE P HeEs FRIE IR 55, 3T 7 aladad LR 77 G i :
® E-mail: webtrustreport@gdca.com.cn
e Hiif'5i%: 4007008088
GDCA WS EIHI1E J5 24 /N N AR BRAAY F i

1. Subscribers may submit the revocation request to the RA and the RA will verify the identity of
subscriber and the delegated party.

2.  RA submits a revocation application form to GDCA and GDCA completes the revocation
operation.

3. GDCA offers 24x7 certificate revocation requests service, and subscribers may request the
revocation of a certificate through the following ways:

® E-mail to: webtrustreport@gdca.com.cn
® (Call: 4007008088

GDCA will process the revocation requests within 24 hours after receiving.

4.9.3.2. T P HRA A IE S The subscriber is forced to revoke the certificate

1. 4 GDCA BEMHLA A CPS4.9.1.1 Ak i1 75 ZEHUH T 7 IE 15, GDCA B¢
TEMHUR A 5N 53 AT AT Y &6 € iR R i U IE 15
2. {EUEPHUEH)S, GDCA siF ML R & 4 77 20, AFRIRA. ik, @R
AT PR SRR SRS R B o A R BERER AT P, R L EHIIF LU, GDCA
XU HIE P4 38 X i 3R AT A o
3. GDCA $ft 724 /NS FRHIE 5 il R o RIAL BRI o
4. BT FNEN . RATEAHSR AL . B s LA S5 58 =7 R AIE T W] REAFAE 1]
A, GnAAEH B PREE tH I IR . IR TR SRR AR A4 5, BT AN
iR PR 77 AT )RR 75
® E-mail: webtrustreport@gdca.com.cn
® Hiif'5f%: 4007008088
GDCA YL EIR )5, 16 24 /NN ZUE T IR TR i N A BEAT AT, JF2E T BL R AR
HER TR SE A2 5 R UE
(1 Pl [ R PR e
(2> AHDL ) R H BB
(3) ) AR oy BRI R F S A
(4)  FHJF% GDCA CP/CPS T F Wi S5 AH SRR Y FR A 155
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1. When the GDCA or RA has a reason stated in section 4.9.1.1 of this CPS to revoke a
subscriber certificate, related person of GDCA or RA can revoke the certificate through internal
formalized process.

2.  After the certificate revocation, GDCA or RA will use appropriate ways, including mail, phone,
fax to notify the final subscriber that the certificate has been revoked and the reason why to be
revoked. If we cannot contact subscriber, if necessary, GDCA will publish the information of the
revoked certificate on its official website.

3. GDCA maintains a 24x7 certificate problems reporting and processing procedures.

4. The relying parties, judicial institutions, application software providers, anti-virus organizations
and other third parties may contact GDCA timely through the following ways in case they found
any suspicious problems in relation to the certificates, such as private key disclosure or
suspicious disclosure, certificates abuse, the use of certificates to sign suspicious codes etc.

® E-mail to: webtrustreport@gdca.com.cn
® Call: 4007008088

GDCA will investigate the reported problems of certain certificates within 24 hours of receipt, and
will decide whether or not to revoke the certificates based on the following criteria:

(1) The nature of the alleged problem;
(2) The number and frequency of certain certificate problem reports received,;
(3) The entity making the reports or complaints;

(4) Subscribers’ compliance with the GDCA CP/CPS, the Subscriber Agreement, and other
relevant specifications;

(5) Compliance with existing laws and regulations.

4.9.3.3. B TFAEAR S LA A B iE S 3844 Revocation of electronic certification

service organization certificate

/

%+ GDCA HARIER AT ZIE 1, GDCA MR- AR CPS R AE P A& 75 A il 15
xF Tl E S S PRI K 4y GDCA 2 CA IES, iz e i [ 5 i B =) 1 i O
PATHIEH -

For GDCA’'s Root CA certificates and Subordinate CA certificates, revocation will be determined

according to this CPS. For the subordinate CA certificate issued by a Root CA of OSCCA,
revocation must be determined and performed by OSCCA.
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4.9.4. 8 TE R %5 FR 3 Revocation Request Grace Period

G SR B M e A R B S T, U SR A i T Tt AT i R 8
/INEE LA S b o A ARCER DR ERT R RCE EESR A R AR S AT AY) 48 /NN AT HY

If key exposure occurs or suspected occurs, revocation request must be submitted in finding
leakage or leakage suspicion within 8 hours after key exposure or suspected exposure is found.
Revocation requirements caused by other reasons must be made in within 48 hours.

4.9.5. B A TE AR S LA b B4R 78 SR RS BR. Time Within Which CA Must

Process the Revocation Request

GDCA AbFEJFUE 15 =K 11 B Bk 24 /NE o

The cycle of GDCA processes revocation request is 24 hours.

4.9.6. W R B IR B AS I E SR Revocation Checking Requirements for

Relying Parties

GDCA A LR AW, KBS R fE GDCA [l E3EAT &

GDCA provides online query on revocation status. The relying party can query on the GDCA
website.

49.7. CRL EAFMZE CRL Issuance Frequency

%tF i ROOTCA (RSA) iF45. GDCAROOT CA iE+5. ROOTCA (SM2). GDCA
ROOT CAL iE B KK h g CA I KT ik, CRL &AGE N 8 /it

XITH GDCA TrustAUTH R5 ROOT iE+i. #zhff{ RS 2 CA iE+i. GDCA
TrustAUTH E5 ROOT 25k 2 CA P R HIAT FHIET:, CRL A&Af A #1024 /i, H.
nextUpdate 7B fO{E ANHE H thisUpdate {E 1 10 KL

XFF g CAUEFS, GDCA i) CRL AATFMIN 12 4> H . AR 4 CA iE+,
GDCA 7ERAN 5 24 /N2 PIEE ¥ CRL, H. nextUpdate =B HIE AN Y thisUpdate {7 i
12 4HUL k.

TEAFIR B SR UL R AT LA CRL S BIA R (IR R 28 A S 24 A RE 5 ARAE ), CRL FIST
B A= 2 H GDCA il 5 IR R AT HEBE HRE
The subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
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ROOTCA (SM2), and GDCA ROOT CAl, the CRLs are issued every 8 hours.

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT, %%
AR R5 #R CA iE435, and GDCA TrustAUTH E5 ROOT, the CRLs are issued every 24 hours, and the
value of the nextUpdate field is not more than ten days beyond the value of the thisUpdate field.

For the subordinate CA certificates, GDCA updates and publishes certificate revocation list (CRL)
every 12 months. In case the subordinate CA certificates are revoked, GDCA updates and
publishes the certificate revocation list (CRL) within 24 hours after the revocation, and the value of
the nextUpdate field is not more than twelve months beyond the value of the thisUpdate field.

However, CRL can come into effect immediately determined by release strategy made by GDCA in
special emergency circumstances (assuming that the network transmission condition can
guarantee).

4.9.8. CRL RAR KB KH# J5 i) 8] Maximum Latency for CRLs

GDCA Y] CRL A e it Je i 18] A AT A W 2 S5 1Y) 24 /NF A

Maximum latency for GDCA's CRLs is 24 hours after release cycle.

4909, EELREBZE WK A A Online Revocation/Status Checking

Availability

GDCA [AJF 51T 7 K 48 77 $e A 7E 2 iF PR &l IR % . OCSP i B 20 75 &
RFC6960 {123k, Jf H i OCSP fit45 #2544 . OCSP AR5 #s Ik 1 5 IE/E B R A E
FHFE— CA 2Kk, OCSP k45 # ik 456 & — /> RFC6960 & M KM K
id-pkix-ocsp-nocheck I3 & 10

GDCA supports OCSP responses for subscribers and the relying parties. The OCSP responses
conform to RFC6960, and signed by an OCSP Responder whose Certificate is signed by the CA
that issued the Certificate whose revocation status is being checked. The OCSP signing certificates
contain an extension of type id-pkix-ocsp-nocheck, as defined by RFC6960.

49.10. FELRFEMER Online Revocation Checking Requirements

F P AT B AT IE SRS A i), GDCA A B BAT AT AL BURLER

GDCA #24}t Get 1 Post 777 2] OCSP A k55 .

ST FAETS, GDCA Z /4P K5 #H OCSP 15 5. OCSP i N ) K47 %3914 10
Ko T ELMASHET, I H OCSP.

XFT gk CAEF, GDCA Z /b4 12 /N8 OCSP (58 . i CA iE+
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I, fE 24 /N A BB OCSP 15 /2.

X ARZERHEBHPRESEWTE K, GDCA AR “good™RA
Users may feel free to inquire status online. GDCA does not impose any access limits.
GDCA offers the OCSP service using both the Get and Post methods.

For subscriber certificates, GDCA updates the OCSP information at least every four days. OCSP
responses from this service have a maximum expiration time of ten days. For the revoked
certificates, OCSP status will be updated immediately.

For subordinate CA certificates, GDCA updates the OCSP information at least every twelve months,
and within 24 hours after revoking a subordinate CA certificate.

GDCA does not respond with a "good" status for the request for status of a certificate that has not
been issued.

49.11.  #H4EEBEMEAFR Other Forms of Revocation Advertisements

Available

GDCA ARt (5 B H Al A AT

Currently GDCA does not provide other forms of announcement about the revoked certificates.

4912, 4 E KR B E K Special Requirements related to Key

Compromise

FRA CPS 5 4.9.1 WHUE TS LAL, 200 7 BEMHLI I35 8] D 42 s mlc v]
B LR REI, AU ] GDCA 2 HIE A i K

Except for the case described in CPS Section 4.9.1, when certificate key of subscriber or RA has
been or may have been lost, certificate revocation request must be made to GDCA immediately.

TEFAT LA S =7 TR A CPS %8 1.5.2.1 = IIELR 73X, %1%t GDCA
2R 1 H AR SASL AMAE S, 1) GDCA & HEH 24t & ik o, #1557 Fifi
FICAR J73k 2 — R WA Bl d2s e 5 00 S (AL B -
> RSP ER RS A4 CSR, FREAEIE A A TN “Proof of Key Compromise

for GDCA”; Bk
> EER AR EE I FAEH

GDCA 7 {75 75 4% 25 19 i HoAth 3IE B FA B 85 075 92

Non-subscriber third parties may report a key compromise of an unexpired, unrevoked GDCA
certificate according to the contact information described in section 1.5.2.1, using one of the
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following methods to prove possession/control of the private key associated with a certificate.

»  Submission of a CSR signed by the compromised private key with the Common Name “Proof
of Key Compromise for GDCA”; or

»  Providing the private key itself.

GDCA may allow additional, alternative methods that do not appear in this section at its own
discretion.

49.13. EHEERIERE Circumstances for Suspension

AEH

Not applicable.

4914,  ERIEBEEK LA Who Can Request Suspension
ANEH .

Not applicable.

49.15.  EHEIFERKHREE Procedure for Suspension Request
AEH

Not applicable.

49.16. H=HEARIFRFRS] Limits on Suspension Period

AEH

Not applicable.

4.10. IEIRZ RS Certificate Status Services

4.10.1.  E/EFFME Operational Characteristics

WA LAfEE CRL. LDAP. OCSP &MIEIRAS, ik J7 AIEIRA R 55 B 1%
X B WV SR A G B ) SN [R5 b P g

XA IETS, GDCA fEUE+: BIHIET A M ER FoAE CRL N Ids% . GDCA
AMIEE CRL AR ARAD A 44 UE A3 IR B 10 3%
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GDCA Az OCSP AR 45 %% Hh s 10 5% o

Subscribers can query certificate status through the CRL, LDAP and OCSP. Certificate state
services described above should have reasonable response time and concurrency process
capability for query request.

For the revoked certificates, GDCA does not remove their revocation records from CRL prior to
expiration of such certificates. GDCA does not remove the revocation records of code signing
certificates from the CRL.

GDCA does not remove the revocation records in the OCSP responder.

4.10.2.  FRZTT A Service Availability

GDCA &4t 7*24 /N PIUE RS B AR SS,  HLw R ] ANt 10 #0 . RIAE 2% 5o
VFHBALR, 3T 7 Befs Sei SR IR S B RS .

GDCA provides 7X24 certificate status query services, and the response time is of ten seconds or
less. If the network is permitted, the subscriber can timely obtain certificate status query services.

4.10.3.  WJIERFE Operational Features

UEFIRES 1 Ho At AT e ik 5577 X917 M A GDCA $i %€ 1) CRL Hithik, i H k%5
R EM RS, AWIE T CRL BIAM, HATIEFRES KA,

Other optional service of certificate status for subscriber is using CRL address which is specified by
GDCA. The subscriber can query and download CRL to query certificate status locally through
guery system provided by the directory server.

4.11. ITTEE5E End of Subscription

ISR AL DL L

1. AT IR fE ] GDCA SR BEHIBUTUE IS, 425 GDCA F HiE T3 UsH 1 Fi i .
FIETLFE A CPS 28 4.9.3 TiHIE . GDCA MEHIET 5, RKAIT AT A T~ IE
T

2. MIEBARINLE ARG, T RIEN SSRGS B, R BT AT N IE SR R

3. UEPAE ROV, SO BATIUE S R e R, R il AT AT IR AS

The following conditions shall be deemed that the user terminated the use of the certificate services
provided by GDCA:

1. When the subscriber stops using certificate provided by GDCA, an application of certificate
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cancellation must be made to GDCA. The application process is described as CPS Section
4.9.3. After GDCA revokes the certificate, it indicates that the subscriber’s ordering behavior
has been formally terminated.

2.  After the expiration of the certificate, if the subscriber doesn't pay the renewal service fee, this
indicates that the subscriber’s ordering behavior has been formally terminated.

3. After the expiration of the certificate, if the subscriber has not carried out certificate or key
update, it indicates that the subscriber’s ordering behavior has been formally terminated.

— B P AENE B RO P 2 1B GDCA IIAEH AR S, GDCA fEHE#EH 2 1Lk R
S K SERHEIZAT PR, IR CRL K AR SNSRI T R A . GDCA VEZHIC SRS IE
PR AR I BT T 45 R 5 IR TS S A BT P R AT AR

Once the user terminates the use of GDCA certificate authentication services within the certificate
validity period, GDCA will revoke the certificate in real time after approves on his or her request for
termination, and release in accordance with the CRL distribution strategy. GDCA will record the
process of revoking certificates in details and archive the certificates whose subscription is over and
the corresponding subscriber's data regularly.

4.12. BHER. EHE5KE

Key Escrow and Recovery

412.1. BEHLER. B2 ERE KKK S54TA Key Escrow and Recovery Policy

and Practices

%tF i ROOTCA (RSA) iF45. GDCAROOT CA iE+5. ROOTCA (SM2). GDCA
ROOT CAL IEHZE K2 CA i K BT k-

GDCA ZERIT P b FIASTT P 1 vk PR S 42 2% . 1T P T AT
GDCA AT F BEAT AR RS 48 3 S B SCHRAE o bl T35 2 FABHIEE 2R BT R 4 % el T
H C7k$H, GDCA X A& H FTAT .

UEFIT 7 N 25 3 40 B GDCA AT 7 HiE2E R, R H GDCA HHTEFL. 4iFf)
I T B I %8R, ALl GDCA 2 H s & N %41, GDCA IR IRFE,
ST PG, AT PR A RN B

IEFT P % B AT P AT IR, GDCA AT P84 B T A A

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CAL:

GDCA requires subscribers to generate signature key pairs by their own certificate carriers.
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Subscribers can authorize GDCA to generate signature key pairs and other related operations.
Subscribers shall undertake the responsibilities by themselves for the losses incurred by the loss of
signature private key, and GDCA refuses to take the corresponding responsibilities.

The encryption key pair of the subscriber is applied for and generated by the GDCA on behalf of the
subscriber, and is managed by the GDCA. When the subscriber needs to recover the encryption
key, they can submit an application to GDCA for key recovery. GDCA will process the subscriber's
application and recover the corresponding encryption key for the subscriber according to the
established procedures.

Subscribers shall keep signing key pairs by themselves. GDCA does not provide the key escrow
and recovery services for subscribers' signing key pairs.

Xf T B GDCA TrustAUTH R5 ROOT iF45. #(%hIfX R5 @ CA iFf5. GDCA
TrustAUTH E5 ROOT 25K 12 CA &8 K IIAT P+

P RS BT 7 AT A R An SR 2 T eI 2 R A4 R A7, GDCA ZERIT 7 b2t
15 FH 6 AR B IS FIPS 140-2 55 — 200 ZER I I B5 A A2 35 ORE FAH, IR 2 ORIEXT AL EHIN
ME—FHH]. T LAZEFE GDCA AT AT A B S A1 CSR. RIRARHIE 2% . E R 5%
i BB S AT P E 2K dH, GDCA St AR 54T .

GDCA AT F AH IR E AR E RS -

For subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT certificate,
$rw i R5 R CAE+ and GDCA TrustAUTH E5 ROOT:

The key pairs of subscribers shall be generated by the subscribers themselves. In case the key
pairs are to be stored in a cryptographic hardware, GDCA requires that the subscribers must use
cryptographic hardwares that meet or exceed the requirements of FIPS 140-2 level 2 to properly
keep the private keys, and must always keep unique control of the private keys. Subscribers can
authorize GDCA to generate key pairs and CSR. Subscribers shall undertake the responsibilities by
themselves for the losses incurred by the loss of signature private key, and GDCA refuses to take
the corresponding responsibilities.

GDCA does not provide key escrow and recovery services for the subscribers' private keys.

4122. SEBEHNIESKREKRIEFIT AN Session Key Encapsulation and

Recovery Policy and Practices

BRI PR ANEH SRR B T FOREE TR E ], B EREAE BB AN
Mo th PN, %25 N E RS R IRE S 1nEN.

The session key is packaged in digital envelope using asymmetric algorithm. The digital envelope is
to encrypt the session key using information recipient's public key, then the recipient can use their
own private key to decrypt and recovery the session key.
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5. INIENIA R B EMEE/EREH] Facility, Management, and

5.1.

Operational Controls

V3R] Physical Controls

5.1.1. Hihr B 5844 Site Location and Construction

GDCA ISR 5 e 3% I8 T 21 b vHE S it -

The GDCA's building and data center shall be constructed in accordance with the following

standards:

> GBI/T 25056-2018 ({52 AR IEFINIE RS TR L HA R 2 A BARITE)

> GM/T0054-2018 ({55 ARG A NI AN ZIK)

> GB50174 (TR ARG vit M)

> SJIT10796-1996  (iTHMLHLES VG ShHIAR S AR AF)

> GB2887-2011 (TS s M)

> GB30003 (HLT i+ ML i T & Bl )

> GB50222 (HEFUA ERAE B it B KAL)

> GBS50116 (KK HahiihiE ARG st iie)

> GBS50057 (ML BLHHLTE)

> GBS5054 (iR fic i e i )

> GBA19  CRERIEM S 2SI it M)

> SUT10796  (THEALHLES IS SR B K AF)

»  GBJ/T 25056-2018 “Information security techniques- Specifications of cryptograph
and the related security technology for certificate authentication system”.

» GM/T0054-2018 “General Requirements for Information System Cryptography Application”.

» GB50174 “Code for design of electronic information System Room”.

» SJIT10796-1996 “Specification for raised floor of computer room”.

» GB2887-2011 “Specification for computer field”

» GB30003 “Construction and acceptance test code for electronic computer room”.

» (GB50222 “Code for Fire Prevention in Design of Interior Decoration of Buildings”.

» (GB50116 “Code for design of automatic fire alarm system”
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»  GB50057 “Design code for protection of Structures against lightning
» GB5054 “Code for design of low voltage electrical installations”
»  GB/J19 “Code for design Of heating ventilation and air conditioning”

»  SJIT10796 “Specification for raised floor of computer rooms”

GDCA LG AL T L T g XA LB, & — WA SE I e, HaBifg. Bk, Bi
Ky BIEEDRE, BEANLG @S G ME—R N I AITE RS, GDCA HLHLG5 1R DIfRE
B0 RSIX . BHEX, #EX. AKX AKX AN LA 6
BENFZAL X 350 o

The data center of GDCA is an independent building located in Shishan Town, Nanhai District,
Foshan City, Guangdong Province. The basic protection of GDCA's data center include:
shock-proof, fire-proof, water-proof, lighting-proof, etc., and with only one entrance and a single
road. According to the functions, GDCA data center divided into core area, service area,
management area, operation area, and public area. Only the personnel officially authorized by
GDCA could access the restricted areas.

5.1.1.1. AFEX IR, Public Area

AHXAFENL . KE, REE, §E&EE R 5%
Public area includes the entrance, lobby, security room and etc., deployed with various supporting

facilities and monitoring devices.

5.1.1.2. #1EX Operation Area

BRAEIGE RABRIE N GL VE BN B AR X, F5 2L ATDOUR R S A IEA AT BLEN
N Gk AR B H S AZJZ TR, IIrA ARG AR LR FH et o P B 4 5

Operation area is a working place for RA operators and administrators. Anyone who wants to enter
the operation area needs to use two-factor authentication. Every access behavior to the operation
area has been well recorded. From this level of areas, all the walls are strengthened by high
strength protective wall.

5.1.1.3. B X Management Area

EHX A RA EHEHEG, CAEH, k. FilEh G, WREHE, HiEEH)
B, & RAM CAEHOL, Wit ML 224 R TAEX, R ARvrE B3 IXCHUE rE BN
AHEN, PR B 53 R A OO 3R B A IEA 7] AE

Management area is a working area for RA and CA administrators, auditors and network security
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officers, installed with the RA management console, CA consoles of management, issue, and audit,
and consoles of network management and monitor. Only authorized and specified administrators
have the rights to access this area. Enter this area requires two administrators to use two-factor
authentication.

5.1.1.4. R4 X Service Area

RS X FE 223 M LDAP RS %5, OCSP k5578 . RA FMHIRSS S4eik 4, H A
AR5 DX E TN e N, T S AN 3 0 [ s A I SOLERT 2% B A IE A 7] BAIEN o

Service area is installed with LDAP servers, OCSP servers, RA register servers and other related
devices. Only authorized and specified administrators have the rights to access this area. Entering
this area requires two administrators to use two-factor authentication.

5.1.1.5. 0 [X Core Area

b DR BRRRE, TR BBIN 1], E B 5% CA B4 %5 CA Bk
PRS2 KM BEHTEIRIRGS 35, W IRBURSS B L&, FA YRR KA [
DCSRHEN T L7 S P I R U 3 B T A T LU . AT 20
B[, fURE R

Core area, a shielding zone with high strength steel security doors, is mainly installed with CA
signature servers, CA database servers, KM key management servers, timestamp servers and
other core devices. Only authorized and specified administrators have the rights to access this area.
Entering this area requires two administrators to use two-factor authentication. The password ark
for storing confidential information is also placed in the core area.

5.1.2. YpEE 5 18] Physical Access

GDCA WL N 9 BT %A BT TR R G 1 MBI ANSRE RS, X T14E R gt
ATiEARE, SERHEREU ARSI BURE, IR TIEE R G EAR . 2 R G RE LI BRG]
SRl AT ENIRE . TAEN ST S R0 R s G180 aekt, JF Hit
HY T8 [ THRAT I TR C SR ATAR SGAE B AR, 55 X S5 A% 00 X 75 28 3 A B 0% R A P
R R AR SUE R A T ABEN, HL5 AR SN B AR, A X 1450
SKHHATREERAR, R RO

In the data center of GDCA, it has 9 doors installed with electronic access systems and one
physical intrusion alarm. The electronic access systems are monitored, with real-time access
records to set permissions of access, and can set an alarm when the doors are opened over time.
The staff is required to use the identity card and fingerprint to open every door, and each access
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behavior has been recorded with time-stamp and related notice. Enter the service area and core
area, two administrators need to use ID cards and fingerprint identification at the same time before
entering the room. According to daily working specification, the specific personnel will archive the
access records on a monthly basis, and retained for one year at least.

YRR el P ) G 4R J LA I T -
a) ARG BHIFZIEEE . TENRF LS R R G S DL BIREUE 2
AR, g R I DR AE BN
b) MERG: MREEMANEEAN JEIEE FBIFIT IR ST T4 R 5 L
NLfil R AR R G R RS TR HIREAE .
) MIERG: SIVAMYIENRE RS AEHAIICE MG EIE RS, 24X
FIREAE X IRAT 7724 /NS ARIWT A . BT AR R 2 6 M H, LA,
Physical access controls includes the following aspects:

a) Access control system: It is used to control access to the doors on each floor. Staff needs to
use identity card with a password or fingerprint to enter and exit. Entering or exiting every door
should have the time records and related notice.

b) Alarm system: Alarm system will be triggered by any illegal intrusion, unauthorized opening,
long time opening and other abnormal situations. Alarm system can clearly identify the alarm
location.

c) Monitoring system: video monitoring system is working with access control systems and
physical intrusion alarm system. The monitoring system is responsible for continuous
recording the restricted area and operation area within 7*24 hours. All video records will be
retained for at least 6 months in order to future inquiry.

5.1.3. 22 3% Security Monitoring

WAL B TR OR 2 % R ESR, AW RGBT 2500 B
RN T 2 48, UPS Rl =48, MBIl 1 R 40, B WU 240, IR
Wy &2ge. WKW TR W12 NETRG. BGREET RS R
B WUAIRBRRGL . 220 RGUIRGLEEAT 7*24 /NI SEIT I, Dol R =12, 5
R R, IARIC R R Dy 6 M HLE.

According to the requirement of data center power and environment security monitoring system, it
includes electronic detection subsystem, UPS detection subsystem, air conditioning equipment
detection subsystem, fresh air machine detection subsystem, temperature and humidity detection
subsystems, water leakage monitoring subsystem, fire control subsystem, access control
subsystem and image monitoring subsystem. The system carries out real-time monitoring of
infrastructure equipment status, data center environment condition and the security system status
within 7*24 hours. In order to meet the need of fault diagnosis and post audit, monitor records will
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be retained for more than 6 months.

5.1.4. Hi, 7 5 %% Power and Air Conditioning

AN R PR TT s ARt . — B S L, BCEA LT IMRCHEALE, B
B BA ML BB . SHIBTE RSt HLbi RH T ANt L & 48 UPS, Al dig it
KT 8 /NIRRT HLG5 XK T B bt SEEUMLAE., RS as. ML i &5
REEREAN TR .

The data center uses dual power sources and a diesel generator for supplying electricity, and has a
specialized electronic distribution room. The GDCA data center is equipped with independent
power distribution equipment and the lightning-proof system. The data center area is supported by
uninterruptible power supply which can provide more than 8 hours extra power. The data center
area also takes anti-static to protect cabinets, servers and network devices.

BLG5 72 R FH AP PR as LA, S A X AP RES LA TS B AE TR . B3 12 1R
300kcal/h m2 # it 5. HEE/LIHEE: 35°C: AFEIMEIHEE: 0C; M5
BN : 224°C, MXEE: 5545%/h o [, YUEZE THRNAS, SHl5EsE
ATH, RAEHLGS A 23 0 SR T IRV IR D R L e 2 08 ¥ ) SR 5 ) R

The data center’s air conditioning adopts air cooled condenser unit. The air cooled condenser unit
is placed in the attic outside of the data center. According to 300kcal/h * M2 heat load, outdoor
designed temperature is 35 Celsius degrees in summer and 0 Celsius degrees in winter. Indoor
designed temperature is 22 +_ 1 Celsius degrees and relative humidity is 55 + 5%/h. Meanwhile,
the data center is installed with a fresh air system for ventilation to ensure air quality inside and
solve the problems of fresh air supply to meet the demands of specified air cleanliness, etc.

5.1.5. 7K BB VG Water Exposures

NBIRIKEXHLGS BB, GDCA FENLGS 12 = N i B IR/KIRE RS TKIE
o2 7 2 A LB, — EURAE KR AR, B AT RN DRSS i[RI AR
WM VY HE KR SOttt , — EUR AR, JKBESZEDHREH 25, JEX AT A A E B
(ESNEIPOsE

In order to protect the data center from water disasters, GDCA set water leakage alarm system
inside the air conditioner room of data center. Once the flood is detected by detection ropes
surrounding the air conditioners, the system will alarm immediately and notify related personnel to
take emergency measures. At the same time, the data center is installed with a drainage ditch and
a drainage floor along the periphery of the wall. Once the flood has occurred, water can be drained
immediately, and all exterior windows are sealed.
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5.1.6. KRB Fire Prevention and Protection

GDCA M3 N2 X IR 1 IR R JCR IR 2% IF 238 1 KR B el R4
RARBEKKARGE, SRGRA A T UM 238 (E =H R 377 3

FEEIRET, BB XA KERS, JORIE T 2532 BB XL K KR
BA5 SR LRI SN E S . 2l 30 AP [AIRERT, KRR EEHIELE S, B3k
ARG, AR, B SIS RUE DRSS R BHE S, B X AT TR, B A SR .

The data center of GDCA uses smoke and temperature fire detectors in each area, and installs the
fire automatic alarm and gas extinguishing system. The system has three operation modes
including automatic, manual and mechanical emergency.

In the automatic mode, when protection district is on fire and detected by two independent alarms,
fire alarm controller will immediately trigger a linkage signal. After 30 seconds’ delay, the fire
extinguishing system will be turned on. At the same time, alarm controller receives feedback signal
from the pressure signal device, and the door light will be on in protection area in order to avoid
personnel strayed.

AP X aE AN LR, T RUEN B X TN a0 B shEHoT K, RGH
BRSBTS, L XA KER, EEHES RRNIREE S, Ak
55, HMEYEN BN KCE, $5 bl e X /MR 2R sh% . B nl SRS
ENARGE, ORI KGH

A TARIRNAK RN, ATBE AR A SEIA UM, SR A1E 5 3.

When the staffs work in the protection area, the automatic/manual switch outside the door in the
protection area can be used to turn the system from automatic into manual. When the protection
area is on fire, the alarm controller only sends the alarm signal and waits for operator to confirm,
operator can press the control panel or shatter emergency start button in protection area to activate
the system by using gas fire extinguishing agent.

When automatic and manual modes both fail, operator can activate mechanical emergency
operation in the ampoule storage room.

5.1.7. A R 4% Media Storage

GDCA X E Ay R AF RORUE B A2 B ks Bk BiiE Bl BiJssh. B s
B BRI SR AT R SR T A B e M A B & s B
SRS T XA R AR

GDCA meets the following physical media storage and use security requirements: fire-proof,
water-proof, shock-proof, moisture-proof, corrosion-proof, pest-proof, static-proof, electromagnetic
radiation-proof, etc. and implement media usage registration, media copy protection, information
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Confidentiality and other measures to achieve the security protection of the media.

5.1.8. R Waste Disposal

= GDCA AFHI4RGK SO AR AL AN 7 ZE B A I PR L, A ZBUR S i 4
8 R BRI . FRS R ANE TR S B A A A BRAE AT IR AL B AT AR S 1) i e 32
BT RS H AT A I AT D B AR B

The written documents and materials of GDCA shall be destroyed when they are no longer needed
or exceeded the expiration date, and must not be recovered. Cryptographic devices and media with
sensitive information will be initialized and physically destroyed by using manufacturer’s method
before disposal.

5.1.9. SEHi &4 Off-Site Backup

GDCA AL T st Bl & iy poe, AEFI LTI X et R Gu it . o T H S A
AN A AR S AT SRR R A

GDCA has established a remote data backup center. It backups the core system data, audit log
data and other sensitive information by the specialized software at off-site location on a daily basis.

5.2. FEFFE#] Procedural Controls

5.2.1. AJ{E /£ Trusted Roles

f£ GDCA Ut FYIEIR ST IERE T, BEMAT EREMIIES AT . (R &2
AR S50 S B PR A AL 7 GDCA MUNTTE Mt XM O BIREART: %
PAMEE RSN EEANG. RAEEAR, LT AG S EHEN R LV EHREAN
15, BRI ALAAFRANER L GDCA 1 bd Az it B i

In the process of electronic authentication service provided by GDCA, a person who can essentially
affect the processes of certificate issuance, usage, management and revocation, and other related
positions which are involved in key operation is considered as trusted roles. The trusted roles
include but are not limited to: key and cryptographic equipment administrators, system
administrators, security audit administrators, business administrators and business operators, etc.
The specific job names and requirements shall be subject to the GDCA job descriptions.

5.2.2. IS % ZE B A6 Number of Persons Required per Task

GDCA £ F A 55 JUVE Pt SIS AR 55 BEAT P A% 1, BUBRATE R ZE 2 DA tudh
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[Fl5E s, Bilin:

1 EPIRER B MR 72 5 DAE AN 3 AL e

2. IEBBRERGN)GGHRME: FEIDRGEHA R 2 DAE N AILFEERK
3. HRRMEKIET: @E 2 AE N AILFEE K

GDCA strictly defines the controls of core missions in specific standards. Multiple trusted roles shall
be required to jointly complete the sensitive operation. For example:

1. For operation and storage of the key cryptographic equipment, it requires at least three of five
trusted persons to operate.

2. For background operation of the certificate issuance system, it requires at least two of three
trusted persons to operate.

3. For review and issuance of the certificate, it requires two trusted persons to operate.

5.2.3. FMEAKRDEXR Identification and Authentication for Each

Role

GDCA Jirf AH A5 Mt AR IR N AR 225 — @ A PP I 48 1IE » %5 UERE f3 £ GDCA
AN BRI P B 2% 1 B E

All current staff who undertakes the trusted roles in GDCA should pass certain accreditation
process. This process is set out in the GDCA personnel management regulations.

5.2.4. FEHFR/BIH M Roles Requiring Separation of Duties

NIRUE R G %4, BAEAE A B JE N, Bl GDCA Al 5 A ol AN A i A48
f£. GDCA HHTHRTT /B e, AIEEARR T FoM .

a) EFL %2

b) UEF5E CRL 25k

O ARG LRS54y

d) CAZHEH

e) A
In order to ensure security of the systems, it should follow the trusted role segregation principle that

the trusted role must be assumed by different personnel in GDCA. Roles requiring segregation of
duties include but are not limited to:

a) The acceptance of the certificate businesses

b) The issuance of certificates or CRLs
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c) System Engineering and Maintenance
d) CAkey management

e) Security auditing

5.3. A R¥EH| Personnel Controls

5.3.1. R ML RER Qualifications, Experience, and Clearance

Requirements

GDCA X & H I {5 A 1t TAE N G2 R B A BER
Hg RIS TS .
A E R R A GDCA 45— 2 HF S B B
B¢ GDCA G KL A E G BE R .
HA RN NRIT . B7% SN 5T LR R R AT i ML Z2 )
H4% RAFI BN AERE
THFALAR DR
SRBEANAZ L B B AR N L A B A ARSI TAR A5, 8B 1 GDCA AHIG 1B
WIRIERZ 5 77 e B

N oo g M w D oE

The qualification requirements of person who undertakes trusted role in GDCA are as follows:
1. Good social and working background.

2.  Complying with state’s laws and regulations. Obeying GDCA’s unified arrangement and
management.

3.  Complying with the GDCA related security management norms, regulations and specifications.
4. Having good personalities and working attitudes, with good working experience.

5. Agood team player.

6. Noillegal and criminal records.

7. Staff in key and core positions must have related working experience, or pass GDCA's related
training and examination before they start their work.

GDCA ZER7e 2 n 5 M iy N 52 2D b iU 4 Bk RIS SOt AR A TERY
M CA Iz AT I E M TAE . RAT ML KA R IC K5

A person required by GDCA as trusted role personnel must have loyalty, trustworthiness and
dedication to work, without other part-time work that affects CA daily operation, no major bad
records of this industry and etc.
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5.3.2. B R #FEEERF Background Check Procedures

GDCA s 547 KRIBURER I IR BN G, Se o Al {5 i DI R &

FITAT (Rl 53 TG N B Al {5 3 AR 245 i R e AT S St & . i
LT EVERF A ER, A AR A7 O FE R AN RS S SOEEE
MIAT N BRIEENEHEETE, Rarfetudd Aol JITHE T AR T REL
%S o

GDCA may collaborate with governments and investigation organizations to complete background
review for the trusted roles.

All employees who are trusted or apply for shall have a written consent that they must go through a
background investigation. The background investigation complies with laws and regulations. The
content and method of the investigation, officer engaging in the investigation shall not violate the
laws and regulations. The background investigation will be conducted legally, in which background
information of employees will be checked through the organization concerned.

HRRA SN B AR AT A

AW ECRTERN T2, POk, BE, 2SRRI RHE.

SR AR S A AT H SNSRI XEARIC S, R R RS 4
B o R TATHEARUE Y5 (¥ 55 b (06 AT AT I 2
Background review including: basic review and full review.

Basic review includes reviewing work experience, job recommendation, education and social
relation.

Full review includes reviewing criminal records, social relations and social security apart from basic
review. Full reviews must be carried out for key roles that involve with publicly trusted certificates
business.

WA

a) NZEERTT SR BB GRS NBEREF LA . SR EEI R 50kl BT fRmiss
PrYeMVIESS . ZEAAEFS . B IE S B ISR AH A RGIE R

b) NSFABI BTG, k. W& BTSRRI AL RRDRI ) LSV AT %
SE o

OETFMAET, XA THERMAR, ATAERIEL SO ATE N 5%

® (ARG SLE R AT

fis BIAS AT FE N B3 RE s
il FHARVE I B IE BT B 22 1 AR AR 5
LA A = AL HIAT .
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d) HASITEE IS, HENE. BREREFT AR LE R RIEBEKL
A AR 1 2 HE o
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The review procedure includes:

a) The HR department is responsible for confirming candidate’s personal information. Candidates
should provide the following information: resume, the highest degree graduation certificate,
degree certificate, qualification certificate and identity card and other related valid certificates.

b) The HR department identifies the authenticity of the information provided by candidates
through telephone, correspondence, network, visits and other forms.

c) Inthe background investigation, if GDCA finds the following circumstances, GDCA can directly
refuse qualifications of trusted personnel:

® There is fabricating facts or information

® With evidence of the unreliable staff

® Use illegal identification or education, qualifications
® The behavior of serious dishonesty in the work

d) The HR department checks candidates through on-site assessment, daily observation,
situational test and other methods. Appropriate arrangement is made according to the
investigation result.

e) After the review, GDCA signs a confidentiality agreement with employee in order to restrain
employee not to reveal any confidential and sensitive information of CA certificate services. At
the same time, GDCA will also be in accordance with the relevant organization regulations of
personnel management and make job examination on in-service staff who assumed trusted
role, so as to continuously review these employees’ trustworthiness and working ability.

5.3.3. FEYIESK Training Requirements

GDCA MR A5 M I HNL TR, 4 AR R ATER I, LR AR IIN AT
GDCA iz Bk R

GDCA AR R

GDCA 4 FLA IS AHL

EIRDA AN S -

PKI ZEAl AR ;

B 3 B AE A A% SR AR T+
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Based on the requirements of trusted role, GDCA gives the corresponding pre-job training. The
comprehensive training contents are as follows:

® GDCA operation system

® GDCA technology system

® GDCA security management strategy and mechanism
® Job responsibilities requirements

® PKI basic knowledge

® Authentication and the policies and procedures of audit
® Disaster recovery and business continuity management
® CP. CPS and related standards and procedures

® GDCA management policies, systems, measures, etc.

® The laws, regulations, standards and procedures of electronic certification service in
China.

® Other needs of training

GDCA 4 51 T2 IMEH I LT AR IFAF RS, X T28K SSLITLS HRES 48 UEF5 A1
AASZELZ UL ERE A Z 01, B AT 408 551 37183 Baseline Requirement 1
LR BN AZ I LA BT AU L B K o

GDCA keeps a record about the participation in the training. The operator and assessor who issues
SSL/TLS server certificates and Code Signing certificates must pass the training and reach the skill
level required by Baseline Requirement which engaged in this work before starting the work.

5.3.4. BRI FRIMESR Retraining Frequency and Requirements

X7 A S A OB AR E B A O NG, BELAIEDEZ GDCA A
— o MTWIERGEEM KM NG, FEEDPAT— U B REFATRER I . 1E4h,
GDCA KRIEN RG T HOE TR ETIR, g I EESR N L AT gkt I
For persons acting as trusted roles or other important roles, they shall be trained at least once a

year by GDCA. Related personnel for operating authentication system should have the training of
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relevant skills and knowledge at least once a year. In addition, GDCA will provide ongoing training
for employees irregularly according to system upgrade, strategy adjustment and other
requirements.

5.3.5. T RArse ¥ B MIFF Job Rotation Frequency and Sequence

GDCA FEHR N 5 1) AR b A7 56 0 SRR K A s AN LR PR 22 7 B SR 17 1) o

GDCA will define and change the Job rotation cycle and the sequence based on the organization
security management strategy.

5.3.6. FIFBAT MBS Sanctions for Unauthorized Actions

AHIAERN ARG EGE AR GDCA R48. BRAFVIRNL S SE R O,
GDCA —Z ik, LB IZ N A E SR AN 2R G U5 AR, JFliz A
ARBBAT G T EAE, SEitixTiZ 4 N\ R IERAE . T3 TR DU RS RIVERL
(AL USEIE ST )il

When the circumstances that in-service staff use GDCA systems, perform authorization businesses
without or beyond the permission, once the above circumstances are confirmed by GDCA, we will
immediately revoke the login certificates and simultaneously terminate the system access
authorization. GDCA makes the implementation of the official notice criticism, fine, dismissal and
submit judicial institutions and other measures depend on the seriousness of unauthorized
behavior.

5.3.7. BT A2 NFIESR Independent Contractor Requirements

T A& T GDCA MU AES TAE N 51, (HA S GDCA M. 554 5k TAERIanl 5570 32
UL S5 N BE B BN SO 25407, GDCA 48— 2RI T
o ARG REH,
® GDCA #=ftg— 1 g A Il S AR IESR, 55l A A A5 EARR T GDCA
RS 32 AT L AR S5 R

For persons who do not belong to the GDCA but participate in the relevant works for GDCA
businesses, such as business personnel of business branch organization, management personnel
and other independent contractors, GDCA has requirements are as follows:

® Record management of personnel profiles

® GDCA provides unified training and retraining, includes but not limited to the GDCA
certificate acceptance rules and electronic certification business rules.
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5.3.8. AL R T ASC Documentation supplied to Personnel
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GDCA 7 LF
GDCA iFH 5EME . HE AP 55 BN RN A 5% 1 PSR RS «
GDCA £ ARMR R 30HY;

GDCA 5447 HR 57 Ui B 45
N BRSO, B b 55 3 S 1 5 RN e e A R
GDCA %245 PRI FE 2%

During the training or retraining, GDCA provides training materials including but not limited to the
following categories:

® GDCA employee handbook

® GDCA CP, CPS and related agreements and standards
® GDCA technology system documents

® GDCA job descriptions

® Internal operating files, including business continuous management, disaster recovery
programs, etc.

® GDCA security management regulations

5.4. ®HiHHZEER Audit Logging Procedures

5.4.1. CFRE ISR Types of Event recorded

P KAEAE GDCA HE R Z R il AT TR =, AR Zn gt
HIHMES . XL, AMERTFEERIE ARG AZNER, #MZUE U TER:
1 SFERAN H A A
WK
MR,
ORI
R HEFH LR,

o c w DN

All major security incidents occurred in GDCA will be logged in the audit trail records, and will be
made available to qualified auditors for review when necessary. Regardless of manual or automatic
generation, these records should contain the following information:
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1. The date and time of the event

2. Sequence number for the record

3. Type of record

4. Record source

5. Event recording entity

ZLE A AFREAR T

1 BPHAEGRMANRME R, OREHER. &0 i WE, A, R,
RS B RAEHM RS

2. UERAEAEMIN NGBS, ARFEBNEIE. Mk SR, RS

3. ARG, WEZeEM, O MIBRMIN CA REGMNES), R4H®IEZ
TP HES, RGRESE,

4. (EERAERGIRM RS B KBS H B3k 20 RAaFE L,
TN DD SR SRR B A S B kR B S SR 2) il TE TR
i R AR RN KRG BAAT RO EEER AR, CREIC B S [ SE T DA R U ] 4 G
B 3) IESRATA B KRN P, BAERTY . BSR4 dRATE &
GUE ARG R, BAEREEROE . O I L R G S

5. RGEBIEFM, AFERGAIRMOIE. Wik, WEBUESCED;

6. CA BV, AN A CA Wi, JERAUN Rt CA Bt
AL

7. AMEANREELCT, AR RSPRMAIEE. MR LA,

These events include but not limited to:

1. Management events in key’s lifecycle, including generation, backup, storage, recovery, usage,
revocation, archiving, destruction, private key leakage, etc.

2. Management events of certificate life cycle, including application, approval, update, revocation,
etc.

3. System and network security events including: successful or unsuccessful access attempts for
CA system, logs generated during the daily system operation and system updates etc.

4. Security events recorded via information security devices: Logging of router and firewall
activities at a minimum include: 1) Successful and unsuccessful login attempts to routers and
firewalls; and 2) Logging of all administrative actions performed on routers and firewalls,
including configuration changes, firmware updates, and access control modifications; and 3)
Logging of all changes made to firewall rules, including additions, modifications, and deletions;
and 4) Logging of all system events and errors, including hardware failures, software crashes,
and system restarts.
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5. System operating events, including creation or deletion of permission, configuration or
modification of password.

6. Access to CA facilities, including the access of authorized or unauthorized personnel and
attendants and other relevant records.

7. Management record of trusted roles and personnel, including system access application,
deletion and modification.

5.4.2. A3 H E A Frequency of Processing Log

GDCA & H AT — Ik H B BRER AL B, A A i S BUR M e R FHA, R KR
RGHAT HE . Frafs o HEE W& NBHT I B A g B, DAL 2 24
ARAESAE, T SRR L ) 5 e AT AL 2

GDCA carries out log tracking process on monthly a basis, reviews the violations of policies and
other major events, and analyses the certificate issuance system logs on a quarterly basis. All the
audit logs are checked and reviewed by specific personnel regularly in order to discover the
significant security and operation events and take corresponding measures timely.

5.4.3. Hit B EREERAFR Retention Period for Audit Log

GDCA ZFE RAFHE T INIER S KT H &, s FERAF s it H E =PI A, R
ARy T2 A VAR R RUR T

GDCA saves electronic certification service audit logs properly. The retaining period of audit logs in
database is at least two months. The preservation limitation period is five years after the date of
expiration of the electronic signature certification.

5.4.4. B+ H EBHIFP Protection of Audit Log

GDCA K i+ H A S i e B, IF HSel ey, Horh G5 o i s 5
SEAIFEAHE S GDCA PUAT ™ i M BRI B il Pl fi i, AR OR A SR 52 4
PO S ALK, PRI B B ORI R SR A

GDCA audit logs are stored in the database with backup, including audit information and event
records in related documents. GDCA carries out strictly the measures of physical and logical
access control to ensure that only personnel authorized by GDCA can be access to the records
being reviewed. These records are strictly protected from unauthorized access, reading,
modification and deletion.
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GDCA's audit tracking documents are carried out by the operation and maintenance team and
auditor for the archiving of audit log and audit documents monthly. All documents including the
latest audit tracking documents should be stored in secure disks and stored in a secure document

library.

5.4.6.

#Hit H S &M EF Audit Log Backup Procedures

HHWHE RS Audit Collection System

GDCA i i+ HEWERE R G K -

1.

© N o g > w D

IEHE RS

IRLEY &t

e H ARS8

ESEEE RS
WEZ 3 R4
PALEEERE T

W ol L B ARG
HAR T ZH T RSt

The GDCA Audit log collection system involves in:

1.

2.

7.

8.

Certificate management system
Certificate issuing system

Certificate directory system

Remote communication system
Certificate accepted and approval system
Access and control systems

Security system of website, database

Other systems considered by GDCA for necessary audit.

GDCA fif I e i+ T H i 2 X B IR R GU T 25 IESR

GDCA uses the audit tools to meet the requirements of the system audit described above.
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5.4.7. X S HA SRR Notification to Event-Causing Subject

GDCA KRIMHIR, FACKBAH ATy, AERRVE AT (0 a N E 5
R B SR HBUAH ST SR Tt XA o AR ALty 25 AT D9 R B R DI Wt B it 2 T8 e
55 IR FENEER T AL B A I

GDCA A RHGE /& 15t T ELFAF I S AR AT 5

When GDCA detects the attack attempts, it will record the behaviors of the attackers and try to track
the attackers within the laws. And GDCA reserves the right to take appropriate countermeasures.
According to the attacker's behavior, GDCA takes actions including cutting off the open services for
attackers, submitting the evidences to jurisdiction and etc.

Whether to notify the attackers or the perpetrators is decided by GDCA.

5.4.8. M TS TR Vulnerability Assessments

CA ZEFEFIRIEER. BORME B, FRAE K AT 90 i, &
Tl LR e AT, R R, BT AN IR ST, GDCA REFERT R GT#tAT
MegathvrAl, DARRR R GTistT Xk .

CA security program carries out timely weakness analysis according to the changes in policies, in
technology and management, and other major changes. The weaknesses should be remedied
immediately. If some weaknesses can’t be remedied, GDCA will launch system vulnerability
assessment each year in order to reduce the risks of system operation.

5.5. iE3JF8% Records Archival

5.5.1. JARSE AR AL Types of Records Archived

GDCA Xt UL T LS F#AT IR, B EA R T

1 EP ARG R AITO;

2. ERAHEHE SR

3. UEPBEIESCRICH, IERRSHAERIELRELE, SUEBIT P ML
4. HIFLR;

5. EFSRNS . H T IAUENL S R SR

6. HLHR, GIHREARTHESME, M. HIERE

7. BEIME. NECEAE SO,
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GDCA archives the following events, including but not limited to:
1. Certificate system constructed and upgraded documents.
2. Certificate and certificate revocation list.

3. Certificate application for information, information about approval and rejection of
certificate service, the certificate subscriber agreement.

4.  Audit record
5. Certificate Policies and Certification Practice Statements.

6. Employee information, including but not limited to background investigation, hiring,
training, etc.

7. Various external, internal documents of the review and assessment.

5.5.2. IFRSIE R B RIFR Retention Period for Archive

XFFA AR, HAREIARZ AR . T RGEERIEFAM RG22 2FD
S W 2 A= e A o G N ) A G A S
Lo 0PV Pl A A B B AR AR, R A D TR R AUS 5 4R
2. Xt CAFP RIS EH A fn A N 00 B SR A A, AR WA T CAED
AN A S
3. T EBRIEE R IR A D TR R AU 5 4.
4. CAEBFIZFAMARTE CA UE- BRI BHA i H A Ah, BSMRE 10 4.

For different archived records, the retention periods are different. For system operation event
records and system security event records, the archives will be retained to complete the security
vulnerability assessment or audit consistency.

1. Archiving for management events in subscriber certificate life cycle will be kept for no less
than 5 years after the expiration of certificates.

2. Archiving for management events in CA Certificate and key life cycle will be kept for not
less than life cycle of CA certificate and key.

3. Archiving retention period of subscriber certificates will not be less than 5 years after the
expiration of certificates.

4. CAkey and certificate archiving will be kept for 10 more years after the end of life cycle.

5.5.3. ARSI 4R Protection of Archive

B IR R SCRY B AR AE LU S5 FR R VRAE I o HA RS S TR W 22 45 7 3Gk
TR, IR HARE AR IR BN, H45 GDCA L5 5\ 51 AT LA ) .

121



Il semrannaemes

TooR GDCA HE-FAEME S5 H] (V6. 4 RO

Protection of audit tracking documents will be illustrated in detail in the following sections. The
archived media is protected by physical security way and set an entrance with restrict
authorizations, and only business administrators of GDCA have the right of access.

5.5.4. ARG &4 F2F Archive Backup Procedures

XHFRGUERI T IAIE R, BTG, R0 SO FREAT A A

XA A VAR B, AT BT, (R EERIBU™ R A it ORIE L 2 Ak

PITA VAR ) R SO RS B T ORA77E GDCA FAA- P, B AE R R A7 HL A 1
FAR IR 12— R U B B AR R B K T 3, SN KRR B H . AP
TARN A B G OL N, A REXH RS SR AT TR ME . GDCA £ 2 e pLI_EARIEEE
IR 5 R A AT ER 1B R A .

Electronically archived records generated by the systems will be backed up weekly. The backup file
will also be stored off-site.

For the written archiving data, they do not need to be backed up, but some strict measures need to
be taken to ensure the security.

All the documents and data archived usually are stored in the main storage site of GDCA. If
necessary, the backups will also be saved in the offsite. Archived database is generally isolated
physically or logically, with no interaction with the outside. Only authorized personnel or others
under the supervision can conduct the operation for reading the files. GDCA provide mechanisms to
protect archives and backups from being deleted or modified.

5.5.5. E R A BRE R Requirements for Time-Stamping of Records

GDCA Ay H E#RAT IS [Al9E 3%, ¥ g E N 3T ALk B AR S8 H 3hids .

All the GDCA records are labelled with time, and the time will either be added manually by the
operators or automatically by system.

5.5.6. IR IEE R 4t Archives Collection System

GDCA HJ#H TR R UE R GAEA CPS 25 5.4 TP E VR4 Ui ] .
I3 B RARBAEAAE N2 IR 22 A7 1) AR AN & T GDCA R4
GDCA audit trail collection system is detailed in section 5.4 of this CPS.

Storage of separated media data storage and archiving of its security storage are not included in
GDCA system.
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5.5.7. SRIBFIRLIS VA4S B HIFER Procedures to Obtain and Verify Archive

Information

GDCA HJ2 4t it Mz 4E N A 73 R B GDCA IS5 B 2 MBI fE3R1G 58
BTRE RN, AUX 2 A9 DT HUE

Security auditors and operation and maintenance team of GDCA retain 2 copies of the GDCA'’s
archived information respectively. While obtaining the complete archived information, comparison
of the 2 copies shall take place to confirm the integrity.

5.6. HFIMERFZVHEHKER Key Changeover

FEUES BT LUHT, GDCA R 2 HEIE 5 SRS AR AR e A BEAT S 45, 2B B (R IE S
FERATH PRI LR, ™R 2 [ GDCA KT a1 E BAINE . CA 91 & AT LA

IR

1. £ CAE A A WSS AT 5 I 25 A0 IO N AIE+S, B ORTE CA MR BIIN pirfy
NHAET 4R

2. TEAFIEZERORN T ZOEH 5 EIE-B RN, K2 EH CA R K CRL, HEIR/G
— 5K MR .

3. ERUHERE CA BEEHXSI, R B HRIE .
4. RWPRATH CA EF.
5. BRI RE LA O], ANHIEERE.

Prior to the expiration of certificate, GDCA will replace the root key in accordance with the provisio

ns of CP, and generate a new certificate. When generating the new key, specifications of GDCA
key management will be followed strictly. CA key changeover must comply with the following
principles:

1. The new subordinate certificates can’t be issued before the end of the life cycle of subordinate
certificate, which ensures that all subordinate certificates are all expired as the CA certificates
expired.

2. From the end of the issue of a new subordinate certificate to the expiration of the certificate,
CA continues to sign CRLs with the original private key until the last subordinate certificate
expires.

3. CAKkey generation and management must strictly follow the key regulations.
4. Release the new CA certificate timely.

5. Ensure the entire transition process safely, smoothly and no vacuum of trust.
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GDCA HIEH GEHHHE#tH KM S EH AR HiE . HHEHE, GDCA
B = ASHHIES
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The changeover of certificate key of GDCA administrator is applied by the KM services
administrator. During the key replacement, CA should issue three new certificates:

® GDCA certificate with new public key signed by new private key;
® GDCA certificate with old public key signed by new private key;

® GDCA certificate with new public key signed by old private key.

5.7. #ELERMEPKE Compromise and Disaster Recovery
5.7.1. FHHAHmELAERERF Incident and Compromise Handling Procedures

T B o S Ak B ORI T R A L, GDCA &AL T — RS b B TR AN
MU R, Bl
1. GDCA ZRGuHb b BRI
2. GDCA #HKHEHMNATHE
3. GDCA R&Gi#&Mn 5WE I %

G BIAL ) AR N SR R DL b7 SRR DG BE e , R St A2 1 S v
i, BT ROE SO YR, BT — R R SN SR SR

In order to timely respond to and handle accidents and damages, GDCA establishes a series of
emergency response schemes and accident treatment schemes, for example:

1. GDCA system fault treatment specification.
2. GDCA major accident emergency scheme.
3. GDCA system backup and recovery scheme.

Related personnel will actively carry out the recovery plans in accordance with the regulations of
the above schemes and related systems. And perform the data disaster recovery drill each quarter,
and an emergency response drill on major accidents annually.

GDCA il %€ FF-4Eg 1 4 H AT $AT I B A ma B2 R, 2k RIE ] H A
KV SSLITLS E+i. GDCA FFEH S AHZ MRS T R BT, PARFSHR T
FLREA K AU 0 (T 45 e
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GDCA has developed and maintained a comprehensive and actionable plan for mass revocation
events, which is applicable to all SSL/TLS certificates it issues. GDCA performs annual testing of
the mass revocation plan to continually improve its preparedness for mass revocation events over
time.

GDCA's mass revocation plan includes clearly defined, actionable, and comprehensive procedures
designed to ensure rapid, consistent, and reliable response to large-scale certificate revocation
scenarios. GDCA will make this mass revocation plan available to our third-party auditors for review
upon request and will annually test, review, and update this plan.

The mass revocation plan includes the contents as required by section 5.7.1.2 of the Baseline
Requirements.

5.7.2. TTERIE. WAME/EHE K HRIE Computing Resources, Software,

and/or Data Are Corrupted

GDCA Xk 55 248 e A B E R GBI B S B2t AT 1 800, IRl 7 AN
RIS SR PR . 2 A A TR URSBOR L T RN BER AN RESR BEIE 3 IS5 . BBk
SR 08 e e B el S LR B IR AN RT 0 7036 B A, GDCA K42 IR S VSR T Rl St PR &2

GDCA backs up resources of the business system and other important system, software and data
and formulates corresponding emergency treatment process. When identified the destruction of
network communication resources, failures of devices for daily services, malfunction of software, or
tampered database etc., GDCA will launch the disaster recovery plan.

5.7.3. SEAAFAVHIREALEFEF Entity Private Key Compromise Procedures

TEHUGE I NAMER FR KA R IE LT , GDCA FERELUT FI P IR LA 22 4 30855 «
1. GDCANIERZH A HD S B G bS5 AE Ol RGUE P DT AC R
2. ARIEIRAEMIVERT, #0873 A R UL 7 ZEAH B R EORAIE .
3. WOERHRLIEM B A3 ALiEkEE, HX8dE, I/ CRL 2T
4. BN iR 2 A B R AT e B K R B AR
5. WRFEWE S EH G AECE S, Nl RGEH A PUTIKE
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6. IR EIWE GDCA NS5 H#RAT RBCE AT, M F34h—4 GDCA %4l 5544
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In case of any intentional, man-made or natural disasters, GDCA will take the following steps to
restore security environment:

1. GDCA verification system’s password is changed by the business administrator, business
operators and system administrator.

2. According to the type of disaster, some or all certificates will be revoked or re-verified later.

3. Directory data, encryption certificate and CRL are needed for recovery if the directory is
unavailable or directory with impure suspicion.

4. Timely access to security site as far as possible to restore operation reasonably.

5. While restore the business administrator's configuration file, it will be done by the system
administrator.

6. While restore the GDCA business operator’s configuration file, it will be done by another
GDCA security business operator or administrator.

M CA MFAHME B . 82k BBk aiitEs, GDCA JHZhE KRR SR T,

H 22 4 RIS A A ORI & AT VAL, B AT3h iR R R EEE CAES, %

SOREL LA T it

1. SEEPA P DGR AR S5 B A A B A A IBURF 223530 T TV, S o st A L Ay A L
PRWIIT P AT, RIS Tk o FH P R 2 8 52 8RR

2. SRV A AR 7 OGP S E B AR5 AH I R
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4. FMHIERLER G, # GDCACPS X THEBZ R MME, EHZEK FHIEHHT
ZIEAER Y CA ETS.

5. GDCABHHERZ KRG, ¥ Bl GDCA {5 RE. HFEMES . HTTP &5 A
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When CA root private key has been damaged, missed, tampered or leaked, GDCA will launch a
major emergency treatment process, which is assessed by GDCA Security Policy Committee and
the relevant experts to make a plan. If the CA certificate must be revoked, the following measures
will be taken:

1. GDCA reports immediately to the electronic authentication service management office and
other government departments through the website and other public media to notify
subscribers, and takes measures to protect user’s interests against any further losses.

2. GDCA notifies the relevant parties to disconnect the systems associated with the certificate
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authentication services immediately.

3. GDCA revokes immediately all the certificates issued, and updates CRL and OCSP
information for subscribers and relying parties. Meanwhile GDCA immediately generates a
new key pair.

4. After the new root certificate has been issued, GDCA Re-issues the certificates and the
subordinate CA certificate in accordance with the GDCA CPS about provisions of certificates
issuing.

5. After the new root certificate has been issued by GDCA, it will be immediately published by
GDCA repository, LDAP, HTTP, etc.

Mgy CA RVHHILE . BB, AR, MR BB AR =5 T SRR, AR

CA M:

1. SZBEP ) GDCA BEATICHR AL BOHT (1) 2 S FE 513K, B 28 KT IIET .

2. GDCA S7BEP[a) L F- I UE AR 5587 B 70 o8 2 A A BURF 3287 30 T 170k, 383 oA ity A0 LA
NIRRT P AT I, SR it 38 G FH P R 0 18 52 KA R

3. SLRUIEEIAR AT S SE FAIAIEAR S A R R St

4. SLRVREHFTE CEs2s ke, B3F CRL fil OCSP (55, HEHIE-IT P Ak 7
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If private key of GDCA Subordinate CA is missing, tampered, cracked, leaked or used by
unauthorized third parties suspiciously, Subordinate CA should:

1.

Subordinate CA reports immediately to the GDCA and generates a new key pair and certificate
request to apply for a new certificate.

GDCA reports immediately to the electronic authentication service management office and
other government departments through the website and other public media to notify
subscribers, and takes measures to protect user’s interests against any further losses.

GDCA notifies the relevant relying party to close the system associated with the certificate
authentication services immediately.

All the certificates issued by the Subordinate CA are revoked immediately to update
information on CRL and OCSP for querying of certificate subscriber and relying party.

Subscriber certificate is re-issued in accordance with the CPS about provision of a certificate
issued after the new Subordinate CA certificate has been issued.

After the new root certificate has been issued, it will be immediately published by the GDCA
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repository, LDAP, HTTP, etc. for distribution.
WEFIT P FAEA P Re A S% . 1B WM. Wk, BB MG ER = F B R, 1T
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When private key for subscriber certificate is damaged, missing, cracked, tampered or used by
unauthorized third parties suspiciously, the subscriber should apply for certificate revocation
immediately and re-apply the new certificate following the provisions with the CPS of GDCA.

5.7.4. RS RN &S B8 /1 Business Continuity Capabilities After a

Disaster

GDCA fEEiBAF 5.7.1. 5.7.2 fil 5.7.3 fAR R MEfE, B HLEMHLHE], K
24 /NI 2 AR - Tk 45 1 1B 18 4T

After encountering the disaster described in section 5.7.1, 5.7.2 and 5.7.3, GDCA can use the
backup mechanisms to recover systems for operation and service delivery within 24 hours.

5.8. HFIMNERFZVHEEMALKIZ1E CA or RA Termination

GDCA Z 1l 341 JE R AT LA 43 2 4 52 40 5 DR RN AR 25 BH 2 B R R, 2 4 3240 B T
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The reason of GDCA termination event can be key damage or non-key damage. Key damage may
be resulted from the loss of GDCA root key, and non-key damage reason may be related to
commercial factors.

Before termination, GDCA must:

1. Arrange the business to undertake;

2. Draft GDCA termination statement;

3. Notify the entities that are related to GDCA termination;
4.  Shut down subordinate LDAP;

5.  Certificate revocation;

6. Treatment of archive file record,;

7. Termination of certificate authority service;

8.  Archive main LDAP;

9. Shutdown main LDAP;

10. Dispose the access of GDCA business administrator and GDCA business operator;
11. Process encryption key;

12. Process and store sensitive documents;

13. Remove GDCA mainframe hardware.

o T35 2 A AR B 2 0 R ¢ 1k GDCA, LT 2258 SOt R R4, i — 1)
ANFIZE GDCA Z 1L ikl A i TR] B 1) bl T2 B 2 4 R R 46 11 GDCA, #£:3k GDCA
WRT R AR R e BT AR PR A 208 GDCA, {£ GDCA ERIFATiT /™
JG, SRHUE A BRI GDCA A 1EXT P 52 .

With the termination of GDCA due to key damage and non-key damage, the operations are mostly
the same. The only difference is time limitation of GDCA stopping sending notification. As for GDCA
termination due to key damage, the process in which GDCA natifies the subscriber needs to be
completed as soon as possible. As for GDCA termination due to non-key damage, it can take
appropriate measures to mitigate the effects of GDCA termination on the subscriber after GDCA
notifies all the subscribers.
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6. INERZiF AR 24 #4#) Technical Security Controls

6.1. FEHX AR5 %% Key Pair Generation and Installation

6.1.1. BEANT AR R Key Pair Generation

6.1.1.1. CA F4X4E R CA Key Pair Generation

CA BN I AAE 22 4 (D BRAA BT oh, 2 AN RIS N DL 7E [ K 3 A0 3 3 T It e A
VFR i s & R AR . SRR B EE. (P & APk 2 RLESE FIPS140-2 Frifk
HIAHRALRE « BT FIPS140-2 ARt I AR J2 B 5% Y 3248 B0 T 1N AT M SR A v, 1B 530
TR P A AR R FEESR R FIPS140-2 BRI S JEHAT, o 1E [F 535 T P
SRVFATATER e BetE , RS IRE & it ikl H T R34 A i & 5
B GEL E R E W1 E . AE.

CA 0 1 A I AR 75 AR Bl H — 44 G4 10 B T AIE BARA R4 CPS LA Sy
I B EER o BN A s B AR A 38 R e SR I OR AT

The key pairs of CAs are generated within the cryptographic devices approved and licensed by
OSCCA, in a physically secure environment and under the control of multiple trusted persons. The
generation, management, storage, backup and recovery of the key pair shall comply with the
relevant regulations of FIPS140-2. Since FIPS140-2 is not a standard approved and accepted by
OSCCA and OSCCA implements a strict management of state’s cryptographic products, GDCA
only applies part of the provisions of FIPS140-2 under the permission of OSCCA. Specifically, the
product manual of the device is for your reference. Hardware Security Module used for key
generation must be evaluated and certified by OSCCA.

The generation of the CA key pairs shall be video recorded or witnessed by a qualified auditor to
ensure the generation process complies with the requirements of this CPS and follow the
separation of roles principle. The procedures and operations related to key pair generation shall be
recorded and archived.

6.1.1.2. T P 34354 B Generation for SubscriberKey Pair

PR E ISR, b B0 [ S IR BRI E . GDCA SCHF 2 i 2%
PR AT A, A DU R AR (. USB Key), i n] DU S IS
BRI AR, ] DLGE R AR OB h s b (dn: Web R 55 2R KA R
LR PIE BIRESE ), E5 B & W AR H R 2 AT e, WK E 209 RSA 2048
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fi78% ECC 256 £ XT3 4 25N NAET. 28 4 BHUME . RS SUETS, A ZifE
T AF S R A bR AR s A . AN R T 20, BN PR A I e A R N % A5 BIRIE . GDCA
HEFRAR . WEAHRAEME F, CASEi | 22555 1T i .

The generation of the subscriber’s signing key pairs must comply with the national laws and
regulations. GDCA supports multiple patterns to generate signing key pair. Subscriber can use a
hardware cryptographic module (such as USB Key), or software cryptographic module approved by
OSCCA, or a standard software cryptographic module (such as the key generation function offered
by web server software, etc.), so subscribers can choose according to their needs, and the key
sizes are at least RSA 2048 or ECC 256. It must use the hardware cryptographic module to
generate keys for type IV individual certificate type IV organization certificate and code signing
certificates. In any case, the security of key pair's generation should be guaranteed. GDCA shall
implement adequate security measures in technology, business processes and management.

(1) XFFH ROOTCA (RSA) iE45. GDCA ROOT CA iE45. ROOTCA (SM2).
GDCAROOT CAL ilF F2 K 12 CA BT8R IFAT FHiE 43

VTP FEAS RS (2 R RSB, D6 20U P 51 55 2 o A5 B R L VT 11 8 4% A 2 44 2
BXE, BlindhEmyL. %K. USB Key. IC REAEMK. 1T fERPFIX &R, NHF
Jaln) GDCA EHA KRG BEALZHEE . GDCA [A11T IR AL & B 3 5 5 BAH 2%
HLTE B A T 7 244 BB I A ORI i B 4%

GDCA —fARAARIT F A2 i 2 B 8%, A - PR g R4 GDCA ki,
GDCA #J LICA i E AU A AN, FF H AR AR BRI RIAS, SR 0% F 35 it
UEB AR 22 A WISV RIE— P, (FUR T e B AR s 2k L VI i 56 D DA 12 0
%, GDCA AAEIAEA]THEE X 5.

UEFIT 7 N 25 % 406 B GDCA RIT 7 HiE2E R, R H GDCA HHTEFL. 4iFH
VP T W INE 2T, 4208 GDCA JfE, B2 il IS T ;I A B n 2
.

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CAL:

When using hardware cryptographic modules, subscribers must generate signing key pair with
devices approved by OSCCA, such as cryptographic server, cryptographic card, USB Key and IC
card etc. Before choosing of these devices, subscribers should consult with GDCA on system
compatibility and acceptance. In addition GDCA provides devices to subscribers as generation and
storage devices of signing key pairs which are in accordance with the relevant provisions of state
cryptography management.

Generally, GDCA does not provide signing key pairs for subscribers, unless when submit written
applications to do so and approved by GDCA, and GDCA guarantees not to hold copy of private
keys, and take effective actions to ensure the key pairs are safe, trustworthy and unique. However,
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GDCA does not assume any responsibilities and obligations for the losses caused by the loss,
disclosure of such key pairs or for any other reason related to such key pairs.

The encryption key pair of the subscriber is applied for and generated by the GDCA on behalf of the
subscriber, and is managed by the GDCA. When the subscriber needs to recover the encryption
key, they can submit an application to GDCA for key recovery. GDCA will process the subscriber's
application and recover the corresponding encryption key for the subscriber according to the
established procedures.

(2) %7 H GDCA TrustAUTH R5 ROOT iiF-5. #%2iffX R5 iR CA iE45. GDCA
TrustAUTH E5 ROOT 22 & 11712 CA Fra& K KT FH e

X SSLITLS RS AN [RIBRIE S, 177 a3 §x il 7 B SR OF IR E

XF T HEAHIESS, GDCA SV P RS AR U SR TR AL I OR 5 18 i 22 43 i
FARZEIT P, BT 4RAE CSR 2 KIIEF

X TR AATL FIRZSRIUE S AR AR, T SRR S hR i EER i A 1
WA R, REARREE RIS H, R 400 045 f0 %0, GDCA @it w4
IE RS L LI 1T

WERIT P E (R A 2 A SRR LS5, & dH B B SR AR 54T

FEA IR R TAT AN GG R T T8, % T 2024 4F 11 H 15 H el JF 538 s K,
GDCA Z /b BR B LA TR $8 it -

1. %+ Debian 55 % K Chttps://wiki.debian.org/SSLkeys ), GDCA +H 4 7F
https://github.com/cabforum/Debianweak-keys/ 1 51| H () & Fl 35 45 25 8 (il a1 RSA..
ECDSA) ME K LRI A % 4. 0 T 228 6.1.5 T E R AR E 1, KRk RSA K
JE RIS 8192 L% AL, GDCA #H4: Debian §5% .

2.%}F ROCA Jili, GDCA fE44iE 1 https://github.com/crocs-muni/roca 58453 T H.
W H) B o

3N T RER MR Chttps://fermatattack.secvuln.info/), GDCA fE464 1] T Fermat
IIREJTVEAE 100 B A 55 % E

For subscriber certificate issued by subordinate CAs of GDCA TrustAUTH R5 ROOT certificate, %%
2L R5 #R CA certificate and GDCA TrustAUTH E5 ROOT certificate:

For SSL/TLS certificates and timestamp certificates, subscribers’ key pairs are generated and kept
by the subscribers themselves.

For e-mail certificates, GDCA allows the subscribers to generate key pairs online and will deliver the
encrypted private keys to the subscribers through secure channels. Subscribers may submit the
CSR for the issuance of such certificates.

For the certificates that are compliant to the AATL Technical Requirements and the code signing
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certificates, subscribers shall use the hardware equipment that meets relevant requirements to
generate key pairs, and private keys shall not be duplicated or exported, and the activation of which
must require a password. GDCA will deliver the activation passwords to the subscribers through
secure channels.

Certificate subscribers have the responsibilities and obligations to protect the security of private
keys, and assume the legal responsibilities for this.

The Public Key corresponds to an industry-demonstrated weak Private Key. For requests submitted
on or after November 15, 2024, at least the following precautions shall be implemented by GDCA:

1. In the case of Debian weak keys vulnerability (https://wiki.debian.org/SSLkeys), GDCA shall
reject all keys found at https://github.com/cabforum/Debianweak-keys/ for each key type (e.g. RSA,
ECDSA) and size listed in the repository. For all other keys meeting the requirements of Section
6.1.5, with the exception of RSA key sizes greater than 8192 bits, GDCA shall reject Debian weak

keys.

2. In the case of ROCA vulnerability, GDCA shall reject keys identified by the tools available at
https://github.com/crocs-muni/roca or equivalent.

3. In the case of Close Primes vulnerability (https://fermatattack.secvuln.info/), GDCA shall reject
weak keys which can be factored within 100 rounds using Fermat’s factorization method.

6.1.2. FEMEIELAT P Private Key Delivery to Subscriber

H1 ROOTCA (RSA) ilFi. GDCAROOT CA 45, ROOTCA (SM2). GDCA ROOT
CAL IEBZR Mh L CA A AT FEF, i GDCA ARE T /7 #E H N 25 81 Fh i i
R, GDCA AT JH = s 2 4%, HA FHAT P 14 2 B A I A ST BB 3N,
DA R 7 RifEi% 4 GDCA, it GDCA F#&FIT P iE-Badknt, T8 &4 H,
PAMEZATESE, RN B AR A

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CA1, GDCA submits application of an encryption key pair on
behalf of the subscribers and generates an encryption key pair for subscriber, and encrypts the key
pair using the public key of the subscriber's signing key pair based on the digital envelope
technology, and sends it to GDCA as data stream. The subscriber downloads the digital envelope
from GDCA, decrypts it using the private signing key and saves the decrypted encryption key pair in
the certificate carrier.

Hi GDCA TrustAUTH R5 ROOT iE+5. # i A R5 R CA ilE+5. GDCA TrustAUTH
E5 ROOT 2K 14k CA P& KT e (2 HEHEFERSM), GDCA A i 24 A
BABIBLEIT P o X T 7R BAR B AV I 22 MDA UE 5, FABH N2 R 5 i i 22 4 i T ARk
AT, N Btk 77 275 & SIMIME Baseline Requirements 6.1.2.

For subscriber certificates (S/IMIME certificates excepted) issued by Subordinate CAs of GDCA
TrustAUTH R5 ROOT certificate, #1%#74% R5 4R CA certificate and GDCA TrustAUTH E5 ROOT
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certificate, GDCA does not need to send private keys to subscribers. For the SIMIME certificates
that require the delivery of private keys, the private keys are delivered encrypted and protected via
secure channels to the subscribers, and the method to encrypt and transport private keys conforms
to section 6.1.2 of the S/IMIME Baseline Requirements.

6.1.3. NAFBIEAERZ R Public Key Delivery to Certificate Issuer

BT AT RA BT PKCS#10 #& 20 AEH 2544 18 k5 B e #8410 seth 4
e, PLHE T RO A IR AT 4 GDCA 25k, GDCA FE25 K AE RS IE FT 38 15 3R
T 24 .

End subscriber and RA sends certification issuance request to GDCA electronically. The request
contains public key for GDCA to issue the certificate. The request information is encoded as
PKCS#10 or other packing format with digital signature. The subscriber’s signature on the request
is authenticated prior to issuing the certificate.

6.1.4. BT INERS P AL R LMK CA Public Key Delivery to

Relying Parties

GDCA [f) /A& 17E GDCA HZE R IR CAIEBANYSS CAIE+H Y, i#id GDCA &
J7 Wkt AT kA . GDCA CHEM GDCA [t N 7 A& A%, CUEIE T Al
T 5 2 A

Public keys of GDCA are included in the self-signed root CA certificate and business CA certificate
of GDCA and published through GDCA's official website. Subscribers and relying parties can
download public keys from this website.

6.1.5. FHARKE Key Sizes

%+ i ROOTCA (RSA) iE+i. GDCAROOT CA ilE+i. ROOTCA (SM2). GDCA
ROOT CALEHAE K H 2t CA FIrE K KT FIE+, GDCA SCHF ) RSA B HHKC B2 04 1024
PrEk L b, SZHRER SM2 S5 K ol 256 {7 X T H1 GDCA TrustAUTH R5 ROOT ilE4i.
Bz A% RS M2 CA IEF5. GDCA TrustAUTH E5 ROOT 25k (12 CA F&s ik 1 Ak
i, GDCA SCHFI RSA #HAHK LN 2048 7Bk LA b (A7 #Rewk 8 #Fk) , CReif ECC
K E N 256 BLLA Lo W E R ANE L. BUR 3B LR S0 S K B R 0
IR, GDCA ¥ox5e 4.

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,

ROOTCA (SM2), and GDCA ROOT CAL, the size of RSA key which GDCA supports is 1024 bits or
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more, and the size of SM2 key which GDCA supports is 256 bits or more. For the subscriber
certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT, ¥ IF{ R5# CAE,
and GDCA TrustAUTH E5 ROQT, the size of RSA key which GDCA supports is 2048 bits or above
(evenly divisible by 8), and the size of ECC key which GDCA supports is 256 bits or above. GDCA
will conform to the specifications and requirements of key size from state’s laws and regulations,
government, etc.

6.1.6. NASBHIE R FERE Public Key Parameters Generation and

Quality Checking

T PR AR 25 RO ) GDCA AT 1, A 250 1 5 2 T 2 R L e v
AT IR e & AR B AE G, BlninZdL. In# K. USB Key. I1C K& sURTIERR,
FEIM M IX S B 4% 1A TS AIARE . GDCA Y NIR L BE % R R N B R HEE T
ZR%T RN AEERER,

St SRR B RO AT, [FIRE b i [ 5% 2 e B R e Y v 1) 8% 1 4% FRE 2 A IR
HEAT, BIAIE L. %<, USB Key. IC K% . GDCA I\ I £Lis & A g 4 & (1 1
W, HRSOARE T BN LESRIER.

Public key parameters of subscriber who use hardware cryptographic modules must be generated
in encryption equipment and hardware medium approved and permitted by OSCCA, such as
cryptographic server, cryptographic card, USB Key, IC card, and follow generation standards of
these devices. GDCA considers that built-in protocols, algorithms for these devices and medium
have already met sufficient level of security requirements.

Quality of public key parameters is also checked through the encryption equipment and hardware
medium approved and permitted by OSCCA, such as cryptographic server, cryptographic card,
USB Key, IC cards. Of course, GDCA considers that built-in protocols, algorithms for these devices
and medium have already met sufficient level of security requirements.

6.1.7. FAMEH BB (BT X509 v3 A HBFB) Key Usage Purposes (as

per X.509 v3 Key Usage Field)

GDCA HIHR CA F N T2 UL T k-
1. RFER CA WAL
2. g CA MIUE K28 XAIE45;
3. AT AR RUES (41 OCSP M B 4G UEiE ) o
Root CA keys of GDCA are used to sign the following certificates only:

1. Self-signed certificates to represent the root CA itself;
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2. Certificates for subordinate CAs and cross certificates;
3. Certificates for infrastructure purposes (e.g. OCSP Response verification Certificates).

P A AR T 3Rt 2 AR5, Bl n B g3 GIE . AN AT HIRAS A B se 4 45
T m IR Ay LU 5 SO0 A

B E AN E AR SR, ATSEELS O ALE S SRABUE B ST 2 S L L] .

Subscriber's key can be used for providing security services, such as identity authentication,
non-repudiation and the integrity of information, etc. Encryption key pair can be used to encrypt and
decrypt information.

Authentication of identity, authorization of management, confirmation of responsibility and other
security mechanisms can be done via using signing key and encryption key.

6.2. FAPARTMEEHER TEZEH] Private Key Protection and

Cryptographic Module Engineering Controls

6.2.1. 9% B AR B 1 A5 #E R 2 #]  Cryptographic Module Standards and

Controls

GDCA JIT I ) A As He 8 2 22 [ 5 i BRI AT ) 7P i, A& (GM/T 0028-2014
R AR ER) , 1ZARMES FIPS 140-2 AR #ESE[F] . CA RG I H LRI & FIPS
140-2 % =Z BORER, 1T A A ELEAT & FIPS 140-2 25 — 200 I HOREK

Cryptographic modules used by GDCA are approved and licensed by OSCCA and comply with <
GM/T 0028-2014 Security Requirements for Cryptographic Modules>, a standard equivalent to
FIPS 140-2. The cryptographic module of the CA system meets the FIPS 140-2 Level 3 technical
requirements, and the cryptographic modules of the subscribers conform to the FIPS 140-2 level 2
technical requirements.

6.2.2. FEHE A #EH] (m & n) Private Key (n out of m) Multi-Person Control

GDCA TATIMIAE A SR 8 . & i AR 1R M 2 N hILA], BRI
e =753, KA E BERUR 70 i 2 5 A P B o, A = NAE IR F AT
O, AAE LRI PIN i, 4 BEX R BEAT #4E

Generation, update, revocation, backup and recovery operations, etc. of GDCA private key adopt
multi-person control mechanisms. Namely, the mechanism is three out of five, means the key
management authority is distributed to five key administrators, the operation of private key is
performed in the presence and permission of no less than three employees via inserting cards of
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administrators and inputting their PIN code.

6.2.3. FAEHIK B Private Key Recovery

GDCA %918 B O R 8 R P B A SR AL, o B4 B e o 2 B PR s B 0T
H1 GDCA &2, B RO fr A5 P S B 5 P A A1 RE AR R A 3R AT R VAR

The GDCA key management center adopts a key recovery mechanism, with the encryption key
pairs generated by the key management center being managed by the GDCA, ensuring that any
data encrypted with these keys can be legally recovered in accordance with judicial procedures.

6.2.4. A EAFEE Private Key Escrow

X+ H ROOTCA (RSA) k1. GDCAROOT CA iE+i. ROOTCA (SM2). GDCA
ROOT CAL IEHZE A RIS CA P K BT U, 1T IRk 5%t M AL 8 H1 GDCA
B, T B ZIETX N AT H H CIRE, GDCA ATTHEsE .

X T i GDCATrustAUTH R5 ROOT iiE 5 . # % I f RS R CA iE 45,
GDCATrustAUTH E5 ROOT %K If) 2% CA B2 KM FiE+5, GDCA Axfil P ALV
BATIEE
For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,

ROOTCA (SM2), and GDCA ROOT CA1, the private key of encryption certificate is escrowed by
GDCA. The private key of signing certificate is managed by subscriber and not escrowed by GDCA.

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT, #1%
B 4% R5 AR CA {EHS, and GDCA TrustAUTH E5 ROOT, GDCA does not escrow the private keys of
the subscribers.

6.2.5. FAEH &4 Private Key Backup

CA FAHRAD 73 R SRAL ) & 0y WIAGAL A0 (38— IR R Gt a5 EAT %
B0 g GENDT RGP ERITER U,

PR A 52 R SRR A A I BEAT AL B 2 43

e AR P& 0 R & T & 0 AT AT e B %, B — 1

Private keys backup for CAs includes two types: initial backup (backup in the first installation),
complete backup (regular copies of private key library in the system).

Initial backup is private key backup in the system installation.

Complete backup is complete backup of private key library once a week.
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6.2.6. F4EHHAY Private Key Archival

GDCA 548 H O i A2 B B A5 B AT AR ORAE, ORAF A7 SO & H D &
FORAFAE B B B O i B
FEHZIM)E, GDCA f£ 10 RN 5 AR RE . RIS fRAF 2270 7 4

The GDCA key management center archives and preserves the generated keys by encrypting the
keys and storing them in the database of the key management center.

Once private key expires, GDCA will complete archiving operation in 10 days. The validity of
archiving private key is at least 7 years.

6.27. RPAFH. FAKHEER Private Key Transfer Into or From a

Cryptographic Module

FITAT (105 P AR AL ZRAE S i B b= 2, A B b I AA AN BE A SC I 3 e

Xf CA Rt (R EL MBI CA BHIN, MWEMEIH S H = L A0
AT CAEHIIFH 2 NI &0 103 PR 23 R e b o il 22 A%

GDCA AFRALIT RV MBE (55 A B b 3 K505, A Fe VIR dE . X 47
A A AR AR, A RAT P E ROF B AT AR EAR GRS, T AT A BT
AN BRI R BRI 1 ORI SR 1] 472 i 15t o

All keys must be generated in cryptographic modules, and private keys in the cryptographic
modules cannot be exported in plaintext.

For the CA system, when it is necessary to transport or backup the CA keys, the keys exported from
the cryptographic module must be encrypted, and the private keys used to encrypt the CA key must
be under multiple person control. Importation of the keys into the cryptographic modules must also
under multiple person control.

GDCA does not provide the export of subscriber’s private key from hardware cryptographic module
and allow this operation. As for the private key stored in software cryptographic module, and if
subscriber is willing to bear the relevant risks, subscriber can choose the way of import and export
with access control such as password, etc.

6.2.8. AT BEEREFM# Private Key Storage on Cryptographic

Module

CA Z G i e 2 R T 5 e B Rt ME AT VR 1] (0 AR 55 48 S 65 L, A AP R A
B /DI FIPS 140-2 = hnifE B[R] 55 2 2 7K1, R A R B A7-fik 45 Ak 55 4 3 6 LA
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b, FEREANAE o AR AS 23 B SCH BE R 25 L2 A1
WP AAHAEAETERT & B K B T A B E 1B % BOUAHIE R, BT TE W P A7 6k
AL, ERULE OB UORAE o X T8 B A B R AR O RL ), R E AR A 2 D A
P A RE A, T P T DB SR R A A 2 A O 1 0 1 R s B B R
T2 AF AR AR 51T P AV O BE A B D B 22/ D 75 5 FIPS 140-2 —Z%b5
HE B A 4 4 22 K

The hardware cryptographic equipment used by CA systems had been approved and permitted by
OSCCA, and hardware cryptographic module at least meets the FIPS 140-2 level 3 standards or
equivalent security levels. Private keys will not be in the form of text outside the hardware
cryptographic modules in the entire life cycle.

Subscriber's private key is stored in the devices or files meeting the regulations of OSCCA. All the
private keys stored in the devices are in the form of cipher text. For the private key generated by
software cryptographic modules is preferably stored and used in hardware cryptographic modules.
Subscriber can also use specific software cryptographic modules with security measures.

The hardware cryptographic module used to store the private keys of the code signing certificates
at least meets the FIPS 140-2 level 2 standards or equivalent level of security.

6.2.9. BOE R 1% Methods of Activating Private Key

FHVE B A A QR B R R SRS A AL, SETRIE IR, R
HE R RN AES) o

X FAFTRAEE A USB Key %R Inas HLee Hofh i X i o itk s g 17 7
AL, AT AT OB (4 1IC REETT DRGSR ke T A
Ja, ¥ USB Key. IC REMAMMBAET, BARY D4, WRAERE. X T14%
FEVT PSRV AT S B B o (AL, T BLZR A 5 BRI it N B L OR3P TS
PABTIEAE AT R B P BRI TE B0 T, HAB N ST P v U SR . iR
JBAE AT SRR TP (U AA B BAT ORI, A2 B R A B ) 48 T R A6 AL B R TS
R ORI RV, RIS E R, T E A O RERIE R .

Key administrators use their own administrative cards to login cryptographic server. Three
administrators need to be at presence for private key activating operation.

For the private key saved in such as USB Key, cryptographic card, cryptographic server, or other
forms of hardware modules, the subscriber can protect through password, IC card, etc. After the
appropriate driver is installed in subscriber’'s computer, the private key is activated by the way that
the USB Key, smart cards are plugged into the appropriate device to enter the protection password.
For the private key stored in the subscriber's computer software cryptographic module, the
subscriber should take reasonable measures to protect the computers physically in order to prevent
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unauthorized personnel from using computers and private keys of subscriber. If the private key is
stored in software cryptographic module without the password protection, then the loading of
software cryptographic module means the activation of private key. The private key protected by
password can be activated via inputting password.

6.2.10. fEBRFAHBGERIRESR 5 ¥E Method of Deactivating Private Key

FHEE RS H CRE R R ESRS AL, TR, &
= EHRFNAES

— BRI, BRARZAUIRS RS, AP TmaiRas. R
M, APHIRRHRBERGE, R BEHEAT —UGRAE, WURWZHT S Ik #RlE, & 2 it
AT o

GDCA fAEERABHBGE RS 107 AR AEIR B RIRAS . DI i A5 p Ak g
Thy AP ARG RERBEUERA R, g DUIBET A OGRAE

WP RO IRS L AT g, ARRERIE R i T L, BRI
FRB TR AR, DIW I, AR BOERR o

Key administrators use their own administrator card to login cryptographic server and deactivate the
private key. Three administrators at presence can execute above operation.

Once the private key is activated, unless the state is deactivated, the private key is always active. In
some cases, the private key is activated for one operation and reactivated for another operation.

The ways of deactivating private key include exit, shutdown, removing hardware cryptographic
module and logout of user or system. Unauthorized person cannot execute above operation.

Subscriber can deactivate the private key by themselves. And private key will be deactivated when
logout, or remove hard cryptographic module from card reader, or turn off the power supply.

6.2.11.  HEBFAHKI A Method of Destroying Private Key

GORAIAS AT, B0 5 A BIAD R A PRI B8 Silss e, A R A T80
PEIRSEREER N, S AN B 0 7 ot 7 AR bR WURAL T RE PRI AR B N
A INEE BB 1C REEBABIE T AE . [N, Fra T HE R PIN 5. 1IC R
S 06 AP B B B WAL ]

WP A B, B S AP R A 2 P B BCE gdidsm . il oog

HAHET 5, TP ORI RSB R, IR R 5T, W R P 2R Of
FERTARE T, AT P AUHZ AR CPS [ RLE AT

If the private key is no longer in use, or after the corresponding public key is expired or revoked, for
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the circumstance that the key is in software encryption module, it must be cleared by methods of
mulching. For the circumstance that the key is in hardware encryption module, it should be cleared
in the encryption device or IC card. Meanwhile, all the PIN codes, IC cards for activating private key
also must be destroyed or recovered.

Private key no longer being used, or the public key corresponding to private key expired or revoked,
the method of destruction is determined by the subscriber. The subscriber must destroy the private
key effectively and assume the relevant responsibilities. Storage and archive of the key after
expiration must conform to the provisions of this CPS.

6.2.12.  ERELRKPEMG Cryptographic Module Rating

GDCA i Fi] [ 2 i BE = HE AN VR AT B35 57

GDCA uses the cryptographic products approved and permitted by OSCCA.

6.3. EHXNEHK H A 7 H Other Aspects of Key Pair

Management
6.3.1. A%HHAS Public Key Archival

Xt ARG IR AN AR AT RE I (0 VARS ORAE X ORAF I A B RREAT XK NS,
REESI Z 2B B A ER .
NHFIE, GDCA fE 10 KA 58 AR #AE .

GDCA should carry out archiving and preservation timely for public key data generated by the
system and use symmetric encryption for public key information. Ensure to obtain the safe and
complete public key information.

If public key has expired, GDCA should complete archiving operation in 10 days.

6.3.2. EPERAERI MR B IR Certificate Operational Periods and

Key Pair Usage Periods

NAIRALH A FPWBR SAE P A RAWA G, EIFA R — 2.

xR A B RIESS, AV R BEAEIE P R A A 0] DU E0 w2644, AL
RUBRAE I IE S AT RO . B3, 8 7 PRIEEIE AT R0 A 2844 (045 2 7T ASREE
BRI A P UIRR W] DAAEGIE S (78 ROYIRR EASE

xtFonaE s e+, AW RBAESAE RSN A T FInEELS, 2R
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FHIIBR AN I AE P AT RO PR o (HZ, O 1 DRAEAEIE S ROY i (0 45 5L R BUg T
AN A P YT BR T AEGIESS (194 OYIRR BASE o

The usage period of public key and private key is related to the validity period of certificate, but they
are not completely consistent.

For the signing certificate, its private key can only be used for signing within the certificate validity
period and not be used beyond the validity period of certificate. However, in order to ensure
signature information can be verified within the certificate validity period, the public key can be used
beyond the validity period of certificate.

For the encryption certificate, its public key can only be used for encryption within the validity period
of certificate and not be used beyond the validity period of certificate. However, in order to ensure
information encrypted can be used to unlock the information within the validity period of certificate,
the private key can be used beyond the validity period of certificate.

X T S S0 RS, RV ABH R RBEUE-B A ROHN A W DUEA .

B—MERAEZADR@EE, AR RIAE IR Z BSR4 S

FANFERM R TR P IEIE R CAES, IEBRIHE, £ RIEZ 2T,
FCVFAs YU PR X E AT B (E RS YIS AN RE TR E A

For the certificate used for authentication, the private key and public key can only be used within
the validity period of certificate.

If a certificate has multiple usages, the usage periods of public key and private key follow the rules
described above.

In addition, after the expiration of certificate, under the circumstances of ensuring security, original
key pair can be used to update the certificate. But the key pair can’t be used indefinitely.

SHF AR ESS, BT o V8 U - 5 1) S KA P BR 2

1. Xt ROOTCA(RSA)Z K ff] RSA2048 i1 CA IE+h, HEEHNT B o vrfi A 4
PR 10 47, mI/b>F 10 4F;

2. Xf ROOTCA (SM2) 2%t SM2 CA iE+S, HBENT 8 K fo V18 P AERR &
20 4, W[/bF 20 4

3. X}T GDCA ROOT CA1 &K () RSA2048 fi7 CAEFS, HBHINT K o vrfl
FAERR & 13 4, "]/ 13 4F;

4. XIT GDCA TrustAUTH E1 CA 25Kk (1 SM2 CA IEFS, H PR 1 K fuvr i
AR 12 4, m/T 12 48,

5. XT GDCA [¥] RSA4096 {7l CA IE-f5, FEFEINT 1K 48 FH A R A2 30
F, WD T30 4

6. XI7T GDCAI¥ ECC 384 fi#ii CA ilE45, FL PN 1 fe K o VA FH AF B 2 30 4,
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A /bF 30 4

7. XIT RSA2048 fi SSLITLS M55+, H2 B iRk fuvrfd IR /2 398
R, AT 398 K

8. X RSA3072 frACHS R 44 UE15, HA BN B v FIRR 2 39 A~ H, 7]
bF 39 1M H;

9. T RSA3072 {r b [HIEKIF 15, FLBEFXS A& v FHABR &2 5 4F, mIF
s

10. XFT RSA2048 iz e, Fa xS i fek o v F IR & 825 %, WJ
/T 825 K;

11. % RSA2048 £k SSLITLS M5 #5iE+5 & SIMIME 2 AW AFE - 41T ik
B, HEHM MR ARV HERE 8 4, F/bT 84,

12. XfF SM2 3T PR+, PR s AV R & 4 47, AT 4 4,

13. X ECC256 {7 SSLITLS Hs§#siE+s, & H0 I i s v A HIRR /2 398
K, nbF 398 K;

14. %+ ECC256 ArfRADAE 4TRSS, 4% MR K R vil AR 2 39 A H, #]
F 394

15. X+ ECC256 £k SSLITLS AR5 #3iiF 3 B ARRD & A AE T AT ik 13, s
XTI ARV RR 2 8 4, I/ T 8 4

For different certificates, the maximum usage period of the key pair can be obtained via certificate

renewal:

1.

For ROOTCA (RSA) RSA 2048 bits CA certificate, the maximum usage period of the key pair
is 10 years or less than 10 years.

For ROOTCA (SM2) SM2 CA certificate, the maximum usage period of the key pair is 20 years
or less than 20 years.

For GDCA ROOT CA1 RSA 2048-bit CA certificate, the maximum usage period of the key pair
is 13 years or less than 13 years.

For GDCA TrustAUTH E1 CA SM2 CA certificate, the maximum usage period of the key pair is
12 years or less than 12 years.

For the GDCA RSA 4096 bits root CA certificate, the maximum usage period of the key pair is
30 years or less than 30 years.

For the GDCA ECC 384 bits root CA certificate, the maximum usage period of the key pair is
30 years or less than 30 years.

For the RSA 2048 bits SSL/TLS server certificate, the maximum usage period of the key pair is
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398 days or less than 398 days.

8. For the RSA 3072 bits code signing certificate, the maximum usage period of the key pair is 39
months or less than 39 months.

9. For the RSA 3072 bits Timestamp certificate, the maximum usage period of the key pair is 5
years or less than 5 years.

10. For the RSA 2048 bits S/MIME certificate, the maximum usage period of the key pair is 825
days or less than 825 days.

11. For the RSA 2048 bits Subscriber Certificates other than the SSL/TLS server certificates and
S/MIME certificates, the maximum usage period of the key pair is 8 years or less than 8 years.

12. For SM2 subscriber certificate, the maximum usage period of the key pair is 4 years or less
than 4 years.

13. Forthe ECC 256 bits SSL/TLS server certificate, the maximum usage period of the key pair is
398 days or less than 398 days.

14. For the ECC 256 bits code signing certificate, the maximum usage period of the key pair is 39
months or less than 39 months.

15. For the ECC 256 bits Subscriber certificates beyond the SSL/TLS server certificates and the
code signing certificates, the maximum usage period of the key pair is 8 years or less than 8
years.

6.4. BEEIE Activation Data

6.4.1. BOESHE B P A 223 Activation Data Generation and Installation

N T RIPFLEI 2 4, UEAS TP AL R 22 S it K 6 A ORALE 2 4 T 5, AT 38 S
AABOIR . Befes. BEREEH . BB BB AR B

CA RPIHIBEEE, AL IR S8 PRS0 B P BINE R EDR, ™
REREAT AR 0 RV AT P AR B EEE, SR T T EOIEBM O 4 (B
B ASRME) . USB Key. IC <18 Bl 15, AR 22 4] SEAIASEL T BENL™ 42 .

GDCA A RyuEEd, BT TEIEH N4 (IS EE SRR,
USB Key. IC RAJERE D455, AR LSS NP L, XSS EoE, #8
Py BN R ol I 131 e W 1 2 s YT N T G B e v N A I D I B | Sl /G B
oS 28, GDCA I H F BAT T IE K.

Subscriber must use secure and reliable generation and installation of activation data to protect the
private key from exposure, theft, unauthorized usage, modification, or unauthorized disclosure.

Activation data of CA private key must be generated, distributed and used strictly according to the
requirements which are related to the segmentation of key activation data and key management.
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Activation data of subscriber private key, including password (provided in the form of password
envelope) used to download the certificate, USB Key, login password of IC card, must be generated
randomly in secure and reliable environments.

Activation data generated by GDCA, including password (provided in the form of password
envelope) used to download the certificate, USB Key, login password of IC card, must be generated
randomly in secure and reliable environments. The activation data are delivered to subscribers
safely and reliably, such as through offline face-to-face submission, post courier delivery, etc. For
activation data of non-single usage, GDCA suggests users to modify by themselves.

FTA B ORA H &H RZE AR DB B, NAZIEAE LA LA R
£/b 8 T RF

BV R WA NCE 8 2

AR E IR Z MR 755

ANBEFIFRAT 51 44 7 AH ]

AR AR BIGEHT

45 B B I T 7 HR

o &~ w b

All the protection passwords should not be something easily guessed, and should follow the
following principles:

1. Contain at least eight characters

2. Contain one lowercase letter at least

3. Not contain many of the same characters
4. Not be the same as operator’s name

5. Not use birthdays, telephone numbers

6. Longer substring in user name information

6.4.2. BOEBFE IR Activation Data Protection

Xt CA RV RIS Hdle , e 200Hs 8t s 12 ) §ie 1005 2000 s e AN R Rl 45 A
A, T H BN AR S IR 5T BRI 2K

VTP R s R I A 2 A TSR KA T A, AT 2 R, B el E
BEATAHEG AT AN TERE . IRAEASIT A B B PIN BB LRI AAEHRL, 1T 7 N
HORE I 2B PIN 5, By 1B FR B ey B . W RAE T 7 68 A AR L R AL B, 3T
JU R R B AR AR N AR G . RN Y 1AL RGN Z TR E, NMiZ4
O R AT R

Activation data of CA private key must be separated in a reliable way and kept by different trusted
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personnel. Administrator must meet the requirements of responsibility division.

Subscriber’s activation data must be generated in the safe and reliable environment and be
properly safeguarded or destroyed, and cannot be leaked to others. If the certificate subscriber
uses a password or PIN to protect private key, the subscriber should take good care of password or
PIN to prevent the leakage or theft. If the certificate subscriber uses biological characteristics to
protect the private key, the subscriber should also pay attention to prevent his/her biological
characteristics from illegal obtaining. Meanwhile, in order to meet the security requirements of
business systems, activation data should be modified regularly.

6.4.3. BOEEEE LA 5 T Other Aspects of Activation Data

AR BOE B AT kR, RAARATITE RS R R R T ER . g, 1B
FEEZAGHEFE . S AR RUE A .

AL IROE B AN T 2  BOZAE R, IERIEA RS R e T B A e i EE AL
FERRRUEF, BB AE R R CVR B B A S B A B B R R AT RS R 1) 40 B
HAER, BN 1A HITEAR TUL U«

BIER|ZAHE, T HEUEB T P EGESER A A, BRI

1. TP HFEEIEBR A4, BRI E R

2. TR FLHE IC K. USB Key W14, GET AR ML 55 N FH 1) 75 SR I
TR, AR 3 N H S N TS

Activation of private key shall be protected from loss, theft, modification, unauthorized disclosure, or
unauthorized usage during the transmission.

The activation data of private key which is no longer used should be destroyed and protected from
theft, disclosure or unauthorized use during the destruction. The result of destruction is that some
or all of activation data can’t be recovered directly or indirectly from the residual information and
medium, papers recorded with passwords must be shredded.

For the security reasons, the rules of certificate applicant activate data of lifecycle as below:
1. The password used to apply for certificate becomes invalid after successful application.

2. The password used to protect the private key, or IC card, USB Key, could be modified by
subscriber at any time based on business application, and should be modified three
months after the validity.
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6.5. HENLZ4#H] Computer Security Controls

6.5.1. BRI ENZEBARER Specific Computer Security Technical

Requirements

GDCA RAGHME R ZAEM, #ZRE (FEZERAR IEHIMERGHM LM
REEFARMIE) . TAWAE BT AR CETAERSEHINEGD), S 15027001
15 B R HERTE DAL AR SR M5 B 2 e britk, H0E H A 5635 1 22 4 B g AN
W, R E PRI, AR FERZ RN AR 5 iR
Lo 11N L2 37) 12 ] N /B2 ) T i RN B2 S i SN L 2 3 e I

Information security management of GDCA certification system meets " Information security
technology—Specifications of cryptograph and related security technology for certificate
authentication system" published by OSCCA, "Measures for the Administration of Electronic
Certification Services" published by Ministry of Industry and Information Technology, standards of
information security in 1ISO 27001 and security standards of other relevant information. GDCA
draws up comprehensive and perfect security management strategies and standards, which have
been implemented, reviewed and recorded within operation. The main security technologies and
control measures include: Identification and authentication, logic access control, physical access
control, management of personnel's responsibilities decentralization, network access control, etc.

SAT RS IO Z AR TENL ], ORI R4 (45 CA RGE. RA RG0) Uil
BRI B3 73 BCME— (I U (R 17 TR PR BR A A AT AR ER S 2R I i MR o 15 7]
IR 44 4 BRIl P50 A R 85T 3

R ) 2 AP T B BER CA B ANEEE S R Gt e T B RS A
SR FIREFRBITI A .

Dual-factor authentication mechanism shall be utilized in the login process to validate the digital
certificate and username/password of user. GDCA assign each user of CA/RA system a unique
account with minimum permissions according to the requirements of user.

Strict security controls ensures that the system of CA software and data files is secure and reliable
and will not be accessed without authorization.

ol RGBS HAL RGNS B, B RGeS HAL R GE R E . XFh5r AL
BEL L B 6 5 110 L FH 2 e Aok D0 4 1) 7 1) o S FEY 917 338 BEL Lk DA A I A1 N AR A2 7 2R 458 Y
%, BREIVIHAERE RGNS, WA CA RGHEESEIAFN., FLETERE, W
] R Gl {5 N G AT LUs i 114 Vi ) CA i P .
Core system must be separated physically from other systems and the production system must be

separated from other system logically. This separation can prohibit network access except for
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specific applications. The usage of firewall is to prevent the intrusion from the internal and external
network production system and restrict activities of access production system. Only trusted persons
in operation and management group of CA system, when necessary to access the system can
access the CA database using password.

6.5.2. THENZ4 s Computer Security Rating

GDCA HJINIF &%, @i T H R E WM 2 ks A,

GDCA HINIERGE . THRENL I 4% 22 4x, RRAF I SO %8 BER T 8 3 T THAE R
iy UPENL M AR TR R A, WM, IRIEHCE R AMSEN, SHA
IE RS R G AR AT T e
GDCA certification systems pass the security review of OSCCA.

Authentication system, computer and network security of GDCA should be evaluated by OSCCA
each year. According to the opinion of the relevant experts and leaders, GDCA may upgrade the
authentication system and system security when necessary.

6.6. Ay AMAFARIEH Life Cycle Technical Controls

6.6.1. REGH K EH| System Development Controls

GDCA HIERAF Bt AT A R4 AT B -
1 HEAF AT A E IR, FFEOR TR N ™ % R R AT
il 5 23 W) PN RS R R I AR B B A
TR REF AT RIABEREAT P R e, P H R B A M B
A% B HR B R EAT A RUIAE LR 2 0
=7 YR E R B A
274 RS 3 BT AT SE PR S
ANy, GDCA AT RIRIERTE, 275 15015408 bnifE, AT HFIRIAIIT
RAEH o

© a > w DN

Software design and development of GDCA process follows principles:

1. Establish internal system of corporation about update, alteration and application. The
employees should follow this system strictly.

2. Establish internal purchasing process and management system of corporation.

3. After the programs have passed strict test in development environment, they can be
deployed to production environment.

148



Il semrannaemes

Soo GDCA HE-FAEME S5 H] (V6. 4 RO

4. Effective online backup must be done before deployment changes.
5. Verification and review of third-party.
6. The security risk analysis and reliability design.

The operation specifications of software development, which refer to 1SO15408 standard,
implement relevant plan and development control.

6.6.2. 4B S| Security Management Controls

GDCA MIER SIS a8 B, ™ MBI [ 25 5 B =) AT s AT i B it
T ERAE

GDCA NIER G R AT A M I hFE It P A 1) 2R GeAi il ™ 4% 1 Ik 98 e s
A AT 2 AARE N, ARAME ST R 20 KA GOIF BT AR ] DhRE I AnIE % .
GDCA iR INUE AR Geit AT 5 WIAIAN & T A 2 At

GDCA R’ — 7 5 is i) & PR 2RI HI A R G I BC E ., PLBT IER IR 2L

Information security management of GDCA certification system conforms to the relevant operation
management specification of OSCCA strictly.

GDCA authentication system has a strict control measures, and all the systems can be used only
after being rigorously tested and verified. Any modifications and upgrades will be recorded for
reference and made for version control, functional test and record. GDCA also carries out regular
and irregular inspection and test on certification system.

GDCA uses the flexible management system to control, monitor system configuration and prevent
unauthorized modification.

AL 2% BRI BRSNS dE AT e tE iR, RIS R BN, 25
FAAE LRSS o N B0 2% R AN 22 25 L A A8 SN ™ % 1) 22 A LA R, BT et
RIS 2 AR

GDCA IER ST A AR T AR JRIH & AEREAT AL BRI, 15 55 AU
IWHAE A RO 2 4 (15 BAFLE

Hardware devices are checked from the perspective of intrusion and security holes, etc. Encryption
devices must be examined, installed and accepted in a strict security control mechanism.

After all the hardware and software equipment of GDCA authentication system are upgraded,
GDCA must confirm the existence of information which affects the security in waste equipment.

6.6.3. A A A B 22 &35 %) Life Cycle Security Controls

GDCA NIER G I A e # B vl REEMERI TGt R, Hrp g 7R, BEFE
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i i 3 2k

Software and hardware of GDCA certification system have sustainable upgrade plan such as
arrangement of software and hardware lifetimes.

6.7. M Z4#4H] Network Security Controls

GDCA A\ E ZR Gt K H 2 00505 K 418 A0 0 2% B3 Ul 22 A P il) R I IR A7, I HL St 58 ¥ 11
IR

WIERGE RIS IS IE . ARSI DI BE, B il 23847 .
H47 GDCA #ALUI b1 TREG it N GDCA IEF S5 &% GDCA k45 H k%5 &% . GDCA
BAE P OSF R B R S,

N T W IRIN S 24, GDCA YIRS RGZRHRE T NRKCI . 2248 i Bi#ki
WA 258, I H AN BB K - NAR W 22 48 v L B2 A R GE I RRCAR
LU AT E B B AR T IR 2% A0 XU

GDCA M2 & 2 FF A CAIX Y8 18 tx (CA/Browser Forum) & A4ii [ Network
and Certificate System Security Requirements (NCSSR) [ E3K .

GDCA Z/DREZRFEPAT — IR 28 Il 4148, Y ] o Iz A 288 P T AR 40 e ™ AR
JEWE, KEINIETLE 96 /NN PN T8 O R S B, /P G 7 AE 60 K A Fli N A B¢
o X FHISMESL, GDCA NBEATIC R MU IEAL I A4S .

GDCA authentication system has multi-level firewalls and the protection of network resource
security control systems. It also has complete access control technology.

Authentication system only provides the operations such as application and query of certificate to
subscribers over the network. Only employees authorized by GDCA can access the GDCA
certificate server, GDCA certificate directory server, GDCA operation center and other equipment or
systems.

In order to ensure network security, GDCA authentication business system has been equipped with
intrusion detection, security auditing, virus protection and network management systems, and
updated to the version of above systems, as much as possible to reduce the risks from the network.

The network controls adopted by GDCA conform to the Network and Certificate System Security
Requirements (NCSSR) published by the CA/Browser Forum.

Vulnerability scans of networks are performed at least once a quarter by GDCA. Responding and
remediation timelines are governed by severity, with critical vulnerabilities addressed within 96
hours and high/medium vulnerabilities resolved within 60 days. Exceptions are documented,
assessed for risk, and recorded.
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6.8. A Time-Stamping

GDCA #:{:%%54 RFC 3161. 5816 UL A Authenticode [ TR BRARSS, 32 TALHS
%54 . PDF 2542 Hi% . GDCA HMV5s 2201 2 Gt [a]53@ i NTP Bl 5 1% 1) 8k il

GDCA provides time stamp service that complies with RFC 3161, RFC 5816 and Authenticode,
mainly used for code signing and PDF signing purpose, and the system time of GDCA’s operation
system synchronizes with this time stamp service through Network Time Protocol (NTP).

7. iEH. IEBHETRAELIEFIRSMY Certificate, CRL,

and OCSP Profiles

7.1. iFE3 Certificate Profile

GDCA i F YA IE A4 2R & IR G AH AR LR, 2 ITU-T HEFE I — AN E Brbs e
ITU-T X.509v3 (1997): {5 EHAR-TFIN RS HiE-H: AUEHESE (1997 426 H) #nifk
A1 RFC 5280: Internet X.509 A%HZLRN LA CRL 454 (2008 45 F).

GDCA i1l CSPRNG £k T 0 HAK Ry 64 AL SIMERIEB 55

The format of GDCA certificates conforms to national standard, i.e. ITU-T X.509 V3 (1997):
Information Technology - Open Systems Interconnection - the Directory - Authentication Framework
(June 1997) recommendation by ITU-T and RFC 5280: Internet X.509 Public Key Infrastructure
Certificate and Certificate Revocation List (CRL) Profile (May 2008).

GDCA generates non-sequential certificate serial numbers greater than zero containing 64 bits of
output from a CSPRNG.

GDCA T2 Al s b AR a0 T

i {E BRAE 1 PR 1

JRA & W] X.509 EH A& URAS, fH 9 V3

755 UE 3 I — B R A

% L 2 RAETIN A A A28 4 Bk (L CPS 4 7.1.3 1)

R R () 4

ARGEGHE | T EFREHREUTC), FMIbatraFE2, % RFC 5280 ZR4miY
BRZIEH | BT E bR AR E(UTC), FIdbsmtfa[F2, #%& RFC 5280 R JmhY .

151



I senrmsnnmnas

GDCA

GDCA HE-FAEME S5 H] (V6. 4 RO

A RYIBR A B AT S A CPS JEE B R ).«

F 7 DN UEF A 5 B S AR ) B 44 T T
CA #iE+f5 DN: CN. O. C,
H14% CAIEH DN: CN. O. C.
TP HUAIES DN: CN. O, OU (A[i&). L. S. C.
WP HLAAS AUET DN: CN. O. OU (H[E). L. S. C.
TP 4IEH DN: CN. O, OU ("[i&). L. S. C.
T FERB A EF DN: E. CN.
TP A NIBAFIES DN: Ev CN. L. S, C.
VT PHLRIIREE TS DN: E. CN. O. organizationldentifier. OU (7]
%), L. S, C.
TP HLEAS ANHBfES DN: E. CN. O. organizationldentifier. OU
(i), L. S, C.
ITPA NEF DN: CN. L. S, C.
1T/ DV SSL iE+: DN: CN.
IT/* OV SSLiEF DN: CN. O. L. S. C.
177 EV SSL iE+45 DN: CN. O. streetAddress (FJi%). postalCode
(A #%& >, L. S. C. serialNumber . businessCategory -
jurisdictionLocalityName  ( OID : 1.3.6.1.4.1.311.60.2.1.1 ) .
jurisdictionStateOrProvinceName  ( OID:1.3.6.1.4.1.311.60.2.1.2 ) .
jurisdictionCountryName (OID:1.3.6.1.4.1.311.60.2.1.3).
1T 1 EV ARHS45 44445 DN: CN. O. streetAddress (7] i%& ). postalCode
(A #%& >, L. S. C. serialNumber . businessCategory -
jurisdictionLocalityName ( OID : 1.3.6.1.4.1.311.60.2.1.1 ) .
jurisdictionStateOrProvinceName  ( OID:1.3.6.1.4.1.311.60.2.1.2 ) .
jurisdictionCountryName (OID:1.3.6.1.4.1.311.60.2.1.3),

N 4% RFC 5280 Zmfil, ffiH CPS 7.1.3 HREMEIL, HHKEWL
CPS 487E M1 #K .

Following are the basic certificate fields for the certificates issued by GDCA:

Fields

Value or value limit

Version

The format version of X.509 certificate with a value of V3.

Serial Number

The unique identifier of a certificate.
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Signature ) ) . . . )
Algorithm The signature algorithm used to issue certificates (Section 7.1.3 of this CPS).
Issuer Issuer's distinguished name, including CN, O, and C.
notBefore Based on Coordinated Universal Time (UTC), synchronized with Beijing time,
encoded according to RFC 5280.
notAfter Based on Coordinated Universal Time (UTC), synchronized with Beijing time,
encoded according to RFC 5280.
Subject Subject DN of a certificate holder or entity may be as follows:
DN of a root CA certificate: CN, O, C.
DN of a subordinate CA certificate: CN, O, C.
DN of a subscriber organization certificate: CN, O, OU (Optional), L, S, C.
DN of a subscriber individual certificate: CN, O, OU, L, S, C.
DN of a subscriber organization employee certificate: CN, O, OU (Optional),
L, S, C.
DN of a subscriber equipment certificate: CN, O, OU (Optional), L, S, C.
DN of a subscriber Basic S/IMIME certificate: E, CN.
DN of a subscriber IV S/IMIME certificate: E, CN, L, S, C.
DN of a subscriber OV S/MIME certificate: E, CN, O, organizationldentifier,
OU (Optional), L, S, C.
DN of a subscriber SV S/MIME certificate: E, CN, O, organizationldentifier,
OU (Optional), L, S, C.
DN of a subscriber individual certificate: CN, L, S, C.
DN of a subscriber DV SSL certificate: CN.
DN of a subscriber OV SSL certificate: CN, O, L, S, C.
DN of a subscriber EV SSL certificate: CN, O, streetAddress (Optional),
postalCode (Optional), L, S, C, SerialNumber, businessCategory,
jurisdictionLocalityName (OID:1.3.6.1.4.1.311.60.2.1.1),
jurisdictionStateOrProvinceName (OID:1.3.6.1.4.1.311.60.2.1.2),
jurisdictionCountryName (OID:1.3.6.1.4.1.311.60.2.1.3).
DN of a subscriber EV codesigning certificate: CN, O, streetAddress
(Optional), postalCode (Optional), L, S, C, SerialNumber, businessCategory,
jurisdictionLocalityName (OID:1.3.6.1.4.1.311.60.2.1.1),
jurisdictionStateOrProvinceName (OID:1.3.6.1.4.1.311.60.2.1.2),
jurisdictionCountryName (OID:1.3.6.1.4.1.311.60.2.1.3).
Public key Encoded according to RFC 5280, using the algorithms specified in section
7.1.3 of this CPS, with key sizes meeting requirements specified in this CPS.
7.1.1. FRA<5: Version Number(s)

GDCA IEH 15 X.509 V3 FGEFi#E 3, hAME BAF AL F AR A A

GDCA certificates are compliant with X.509 V3 certificate format. The version information is listed in
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the version field of the certificate.

7.1.2. IEEP B IR Certificate Extensions

GDCA [ 7] X.509 V3 JRAIE-PARAETURIFRAEY FEITLASL, MM T H E I f&
i

In addition to the X.509 V3certificate standard items and standard extension items, GDCA also
uses customized extensions.

7.1.2.1. #RIEFH Root CA Certificate

1 REARZAR

RAEB AR Bz RO, Hzy ROy R, AR RN CA,
“pathLenConstraint” 7B K % & .

2. EHIRE

MRUEF AT By eI, HAxy RIUOCHY R, Fi% & & N KeyCertSign, CRLSign.
MRS R AH 1258 OCSP Wi ¥

3. ETSREK

Y RIAR K E -

4. MR I

S RIIR I E -

5. FREUHHMRRRT

WA B 1% I, HAxy RIS BRI AR I, & ME 1% 6 & TR
EB%5 & BIAIE B 9 authorityKeyldentifier 47 & ) keyldentifier F= B,

1. basicConstraints

This extension shall appear and shall be marked critical. The cA field shall be set true, and the
pathLenConstraint field is not present.

2. keyUsage

This extension shall be present and shall be marked critical. The usage keyCertSign and cRLSign
shall be set. The private key corresponding to a Root CA will not be used for signing OCSP
responses.

3. certificatePolicies

This extension is not set for root CA certificates.
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4. extKeyUsage

This extension is not set for root CA certificates.

5. subjectkeyldentifier

This extension shall be present and shall not be marked critical. It shall contain a value that is
included in the keyldentifier field of the authorityKeyldentifier extension in certificates issued by the
Root CA.

7.1.2.2. 1% CAWEF Subordinate CA Certificate

1RSSR

g CAEF AR B IZY BT, HAS Y R, A % EARM I ARIHAF )
5 RE LA CPS 158 1.4.1.8 1.

2. CRL ZrK

2 CAE AR B IZY BRI, HAMRNKEY BRI, Zy RIFE S CACRL
K55 () HTTP Huhik

3. WURMIE V5 in

XITH GDCA TrustAUTH R5 ROOT iE+i. #zhff{ RS # CA i+, GDCA
TrustAUTH E5 ROOT 28K By 2 CA IEH:, T2 CA IEF N BseA MUK LIS B U5 R 3
T, BRI, Wi RS E Rl CA IERZEREIERK HTTP ik
( AccessMethod=1.3.6.1.5.5.7.48.2 ) Fl f5 ] CA OCSP ik 5 ") HTTP i di:
(AccessMethod=1.3.6.1.5.7.48.1)

%tF i ROOTCA (RSA) iF45. GDCAROOT CA iE+5. ROOTCA (SM2). GDCA
ROOT CALF P& KM H CAUET, Hg CA IET A AT AR HUAE B M I,
HWE, WARNCRY R, R Sa&RAL CA IERZREIEBK HTTP
H fik € AccessMethod=1.3.6.1.5.5.7.48.2) AFi {5\ CA OCSP Jik %5 i) HTTP b ik
(AccessMethod=1.3.6.1.5.5.7.48.1),

4. FERLZR

F14 CA IEBATRE XY I, HiZy RIUN Y BRI, FARKRMMEA CA,
“pathLenConstraint” 7B ] % & .

5. AL

F1 CA UEBH B E LY eI, HOyXREY Rul, HBZi%E KeyCertSign,
CRLSign A, W4t CAEFXT MR HA M T8 OCSP i,
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6. HGaRY A

StF7E 2019 45 1 H 1 HJ5 1 GDCA TrustAUTH R5 ROOT UE1i. $r#i 4t R5 4
CAilE-t5. GDCATrustAUTH E5 ROOT 28 & 14k CA E+:, "2k CA IEH 41k B 1%
PRI, HARCAREY R, HiZKhg CA IR H T2 K SSLITLS iE+5, Mi%
¥R I id-kp-serverAuth [RFC5280), wf4 7 id-kp-clientAuth [RFC5280), ANf540
% id-kpemailProtection [RFC52801], id-kp-codeSigning [RFC52801, id-kptimeStamping
[RFC52801, id-kp-OCSPSigning [RFC5280] }% anyExtendedKeyUsage [ RFC52801,
WAL AR AT HAE .

7. WURMLAE B bR IRST

2% CAE-BATR B %Y I, HAS Y eIl 4 R WU L2 Keyldentifier
T

8. FRUEPIbRIRAT

2% CAEBAT B %Y I, Hazd IR L N By I, & AN A
EEHZ CA R IAE h ) authorityKeyldentifier 47 & 1) keyldentifier 7t

1. certificatePolicies

This extension for subordinate CA certificates shall be present and shall not be marked critical.
More information about the asserted OIDs is explained in section 1.4.1.8 of this CPS.

2. cRLDistributionPoints

This extension for subordinate CA certificates shall be present and shall not be marked critical. It
shall contain the HTTP URL of the CA's CRL service.

3. authoritylnformationAccess

For subordinate CAs issued by GDCA TrustAUTH R5 ROOT certificate, #iZ /{1t R5 R CA LT3
and GDCA TrustAUTH E5 ROOT, this extension should be present and shall not be marked critical.
It should contain the HTTP URL of the Issuing CA's certificate (accessMethod = 1.3.6.1.5.5.7.48.2).
It may contain the HTTP URL of the Issuing CAs OCSP responder (accessMethod =
1.3.6.1.5.5.7.48.1).

For the subordinate CAs issued by ROOTCA (RSA), GDCA ROOT CA, ROOTCA (SM2), and
GDCA ROOT CA1, this extension may be present, and shall not be marked critical if present. It
should contain the HTTP URL of the Issuing CA’s certificate (accessMethod = 1.3.6.1.5.5.7.48.2). It
may contain the HTTP URL of the Issuing CAs OCSP responder (accessMethod =
1.3.6.1.5.5.7.48.1).

4, basicConstraints

This extension for subordinate CA certificates shall be present and shall be marked critical. The cA
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field shall be set true. The pathLenConstraint field may be present.

5. keyUsage

The subordinate CA certificates have the "keyUsage" extension, which is a critical extension. Usage
settings are: digitalSignature, keyCertSign, cRLSign. The private key corresponding to a
subordinate CA certificate will not be used for signing OCSP responses.

6. extkeyUsage

For subordinate CAs issued by GDCA TrustAUTH R5 ROOT certificate, #{ %I/ R5 4R CA iE+
and GDCA TrustAUTH E5 ROQT after 1 January 2019, this extension shall be present and should
not be marked critical. If such subordinate CA certificates will be used to issue SSL/TLS certificates,
the value id-kp-serverAuth [RFC5280] shall be present. The value id-kp-clientAuth [RFC5280] may
be present. The values id-kpemailProtection [RFC5280], id-kp-codeSigning [RFC5280],
id-kptimeStamping [RFC5280], id-kp-OCSPSigning [RFC5280] and anyExtendedKeyUsage
[RFC5280] shall not be present. Other values should not be present.

7. authorityKeyldentifier

This extension for subordinate CA certificates shall be present and shall not be marked critical. This
extension contains only the "Keyldentifier" field.

8. subjectKeyldentifier

This extension shall be present and shall not be marked critical. It shall contain a value that is
included in the keyldentifier field of the authorityKeyldentifier extension in certificates issued by the
subordinate CA.

7.1.2.3. 3T PHUEFH Subscriber Certificate

1. UEPEmE

WRIEBTH AU E &Y R, HAERCRY I, A R SR IR (5 B
B WA CPS HZS 1.4.1.8 75,

2. CRL 43K

Xf Tt GDCA TrustAUTH R5 ROOT k5. i R5 2 CA iE+f5. GDCA
TrustAUTH E5 ROOT 22K H 2% CA I8 K LT FHIES, &A1 FHIE R By &
W, Hky RBUAAECHY & . By RIih 2t &8 CACRL RS HTTP URL
Hodik.

%tFH1 ROOTCA (RSA) iF45. GDCAROOT CA iE-fi. ROOTCA (SM2). GDCA
ROOT CAL IEHLE R I CA P RIH FUES:, 23T FHEf ] W E & I, %
WHE, WZy RIUAECRY &, i RIUh &R CACRL k%1 HTTP URL
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ik

3. WURMIGE B V5

XFTH GDCA TrustAUTH R5 ROOT iE+i. it R5 R CA iE+:. GDCA
TrustAUTH E5 ROOT 22K HIH 2% CA FrZ8 K MIAT FIESS, T PR A8 MU WL S
By I, HASRREY RO, i P 2E S CA IR RFIERT
HTTP i (AccessMethod=1.3.6.1.5.5.7.48.2) Fl¥g[n] CA OCSP J451 HTTP ik
(AccessMethod=1.3.6.1.5.5.7.48.1),

%+ H ROOTCA (RSA) iF45. GDCAROOT CA iE45. ROOTCA (SM2). GDCA
ROOT CAL IEHZE RIS CA BT R AT FUES, AT FHIEF A R MRS B
ViR, AWE, WA AR R, WY Rbh s CA IERERE
WEPBH HTTP Hulk (AccessMethod=1.3.6.1.5.5.7.48.2) Flfg ] CAOCSP Jl451¥) HTTP
ik (AccessMethod=1.3.6.1.5.5.7.48.1).

4. FEARLR

XITH GDCA TrustAUTH R5 ROOT iE+i. #zhff{ RS # CA i+, GDCA
TrustAUTH E5 ROOT %5k 91 4% CA B K 1 SSLITLS 1T ik, AI BB %Y R,
HWE, WY RSO Y R, Wi Rh “cA” FBRAKEN “False”.

%tF i ROOTCA (RSA) iF45. GDCAROOT CA iE+5. ROOTCA (SM2). GDCA
ROOT CAL IEHZ KM CA BT KT FES, "B iZy B, #iE, Nty
JEh “cA” FEALE N “False”.

5. AL

WPIER T By R, A w E, WB VA8 B keyCertSign J cRLSign.

6. HEERAIAH Ik

XITH GDCA TrustAUTH R5 ROOT iE+i. #zhff{ RS 2 CA iE+i. GDCA
TrustAUTH E5 ROOT 22K WUt 2 CA A A B FH P UETS, RS o B8 A FVE A mia 7Y

SRR
W5 FHRE &
SR B4, e,
MEAEIE AN 1| B 2022 4F 11 A 1 HigA
ZAEH) MR AR BP0 | BH T L e,

iE, HLTHBAE RS

I B84, ATEIL
Adobe MCAHZEZUESS | SRRV Adobe ICANZR
%o

RSN G RTS HYIHL: B84, RN,
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Hdmhn .

BER R VL % S
E, BB

BRI BUrss, B8N,
K 0

DRSS BRI R PR e 2 06
ST
EHR: BB, BRIE,
s s s
N\
AR 13 SRRV T O 0
Ty
wHR: RTES, BRIE,
SERBI PRI TS BRI

s A L 5 i B 6
iE, HFHR R

TR s, N
DV SSL iFf Hhom R B RV R i S A I
iE o, RSB S M.
BEARE: 78, EHINE,
OV SSL iF$ HesR AR L B b S
iE , WRSSE S iE .
TR TR, BHINE.
IV SSL iiFH HhoR R B RV R i S A I
iE , RSB S M.
BEARE: B8, EHINE,
EV SSL ik ER A S L B i S 56
iE , BRSSE S RiE.

B BEs4.

i LR e P AW L B
B BEs4.

HsR AR vk ARAYE 4
B BEs4.

B sR A B v TR ER

7. WURHUE IR

U PHER AU I, A . %0 LB 4 Keyldentifier 5
B

8. LTI

PR EL R, FL IR E R R, SR
U PE R AR R (.

YA 54 RAE

EV RIS ZUEH

A [RJERE 15

1. certificatePolicies

This extension for subscriber certificates shall be present and shall not be marked critical. More
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information about the asserted OIDs is explained in section 1.4.1.8 of this CPS.

2. cRLDistributionPoints

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT, #{%
48 R5 R CA iE4S, and GDCA TrustAUTH E5 ROOT, this extension shall be present and shall not
be marked critical. It shall contain the HTTP URL of the CA’'s CRL service.

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CAL1, this extension may be present and shall not be marked
critical if present. It shall contain the HTTP URL of the CA's CRL service.

3. authoritylInformationAccess

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT
certificate, (%I R5 # CA iE$ and GDCA TrustAUTH E5 ROOT, this extension shall be
present and shall not be marked critical. This extension will contain the HTTP URL of the Issuing
CA's certificate (accessMethod = 1.3.6.1.5.5.7.48.2) and the HTTP URL of the Issuing CA's OCSP
responder (accessMethod = 1.3.6.1.5.5.7.48.1).

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CAL1, this extension may be present, and shall not be marked
critical if present. This extension will contain the HTTP URL of the Issuing CAs certificate
(accessMethod = 1.3.6.1.5.5.7.48.2) and the HTTP URL of the Issuing CA's OCSP responder
(accessMethod = 1.3.6.1.5.5.7.48.1).

4. basicConstraints

For the SSL/TLS subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5
ROOT certificate, %X R5 2 CA iEf5 and GDCA TrustAUTH E5 ROOT, this extension may be
present and shall be marked critical if present, and the cA field shall be set to "False" if present.

For the subscriber certificates issued by the subordinate CAs of ROOTCA (RSA), GDCA ROOT CA,
ROOTCA (SM2), and GDCA ROOT CAl, this extension may be present, and the cA field shall be
set to "False" if present.

5. keyUsage

This extension for subscriber certificates may be present, and if present, usage keyCertSign and
cRLSign shall not be set.

6. extkeyUsage

For the subscriber certificates issued by the subordinate CAs of GDCA TrustAUTH R5 ROOT
certificate, #(Z#4% R5 AR CAES and GDCA TrustAUTH E5 ROOT, key usage and extended key
usage are as follows:

Types of Certificates Key Usages Remarks
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This policy OID will

Adobe PDF Signing Certificates

EKU: Adobe Document Signing.

KU: Digital Signature, Key
; not be used to identi
Email Certificates (Previously | Encipherment. _ o ry
the T | Individual Certificates) the email certificates
e e | Individual Certificates . ; P
yp EKU: Client  Authentication, | 56 of 1 November
Email Protection. 2022.
KU: Digital Signature, Non
Repudiation.

KU: Digital Signature, Key
Encipherment, Data
- Encipherment.
SV S/MIME Certificates
EKU: Client Authentication,
Email Protection.
KU: Digital Signature, Key
Encipherment, Data
OV SIMIME Certificates Encipherment.
EKU: Client Authentication,
Email Protection.
KU: Digital Signature, Key
Encipherment, Data
IV SIMIME Certificates Encipherment.
EKU: Client Authentication,
Email Protection.
KU: Digital Signature, Key
Encipherment, Data
Basic SIMIME Certificates Encipherment.
EKU: Client Authentication,
Email Protection.
KU: Digital Signature, Key
Encipherment.
DV SSL Certificates
EKU: Client Authentication,
Server Authentication.
KU: Digital Signature, Key
Encipherment.
QV SSL Certificates
EKU: Client  Authentication,
Server Authentication.
IV SSL Certificates KU: Digital Signature, Key
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Encipherment.

EKU: Client  Authentication,
Server Authentication.

KU: Digital Signature, Key

Encipherment.
EV SSL Certificates
EKU: Client Authentication,

Server Authentication.

Standard Code Signing KU: Digital Signature.

Certificates EKU: Code Signing.

KU: Digital Signature.
EV Code Signing Certificates
EKU: Code Signing.

KU: Digital Signature.
TimeStamp Certificates

EKU: Time Stamping.

7. authorityKeyldentifier

This extension for subscriber certificates shall be present and shall not be marked critical. This
extension contains only the "Keyldentifier" field.

8. subjectKeyldentifier

This extension shall be present and shall not be marked critical. It shall contain a value that is
included in the keyldentifier field of the authorityKeyldentifier extension in certificates issued by the
subordinate CA.

7.1.2.4. FrBIEE All Certificates

GDCA % K [ Fir A UE 1535 76 RFC5280, % - Hi GDCA TrustAUTH R5 ROOT iiE+i.
Hr22 i RS H2 CA EH. GDCA TrustAUTH E5 ROOT & & 4% CAEFS, LUK H 4k
CA TEBZRMAT FET, M. MM H Mk OERY RIS 4 CPS 58
7121, 7122, K 7.1.23 MEK,

%tF H ROOTCA (RSA) iF45. GDCAROOT CA iE-i. ROOTCA (SM2). GDCA
ROOT CAL IE B KK T CAUES:, LA H g CATERZ AT IETS, GDCA Bk 1
fiFH RFC5280 & SAIARHETURIARHEY RRITLASL, E v F e L @I, Billn, it
AFEFEF N RS 7K, GDCA W] R E L —2ey R I, AF(HABR T U0 N4 Il

1L G H2EARESS . AT RRMS 2 AR,

2. EAEMRSS: WEBIURN R T AT P I — S
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3. MASMIESHE: TR E RS IERIME S5 .

For the subscriber certificates and the subordinate CA certificates that chain up to GDCA
TrustAUTH R5 ROOT certificate, #(% X R5 & CA iE15 and GDCA TrustAUTH E5 ROOT, key
usages, extended key usages and certificate extensions conform to section 7.1.2.1, 7.1.2.2, and
7.1.2.3 of this CPS.

For the subscriber certificates and the subordinate CA certificates that chain up to ROOTCA (RSA),
GDCA ROOT CA, ROOTCA (SM2), and GDCA ROOT CAL1, in addition to the standard fields and
extensions defined by RFC 5280, GDCA may also use customized extensions, for example, to
satisfy different requirements for certificate application services, GDCA may define some
extensions flexibly, including but not limited to the following extensions:

1. Unified social credit identifier: It is used to indicate the unified social credit identifier.

2. Trusted service number: It is used to indicate subscriber’s unique number generated by GDCA.

3. Resident identity card number: It is used to indicate unique number of resident’s identity card.

7.1.2.5. RFC5280 FIRLFH Application of RFC 5280

NPETHRI, RFC 6962 3 X “HE+:" ALY RFC5280 5 XK “ik+457

For purposes of clarification, a precertificate, as described in RFC 6962 shall not be considered to
be a “certificate” subject to the requirements of RFC 5280.

7.1.3. HEX Z AR RAF Algorithm Object Identifiers

GDCA 2R MU P I UL AR BR

ShalRSA withRSAENcryption 1.2.840.113549.1.1.5
sha256RSA withRSAENcryption 1.2.840.113549.1.1.11
SHA256 with ECDSA 1.2.840.10045.4.3.2
SM3withSM2Encryption 1.2.156.10197.1.501

i GDCA TrustAUTH R5 ROOT iE+5. £ mffX R5 #2 CA ik 5. GDCA TrustAUTH
ES ROOT Z R IH 2 CA UEFZE R BIAF AEATUEH M2 OCSP iIE+5 B2 i vk AN
shalRSA.

GDCA uses one of the following relevant algorithms to issue certificates:

ShalRSA withRSAEnNcryption 1.2.840.113549.1.1.5
sha256RSA withRSAEnNcryption 1.2.840.113549.1.1.11
SHA256 with ECDSA 1.2.840.10045.4.3.2
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SM3withSM2Encryption 1.2.156.10197.1.501

Subscriber certificates and OCSP certificates that chain up to the subordinate CA certificates issued
by GDCA TrustAUTH R5 ROOT certificate, %% {{ R5 # CA iE15 and GDCA TrustAUTH E5
ROOT are not signed with sha-1WithRSAEncryption.

7.1.4. £ I Name Forms

GDCA %5k BRI 2 R Y 25456 X501 Distinguished Name(DN) i) %
44550, X+ H GDCA TrustAUTH R5 ROOT iE+5. ##if{t R5 R CA iE15. GDCA
TrustAUTH E5 ROOT 22K 2 CA P2 K BT PR+, H A FRTE sCRIA& 2O P 254%
54 RFC5280, M CA/B itz KAl Baseline Requirements LK S/IMIME Baseline
Requirements 7.1.4 53K

GDCA R¥EA CPS HIZRZEAES:, FACRIE-BEANS, UETS A i (5 BB 2 v
). GDCA ALt 20 1P ki 5 NGEF 3 8U& 1t BRI B A CPS 3 3.2.9 i Al
55 3.2.12 THE .

SSL/TLS IE-HFMIBUAR S H W «.”, “-7, Kk “ 7 B Z57F, /e
EATRRZIORT . A, BANER N,

Name of certificate issued by GDCA is formatted in accordance with X.501 DN. For subscriber
certificates issued by the subordinate CAs that are issued by GDCA TrustAUTH R5 ROOT
certificate, #( %X R5 # CAE$ and GDCA TrustAUTH E5 ROOT, the format and content of the
name forms of these certificates match the requirements as defined in RFC5280, and CA/Browser
Forum Baseline Requirements and S/MIME Baseline Requirements Section 7.1.4.

GDCA issues certificates in accordance with this CPS and shall make sure that the information in
the certificate subject field are correct. GDCA will not write domain names or IP address into a
certificate subject unless they have been strictly validated according to section 3.2.9 and 3.2.12 of
this CPS.

RN

SSL/TLS server certificates cannot only contain metadata such as ‘', - and ‘' (empty) characters
and/or any other indication that the value/field is absent, incomplete, or not applicable.

7.1.5. £ PR & Name Constraints
GDCA m #3455 RFC5280 kAd F AR FR 4 R 10, PARR il Hh 28 CA EF5 1Mk 25 8 B Y6 [ o

GDCA may use the name constraints extension per RFC 5280, in order to limit the business scope
of subordinate CA certificates.
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7.1.6. TEFSSE M RAFIRAT Certificate Policy Object Identifier

UEPS WX S AR IR FF[FIA CPS 55 1.4.1.8 715,

See CPS section1.4.1.8.

7.1.7. SEREPRH1Y™ B I B ¥ Usage of Policy Constraints Extension

AEH .

Not applicable.

7.1.8. SRS R B AFH B FIE X Policy Qualifiers Syntax and Semantics

ANE

Not applicable.

7.1.9. REE P MY BRI BN Processing Semantics for the Critical

Certificate Policies Extension

AEH

Not applicable.

7.2. EPBEEF)E CRL Profile

GDCA s 1%k CRL, HH Ay fliH .

GDCA issues CRL regularly for the subscribers to query.

7.2.1. k4= Version Number(s)

GDCA HUE-T5 48 51126 K F X.509 v2 %K.

CRL issued by GDCA is formatted in accordance with X.509 v2.

7.2.2. CRL Ml CRL % H¥ " BI CRL and CRL Entry Extensions
GDCA MIE 51 (CRL) A& —Mi A I A8 H.4id 2745 44 1) SR e+
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fIZ1%. CRL %k # /& CA, GDCA iliid kA CRL 12t E s A AUy IEFRPIRE

=

Bt o

1.

CRL [Mhii A5 : FRIEE CRL MIMA(E S, GDCA FKH 12 [F X.509 V3 i -iXf i
(] CRL V2 fiiA

K5k GDCA KM shal RSA. sha256RSA. sha256ECDSA. SM2 K ECC %44
e

MR : FRESRIMN DN 4, HER. & 1. Y. A TS 4 %4
Jio

RN B) s HEE AN E A T, LA BAAS CRL R AR 1 (8] o

SRR FRE A HW A, AR R —Ik CRL 2R AT RIS 8] (AR
S| (56 FHAZ 480 6

HEFIETFIR: 182 DM IERSIR . AFIFR B EH U7 515 FHIE 51 il
B B0 1 AT )

MR ZHFRRAT (lssuer Unique Identifier): Z<TibRR ] SKIGIEAE CRL E254
WATHEH. EReFIE— CA EH AR H.

B AR EIZI, WHiZ CRL % B R UM A K R . XF T H 4% SSL/TLS
IEHZE KRR I CA, # CRL % H 25X R CA Bt 2t CATEFR, WAk
Hi% CRL A HY BTl X T AR SSLTLS iF-BAKE AR M CA, WIATHET
LU 5 00 1 B R 1% CRL 2% H ™ & -

CRLReason {14 unspecified (0). A #AUHEE A, W GDCA @hZi44 s
reasonCode %k B I CZIAF & IR ZR) . #5 CRL 2k H 2%t SSL/TLS i Pk,
Il CRLReason {4~ Ay certificateHold (6).

W E T reasonCode ¥ & i, 1] CRLReason {44 RFC5280 LAk A CPS %5 4.9.1
Hh B G B

CRL is a revoked certificate list with time stamp and digital signature. The issuer of CRL is CA.
GDCA provides certificate status information through releasing CRL.

1.

CRL version: It refers to version information of CRL, GDCA adopts CRL V2 corresponding to
X.509 V3 certificate.

Signature algorithm: GDCA adopts shal RSA, sha256RSA, sha256ECDSA, SM2 and ECC
signature algorithms.

Issuer: It refers to DN of issuing authority, including country, province, city, organization,
department and common name, etc.
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4.

5.

7.3.

Effective time: It refers to date/time which indicates CRL issuing time.

Update time: It refers to date/time which indicates next issuing time of CRL. (It's an enforced
field in this CPS).

Certificate Revocation List: It refers to a list of revokedcertificates. The list contains certificate
serial number and certificate revocation date and time.

Issuer Unique Identifier: It is used to authenticate the public key which is used to verify
signature of CRL. It can distinguish different keys used by the same CA.

Reason Code: If present, this CRL entry extension shall not be marked critical. For CAs
technically capable of issuing SSL/TLS certificates, if a CRL entry is for a Root CA or
subordinate CA certificate, this CRL entry extension shall be present. If a CRL entry is for a CA
not technically capable of causing issuance, this CRL entry extension may be present or
omitted, subject to the following requirements:

The CRLReason indicated shall not be unspecified (0). If the reason for revocation is
unspecified, issuing CAs shall omit reasonCode entry extension, if allowed by the previous
requirements. If a CRL entry is for a SSL/TLS certificate, the CRLReason shall not be
certificateHold (6).

If a reasonCode CRL entry extension is present, the CRLReason shall indicate the most
appropriate reason for revocation of the certificate based on RFC 5280 and section 4.9.1 of
this CPS.

FELRIEFIRA MY OCSP Profile

GDCA KH IETF PKIX TAEHF K HI—MELIUEIRZA L (Online Certificate

Status Protocol, OCSP, RFC6960), %W iE X 1 — FibntE B35 KA R A5 B k% =X A
WIEF & SRS 1. /£ GDCA B J7 Pt T4 OCSP iy % /7 i J- 44 it GDCA B J7 M
i R AT OCSP #A/E U I BEATRC &, B GDCA HIEZRIEH RS A I ikS: . GDCA
R R OCSP i B 22 /040 5 BLR ik () OCSP ALAL HE AR I A A 25 -

o g &~ w bdh P

Version: %/ i {if I ) OCSP WM [FIA 5 ; GDCA ML IEFS IR BN v i
signatureAlgorithm: %% OCSP H%&%.

responderlD: 25 OCSP MR . 28K H A1) SHAL Hdls 1 E AL AIIEF EL ] 44 -
producedAt: OCSP i 3% AF B 1) H BAFITH ] .

Signature: OCSP i Sy B 3 7254 .

Nonce(— X PEREHLEL): FERA 1R B H 5 —1> requestExtensions A2 & 1 B i
S responseExtension A% & H AL E — RMERENLEL, By b ERSGE .

UEFIRES: IEBRIRIPIRE, GG HEEAAR .

# OCSP MRS 2 NIRIE a4 CA IEFFRML, HiZ2RiE - Opdey, W7E

167



[] SR RIXZIRIGBEIRDE
m (RO TR e Secun ity AThonityg Coe Lo GDCA %%‘U\‘L[E—\J_k%%m)rlu (V6. 4 ﬁ}i)

CertStatus 1) RevokedInfo 41, revocationReason B W25 & .
CRLReason W ZUNZ CPS i 7.2.2 & /1 R VR PR A A o

GDCA adopts an Online Certificate Status Protocol (OCSP, RFC6960) developed by IETF PKIX
working group. This protocol defines a standard request and response information formats to query
whether a certificate is revoked. Subscribers can download the OCSP query client from GDCA
official website and follow the OCSP guide book published at GDCA official website for
configuration. Then subscribers can use GDCA's online certificate status query service. OCSP
response message issued by GDCA contains at least OCSP organization basic domains and
contents described below:

1. Version: OCSP protocol version number used by client. The version of GDCAOCSP is v1.
2. SignatureAlgorithm: Algorithm used for signing and issuing OCSP.

3. ResponderID: ID of entity who issues OCSP. It consists of SHAL of issuer’s public key and DN
of certificate.

4. ProducedAt: Date and time when OCSP response message is generated.
5. Signature: Digital signature of OCSP response message

6. Nonce: The nonce, which is used to prevent replay attacks, is included in requestExtensions
variable of state request message and responseExtension of response message.

7. Certificate status: The latest status of a certificate, the status can be valid, revoked, and
unknown.

If an OCSP response is for a root CA or subordinate CA Certificate, and that certificate has been
revoked, then the revocationReason field within the RevokedInfo of the CertStatus shall be present.

The CRLReason indicated shall contain a value permitted for CRLs, as specified in section 7.2.2 of

this CPS.

7.3.1. h4~5 Version Number(s)

RFC6960 & X [1] OCSP fi A o

The field conforms to OCSP defined in RFC6960.

7.3.2. OCSP &R A M 4L OCSP Request and Response Resolution

—> OCSP i KR & UL 8 PSR IRSSZSR . HAREP AR iR iy e
TS, TEBZ—AMERZ G, OCSP H 45 vty M 8L A iR 47 40 " A Ul
o {5 EIEM 1L
® i R 55 A A B PR A SR AR 55
® IEREE TN AR S ERGEE, WREM N RF B2, B4 OCSP
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MR 55 g A — NERE R A, 3R el — AN B el 2
Protocol version, service request, target certificate identifier and optional extensions, etc.
After receiving a request, OCSP server does the following tests during response:
® Information is formatted correctly
® The response server is configured to provide the request services

® The request contains all the information needed by response server. If any pre-condition is not
met, the OCSP server will return an error message. Otherwise, it returns a determinate
response.

PRA#E R R Z A H GDCA IERRE A E TR TS, TERPIRSOIE.
WEBA R CREE. KA. BIEAE R H LR 5 2
® [N GiEEKIRA
M 2 55 7 44 PR
Xof 17 SR SAIE 15 1 [ 2
RIS
B TR BRI RS
X el 2 A5 B B 2 4

All determinate responses are signed by GDCA certificate issuer. The main response statuses are
valid, revoked, and unknown. The response message consists of the following components:

® Reply syntax version
® Response server name

® Response to the request client certificate

Optional extensions
®  Signature Algorithm object identifier
® The signature after the response information is hashed
WER AT, OCSP JIjgsdeik ol — AR S, XhR{EEKHE GDCA IE1%
REFHANZES . WG R R EOHE:
RIERR AL HE R (malformedRequest)
M EF4E % CinternalError)
HHE I (trylater)
TEL 4 (sigRequired)

FFZHL (unauthorized)

If an error occurs, OCSP server will return an error message, which doesn't contain key signature
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signed of GDCA certificate issuer. The error message includes:
® malformedRequest

® internalError

® ftrylater

® sigRequired

® unauthorized

7.3.3. OCSP # B OCSP Extensions

ANEH . XFT SSL/TLS iE+5, OCSP i [ singleExtension A1 7 CRL 2% H
reasonCode § & i .

Not Applicable. The singleExtension of an OCSP response cannot contain the reasonCode CRL
entry extension for SSL/TLS certificates.
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8. INMEFL# &+ M H b P45 Compliance Audit and Other

Assessments

8.1. IHLEHIBEEIER Frequency or Circumstances of Assessment

GDCA 25 P AT — IR — B i i Rz B 0rfh, R R EE > 3% 5 1iE
PREATVRAS, DLERIEUE TR S5 (vl S vk e vl # vk, i ECAAE 1525 GDCA
TrustAUTH R5 ROOT iE-f5. #rZ i R5 R CA iE+:. GDCA TrustAUTH E5 ROOT 1iE
FRER I G CA Fras K1) SSLITLS RS54+

GDCA conducts an internal compliance audit and an operation assessment each quarter to ensure
the reliability, security and controllability of certification services. We extract at least 3% of
certificates for assessment. The extracted certificates are SSL/TLS server certificates issued by
subordinate CAs of TrustAUTH R5 ROOT certificate and #{2H1{ R5 fR CA certificate and GDCA
E5 ROOQOT certificate.

BT PR TR RIPPAG 4L, GDCA IEHEE ML ¥ i v iS55 BT, 4218 WebTrust X
CA IR AT 150 o H ANV A

1. AR P NRIEAME R TELZ) . CGRTIERSEHINEG) SR, H4E
—REEZ XGRS A

2. GDCA R IE K L HRI I ER . [H A SCHRUERIA CPS 111 Sz & il
5, FRHRN VAR R R TR, R A AT — IR I PP A, BLEEX GDCA
WHT LA (RA ZH %) MVFEH .

3. GDCA HEEMALI i 55 i, 4%/ WebTrust X CA B LHRUN, R4
AT — RO R ANV A o

4, GDCA FFHEAT — AR PG AR, IR0 B S54RI B, 1Al B A &
A AT REME BB IR E, JEVEAL E AT RO SR . B R G LR I 1 R
JSERE AU, ARHE U PR AL, G SERE I AERRIR G AR R W AR

In addition to internal audits and assessments, GDCA also engages external audit firms to perform
assessments and evaluations according to the CA requirements of WebTrust on CA.

1. GDCA is assessed and inspected once a year in accordance with the "Electronic Signature
Law of the People's Republic of China", "Measures for the Administration of Electronic
Certification Services" and other requirements by administrative authorities.
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2.

8.2.

GDCA conducts operations and services according to the requirements of state’s authorities,
the specifications of state’s relevant standards and this CPS. GDCA shall conduct internal
assessment and audit to other entities (including RA or LRA, etc.) in GDCA at least once a
year.

GDCA engages external audit firms to conduct assessments and evaluations once a year to
be compliant with WebTrust for CA.

GDCA performs a risk assessment once a year to identify internal and external threats, and to
evaluate the possibility of occurrence and potential damages, and to assess if the current
strategies, technologies, systems and relevant measures are able to mitigate these risks.
Based on the risk assessment, GDCA develops, implements, and maintains a security plan
consisting of security procedures, measures, and products.

P& B B 413 R 1dentity/Qualifications of Assessor

GDCA N IBH T, B GDCA %4 5RHEZ: 1o 1 on A 235 5 1 1 & T PPAt /N e

HH PP AN AT T AT

A w0 o

GDCA BSiE I AN LAY, BiZHE A& LU RB

WARGVFR I ROV I, 7R AR =H R

TR ENE B2k R, BEMEZ TR, PKI BIR. FRAEFIHRIE;
H&RERGS TR ARFI T A,

B AU R

Cross department audit assessment group organized by GDCA Security Policy Committee

performs internal audit of GDCA.

External auditors which GDCA hires shall have the following qualifications:

1.

2.

8.3.

1.

Must be an authority which has been licensed and has a good reputation;

Understand computer information security system, communication network security
requirements, PKI technology, and related standards and operations;

Have the expertise and tools to check the system operation and functionality;

Be independent.

TP SR Z B )< R Assessor’s Relationship to
Assessed Entity

GDCA H it B 5ANM R E B A WS-8 5L V5484 5L LAE R AL ANRE
B

‘H. o

172



[] BSHENNIERAERAE
Soen T GDCA HEL - AEMV SR (V6. 4 J5D

2. HNERVEALE (15 27 Mk 3R] SRS TS5 i LK AR LR AT GDCA 2 Ta] &
MSLHIR AR, BAEMTRDLSS . WASAER, B H e AR TR 50 2 2 LA PR Y
FRNE, VRS ERLDSL. A IE. A AN GDCA HEAT 1A .

1. Segregation of duties is required between the GDCA auditors, and the GDCA system
administrators, business administrators, and business operators.

2. The external evaluators (information industry department, independent audit firms and other
authorities) and GDCA are independent from each other. There are no business interactions,
financial transactions, or any other interests that could affect the objectivity of the assessment
between the above two. Assessors should evaluate GDCA in an independent, fair and
unbiased attitude.

8.4. VHHAZA Topics Covered by Assessments

GDCA w1 vk LAEEHELL T %
1) ARG R T 0 1S
2) e TARGREAIH B2 15 2™ R <
3) A AEIL CPS. kIS HIVE AN % 4 R IT AL 555
4) FHFHE. CREETEE, BEAE R
5) & T AAAE A AT REAEAE A 22 4 KU
58 =07 BT IM S5 i B WebTrust For CA RIVEKIZEKR, X GDCA #EAT ML & it .
GDCA's audit contents include:
1) Whether the security strategy is fully implemented
2) Whether operation procedures and processes strictly followed

3) Whether strictly following the CPS, business specifications and security requirements when
conducting authentication services

4)  Whether all kinds of logs and records are preserved and if there is any question
5) If there’s any other potential security risks

Third-party audit firms perform assessments and evaluations on GDCA to be compliant with CA
requirements of WebTrust.

85 XMMEBEASAREXEKFEH Actions Taken as a Result of

Deficiency

X T AU 45 R P el A, p o It AN D D TR Y DR RE AT
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BEAT Y55 Ao RN 5235 (A 0 o 58 BOKT B T2 B eSodE J S & BB T) 7% 1 ¥ T E PP /N
PR 25 itk TAE iR

X1 GDCA BBGE MR (87 THE5 R, WnZ AU IEFE#EITiE R A CPS J GDCA il
SE AR S- BTG 14T, GDCA K T LARIIE, A B 5T 4 H AL B (X 247y, R
W% GDCA MIZRIEATI 5 e ph . bS5 MAT A1 P2 AL, GDCA 4%k
SHZA LR I B F IR 554 AR

5= H IS BT e S, GDCA % I TR AT B, JE 2 Ik
AT AR o

Audit assessment group monitors responsible departments for improvements and complete status
of issues that were mentioned in audit reports. After improvement of audit results have completed,
various functional departments should submit summary of improvement to audit assessment group.

For authorized RA mentioned in GDCA's audit report, if they are violating the CPS and other
business standards defined by GDCA, GDCA will stop the above behaviors immediately and ask
them to make changes in accordance with the requirements of GDCA.GDCA will terminate relevant
authorization of electronic certification services of RA if the above behaviors are seriously violated.

If assessments of a third-party auditor firm are completed, GDCA will rectify in accordance with the
audit reports. GDCA will be evaluated again after the rectification.

8.6. VHMLE4RIMEESE KA Communications of Results

GDCA 5 T2 SR [ AL & HARE & 1 LA R o 0138 S R 5 LR 3k 47 1 2
e, SHATEEIE RRIT A FR R, GDCA ¥ I AT Fd

5= TS A SE R, X TR TS SR, i@ hitps://www.gdca.com.cn
WSl EAT AN AT o AT AR 3 =07 T A3 VP A% S AT N PP 285 SR Bl AU RS B, A 2 o B
ffilnl GDCA RKEEAIMH A, HAEfS GDCA MR, V5 H HE BRI
GDCA B 7EIX T [HI VAL o

Audit results are formally informed to relevant departments of GDCA and related RA. GDCA will
notify the subscribers of any potential security risks timely.

If the assessment from a third-party auditor firm is completed, the audit results will be published at
GDCA website (https://www.gdca.com.cn). Third-party should communicate its purposes and
methods to GDCA in advance before notifying the evaluation entity on the assessment results or
similar information, except otherwise defined by law; GDCA reserves the legal rights in this part.
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8.7. HiPfh Self-Audits

8.1 &y,

See section 8.1.
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9. VERFAEAH ARV 523K Other Business and Legal Matters

9.1. %%H Fees

9.1.1. WEHE KT Hr Certificate Issuance and Renewal Fees

GDCA AR S (1 L D AEAR SR 55 AU IR P37 P S s i, BLAR 5% ADRE
W T T S R A A8 BB T T E - GDCA A BURSE T IR L, XA RILT P Ak
FHE HE AN TR e Bl S DL R Tt

AR GDCA 253 I CH 4R BN A8 Al GDCA A A& A —80, BAFMCH R
% i
GDCA can charge subscriber certification fees for the digital authentication service provided. The
specific charge will be determined by market rules and regulations of relevant administration

department. GDCA has the rights to launch different charging and discount policies targeted to
different subscriber groups.

If the price specified in GDCA agreements with subscribers is different from the one published, the
agreement price prevails.

9.1.2. IF 22 A Certificate Access Fees

FEVEFAROAA, XHZIEBE S TE R, HAT GDCA AU E M. RIEH
PRI RIRA R TR K, T2 GDCA ISR B, GDCA K5 H P ik s W21 iR
2 I o

an SRR B A W R Y R BCSE A7 AR T A2 L, GDCA ¥ o e I AR N b
https://www.gdca.com.cn | A AT .

Currently, GDCA doesn't charge for inquiry during the certificate validation period. Unless the
subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with the
subscriber for appropriate charges.

If certificate inquiry charging policy has any changes, GDCA will promptly post the changes at its
website (https://www.gdca.com.cn).
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9.1.3. B BURSE BB WA Revocation or Status Information

Access Fees

GDCA X FEH AR A, H AT ASCDUEAT 5% F o BRAEFT 42 H R R oK
i 22 GDCA CATEAMA T, GDCA 5 F - ¥ i SRSz e i 9

an B FOIR A5 15 B A i 2 BUR A AR (T2 16, GDCA K 2 S I 78 9 i
https://www.gdca.com.cn -7 LA AR

GDCA currently does not charge any fees for the certificate revocation and status inquiry. Unless
the subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with
the subscriber for appropriate charges.

If revocation and status information inquiry charging policy has any changes, GDCA will promptly
post the changes at its website (https://www.gdca.com.cn).

9.1.4. HABRARZE B F Fees for Other Services

1. i ) GDCA ZEUARR ) CPS B AAH VRNV S fFIY, GDCA & Ek
R A 7= A S 2 A B T AR 9

2. GDCA Kt [r] I F S (e o AAf /v o A OGRS, GDCA 78 51T 7 mli oA S
B S AR BRI

3. HAth GDCA WZEiE v R Bt % 2 FH, GDCA Mo it A, LR
i

1. If subscriber requests paper version of CPS or other related documents from GDCA, GDCA
will charge postage and processing fees.

2. GDCA provides certificate storage media and related services to subscribers. GDCA declares
the prices of above items in the agreements signed with subscribers or other entities.

3. Other services fees that GDCA may or will charge will be published timely for referencing.

9.1.5. 1B # K Mg Refund Policy

GDCA 1T P WX 9 . B 7 k5 o 37 R0 58 2 FH 8 D e BE bl o] LUIRIE 41,
GDCA AN F AT 2 F

TESEHEE P EE MR BRIEFEF, GDCA 57 ™% FEERE P FI SRS . R
GDCA & T 4% CPS il g I ST B & B K 5%, i1 v LAZESk GDCA #EHE 15 9F
iBFK. 7 GDCA 44 7T P HIEF )5, GDCA #4537 RIEAT /2 o HiF %A+ i S0 A3 0 2%
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R4 BB IE AT 1
BB R RIS AN PRV P 15 2 2 e i 2
SERGE G, 1T R Ak E FiZAEH, GDCA BB 7t Hak Bt i/t

GDCA does not refund any fees to subscribers except fees charged for certificate application and
renewal because of specific reasons.

In the process of the certificate operation and the certificate issuance, GDCA complies with strict
operating procedures and policies. If GDCA violates its defined responsibilities under this CPS or
other material obligations, subscribers can request GDCA to revoke certificates and refund. After
GDCA revokes subscriber’s certificates, GDCA will immediately refund the full amount that
subscribers have paid for the certificate application.

This refund policy does not limit users from obtaining other compensation.

After refund completion, if a subscriber continues to use the certificate, GDCA shall investigate
his/her legal liabilities.

9.2. %3 4E Financial Responsibility
9.2.1. PRI JE R Insurance Coverage

HILFFITE B4 GDCA Hiih g, IEFIT . My 8 n] LU GDCA 7&4H
1 TAT (08 B E R 5 BR M)
® GDCA MIEPHI M R AT P LAMAEE =77, SB0T 8l Kl 8 281k
4
o i RGET ARG G VIR, GDCA KRIVETIA% R TIE, FEUK
T 7 T8 SZ AR
®  GDCA RAFEEUEERAT P ES (S BT H XM K T 81, S807T
F B T 2 R
® T GDCA [f))5 M S BOIF AV B i B BT, ST 7 sl (o 8 52 45 0K
[#; GDCA A AE S U IE 15 ) 5
®  GDCA X TARMTUEASIT /7« A5 55 SEARAT SGUE-BIEE IR & T ST BRI E AN
PGS A% (¥ 10 i
XF T EV SSLAEF AT EV AR 4R+, IR 2 AUBAE s & A i) (GDCAEV ik
PGS Yo x5 T55 8 B 5 IE%, GDCA Hm] LU R B A 1
FIATLYEUE PG4 480 E IR
If the following circumstances occur and is confirmed by GDCA, certificate subscribers, relying
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parties and other entities can request GDCA assume compensation liabilities (except for statutory
or contractual exemptions). For the certification services for a particular application scenario, GDCA
may stipulate other maximum compensation amount.

® GDCA issues certificates to a third-party instead of the subscriber by mistake, which leads to
losses of the subscriber or relying party.

® After GDCA knows the fact that subscriber provides fake registration information or data,
GDCA still issues certificate, which leads to relying party suffering losses.

® GDCA issues certificates without authenticating subscribers’ application and it leads to the
losses of subscribers or relying party.

® |f the private key of the certificate is deciphered or stolen due to the fault of GDCA, which leads
to the subscriber or relying party suffering losses. GDCA fails to revoke the certificate in time.

® The compensation maximum amount shall not exceed 10 times the purchase price of the
certificate.

Compensation liabilities concerning EV SSL certificates and EV code signing certificates are
stipulated in the latest version of the “GDCA EV CPS”.

9.2.2. HAME = Other Assets

AEH .

Not Applicable.

9.2.3. X B A& LA RKERE LR Insurance or Warranty Coverage for

End-Entities

GDCA UiE | 74 CPS e FIER ST, WEFIT /' (ki &Sk mT LA i GDCA
AR TT GRS E Tt BRoh) . f£4 GDCA HilJa, AT LAXHZ SR TG
R A% B P12 T
1) GDCA FTf Ml tE LS AR AT 9.2.1 M ARTERE, BiEE&FAEmT

WP A PR, A4 PR AT LA GDCA MRIETE LB 2, GDCA 2%

158 5 I DU SLZ 8 FAH DG 2 N .

2) GDCA R TEUETA RORR P AR T4 26 8 £ T AT

If GDCA violates the provisions of this CPS, certificate subscribers, relying party and other entities
can request that GDCA shall assume the liability for compensation (except for statutory or
contractual exemption). After confirmation, GDCA can compensate for the entity. Limitations of
compensation are as follows:

1. Allthe compensation obligation of GDCA shall not exceed the insurance coverage stipulated in
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section 9.2.1.The amount of compensation shall not be higher than the compensation
maximum amount. GDCA can reset the compensation maximum amount. GDCA will notify
relevant parties immediately after the reset.

GDCA only assumes compensation liabilities when the certificate is valid.

9.2.4.

FAESBR Liability Exemption

A THIEIRZ 1, N%kk GDCA Z TifE:
I PHE RIS A GDCA HUFiE By, At X552 —1:

1.

1)

2)

3)
4)

5)

6)

7)

WA AR, Se8 . HERMARIAIG S, AR, TRk
LIENSY

V8223 RS GDCA P KB Il B EAA M LR PIN 5, AN3HtE PIN
) e B UE P AR B R A AT AR

VTPAER B A B B T, RS TR 2 A RS
WPMR BT AL O RESE RO RER, Y K 5 A
GDCA JAHR S T7, F&&1hAd iz i 125 44 il /R 20

VTP EASE P R 3 B 0 200008 5 [ 5 (At . VR T BO 2 B . N1 5
FAUEFAEy GDCA HLE {8 FH 3G Bl &b iy FL A AT AT FH e A 1 «

VTP AR A 2 N A FZAE s A ke Rek . cid
AR B WS B UE T

VTP USSR E 3205 ) GDCA B il 5552 B ri A8 9l 55 9

If one of the circumstances below has occurred, the responsibilities of GDCA shall be exempted:

1.

If one of the following obligations are violated when subscribers are applying and using GDCA

digital certificates:

1)

2)

3)

4)

The subscriber has the obligation to provide real, complete, accurate material and
information, and forbid to provide fake, invalid materials and information;

The subscriber shall properly keep the certificate carrier issued by GDCA and protect PIN
code, and forbid to leak the PIN code or deliver the certificate carrier to others at
discretion;

When the subscribers are using their own keys or certificates, they shall use reliable and
secure systems;

If the subscriber has known data used for making electronic signature (private key) has
been compromised or may have been compromised, he/she should inform GDCA and
related parties promptly, and terminate the use of data used for making electronic
signature;
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5) Subscribers shall abide by national laws, regulations and administrative rules and
regulations during the use of certificate. Subscribers are prohibited to use the certificates
out of the scope which specified by GDCA,;

6) Subscribers must use the certificate within the period of validity. Subscribers are
prohibited to use certificates that have compromised or may have been compromised,
expired, frozen or revoked;

7) Subscribers have obligations to pay the service fees to GDCA and local service
acceptance points promptly.

2. HTAAHAERN SEECTIERE R EE, Tl TiESR, BEE, &
1L BB M E RS 1 AT MEZ “AATHi”, RIEARTUL. ARl %
FEARESEIR B R DL, BLFE(EANR T
1) BRWUREFBRRKE, QR LK. Wi Jeam. S5, 3K,

o, B NEE RIS
2) MR, HEREEMSEBUTT N, SREBUTHUCHT IEGE . AT
P, B, B BEELSA SR .

2. If the certificate has problems of issuance in error, delay, interruption, failure issuance,
suspension, or termination in all or parts of the certificate services due to force majeure.
"Force Majeure" refers to unforeseeable, unavoidable and insurmountable circumstances,
including but not limited to:

1) Natural phenomenon or natural disaster: earthquake, volcano eruption, landslide, debris
flow, avalanche, flood, tsunami, typhoon and other natural phenomenon.

2) Social phenomenon, social abnormal events or government actions: the government
issues new policy, laws and administrative regulations, or other social abnormal events
like war, strikes, chaos, and etc.

3. A GDCA [ £ B 45 i b SRR B ) BB e PR R AR ZEIR L ik, T8
AR, BT S AREGH A IE T RS 1 ARTATIE 2 “HRHE” 5] )R
AL AN R T
1) AR
2) KEREALANE ). EAE. EIREETEG
3) MBEIL:

4) GDCA 15 85 B8 25 i i

3. If the certificate has problems of issuance in error, delay, interruption, failure issuance,
suspension, or termination in all or parts of the certificate services due to equipment, network
or other technical failures of GDCA. "Technical Failure" refers to the following circumstances,
including but not limited to:

1) Force majeure

181



[] BSHENNIERAERAE
Soen T GDCA HEL - AEMV SR (V6. 4 J5D

2) Failure due to relevant departments such as electricity, telecommunication and
communication departments

3) Hacker attacks
4)  Equipment or network failure of GDCA

4. GDCA CLETHMIENE | EZER . EUE BCAIE R VGEL S F, A ik
FEAE

4. If GDCA has been compliant with certificate authentication rules defined by national laws and
regulations, but the losses still occur.

FESAETANTUH , A LN T R 2 G 58 3 o U AT A E AR S5 88 T TR 53
G

FERE ST AR VR I ZORAN (B H TR IE B HAINIEF 3RS ) iSLat b, N IE
B AN T YA AR S5 & HR TR LARSRAT 9, AR+ GDCA B RIESS
(RIAS JE BB 2T 51 RS SR AI R A%, GDCAL 1T 7 ARG 7 ot 8 s R H IBURT .53

For the certificate of Hong Kong-Guangdong mutual recognition, the responsibilities of Guangdong,
Hong Kong governments and electronic authentication services departments will exempt their
responsibilities if the following circumstances have occurred:

On the basis of compliance with the relevant laws and regulatory requirements and the " Hong
Kong-Guangdong mutual recognition of electronic signature certificates certificate policy", applying
in the certificate of Guangdong Hong Kong mutual recognition and electronic certification service
departments and related behavior, any responsibilities and compensations caused by shortage and
negligence of the GDCA or related certificate, GDCA, subscribers and relying party can’t claim the
responsibilities from Guangdong and Hong Kong government.

9.3. M55 BRE Confidentiality of Business Information
9.3.1. {73545 B Scope of Confidential Information

7E GDCA =Bt f 7 IEAR S, BUNE BN IR E (S B

1) GDCA il " I F 2544 S 5

2) WG A&, RS BB, IR ENREE, X245 55 GDCA MK
REFE, RAZEH T RANSEHEATTDES . BRIEHEER, RA7EA A S
KA o

3) HAtirt GDCA F1 RA TRAF AN ANFIA BIE BN IRE, FRIZEZSR, An A6,

In the electronic certification service provided by GDCA, the following information is treated as
confidential information:
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1) GDCA subscriber’s digital signature and decryption key

2) Audit records including local logs, server logs, archive logs information, which is treated by
GDCA as confidential information. These records can only be accessed by security auditors
and business administrators. Unless for law requirements, this information cannot be released
outside of the company

3) Other individual and company information preserved by GDCA and RA and should be treated
as confidential. Unless for law requirements, this information cannot be released to the public

9.3.2. FETHEZEKSE Information Not Within the Scope of Confidential

Information

GDCA K LA ME B ANAREE B

i GDCA KATHIIEH A CRL HHIME B

H1 GDCA 3 #5. CPS iH 5 1 IE B Hems s {5 B

GDCA VI, R GDCA T " Jjfi], 7E GDCA Wub A IR ATHIE & o
Hofh: GDCA 15 M LR 2 P T A5k 1) A5 TR0 Hp 7

GDCA treats the following information as non-confidential information:
® Information in the certificate and CRL issued by GDCA
® Information in certificate policy supported by GDCA and recognized by CPS

® Information that is permitted by GDCA, only used by GDCA subscribers and published at the
GDCA website

® Others: The confidentiality of GDCA information depends on particular data items and
applications

9.3.3. 3 4 % {5 B B | /£ Responsibility to Protect Confidential

Information

GDCA 17 Z R S5 IRIF AT 9.3.1 il MR % (E BT S X5

GDCA has the responsibility and obligation to protect the confidential information described in
section 9.3.1.
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9.4. MABEFREE Privacy of Personal Information

9.4.1. BEAALREE 7R Privacy Plan

GDCA B HIEHIT AN NGB EEAAL, PRIE T 438 JE [ 00 A N B RHEFA LRI /Y
FARRUE St o [FJR, GDCA Kl 4 AHR 53 4% 38 M 22 4 RIS AR XSS AR AAZS
TIRE o AR NEFARIF IS BUR A LIFE GDCA B M (https://www.gdca.com.cn/)
BEAT AL

GDCA respects the privacy of the certificate subscriber’s personal data and guarantees to fully
comply with the relevant national laws and regulations. In the meantime, GDCA requires all
employees strictly comply with security and confidential standards for personal privacy. Policies in
relation to the personal privacy protection can be found at the GDCA website
(https://www.gdca.com.cn).

9.4.2. PE R RaFA AL K115 B Information Treated as Private

Fr 7 SRS B LSRRGS E B AN, 1T SR AR AT SR gL
HNFSAKEEE, GDCA 5E LA E BOIEASIT 7 AL E B -
® i HIARGES SIS SRS AN
® iR,
® I/ B E AN ESE .
® iIJHIRITIKS .

Except for the information already included in the subscriber certificates and the certificate status i
nformation, other basic information provided by the subscribers is deemed private. GDCA defines
the following information as certificate subscriber’s privacy information:

®  Subscriber’s valid documents number such as ID number, organization code
®  Subscriber's telephone number
®  Subscriber’s mailing address and living address

® Subscriber's bank account number

9.4.3. AR K BaFA K142 B, Information Not Deemed Private

GDCA & L AFHEARR T LU MG BABAM NI 7 RS ALE B -

The information of certificates subscribers not deemed as private by GDCA include but not
limited to the following:
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WPk B
R ALY
VT 845 i BB 2 1 o
T LT R AE

Subscriber’s name, organization name
® Subscriber’s gender, organization nature
® Subscriber’s postal code of mailing address

® Subscriber’'s email address

9.4.4. BRI BERL B 3T 4E Responsibility to Protect Private Information

GDCA H ZE R SR AT 9.4.2 FHUE IIES HEH DM AR THES X5

GDCA has the responsibility and obligation for proper custody and protection of the certificate
applicant personal privacy described in section 9.4.2.

9.4.5. FHBRAEBREN S ERZE Notice and Consent to Use Private

Information

GDCA Hf R HUE 4 P R ORAIE T 7 N NBSAL, JRREREUT 521 2 4 T BURY
CAFHH N NBRAAME B o BRAFMRIEZ R BEUR 1 sR I vERUE , ERASENE-BIT 7 VFnT
Z AT GDCA fRAIEASAEIEF T B E A IEH 1 N BRSNS A5 B e ey
KIE=T7 (BTN,

GDCA takes appropriate steps to protect the certificate subscriber's personal privacy, and takes
reliable security measures to protect stored personal privacy information. GDCA guarantees not to
provide the certificate subscriber’s personal information, except personal information written in the
certificate, to unrelated third parties (including companies and individuals), without the permission
of certificate subscriber, unless base on provisions of the law or government.

9.4.6. WRERBRITEREFTE B E Disclosure Pursuant to Judicial or

Administrative Process

AT E GDCA SEOEAR R (k50 HI 2 A OGS BN, GDCA i #gfitan T

o IISHIEEAMEE.
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® i NInEE NS L .
® )X GDCA I3 ) 6 g 1 45t o
® GDCA R Z ML ER MR N RIR AR E B .

When administrative organization requires GDCA to provide subscriber’s information of
corresponding certificates, GDCA needs to provide the following information:

®  Subscriber’s basic information
® Information encrypted by subscriber’s personal encryption key
® GDCA website login information of subscribers

® GDCA will provide related information to law-enforcement officials in accordance with the law
requirements.

9.4.7. HAhfs BB E BT Other Information Disclosure Circumstances

UARAEASIT 2R GDCA SRR 2 7 SRR 55 SO AR =5 i, GDCA I 5
SHEAE AT P I R 44 AR 27 bk 4545 SR A28 = i35 A v

If certificate subscriber requires GDCA to provide some particular customer support services such
as mailing materials, GDCA needs to send the subscriber’s name, mailing address and other
related information to a third-party such as mailing company.

9.5. HIRFEAL Intellectual Property Rights

® GDCA ZA AR FANHIET LA S GDCA $4E i BT B 43 AR A o

® GDCA XMEFIEBRAPMF RA AR LB Flai 7 4.

® GDCA AR R A A R4

® GDCA Riufi EAARII— V)5 B8 GDCA 7™, K% GDCA i, filt AARE
BT AT N .

® GDCA RATHIEF A CRL #°45% GDCA LM77

® IAMEEE RIS FIRYE A GDCA W7,
® JHkF R HFET GDCA s SR B 4 (LA R AR DND LA K AZAs rh ik 25 2%
Ut SR FE S, Y8 GDCA A=,

® GDCA reserves and remains full intellectual property rights for all the certificates and software
offered by GDCA.

® GDCA holds ownership, the right of name, the right to share the benefits for certificate system
software.
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9.6.

GDCA has the right to decide to use which software system.

All the information published at GDCA website is GDCA property. Without written permission of
GDCA, others cannot repost them for commercial activities.

Certificates and CRLs issued by GDCA are both the properties controlled by GDCA.
External operation management strategy and specification are GDCA properties.

The distinguished name (hereinafter referred to as DN) used to express the GDCA domain
entity in the directory and the certificate issued to the terminal in the domain entity are the
properties of GDCA.

iR 51H{R Representations and Warranties

9.6.1. B TFAE RS AL BIBRIR 548 4% CA Representations and Warranties

GDCA fEf i HL T IAIE AR 559 B A v iR T s

B RV P HIUE T 5 & GDCA [¥] CPS [ B Sl M 2R

W AREAT PSR SR, BEAEART 2T BUE A A m] e g
KRG CPS FYZER A& NS IE

TR RAEAS 5, SE B AHE A5 F i 35 VAR i AT g 43 9

BAIE FAE 0 FIFEIE S R B E R AR (B, BT S, RS T
A A4 A P AL HIAN L B A i34 B 1P 1 bk 470 {8 F A B8 i AL

BOAIE F I AL TR A R LA i F ARG TR, AR Bl F B IE 1
B UFUE 5 b BT 2 1 4B AE S R HERf 7% CorganizationalUnitName 13 2. 541 );

K6 AEHE it LAYk /MIEFS 32 8 “ organizationalUnitName” #1615 (145 BAEE IR S
(AT BB

WA CPS 3.2 (I ZER IS H 7 A [ B 47

# GDCA 51 FToKkEk, N GDCA 5i] F & VEA B H AT HAT T P i O8Us ,
ZAT FAT A CAI S8 1 15 R A7 ¥) Baseline Requirements 2523k ; 2 GDCA 5
VP g lR]— SR B 5B, ) H g A ARER EA Al i 25K

BRI AR S PR IE S ) 2 AR AS (B B O RER T ) B S 44 4 RAB 1) (24XT7)
NTFHIME B

During the process of providing electronic certification service activities, GDCA makes following

commitments:

Certificates issued to subscribers by GDCA must be in line with all substantive requirements of

187



[] SR RIXZIRIGBEIRDE
m (RO TR e Secun ity AThonityg Coe Lo GDCA %%‘U\‘L[E—\J_k%%m)rlu (V6. 4 ﬁ}i)

this CPS.

® Informs subscribers any known events, which will fundamentally affect the validity and
reliability of the certificate.

® Revokes the certificate according to this CPS.

® After refusing to issue a certificate, GDCA would immediately refund the fee that the applicant
has paid for the certificate.

® \Verifies that the applicant either had the right to use, or had control of, the Domain Name(s)
and IP address(es) listed in the certificate’s subject field and subjectAltName extension (or,
only in the case of Domain Names, was delegated such right or control by someone who had
such right to use or control).

® Verifies that the applicant authorized the issuance of the certificate and that the applicant
representative is authorized to request the certificate on behalf of the applicant.

® Verifies the accuracy of all of the information contained in the certificate (with the exception of
the organizationalUnitName information).

® Implements a procedure for reducing the likelihood that the information contained in the
certificate’s subject: organizationalUnitName attribute would be misleading.

® Verifies the identity of the applicant according to section 3.2 of this CPS.

® That, if GDCA and subscribers are not affiliated, the subscriber and GDCA are patrties to a
legally valid and enforceable subscriber agreement that satisfies the Baseline Requirements
and other requirements published by the CA/Browser Forum, or, if GDCA and subscribers are
the same entity or are affiliated, the applicant representative acknowledged the terms of use.

® Maintains a 24 x 7 publicly-accessible repository with current information regarding the status
(valid or revoked) of all unexpired certificates.

UEB 2T KA A, GDCA HitRIEF o 1015 B2 2 d Bk .

After the certificates have been issued and published, GDCA guarantees that the information
contained in the certificate has been properly validated.

9.6.2. VEMALM KRR 54 RA Representations and Warranties

GDCA MBI 1ES 5 i T IAE R S5 b 72w f) 7

1 SRARGBIERAT P AL R 56 4 77 & GDCA [¥] CPS [ BT SE 1 2K

2. fE GDCA “ERGIEFl , A2 UM AL 2 AT S 20E - S RS ER g H
[f5 A —5

3. TEMHLHE L CPS IR e, S ifa] GDCA SR Al HB % ik %5 Hid .

During participation in the process of electronic certification services, registration authority of GDCA
makes following commitments:
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1.

The registration process provided for subscribers is compliant with all the substantive
requirements of GDCA CPS.

When generating certificates, GDCA does not allow the inconsistencies between certificate
information and certificate applicant information due to mistakes of registration authority.

Registration authority will submit the applications of revocation, update and other services to
GDCA in time according to the provisions of CPS.

9.6.3. T P HIBRR 54842 Subscriber Representations and Warranties

iT 1 B2 GDCA ZRIGIE, MBHLAF GDCA. FEMHLI RS HGE B

P NAEH BL R &

® IR EEZ GDCA ) “HriiE FFiE ST FIA CPS BT 4RI 44k .

o TEIEPBIA RN AT 4

® T EHIE IR A LA AR A S RS R B SE . SRR AU, TR R AR AT
ROLER . GG RINERTHE. WRAERBN, AT AR E 7
BT BT VA SRR FHE T A SRR 538K, 3@ %0 GDCA i 424K
FRIIE 3 AR S5 HLA o

® ST FUERETE AN R AT AT Rk, BRI A S, IF
HAEBATRE AN, IEH2ARAE GERRATH. #ED, EBMAHERIT A
B g ] A o

®  [RIAELAT P AR UEN LI [ T T W SRR T, 1T ARAEAS SR AERLA (Bl
DIV NIOR|E

® —ZHZAUET, HIFRIRIT R MIEZ A CPS W T ok M &, JEmAB A2
FHRLEIT P 0

® —ZEZIUEH, W HINCYACH U T ST IRAORRER AR, 3 ATE 1
KRG, REE BN TR TR IEFAEH B k. ER . BB R AU

® RIHELATATR A GDCA Aznid (/B B s SR FH5E, BAREAER T S5
T P AE CAORIAE ~F5 R 25 PO 18 I /A ek 55«

® EPEA CPS Al il F Vi FEl AR A, JURHIE T F T2 BN BCHA 57210
i H 1.

® R4, AERMFEHEKET LI AN e MR R B S

® X F SSL/TLS UES, 1T/ STAEAN A5 TRilE R AEUEFS rh 41 Hh A =) 44 X6 L F) AR 55

RS
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® AR AL, ARBBL RO, NAZRIE GDCA HFHHIES:: 1)
IEASH IS BN B BOVRR IR BANERR S 2 2) IEH 5 28H R IR PR
FHEEin: 3) AILdaRY, AL 1258 nl BeAAS .

Once subscribers accept a certificate issued by GDCA, the subscriber is considered to make the
following commitments to GDCA, registration authority and related parties who trust the certificate:

Acknowledged and accepted all the terms and conditions of GDCA "certificate application
responsibility" and CPS.

The subscriber uses digital signatures if the certificate is valid.

All information that subscriber provides to registration authority during certificate
application process must be true, complete and accurate. The subscriber is willing to take
legal responsibility for any false or forged information.

If there is an agent, then both the subscriber and agent take jointly responsibility. The
subscriber is responsible for notifying GDCA and its authorized certification services
agencies any false statements and omissions made by the agent.

Each signature is generated using the private key corresponding to the public key
included in certificate by subscribers themselves. The certificates shall be valid at the
moment of signing, i.e. certificate is not revoked or expired. The private key for the
certificate is accessed and used by the subscriber itself.

Subscribers ensure that they don't engage in business performed by the issuing agency
(or similar institutions) unless they sign written agreements with the issuing agency on
such matters.

Once the certificate is accepted, subscribers are considered as knowing and accepting all
the terms and conditions in the CPS as well as corresponding subscriber agreements.

Once the certificate is accepted, the subscriber should assume the following
responsibilities: always maintain control of their private keys; use trustworthy systems;
and take reasonable precautions to prevent the loss, disclosure, alteration, or
unauthorized usage of the private keys.

Prohibited for rejecting any statements, changes, updates and upgrades published by
GDCA, including but not limited to modification of strategies and standards as well as
additions and deletions of certificate services.

The subscriber only uses certificate for the authorized or other lawful purpose within the
range specified by this CPS.

The subscriber use secure and reasonable measures to prevent the private key from loss,
disclosure, alteration and other events.

For the SSL/TLS certificates, the subscribers undertake an obligation and warranty to
install the certificates only on servers that are accessible at the subjectAltName(s) listed in
the certificates.
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® Subscribers of code signing certificates shall promptly request the revocation of their
certificates by GDCA in case of the following situations: 1) any information in the certificate
is or becomes incorrect or inaccurate; 2) there is any misuse or compromise of the
subscriber’s private key associated with the public key included in the certificate; 3) there
is evidence that such code signing certificates are used to sign suspicious codes.

9.6.4. R H 5 B R iR 5 AR Representations and Warranties of Relying

Party

AP A CPS [T HLE «

BAATE A7 7 190 LA PR A I 45

TEASHOET AT, SHEBME TR TIRE.

TEEHE TS AT, J8Id 25 CRL 5k OCSP #fiAIE 152 75 # i -

— B T e 2 e Hoph R RS 7 &3 SR, KBy B =Rt s GDCA
ORI IFEAT M, I HARHR R I B B 5 st A R4k

® RHELAEM KA GDCA Aznid MR B e, R FH5E, BLARE AR T S
TR (1948 SORTAIE ~F5 1R 55 (7338 T 0 A 5k 55

® Abide by all provisions of this CPS.
® Ensure that the certificate is used in prescribed scope and duration.
®  Verify certificate’s trust chain before trust the certificate.

® Before trust a certificate, verify whether the certificate is revoked or not through querying CRL
or OCSP.

® The relying party is willing to compensate GDCA for the losses and accept liabilities for any
loss of self or others, due to negligence or other reasons violating the terms of a reasonable
inspection.

® Prohibited for rejecting any statements, changes, updates and upgrades published by GDCA,
including but not limited to modification of strategies and standards as well as additions and
deletions of certificate services.

9.6.5. Hih2 58K FiR S5HIE Representations and Warranties of Other

Participants

GDCA MF i FIAMIE s Hofh 2 5 8 1 i 7k i
BN A CPS AT FLE -

Other participants engaged in GDCA electronic certification activities make the following
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commitments:

Abide by all provisions of this CPS.

9.7.

AR5 3T Disclaimers of Warranties

BrA CPS9.6.1 H I ARA/K# 4L, GDCA A& FH HABAE AT I 2 A ARE AN 355
AUEIERT P 5807 A58 MR 2.

AN AR B A P AR AT S0 B R LRI

ASKIUEFAE#E tHRE H I LAAM N AR AR AR 514 F

SEEFANE B, ke, 8 AR 9 T A5 1 U IR 25 R N7 b i ) 2 A R AR
BT

Wi A CPS9.6.3 /KN, EURKAG i A CPS9.6.4 Z/kikl, 13 LA%FAR
GDCA 2 5i{E.

Except for the commitments declared in CPS Section 9.6.1, GDCA does not assume any other

forms of guarantee and obligation:

Do not guarantee the statements of certificate subscribers, relying party and other.
Do not guarantee any software used in electronic certification activities.
Do not assume any liability when certificate is used beyond the prescribed purposes.

Do not assume any responsibility for service interruption and customer losses caused by force
majeure, such as war, natural disasters, etc.

When subscriber violates the commitments defined in CPS Section 9.6.3, or relying party
violates the commitments defined in CPS Section 9.6.4, GDCA can exempt from liability.

9.8. FPBRFAE Limitations of Liability

UEASIT S T A GDCA $R AL HL T IAIEAR 55 I RFE S 32 82k, GDCA

KRNI A CPS9.9 FE A PRI 2 51 4E

If the certificate subscriber and the relying party specialized in civil activities suffered losses due to

electronic certification services provided by GDCA, GDCA will assume limited compensation liability

no more than the amount stipulated in the CPS Section 9.9.
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9.9. % Indemnities

9.9.1. GDCA K F4E Indemnification by GDCA

U1 GDCA i T 4 CPS9.6.1 HH IR, 1F31T /7 K6 /7 55 5244 1T LI i GDCA
ARG ST (08 A E st BRIM . B RS, GDCA &IHAT PRI £ 57 1T::
1. GDCA BIEBHIRMZ KA USMASE =77, SECT P BURKE T 8 24051
2. MRV PRANAE RECBURMER . BTSN, GDCA 2R IIEH H L T 4RfE B,

SEOT P UK T 2
3. 1E GDCA HHAIT F#EA8 (5 BB BORMEE e R VAR 1B, BTSSR IA3T P2 28 R AIE 13,

S BT AN
4. T GDCA MEH SBOEFRHE M . ST WEE, SEOT P 8Uky 8 241k

¥
5. GDCA A S HEHUET, S EURMUT -2 1K1 o

If GDCA violates statements in CPS Section 9.6.1, certificate subscribers, relying parties and other
entities can request GDCA assume compensation liabilities (except for statutory and contractual
exemptions). If the following circumstances occur, GDCA will assume limited compensation liability:

1. GDCA issues certificates to a third-party instead of the subscriber by mistake, which leads to
losses of the subscriber or relying party.

2. If subscriber submits accurate and true information to GDCA, but GDCA issues certificates
with error information and the error leads to losses of the subscriber or relying party.

3. After GDCA knows the fact that subscriber provides fake registration information or data,
GDCA still issues certificate, which leads to relying party suffering losses.

4. If the private key of the certificate is deciphered, stolen or disclosed due to GDCA, which leads
to the subscriber or relying party suffering losses.

5. GDCA fails to revoke certificates in time, which leads to relying party suffering losses.
5345h, GDCA I F£BR 4T -

1. GDCA Fif Il USSR TA CPS 9.2.1, X f2 LR AT LAH GDCA R ¥ 1%
{9 BT ] AE

2. T ERIT P R T  JR RIE B %, GDCA ARAH BT, BT P sk T 4T
7

3. GDCA RAGTEUE-FA RO A A& 157 R 8 12 51 4 E

In addition, GDCA’'s compensation limitations are as follow:
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1.

All the compensation obligation of GDCA shall not exceed the insurance coverage stipulated in
section 9.2.1. The maximum amount of compensation can be reset by GDCA based on
different situations.

For the losses caused by subscribers or relying party, GDCA does not assume responsibilities.
Subscribers or relying themselves should assume their own responsibilities.

GDCA assumes the liability for damages only when the certificate is valid.

9.9.2. 3T P IR 3 4E Indemnification by Subscribers

© N o O
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RO TORBUE AL A e B e A MER;

UEFS AP A5 IS R AR AR SRR A LA HIRIE A5 9 S 38 N GDCA KA 5

BT ARG N RGP i, SERAZ R E . I MRS
FEAFFIARLEH 2 R AAAE SE I I, A% A8 AR A5 I S 38 1 GDCA KAy s
A5 BUYHEAS LA I IE S 5

WP RIERAE BRI 158 =7 AR

11, ERUE RVE R AMERIES, W FEELIRES.

If the following situations cause losses to GDCA or relying party, subscribers shall assume the

compensation liability:

1.

GDCA and its authorized service agencies or third-party suffer losses due to unreal
information, such as deliberate, negligent or malicious provision of unreal information, by
applicants when applying for certificates.

GDCA and its authorized service agencies or third-party suffer losses due to disclosure and
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loss of private keys deliberately and by mistake; due to not informing GDCA and its authorized
service agencies or third-party of the leakage and loss of private keys with knowing the facts;
and due to handing keys to others inappropriately.

3. Subscribers violate the CPS and related operation practices when using certificates as well as
using the certificates activities outside of the CPS.

4. If the certificate is used for illegal transactions or causes disputes during the period from
revocation requests submitted by the subscribers or other entities authorized by GDCA to this
information of certificate revocation published by GDCA, if GDCA operates in accordance with
the requirements of the CPS, subscribers must assume any responsibility of losses according
to this CPS.

5. Unreal, incomplete or inaccurate information provided by subscribers.

6. Subscribers continue to use the certificates and do not notify GDCA and relying parties
promptly when information in the certificates is changed.

7. The private key is compromised, damaged, stolen, disclosed, and etc. due to not taking
effective protection measures.

8. Subscribers continue to use the certificate and do not notify GDCA and relying parties
promptly when they are made aware that private keys are lost or at the risk of being
compromised.

9. The certificate has expired but is still in use.

10. The subscriber’s certificate information infringes upon the intellectual property rights of a
third-party.

11. Using certificates beyond specified scope, such as the use of certificates for illegal and
criminal activities.

9.9.3. T IME£Z 4 Indemnification by Relying Parties

GNP IR E I 2 GDCA BT B SZARR,  UT B  ARPE A ST A

1. &AJEAT GDCA ST - RIA CPS HllE 1) XL 55

2. REEMHEA CPS MVERHAT G 1%, FHGDCA KAHFAUNUEF: Ak 55 WL Bl =
I E

3. MEAFERIMEL MEBUET, QRS PIATIES 1AL 0 ] IR A A 15 2 B
UEFS BT Al BE N BT IS T, (BTSSR S IE 5 5

4. ARWT A RHIE S BB AR RE AT S0

5. KIS 8IS £ CRL B OCSP e 1542 75 B i -

If the following circumstances lead to the losses of GDCA or subscribers, relying party shall be
assumed compensation responsibility:
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1. Obligations defined in the CPS and agreements between GDCA and relying parties are not
fulfilled.

2. GDCA and its authorized service agencies or a third-party suffer losses due to inappropriate
reviews against this CPS.

3. Trust certificates in unreasonable circumstances. For example, relying party still trusts the
certificate with knowing that the certificate usage is beyond its scope or period or the certificate
has or may have been stolen.

4. Relying party does not verify trust chains of the certificates.

5. Relying party does not check whether a certificate is revoked through querying CRL or OCSP.

9.10. BB EZ1E Term and Termination

9.10.1.  ARHAR Term

A CPS 11 A U IEAAER, B —WRAH) CPS [FIR k% A CPS 7E T — A
CPS £ HETE GDCA # 1k H1 TIATE IR S5 1) R AL

This CPS will enter into force at 12 o’clock midnight of the release date, and the last version CPS
will become invalid. This CPS will become invalid when the next version CPS enters into force or
the electronic certification services of GDCA are terminated.

9.10.2.  #&IkE Termination

£ GDCA & 1L FIAIFAR S I, 4% CPS &1k,

When GDCA terminates electronic certification services, this CPS is terminated.

0.10.3. ML IE 58 Effect of Termination and Survival

A CPS #ubfm, HAJpK RN 21k, CPS Hif N AR A TLRAE, EXfZ& 12
FURT A AL RE RS, CPS Aot %07 SUAR AL E S ST S bR T3 AR IE Y

After the termination of this CPS, its effect will terminate at the same time. The contents in CPS will
be considered as invalid. However, for the legal facts occurred before the date of termination, the
regulation and the exemption of responsibilities defined in CPS for all parties are still applicable.
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211. 2 5F WA HES 5 W E Individual Notices and

Communications with Participants

A CPS #1LJ5, GDCA H gt U R IAT SR FWUE A 2 5 AN U L IS 3 (1
BHRIAFEN,

After the termination of this CPS, GDCA will notify all related parties who have participated in GDCA
electronic certification activities about related matters on document expiration.

9.12. ¥&i] Amendments

9.12.1. MEITHEFF Procedures for Amendment

%4 GDCA LA RIS ZE I #A, CPS 9’5 /NHAFFZE/DH & — A CPS, #fifrH:
T & B R BE IR 3 B R ARG E brbrde, #56 CP MZER, FF& NS
TR I S b it 2

A CPS HMEEUNEEHT, 1 CPS gw5 /NARR BT, 4 GDCA %2 HRIRE L
eSS, 1 CPS g5/ NH M TTHLUEIT, BITIEH) CPS 41 GDCA % 4 ik 23 (A 2= it
5 1E 2 AR AT

As authorized by GDCA Security Policy Committee, CPS composition team reviews this CPS at
least once a year to ensure that the CPS meets the requirements of national laws and regulations
and administration department as well as relevant international standards; to ensure it meets the
requirements of CP and actual needs of certification business operations.

Revisions and updates of this CPS should be initiated by the CPS composition team and approved
by GDCA Security Policy Committee. The revised CPS shall be officially released after being
approved by GDCA Security Policy Committee.

9.12.2. EENPLEFHIPR Notification Mechanism and Periods

BT JE ) CPS L flbifk J K SLEIZE GDCA [R5 https://www.gdca.com.cn & Afi .
X T 7 I A E A AT OB EN B, GDCA 4 LE G B (1 [H] A 38 %
G RETT, BRI [ R ARIE A 9 5 52 3 1 R e/

After approval of the revised CPS, it will be posted on GDCA official website
https://www.gdca.com.cn immediately. For the modification notified by email, mail, media and other
ways, GDCA shall notify the relevant parties in reasonable time, which ensures that the relevant
parties have minimum implications.
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0.12.3. MFifE% OID W Circumstances under which OID Must be

Changed

GDCA fiiHfi € CPS W1 & 15 7 21524 OID.

GDCA is responsible for determining whether an amendment to the CPS requires an OID change.

9.13. 4+ 43 Dispute Resolution Provisions

GDCA. IEHAT 7 M5 S5 SEARAE i ARG 3l b A S BURTH% DL T 20 R Rk -
RYEA CPS HEIRE, W DT S

H1 GDCA MK ER T H1 53 5 HiiE A Wi 5

ATPRRIN 5 iAT RGE A [ THEAT Fek s

fEAT 5 GDCA B BB A CPS Tl M WAL frf LS RIA [T, 52 GDCA L7
TEA e N BRIR BB A -

aanlE o A S

If GDCA, certificate subscribers, relying parties and other entities have disputes in the electronic
certification activities, following steps can be taken for resolution:

1. Confirm the party to be held responsible according to this CPS;
2. GDCA's related departments are responsible for coordinating with the applicants;
3. If coordination fails, these parties should reach out to the legal authorities;

4. Prosecutions against GDCA or its authorized agencies over any disputes arising from this CPS
should be governed by the people's court in the place where GDCA is registered.

0.14. E¥EHEAR Governing Law

GDCA [ CPS sz [EZ CiiAf i1 (4 N RILFE B 724210 A CEFIAMERS
L) VAR E

The CPS of GDCA is governed by the law of “Electronic Signatures Laws of People’s Republic of
China” and the regulation of “Measures for the Administration of Electronic Certification Services”
promulgated by the country.

9.15. H5i&EH RS Compliance with Applicable Law
TE1 GDCA HIUEF 1T P K 5 55 SIAA A ART b 4 A S E AT Ab {55 ) GDCA FUIE
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A% CPS HIBAT « FFREAIRE 7> A RCMERE ] p R N RS AT B A . AT 5 GDCA 8%
BGEMHUIFA CPS Jirid Sz (AT 4+, Ha3d B rp 0 N BRIL AN VA

Regardless of the place of residence for the subscribers, relying parties and other entities or place
of use of the GDCA certificates, the execution, explanation and procedure should be compliant with
laws of the People’s Republic of China. Any disputes involved by GDCA and its RA in relation to this
CPS should also be compliant with laws of the People’s Republic of China.

0.16. —f%% =X Miscellaneous Provisions
9.16.1.  SEEEWHY Entire Agreement

GDCA [fJ CPS 2B SCM M it : Al Hax. RN 3 5. KT H
MERNFELERBINNE, 2B P a sl JFPURERE GDCA [k
H LA e AN B

Complete document structure of GDCA CPS includes 3 parts: titles, table of contents and main
contents. Modified alternative content of the table of contents and the main contents will completely
replace all previous parts. The previous parts would be placed at the GDCA web site for browsing.

9.16.2.  ¥ik Assignment

GDCA 71, HRYEA CPS HEIR ANIESAR S Jr BRI L 55, %07 B N A%
VR SR E REAT BRI RN 55 B Lk o BB AEAT R AR I AN MR B AL T7 0] 55 — T
HIAEAT 5255 K DT AE A BT

GDCA represents that, according to the rights and obligations of certification entity parties detailed
in this CPS, all parties can transfer the possession of rights and obligations in accordance with the
relevant provisions of the law. The occurrence of the above transfer behavior does not affect the
change of any debt and liability among the transferors.

9.16.3. %I Severability

UNRA CPS HATAT 23BN FH B T-55 GDCA FITTE 5 X 3R 7 A ol 5 i e )
SE RTCREAS BT J1, GDCA W] LLAE SRR A6 SR BRBE BT 12565, AR ST 2K,
HARERAZHW, GDCA AL T HEEREIT A2

TERRHRABAT 5 RS RAE T 2 7T, GDCA # R IEHEFE A question@cabforum.org, i
%N CAB i3z CPS MBI HIME I, FFiAIL O 2 A LU FIRANAAE T AR

199



[] BSHENNIERAERAE
Soen T GDCA HEL - AEMV SR (V6. 4 J5D

51135 (https://cabforum.org/pipermail/public/) .
HFHEARIEH, 5 CAB Wz E KRB, if GDCA [ fF& CA/B Iz
Baseline Requirements Sy 2K, TIAEE 15 AT X GDCA V.55 #1118 B4 AN 4%
G RIS AT A OGS, X GDCA [#) CPS 21T, Kin CA/B iz
18 AKETE 90 KA 52 ko

In case any clause or provision of this CPS is held to be unenforceable or invalid due to any
conflicts with the laws of any jurisdiction in which GDCA operates, GDCA may modify any
conflicting clause or provision to the minimum extent necessary to make them continue to be valid,
and other clauses and provisions will remain valid without being affected. GDCA will disclose the
modified contents in this section.

GDCA will (and prior to issuing a certificate under the modified requirement) notify the CA/Browser
Forum of any modified content in the CPS by sending emails to guestion@cabforum.org, and
confirm that it has been posted to the Public Mailing List and is indexed in the Public Mail Archives
available at https://cabforum.org/pipermail/public/.

Any modification to GDCA'’s practice enabled under this section will be discontinued if and when the
law no longer applies, or the requirements published by the CA/B Forum are modified to make it
possible to comply with both them and the law simultaneously. An appropriate change in practice,
modification to the GDCA's CPS and a notice to the CA/Browser Forum, as outlined above, will be
made within 90 days.

9.16.4.  BRHIPAT (RITFRFHABFIBIE) Enforcement (Attorneys' Fees and

Waiver of Rights)

GDCA 7 H], FEASIT /7 RS 5 SEARRIAT GDCA 1) CPS HREIRLE , A
L TMRERAAT Z IR E -

GDCA declares that, if the subscribers or relying parties did not execute any items within this CPS,
it shall not be considered that they will not be executed in the future.

9.16.5.  AH[Hi S Force Majeure

GDCA XTI S T KR b AN H At R R A m] Ht 47 ) S48 it )i A CPS
HUE AR THEN IS /R« 1B R ECCE B AT 7157

GDCA do not assume responsibilities for losses incurred by the violation, delay or inability to
perform the CPS regulations due to the force majeure events like wars, epidemics, fires,
earthquakes and other natural disasters.
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9.17. HAhZ&zk Other Provisions

GDCA X} A CPS H A A MRRAL.

GDCA has final interpretation rights to this CPS.

201



I senrmsnnmnas

GDCA HE-FAEME S5 H] (V6. 4 RO

3 1. RIEPBRHFE CAEREER

Appendix1: Certificate information of Root/Subordinate CA

Certificates

Root/Subordinate CA Certificates

Information

GDCA TrustAUTH R5 ROOT

Country=CN

Organization= GUANG DONG CERTIFICATE AUTHORITY CO.,LTD.
Common Name= GDCA TrustAUTH R5 ROOT

Serial Number= 7d 09 97 fe f0 47 ea 7a

Validity= November 26, 2014 to December 31, 2040

SHAldigest= 0f 36 38 5b 81 1a 25 c3 9b 31 4e 83 ca €9 34 66 70 cc 74 b4

GDCA TrustAUTH R4 EV SSL CA

See “GDCAEV CPS”

GDCA TrustAUTH R4 Plus EV
CodeSigning CA

See “GDCA EV CPS”

GDCA TrustAUTH R4 CodeSigning
CA2

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 CodeSigning CA2
Serial Number= 1d a7 40 73 16 f6 1c 2b 17 47 d6 2f ea 8f 5b fe
Validity: February 20, 2025 to February 10, 2040

SHAL digest= 2f 4b 28 5d 33 b9 e4 ad e7 24 1d bb 29 63 de fO 3c 82 64 d2

GDCA TrustAUTH R4 OV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 OV SSL CA

Serial Number= 39 c0 77 fc 1e d6 15 e3

Validity: April 5, 2016 to December 31, 2030

SHAL digest= c3 4a d6 45 d5 79 1c 5f 22 e7 33 d7 53 47 08 15 85 75 6¢ 2d

GDCA TrustAUTH R4 IV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 IV SSL CA

Serial Number= 28 34 52 f4 73 3f 26 a6

Validity: March 31, 2016 to December 31, 2030
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SHAL digest= 78 ae a8 51 a3 1b 0f 04 9a fO 2c dO f2 ad 91 40 60 4f a7 a3

GDCA TrustAUTH R4 DV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 DV SSL CA

Serial Number=76 39 e3 80 9c 62 1e 26

Validity: March 31, 2016 to December 31, 2030

SHAL digest= 30 18 4a 5b 92 4e 67 9e 7a 91 32 93 17 d0 56 Of 58 7e 69 7b

GDCA TrustAUTH R4 CodeSigning CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 CodeSigning CA
Serial Number= 17 b3 ad d2 40 a3 b9 20

Validity: April 7, 2016 to December 31, 2030

SHAL digest= fc 6d cb 06 a5 5b ff 76 83 64 27 5b 29 d6 4f 7c 3a a9 cf b4

GDCA TrustAUTH R4 TimeStamp CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 TimeStamp CA

Serial Number= 50 9e 8b 63 9c cf d5 fb ee b9 46 65 48 81 22 d1
Validity: June 29, 2022 to December 31, 2035

SHA1 digest= 86 €9 75 66 dc ec df d1 bl a6 d2 e3 44 1d c4 a4 6e e6 34 4e

GDCA TrustAUTH R4 Generic CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 Generic CA

Serial Number= 28 35 6a 9c 70 b4 55 78

Validity: April 7, 2016 to December 31, 2030

SHAL digest=6f ed 83 eb e1 83 cc 71 dO ed el 2a e8 77 e0 df 98 96 1f 24

GDCA TrustAUTH R4 Primer CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH R4 Primer CA

Serial Number= 7a a7 21 5f 89 b7 19 02

Validity: March 31, 2016 to December 31, 2030
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SHAL digest=14 c2 b3 3b bf 6e bd 84 fc a7 01 54 13 eb d0 43 3e 17 1a 98

Root/Subordinate CA Certificates

Information

Bz R5 #2 CA IEP

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name=#{%K/{ R5 & CA

Serial Number= 2e d9 58 82 91 39 ad 07

Validity: March 31, 2016 to December 31, 2040

SHA1 digest= 23 eb 1b a4 64 71 al e7 €9 f2 db 57 01 fe f8 f2 f8 Oc aa €9

B R4 EV RS #5IEH CA

See “"GDCAEV CPS”

B R4 OV R 4IFEH CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name=%{Z I { R4 OV R E$IE+H CA

Serial Number= 78 b6 25 84 85 f2 84 9e

Validity: March, 31, 2016 to December 31, 2030

SHAL digest= 93 92 5b 05 17 30 05 86 fd 2c 45 eb 18 6e 00 9e b9 75 a5 d0

e RA IV RS EIEH CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name=%{ZI{% R4 IV R 24EH CA

Serial Number= 13 28 8c d8 93 9c d0 49

Validity: March 31, 2016 to December 31, 2030

SHAZ1 digest= 10 b8 fb 9a d2 50 32 6a ee fb 05 ad da 9d 3a 2b bb bd 5d bf

B R4 DV RS 234EH CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name=%{ZIf{, R4 DV R%#4EH CA

Serial Number=6¢ 81 58 42 a9 55 70 3d

Validity: March 31, 2016 to December 31, 2030

SHAL digest=01 ad 04 cd el 05 56 23 4a 6 6f a0 e6 64 f3 a6 18 80 4d 5

HEIHY RA IS4 TES CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
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Common Name=#(Z % R4 RIZZE4LIE+H CA
Serial Number=6¢ 6¢ e2 6b 3e a8 4c¢ 87
Validity: March 31, 2016 to December 31, 2030

SHAL digest=4f be 54 bc 70 8e bl 2a 11 86 dd 79 aa ff e7 95 f8 ad c6 €9

Bt R4 HiEiT FIE CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name=%¥{% 4L R4 @] iE+ CA

Serial Number=7b 98 39 30 58 a0 9d 13

Validity: March 31, 2016 to December 31, 2030

SHAL digest=07 33 29 cb 53 b1 86 36 25 38 1b fb 48 a0 43 a7 bl fe 28 6f

e RA FERT FEH CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= $%iX R4 FERET FHEP CA

Serial Number=68 f5 ae 07 7b cb da 8b

Validity: March 31, 2016 to December 31, 2030

SHAL digest=e5 da 52 2d 5f 38 7a 6e 72 49 5e 66 a4 be ba 0f 24 f2 59 dc

Root/Subordinate CA Certificates

Information

GDCA TrustAUTH E5 ROOT

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E5 ROOT

Serial Number= 1a f5 1f 4d 2c da bb 53

Validity: March 23, 2016 to December 31, 2040

SHAL digest= eb 46 6c d3 75 65 f9 3c de 10 62 cd 8d 98 26 ed 23 73 0f 12

GDCA TrustAUTH E4 EV SSL CA

See “GDCAEV CPS”

GDCA TrustAUTH E4 OV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E4 OV SSL CA

Serial Number= 0f a7 49 2f 24 9b 14 de

Validity: March 31, 2016 to December 31, 2030
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SHA1=50 15 62 d8 1b a2 40 27 1b ee 06 d2 b3 7f 5b 35 cb 9d 8c b8

GDCA TrustAUTH E4 IV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E4 IV SSL CA

Serial Number= 51 ba 77 d9 8c b3 2a 3f

Validity: March 31, 2016 to December 31, 2030

SHAL digest= a8 45 2b fc 20 f9 de b6 9b 8b 3f 29 73 e0 a3 b3 6f 82 eb 5b

GDCA TrustAUTH E4 DV SSL CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E4 DV SSL CA

Serial Number=34 {2 54 c9 b2 fc 6a 6¢

Validity: March 31, 2016 to December 31, 2030

SHAL digest= 8e 9b 9a db f5 ec c4 6b 05 76 82 2e de 5e 80 d1 57 6b 5d 7c

GDCA TrustAUTH E4 CodeSigning CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E4 CodeSigning CA
Serial Number=71 18 49 83 c1 22 58 ca

Validity: March 31, 2016 to December 31, 2030

SHAL digest= 10 6a 4e 5d ca 05 92 28 e4 ff 89 52 66 53 a4 64 7d 57 ee 63

GDCA TrustAUTH E4 Generic CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E4 Generic CA

Serial Number=05 ac ef 56 ff 70 b0 cb

Validity: March 31, 2016 to December 31, 2030

SHAL digest=fd 63 ba 6e e7 89 f6 0a 16 72 b5 b3 3a 29 7d 71 71 65 54 ee

GDCA TrustAUTH E4 Primer CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA TrustAUTH E4 Primer CA

Serial Number=1d ad 3b b9 e6 71 7f e7

Validity: March 31, 2016 to December 31, 2030
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SHAL digest=5f 42 a4 4d c8 ca 12 df ae 1c 29 92 1f 47 3e 3b be 8b d4 2c
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Root/Subordinate CA Certificates

Information

ROOTCA (SM2)

Country =CN

Organization = NRCAC

Common Name= ROOTCA

Serial Number= 69 e2 fe c0 17 Oa c6 7b
Validity: July 14, 2012 to July 7, 2042

SHAL digest= 06 05 b6 26 16 8a 7a 78 5d 37 b9 78 b2 d7 21 05 85 d8 8f d9

GDCA TrustAUTH E1 CA

Country =CN

Organization = GUANG DONG CERTIFICATE AUTHORITY CO.,LTD.
Common Name= GDCA TrustAUTH E1 CA

Serial Number= 3e 7e 54 df dc 3f 77 bd 31 3b c8 31 99 21 8f d2

Validity: June 26, 2014 to June 21, 2034

GDCA SM2 ICA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA SM2 ICA

Serial Number= 07 00 00 20 21 01 20 01 00 93 89 11 74 33 91

Validity: January 20, 2021 to December 31, 2033

GDCA Public SM2 CA1

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA Public SM2 CA1l

Serial Number= 07 00 00 20 21 01 20 01 00 89 64 98 11 62 53

Validity: January 20, 2021 to December 31, 2033

Root/CA Certificate

Information

ROOTCA (RSA)

Country =CN

Organization = OSCCA

Common Name= ROOTCA

Serial Number=6f Oc €9 52 69 ¢8 62 99 02 ff 63 a5 cc eb ed 3c

Validity: August 28, 2005 to August 23, 2025
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SHAL digest= db b8 44 23 c9 28 ab €8 89 d0 e3 68 fc 31 91 d1 51 dd b1l ab

GDCA TrustAUTH R2 CA Country =CN

Organization =GUANG DONG CERTIFICATE AUTHORITY CO.,LTD.
Common Name= GDCA TrustAUTH R2 CA

Serial Number=52 c4 67 59 4c d7 76 90 0d b8 8b 4c 58 01 eb 85

Validity: December 16, 2013 to December15, 2018

SHA1=c6 b2 19 eb 62 3d 68 cf ae 28 94 00 ad 2a b4 0a 28 d3 e3 1d
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Root/Subordinate CA Certificates

Information

GDCA ROOT CA1 (RSA)

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA ROOT CAl

Serial Number=2d ab 67 ea c5 5a c0 e4

Validity: June 11, 2017 to December 31, 2040

SHAL1 digest= 0a 8f 00 29 ea 3c d0 51 a3 01 33 bd 7a a6 ec cf f8 ff ed c6

GDCA Public CA1

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA Public CA1

Serial Number= 27 5b 6e 83 2f 25 1c a7 b4 d1 a9 b6 af ff 92 5f
Validity: July 4, 2024 to December 31, 2038

SHA1= 1a 46 3a de 53 25 aa 41 d4 ce c6 5a e7 16 bd 67 98 12 1f 31

GDCA Public CA2

Country =CN
Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA Public CA2

Serial Number= 18 7d 43 6e Oe b2 80 3aValidity: February 25, 2021 to
December 31, 2038

SHA1=d1 ab 2a ba 7e 4b 4d c6 df c4 8b a6 65 el e6 ad 74 Ob 18 5b

GDCA HKMR OV CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA HKMR OV CA

Serial Number= 2d 39 33 c0 39 8c de 65

Validity: September 12, 2018 to December 31, 2030

SHA1=01 96 64 be d9 eb cb e0 8f 19 39 79 bc 8 2d 10 52 50 ca c6

GDCAHKMR IV CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA HKMR IV CA

Serial Number= 79 f1 1a 37 5f a5 58 12

Validity: September 12, 2018 to December 31, 2030
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SHA1=e9 2d ce 1f 67 00 78 06 8c ba d2 b0 b8 c9 4d a3 c6 cd f8 d6

GDCARSAICA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA RSA ICA

Serial Number= 79 f1 1a 37 5f a5 58 12

Validity: January 20, 2021 to December 31, 2030

SHA1=e9 2d ce 1f 67 00 78 06 8c ba d2 b0 b8 c9 4d a3 c6 cd 8 d6

GDCAOTC CA

Country =CN

Organization = Global Digital Cybersecurity Authority Co., Ltd.
Common Name= GDCA OTC CA

Serial Number= 4a 72 5a 2a ae ca 2d 05

Validity: August 22, 2018 to December 31, 2030

SHA1=1d df ed 88 a6 2a e0 e6 9b 85 38 ad 2d 34 00 c3 23 Oa 8¢ 45
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Appendix 2: GDCA CPS Revision Records

AT F V6.3 V6.4
75
1.1.3 GDCA iIFH 2 .
WK G;jf; % GDCA TrustAUTH R4
1 o~ . : Generic CA iIFH{Z -2k H
Certificate Hierarchical NN
. FUETS IR PR o
Architecture
Content ) )
Sections Revised V6.3 V6.4
SEQ
Adjusted the deadli b hich
1.1.3 GDCA iEHE & jusied The deadiine by whie
- the GDCA TrustAUTH R4
1 %5 ¥ GDCA Certificate

Hierarchical Architecture

Generic CA stops issuing

subscriber certificates.
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