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1. Introduction  

1.1. Overview  

1.1.1 Ὲ ׃ Company Profile 

ף ᴍ Ὲ ̂Global Digital Cybersecurity Authority Co., Ltd.̆

GDCA ľ Ŀ̃̆ף ҹľ қ ӥ Ҭ Ὲ Ŀ̆ ԍ 2003 3

6 Ȃ2005 9 ĞDCAᶭ ԅ Ḥ ֟ҙ ̆

ҹῃ ῇ ȇ Ⱶ Ȉ̂ ̔ECP44010215007̃

Ⱶ ӊѿ̕2008 12 ̆ ȇ ֟

Ȉ̕ 2011 4 ̆ ԅ Ⱶ Ⱶ ⱬ ᵀ̆ ȇ

Ⱶ Ⱶ Ȉ̂ ̔A021̃ Ȃ2013 ̆ Ⱶ

SM2 ̆ ԅ ῃ Ȃ2015 ̆GDCA ԅ

WebTrust ῃ ΐ̆ ԅ ‰ Ⱶ ̆ ץ ᶫῃ

ⱵȂҹ ҙⱵ ̆2016 5 ľ̆ қ ӥ Ҭ

Ὲ Ŀ ҹľ ף ᴍ Ὲ ĿȂ2017 8 11 ̆GDCA ҈

֜ ̆ ̔ ̆ף ף ̔871932Ȃ 

Global Digital Cybersecurity Authority CO., LTD. (abbreviated as ñGDCAò, or ñףò) with the 

former name of Guangdong Digital Certificate Authority CO., LTD was founded on March 6, 2003. 

In September 2005, GDCA passed the security review by the State Cryptography 

Administration  (abbreviated as SCA) and the former Ministry of Information Industry by law, as one 

of the first eight electronic authentication authorities granted the "Electronic Authentication Service 

License" (license number: ECP44010215007) in China. In December 2008, GDCA obtained the 

"Commercial Cryptography Products Sales License" issued by SCA. GDCA passed through the 

assessment of E-government and Electronic Authentication Service Ability by SCA with the 

qualification certificate of "E-government and Electronic Authentication Service Authority" (number: 

A021) in April 2011. In 2013, GDCA upgraded electronic authentication service system for SM2 

algorithm and passed through the security review by SCA. In 2015, GDCA passed the assurance 

review for Certification Authority by WebTrust with the international level of operation management 

and service to provide digital certification service globally. For business development, GDCA 

changed its name from "Guangdong Digital Certificate Authority CO., LTD." to "Global Digital 

Cybersecurity Authority CO., LTD." in May, 2016. On 11 August 2017, GDCA was admitted to the 

National Equities Exchange and Quotations (NEEQ) of China, with a stock abbreviation of ľ

 .Ŀ and stock code ľ871932Ŀף
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GDCA ̆ ľ қ ӥ Ҭ Ὲ Ŀ ֟ȁṽⱵȁ

ҙⱵῃ ľ ף ᴍ Ὲ Ŀ Ȃ ╠ҍ GDCA ľץ қ

ӥ Ҭ Ὲ Ŀ ӈ ȁ Ҋ ľ қ ӥ Ҭ Ὲ

Ŀ֣ ≠ ӈⱵ ľ ף ᴍ Ὲ Ŀ Ȃ 

Since then, all assets, debt, rights and business of "Guangdong Digital Certificate Authority CO., 

LTD." were inherited by GDCA and all the rights and obligations of the contracts and agreement 

signed by "Guangdong Digital Certificate Authority CO., LTD." were inherited by GDCA. 

ף ľ ȁῈḤȁҒҙȁ⇔ Ŀ ᴑҙᴇṿ ̆ ľḤᴋ ҊĿ

ᴑҙᶏ ̆ ⱬԍ ҹľѿ Ḥᴋ Ⱶ ĿȂ 

GDCA upholds the corporate values of ñAuthority, Credibility, Professionalism, and Innovationò, 

fulfils the corporate mission of ñTrust Connects Parties from all over the Worldò, and is committed to 

becoming a ñfirst-class online trust service providerò.  

1.1.2 SM2 ҙⱵ ↕̂CPS̃  SM2 Certification Practice Statement 

(CPS) 

ҙⱵ ↕̂ SM2 CPS̃ ȇҬ ֲ ῍ Ȉȁȇ

Ⱶ Ⱳ Ȉȁȇ Ⱶ Ⱳ Ȉ ̆ ԅ

GDCA ᶫ Ⱶ ҩ ȁ Ⱶ ץ↕ Ⱶ

῏ ҍ ᴋȂ CPS GDCA Ὲ ȁᶭ

ῒז ῏ ҍ ץ̆ Ḡ GDCA ᶫ Ⱶ ȁҒҙȁ

҈ ⱵȂ ԍ GDCA ᶫ Ⱶ ᴋ ̆ CPSӞ

ԇԅ Ȃ 

Pursuant  to the requirements of the  ñElectronic Signature Law of the People's Republic of 

Chinaò,  "Measures for the Administration of Electronic Certification Services", "Measures for the 

Administration of Cipher Codes for Electronic Certification Services" and other related laws and 

regulations, this Certification Practice Statement (abbreviated as SM2 CPS) outlines the overall 

processes that GDCA employs to provide electronic authentication services, illustrates the set of 

rules that GDCA conforms to in offering the electronic authentication service, and elaborates on the 

responsibilities undertaken by the participants of such services. GDCA makes this CPS available to 

the subscribers, relying parties and other relevant participants through open publication to ensure 

the validity, professionalism, and authority of GDCAôs electronic authentication services. This CPS 

also clearly defines the limitation of liabilities for the electronic authentication services provided by 

GDCA. 

CPS ῤ ȇ GDCA SM2 ӥ Ȉ

̂https://www.gdca.com.cn/cp/gmcp̃ ̆ ԍ
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ӥ ĞDCA CA/ ӥ ӥ̆

WebTrust ‰ ȂGDCA ῤ ȁ ‰

’̆ ῒ ȁ ḱ CPSȂ 

This CPS conforms to "GDCA SM2 Certificate Policy" (https://www.gdca.com.cn/cp/gmcp), and 

applies to the digital certificates issued using the cryptographic algorithms recognized by the State 

Cryptography Administration of China. GDCA issues and manages certificates by reference to the 

CA/Browser forum standards and guidelines, its operation and management of certificate issuance 

complies with relevant WebTrust audit criteria. GDCA regularly follows up on the changes and 

updates of the laws and regulations, standards, and policies in the industry, and will update and 

revise this CPS accordingly.   

ᶭ IETF PKIX RFC 3647 CP/CPS ̆ CPS῍№ҹӜҩ ̆ GDCA

ӥ Ⱶ ῃ └ ҙ̆Ⱶ ↕ ȂҹḠ RFC3647 ᵣ ̆

Ҭ ľҌ Ŀ ҹ Ҍ Ȃ 

Pursuant to the IETF PKIX RFC 3647 CP/CPS framework, this CPS is divided into nine parts that 

cover the security controls and practices and procedures for GDCAôs certificate services. To 

preserve the outline specified by RFC 3647, section headings that do not apply are accompanied 

with the statement ñNot applicableò. 

1.1.3 GDCA ӥ GDCA Certificate Hierarchical Architecture  

1) ROOTCA (SM2̃  

ROOTCA(SM2)

EV SSL 

Certificate

OV SSL 

Certificate

IV SSL 

Certificate

Guangdong Certificate AuthoritŷGDCA 

TrustAUTH E1 CÃ

DV SSL 

Certificate

 

ROOTCA ӥ̂SM2̃ ӥ̆ ҹ SM2̆

ҹ 256-bit̆Ҋ Guangdong Certificate AuthoritŷGDCA TrustAUTH E1 CÃ ӥ̆

ҹ 256-bit̆ ҹ 256-bit SM2 SSL ӥȂGuangdong 
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Certificate Authoritŷ GDCA TrustAUTH E1 CÃ ӥ ῒז ≢ ӥ ῏ҙⱵ

↕ ȇ ף ᴍ Ὲ ҙ Ⱶ ↕ Ȉ

̂https://www.gdca.com.cn/cps/cps̃Ȃ 

ROOTCA (SM2) certificate is a root certificate of SCA using SM2 algorithm with root key length of 

256-bit. There is a Guangdong Certificate Authority (GDCA TrustAUTH E1 CA SM2) certificate with 

key length of 256-bit under this root CA, used for issuing SSL certificates with SM2 algorithm. For 

the certification practices of other types of certificates issued by Guangdong Certificate Authority 

(GDCA TrustAUTH E1 CA SM2), please refer to <Global Digital Cybersecurity Authority CO., LTD. 

Certification Practice Statement> (https://www.gdca.com.cn/cps/cps). 

GDCA SM2 ӥ ROOTCÂ SM2̃ Ҋ Guangdong Certificate Authority

̂GDCA TrustAUTH E1 CÃ Ȃ 

All of the SM2 certificates from GDCA are issued by Guangdong Certificate Authority (GDCA 

TrustAUTH E1 CA). 

ROOTCA ӥ̂SM2̃ ԍ 2042 7 7 ⌠ Ȃ 

ROOTCA (SM2) will expire on July 7, 2042. 

Guangdong Certificate AuthoritŷGDCA TrustAUTH E1 CÃ ӥ 2034 6

21 ⌠ ̆2030 1 1 ̆ ҌῬᶏ CA ӥ SSL ӥȂ 

Guangdong Certificate Authority (GDCA TrustAUTH E1 CA) certificate will expire on June 21, 2034. 

From January 1, 2030, GDCA will no longer use it to issue SSL certificates. 

2) GDCA GM SM2 ROOT 

GDCA GM SM2 ROOT

GDCA EV SSL

SM2 CA

GDCA OV SSL

SM2 CA

GDCA SSL

SM2 CA

GDCA EV 
CodeSi gni ng

SM2 CA

GDCA 
CodeSi gni ng

SM2 CA

GDCA 
Ti meSt amp

SM2 CA

GDCA DocSi gn

SM2 CA

GDCA Gener i c

SM2 CA

EV SSL 

Cer t i f i cat e

OV SSL 

Cer t i f i cat e

I V SSL 

Cer t i f i cat e

EV 
CodeSi gni ng

Cer t i f i cat e

CodeSi gni ng

Cer t i f i cat e

OV Ti meSt amp 

Cer t i f i cat e

OV Doc 

Cer t i f i cat e

Ent i t y

 Cer t i f i cat e

DV SSL 

Cer t i f i cat e

I V Doc 

Cer t i f i cat e

 

GDCA GM SM2 ROOT ӥ ҹ SM2̆ ҹ 256-bit̆Ҋ 8ҩ

Ҭ CA ӥ̆ῒҬ̔̂ 1̃GDCA EV SSL SM2 CĂ ҹ 256-bit̆

ҹ 256-bit EV SSL Ⱶ ӥ̂̕ 2 G̃DCA OV SSL SM2 CĂ ҹ 256-bit̆

ҹ 256-bit OV SSL ӥ̂̕ 3̃GDCA SSL SM2 CA ӥ̆ ҹ

256-bit̆ ҹ 256-bit IV SSL DV SSL Ⱶ ӥ̂̕ 4̃GDCA EV 

CodeSigning SM2 CĂ ҹ 256-bit̆ ҹ 256-bit EVף

https://www.gdca.com.cn/cps/cps
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ӥ̂̕ 5̃GDCA CodeSigning SM2 CĂ ҹ 256-bit̆ ҹ 256-bit

ף ӥ̂̕ 6̃GDCA TimeStamp SM2 CA ӥ̆ ҹ 256-bit̆

ҹ 256-bit ӥ̂̕7 G̃DCA DocSign SM2 CA ӥ̆ ҹ 256-bit̆

ҹ 256-bit ȁҩֲ ӥ̂̕ 8̃GDCA Generic SM2 CĂ

ҹ 256-bit̆ ҹ 256-bit E-mail ӥȁ ӥȂ 

GDCA GM SM2 ROOT ӥ ԍ 2045 11 20 ⌠ Ȃ 

GDCA EV SSL SM2 CA ӥ ԍ 2035 11 23 ⌠ 2̆032 1 1 ̆

ҌῬᶏ CA ӥ ӥȂ 

GDCA OV SSL SM2 CA ӥ ԍ 2035 11 23 ⌠ 2̆032 1 1 ̆

ҌῬᶏ CA ӥ ӥȂ 

GDCA SSL SM2 CA ӥ ԍ 2035 11 23 ⌠ ̆2032 1 1 ̆ Ҍ

Ῥᶏ CA ӥ ӥȂ 

GDCA EV CodeSigning SM2 CA ӥ ԍ 2035 11 23 ⌠ ̆2032 1 1

̆ ҌῬᶏ CA ӥ ӥȂ 

GDCA CodeSigning SM2 CA ӥ ԍ 2035 11 23 ⌠ 2̆032 1 1 ̆

ҌῬᶏ CA ӥ ӥȂ 

GDCA TimeStamp SM2 CA ӥ ԍ 2035 11 23 ⌠ 2̆032 1 1 ̆

ҌῬᶏ CA ӥ ӥȂ 

GDCA DocSign SM2 CA ӥ ԍ 2035 11 23 ⌠ ̆2032 1 1 ̆

ҌῬᶏ CA ӥ ӥȂ 

GDCA Generic SM2 CA ӥ ԍ 2035 11 23 ⌠ 2̆032 1 1 ̆

ҌῬᶏ CA ӥ ӥȂ 

GDCA GM SM2 ROOT certificate use SM2 algorithm with root key length of 256-bit. There are eight 

subordinate CAs under this root CA, including: (1) GDCA EV SSL SM2 CA with key length of 256-bit, 

used for issuing 256-bit EV SSL Server Certificates. (2) GDCA OV SSL SM2 CA with key length of 

256-bit, used for issuing 256-bit OV SSL certificates. (3) GDCA SSL SM2 CA with key length of 

256-bit, used for issuing 256-bit IV SSL and DV Server Certificates. (4) GDCA EV CodeSigning 

SM2 CA with key length of 256-bit, used for issuing 256-bit EV CodeSigning Certificates. (5) GDCA 

CodeSigning SM2 CA with key length of 256-bit, used for issuing 256-bit CodeSigning Certificates. 

(6) GDCA TimeStamp SM2 CA with key length of 256-bit, used for issuing 256-bit Timestamp 

Certificates. (7) GDCA DocSign SM2 CA with key length of 256-bit, used for issuing 256-bit 

Organization and Individual Document Signing Certificates. (8) GDCA Generic SM2 CA with key 

length of 256-bit, used for issuing 256-bit Email and Equipment Certificates.  

GDCA GM SM2 ROOT certificate will expire on November 20, 2045. 
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GDCA EV SSL SM2 CA certificate will expire on November 23, 2035. From January 1, 2032, GDCA 

will no longer use it to issue subscriber certificates. 

GDCA OV SSL SM2 CA certificate will expire on November 23, 2035. From January 1, 2032, GDCA 

will no longer use it to issue subscriber certificates. 

GDCA SSL SM2 CA certificate will expire on November 23, 2035. From January 1, 2032, GDCA will 

no longer use it to issue subscriber certificates. 

GDCA EV CodeSigning SM2 CA certificate will expire on November 23, 2035. From January 1, 

2032, GDCA will no longer use it to issue subscriber certificates. 

GDCA CodeSigning SM2 CA certificate will expire on November 23, 2035. From January 1, 2032, 

GDCA will no longer use it to issue subscriber certificates. 

GDCA TimeStamp SM2 CA certificate will expire on November 23, 2035. From January 1, 2032, 

GDCA will no longer use it to issue subscriber certificates. 

GDCA DocSign SM2 CA certificate will expire on November 23, 2035. From January 1, 2032, 

GDCA will no longer use it to issue subscriber certificates. 

GDCA Generic SM2 CA certificate will expire on November 23, 2035. From January 1, 2032, GDCA 

will no longer use it to issue subscriber certificates. 

1.2. ҍ Document Name and Identification 

ᵬȇ ף ᴍ Ὲ SM2 ҙⱵ ↕Ȉ̂ GDCA 

SM2 CPSȁ CPS̃̆CPSҹñCertification Practice Statementò ΏȂ Ҭ̆CPS

ԍ Ҭ ӈ Ȃ ῏ CPS ḱ Ḥ Ȃ 

CPSץҬ ̆ ҍҬ ₮ ᴋᵥ ӈ̆ Ҭץ

ҹ‰Ȃ 

This document is called "GDCA SM2 Certification Practice Statement" (abbreviated as ñGDCA SM2 

CPSò, or ñthis CPSò). And CPS is equivalent to ñGDCA CPSò. Please refer to Appendix for detailed 

revisions of this version.  

This document is the Chinese-English bilingual edition of GDCA CPS. In case any inconsistency or 

conflict between the Chinese and English versions, the Chinese version shall prevail for all 

purposes. 

1.3. PKI ҍ PKI Participants  

 Ⱶ Certification Authorities  1.3.1.

GDCA ȇҬ ֲ ῍ Ȉȁȇ Ⱶ Ⱳ Ȉ ̆ᶭ
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Ḥ ҈ Ⱶ ȂGDCA Ԋ׆ ֜ ꜚ Һᵣ

ӥȁ ᶫ ӥ Ⱶ ҹ ꜚ ҍҺᵣȂ 

GDCA is a trusted third-party electronic authentication service authority established by law pursuant 

to "Electronic Signature Law of the People's Republic of China" and "Measures for the 

Administration of Electronic Certification Services". GDCA becomes a participant in electronic 

authentication activities by issuing certificates and providing certificate verification services to the 

parties who engage in electronic transactions. 

 Ύ Registration Authorities 1.3.2.

GDCA ӥ Ύ GDCA ҙⱵ№ ̆ ӥ

Ύ ̂RÃҬ ȁ ӥ ̂LRÃ Ȃ Ύ ҹ GDCA ӥ

Ύ ᵣȂ 

Registration Authorities are branches authorized formally by GDCA, including Register Authority 

(RA), Local Registration Authority (LRA), etc. A Registration Authority is an entity that establishes 

registration process for certificate applicants. 

 Subscribers 1.3.3.

Ҭ̆ ֲ ӥ ֲ̆ GDCA ӥ

̆ ץ ҩֲȁ ᴆ ȁ ȁ Ⱶ ԍ

ῃ Ḥ ῒז Ȃ 

In the application of electronic signature, subscribers also called electronic signers or certificate 

holders are end users of the certificates issued by GDCA. The subscribers could be the individual, 

organization or components of infrastructure such as router, firewall, server or other equipment 

used for secure communication. 

 ᶭ Relying Parties 1.3.4.

GDCA ӥᶭ ԍ GDCA ᶫ ꜚҬ Ḥ ׆

Ԋ ῏ ꜚ ᵣȂ ᵣ ץ ̆Ӟ Ҍץ GDCA ѿҩ ӥ Ȃ 

Relying Parties are the entities who are engaged in related electronic certification activities based 

on its trust of the electronic signatures provided by GDCA. This entity may, or may not be a 

certificate subscriber. 
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 ῒז ҍ Other Participants 1.3.5.

ῒז ҍ ҹ GDCA ꜚ ᶫ ῏ Ⱶ ῒז ᵣȂ 

Other participants are the entities that provide related services in electronic authentication activities 

of GDCA. 

1.4. ӥ Certificate Usage 

 ӥ Appropriate Certificate Usage 1.4.1.

GDCA ӥ ץ Ⱶȁ ⱵȁᴑҙḤ ⱲῈ

ῒז ᴪ ꜚҬ̆ץ ᴍ ȁ ȁ῏ ⱴ ̆ Ӟ Ḡԑ

҉Ḥ ᴰ ᴍ ץ Ḥ Ḡ Ȃ 

The certificates issued by GDCA can be widely used in e-government, e-commerce, enterprise 

office informationization and other social activities to realize identity authentication, electronic 

signature, and encryption of data etc. Meanwhile, it can be used to ensure the validity and 

authenticity of identity between peers of communication via Internet as well as the integrity and 

confidentiality of information.  

GDCA ӥ̆׆ⱳ ҉ ץ Ҋ↓ ῃ ̔ 

1. ᴍ ̆Ḡ GDCAḤᴋ Ⱶ ӥ ᴍ Ȃ 

2. Ḥ Ḡ̆ GDCA ӥ ̆ ץ Ḥ ᴰ

Ҭ ̆ Ḥ ѿ Ȃ 

3. Ḥ Ḡ̆ ᴰ Ḥ Ҍ̆ᴪ ῒ Ȃ 

4. ̆ Ḥᴋᵣ֜ Ҍ ᶭ Ȃ 

Certificates issued by GDCA can meet the following security requirements by functionalities: 

1. Authenticity of identity: the certification can ensure the validity of certificate holder using GDCA 

trust services. 

2. Verification of integrity: the assurance to an entity that data has not been tampered and further 

verifies the consistency of information between sender and receiver using certificate of GDCA. 

3. Confidentiality: the certification can ensure the confidentiality of information during 

transmission, and avoid the leakage to other non-authorized parties. 

4. Non-repudiation: the certification can ensure the non-repudiation of transaction entities by 

verifying the digital signatures. 

ӥ ̆GDCA ӥ SSL Ⱶ ӥȁף ӥȁ

ӥȁE-mail ӥȁ ӥȁ ӥ Ȃ  



                                    GDCA SM2 ҙⱵ ↕̂ V1.0 ̃ 

21 

According to the types of certificate, the certificates issued by GDCA include SSL/TLS Server 

Certificates, CodeSigning Certificates, Document Signing Certificates, E-mail Certificates, 

Equipment Certificates and Timestamp Certificates etc.  

ץ ̆ Һ∞ ‗ ӥ ̆Ҍ ӥΐ

Ҍ Ȃ 

Subscriber can choose suitable type of certificates based on actual requirement. Different 

certificates are applicable for different cases. 

1.4.1.1. SSL Ⱶ ӥ SSL Server Certificates 

SSL Ⱶ ӥ Web Web Ⱶ ᴍ̆ ץ ԍ ᴍ

ȁ ᶫ SSLⱴ ̆Ҍ ԍ ֜ ȁ ט Ȃ 

SSL server certificate is a digital certificate that identifies the website or server, applicable for 

verification of website certificates and provides SSL channel. It cannot be used for signature or 

verification of transaction and payment. 

GDCA SSL Ⱶ ӥ Ҋץ ̔ 

 ̧ EV SSL ӥ̂Extended Validation SSL Certificates̆̃ Ⱶ ӥ 

 ̧ OV SSL ӥ̂Organization Validation Certificates̃̆

ᴍ ‰ SSL ӥ 

 ̧ IV SSL ӥ̂Individuals Validation SSL Certificates̃̆ ҩֲ

ᴍ ‰ SSL ӥ 

 ̧ DV SSL ӥ̂Domain Validation SSL Certificates̃̆

SSL ӥ 

SSL server certificates of GDCA include the following: 

 ̧ EV SSL certificate (Extended Validation SSL Certificates), the extended validation SSL 

certificates. 

 ̧ OV SSL certificate (Organization Validation Certificates), the SSL certificate requires to verify 

the identity of the organization that owns the website.  

 ̧ IV SSL certificate (Individuals Validation SSL Certificates), the SSL certificate requires to verify 

the individual identity of website owner. 

 ̧ DV SSL certificate (Domain Validation SSL Certificates), the SSL certificate that only verifies 

the ownership of the website. 

ῒҬ̆EV SSL ӥ Ҥ ᴍ ѿ Ⱶ ӥ̆ῒ

CA/ ᴍ ‰ȂOV SSL ӥȁIV SSL ӥ

Ḥ ⱴ ץ ᴍ ⱳ ̆DV SSL ӥ ᶫ Ḥ
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ⱴ ⱳ Ȃ 

SSL Ⱶ ӥҌ └ ̆ ҙ ȁ Ȃ 

GDCA perfomrs rigorous indentity validation prior to issuing EV SSL certificates, such validation 

process complies with the extended validation requirements published by the CA/Browser forum.  

OV SSL certificate and IV SSL certificate provide the functions of information encryption and 

verification of website identity. DV SSL certificate only provides information encryption.   

The types of domain names in SSL server certificates are not restricted, e.g. .com, .gov etc. 

ף .1.4.1.2 ӥ CodeSigning Certificates 

ף ӥ ᴆף ̆ ԍ ף ̆Ҍ

ԍ ֜ ȁ ȁⱴט Ȃ 

ף ӥ ̆Ҍ ף ӥ ԍ ᴆȁ ף ȁ᷅

ᴆȁ ᴆ Ȃ 

CodeSigning certificate is a digital certificate that identifies the source or owner of the software 

code. It can only be used for digital signature and cannot be used for transaction, payment and 

encryption, etc. 

Subscriber must commit not to sign malicious software, virus code, infringement software and 

hacker software using CodeSigning certificate. 

ף ӥ ף ӥ EV ף ӥ̆EV ף ӥΐ

ף ⱳ ̆ Ҍ ῃ ѿ Ҥ ᴍ ‰ĺĺ

EV CodeSigning GuidelinesȂ 

CodeSigning certificate includes normal CodeSigning certificate and EV CodeSigning certificate. 

EV CodeSigning certificate has all functions of normal CodeSigning certificate. The difference of EV 

CodeSigning is that the issuance and usage of EV CodeSigning certificate must follow EV 

CodeSigning Guidelines.   

1.4.1.3. ӥ Document Signing Certificates 

ӥ ԍ Ḡ ȁ ȂGDCA

ӥ ҩֲ №̆≢ ҹOV ӥ IV ӥȂ 

OV ӥ ᴍ I̕V ӥ ҩֲ

ᴍ Ȃ 

Document Signing Certificates apply to the situations where the authenticity, integrity, and 

confidentiality of a document are required. GDCA issues document signing certificates to 

organizations and individuals, namely, the OV document signing certificates and IV document 
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signing certificates respectively. 

OV document signing certificates requires validation on the identities of the organizations, IV 

document signing certificates reuiqre validation on the identities of individuals. 

1.4.1.4. E-mail ӥ E-mail Certificates 

GDCA ᴆ ӥ E-mail ӥȁIV E-mail ӥ OV E-mail ӥȂ 

E-mail ӥֽ E-mail └ ̆Ҍ E-mail

ᴍ ̆ ץ Ḡ E-mailᴰ ҬҌ ֲז ̆ Ḡ E-mailῤ

Ȃ 

IV E-mail ӥ E-mail └ ̆ E-mail

ҩֲᶏ ᴍ Ȃ 

OV E-mail ӥ E-mail └ ̆ E-mail

ᴍ Ȃ 

The e-mail certificates issued by GDCA include Primary E-mail certificates, IV E-mail certificates, 

and OV E-mail certificates. 

For the Primary E-mail certificates, only the ownership or control of an e-mail address will be 

validated, and the identity of the e-mail address owner will not be validated. Such certificates 

ensure the integrithy of the e-mail and make sure that it will not be tampered or read by those other 

than the targeted recipient during the transmission. 

Prior to issuing an IV E-mail certificate, GDCA validates the ownership or control of an e-mail 

address and the individual identity associated to such e-mail address. 

Prior to issuing an OV E-mail certificate, GDCA validates the ownership or control of an e-mail 

address and the organization identity associated to such e-mail address. 

1.4.1.5. ӥ Equipment Certificates 

ӥ̆ Ⱶ ȁ ȁ ̆ ӥ

ԍ ҉ ᴍ ̆ ӊ ῃḤ ᴰ Ȃᶛ ̆ Ⱶ ӥᶏ

ץ ≢ Ⱶ ᴍ̆ ⇔ SSLⱴ ᶏץ ⱴ ᴪ Ȃ 

Equipment certificate is a digital certificate that is issued to equipment, including server, firewall and 

router, etc. It is usually used for identification and secure communication among online facilities. For 

example, the browser can identify the server with certificate issued for the server to create SSL 

communication channel for secure communication session. 
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1.4.1.6. ӥ Timestamp Certificates 

╠ GDCA OV ӥ Һ̆ ԍ Ⱶ ̆ ᶫ ⱵȂ 

OV ӥ ᴍ Ȃ 

GDCA currently issues OV timestamp certificates for timestamp servers to provide digital signature 

service. 

OV timestamp requires the validation of an organization identity.  

1.4.1.7. ӥ ӥ CP Object Identifiers of Certificates 

OV SSL ӥ ̔1.2.156.112559.1.3.1.1 

DV SSL ӥ ̔1.2.156.112559.1.3.1.2 

IV SSL ӥ ̔1.2.156.112559.1.3.1.3 

EV SSL ӥ ̔1.2.156.112559.1.3.2.1 

ף ӥ ̔1.2.156.112559.1.3.4.1 

EVף ӥ ̔1.2.156.112559.1.3.3.1 

OV ӥ ̔1.2.156.112559.1.3.5.1 

IV ӥ ̔1.2.156.112559.1.3.5.2 

OV E-mail ӥ ̔1.2.156.112559.1.3.6.1 

IV E-mail ӥ ̔1.2.156.112559.1.3.6.2 

E-mail ӥ ̔1.2.156.112559.1.3.6.3 

ӥ ̔1.2.156.112559.1.3.7.1 

ӥ ̔1.2.156.112559.1.3.8.1 

OV SSL server certificate policy: 1.2.156.112559.1.3.1.1 

DV SSL server certificate policy: 1.2.156.112559.1.3.1.2 

IV SSL server certificate policy: 1.2.156.112559.1.3.1.3 

EV SSL server certificate policy: 1.2.156.112559.1.3.2.1 

General CodeSigning certificate policy: 1.2.156.112559.1.3.4.1 

EV CodeSigning certificate policy: 1.2.156.112559.1.3.3.1 

OV Document Signing certificate policy: 1.2.156.112559.1.3.5.1 

IV Document Signing certificate policy: 1.2.156.112559.1.3.5.2 

OV E-mail certificate policy: 1.2.156.112559.1.3.6.1 
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IV E-mail certificate policy: 1.2.156.112559.1.3.6.2 

Primary E-mail certificate policy: 1.2.156.112559.1.3.6.3 

Equipment certificate policy: 1.2.156.112559.1.3.7.1 

Timestamp certificate policy: 1.2.156.112559.1.3.8.1 

 └ ӥ Prohibited Certificate Uses 1.4.2.

ѿ ӥ̆ ԍ ӥ ף Һᵣ ᴍ Ȃᶛ ̆ҩֲ

ӥ ԍҩֲ ̆ Ҍ ᵬҹ Ⱶ ӥᶏ ̆ ӥҌ ᵬҹҩ

ֲ ӥ ᶏ ̆ ӥӞҌ ᵬҹҩֲ ӥ ᶏ Ȃҍ Ҍѿ

ӥ̆Ҍ CPS ≢ҹ ḤᴋȂ 

Each certificate shall only be used to in dedicated usage corresponding to the subjectôs identity. For 

example, the Individual Certificate can only be used as individual case rather than the cases being 

used as Equipment or Organization Certificate; the Organization Certificate cannot be used as 

Individual and Equipment Certificate; the Equipment Certificate cannot be used as Individual or 

Organizational Certificate. Certificates shall not be deemed as trusted by this CPS if they are not 

corresponding to their respective usages.    

ӥ ᴋᵥ ȁ ῃ Ҋᶏ ̆Ӟ ᴋᵥ

ꜚ ῏ҙⱵҊᶏ ̆ ↕ Ȃ

≢ ̆ ӥҌ ԍȁҌ ԍȁӞҌ ԍ Ҭ └ ̆

ԍ ̆ ᵬȁ ȁ Ҭ֜ └

└ Ҭ̆ ҹ ᴋᵥ ֙ȁֲ ᴴ Ҥ Ȃ 

The GDCA certificates are prohibited to be used in circumstances, such as any violation of state 

laws, regulations and national security or legal consequences, in addition, the GDCA certificates 

are prohibited to be used in business that involves criminal activities, or in business forbidden by 

laws, otherwise all legal liability that triggered by this will be taken consciously by subscribers 

themselves. Special note here, the certificate is not designed for, not intended for, not authorized for 

control equipment in danger, or for the occasion where the failure is required to avoid, such as 

operation of nuclear equipment, navigation or communication systems of shuttles, control systems 

of air traffic or weapons, since these faults or failures may lead to death, personal injury or serious 

environmental damage. 

1.5. Policy Administration  

GDCA ῃ ᴪ GDCA Ⱶ ̆

‰ CPS̆ ᵬҹ CPS ‗ Ȃ 
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GDCA Security Policy Committee is the highest management authority responsible for review and 

approval of policies of electronic certification services, as well as the highest decision organization 

to perform inspection and supervision of the enforcement of CPS. 

 Organization Administering the Document 1.5.1.

ҹ GDCA ῃ ᴪ ᵬ̆ҹ └ ȁ ȁ

CPSȂGDCA ῃ ᴪ ԍῈ ȁ Ҭ ȁ Ҭ ȁ

Ҭ ȁ ⱵҬ ‗ ף Ȃ 

Ⱶ ᵬ Ȃ  

GDCA Security Policy Committee is assigned as the document management authority responsible 

for establishing, publishing and updating this CPS. The committee consists of the relevant 

representatives with the right of decision-making from GDCAôs management, administrative center, 

marketing center, technology center, and customer service center, etc. 

Consultation of this policy document to the external parties and other routine jobs are undertaken 

by the administrative center. 

 ֲ Contact Person 1.5.2.

1.5.2.1. ӥ Certificate Problem Report 

ӥ ӥ Ҋץ ֜ ғ̆ ӥ ӥץ

֜̔ 

 ̧ ᴆ ̔capoc@gdca.com.cn̕  

Any certificate problem reports or certificate revocation requests shall be submitted through the 

following way, and certificate revocation requests must be submitted in writing: 

 ̧ E-mail to: capoc@gdca.com.cn 

1.5.2.2. CPS  CPS Related Issues 

ᴋᵥ ῏ CPS ȁ ȁ ̆ ץ Ҋץ Ȃ 

̔GDCA  

ֲ̔  

̔https://www.gdca.com.cn/ 

̔gdca@gdca.com.cn 

̔Ҭ ֲ ῍ қ қ Ҭ 448 23  

mailto:capoc@gdca.com.cn
mailto:capoc@gdca.com.cn
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̔510030 

̔+86 20-83487228 

ᴰ ̔+86 20-83486610 

For any problems, suggestions, questions, etc., about this CPS, you could contact us as follow: 

Contact Department: GDCA Administrative Department 

Contact: Ms. Wang 

Website: https://www.gdca.com.cn/ 

E-mail: gdca@gdca.com.cn 

Address: 23F, 448 Dongfeng Zhong Road, Guangzhou, Guangdong, the Peopleôs Republic of 

China 

Postal Code: 510030 

Tel: +86 20-83487228 

Fax: +86 20-83486610 

 ‗ CPS Person Determining CPS Suitability for 1.5.3.

the Policy 

GDCA ῃ ᴪ Ὲ CPS └ ̆ ‰ CPSȁ

‗ CPS Ȃ 

As the highest organization for making CPS, GDCA Security Policy Committee is a decision-making 

organization to ensure the CPS is in line with CP which is responsible for examination and approval 

of the CPS. 

 CPS ‰ CPS Approval Procedures 1.5.4.

CPS GDCA ῃ ᴪ CPS Ώ C̆PS Ώ

֜ GDCA ῃ ᴪ ̆ ᴪ ‰ ̆ GDCA

҉ Ȃ 

This CPS is drafted by the team designated by GDCA Security Policy Committee. After the 

completion of drafting, the CPS is submitted to GDCA Security Policy Committee for review. After 

approval by the committee, GDCA will publish the CPS on its official website.   

https://www.gdca.com.cn/
mailto:gdca@gdca.com.cn
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 CPSḱ CPS Revision 1.5.5.

GDCA CPS Ҥ └̆ ῃ ᴪ ῏Ԋ Ȃ 

GDCA ȁ ȁ ‰ ҙⱵ ’ ḱ

CPSȂ 

CPS Ώ ҉ץ ’ CPSḱ ̆ ֜GDCA ῃ ᴪ ̆

ᴪ ‰ ̆ GDCA ҉ Ȃ 

CPS ḱ ѿ Ȃ ῤ ꜚ̆↕ ȁ ȁ

ḱ Ȃ 

GDCA will implement strict version controls on this CPS, and such work will be arranged by the 

GDCA Security Policy Committee. 

This CPS will be updated timely in line with the changes of national policies and regulations, 

technical requirements, standards and business development.   

The proposed suggestion of revision will be submitted by the team which is responsible for writing 

CPS based on relevant changes, then it would be reviewed by the GDCA Security Policy 

Committee. After approved by the committee, GDCA will publish the updated CPS on its official 

website. 

This CPS is updated at least once every year. Even if no other changes are made to the contents of 

this CPS, GDCA will increment the version number and update the release date, effective date, and 

the revision records of this CPS. 

1.6. ӈ Ώ Definitions and Acronyms 

 ӈѿ List of Term Definition  1.6.1.

 ӈ 

GDCA ῃ ᴪ  GDCA Ⱶᵣ ῤ CPSѿ

‗   

Ⱶ  ̆ ̆ ӥ ҩ Ȃ

ԍ CAs Ҭ CAsȂ 

Ύ  Ύ ̂Registration Authority̆ RÃ ӥ

ӥ Ⱶ ̆ ӊ ֜ Ⱶ ̆ҹ

ӥ Ύ ᵣ̆ ӥ

ᴍ ≢̆ ᴰ ӥ ף̆

Ⱶ ‰ ӥ Ȃ 

ӥ ᶏ ᴆ̆ ԍ Ὲ ҍ ᴍ Ȃ 

ӥ ↓  ӥ Ⱶ ̂CA ⇔̃ ̆

ғ ӥ ↓ Ȃ  
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ҙⱵ ↕ ӥ ̆ ̆ ᶏ ѿᴍ ᴆȂ 

 Ҭ№ ҩ Ȃ 

῀   ῀ ӥ ֜ Ḥ ̆ ꜛ Ⱳ ӥ

ȁ ȁ Ȃ  

  ӥ Ḥ ̆ ‰ ӥȂ  

ῃ  ԑ Ҭ Ȃ 

ӥ  ӥ ̆ ᶏᶭ ᴆ∞ ӥ

Ȃ  

 Ҥ Ḡ Ҭ ̆ ԍ⇔

̆ / Ὲ ⱴ ᴆȂ 

Ὲ  Ҭ Ὲ ̆ ҩᶭ

ᶏ ץ̆ ҍ ֲ ѿ ⇔ ̆ /

ԍⱴ Ḥ Ḃֽץ̆ Ḥ

Ȃ 

Ὲ  ѿ ᴆȁ ᴆȁֲ ȁ ȁ ↕ ᴋ ̆

ԍ ԍῈ ӥ Ḥ⇔ ȁ ȁ

ᶏ ⱳ Ȃ 

Ὲ῍ Ḥ ӥ ԍῒ ӥץḤᴋ ᴆ

Ҭ ׆̆ Ḥ ӥȂ 

 CPS 8.3 ֲ ᵣȂ 

ᶭ  ᶭ ӥ ֲ ᵣȂ 

 ӥ ֲ ᵣ̆ғ ᶏ

ֲ ᵣȂ 

 Ⱶ ҍ ӥ ֲ/ ӊ ̆ ԅ

ⱬҍ ᴋȂ 

WebTrust CPAⱴ Ⱶ WebTrust ‰Ȃ 

 

Term Definition 

GDCA Security Policy 

Committee 

It is the highest management and monitor function for CPS and the 

decision-making agency pursuant to CPS within the GDCA 

certification services system.  

Certification Authority An organization that is responsible for the creation, issuance, 

revocation, and management of certificates. The term applies equally 

to both Roots CAs and Subordinate CAs. 

Registration Authority A Registration Authority (RA) is responsible for processing service 

requests from certificate applicants and certificate subscribers, and 

submitting them to the certification authority for the final certificate 

applicant to establish registration process. RA is also responsible for 

identifying and verifying certificate applicants, initiating or transferring 

certificate revocation request, and approving certificate renewal or 

re-key request on behalf of the certification authority. 

Certificate An electronic document that uses a digital signature to bind a public 
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key and an identity. 

Certificate Revocation List A regularly updated time-stamped list of revoked certificates that is 

created and digitally signed by the CA that issued the certificates. 

Certification Practice 

Statement 

One of several documents forming the governance framework in 

which certificates are created, issued, managed, and used. 

Domain Name The label assigned to a node in the Domain Name System. 

Entry Clerk Entry clerk is responsible for inputting the information submitted by the 

applicant and help the user handle certificates application, revocation 

and renewal procedures etc. 

Reviewer The reviewer is responsible for checking the information of certificate 

application and approving certificate issuance.    

Fully Qualified Domain 

Name 

A Domain Name that includes the labels of all superior nodes in the 

Internet Domain Name System. 

Online Certificate Status 

Protocol 

An online certificate-checking protocol that enables relying party 

application software to determine the status of an identified certificate.   

Private Key The key of a key pair that is kept secret by the holder of the key pair, 

and that is used to create digital signatures and/or to decrypt 

electronic records or files that were encrypted with the corresponding 

public key. 

Public Key The key of a key pair that may be publicly disclosed by the holder of 

the corresponding private key and that is used by a relying party to 

verify digital signatures created with the holder's corresponding private 

key and/or to encrypt messages so that they can be decrypted only 

with the holder's corresponding private key. 

Public Key Infrastructure A set of hardware, software, people, procedures, rules, policies, and 

obligations used to facilitate the trustworthy creation, issuance, 

management, and use of certificates and keys based on public key 

cryptography. 

Publicly Trusted 

Certificate 

A certificate that is trusted by virtue of the fact that its corresponding 

root certificate is distributed as a trust anchor in widely-available 

application software. 

Qualified Auditor A natural person or legal entity that meets the requirements of section 

8.3 of this CPS. 

Relying Party Any natural person or legal entity that relies on a valid certificate.  

Subscriber A natural person or legal entity to whom a certificate is issued and who 

is legally bound by a subscriber agreement. 

Subscriber Agreement An agreement between the CA and the Applicant/Subscriber that 

specifies the rights and responsibilities of the parties. 
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WebTrust The current version of CPA Canadaôs WebTrust Program for 

Certification Authorities 

 ῒ ӈѿ List of Abbreviations and their Meaning 1.6.2.

CA Certification/Certificate Authority Ⱶ  

CAA Certification Authority Authorization  

CP Certificate Policy ӥ  

CPS Certification Practice Statement ҙⱵ ↕ 

CRL Certificate Revocation List ӥ ↓  

CSR Certificate Signing Request ӥ ᴆ 

DBA Doing Business As ҙ  

DNS Domain Name System  

EV Extended Validation /  

FIPS 
(US Government) Federal Information Processing 

Standard 

̂ ̃ Ḥ

‰ 

FQDN Fully Qualified Domain Name ῃ  

GDCA Global Digital Cybersecurity Authority CO., LTD. 
ף ᴍ

Ὲ  

gTLD Generic Top-Level Domain  

IANA  Internet Assigned Numbers Authority ԑ №  

ICANN 
Internet Corporation for Assigned Names and 

Numbers 

ԑ ҍ №

 

ISO International Organization for Standardization ‰  

KM Key Management   

LDAP Lightweight Directory Access Protocol  

LRA Local Registration Authority Ύ  

OCSP Online Certificate Status Protocol ӥ  

SCA State Cryptography Administration  

PIN Personal Identification Number ҩֲ ᴍ ≢  
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PKCS Public KEY Cryptography Standards Ὲ῍ ‰ 

PKI Public Key Infrastructure Ὲ  

RA Registration Authority Ύ  

RFC Request For Comments 
‰(ѿ ԑ

‰) 

SSL Secure Sockets Layer ῃ  

TLS Transport Layer Security ᴰ ῃ 

2. Ḥ ҍ Ḥ Publication and Repository 

Responsibilities 

2.1. GDCA Ḥ Repositories 

GDCAḤ ѿҩ Ὲ Ḥ ̆ Ḡ ȁ ӥ ҍ ӥ ῏ Ḥ

ȂGDCAḤ ῤ ᵖҌ ԍץҊῤ C̔P CPS ȁ ӥȁCRLȁ

ץ̆ ῒ GDCA Ḥ ȂGDCA ӥȁCPS

ḱ ῒ ῤ ̆ ֓ῤ Ḡ ҍ CPS ῏ ѿ ȂGDCA Ḥ

ץ ̔https://www.gdca.com.cn ̆ GDCA ῒ

Ȃ 

GDCA repositories are open to the public. It can store, retrieve certificates and their related 

information. GDCA repository includes but is not limited to the following: current and historical CPs 

and CPSs, certificates, CRLs, subscriber agreements and other information published by GDCA 

when necesary. GDCA will release certificates, CP and CPS revisions and so on timely that must 

remain consistent with the CPS, relevant laws and regulations. You can search at 

https://www.gdca.com.cn or via any other communication methods specified by GDCA at any time. 

2.2. Ḥ Publication of Information  

GDCA https://www.gdca.com.cn Ḥ ̆ GDCA

Ḥ ȁ ȁ Ȃ 

GDCA Ⱶ ӥ CRL̆ ᶭ ץ GDCA

ӥ Ḥ ӥ↓ ̕ ̆GDCA ᶫ ӥ Ⱶ̆

https://www.gdca.com.cn/
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ᶭ ӥ Ḥ Ȃ 

̆GDCAӞ ᴪ ῒז Ḥ Ȃ 

GDCA publishes repositories on its official website (https://www.gdca.com.cn). The official website 

is the primary, most prompt and authoritative channel to publish all information about GDCA. 

GDCA publishes certificates and CRLs via LDAP. Subscriber or relying party can obtain information 

of certificates and CRLs through GDCAôs official website. Meanwhile, subscriber or relying party 

can check the current status of certificate instantly via OCSP service provided by GDCA. 

Meanwhile, GDCA may also release any related information in other possible forms. 

2.3. Time or Frequency of Publication 

GDCA ӥ ̆ ꜚ ӥ CRL Ȃ 

ԍ ROOTCA (SM2̃ ӥ Ҭ CA ӥ̆CRL ҹ 8

̆CRL Ҍ 24 Ȃ 

ԍ GDCA GM SM2 ROOT ӥ Ҭ CA ӥ̆CRL

ҹ 24 ̆CRL Ҍ 48 Ȃ 

’Ҋ̆GDCA ץ ‗ ӥ CRL ȂGDCA

ѿ Ⱶ CA ӥ ↓ ̂ARL Ȃ̃ 

Ḥ ῒזῤ ̆ GDCA Ạ₮‗ ̆

ȁ ̆ ғ Ȃ 

GDCA releases automatically the latest certificates and CRLs via official website when the 

certificates are issued or revoked. 

The subscriber certificates issued by the subordinate CAs of ROOTCA (SM2), the CRLs are issued 

every 8 hours and are valid for no more than 24 hours.  

For the subscriber certificates issued by the subordinate CAs of GDCA GM SM2 ROOT, the CRLs 

are issued every 24 hours and are valid for no more than 48 hours. 

In particular, GDCA can choose time to release the certificates and CRL in case of an emergency. 

GDCA releases CRL of CA (ARL) every year. 

GDCA can independently choose the time and frequency of releasing other information of 

repository. The release is efficient, timely and consistent with the requirements of the laws. 

2.4. Ḥ └ Access Controls on Repositories 

GDCAḤ Ҭ Ḥ Ὲ ᴋ̆ᵥֲ ̆ ֓Ḥ

https://www.gdca.com.cn/
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Ҍ ᴋᵥ └Ȃ 

GDCA ῃ ȁ ῃ ȁ ῃ └ Ḡ ֲ

Ḥ ⱴȁ− ȁḱ ȁ ᵬȂ 

The information in GDCA repository is publicly available. Anybody can read the relevant information, 

and there are no restrictions on the read-only access of such information.  

With network security, secure system design and security policy, GDCA ensures that only 

authorized employees can add, delete, modify and publish the repositories. 

3. ᴍ ҍ ≢ Identification and Authentication 

3.1. Naming 

 Type of Names 3.1.1.

GDCA ӥ̆ ӥ Һᵣ ≢ ̆ ӥ

ᴍ ῒ ≢̆ Ҍץ ῒḤ Ȃ ӥ ץ̆ ≢

̂Distinguished Namẽ ӥҺᵣῤ̆ ӥ ѿ ≢ ȂGDCA

ӥ X.509 ‰̆№ ӥ ᵣ ≢ ̆ X.500 ‰ Ȃ 

Certificate issued by GDCA can authenticate the identity and other attributes for applicant with 

different identifier including issuer and Distinguished Name (abbreviate as DN) of subscriber. The 

identifier of certificate holder is named as the DN contained in the certificate, and the DN is unique 

identifier of the subscriber. The certificate format meets X.509 standard and the identifier which is 

assigned to the subscriber as the DN meets X.500 standard. 

ԍ SSL/TLS Ⱶ ӥ̆ IP ⱴ⌠Һ ≢ Ҭ̆

ҹҺ IP ̆ ѿҩ₮ Һ ≢ Ҭ IP Ȃ 

For SSL/TLS server certificate, all domain names or IP addresses are added as the Subject 

Alternative Name and the common name is a primary domain name which must be one of the 

domain names or IP addresses from the Subject Alternative Name. 

GDCA ӥ Һᵣ ≢ ↕ Ҋ̔ 

Naming rules of issuerôs DN are as follows: 

 ṿ 

̂C̃ CN 

̂S̃  ӥ ᴍ̆ Ҍ  
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̂L̃ ӥ ̆ Ҍ  

̂Õ Global Digital Cybersecurity Authority Co., Ltd.  

GUANG DONG CERTIFICATE AUTHORITY CO.,LTD. 

̂OU  ̃ GDCA ᶭ ȁ ȁ Ҍ Ҍ

ҹ ӥ̆ ץ GDCA ӥҬ ץ Ҍ

Ȃ 

̂CÑ ҹ CA  

 

 

Attribute Value 

CountrŷC̃ CN 

StatêS̃ State of issuer (if included) 

Local̂L̃ Local of issuer (if included) 

Organization̂Õ Global Digital Cybersecurity Authority CO.,LTD. or GUANG DONG 

CERTIFICATE AUTHORITY CO.,LTD. 

Organization Unit

̂OŨ 

Certificate contains various issuers depend on subscriber types, 

applications and regions to issue the certificate. 

Common Name

̂CÑ 

Name of CA 

 

GDCA ӥ Һᵣ ≢ ↕ Ҋ̔ 

Naming rules of subscriberôs DN are as follows: 

 ṿ 

̂C̃ CN 

̂S̃  ᴍ̆ Ҍ  

̂L̃ ̆ Ҍ  

̂Õ ԍ ̆ ̕ 

̂OU  ̃ ץ Ҋѿҩץ ҩῤ ̔ 

ΐᵣ ̕ 

ῒז ᴍ ӥ ̕ 

ᴆ̂Ẽ ᴆ ̆ Ҍ  

̂CÑ ̂SSL/TLS ӥ̃̆ ̂ ӥ̃̆ ҩֲ
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̂ҩֲ ӥ̃̆ ῒז ≢  

 

 

Attribute Value 

CountrŷC̃ CN 

StatêS̃ State of subscriber (if included) 

Local̂L̃ Local of subscriber(if included) 

Organization̂O  ̃ Organization where subscriber subordinates for certain one; 

Organization Unit

̂OŨ 

One or more following options can be included: 

OU of subscriber subordinates; 

Any descriptions which describe identity or certificate type; 

Email̂Ẽ Subscriberôs email address (if included) 

Common Name

̂CÑ 

Domain name (SSL/TLS certificate), organization name (organization 

certificate), individual name (individual certificate), or other identifiable 

names 

 ӈ Need for Names to be Meaningful 3.1.2.

GDCA ᶏ DN ӥҺᵣ ӥ ᵣ D̆N Ҭ ΐ ѿ

ף ӈ̆ ҍᶏץ ӥ ᵣ ᴍ ῏Ȃ ӥҺᵣ

ӥ ⌠ ᵣ ̆ ԅҍҺᵣῈ Ҭ Ὲ ᵣḤ Ȃ 

GDCA uses the DN field to identify the entity that is the subject of the certificate and the entity that is 

the issuer of the certificate, and the names in the DN have representative meanings and can be 

related to the identities and specific properties of the final entities that use the certificates. The 

common name identifies the end entityôs particular name mentioned by this certificate. Identifier 

describes information of the specified entity with bound public key.  

 ᴺ Anonymity or Pseudonymity of Subscribers 3.1.3.

CPS ̆GDCA ӥ Ҍ ᶏ ᴺ Ȃ 

Under this CPS, subscriber cannot apply for certificate with anonymity or pseudonymity. 
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 Ҍ ↕ Rules for Interpreting Various Name 3.1.4.

Forms 

GDCA ӥ X.509 V3 ‰̆ ≢  X.500 ‰Ȃ ≢

↕ GDCA ӈȂ 

A certificate issued by GDCA conforms to X.509 V3. The format of DN conforms to X.500, and 

naming rules of DN are defined by GDCA. 

 ѿ Uniqueness of Names 3.1.5.

GDCA Ḥᴋ ῤ̆Ҍ ӥ Һᵣ ≢ Ҍ ̆ ѿ Ȃᵖ

ԍ ѿ ĞDCA ץ ῒ ѿ Һᵣ ≢ ҹῒ ӥȂ ӥ Ҭ₮

Ҍ ̆ ᾢ ᴨᾢᶏ ̆ ⱴ ⱴ ≢Ḥ ԇץ

≢ ↕Ȃ 

DN of certificate must be unique for different subscribers in GDCA trust domain, and same DNs 

cannot be allowed as subscriberôs subject name. GDCA can issue more than one certificates using 

the unique DN for one subscriber. When DN is not unique to different subscribers, the first applicant 

has the priority to use the DN, and the latter could add more additional information to distinguish 

from others. 

 ≢ȁ ≢ҍ Recognition, Authentication, and Role of 3.1.6.

Trademarks 

GDCA ӥ Һᵣ ≢ ҬҌ Ȃ 

Subjectôs DN of certificate issued by GDCA does not contain any trademarks. 

3.2. ∆ ᴍ Initial Identity Validation  

 Method to Prove Possession of Private Key 3.2.1.

ӥ ҍ ΎῈ ̆ ӥ

Ҭ ̂PKCS#10̃ȁῒ ҍ ̆ GDCA

ῒ Ȃ 

Applicants must prove that he/she holds the corresponding private key to the public key being 
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registered. You can use the ways of digital signature contained in certificate request messages 

(PKCS#10) or other equivalent method to identify the secret keys, or some ways required by GDCA 

to prove the possession of relevant keys. 

 ҩֲ ᴍ ≢ Authentication of Individual Identity  3.2.2.

ԍҩֲ ᴍ ӥ̆GDCA ҩֲ ᴍ ̆ Ҋ̔ 

For individual certificates, GDCA performs the validation of individual identities by:      

1) ᴍ Ȃ ѿ

ȁ ȁ ᴍ ᴆ̂ ᴍ ȁ ȁ´ ῒ

ז ̃̆GDCA ᴆ ᴋᵥ ᴺ ̆ ĞDCA

ץ ᴍ ᴆ ҈ ̆ ᴍȂ 

2) ȁ ȁ ᴆ ҍ ҩֲ ᴍ Ḥ ̆

ӥ Ȃ 

3) ̂ ӥҺ Ҭ Ȃ̃GDCA ץ ҙ ȁ

Ḥ ᶭ ᴍ ᴆ҉

Ȃ 

4) Ḥ Ҭ Ḥ ̆ ץ̆ ֲ ԍ

Ȃ ֜ᴋ ᴆȁ ҈ ȁ ȁ

ᴆ Ȃ 

5) ȁ ᴆ ᵬҹ ӥҺ ῤ ӥ ̆

ҩֲ ≠Ȃ 

1) Ensure the identity of the subscriber. This must be validated by obtaining at least one currently 

valid government-issued photo ID (e.g. ID card, passport, military ID, or equivalent document 

type), GDCA inspects the copy for any indication of alteration or falsification. GDCA 

cross-checks with an authoritative third-party database that issues the valid identification 

document.  

2) GDCA confimrs the application information and identity information through a voice 

communication, video, and e-mail communication etc. with the applicant, to verify the 

authenticity of the application.   

3) In case the subject of the certificate contains an address, GDCA may verify the address of the 

applicant using a utility bill, bank statement, credit card statement etc., or directly rely on the 

address on the identification document issued by the government. 

4) When the application information contains some information of an organization, it is necessary 

to confirm the existence of the organization and whether the applicant belongs to the 

organization. GDCA could require the applicant to submit the certificate of incumbency, or 
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validating by a third-party database, making phone calls, or sending e-mails to the 

organization etc. 

5) In case the subject of the certificate contains a domain name, an equipment name, or an 

e-mail address, GDCA verifies the ownership or control right of such domain, equipment, or 

e-mail address.  

ҹ ĞDCA ץ ׆ ҈ Ḥ ҩֲ

ᴍ̆ GDCA ׆ ҈ ⌠ Ḥ ̆ ҈ ̆

ᶫ Ḥ Ȃ  

If necessary, GDCA can also verify the subscribersô identities using the information obtained from 

the third-party. If GDCA cannot get all the required information from a third-party, it may delegate 

the third-party to conduct an investigation or require certificate subscribers to provide additional 

information and evidence materials. 

̆ ̆GDCA ץ ῒ ≢ Ȃ 

ӈⱵḠ ̆ ҍ ῏ ᴋȂ 

If necessary, GDCA may also establish other required identification methods and information. 

The applicant is obliged to ensure the authenticity of the application materials and shall bear the 

corresponding legal responsibility.    

 ᴍ ≢ Authentication of Organization Identity  3.2.3.

ᴋᵥ ̂ ȁᴑԊҙ ᵝ ̃̆ ץ ӈ ӥ ̆

Ҥ ᴍ ≢̆ Ḥ ῒ ȁ ≢ ᴍ ץ

ῒז ץ ᴍḤ Ȃ ӥ ҉

ᾟ№ ӥ ף ̂Ὲ ̃ ӥ ῏ ̆

ᴋȂ 

Identities of organizations (government agencies, enterprises and institutions, etc.), which apply for 

organization certificates, shall be authenticated strictly by cross-checking with the trusted 

databases, making a face to face validation and other ways that can clearly prove the identity of the 

subscriber, etc. Subscriber or subscriberôs representative fully delegated by the organization should 

sign the application form with companyôs chop, and accept and affords corresponding 

responsibilities described in the subscriber agreement. 

GDCA ᴍ ̆ Ҋ̔ 

GDCA performs the validation of organization identities by: 

1) ȁ ᵣȂ ץ Ҋץ Ҭ ѿ ̔ŵ

ᴆ̆ ᵖҌ ԍԊҙ ᵝ ֲ ӥȁ ѿ ᴪḤ ף

ӥ ĞDCAҍ ᴆ ῒ Ḥ
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̕Ŷ ᴍḤ ҍ ҈ ̕ŷ Ғҙ

ԊⱵ ᴪ ԊⱵ ȁῈ ₮ΐ ᴍ ₱Ȃ

҉ץ ̆ Ḡ ᶫ Ḥ ҍ ѿ Ȃ  

2) ȁ ȁ ᶫ Ḥ ̆ Ḡ

ᶫ Ḥ ҍ ѿ Ȃ ̆GDCA ҈ ⌠ ȁ

Ḥ₱ ҍ ץ̆ ҩḤ ̆ ף

ֲ ᵝ Ҭ ҩֲ ֲȂ 

3) Ⱳֲ Ⱳ ӥԊ ᴆ Ⱳֲ ᴍ ᴆ̆

Ḡ Ⱳֲ ⌠ Ȃ 

4) ҹ ĞDCA ץ ׆ ҈ Ḥ ᴍ̆

GDCA ׆ ҈ ⌠ Ḥ ̆ ҈ ̆

ᶫ Ḥ Ȃ 

GDCA ץ ҉ 1̃Ҭ ̆ ̆ ᶏץ Ḥ

ȁ ῒז Ȃ   

1) Confirm the legal existence of organization. This can be proved by: ŵa valid document issued 

by a government agency, such as a legal person certificate of a public institution, certificate for 

uniform social credit code, GDCA confirms the authenticity of such documents by contatcting 

with the government authorities who issue such documents or via the registration information 

maintained by the government authorities; ŶCross check the organization information with an 

authoritative third party database; ŷA confirmation letter issued by a professional law firm, an 

accounting firm, or a notary office on the authenticity of the organization identity. GDCA 

ensures the consistency between the information submitted with the verification results through 

the aforementioned methods.   

2) GDCA verifies the the information provided by the subscriber and the subscriber identity 

through voices communication, videos, photos taking, etc. to ensure the consistency between  

the information provided by the subscriber and the verification results. If necessary, GDCA may 

contact the organization based on information obtained from the third party, such as telephone 

number, email address and so on to verify the authenticity of a particular information item of the 

applicant, e.g. job position of representative or whether the person from the application form is 

the real applicant. 

3) GDCA validates the materials submitted by the representative, as well as the identity of the 

representative and the signed document from the organization to verify the authorization from 

the organization.  

4) If necessary, GDCA can also verify the subscribersô identities using the information obtained 

from the third-party. If GDCA cannot get all the required information from a third-party, it may 

delegate the third-party to conduct an investigation or require certificate subscribers to provide 

additional information and evidence materials. 

http://www.baidu.com/link?url=bXHFAOoH0ibcBWL8PsrBtVKcFCmfsiKf-LokmsF0KiAJEZjAZ7pUZ1B4A8C4xg7DrOT55ZlY7Cpt3vyP8nemLQZDLW-Lzarsfz62da1D2duaLmztBGegi5xKSCG5N8Gt
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GDCA may use method 1) to validate the address of an organization, additionally, credit card 

statements, bank card statements etc. may be used to validate the address of an organization. 

̆ ̆GDCA ץ ῒ ≢ Ȃ 

ӈⱵḠ ̆ ҍ ῏ ᴋȂ 

If necessary, GDCA can also establish other required identification methods and information. 

The applicant is obliged to ensure the authenticity of the application materials and bear 

corresponding legal responsibility. 

 SSL Ⱶ ᴍ ≢ Authentication of SSL Server Identity 3.2.4.

ӥ Ҍ Ҍ ≢ ̆ Ҋῤ ̔ 

ԍ DV SSL ӥ̆ ҩֲ ᶏ ̆

ҩֲ ᴍ ̆ CPS 3.2.10 Ȃ 

GDCA must perform different authentication methods depending upon the types of SSL certificate 

applied by the subscribers. 

For DV SSL certificates, GDCA only validates the ownership or control of the domain name and will 

not verify the identity of an individual or an organization. GDCA uses the validation methods 

described section 3.2.10 of this CPS for the validation of domains.  

ԍ OV SSL ӥ̆ Ҋץ ̔ 

1) ᴍ ̆ CPS 3.2.3 Ȃ 

2) SSL ӥ̆ CPS 3.2.10 Ȃ 

3) IP SSL ӥ̆ CPS 3.2.13 IP Ȃ 

4) ӥҬҺ Ҭ ҙ ̆ CPS 3.2.11 ҙ

Ȃ 

5) Ȃ ȁ ̆ҍ ӥ Ȃ 

6) Ȃ CPS 3.2.16 Ȃ 

For an OV SSL certificate, GDCA performs the validation as follows: 

1) Validate the identity and address of the organization according to section 3.2.3 of this CPS; 

2) Validate the domain ownership according to section 3.2.10 of this CPS in case applying for a 

domain SSL certificate; 

3) Validate the IP address ownership according to section 3.2.13 of this CPS in case applying for 

an IP address SSL certificate;  

4) Validate the DBA according section 3.2.11 of this CPS in case the certificate subject contains a 

DBA; 
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5) Confirm the authenticity of the certificate application, by sending e-mails and making phone 

calls with the validated contact information; 

6) Verify the authorization according section 3.2.16 of this CPS.  

ԍ IV SSL ӥ̆ Ҋץ ̔ 

1) ҩֲ ᴍ ̆ῒ CPS 3.2.2 Ȃ 

2) SSL ӥ̆ CPS 3.2.10 Ȃ 

3) IP SSL ӥ̆ CPS 3.2.13 IP Ȃ 

4) ӥ ȂGDCA ȁ ȁ ȁ ᴆ ̆ҍ

ӥ Ȃ 

For an IV SSL certificate, GDCA performs the validation as follows: 

1) Validate the identity and address of an website owner, according to section 3.2.2 of this CPS; 

2) Validate the domain ownership according to section 3.2.10 of this CPS in case applying for a 

domain SSL certificate; 

3) Validate the IP address ownership according to section 3.2.13 of this CPS in case applying for 

an IP address SSL certificate;  

4) Confirm the authenticity of the certificate application, by sending e-mails and making voice, 

video or phone calls with the applicant.  

ԍ EV SSL ӥ̆ Ҋץ ̔ 

1) ᴍ Ȃ CPS 3.2.3 Ȃ 

2) Ȃ CPS 3.2.10 Ȃ 

3) ӥҬҺ Ҭ ҙ Ȃ CPS 3.2.11 ҙ

Ȃ 

4) Ȃ Ύ Ḥ ȁ ҈

Ȃ 

5) ᴑҙҺ ֲȂ ҈ Һ ֲ ᴍḤ ̆

ҍ Һ ֲ ᵝȁ Ȃ 

6) ҍ Ҍѿ ̆↕ ᶫ ᶏ ᴆ̆

GDCAӞ ץ ȁ ҍ Ȃ 

7) Ȃ ȁ ̆ҍ ӥ Ȃ 

8) Ȃ CPS 3.2.16 Ȃ 

EV SSL ӥҌ IP ӥ ӥ̆Ҍ IP

Ȃ  
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For an EV SSL certificate, GDCA performs the validation as follows: 

1) Validate the identity and address of the organization according to section 3.2.3 of this CPS; 

2) Validate the domain ownership according to section 3.2.10 of this CPS; 

3) Validate the DBA according section 3.2.11 of this CPS in case the certificate subject contains a 

DBA; 

4) Validate the operational exsistence of the applicant, by checking with the records of 

incorporation authority or registration authority, or an authoritative third party database;  

5) Validate the idnetiy of the principal individual of the organization, by checking with an 

authoritative third party database and confirming the position and authorization with the 

applicant using the validated contact information; 

6) In case the applicant is different from the domain owner, a domain use authorization from the 

domain owner is required, GDCA may also contact with the domain ownder by sending e-mails 

or making phone calls etc. for the verification.  

7) Confirm the authenticity of the certificate application, by sending e-mails and making phone 

calls with the validated contact information; 

8) Verify the authorization, as stipulated in section 3.2.16 of this CPS. 

GDCA does not issue EV SSL certificates for IP addresses or wildcard domains, and does not 

validate IP addresses or wildcard domains in this regard.   

ҹ ĞDCA ץ ׆ ҈ Ḥ ҩֲ

ᴍ̆ GDCA ׆ ҈ ⌠ Ḥ ̆ ҈ ̆

ᶫ Ḥ Ȃ 

 ̆ ̆GDCA ץ ῒ ≢ Ȃ 

If necessary, GDCA can also verify the subscribersô identities using the information obtained from 

the third-party. If GDCA cannot get all the required information from a third-party, it may delegate 

the third-party to conduct an investigation or require certificate subscribers to provide additional 

information and evidence materials. 

If necessary, GDCA may also establish other required identification methods and information. 

ף  ᴍ ≢ Authentication of CodeSigning Identity 3.2.5.

ף ᴍ ≢ ῒף Ҍ Ҍ ᴍ ≢ ̆

ҹ ̆ CPS 3.2.3 ≢ ̕ ҹҩֲ ̆ CPS 3.2.2

≢ Ȃ 

EVף ӥֽ ̆ῒ ᴍ ≢ Ҋ̔ 

1) ᴍ Ȃ CPS 3.2.3 Ȃ 
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2) ӥҬҺ Ҭ ҙ Ȃ CPS 3.2.11 ҙ

Ȃ 

3) Ȃ Ύ Ḥ ȁ ҈

Ȃ 

4) ᴑҙҺ ֲȂ ҈ Һ ֲ ᴍḤ ̆

ҍ Һ ֲ ᵝȁ Ȃ 

5) Ȃ ȁ ҍ̆ ӥ ȂȂ 

6) Ȃ CPS 3.2.16 Ȃ 

ף  ̆Ҍ ҩֲ̆ ῒף ӥᶏ Ạ₮

ᶫ ᴆ̆ Ҍ ῒף ӥ ԍ ᴆȁ ף ȁ᷅ ᴆȁ

ᴆ Ȃ 

Different authentication of subscribersô identity for a CodeSigning certificate is performed based on 

different subscribers. For organization subscriber, GDCA performs certificate validation process in 

accordance with the organization authentication in CPS section 3.2.3; for individual subscriber, 

GDCA performs certificate validation process in accordance with the individual authentication in 

CPS section 3.2.2.  

EV CodeSigning certificates are issued only to organizations. The validation procedures are as 

follows:   

1) Validate the identity and address of the organization according to section 3.2.3 of this CPS; 

2) Validate the DBA according section 3.2.11 of this CPS in case the certificate subject contains a 

DBA; 

3) Validate the operational exsistence of the applicant, by checking with the records of 

incorporation authority or registration authority, or an authoritative third party database;  

4) Validate the idnetiy of the principal individual of the organization, by checking with an 

authoritative third party database and confirming the position and authorization with the 

applicant using the validated contact information; 

5) Confirm the authenticity of the certificate application, by sending e-mails and making phone 

calls with the validated contact information; 

6) Verify the authorization, as stipulated in section 3.2.16 of this CPS. 

Subscriber must make a statement and prove for the use of the CodeSigning certificate. Subscriber 

must promise not to sign malicious software, virus codes, infringement software and hacker 

software using the CodeSigning certificate. 
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 ӥ ᴍ ≢ Authentication of Document Signing 3.2.6.

Certificates Identity 

ӥ Ҍ Ҍ ≢ ̔ 

ԍ IV ӥ ̆GDCA CPS 3.2.2 ҩֲ ᴍ

≢Ȃ 

ԍ OV ӥ ̆GDCA CPS 3.2.3 ᴍ

≢Ȃ 

GDCA performs different validation based on the types of document signing certificates issued: 

For IV document signing certificates, GDCA validates the identities of individuals in accordance with 

section 3.2.2 of this CPS. 

For OV document signing certificates, GDCA validates the identities of organizations in accordance 

with section 3.2.3 of this CPS. 

 E-mail ӥ ᴍ ≢ Authentication of E-mail Certificates Identity 3.2.7.

ᴆ ӥ Ҍ Ҍ ≢ ̔ 

ԍ E-mail ӥ ̆GDCA E-mail ̆ ⌠ᶏ

̆ E-mail └ Ȃ 

ԍ IV E-mail ӥ ̆GDCA E-mail ӥ ̆

CPS 3.2.2 ҩֲ ᴍ ≢Ȃ 

ԍ OV E-mail ӥ ĞDCA E-mail ӥ ̆

CPS 3.2.3 ᴍ ≢Ȃ 

GDCA performs different validation based on the types of document e-mail certificates issued: 

For the Primary E-mail certificates, GDCA validates the ownership or control of an e-mail address 

by sending a Random Value via email and then receiving a confirming response utilizing the 

Random Value. 

For IV E-mail certificates, GDCA validates the identities of individuals according to section 3.2.2 of 

this CPS in addition to completing the validation procedures for the Primary E-mail certificates. 

For OV E-mail certificates, GDCA validates the identities of organizations according to section 3.2.3 

of this CPS in addition to completing the validation procedures for the Primary E-mail certificates. 
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 ᴍ ≢ Authentication of Equipment Identity   3.2.8.

ᴍ ≢ᴪ ῒ Ҍ Ҍ ĞDCA ᴍ

≢̆ Ҋῤ ̔ 

Authentication on equipment identity varies by different owners. GDCA must authenticate the 

identity of subscriber, including the following: 

ᴍ ≢ Ҍ Ҍ ᴍ ≢ ̆ ҹҩֲ ̆

ᴍ ≢ CPS 3.2.2 ҩֲ ᴍ ≢ ̕ ҹ ̆ CPS

3.2.3 ᴍ ≢ Ȃ 

ӥ ῏ Ḥ ҍ ᴆ ҈ ̆ ᾧḤ Ώ

̆ᵖ ΎḤ ץ ҹ‰Ȃ 

Ⱳֲ ᴍ ԅ Ȃ 

ᵬҹ ӥҺ ῤ ӥ ̆ ≠̆

ץ ᶫ ᴆ ᶏ ӥ ̆

ⱴ Ὲ Ȃ 

Authentication of Individual equipment Identity will be different according to the different owner of 

the equipment. If subscribers are individuals, GDCA performs the verification of identity according 

to section 3.2.2 of this CPS on individual identification process. If subscribers are institutions, 

GDCA performs the verification of identity in accordance with section 3.2.3 of this CPS on 

organization identification process. 

GDCA checks whether the key information submitted by the applicant complies with those from 

valid documents or information from third-party database in order to avoid the writing mistakes. 

However, application information should be subject to applicantôs confirmation. 

GDCA checks the identity of the authorized delegate and the authorization. 

When the device name is applying for a certificate as the certificate subject content, GDCA also 

need to verify whether the applicants have the right to do so. Confirmation can be done as follows:  

Applicants shall provide the certificate of ownership or the written commitment of the ownership or 

use-right from the institution with company chop. 

ҹ ̆GDCA ץ ׆ ҈ Ḥ ᴍ̆

GDCA ׆ ҈ ⌠ Ḥ ̆ ҈ ̆

ᶫ Ḥ Ȃ 

̆ ̆GDCA ץ ῒ ≢ Ȃ 

If necessary, GDCA can also verify the applicantsô identities using the information obtained from the 

third-party. If GDCA cannot get all the required information from a third-party, it may delegate a 

third-party to conduct an investigation or require certificate applicants to provide additional 
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information and evidence material. 

GDCA can also set other required identification methods and information. 

 ӥ ᴍ ≢ Authentication of Timestamp Identity  3.2.9.

ӥ ᴍ ≢ CPS 3.2.3 Ȃ 

GDCA validate the timestamp identity according to section 3.2.3 of this CPS.  

 ≢ Domain name recognition and identification 3.2.10.

ԍ ̆ ᵣ ץ Ὲ ̆ Ὲ ĞDCA

Ҋץ ≢ Ҭ ѿ ̔ 

1. Ύ Ⱶ ҈ Ҭ ⌠

ᴆ̆ ᴆ ṿ̆ ⌠ᶏ ṿ ̆ ῒ

└ Ȃ ≢ Baseline Requirments v1.7.0 3.2.2.4.2 Ȃ 

2. ֲ ᴆ̆ ѿ ṿ ᴆ ļadminĽ̆  

ļadministratorĽ̆ļwebmasterĽ̆ļhostmasterĽ ļpostmasterĽᵬҹ╠ ⱴ҉ @̆

ץ ҹ ̆ ⌠ᶏ ṿ ̆ ῒ

└ Ȃ ≢ Baseline Requirments v1.7.0 3.2.2.4.4 Ȃ 

3. FQDN̂ ῃ ̃ URÎ ѿ ̃ ҉

Ḥ ꜚ̆ ץ FQDN └ Ȃ ≢

Baseline Requirments v1.7.0 3.2.2.4.6 Ȃȍ ԍ 2020 6 3

ᶏ ̆ GDCAҌῬᶏ Ȏ 

4. DNS CNAMEȁTXT CAA Ҭ ᴋ ṿ פ

ֲ FQDN̂ ῃ ̃ └Ȃ ≢ Baseline 

Requirments v1.7.0 3.2.2.4.7 Ȃ 

5. ṿ ṿ₮ ԍ ҩ ᴆ ῤ Ҭ̂ᶛ ̆ ҩ ṿ ṿҌ

₮ ԍ ԍ ᴆ Ҭ̆ ׆ Ҭ ⌠ ⱳ HTTP 2xx ף

̃̆ ץ FQDN └ Ȃ ≢ Baseline Requirments 

v1.7.0 3.2.2.4.18 Ȃ 

For the purpose of domain name validation, entities to be validated may also be the applicant's 

parent company, subsidiary company, or affiliate. GDCA may use one of the following ways for the 

validation of domain names: 
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1. Obtain the e-mail address of the domain name owner listed by the domain name registrar or 

other authoritative third party database, and contact the owner by sending a Random Value via 

email, and then receiving a confirming response utilizing the Random Value, to confirm its 

ownership and control of the domain name; This way of validation conforms to section 

3.2.2.4.2 of the Baseline Requirements v1.7.0.   

2. Sending an constructed email to domain contact to confirm the ownership and control of the 

domain name, by sending an email including a Random Value to one or more addresses 

created by using 'admin', 'administrator', 'webmaster','hostmaster', or 'postmaster' as the local 

part, followed by the at-sign ("@"), followed by an authorized Domain Name, and receiving a 

confirming response utilizing the Random Value. This way of validation conforms to section 

3.2.2.4.4 of the Baseline Requirements v1.7.0. 

3. By making a change to the agreed-upon information found on an online Web page identified 

by a uniform resource identifier containing the FQDN, to confirm the applicantôs practical 

control over the FQDN. This way of validation conforms to section 3.2.2.4.6 of the Baseline 

Requirements v1.7.0. [This method is no longer used because it is deprecated as of 3 June 

2020]. 

4. By confirming the presence of a Random Value or Request Token in a DNS CNAME, TXT, or 

CAA record to confirm the applicantôs practical control over the FQDN. This way of validation 

conforms to section 3.2.2.4.7 of the Baseline Requirements v1.7.0. 

5. Confirming the applicant's control over the FQDN by verifying that the Request Token or 

Random Value is contained in the contents of a file (such as a Request Token, Random 

Number that does not appear in the request used to retrieve the file and receipt of a successful 

HTTP 2xx status code response from the request). This way of validation conforms to section 

3.2.2.4.18 of the Baseline Requirements v1.7.0. 

ԍ ̆GDCA ᶷ ̆Ḡ ̂*̃ ᶷ

ԍ ѿҩ ҙ ᵣȁ ᴪ ̆ Ύ Ȃ 

GDCA ̂*̃ ᶷ ȁῈ῍ Ύ

└ ӥ ̆ ῒ ῃ └ Ȃ 

̆GDCA ῒ ץ̆ ̆

ᶫ ꜛ̆ Ҍ Ȃ 

As for the validation of a wildcard domain name, GDCA verifies the domain name in the right 

position of the wildcard to ensure the domain name in the right position of (*) is obtained through 

registration, and explicitly owned or controlled by a business entity, a social organization, or a 

government authority etc.   

GDCA rejects any certificate request with a domain name in the right position of the wildcard (*) 

being a gTLD, public suffix, or a registry ï controlled domain name, unless the applicant proves its 

rightful control of the entire domain namespace.    

If necessary, GDCA may also perform the independent investigation to confirm the ownership of the 

domain name. The subscriber shall not refuse the requirements when corresponding assistance is 

needed from GDCA. 
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 ҙ Verification of DBA/Tradename 3.2.11.

ӥҺ Ҭ DBA ҙ ̆GDCA Ҋץ Ҭ ѿ ץ

ᶏ DBA ҙ ̔ 

1. ᶫ ȁ ̆

ҍ ̕ 

2. ̕ 

3. ҍ DBA ҙ ̕ 

4. ᴆ ₱ᴆ̕ 

5. ҙ ̆ ̆Ḥ ̆ ̆ ῒז GDCA ҹ

Ȃ 

If the subject identity information is to include a DBA or tradename, GDCA verifies that the 

applicants have right to use the DBA/tradename using at least one of the following: 

1. Documentation provided by, or communication with, a government agency in the jurisdiction of 

the applicantôs legal creation, existence, or recognition; 

2. A reliable data source; 

3. Communication with a government agency responsible for the management of such DBAs or 

tradenames; 

4. An attestation letter accompanied by documentary support; or 

5. A utility bill, bank statement, credit card statement, government-issued tax document, or other 

form of identification that GDCA determines to be reliable. 

 ҍ ≢ Verification of Country  3.2.12.

ӥҺ Ҭ ̆GDCA ҈ DNS

IP IP ̆ Ḡ ֲ IP ҍ ֲ

ѿ Ȃ 

In case the ñcountryNameò field is present in the subject, GDCA verifies the country associated with 

the subject though checking the IP address of the applicant or the IP address on the DNS record 

from an authoritative third party database, to ensure the IP address of the applicant is consistent 

with a country where the applicant is actually located.     

 IP ≢ Authentication of an IP Address 3.2.13.

GDCA Ҋץ ̆ └ IP ̔ 
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1. IP URÎ ѿ ̃ ҉ Ḥ ꜚ̆

ץ IP └ Ȃ ≢ Baseline 

Requirments v1.6.6 3.2.2.5.1 Ȃ 

GDCAҌҹ IP EV SSL ӥȂ 

GDCA adopts the following way for the authentication, to confirm the applicant owns or practically 

controls the IP address:   

1. By making a change to the agreed-upon information found on an online Web page identified 

by a uniform resource identifier containing the IP address, to confirm the applicantôs practical 

control over the IP address. This way of validation conforms to section 3.2.2.5.1 of the 

Baseline Requirements v1.6.6. 

GDCA does not issue EV SSL certificate for an IP address. 

 ‰ Data Source Accuracy 3.2.14.

ᴋᵥ ᵬҹ ᶭ ᶏ ӊ╠ ĞDCA ᶭ ‰̆

̆ ᴺ ᵀ̆ Ҋץ ̔ 

1. ᶫḤ ̕ 

2. Ḥ ̕ 

3. ᶫ ̆ ̕ 

4. Ὲᴧ ̕ 

5. ᴺ Ȃ 

ԍ GDCA SSL ӥ̆ ׆ ᵀҹ ᶭ Ҭ ᴆ

Ҍ ӥ ╠ 825 ̆↕ GDCA ᶏ ᴆ̕ ԍ GDCA

SSL ӥ̆ ׆ ᵀҹ ᶭ Ҭ ᴆ Ҍ CPS

ӥ ̆↕ GDCA ᶏ ᴆȂ 

Prior to using any data source as a reliable data source, GDCA evaluates the source for its reliability, 

accuracy, and resistance to alteration or falsification, and considers the following during its 

evaluation: 

1. The age of the information provided, 

2. The frequency of updates to the information source, 

3. The data provider and purpose of the data collection, 

4. The public accessibility of the data availability, and 

5. The relative difficulty in falsifying or altering the data. 
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For the SSL certificates, GDCA may use the documents and data to verify certificate information, 

provided that it obtained the data or document no more than 825 days prior to issuing the certificate. 

For non-SSL certificates, GDCA may use the documents and data to verify certificate information, 

provided that it obtained the data or document within the maximum validity as stipulated in this CPS 

prior to issuing the certificate. 

 Ḥ Non-Verified Subscriber Information  3.2.15.

ӥҬ Ḥ ̆ Ḥ Ҍ Ώ῀ ӥȂ 

The information contained in the certificate must be validated, the information that is not validated 

shall not be written into the certificate. 

 Validation of Authority  3.2.16.

ⱲֲⱲ ӥҙⱵ ̆GDCA Ҋ ̔ 

1. ҈ ᴍ Ⱶ ȁ Һ ᴆ

̕ 

2. ȁ Ḥ₱ȁ ᵳ ᴋᵥ ֲ ԍ҉

ץ ῒף ҹ Ȃ 

GDCAᾛ ҩֲ ӥȂ ӥץ ԅ ץ

ӥ ҩֲ̆↕ GDCA Ҍ ֲ ץ ᴋᵥ ӥ Ȃ

⌠ ӥ ̆GDCA ᶫῒ ֲ Ȃ 

The following verification will be conducted while the representative of organization subscriber 

applying for certificate: 

1. Confirming the organization from third-party identity verification service or database, 

documents issued by government. 

2. Using telephone, postal letter with return receipt, employment proof document or any 

equivalent way to confirm that the person belongs to above organization and his/her behavior is 

authorized by these organization. 

GDCA allows an applicant to specify individuals to request certificates. If an applicant specifies, in 

writing, the individuals who may request a certificate, then GDCA does not accept any certificate 

requests that are outside this specification. GDCA provides an applicant with a list of its authorized 

certificate requesters upon the applicantôs verified written request. 

 ԑ ᵬ‰↕ Criteria for Interoperation  3.2.17.

ԍῒז Ⱶ ̆ ҍץ GDCA ԑ ᵬ̆ᵖ Ⱶ
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CPS GDCA CP ̆ ғҍ GDCA Ȃ 

GDCA ᶭ ῤ ̆ GDCA ≢ Ḥ ̆ ҹӊ

ӥȂ 

╠̆GDCA ᴋᵥ֜ ӥȂ 

̆GDCA Ҥ ԇץ Ȃ 

Other certificate authorities can interoperate with GDCA. These CAs must ensure that their CPS 

are in compliance with the requirements from GDCA CP and sign related agreement with GDCA.  

GDCA accepts the information authenticated by other CAs and issue corresponding certificates 

based on the agreement.  

To date, GDCA has not issued any cross certificates. 

If there are provisions of national laws and regulations regarding interoperations of issuing 

certificate, GDCA will perform strictly according to relevant legislations. 

3.3. ҍ ≢ Identification and Authentication 

for Rekey Requests 

ӥ⌠ ╠̆ ӥץḠ ӥᶏ ȂGDCAѿ

֟ ѿҩ ף ̆ ᵬľ ĿȂ 

Prior to the expiration of an existing subscriber's certificate, it is necessary for the subscriber to 

obtain a new certificate to maintain continuity of certificate usage. In general, GDCA requires 

subscriber to generate the new key pair to replace the old one, which is called re-key. 

 ҍ ≢ Identification and Authentication for 3.3.1.

Routine Rekey 

ԍѿ ’Ҋ ̆ ֜ ≢ ӥ Ḥ ̆

≢ ȁ ӥ ↓ ̆ ≢ ԍץҊ₃ҩ ̔ 

 ̧ ӥ ғ ̕ 

 ̧ ӥ҉ Ὲ ̕ 

 ̧ ԍ ΎḤ ᴍ ≢Ȃ 

For general application of rekey, subscriber must submit sufficient information for identifying original 

certificate, such as DN of subscriber, serial number of certificate, etc. Authentications are including 

the following: 

 ̧ Original certificate issued by GDCA exists. 
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 ̧ GDCA verifies the signature of re-key request using subscriberôs public key in original 

certificate. 

 ̧ GDCA authenticates the identity based on original registration information. 

ᴪ ᶏ ⱴ ᴆ ̆ ̆

╠̆ ᶏ ⱴ ᴆ ̆ ĞDCA

Ҍ ᴋȂ 

The renewal of the secret key will cause that the original secret key is unable to decrypt the files or 

data. Therefore, the subscriber shall make sure the encrypted documents or data have been 

decrypted before they apply for the secret keyôs updating. GDCA shall not assume any 

responsibility incurred by failure of decryption by the renewal of the secret key. 

 ҍ ≢ Identification and Authentication for 3.3.2.

Rekey  After Revocation 

GDCAҌ ᶫ ӥ Ȃ 

GDCA does not provide Re-key/renewal after revocation. 

3.4. ҍ ≢ Identification and Authentication for 

Revocation Request 

GDCA Ύ CPS4.9.1.1 ӥ ̆ ᶭ

ӥ̆ ’ ≢Ȃ Һꜚ ӥ̆↕ CPS 3.2

ᴍ ≢Ȃ 

GDCA or RA can revoke a certificate based on reasons stated in section 4.9.1.1 of this CPS without 

authentication. Subscribers who request to revoke certificate follows CPS section 3.2. 

3.5. Ⱶ ≢ Identification and Authentication 

for Authorized Service Organization 

GDCA ᴋ ӥ RĂҌῬ RAȂ 

GDCA will serve as RA by itself, rather than assign another RA. 
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4. ӥ ᵬ Certificate Life Cycle Operational 

Requirements 

CA ӊ ĞDCA ӥ ѿ ҹ 3

ῤ̕ץ Ⱶ ӥ ҹ 10 ῤ̕ץ ӥ ҹ 10

ῤץ E̕-mail ӥ ҹ 3 ῤץ S̕SL/TLS Ⱶ ӥ ҹ 397

ῤץ ף̕ ӥ ҹ 3 ῤȂѿҩץ ӥ ȁ ȁ

ȁ ȁ ȁ ȁ ȁ Ȃ 

From the issuance date by GDCA system, document signing certificates are generally valid for a 

period no more than 3 years; time stamp server certificates are valid for a period no more than 10 

years; equipment certificates are valid for a period no more than 10 years; e-mail certificates are 

valid for a period no more than 3 years; SSL/TLS server certificates are valid for no more than 397 

days, and CodeSigning certificates are valid for a period no more than 3 years. A whole certificate 

life cycle includes the application, verification, issuance, distribution, renewal, logout, revocation 

and archiving, etc. 

4.1. ӥ Certificate Application  

 ӥ ᵣWho Can Submit a Certificate Application 4.1.1.

ӥ ᵣ ҩֲ ΐ ֲ ( ῏ȁԊҙ ᵝȁ

ᴪ ᵣ ֲ ᵣ )Ȃ 

Entities of certificate applicants may be individuals and organizations with independent legal 

entities (such as government agencies, public institutions, social organizations, people's 

organizations and other organizations). 

 Ύ ҍ ᴋ Enrollment Process and Responsibilities 4.1.2.

1. ӥ Ύ  

1) Ώ ӥ Ȃ 

2) ֜ GDCA Ύ ̂RA LRÃ ӥ ̆

Ύ ̆ ῀ ȂῒҬ ῀ №≢ҹңҩҌ

ᵬֲ Ȃ 

3) Ύ GDCA ֜ ӥ ̆ ῃ GDCAȂ 
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4) GDCA Ύ ӥ̕ 

5) Ύ ῃ ӥ֜ט Ȃ 

2. ᴋ 

1) Ԋᾢԅ ȁCP  CPS ᴆ Ԋ ̆ ≢ ῒҬ῏ԍ

ӥ ȁ ≠ȁӈⱵ Ḡ ῏ῤ Ȃ 

2) ᴋ GDCA ᶫ ȁ ‰ ӥ Ḥ Ȃ 

3) Ύ ᶫ ӥ Ḥ ҍ ᴍ ѿ ᵬ̆

ᴋȂ 

1. Certificates registration process 

1) Subscribers shall fill in the certificate application forms. 

2) Subscribers shall submit the corresponding application materials to the registration authorities, 

i.e. RA or LRA of GDCA, for the application. After reviewed by RA, the request data are 

recorded. The reviewer and entry clerk are two different system operators respectively. 

3) The certificate requests submitted by RA shall send to GDCA through the secure channel.  

4) GDCA issues certificates according to the registered agenciesô requests. 

5) RAs deliver certificates to the subscribers in a secure way. 

2. Responsibilities 

1) The applicants should learn about the agreed-upon matters stipulated in the subscriber 

agreement, the CP and the CPS etc. in advance, particularly those in relation to certificate 

usage, rights, obligations and warranties.       

2) The subscriber has the responsibility to provide real, complete and accurate certificate 

application information to GDCA. 

3) RAs shall ensure the consistency between certificate application information and identification 

which subscribers provided and bear corresponding responsibilities of review. 

4.2. ӥ Certificate Application Processing 

 ≢ҍ ≢ⱳ Performing Identification and Authentication 4.2.1.

Functions 

GDCA ῒ Ύ ⌠ ӥ ̆ CPS 3.2 ̆

ᴍ ≢ҍ ≢Ȃ 

GDCA ӥ Ҭ̆ Ḡ ӥḤ ҍ Ḥ
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̆ ӥ Ȃ 

ӥ╠̆GDCA CPS 3.2.14 ↕ ╠ Ḥ Ȃ 

After GDCA and its registration agencies receive the subscriberôs certificate application, they will 

perform identity recognition and verification of identification over the subscriber according to the 

requirements of CPS 3.2. 

In the process of certificates application, GDCA will take effective measures to ensure that the 

certificate information is in line with correct application information, and the certificate is issued to 

the right applicant. 

Prior to issuing a certificate, GDCA confirms whether or not to re-use the validated information 

according to the requirements stipulated in section 3.2.14 of this CPS.   

 ӥ ‰ Approval or Rejection of Certificate 4.2.2.

Applications 

4.2.2.1. ӥ ‰ Approval of Certificate Applications 

GDCA Ύ ⱳ ԅ ӥ ֜ ӥ ̆

GDCA ӥ ‰ ӥ Ȃ 

After GDCAôs registration authority successfully completes verification steps for the certificate 

application and submits a certificate request, when GDCA formally issues certificates, it means 

GDCA has approved the certificate application.  

Ҋ ᴆ̆ Ύ ̂RÃ ץ ‰ ӥ ̔ 

1. ῃ CPS 3.2῏ԍ ᴍ ≢ ̕ 

2. ῤ ̕ 

ԅט .3 Ȃ 

RA will approve the certificate requests, if the following conditions are met: 

1. The application shall completely meet the requirements from CPS section 3.2 regarding the 

subscriber's identification information and authentication. 

2. Applicant accepts or has no opposition regarding the content or requirements of the 

subscriber's agreement. 

3. Applicant has paid already in accordance with the provisions. 

4.2.2.2. ӥ Rejection of Certificate Applications 

Ҋ↓ ̆ Ύ ̂RÃ ӥ ̔ 
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1) Ҍ CPS 3.2̓͂ ԍ ᴍ ≢ ̕ 

2) Ҍ ᶫ ᴍ ̕ 

3) Ҍ ῏ῤ ̕ 

4) Ҍ ט ̕ 

5) ӥ ICANN̂ The Internet Corporation for Assigned Names and Numbers̃

Ҭ gTLD̂ ̃̕  

6) GDCA Ύ ҹ ‰ ᴪ GDCA Ԉ ȁ Ȃ 

If the following circumstances happened, GDCA refuses the certificate application in case of the 

following situations: 

1) The application does not meet the specifications of subscriberôs identification and 

authentication in CPS 3.2. 

2) The applicant cannot provide the required identity documents. 

3) The applicant opposes or does not accept the relevant content or requirements of the 

subscriber's agreement. 

4) The applicant has not paid or cannot pay the appropriate fees. 

5) The requested certificates contain a new gTLD under consideration by ICANN (The Internet 

Corporation for Assigned Names and Numbers). 

6) GDCA or RA considers that the approval of the application will bring about controversies, legal 

disputes or losses to GDCA. 

ҩ ̆  GDCA ҹ ‰ ΐ ĞDCA

̆GDCA ȁ ῏ ȁ ῃԊⱵ

҈ ̆ Ὲ῍ ᵣῈ Ҭ Ḥ ̆ GDCA ӊ╠

ԍ ῒז ӥ ӥ̆

ӥ ֲ↓ ̆ ӥ ᴪ ↓ Ḥ Ȃ ԍ↓ Ҭ₮

ֲ̆GDCA ῒ Ȃ 

ԍ ӥ ̆GDCA ӥ Ȃ 

If the application is prohibited explicitly by laws and regulations, or GDCA considers that there are 

high risks to approve the application, GDCA shall reject it. GDCA establishes and maintains a list of 

high risk certificate applicants according to the list provided by anti-phishing alliance, antivirus 

vendor or related alliance, government agencies which are responsible for network security affairs 

and other third parties, or the disclosure of information through public media reports, or previously 

rejected certificate requests by GDCA due to suspected phishing or other fraudulent usage or 

concerns. GDCA will query information from the list during accepting certificate application. If the 

applicants appear in this list, GDCA will reject their application directly. 

For the rejected certificate application request, GDCA will notify the applicant about the failure of 
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application. 

 ӥ Time to Process Certificate Applications 4.2.3.

GDCA Ύ Ạ₮ ꜜⱬ ӥ Ḥ ѿ̆ Ύ

⌠ԅ ῏Ḥ ̆ 2ҩ ᵬ ῤ ӥ Ȃ 

Ύ ҉ ῤ ӥ ‗ԍ ӥ ֲ ȁ ȁ

‰ ֜ԅ ῏Ḥ ԅ GDCA Ȃ 

RA authorized by GDCA will make a reasonable effort to check the certificate application 

information as soon as possible. Once RA received all the necessary information, it will process the 

certificate application within 2 working days. 

The capability of the RA to process the applications within the period mentioned above will depend 

on whether the applicant has submitted the true, complete and accurate information as well as 

responded the management requirement of GDCA in time. 

 ̂CAÃCertification Authority Authorization (CAA)  4.2.4.

ԍ GDCA SSL/TLS ӥ̆GDCA ӥҺ ≢ Ҭ ѿҩ

dNSNameẠ CAA ̆ ⌠ Ȃ 

GDCA RFC6844̂ סּ 5065ḱ ̃ ľissueĿȁľissuewildĿ

ľiodefĿ ̔ ľissueĿȁľissuewildĿ ҬҌ ľgdca.com.cnĿ̆ ↕ GDCA

Ҍ ӥ̕ CAA Ҭ₮ ľiodefĿ ̆↕ GDCAҍ ‗

ҹῒ ӥȂ 

GDCAץҊ↓ CAA ’ᵬҹ ӥ ᴆ̔1̃ GDCA

Ҭ CAA 2̃̕ ѿ CAA 3̃̕

Ҍ ICNNA DNSSEC Ȃ 

For the SSL/TLS certificates issued by GDCA, GDCA will check the CAA records and follow the 

processing instructions found for each dNSName in the subjectAltName extension of the certificate 

to be issued.  

GDCA processes "issue", "issuewild", and ñiodefò property tags according to RFC6844 as amended 

by Errata 5065: GDCA will not issue corresponding certificates if the "issue", "issuewild"property 

tags do not containñgdca.com.cnò. In case the property tag ñiodefò is present in the CAA records, 

GDCA will determine whether or not to issue certificates after communicating with the applicant. 

GDCA treats a record lookup failure as permission to issue certificates if: 1) the failure is outside the 

GDCA's infrastructure; 2) the lookup has been retried at least once; and 3) the domain's zone does 

not have a DNSSEC validation chain to the ICANN root. 
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4.3. ӥ Certificate Issuance 

 ӥ Ҭ Ύ ̂RÃ Ⱶ ̂CÃ ҹ4.3.1.

CA Actions During Certificate Issuance 

CA ӥ GDCA Ḥֲ פ ᶏ̆ CA

ӥ ᵬȂ 

ӥ Ҭ RA ӥ ̆ ᵬ RA

ӥ CA ӥ ȂRA CA ӥ Ḥ RA

ᴍ ≢ҍḤ Ḡ ̆ Ḡ ⌠ CA ӥ Ȃ 

CA ӥ RA ӥ ̆ RA Ḥ ≢ҍ

̆ ԍ ӥ ̆ ӥ ӥȂ 

GDCA ‰ ӥ ӊ ̆ ӥȂ ӥ Ⱶ

ῃ ‰ԅ ӥ Ȃ 

A trusted person authorized by GDCA deliberately issues a direct command with respect to 

certificate issuance by the root CA, in order for the root CA to perform a certificate signing 

operation. 

In the process of issuing certificate, the RAôs administrator is responsible for the approval of 

certificate application, and sending certificate issuance request to the certificate issuance system of 

CA via the RA system. Issuance request which RA sends to CA must include identification with the 

measures of information security. RA must ensure that the request is sent to the correct CA 

certificate issuance system. 

After obtaining the RA certificate issuance request, CA certificate issuance system authenticates 

and decrypts the requests. For the valid certificate issuing request, certificate issuance system 

issues the subscriber certificate. 

GDCA will issue the certificate after approval over certificate application. The issuance of the 

certificate means GDCA approves the certificate request formally. 

 Ⱶ Ύ Notifications to 4.3.2.

Subscriber by the CA of Issuance of Certificate 

GDCAᴪ Ҋ₃ץ ̔ 

1ȁ ̕ 

2ȁ ᴆ̂e-mail̃ ̕ 
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3ȁ ̆ ̂ ⌠ ̃̕  

4ȁῒז GDCA ҹ ῃ Ȃ 

GDCA will take the following notification ways to inform subscribers: 

1. Electronic or paper receipt 

2. E-mail 

3. Face to face (such as the applicant gets certificate from LRA, etc.) 

4. Other secure and practical manners considered by GDCA 

4.4. ӥ Certificate Acceptance 

 ӥ ҹ Conduct Constituting Certificate Acceptance 4.4.1.

1. Ғ GDCA ӥ Ⱶ ӥҊ ̆ ӥҊ ף

ԅ ӥȂ 

2. GDCA Ύ ᾛ Ҋ̆ף Ҋ ӥ̆ ӥ ᴆ ῒז

GDCA ҹ ̆ ף ԅ ӥȂ 

3. ԅ ӥ ̆ ғ ₮ ӥ ӥҬ ῤ Ȃ 

1. Subscribers access to specialized GDCA certificate service website and download the 

certificate. When the certificate is completely downloaded, it represents that the subscriber 

have received a certificate. 

2. GDCAôs RA downloads certificate on behalf of the subscribers, when a subscriber receives a 

certificate from RA through e-mail represents that the subscriber has received the certificate. 

3. Subscribers have received the way of obtaining the certificates, and no objection of the 

certificates or their contents. 

 Ⱶ ӥ Publication of the Certificate by the 4.4.2.

CA 

ӥ ĞDCA 24 ῤ ӥ ⌠GDCA Ⱶ Ȃ 

GDCA Һȁ׆ Ⱶ ӥȂ ⌠

Һ Ⱶ Ҭ̆ Һ׆ ̆ Һ Ⱶ ꜚ ׆⌠ Ⱶ

Ҭ̆ᶫ ᶭ Ҋ Ȃ 

After a subscriber receives a certificate, GDCA issues the subscriber certificate to the GDCA 
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directory service system within 24 hours.   

GDCA uses the main and subordinate directory server architecture to distribute issued certificates. 

Issued data are directly released to the main directory server, and then through the master-slave 

mapping, the main directory server data automatically synchronized to the subordinate directory 

server for subscriber and relying party to query and download. 

 Ⱶ ῒז ᵣ Notification of Certificate 4.4.3.

Issuance by the CA to Other Entities 

GDCA Ύ Ҍ ῒז ᵣ Ȃῒז ᵣ ץ ׆ Ⱶ Ҭ

⌠ GDCA ӥȂ 

GDCA and RA will not notice to other entities. Other entities can obtain GDCAôs issued certificates 

by querying the directory server. 

4.5. ӥ ᶏ Key Pair and Certificate Usage 

 ӥ ᶏ Subscriber Private Key and Certificate 4.5.1.

Usage 

֜ԅ ӥ ԅ GDCA ӥ ̆ ҹ ҍ

GDCAȁᶭ ῏ ≠ ӈⱵ Ȃ ⌠ ӥ̆

Ḡ ῒ ӥ ᾧ ᶏ Ȃ 

ȁ CPSץ ῤᶏ ӥȂ

 ԍ ӥ̆ῒ ԍ Ḥ ̆ ῤ Ȃ ԍ

ⱴ ӥ̆ῒ ԍ Ὲ ⱴ Ḥ Ȃ ӥ⌠ ӊ

̆ Ả ᶏ ӥ Ȃ 

ԍ SSL/TLS ӥ̆ ᴋ ӈⱵḠ ӥҬ↓₮ Һ ≢

Ⱶ Ҭ ӥȂ 

After the subscribers have submitted certificate application and received certificates issued by 

GDCA, they are deemed to have agreed to comply with the terms of GDCA, relying party related 

rights and obligations. The subscriber who receives the certificate shall take appropriate measures 

to properly keep the corresponding private key to the certificate from unauthorized use. 

Subscribers can only use the private key and certificate in the CPS specified range, and under 

applicable laws and the subscriber agreement.  

For the signature certificate, the private key can be used for the signature of a message. The 
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subscriber should know about and confirm the signature content. For the encryption certificate, the 

private key can be used to decrypt the information which uses the corresponding public key to 

encrypt. After the certificate expires or is revoked, the subscriber must stop using the certificateôs 

corresponding private key. 

For the SSL/TLS certificates, the subscribers undertake an obligation and warranty to install the 

certificates only on servers that are accessible at the subjectAltName(s) listed in the certificates.  

 ᶭ Ὲ ӥ ᶏ Relying Party Public Key and Certificate 4.5.2.

Usage 

ᶭ ⌠ⱴ Ḥ ̆ ӈⱵ Ҋץ ᵬ̔ 

1. ӥ Ḥᴋ ̕ 

2. ӥ ᶭ Ḥᴋ ӥ̕ 

3. CRL OCSP ӥ ̕ 

4. ӥ ԍ ̕ 

5. ᶏ ӥ҉ Ὲ ̕ 

6. ӥ Ȃ 

When the relying party has received the message with digital signature, the party has the obligation 

to carry out the following operations to confirm: 

1. Obtain digital signatureôs corresponding certificate and trust chain. 

2. Confirm that the signatureôs corresponding certificate is the one trusted by the relying party. 

3. Confirm whether the signature corresponding certificate has been revoked by querying the 

CRL or OCSP. 

4. Certificate usage is suitable for the corresponding signature. 

5. Use certificateôs public key to verify the signature. 

6. Check the validity of the certificates. 

҉ץ ᴆҌ ̆ᶭ ᴋ Ḥ Ȃ 

ᶭ ⱴ Ḥ ̆ ᾢ ⱴ

ӥ̆ ᶏ ӥ҉ Ὲ Ḥ ⱴ Ȃᶭ ⱴ ӥ ⱴ Ḥ ѿ

Ȃ 

If the above conditions are not met, relying party has the responsibility to refuse to sign information. 

When the relying party needs to send an encrypted message to the receiving party, the party must 

first obtain the encryption certificate of receiving party through proper channels, and then encrypt 

the information using public key of the certificate. The relying party should send the encryption 
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certificate and encrypted information to receiving party. 

4.6. ӥ Certificate Renewal 

ӥ Ҍ ӥ Ὲ ῒזᴋᵥḤ ’Ҋ ҹ̆ ѿ

ӥȂ 

Certificate renewal is the issuance of a new certificate to the subscriber without changing the public 

key or any other information in the certificate.  

 ӥ Circumstances for Certificate Renewal 4.6.1.

ԍ GDCA ӥ̆ ӥ⌠ ╠ ӥ Ȃ 

ӥ ̆ ӥȂGDCA CPS 3.2.14 ↕

╠ Ḥ Ȃ 

ԍ SSL/TLS ӥ̆GDCA Ҍ ӥȂ

ӥ ĞDCA ֜ ץ̆ ῒ ҹ ̆ ҹ ̆

↕ ֜ Ȃ 

For the subscriber certificates issued by GDCA, the subscribers need to submit the certificate 

update request before the expiry of the certificate.  

If the certificate had expired, the subscriber must apply for a new certificate. GDCA confirms 

whether or not to re-use the validated information according to the requirements stipulated in 

section 3.2.14 of this CPS.   

For SSL/TLS certificate, GDCA accepts the subscriber to apply for certificate renewal without 

updating the key. When a subscriber requests to renew a certificate, GDCA will check whether a 

key submitted is a weak key, and will require the subscriber to renew the key pair if the submitted 

key is proved to be weak. 

 ӥ ᵣWho May Request Renewal 4.6.2.

ӥ ᵣҹ ӥ Ȃ 

The entity who requests certificate update is the subscriber. 

 ӥ Processing Certificate Renewal Requests 4.6.3.

ԍ ӥ ̆ῒ ȁ ≢ȁ ӥȂ ≢

ԍץҊ₃ҩ ̔ 
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1. ӥ ғ GDCA ̕ 

2. ӥ ῤ̕ 

3. ԍ ΎḤ ᴍ ≢Ȃ 

For certificate renewal, its process includes application and verification, identification, and issuance 

of the certificate. The verification and authentication of application shall be based on the following: 

1. The original certificate of subscribers exist and issued by GDCA 

2. Validate the certificate update request is in validity period. 

3. Identity verification based on the original registration information. 

҉ץ ≢ GDCA ‰ ӥȂ 

ӥ ̆ ץ ĞDCA ᴪ

Ὲ ȁ ῤ Ḥ ȁ ѿ ≢  ̔

GDCA can issue certificate only if all the verification and identification above are passed. 

When the certificate is updated, subscribers can use the original private key to sign the update 

request, and GDCA will verify and identify the validity, legality and uniqueness of subscriberôs 

signature and public key, user information of the update request. 

 ̧ Ḥ ̆CA ῒ ӥҬ Ὲ  

 ̧ ΎḤ ̆CA ԍῒ ΎḤ ῒ ӥ 

 ̧ Subscriber signs off the application information, and CA verifies signature by the original 

certificationôs public key. 

 ̧ There is no change on subscriber's registration information, and CA issues a new certificate 

based on their original registration information accordingly. 

Ӟ ץ ѿ ∆ ӥ ӥ ̆ CPS 3.2

֜ ӥ ᴍ ȂGDCA ᴋᵥ ’Ҋ ∆ ӥ

≢ ᵬҹ ӥ ≢ Ȃ 

Subscribers can also choose the initial certificate application process to apply for the certificate 

update, and submit the application and identification information required based on CPS 3.2. In any 

cases, the identification of initial certificate application process will be used for the method of 

certificate update. 

 ӥ Notification of New Certificate Issuance 4.6.4.

to Subscriber 

CPS 4.3.2 Ȃ 

See CPS Section 4.3.2. 
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 ӥ ҹ Conduct Constituting Acceptance of a 4.6.5.

Renewal Certificate 

CPS 4.4.1 Ȃ 

See CPS Section 4.4.1. 

 Ⱶ ӥ Publication of the Renewal 4.6.6.

Certificate by the CA 

CPS 4.4.2 Ȃ 

See CPS Section 4.4.2. 

 Ⱶ ῒז ᵣ Notification of Certificate 4.6.7.

Issuance by the CA to Other Entities 

CPS 4.4.3 Ȃ 

See CPS Section4.4.3. 

4.7. ӥ Certificate Rekey 

ӥ ῒז ҍ ѿ ҹ Ὲ ѿҩ

ӥȂ 

ӥ Ῥ ֜ ӥ ΎḤ ̆ ֜ ≢ ӥ Ḥ ̆

≢ ȁ ӥ ↓ ȁ ӥ ӥ ̆ ҉

Ὲ ӥȂ 

Certificate Rekey refers to generating a new key and requesting to issue a new certificate for the 

new public key by the subscriber or other participants. 

When the certificate key is updated, the subscriber has no need to submit the registration certificate, 

while can only submit sufficient information that can identify the original certificate, such as 

subscriber's DN, certificate serial number, the certificate key renewal signature of the original 

certificate's corresponding private key, and send a new public key for applying a new certificate. 
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 ӥ Circumstances for Certificate Rekey 4.7.1.

GDCA ӥ ᵖҌ ԍץҊ ̔ 

1. ӥ ӥȂ 

2. ӥ⌠ Ȃ 

3. ԍ ȁ ῃ ̆GDCA ӥ Ȃ 

GDCA certificate re-key including but not limited to the following circumstances: 

1. Revocation certificate due to private key leakage. 

2. The certificate expires. 

3. GDCA requires certificate key update based on the security reasons of technology and policy. 

 ӥ ᵣWho May Request Certification of a New 4.7.2.

Public Key 

ӥ ᵣҹ ӥ Ȃ 

The entity who requests re-key is the certificate subscriber. 

 ӥ Processing Certificate Rekeying Requests 4.7.3.

GDCA ӥ ӥ Ȃ 

GDCA ӥ CPS 4.6.3 Ȃ 

The process of certificate key update request is completed by the process of certificate update 

request in GDCA. 

The process of GDCA certificate key update request is described as CPS section 4.6.3. 

 ӥ Notification of New Certificate Issuance 4.7.4.

to Subscriber 

CPS 4.3.2 Ȃ 

See CPS Section 4.3.2. 
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 ӥ ҹ Conduct Constituting Acceptance of a 4.7.5.

Rekeyed Certificate 

CPS 4.4.1 Ȃ 

See CPS Section 4.4.1. 

 Ⱶ ӥ Publication of the Rekeyed 4.7.6.

Certificate by the CA 

ӥ ̆GDCA ῒ ῤ ӥ ⌠ GDCA

Ⱶ Ȃ 

After subscribers receive a certificate, GDCA will issue the subscriber updated certificate to the 

GDCA directory service system in the specified time. 

 Ⱶ ῒז ᵣ Notification of Certificate 4.7.7.

Issuance by the CA to Other Entities 

CPS 4.4.3 Ȃ 

See CPS Section 4.4.3. 

4.8. ӥ Certificate Modification  

ӥḤ ̆ Ⱳ ӥȂGDCAҌԇ ₮ ӥ

ῤ Ạ₮ Ȃ 

When there are some changes over the certificate information, subscriber shall apply for the 

certificate again. GDCA will not accept the request of modification on the certificates which are 

already issued. 

 ӥ Circumstances for Certificate Modification 4.8.1.

ᶫ ΎḤ ̆ GDCA ₮ ӥ Ȃ 

ӥῤ Ḥ ≠ӈⱵ ↕̆ Ҍ ӥ

̆ ӥ̆Ῥ ӥȂ 

ӥ ӥ ȁ ᴆ ѿ Ȃ 
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If the registered information which subscriber provide has some changes, the subscriber has to 

submit the certificate modification to GDCA. 

If information contained in the certificate changes that may affect the rights and obligations of 

subscribers. The subscriber cannot apply for the certificate change, and he/she can only revoke the 

certificate then apply for a new certificate again. 

Both the procedures and conditions of the certificate application and modification are the same. 

 ӥ ᵣWho May Request Certificate Modification 4.8.2.

ӥ ᵣҹ ӥ Ȃ 

The entity who requests the certificate modification is the subscriber of the certificate. 

 ӥ Processing Certificate Modification Requests 4.8.3.

ӥ ∆ ӥ Ύ Ȃ 

The certificate modification is processed following the registration procedures where the first 

application for a certificate. 

 ӥ Notification of New Certificate Issuance 4.8.4.

to Subscriber 

CPS 4.3.2 Ȃ 

See CPS Section 4.3.2. 

 ӥ ҹ Conduct Constituting Acceptance of 4.8.5.

Modified Certificate 

CPS 4.4.1 Ȃ 

See CPS Section 4.4.1 

 Ⱶ ӥ Publication of the Modified 4.8.6.

Certificate by the CA 

ӥ ̆GDCA ῒ ῤ ӥ ⌠ GDCA

Ⱶ Ȃ 
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After subscribers accept a certificate, GDCA will issue the subscriber certificate to the GDCA 

directory service system in the specified time. 

 Ⱶ ῒז ᵣ Notification of Certificate 4.8.7.

Issuance by the CA to Other Entities 

CPS 4.4.3 Ȃ 

See CPS Section 4.4.3. 

4.9. ӥ Certificate Revocation and Suspension 

 ӥ Circumstances for Revocation 4.9.1.

4.9.1.1. ӥ  Reasons for Revoking a Subscriber Certificate  

₮ Ҋץ ’Ҭ ѿ ̆GDCA 24 ӊῤ ӥ̔  

ӥץ .1 ӥ̕ 

2. GDCA ∆ ӥ ⌠ ғҌ ⌠ ҹ̕ 

3. GDCA ԅ ̆ ҍ ӥῈ ⌠ԅ ̕ 

4. GDCA ԅ ̆ ӥҬ FQDN IP └ Ҍ

ᶭ Ȃ 

₮ Ҋץ ’Ҭ ѿ C̆A 24 ӊῤ ӥ ғ̆ 5 ӊ

ῤ ӥ̔ 

1. ӥҌῬ CPS 6.1.5 6.1.6 ῏ ̕ 

2. GDCA ԅ ӥ ⌠ ̕ 

3. GDCA ԅ ȁCP/CPSҬ ѿ ᴋ̕ 

4. GDCA ԅᴋᵥ FQDN IP ᶏ ҌῬ ̂ᶛ ̆

ᴂ ԅ Ύֲᶏ ⱬ̆ Ύֲҍ ֲ ῏

Ⱶ ̆ Ύֲ ⱳ ̃̕  

5. GDCA ӥ ԍ ≢ΐ ̕ 

6. GDCA ӥҬ Ḥ ₮ ̕ 

7. GDCA ӥ GDCA CP CPS̕  

8. GDCA ҹᴋᵥ ₮ ӥҬ Ḥ ҹ Ḥ ̕  
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9. GDCA׆Ԋ ҙⱵ ̆ ῒ CRL/OCSPḤ

̕ 

10. CPSҬ Ҍ ⱬ ̕ ̕ Ḥ ̕

ȁ ῒ ̕ ҹ̕ ῒ ҩֲ └ ғ Ḥֲז

̕ 

11. GDCA Ỳ ӈⱵ ̆ ׅ Ⱶ ̕ 

12. CA ₮ ԅ ᶏ ̆ Ὲ

ṿ̂ᶛ Debian ̆ ̔http://wiki.debian.org/SSLkeys̃̆

̆ Ȃ  

GDCA shall revoke a certificate within 24 hours if one or more of the following occurs:  

1. The subscriber requests in writing that GDCA revoke the certificate; 

2. The subscriber notifies GDCA that the original certificate request was not authorized and does 

not retroactively grant authorization; 

3. GDCA obtains evidence that the subscriber's private key corresponding to the public key in the 

certificate suffered a key compromise; or 

4. GDCA obtains evidence that the validation of domain authorization or control for any 

Fully-Qualified Domain Name or IP address in the certificate should not be relied upon. 

GDCA should revoke a certificate within 24 hours and must revoke a certificate within 5 days if one 

or more of the following occurs: 

1. The certificate no longer complies with section 6.1.5 and 6.1.6 of this CPS; 

2. GDCA obtains evidence that the certificate was misused; 

3. GDCA is made aware that a subscriber has violated one or more of its material obligations 

under the subscriber agreement and CP/CPS; 

4. GDCA is made aware of any circumstance indicating that use of a fully-qualified domain name 

or IP address in the certificate is no longer legally permitted (e.g. a court or arbitrator has 

revoked a domain name registrantôs right to use the domain name, a relevant licensing or 

services agreement between the domain name registrant and the applicant has terminated, or 

the domain name registrant has failed to renew the domain name); 

5. GDCA is made aware that a wildcard certificate has been used to authenticate a fraudulently 

misleading subordinate fully-qualified domain name; 

6. GDCA is made aware of a material change in the information contained in the certificate; 

7. GDCA is made aware that the certificate was not issued in accordance with GDCAôs CP or 

CPS; 

8. GDCA determines or is made aware that any of the information appearing in the certificate is 

inaccurate;  
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9. GDCAôs qualifications to provide electronic certification services expires or is revoked or 

terminated, unless it has made arrangements to continue maintaining the CRL/OCSP 

repository; 

10. The fulfillment of the obligations in the CPS is delayed or encounters force majeure, such as 

natural disasters, computer or communications failures, changes of laws and regulations, 

government actions or other causes beyond the reasonable control, causing threats to the 

information of others;  

11. Subscribers fail to pay the service fees after GDCA performed the obligations of notifying the 

subscribers to pay; or 

12. GDCA is made aware of a demonstrated or proven method that exposes the subscriber's 

private key to compromise, methods have been developed that can easily calculate it based 

on the public key (such as a Debian weak key, see http://wiki.debian.org/SSLkeys), or if there 

is clear evidence that the specific method used to generate the private key was flawed. 

Ҋ↓ ̆ ԍ GDCA ӥ Ⱶ Ҭᶏ ӥ̆ᶛ CAȁRAȁ

ῒ ⱵҺᵣ̂ Ⱶ Ҭ ᶏ ӥ̃ᶏ ӥ̆ ץ ῒ ӥ  ̔

1. GDCAҍ RAȁ ̕ 

2. ӥ ῃ ῃ ̕ 

3. ₮ԍ Ȃ 

If the following circumstances occur, for the certificates using in GDCA certificate service system, 

such as certificate using in CA, RA, LRA or other services entities (including equipment using 

certificate in service system), GDCA can revoke the certificate: 

1. Agreement between GDCA and RA, LRA has changed or terminated. 

2. The private key of the certificate has been compromised or is suspicious of being 

compromised. 

3. The management consideration. 

ӥ ӥ ῃ ̆ GDCA Ȃ

ԍ SSL/TLS Ⱶ ӥ̆ ₮ Ҋᴋץ ѿ ₃ ̆Ӟ ӥ

ᵬ̔ 

1. ᴋᵥ GDCA ӥҬ IP ᶏ ҌῬ ᾛ ̆

Ύ ᶏ ≠ ᴂ ȁҍ Ύ ȁ

Ύ ̕ 

2. GDCA ѿҩ ӥ ѿҩ ̕ 

3. GDCA ԍ ̆ ғ ῒז CA ᶫ ӥ ᵬ  ̕

4. GDCA ӥ ≠ ̆ GDCA Ạ₮ ̆

CRL/OCSP̕  
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5. ӥ ῤ ԅ ᴆᶫ ᶭ Ҍ Ȃ 

If certificate subscribers discover or suspect the security of private key of the certificate has been 

compromised, they shall immediately notify GDCA to revoke the certificate. For the SSL/TLS server 

certificate, if the following one or several cases have occurred, GDCA also needs to revoke the 

certificates: 

1. The situation which of GDCA knew domain name or IP address in the certificate no longer 

allowed been used by law, e.g. the right of registrarôs domain name has been canceled from 

court or arbitration organization; or fail to renew the domain name etc.  

2. GDCA knew a wildcard certificate was used for a fraudulent misrepresentation sub domain 

name. 

3. GDCA terminates the operation for some reasons and doesnôt arrange other CA to provide for 

supporting operation of revocation certificates. 

4. Unless GDCA make special arrangements, GDCA will continue to maintain CRL/OCSP, under 

the circumstance of that GDCAôs right to issue certificate has been expired, revoked or 

terminated. 

5. Technical content or format of certificate causes unacceptable risks for application software 

vendor or relying party. 

4.9.1.2. Ҭ CA ӥ Reasons for Revoking a Subordinate CA 

Certificate  

₮ Ҋץ ’Ҭ ѿ ̆GDCA 7 ӊῤ Ҭ CA ӥ̔ 

1. GDCA ԅ ̆ ҍ ӥῈ Ҭ CA ⌠ԅ ̆ ҌῬ

CPS 6.1.5 6.1.6 ῏ ̕ 

2. GDCA ԅ ӥ ⌠ ̕ 

3. GDCA ӥ Ҭ CA CP/CPS̕  

4. GDCA ҹᴋᵥ₮ Ҭ CA ӥҬ Ḥ Ҍ‰ ȁҌ ΐ ̕ 

5. GDCA ԍᴋᵥ Ả ̆ғ ҍ ѿ CA ץ ᶫ ӥ Ⱶ  ̕

6. GDCA׆Ԋ ҙⱵ ̆ ῒ CRL/OCSPḤ

Ȃ 

GDCA shall revoke a subordinate CA within 7 days if one or more of the following occurs: 

1. GDCA obtains evidence that the subordinate CAôs private key corresponding to the public key 

in the certificate suffered a key compromise or no longer complies withthis CPS; 

2. GDCA obtains evidence that the certificate was misused; 

3. GDCA is made aware that subordinate CA has not complied with the GDCA CP or CPS; 
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4. GDCA determines that any of the information appearing in the subordinate CA certificate is 

inaccurate, unreal or misleading; 

5. GDCA ceases operations for any reason and has not made arrangements for another CA to 

provide revocation support for the certificate; 

6. GDCA's qualifications to provide electronic certification services expire or are revoked or 

terminated, unless GDCA has made arrangements to continue maintaining the CRL/OCSP 

Repository. 

 ӥ ᵣWho Can Request Revocation 4.9.2.

ӥ ᵣҹ ȁ Ύ ȁGDCAȁ ֲ Ȃ ̆

ᶭ ȁ ᴆ ᶫ ȁ ῒז ҈ ץ ֜ ӥ ̆

GDCA ӥȂ 

The subscribers, RA, GDCA, or judicial officials authorized by judicial institutions can initiate 

revocation. Additionally, relying parties, application software suppliers, anti-virus organizations and 

other third parties may submit certificate problem reports informing GDCA of reasonable grounds to 

revoke the certificates. 

 Procedure for Revocation Request 4.9.3.

4.9.3.1. Һꜚ ₮ The subscriber actively proposed to revocation 

application. 

1. Ύ ₮ ӥ ̆ Ύ ᵣ ᴍ ᵣ

ᴍȂ 

2. Ύ ӥ ֜ GDCĂ GDCA Ȃ 

3. GDCA ᶫ 7*24 ӥ Ⱶ̆ Ҋץ ̔ 

 ̧ E-mail: capoc@gdca.com.cn 

4. GDCA ⌠ 24 ῤ Ȃ 

1. Subscribers may submit the revocation request to the RA and the RA will verify the identity of 

subscriber and the delegated party.  

2. RA submits a revocation application form to GDCA and GDCA completes the revocation 

operation. 

3. GDCA offers 24x7 certificate revocation requests service, and subscribers may request the 

revocation of a certificate through the following ways: 

 ̧ E-mail to: capoc@gdca.com.cn 

mailto:capoc@gdca.com.cn
mailto:capoc@gdca.com.cn
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4. GDCA will process the revocation requests within 24 hours after receiving.  

4.9.3.2. └ ӥ The subscriber is forced to revoke the certificate 

1. GDCA Ύ CPS4.9.1.1 ӥ ̆GDCA

Ύ ῏ֲ ץ ῤ ӥȂ 

2. ӥ ̆GDCA Ύ ̆ ᴆȁ ̆

ӥ Ȃ ̆ ’Ҋ ĞDCA

ӥ Ὲ Ȃ 

3. GDCA ᶫ 7*24 ӥ Ȃ 

4. ᶭ ȁ ȁ ᴆ ᶫ ȁ ҈ ӥ

̆ ₮ ₮ ȁ ӥ ȁ ӥ ԍ ף ̆

Ҋץ ̔ 

 ̧ E-mail: capoc@gdca.com.cn 

GDCA ⌠ ̆  24 ῤ ӥ ῤ ̆ ԍץҊ

‰ ‗ ӥ̔    

̂1̃ ̕ 

̂2̃ ₮ ̕ 

̂3̃ ᵣ̕ 

̂4̃ GDCA CP/CPS ῏ ’̕ 

̂5̃ Ȃ 

1. When the GDCA or RA has a reason stated in section 4.9.1.1 of this CPS to revoke a 

subscriber certificate, related person of GDCA or RA can revoke the certificate through internal 

formalized process. 

2. After the certificate revocation, GDCA or RA will use appropriate ways, including mail, phone, 

fax to notify the final subscriber that the certificate has been revoked and the reason why to be 

revoked. If we cannot contact subscriber, if necessary, GDCA will publish the information of the 

revoked certificate on its official website. 

3. GDCA maintains a 24x7 certificate problems reporting and processing procedures. 

4. The relying parties, judicial institutions, application software providers, anti-virus organizations 

and other third parties may contact GDCA timely through the following ways in case they found 

any suspicious problems in relation to the certificates, such as private key disclosure or 

suspicious disclosure, certificates abuse, the use of certificates to sign suspicious codes etc. 

 ̧ E-mail to: capoc@gdca.com.cn 

mailto:capoc@gdca.com.cn
mailto:capoc@gdca.com.cn
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GDCA will investigate the reported problems of certain certificates within 24 hours of receipt, and 

will decide whether or not to revoke the certificates based on the following criteria:  

(1) The nature of the alleged problem; 

(2) The number and frequency of certain certificate problem reports received; 

(3) The entity making the reports or complaints; 

(4) Subscribersô compliance with the GDCA CP/CPS, the Subscriber Agreement, and other 

relevant specifications; 

(5) Compliance with existing laws and regulations. 

4.9.3.3. Ⱶ ӥ Revocation of electronic certification 

service organization certificate 

ԍ GDCA ӥ Ҭ ӥ̆GDCA CPS ‗ ӥȂ

ԍ GDCA Ҭ CA ӥ̆

Ȃ 

For GDCAôs Root CA certificates and Subordinate CA certificates, revocation will be determined 

according to this CPS. For the subordinate CA certificate issued by a Root CA of SCA, revocation 

must be determined and performed by SCA.  

 Revocation Request Grace Period 4.9.4.

₮ Ԋᴆ̆ 8

ῤץ ₮Ȃῒז ╠ 48 ῤ ₮Ȃ 

If key exposure occurs or suspected occurs, revocation request must be submitted in finding 

leakage or leakage suspicion within 8 hours after key exposure or suspected exposure is found. 

Revocation requirements caused by other reasons must be made in within 48 hours. 

 Ⱶ Time Within Which CA Must 4.9.5.

Process the Revocation Request 

GDCA ҹ 24 Ȃ 

The cycle of GDCA processes revocation request is 24 hours. 
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 ᶭ ӥ Revocation Checking Requirements for 4.9.6.

Relying Parties 

GDCA ᶫ ̆ᶭ GDCA ҉ Ȃ 

GDCA provides online query on revocation status. The relying party can query on the GDCA 

website. 

 CRL CRL Issuance Frequency 4.9.7.

ԍ ROOTCA (SM2̃ ӥ Ҭ CA ӥ̆CRL ҹ 8

̆CRL Ҍ 24 Ȃ 

ԍ GDCA GM SM2 ROOT ӥ Ҭ CA ӥ̆CRL

ҹ 24 ̆CRL Ҍ 48 ̆ғ nextUpdate ṿҌ ₮

thisUpdateṿ 10  Ȃ҉ץ

ԍҬ CA ӥ̆GDCA CRL ҹ 12ҩ Ȃ Ҭ CA ӥ̆

GDCA 24 ӊῤ CRL̆ғ nextUpdate ṿҌ ₮ thisUpdateṿ

12ҩ  Ȃ҉ץ

’Ҋ ᶏץ CRL ̂Ẋᶏ ᴰ ᴆ Ḡ ̃̆ CRL

GDCA└ ‗ Ȃ 

The subscriber certificates issued by the subordinate CAs of ROOTCA (SM2), the CRLs are issued 

every 8 hours and are valid for no more than 24 hours.  

For the subscriber certificates issued by the subordinate CAs of GDCA GM SM2 ROOT, the CRLs 

are issued every 24 hours and are valid for no more than 48 hours, and the value of the nextUpdate 

field is not more than ten days beyond the value of the thisUpdate field. 

For the subordinate CA certificates, GDCA updates and publishes certificate revocation list (CRL) 

every 12 months. In case the subordinate CA certificates are revoked, GDCA updates and 

publishes the certificate revocation list (CRL) within 24 hours after the revocation, and and the 

value of the nextUpdate field is not more than twelve months beyond the value of the thisUpdate 

field.  

However, CRL can come into effect immediately determined by release strategy made by GDCA in 

special emergency circumstances (assuming that the network transmission condition can 

guarantee). 
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 CRL Maximum Latency for CRLs 4.9.8.

GDCA CRL ҹ ӊ 24 ῤȂ 

Maximum latency for GDCA's CRLs is 24 hours after release cycle. 

 Online Revocation/Status Checking 4.9.9.

Availability  

GDCA ӥ ᶭ ᶫ ӥ ⱵȂOCSP

RFC6960 ̆ ғ OCSP Ⱶ ȂOCSP Ⱶ ӥҍ

ӥ ѿҩ CA ̆OCSP Ⱶ ӥ ѿҩ RFC6960 ӈ ҹ

id-pkix-ocsp-nocheck Ȃ 

GDCA supports OCSP responses for subscribers and the relying parties. The OCSP responses 

conform to RFC6960, and signed by an OCSP Responder whose Certificate is signed by the CA 

that issued the Certificate whose revocation status is being checked. The OCSP signing certificates 

contain an extension of type id-pkix-ocsp-nocheck, as defined by RFC6960. 

 Online Revocation Checking Requirements 4.9.10.

ץ ̆GDCA ᴋᵥ Ȃ 

GDCA ᶫ Get Postң OCSP ⱵȂ 

ԍ ӥ ĞDCA OCSPḤ ȂOCSP ҹ 10

Ȃ ԍ ӥ̆ OCSPȂ 

ԍҬ CA ӥ̆GDCA 12ҩ OCSPḤ Ȃ Ҭ CA ӥ

̆ 24 ῤ OCSPḤ Ȃ 

ԍ ӥ ̆GDCAҌ ľgoodò Ȃ 

Users may feel free to inquire status online. GDCA does not impose any access limits.    

GDCA offers the OCSP service using both the Get and Post methods. 

For subscriber certificates, GDCA updates the OCSP information at least every four days.OCSP 

responses from this service have a maximum expiration time of ten days. For the revoked 

certificates, OCSP status will be updated immediately. 

For subordinate CA certificates, GDCA updates the OCSP information at least every twelve months, 

and within 24 hours after revoking a subordinate CA certificate. 

GDCA does not respond with a "good" status for the request for status of a certificate that has not 



                                    GDCA SM2 ҙⱵ ↕̂ V1.0 ̃ 

78 

been issued. 

 Ḥ ῒז Other Forms of Revocation Advertisements 4.9.11.

Available 

GDCAҌ ᶫ Ḥ ῒז Ȃ 

Currently GDCA does not provide other forms of announcement about the revoked certificates. 

 ≢ Special Requirements related to Key 4.9.12.

Compromise 

CPS 4.9.1 ̆ Ύ ӥ

̆ GDCA ₮ ӥ Ȃ 

Except for the case described in CPS Section 4.9.1, when certificate key of subscriber or RA has 

been or may have been lost, certificate revocation request must be made to GDCA immediately. 

 ӥ Circumstances for Suspension 4.9.13.

Ҍ Ȃ 

Not applicable. 

 ӥ ᵣWho Can Request Suspension 4.9.14.

Ҍ Ȃ 

Not applicable. 

 Procedure for Suspension Request 4.9.15.

Ҍ Ȃ 

Not applicable. 

 └ Limits on Suspension Period 4.9.16.

Ҍ Ȃ 

Not applicable. 
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4.10. ӥ Ⱶ Certificate Status Services 

 ᵬ Operational Characteristics 4.10.1.

ץ CRLȁLDAPȁOCSP ӥ ̆҉ ӥ Ⱶ

ⱬȂ 

ԍ ӥ̆GDCA ӥ⌠ ╠Ҍ− ῒ CRL Ҭ ȂGDCA

Ҍ− CRLҬף ӥ Ȃ 

GDCAҌ− OCSP Ⱶ Ҭ Ȃ 

Subscribers can query certificate status through the CRL, LDAP and OCSP. Certificate state 

services described above should have reasonable response time and concurrency process 

capability for query request. 

For the revoked certificates, GDCA does not remove their revocation records from CRL prior to 

expiration of such certificates. GDCA does not remove the revocation records of CodeSigning 

certificates from the CRL. 

GDCA does not remove the revocation records in the OCSP responder. 

 Ⱶ Service Availability 4.10.2.

GDCA ᶫ 7*24 ӥ Ⱶ ғ̆ Ҍ 10 Ȃ ᾛ

’Ҋ̆ ӥ ⱵȂ 

GDCA provides 7X24 certificate status query services, and the response time is of ten seconds or 

less. If the network is permitted, the subscriber can timely obtain certificate status query services. 

 Operational Features 4.10.3.

ӥ ῒז Ⱶ ҹ ≠ GDCA CRL ̆ Ⱶ

ᶫ ̆ Ҋ CRL⌠ ̆ ӥ Ȃ 

Other optional service of certificate status for subscriber is using CRL address which is specified by 

GDCA. The subscriber can query and download CRL to query certificate status locally through 

query system provided by the directory server. 

4.11. End of Subscription 

Ҋץ ’̔ 
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1. Ả ᶏ GDCA ᶫ ӥ ̆ GDCA ₮ ӥ Ȃ

ҹ CPS 4.9.3 ȂGDCA ӥ ̆ ҹ

Ȃ 

2. ӥ ̆ Ⱶ ̆ ҹ Ȃ 

3. ӥ ̆ ӥ ̆ ҹ Ȃ 

The following conditions shall be deemed that the user terminated the use of the certificate services 

provided by GDCA: 

1. When the subscriber stops using certificate provided by GDCA, an application of certificate 

cancellation must be made to GDCA. The application process is described as CPS Section 

4.9.3.After GDCA revokes the certificate, it indicates that the subscriberôs ordering behavior 

has been formally terminated. 

2. After the expiration of the certificate, if the subscriber doesn't pay the renewal service fee, this 

indicates that the subscriberôs ordering behavior has been formally terminated. 

3. After the expiration of the certificate, if the subscriber has not carried out certificate or key 

update, it indicates that the subscriberôs ordering behavior has been formally terminated. 

ѿ ӥ ῤ ᶏ GDCA ӥ Ⱶ̆GDCA ‰ῒ

̆ ӥ ̆ CRL G̕DCA

ӥ ᵬ ӥ Ȃ 

Once the user terminates the use of GDCA certificate authentication services within the certificate 

validity period, GDCA will revoke the certificate in real time after approves on his or her request for 

termination, and release in accordance with the CRL distribution strategy. GDCA will record the 

process of revoking certificates in details and archive the certificates whose subscription is over and 

the corresponding subscriber's data regularly. 

4.12. ȁ ᴍҍ  

Key Escrow and Recovery 

 ȁ ᴍҍ ҍ ҹ Key Escrow and Recovery Policy 4.12.1.

and Practices 

Ȃ ȁ ̆

GDCA Ҍ ᴋȂ 

GDCAҌ ᶫ ⱵȂ 

The key pairs of subscribers shall be generated by the subscribers themselves. Subscribers shall 
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undertake the responsibilities by themselves for the losses incurred by the loss of signature private 

key, and GDCA does not take the corresponding responsibilities.     

GDCA does not provide key escrow and recovery services for the subscribers' private keys. 

 ᴪ ҍ ҹ Session Key Encapsulation and 4.12.2.

Recovery Policy and Practices 

Ҍ Ȃ 

 Not applicable.  

5. ȁ ᵬ └ Facility, Management, and 

Operational Controls 

5.1. └ Physical Controls 

 ᵝ ҍ Site Location and Construction 5.1.1.

GDCA Ҋ↓ ‰ ̔ 

The GDCAôs building and data center shall be constructed in accordance with the following 

standards: 

ü GB/T 25056-2018 ȇḤ ῃ  ӥ ῒ ῏ ῃ Ȉ 

ü GM/T0054-2018 ȇḤ Ȉ 

ü GB50174 ȇ Ḥ Ȉ 

ü SJ/T10796-1996 ȇ ꜚ ᴆȈ 

ü GB2887-2011 ȇ Ȉ 

ü GB30003 ȇ Ȉ 

ü GB50222 ȇ ῤ ḱ Ȉ 

ü GB50116 ȇ ꜚ Ȉ 

ü GB50057 ȇ Ȉ 

ü GB5054 ȇᵞ Ȉ 

ü GB/J19 ȇ ҍ Ȉ 

ü SJ/T10796 ȇ ꜚ ᴆȈ 
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ü GB/T 25056-2018 ñInformation security techniques- Specifications of cryptograph 

and the related security technology for certificate authentication systemò. 

ü GM/T0054-2018 ñGeneral Requirements for Information System Cryptography Applicationò.  

ü GB50174 ñCode for design of electronic information System Roomò. 

ü SJ/T10796-1996 ñSpecification for raised floor of computer roomò. 

ü GB2887-2011 ñSpecification for computer fieldò 

ü GB30003 ñConstruction and acceptance test code for electronic computer roomò. 

ü GB50222 ñCCode for Fire Prevention in Design of Interior Decoration of Buildingsò.  

ü GB50116 ñCode for design of automatic fire alarm systemò 

ü GB50057 ñDesign code for protection of Structures against lightningò 

ü GB5054 ñCode for design of low voltage electrical installationsò 

ü GB/J19 ñCode for design Of heating ventilation and air conditioningò 

ü SJ/T10796 ñSpecification for raised floor of computer roomsò 

GDCA ᵝԍᵫ ̆ ѿ ̆ΐ ȁ ȁ

ȁ ⱳ ̆ ῀ ѿ ῀ ̆GDCAҬ ⱳ Һ

№ҹ ȁ Ⱶ ȁ ȁ ᵬ ȁῈ῍ ԓҩ Ȃ ֲ

῀ Ȃ 

The data center of GDCA is an independent building located in Shishan Town, Nanhai District, 

Foshan City, Guangdong Province. The basic protection of GDCAôs data center include: 

shock-proof, fire-proof, water-proof, lighting-proof, etc., and with only one entrance and a single 

road. According to the functions, GDCA data center divided into core area, service area, 

management area, operation area, and public area. Only the personnel officially authorized by 

GDCA could access the restricted areas. 

5.1.1.1. Ὲ῍ Public Area 

Ὲ῍ ῀ ȁ ȁḠ ̆ Ȃ 

Public area includes the entrance, lobby, security room and etc., deployed with various supporting 

facilities and monitoring devices.   

5.1.1.2. ᵬ Operation Area 

ᵬ RA ᵬֲ ȁ ֲ ᵬ ̆ ᶏ ᴍ ץ ῀̆

ֲ ₮ ᵬ Ȃ׆ ̆ ᵣ Ȃ 
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Operation area is a working place for RA operators and administrators. Anyone who wants to enter 

the operation area needs to use two-factor authentication.. Every access behavior to the operation 

area has been well recorded. From this level of areas, all the walls are strengthened by high 

strength protective wall. 

5.1.1.3. Management Area 

RA └ ̆CA ȁ ȁ └ ̆ ȁ └

̆ RA CA ȁ ῃ ᵬ ̆ ᾛ ֲ

῀̆ ңҩ ᶏ ᴍ ץ ῀Ȃ 

Management area is a working area for RA and CA administrators, auditors and network security 

officers, installed with the RA management console, CA consoles of management, issue, and audit, 

and consoles of network management and monitor. Only authorized and specified administrators 

have the rights to access this area. Enter this area requires two administrators to usetwo-factor 

authentication. 

5.1.1.4. Ⱶ Service Area 

Ⱶ Һ ׆ LDAP Ⱶ ȁOCSP Ⱶ ȁRA Ύ Ⱶ ̕ ᾛ

Ⱶ ֲ ῀̆ ңҩ ᶏ ᴍ ץ ῀Ȃ 

Service area is installed with LDAP servers, OCSP servers, RA register servers and other related 

devices. Only authorized and specified administrators have the rights to access this area. Entering 

this area requires two administrators to use two-factor authentication. 

5.1.1.5. Core Area 

ҹ ̆ⱴ └ ̆Һ CA Ⱶ ȁCA

Ⱶ ȁKM Ⱶ ȁ Ⱶ ̆ ᾛ

ֲ ῀̆ ғ ңҩ ᶏ ᴍ ץ ῀Ȃ Ӟ

̆ Ḡ Ȃ 

Core area, a shielding zone with high strength steel security doors, is mainly installed with CA 

signature servers, CA database servers, KM key management servers, timestamp servers and 

other core devices. Only authorized and specified administrators have the rights to access this area. 

Entering this area requires two administrators to use two-factor authentication. The password ark 

for storing confidential information is also placed in the core area. 
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 Physical Access 5.1.2.

GDCA ῤ 9 1ҩ ᷅῀ ̆

̆ ̆ Ȃ ₮

̆ Ȃ ᵬֲ ᶏ ᴍ ≢ ₮̆ ғ

₮ ѿ ῏Ḥ ̆ Ⱶ ҍ ңҩ ᶏ

ᴍ ≢ ≢ ץ ῀̆ ᵬֲ ᵬ ̆

̆Ḡ ѿ Ȃ 

In the data center of GDCA, it has 9 doors installed with electronic access systems and one 

physical intrusion alarm. The electronic access systems are monitored, with real-time access 

records to set permissions of access, and can set an alarm when the doors are opened over time. 

The staff is required to use the identity card and fingerprint to open every door, and each access 

behavior has been recorded with time-stamp and related notice. Enter the service area and core 

area, two administrators need to use ID cards and fingerprint identification at the same time before 

entering the room. According to daily working specification, the specific personnel will archive the 

access records on a monthly basis, and retained for one year at least. 

└ Ҋ₃ҩ ̔ 

a) ̔ └ ₮Ȃ ᵬֲ ᶏ ᴍ ≢ פ

₮̆ ₮ ѿ Ḥ Ȃ 

b) ̔ ᴋᵥ ῀ȁ ȁ Ҍ῏ ’

Ȃ ₮ ᵝ Ȃ 

c) ̔ҍ ᷅῀ ᶏ Ἕ ̆ ῃ

ᵬ 7*24 Ҍ ἝȂ Ἕ Ḡ 6ҩ ץ̆ Ȃ 

Physical access controls includes the following aspects: 

a) Access control system: It is used to control access to the doors on each floor. Staff needs to 

use identity card with a password or fingerprint to enter and exit. Entering or exiting every door 

should have the time records and related notice. 

b) Alarm system: Alarm system will be triggered by any illegal intrusion, unauthorized opening, 

long time opening and other abnormal situations. Alarm system can clearly identify the alarm 

location. 

c) Monitoring system: video monitoring system is working with access control systems and 

physical intrusion alarm system. The monitoring system is responsible for continuous 

recording the restricted area and operation area within 7*24 hours. All video records will be 

retained for at least 6 months in order to future inquiry. 
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 Security Monitoring 5.1.3.

ꜚⱬ Ḡ ̆ ̔

ȁUPS ȁ ȁ ȁ

ȁ ȁ ȁ ȁ Ἕ Ȃ

ȁ ’ȁ ’ 7*24 ̆ҹ ȁԊ

̆ Ḡ ҹ 6ҩ  Ȃ҉ץ

According to the requirement of data center power and environment security monitoring system, it 

includes electronic detection subsystem, UPS detection subsystem, air conditioning equipment 

detection subsystem, fresh air machine detection subsystem, temperature and humidity detection 

subsystems, water leakage monitoring subsystem, fire control subsystem, access control 

subsystem and image monitoring subsystem. The system carries out real-time monitoring of 

infrastructure equipment status, data center environment condition and the security system status 

within 7*24 hours. In order to meet the need of fault diagnosis and post audit, monitor records will 

be retained for more than 6 months. 

 ⱬҍ Power and Air Conditioning 5.1.4.

ң ᶫ ȁѿ ̆ Ғ ̆ ҩ

ȁ Ȃ ῤ ԅҌ ᶫ UPS̆ ᶫ

ԍ 8 ⱬȂ ῤ ԅ ̆ ȁ Ⱶ ȁ

ᵝ Ȃ 

The data center uses dual power sources and a diesel generator for supplying electricity, and has a 

specialized electronic distribution room. The GDCA data center is equipped with independent 

power distribution equipment and the lightning-proof system. The data center area is supported by 

uninterruptible power supply which can provide more than 8 hours extra power. The data center 

area also takes anti-static to protect cabinets, servers and network devices. 

‛ ‛₀ ̆ ‛ ‛₀ Ȃ

300kcal/h·m2 Ȃ ̔35Ņ̕‏ ̔0Ņ̕

ῤ ̔22±1Ņ̆ ̔55±5%/h Ȃ ̆ ԅ ̆

̆Ḡ ῤ ‗ ᶫ ץ Ȃ 

The data centerôs air conditioning adopts air cooled condenser unit. The air cooled condenser unit 

is placed in the attic outside of the data center. According to 300kcal/h * M2 heat load, outdoor 

designed temperature is 35 Celsius degrees in summer and 0 Celsius degrees in winter. Indoor 

designed temperature is 22 +_ 1 Celsius degrees and relative humidity is 55 + 5%/h. Meanwhile, 

the data center is installed with a fresh air system for ventilation to ensure air quality inside and 

solve the problems of fresh air supply to meet the demands of specified air cleanliness, etc. 
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 Water Protection 5.1.5.

ҹ ĞDCA ῤ Ȃ

̆ѿ ̆ ῏ֲ Ȃ

Ạ ̆ѿ ̆ ₮ ̆

Ạ Ȃ 

In order to protect the data center from water disasters, GDCA set water leakage alarm system 

inside the air conditioner room of data center. Once the flood is detected by detection ropes 

surrounding the air conditioners, the system will alarm immediately and notify related personnel to 

take emergency measures. At the same time, the data center is installed with a drainage ditch and 

a drainage floor along the periphery of the wall. Once the flood has occurred, water can be drained 

immediately, and all exterior windows are sealed. 

 Fire Prevention and Protection 5.1.6.

GDCA ῤ ԅ ̆ ԅ ꜚ

ᵣ ꜚ ̆ ΐ ꜚȁ ꜚ ᵬ҈ ꜚ Ȃ 

ꜚ Ҋ̆ ̆ └ ⌠ ңҩ

Ḥ ₮ ꜚḤ Ȃ 30 ̆ └ ₮Ḥ ̆ ꜚ

̆ ̆ └ ⱬ Ḥ ̆ ῤ ֦̆ ᾧֲ ῀Ȃ 

The data center of GDCA uses smoke and temperature fire detectors in each area, and installs the 

fire automatic alarm and gas extinguishing system. The system has three operation modes 

including automatic, manual and mechanical emergency. 

In the automatic mode, when protection district is on fire and detected by two independent alarms, 

fire alarm controller will immediately trigger a linkage signal. After 30 secondsô delay, the fire 

extinguishing system will be turned on. At the same time, alarm controller receives feedback signal 

from the pressure signal device, and the door light will be on in protection area in order to avoid 

personnel strayed. 

ֲ ᵬ ̆ ץ ꜚ/ ꜚ ῏̆ᶏ

ꜚ ⌠ ̆ ̆ └ ₮ Ḥ ̆Ҍ ₮ꜚᵬ

Ḥ Ȃ ṿ ֲ ̆ Ҋ └ ₯ ꜚ ̆

ꜚ ̆ ᵣ ╕Ȃ 

ꜚȁ ꜚ ꜚ ̆ ῀Ữ ῤ ᵬ ꜚȂ 

When the staffs work in the protection area, the automatic/manual switch outside the door in the 

protection area can be used to turn the system from automatic into manual. When the protection 

area is on fire, the alarm controller only sends the alarm signal and waits for operator to confirm, 
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operator can press the control panel or shatter emergency start button in protection area to activate 

the system by using gas fire extinguishing agent. 

When automatic and manual modes both fail, operator can activate mechanical emergency 

operation in the ampoule storage room. 

׃  Ữ Media Storage 5.1.7.

GDCA ׃ ᶏ ȁ ȁ ȁ ȁ ȁ ȁ

ȁ ῃ Ȃ ԅ׃ ᶏ Ύȁ׃ └ Ḥ ⱴ

ԅ ׃ ῃḠ Ȃ 

GDCA meets the following physical media storage and use security requirements: fire-proof, 

water-proof, shock-proof, moisture-proof, corrosion-proof, pest-proof, static-proof, electromagnetic 

radiation-proof, etc. and implement media usage registration, media copy protection, information 

Confidentiality and other measures to achieve the security protection of the media. 

 Waste Disposal 5.1.8.

GDCA ᴆ ҌῬ ̆

̆ᶏḤ Ȃ Ḥ Ữ׃ ᵬ ╠ └

ᶫ ᾢ ῒ∆ Ȃ 

The written documents and materials of GDCA shall be destroyed when they are no longer needed 

or exceeded the expiration date, and must not be recovered. Cryptographic devices and media with 

sensitive information will be initialized and physically destroyed by using manufacturerôs method 

before disposal. 

 ᴍ Off -Site Backup 5.1.9.

GDCA ԅ ᴍҬ ᶏ̆ Ғ ᴆ ῏ ȁ

ῒז Ḥ ᴍȂ 

GDCA has established a remote data backup center. It backups the core system data, audit log 

data and other sensitive information by the specialized software at off-site location on a daily basis. 

5.2. └ Procedural Controls 

 Ḥ Trusted Roles 5.2.1.

GDCA ᶫ Ⱶ Ҭ̆ ׆ ҉ ӥ ȁᶏ ȁ
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ᵬ ᵝ GDCA ҹ Ḥ Ȃ ֓ ᵖҌ ԍ̔

ֲ ȁ ֲ ȁ ῃ ֲ ȁҙⱵ ֲ ҙⱵ ᵬֲ

̆ΐᵣ ᵝ ץ GDCA ᵝ ҹ‰Ȃ 

In the process of electronic authentication service provided by GDCA, a person who can essentially 

affect the processes of certificate issuance, usage, management and revocation, and other related 

positions which are involved in key operation is considered as trusted roles. The trusted roles 

include but are not limited to: key and cryptographic equipment administrators, system 

administrators, security audit administrators, business administrators and business operators, etc. 

The specific job names and requirements shall be subject to the GDCA job descriptions. 

 ᴋⱵ Roles Required per Task 5.2.2.

GDCA ΐᵣҙⱵ Ҭ ῏ ᴋⱵ Ҥ └̆ ᵬ ҩ Ḥ ῍

̆ᶛ ̔ 

1. ᵬ ̔ 5ҩ Ḥֲ Ҭ 3ҩ῍  

2. ӥ ᵬ̔ 3ҩ ֲ Ҭ 2ҩ Ḥֲ ῍  

3. ӥ̔ 2ҩ Ḥֲ ῍  

GDCA strictly defines the controls of core missions in specific standards. Multiple trusted roles shall 

be required to jointly complete the sensitive operation. For example: 

1. For operation and storage of the key cryptographic equipment, it requires at least three of five 

trusted persons to operate. 

2. For background operation of the certificate issuance system, it requires at least two of three 

trusted persons to operate. 

3. For review and issuance of the certificate, it requires two trusted persons to operate. 

 ҩ ≢ҍ ≢ Identification and Authentication for Each 5.2.3.

Role 

GDCA Ḥ ֲ ѿ Ȃ GDCA

ֲ ᶛҬ Ȃ 

All current staff who undertakes the trusted roles in GDCA should pass certain accreditation 

process. This process is set out in the GDCA personnel management regulations. 



                                    GDCA SM2 ҙⱵ ↕̂ V1.0 ̃ 

89 

 №◓ Roles Requiring Separation of Duties 5.2.4.

ҹḠ ῃ̆ Ḥ № ↕̆ GDCA Ḥ Ҍ ֲ

ᴋȂGDCA № ̆ ᵖҌ ԍҊ↓ ̔ 

ã ӥҙⱵ  

b̃ ӥ CRL  

c̃ ҍ  

d̃ CA  

ẽ ῃ   

In order to ensure security of the systems, it should follow the trusted role segregation principle that 

the trusted role must be assumed by different personnel in GDCA. Roles requiring segregation of 

duties include but are not limited to̔ 

a) The acceptance of the certificate businesses 

b) The issuance of certificates or CRLs 

c) System Engineering and Maintenance 

d) CA key management 

e) Security auditing 

5.3. ֲ └ Personnel Controls 

 ȁ Qualifications, Experience, and Clearance 5.3.1.

Requirements 

GDCA Ḥ ᵬֲ Ҋ̔ 

1. ΐ ᴪ ᵬ Ȃ 

2. ȁ ̆ ׆ GDCA ѿ Ȃ 

3. GDCA ῏ ῃ ȁ └ Ȃ 

4. ΐ ҩֲ ȁḱῙץ ᵬ ҙ׆ Ȃ 

5. ΐ ᵬ Ȃ 

6. Ȃ 

7. ῏ ᵝ ᵬֲ ΐ ῏ ᵬ ̆ GDCA ῏

҉ Ȃ 
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The qualification requirements of person who undertakes trusted role in GDCA are as follows: 

1. Good social and working background. 

2. Complying with stateôs laws and regulations. Obeying GDCAôs unified arrangement and 

management. 

3. Complying with the GDCA related security management norms, regulations and specifications. 

4. Having good personalities and working attitudes, with good working experience. 

5. A good team player. 

6. No illegal and criminal records. 

7. Staff in key and core positions must have related working experience, or pass GDCAôs related 

training and examination before they start their work. 

GDCA ᾟ Ḥ ֲ ΐ ȁ Ḥ ᵬ ȁ

CA ῒ Ὶ ᵬȁ ҙ Ȃ 

A person required by GDCA as trusted role personnel must have loyalty, trustworthiness and 

dedication to work, without other part-time work that affects CA daily operation, no major bad 

records of this industry and etc. 

 Background Review 5.3.2.

GDCA ҍ ῏ ᵬ̆ Ḥ Ȃ 

Ḥ ῀ Ḥ ӥ ῒ Ȃ

̆ ῤ ȁ Ԋ׆ ֲ Ҍ

ҹȂ ᶏ ̆ ῏ ȁ ֲ Ḥ

Ȃ 

GDCA may collaborate with governments and investigation organizations to complete background 

review for the trusted roles. 

All employees who are trusted or apply for shall have a written consent that they must go through a 

background investigation. The background investigation complies with laws and regulations. The 

content and method of the investigation, officer engaging in the investigation shall not violate the 

laws and regulations. The background investigation will be conducted legally, in which background 

information of employees will be checked through the organization concerned. 

№ҹ̔ ῃ Ȃ 

ᵬ ̆ ҙ ̆ ̆ ᴪ῏ Ȃ 

ῃ ̆ ᴪ῏ ᴪ ῃ

Ȃ ԍῈ Ḥᴋ ӥҙⱵ ῏ ᵝ ῃ Ȃ 

Background review including: basic review and full review. 
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Basic review includes reviewing work experience, job recommendation, education and social 

relation. 

Full review includes reviewing criminal records, social relations and social security apart from 

basic review. Full reviews must be carried out for key roles that involve with publicly trusted 

certificates business.  

̔ 

a) ֲԊ ֲ ҩֲ ԇץ Ȃ ᶫ Ҋ ̔ ȁ

ҙ ӥȁ ᵝ ӥȁ ᴍ ῏ Ȃ 

b) ֲԊ ȁḤ₱ȁ ȁ ῒ ᶫ

Ȃ 

c) Ҭ̆ Ҋץ ֲ ̆ ץ ῒ ҹ Ḥֲ  ̔

 ̧ Ԋ ҹ̕ 

 ̧ ṢꜛҌ ֲ ̕ 

 ̧ ᶏ ᴍ ȁᴋ ̕ 

 ̧ ᵬҬ Ҥ Ҍ ҹȂ 

d) ֲ ȁ ȁ ῒ Ȃ

Ạ₮ Ȃ 

e) ĞDCAҍ Ḡ ץ̆ Ҍ CA ӥ Ⱶ

Ḡ Ḥ Ȃ ĞDCA ֲ ῏ ᶛ Ḥ

ֲ ᵝ Ḃץ̆ ֲ֓ Ḥ ᵬ ⱬȂ 

The review procedure includes: 

a) The HR department is responsible for confirming candidateôs personal information. Candidates 

should provide the following information: resume, the highest degree graduation certificate, 

degree certificate, qualification certificate and identity card and other related valid certificates. 

b) The HR department identifies the authenticity of the information provided by candidates 

through telephone, correspondence, network, visits and other forms. 

c) In the background investigation, if GDCA finds the following circumstances, GDCA can directly 

refuse qualifications of trusted personnel : 

 ̧ There is fabricating facts or information 

 ̧ With evidence of the unreliable staff 

 ̧ Use illegal identification or education, qualifications 

 ̧ The behavior of serious dishonesty in the work 

d) The HR department checks candidates through on-site assessment, daily observation, 

situational test and other methods. Appropriate arrangement is made according to the 
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investigation result. 

e) After the review, GDCA signs a confidentiality agreement with employee in order to restrain 

employee not to reveal any confidential and sensitive information of CA certificate services. At 

the same time, GDCA will also be in accordance with the relevant organization regulations of 

personnel management and make job examination on in-service staff who assumed trusted 

role, so as to continuously review these employeesô trustworthiness and working ability. 

 Training Requirements 5.3.3.

GDCA Ḥ ᵝ ̆ ԇ ╠ ̆ ῤ Ҋ̔ 

 ̧ GDCA ᵣ ̕ 

 ̧ GDCA ᵣ ̕ 

 ̧ GDCA ῃ └̕ 

 ̧ ᵝ ѿ ̕ 

 ̧ PKI ̕ 

 ̧ ᴍ ̕ 

 ̧ ҙⱵ ̕ 

 ̧ CPȁCPS ῏ ‰ ̕ 

 ̧ GDCA ȁ└ Ⱳ ̕ 

 ̧ ῏ԍ Ⱶ ȁ ‰ȁ ̕ 

 ̧ ῒז Ȃ 

Based on the requirements of trusted role, GDCA gives the corresponding pre-job training. The 

comprehensive training contents are as follows: 

 ̧ GDCA operation system 

 ̧ GDCA technology system 

 ̧ GDCA security management strategy and mechanism 

 ̧ Job responsibilities requirements 

 ̧ PKI basic knowledge 

 ̧ Authentication and the policies and procedures of audit 

 ̧ Disaster recovery and business continuity management 

 ̧ CPȁCPS and related standards and procedures 

 ̧ GDCA management policies, systems, measures, etc. 

 ̧ The laws, regulations, standards and procedures of electronic certification service in 

China. 
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 ̧ Other needs of training 

GDCA ⱴ ’ ̆ ԍ SSL/TLS Ⱶ ӥ

ף ӥ ᵬ ̆҉ ╠ ⌠ Baseline RequirementҬ

Ԋ׆ ᵬ Ȃ 

GDCA keeps a record about the participation in the training. The operator and assessor who issues 

SSL/TLS server certificates and CodeSigning certificates must pass the training and reach the skill 

level required by Baseline Requirement which engaged in this work before starting the work. 

 Ῥ Retraining Frequency and Requirements 5.3.4.

ԍᾟ Ḥ ῒז ֲ ̆ GDCA

ѿ Ȃ ԍ ῏ ֲ ̆ ѿ ῏ Ȃ ̆

GDCA ȁ ̆Ҍ ֲ Ȃ 

For persons acting as trusted roles or other important roles, they shall be trained at least once a 

year by GDCA. Related personnel for operating authentication system should have the training of 

relevant skills and knowledge at least once a year. In addition, GDCA will provide ongoing training 

for employees irregularly according to system upgrade, strategy adjustment and other 

requirements. 

 ᵬ ᵝ Job Rotation Frequency and Sequence 5.3.5.

GDCA ֲ ᵬ ᵝ ᶭ ῃ └ Ȃ 

GDCA will define and change the Job rotation cycle and the sequence based on the organization 

security management strategy. 

 ҹ Sanctions for Unauthorized Actions 5.3.6.

₮ ֲ ₮ ᶏ GDCA ȁ ᵬ ҙⱵ ’ ̆

GDCAѿ ̆ ֲ ӥȁ ῒ ̆ ֲ

ҹ Ҥ ̆ ֲ ȁ ȁ ץ ֜

Ȃ 

When the circumstances that in-service staff use GDCA systems, perform authorization businesses 

without or beyond the permission, once the above circumstances are confirmed by GDCA, we will 

immediately revoke the login certificates and simultaneously terminate the system access 

authorization. GDCA makes the implementation of the official notice criticism, fine, dismissal and 

submit judicial institutions and other measures depend on the seriousness of unauthorized 

behavior. 
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 ֲ Independent Contractor Requirements 5.3.7.

ԍҌ ԍ GDCA ῤ ᵬֲ ̆ᵖ׆Ԋ GDCAҙⱵ ῏ ᵬ ҙⱵ№

ҙⱵֲ ȁ ֲ ̆GDCA ѿ Ҋ̔ 

 ̧ ֲ ̕ 

 ̧ GDCA ᶫ ѿ ╠ Ῥ ̆ ῤ ᵖҌ ԍ GDCA

ӥ ↕ ҙⱵ ↕Ȃ 

For persons who do not belong to the GDCA but participate in the relevant works for GDCA 

businesses, such as business personnel of business branch organization, management personnel 

and other independent contractors, GDCA has requirements are as follows: 

 ̧ Record management of personnel profiles 

 ̧ GDCA provides unified training and retraining, includes but not limited to the GDCA 

certificate acceptance rules and electronic certification business rules. 

 ᶫ Supplements for Personnel 5.3.8.

Ῥ ̆GDCA ᶫ ᵖҌ ԍץҊ₃ ̔ 

 ̧ GDCA Ύ̕ 

 ̧ GDCA ӥ ȁ ҙⱵ ↕ ῏ ̕ 

 ̧ GDCA ᵣ ̕ 

 ̧ GDCA ᵝ ӥ̕ 

 ̧ ῤ ᵬ ᴆ̆ ҙⱵ ̕ 

 ̧ GDCA ῃ └ Ȃ 

During the training or retraining, GDCA provides training materials including but not limited to the 

following categories: 

 ̧ GDCA employee handbook 

 ̧ GDCA CP, CPS and related agreements and standards 

 ̧ GDCA technology system documents 

 ̧ GDCA job descriptions 

 ̧ Internal operating files, including business continuous management, disaster recovery 

programs, etc. 

 ̧ GDCA security management regulations 
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5.4. Audit Logging Procedures 

 Ԋᴆ Types of Event records 5.4.1.

GDCA ῃԊᴆᴪ Ҭ̆ ֓ ̆Ҍ

ꜚ ꜚ ̆ ҊḤץ ̔ 

1. Ԋᴆ ̕ 

2. ↓ ̕ 

3. ̕ 

4. ̕ 

5. Ԋᴆ ᵣȂ 

All major security incidents occurred in GDCA will be logged in the audit trail records. Regardless of 

manual or automatic generation, these records should contain the following information: 

1. The date and time of the event 

2. Sequence number for the record 

3. Type of record 

4. Record source 

5. Event recording entity 

֓Ԋᴆ ᵖҌ ԍ̔ 

1. ῤ Ԋᴆ̆ ȁ ᴍȁ Ữȁ ȁᶏ ȁ ȁ

ȁ ȁ ̕ 

2. ӥ ῤ Ԋᴆ̆ ӥ ȁ ‰ȁ ȁ ̕ 

3. ȁ ῃԊᴆ̆ ̔ ⱳ Ҍ ⱳ CA ꜚ̆

֟ ᴆ̆ ̕  

4. Ḥ ῃ ῃԊᴆ̕ 

5. ᵬԊᴆ̆ ⇔ ȁ− ̆ ḱ ̕ 

6. CA ̆ ֲ ₮ CA ȁ ֲ ₮ CA

῏ ̕ 

7. Ḥֲ ̆ ⇔ ȁ− Ȃ 

These events include but not limited to: 

1. Management events in keyôs lifecycle, including generation, backup, storage, recovery, usage, 

revocation, archiving, destruction, private key leakage, etc. 
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2. Management events of certificate life cycle, including application, approval, update, revocation, 

etc.  

3. System and network security events including: successful or unsuccessful access attempts for 

CA system, logs generated during the daily system operation and system updates etc.  

4. Security events recorded via information security devices. 

5. System operating events, including creation or deletion of permission, configuration or 

modification of password. 

6. Access to CA facilities, including the access of authorized or unauthorized personnel and 

attendants and other relevant records. 

7. Management record of trusted roles and personnel, including system access application, 

deletion and modification. 

 Frequency of Processing Log 5.4.2.

GDCA ѿ ̆ ῒ Ԋᴆ̆

№ Ȃ Ғֲ Ḃץ̆ ῃ

ᵬԊᴆ̆ Ȃ 

GDCA carries out log tracking process on monthly a basis, reviews the violations of policies and 

other major events, and analyses the certificate issuance system logs on a quarterly basis. All the 

audit logs are checked and reviewed by specific personnel regularly in order to discover the 

significant security and operation events and take corresponding measures timely. 

 Ḡ Retention Period for Audit Log 5.4.3.

GDCA Ḡ Ⱶ ̆ Ḡ ңҩ Ḡ̆

ҹ Ȃ 

GDCA saves electronic certification service audit logs properly. The retaining period of audit logs in 

database is at least two months. The preservation limitation period is ten years after the date of 

expiration of the electronic signature certification. 

 Ḡ Protection of Audit Log 5.4.4.

GDCA Ữ ̆ ғ ᴍ ῒ̆Ҭ ῏ Ҭ Ḥ

Ԋᴆ ȂGDCA Ҥ └ ץ̆ Ḡ ֲ

֓ ̆Ҥ ȁ ȁḱ − ᵬȂ 

GDCA audit logs are stored in the database with backup, including audit information and event 

records in related documents. GDCA carries out strictly the measures of physical and logical 
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access control to ensure that only personnel authorized by GDCA can be access to the records 

being reviewed. These records are strictly protected from unauthorized access, reading, 

modification and deletion. 

 ᴍ Backup Procedures of Audit Log 5.4.5.

GDCA ֲ ֲ

ᴍȂ Ữ Ҭ ῃ ῤȂ 

GDCAôs audit tracking documents are carried out by the operation and maintenance team and 

auditor for the archiving of audit log and audit documents monthly. All documents including the 

latest audit tracking documents should be stored in secure disks and stored in a secure document 

library. 

 Audit Collection System 5.4.6.

GDCA ̔ 

1. ӥ ̕ 

2. ӥ ̕ 

3. ӥ ̕ 

4. Ḥ ̕ 

5. ӥ ̕ 

6. └ ̕ 

7. ȁ ῃ ̕ 

8. ῒז Ȃ  

The GDCA Audit log collection system involves in: 

1. Certificate management system 

2. Certificate issuing system 

3. Certificate directory system 

4. Remote communication system 

5. Certificate accepted and approval system 

6. Access and control systems 

7. Security system of website, database 

8. Other systems considered by GDCA for necessary audit. 

GDCAᶏ ΐ ҉ Ȃ 
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GDCA uses the audit tools to meet the requirements of the system audit described above. 

 Ԋᴆ ᵣ Notification to Event-Causing Subject 5.4.7.

GDCA ₯ ̆ ₯ ҹ̆ ῤ ₯ ̆

Ḡ ≠Ȃ ₯ ҹ ℗ ₯

Ⱶȁ ֜ Ȃ 

GDCA ‗ Ԋᴆ ᵣ Ȃ 

When GDCA detects the attack attempts, it will record the behaviors of the attackers and try to track 

the attackers within the laws. And GDCA reserves the right to take appropriate countermeasures. 

According to the attacker's behavior, GDCA takes actions including cutting off the open services for 

attackers, submitting the evidences to jurisdiction and etc.  

Whether to notify the attackers or the perpetrators is decided by GDCA. 

 ᵀ Vulnerability Assessments 5.4.8.

CA ῃ ȁ ȁ № ̆

ԍ ץ ̆ ̆ ԍҌ ̆GDCA

ᵀ̆ץ ᵞ Ȃ 

CA security program carries out timely weakness analysis according to the changes in policies, in 

technology and management, and other major changes. The weaknesses should be remedied 

immediately. If some weaknesses canôt be remedied, GDCA will launch system vulnerability 

assessment each year in order to reduce the risks of system operation. 

5.5. Records Archival 

 Types of Records Archived 5.5.1.

GDCA Ҋ₃ץ Ԋᴆ ̆ ᵖҌ ԍ̔ 

1. ӥ ̕ 

2. ӥ ӥ ↓ ̕ 

3. ӥ ̆ ӥ Ⱶ ‰ Ḥ ̆ҍ ӥ ̕ 

4. ̕ 

5. ӥ ȁ ҙⱵ ↕ ̕ 

6. ̆ ᵖҌ ԍ ȁ ȁ ̕ 
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7. ȁῤ ᵀ Ȃ 

GDCA archives the following events, including but not limited to: 

1. Certificate system constructed and upgraded documents. 

2. Certificate and certificate revocation list. 

3. Certificate application for information, information about approval and rejection of 

certificate service, the certificate subscriber agreement. 

4. Audit record 

5. Certificate Policies and Certification Practice Statements. 

6. Employee information, including but not limited to background investigation, hiring, 

training, etc. 

7. Various external, internal documents of the review and assessment. 

 Ḡ Retention Period for Archived Records 5.5.2.

ԍҌ ̆ῒḠ Ҍ Ȃ ԍ ᵬԊᴆ ῃԊᴆ

̆ῒ Ḡ ⌠ ῃ ᵀ ѿ Ȃ 

1. ӥ ῤ Ԋᴆ ̆Ḡ 10  Ȃ҉ץ

2. CA ӥ ῤ Ԋᴆ ̆ῒḠ Ҍ ԍ CA ӥ

Ȃ 

3. ӥ Ḡ Ҍ ԍ ӥ 10 Ȃ 

4. CA ӥ CA ӥ ӊ ̆ Ḡ 10 Ȃ 

For different archived records, the retention periods are different. For system operation event 

records and system security event records, the archives will be retained to complete the security 

vulnerability assessment or audit consistency. 

1. Archiving for management events in subscriber certificate life cycle will be kept for more 

than 10 years. 

2. Archiving for management events in CA Certificate and key life cycle will be kept for not 

less than life cycle of CA certificate and key. 

3. Archiving retention period of subscriber certificates will not be less than 10 years after the 

expiration of certificates. 

4. CA key and certificate archiving will be kept for 10 more years after the end of life cycle. 
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 ᴆ Ḡ Protection of Archive 5.5.3.

Ḡ Ҋץ Ҭᵬ ȂῒҬ ׃ ῃ

Ḡ ̆ ғḠ ѿҩҤ └ ῀ ̆ GDCA ҙⱵ ֲ ץ Ȃ 

Protection of audit tracking documents will be illustrated in detail in the following sections. The 

archived media is protected by physical security way and set an entrance with restrict 

authorizations, and only business administrators of GDCA have the right of access. 

 ᴆ ᴍ Backup Procedures of Archived Records 5.5.4.

ԍ ̆ ᴍ̆ ᴍ ᴆ Ȃ 

ԍӥ ̆Ҍ ᴍ̆ᵖ Ҥ Ḡ ῒ ῃ Ȃ 

ᴆ ԅḠ GDCA Ữ ̆ Ḡ ῒ ᴍȂ

ѿ ̆ҍ Ҍ Ḥ ֜ԑȂ

ᵬֲ ῒ ’Ҋ̆ ᵬȂGDCA ῃ └҉Ḡ

ῒ ᴍ − ȁḱ ᵬȂ 

Electronically archived records generated by the systems will be backed up weekly. The backup file 

willalso be stored off-site. 

For the written archiving data, they do not need to be backed up, but some strict measures need to 

be taken to ensure the security. 

All the documents and data archived usually are stored in the main storage site of GDCA. If 

necessary, the backups will also be saved in the offsite. Archived database is generally isolated 

physically or logically, with no interaction with the outside. Only authorized personnel or others 

under the supervision can conduct the operation for reading the files. GDCA provide mechanisms to 

protect archives and backups from being deleted or modified. 

 Requirements for Time-Stamping of Records 5.5.5.

GDCA ̆ ᵬֲ ꜚ ⱴȂ 

All the GDCA records are labelled with time, and the time will either be added manually by the 

operators or automatically by system. 

 Archives Collection System 5.5.6.

GDCA CPS 5.4 Ҭᵬ Ȃ 

№ ᵣ Ữ ᵣ ῃ Ữ Ҍ ԍ GDCA Ȃ 
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GDCA audit trail collection system is detailed in section 5.4 of this CPS. 

Storage of separated media data storage and archiving of its security storage are not included 

in GDCA system. 

 Ḥ Procedures to Obtain and Verify Archive 5.5.7.

Information  

GDCA ῃ ֲ №≢Ḡ GDCA Ḥ 2ҩ Ȃ

Ḥ ̆ 2ҩ Ȃ 

Security auditors and operation and maintenance team of GDCA retain 2 copies of the GDCAôs 

archived information respectively. While obtaining the complete archived information, comparison 

of the 2 copies shall take place to confirm the integrity. 

5.6. Ⱶ Key Changeover 

ӥ⌠ ╠ץ ĞDCA ӥ ̆ ӥȂ

Ҥ̆ GDCA῏ԍ ȂCA ץ

Ҋ ↕̔ 

1. CA ӥ ╠Ả Ҋ ӥ̆ Ḡ CA ӥ⌠

Ҋ ӥӞῃ ⌠ Ȃ 

2. Ả Ҋ ӥ ӥ⌠ ̆ ᶏ CA CRL̆ ⌠

ѿ Ҋ ӥ Ȃ 

3. CA ̆Ҥ Ȃ 

4. CA ӥȂ 

5. Ḡ ҩ ῃȁ ≠̆Ҍ₮ Ḥᴋ Ȃ 

Prior to the expiration of certificate, GDCA will replace the root key in accordance with the provisio

ns of CP, and generate a new certificate. When generating the new key, specifications of GDCA 

key management will be followed strictly. CA key changeover must comply with the following 

principles: 

1. The new subordinate certificates canôt be issued before the end of the life cycle of subordinate 

certificate, which ensures that all subordinate certificates are all expired as the CA certificates 

expired. 

2. From the end of the issue of a new subordinate certificate to the expiration of the certificate, 

CA continues to sign CRLs with the original private key until the last subordinate certificate 

expires. 
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3. CA key generation and management must strictly follow the key regulations. 

4. Release the new CA certificate timely. 

5. Ensure the entire transition process safely, smoothly and no vacuum of trust. 

GDCA ӥ KM ҙⱵ ₮ Ȃ ̆GDCA

҈ҩ ӥ̔ 

 ̧ Ὲ GDCA ӥ̕ 

 ̧ Ὲ GDCA ӥ̕ 

 ̧ Ὲ GDCA ӥȂ 

The changeover of certificate key of GDCA administrator is applied by the KM services 

administrator. During the key replacement, CA should issue three new certificates: 

 ̧ GDCA certificate with new public key signed by new private key; 

 ̧ GDCA certificate with old public key signed by new private key; 

 ̧ GDCA certificate with new public key signed by old private key. 

5.7. ҍ Compromise and Disaster Recovery 

 Ԋ Incident and Compromise Handling Procedures 5.7.1.

ҹԅ Ԋ ’ ĞDCA ԅѿ ↓

Ԋ ̆ᶛ ̔ 

1. GDCA  

2. GDCA Ԋ  

3. GDCA ᴍҍ  

῏ ᵝ ᵬֲ ҉ץ ῏└ ̆ ḱ ⅞

̆ ̆ ѿ Ԋ Ȃ 

In order to timely respond to and handle accidents and damages, GDCA establishes a series of 

emergency response schemes and accident treatment schemes, for example: 

1. GDCA system fault treatment specification. 

2. GDCA major accident emergency scheme. 

3. GDCA system backup and recovery scheme. 

Related personnel will actively carry out the recovery plans in accordance with the regulations of 

the above schemes and related systems. And perform the data disaster recovery drill each quarter, 

and an emergency response drill on major accidents annually. 
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 ȁ ᴆ / Computing Resources, Software, 5.7.2.

and/or Data Are Corrupted 

GDCA ҙⱵ ῒז ȁ ᴆ ԅ ᴍ̆ └ ԅ

Ȃ Ḥ ȁ Ҍ ᶫ Ⱶȁ ᴆ

ȁ Ҍ ⱬ ĞDCA ⅞ Ȃ 

GDCA backs up resources of the business system and other important system, software and data 

and formulates corresponding emergency treatment process. When identified the destruction of 

network communication resources, failures of devices for daily services, malfunction of software, or 

tampered database etc., GDCA will launch the disaster recovery plan. 

 ᵣ Entity Private Key Compromise Procedures 5.7.3.

ȁֲ ҹ ’Ҋ ĞDCA Ҋ↓ ץ ῃ  ̔

1. GDCA פ ҙⱵ ȁҙⱵ ᵬ ȁ Ȃ 

2. ̆ № ῃ ӥ ӊ Ȃ 

3. ᶏ Ҍ ̆ ̆ⱴ ӥ CRL

Ȃ 

4. ῃ ᵬȂ 

5. ҙⱵ ᴆ̆ Ȃ 

6. GDCAҙⱵ ᵬ ᴆ̆↕ ѿ GDCA ῃҙⱵ ᵬ

ҙⱵ ῒ Ȃ 

In case of any intentional, man-made or natural disasters, GDCA will take the following steps to 

restore security environment: 

1. GDCA verification systemôs password is changed by the business administrator, business 

operators and system administrator. 

2. According to the type of disaster, some or all certificates will be revoked or re-verified later. 

3. Directory data, encryption certificate and CRL are needed for recovery if the directory is 

unavailable or directory with impure suspicion. 

4. Timely access to security site as far as possible to restore operation reasonably 

5. While restore the business administrator's configuration file, it will be done by the system 

administrator. 

6. While restore the GDCA business operatorôs configuration file, it will be done by another 

GDCA security business operator or administrator. 



                                    GDCA SM2 ҙⱵ ↕̂ V1.0 ̃ 

104 

CA ȁ ȁ ̆GDCA ꜚ Ԋᴆ ̆

ῃ ᴪ ῏ Ғ ᵀ̆└ ꜚ ⅞Ȃ CA ӥ̆

ᴪ Ҋץ ̔ 

1. Ⱶ ⱲῈ ῒז Һ ̆ ῒזῈ῍

ᵣ ̆ ᾧ ≠ Ȃ 

2. ῏ᶭ ῏ ҍ ӥ Ⱶ ῏ Ȃ 

3. ӥ̆ CRL OCSPḤ ̆ᶫ ӥ ᶭ

Ȃ GDCA Ȃ 

4. ӥ ̆ GDCA CPS̓͂ ԍ ӥ ̆ Ҋ ӥ Ҋ

ᵬҬ CA ӥȂ 

5. GDCA ӥ ̆ GDCAḤ ȁ Ⱶ ȁHTTP

Ȃ 

When CA root private key has been damaged, missed, tampered or leaked, GDCA will launch a 

major emergency treatment process, which is assessed by GDCA Security Policy Committee and 

the relevant experts to make a plan. If the CA certificate must be revoked, the following measures 

will be taken: 

1. GDCA reports immediately to the electronic authentication service management office and 

other government departments through the website and other public media to notify 

subscribers, and takes measures to protect userôs interests against any further losses. 

2. GDCA notifies the relevant parties to disconnect the systems associated with the certificate 

authentication services immediately. 

3. GDCA revokes immediately all the certificates issued, and updates CRL and OCSP 

information for subscribers and relying parties. Meanwhile GDCA immediately generates a 

new key pair. 

4. After the new root certificate has been issued, GDCA Re-issues the certificates and the 

subordinate CA certificate in accordance with the GDCA CPS about provisions of certificates 

issuing. 

5. After the new root certificate has been issued by GDCA, it will be immediately published by 

GDCA repository, LDAP, HTTP, etc. 

Ҭ CA ₮ ȁ ȁ ȁ ҈ ̆ ᵬ

CA ̔ 

1. GDCA ӥ ̆ ӥȂ 

2. GDCA Ⱶ ⱲῈ ῒז Һ ̆ ῒז

Ὲ῍ ᵣ ̆ ᾧ ≠ Ȃ 

3. ῏ᶭ ῏ ҍ ӥ Ⱶ ῏ Ȃ 
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4. ӥ̆ CRL OCSPḤ ̆ᶫ ӥ ᶭ

Ȃ 

5. Ҭ CA ӥ ̆ GDCA CPS̓͂ ԍ ӥ ̆

ӥȂ 

6. GDCA ӥ ̆ GDCAḤ ȁ Ⱶ ȁHTTP

Ȃ 

If private key of GDCA Subordinate CA is missing, tampered, cracked, leakedor used by 

unauthorized third parties suspiciously, Subordinate CA should: 

1. Subordinate CA reports immediately to the GDCA and generates a new key pair and certificate 

request to apply for a new certificate. 

2. GDCA reports immediately to the electronic authentication service management office and 

other government departments through the website and other public media to notify 

subscribers, and takes measures to protect userôs interests against any further losses. 

3. GDCA notifies the relevant relying party to close the system associated with the certificate 

authentication services immediately. 

4. All the certificates issued by the Subordinate CA are revoked immediately to update 

information on CRL and OCSP for querying of certificate subscriber and relying party.  

5. Subscriber certificate is re-issued in accordance with the CPS about provision of a certificate 

issued after the new Subordinate CA certificate has been issued. 

6. After the new root certificate has been issued, it will be immediately published by the GDCA 

repository, LDAP, HTTP, etc. for distribution. 

ӥ ₮ ȁ ȁ ȁ ̆ ҈ ̆

GDCA CPS ̆ ᾢ ӥ ̆ ӥȂ 

When private key for subscriber certificate is damaged, missing, cracked, tampered or used by 

unauthorized third parties suspiciously, the subscriber should apply for certificate revocation 

immediately and re-apply the new certificate following the provisions with the CPS of GDCA. 

 ҙⱵ ⱬ Business Continuity Capabilities 5.7.4.

GDCA 5.7.1ȁ5.7.2 5.7.3Ҭ ̆ ῒ ᴍ └̆

24 ӊῤ ҙⱵ Ȃ 

After encountering the disaster described in section 5.7.1, 5.7.2 and 5.7.3, GDCA can use the 

backup mechanisms to recover systems for operation and service delivery within 24 hours. 
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5.8. Ⱶ Ύ CA or RA Termination  

GDCA Ԋᴆ ҹ№ץ ̆

GDCA ҡ ̆ ҍ ҙ ῏Ȃ 

GDCA ╠̆ ̔ 

1. ҙⱵ ᵝ̕ 

2. GDCA ̕ 

3. ҍ GDCAẢ ῏ ᵣ̕ 

4. ῏ ׆ Ⱶ ̕ 

5. ӥ ̕ 

6. ᴆ ̕ 

7. Ả Ҭ Ⱶ̕ 

8. Һ Ⱶ ̕ 

9. ῏ Һ Ⱶ ̕ 

10. GDCAҙⱵ GDCA ҙⱵ ᵬ ᵬ ̕ 

11. ⱴ ̕ 

12. Ữ ̕ 

13. GDCA Һ ᴆȂ 

The reason of GDCA termination event can be key damage or non-key damage. Key damage may 

be resulted from the loss of GDCA root key, and non-key damage reason may be related to 

commercial factors. 

Before termination, GDCA must: 

1. Arrange the business to undertake; 

2. Draft GDCA termination statement; 

3. Notify the entities that are related to GDCA termination; 

4. Shut down subordinate LDAP; 

5. Certificate revocation; 

6. Treatment of archive file record; 

7. Termination of certificate authority service; 

8. Archive main LDAP; 

9. Shutdown main LDAP; 
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10. Dispose the access of GDCA business administrator and GDCA business operator; 

11. Process encryption key; 

12. Process and store sensitive documents; 

13. Remove GDCA mainframe hardware. 

ԍ  GDCĂ₃Ӎ ᵬ̆ ѿ

Ҍ GDCA └҉̆ ԍ GDCĂ GDCA

̕ ԍ GDCĂ GDCA

̆ ⁞ GDCA Ȃ 

With the termination of GDCA due to key damage and non-key damage, the operations are mostly 

the same. The only difference is time limitation of GDCA stopping sending notification. As for GDCA 

termination due to key damage, the process in which GDCA notifies the subscriber needs to be 

completed as soon as possible. As for GDCA termination due to non-key damage, it can take 

appropriate measures to mitigate the effects of GDCA termination on the subscriber after GDCA 

notifies all the subscribers. 

6. ῃ └ Technical Security Controls 

6.1. ҍ Key Pair Generation and Installation 

 Key Pair Generation 6.1.1.

6.1.1.1. CA  CA Key Pair Generation 

CA ῃ Ҭ̆ ҩ Ḥֲ Һ ‰

Ҭ Ȃ ȁ ȁ Ữȁ ᴍ

῏ Ȃ ԍ Һ ȁ Ȃ 

CA Ἕ ѿ ץ Ḡῒ CPSץ

№ Ȃ ᵬ Ḡ Ȃ 

The key pairs of CAs are generated within the cryptographic devices approved and licensed by 

State Cryptography Administration (SCA) of China, in a physically secure environment and under 

the control of multiple trusted persons. The generation, management, storage, backup and 

recovery of the key pair shall comply with the relevant regulations of SCA Hardware Security 

Module used for key generation must be evaluated and certified by SCA. 

The generation of the CA key pairs shall be video recorded or witnessed by a qualified auditor to 

ensure the generation process complies with the requirements of this CPS and follow the 
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separation of roles principle. The procedures and operations related to key pair generation shall be 

recorded and archived.  

6.1.1.2. Generation for SubscriberKey Pair  

֟ ̆ ȂGDCA

֟ ̆ ᶏץ ᴆ ̂ ̔USB Keỹ ̆Ӟ ᶏץ

‰ ᴆ ̆Ӟ ᶏץ ‰ ᴆ ̂ ̔Web Ⱶ ᴆ ᶫ

ⱳ ̃̆ ӥ ῒ ȂҌ ᵥ ̆ ֟

ῃ ⌠Ḡ ȂGDCA ȁҙⱵ ҉̆ ԅ ῃḠ

Ȃ 

The generation of the subscriberôs key pairs must comply with the national laws and regulations. 

GDCA supports multiple patterns to generate signing key pair. Subscriber can use a hardware 

cryptographic module (such as USB Key), or software cryptographic module approved by SCA, or a 

standard software cryptographic module (such as the key generation function offered by web server 

software, etc.), so subscribers can choose according to their needs. In any case, the security of key 

pairôs generation should be guaranteed. GDCA shall implement adequate security measures in 

technology, business processes and management. 

ԍ SSL/TLS ӥȁ ӥȁ ӥ̆ Ḡ

Ȃ 

ԍ ᴆ ӥ ĞDCAᾛ ⱴ Ḡ ῃ

ᴰ ̆ ֜ CSR ӥȂ  

ԍף ӥȁ ӥ̆ ‰ ᴆ ̂

USBKey ⱴ ̃ ֲ └ ῒז ῃ Ȃ ᴆ

̆↕ Ҍ └ ₮̆ ᶏ פ ̆GDCA ῃ

ᴰפ Ȃ 

ӥ Ḡ ῃ ᴋ ӈⱵ̆ ᴋȂ 

For SSL/TLS certificates, timestamp certificates and equipment certificates, subscribersô key pairs 

are generated and kept by the subscribers themselves.  

For e-mail certificates, GDCA allows the subscribers to generate key pairs online and will deliver the 

encrypted private keys to the subscribers through secure channels. Subscribers may submit the 

CSR for the issuance of such certificates. 

For the CodeSigning certificates and document signing certificates, subscribers shall use the 

hardware equipment (such as USBKey or cryptographic machines) that meets relevant 

requirements, or other secure ways controlled by the subscribers to generate key pairs. If the key 

pairs are generated by hardware equipment, the private keys shall not be duplicated or exported, 
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and the activation of which must require a password. GDCA will deliver the activation passwords to 

the subscribers thorugh secure channels.  

Certificate subscribers have the responsibilities and obligations to protect the security of private 

keys, and assume the legal responsibilities for this.  

 ᴰ Private Key Delivery to Subscriber 6.1.2.

ᴆ ӥ ̆GDCA Ҍ ᴰ Ȃ ԍ ᴰ ᴆ ӥ̆

ⱴ Ḡ ῃ ᴰ Ȃ 

Excepted for the e-mail certificates, GDCA does not need to send private keys to subscribers. For 

the e-mail certificates that require the delivery of private keys, the private keys are delivered 

encrypted and protected via secure channels to the subscribers. 

 Ὲ ᴰ ӥ Public Key Delivery to Certificate Issuer 6.1.3.

RA PKCS#10 ӥ Ḥ ῒ ᴆ

ץ̆ Ὲ ֜ GDCA ̆GDCA ӥ╠ ֜

Ҭ Ȃ  

End subscriber and RA sends certification issuance request to GDCA electronically. The request 

contains public key for GDCA to issue the certificate. The request information is encoded as 

PKCS#10 or other packing format with digital signature.The subscriberôs signature on the request is 

authenticated prior to issuing the certificate. 

 Ⱶ Ὲ ᴰ ᶭ CA Public Key Delivery to 6.1.4.

Relying Parties 

GDCA Ὲ GDCA CA ӥ ҙⱵCA ӥҬ̆ GDCA 

ȂGDCA ׆ GDCA Ҋ ᴰ Ὲ ᶫץ̆ ӥ

ᶭ ᶏ Ȃ 

Public keys of GDCA are included in the self-signed root CA certificate and business CA certificate 

of GDCA and published through GDCAôs official website. Subscribers and relying parties can 

download public keys from this website. 

 Key Sizes 6.1.5.

GDCA SM2 ҹ 256ᵝȂ 
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The size of SM2 key which GDCA supports is minimum 256 bit.  

 Ὲ Public Key Parameters Generation and 6.1.6.

Quality Checking 

ԍᶏ ᴆ GDCA ̆Ὲ ᶏ ‰

ⱴ ᴆ׃ ̆ᶛ ⱴ ȁⱴ ȁUSB KeyȁIC ̆

׆ ֓ ‰ȂGDCA ҹ ֓ ׃ ῤ ȁ

ΐ ԅ ῃ Ȃ 

ԍ ̆ ‰ ⱴ ᴆ׃

̆ᶛ ⱴ ȁⱴ ȁUSB KeyȁIC ȂGDCA ҹ ֓ ׃ ῤ

ȁ ΐ ԅ ῃ Ȃ 

Public key parameters of subscriber who use hardware cryptographic modules must be generated 

in encryption equipment and hardware medium approved and permitted by SCA, such as 

cryptographic server, cryptographic card, USB Key, IC card, and follow generation standards of 

these devices. GDCA considers that built-in protocols, algorithms for these devices and medium 

have already met sufficient level of security requirements. 

Quality of public key parameters is also checked through the encryption equipment and hardware 

medium approved and permitted by SCA, such as cryptographic server, cryptographic card, USB 

Key, IC cards. Of course, GDCA considers that built-in protocols, algorithms for these devices and 

medium have already met sufficient level of security requirements. 

 ᶏ Key Usage Purposes 6.1.7.

GDCA CA ֽ ԍ Ҋץ ӥ̔ 

ף .1 CA ӥ̕ 

2. Ҭ CA ӥ ֜ ӥ̕ 

3. ԍ ӥ̂ OCSP ӥ Ȃ̃ 

Root CA keys of GDCA are used to sign the following certificates only: 

1. Self-signed certificates to represent the root CA itself; 

2. Certificates for subordinate CAs and cross certificates; 

3. Certificates for infrastructure purposes (e.g. OCSP Response verification Certificates). 

ץ ԍ ᶫ ῃ Ⱶ̆ᶛ ᴍ ȁҌ ȁḤ ȁ

Ḥ ⱴ Ȃ 
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Subscriber's key can be used for providing security services, such as identity authentication, 

non-repudiation and the integrity of information, and information encryption and decryption etc.  . 

6.2. Ḡ └ Private Key Protection and 

Cryptographic Module Engineering Controls 

 ‰ └ Cryptographic Module Standards and 6.2.1.

Controls 

GDCA ֟ ̆

῏ Ȃ 

Cryptographic modules used by GDCA are approved and licensed by SCA and comply with 

relevant requirements from SCA.   

 ֲ └̂ m n P̃rivate Key (n out of m) Multi -Person Control 6.2.2.

GDCA ȁ ȁ ȁ ᴍ ᵬ ֲ └ └̆ ԓ

҈ ̆ № ⌠ 5ᵝ Ҭ̆ ῒҬ҈ֲ

’Ҋ̆ ῀ ῀ PIN ̆ ᵬȂ 

Generation, update, revocation, backup and recovery operations, etc. of GDCA private key adopt 

multi-person control mechanisms. Namely, the mechanism is three out of five, means the key 

management authority is distributed to five key administrators, the operation of private key is 

performed in the presence and permission of no less than three employees via inserting cards of 

administrators and inputting their PIN code. 

 Private Key Recovery 6.2.3.

ҹ ̆ Ҭ └̆ Ҭ

ⱴ Ҭ ̆ Ḡ ᴋᵥᶏ ⱴ ᶭ

̆ Ȃ 

In order to safeguard stateôs rights and interests, the encryption key pair generated and managed 

by key management authority should be used under a key recovery mechanism. It ensures that 

encrypted data can be recovered by law. 
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 Private Key Escrow 6.2.4.

GDCAҌ Ȃ 

GDCA does not escrow the private keys of the subscribers.  

 ᴍ Private Key Backup 6.2.5.

CA ᴍ№ҹң ᴍ̔∆ ᴍ̂ ѿ

ᴍ ȁ̃ ῃ ᴍ̂ Ҭ └ᵬ Ȃ̃ 

∆ ᴍ ∆ ᴍȂ 

ῃ ᴍ ᴍ Ғ ᴍ ᴆ ᴍ̆ ѿ Ȃ 

Private keys backup for CAs includes two types: initial backup (backup in the first installation), 

complete backup (regular copies of private key library in the system).   

Initial backup is private key backup in the system installation. 

Complete backup is complete backup of private key library once a week.  

 Private Key Archival  6.2.6.

Ҭ Ḥ Ḡ Ḡ̆ ҹ № ҈ᴍ

№≢ ⱴ ⱴ Ḡ Ҭ Ҭ ↓ҬȂ 

⌠ ̆GDCA 10 ῤ ᵬȂ Ḡ 10 Ȃ 

Key management authority archives key information. It splits the key pair into three parts, encrypts 

them using symmetric encryption algorithm respectively, stores them in its database and disk. 

Once private key expires, GDCA will complete archiving operation in 10 days. The validity of 

archiving private key is at least 10 years. 

 ₮ȁ ῀ Private Key Transfer Into or From a 6.2.7.

Cryptographic Module 

Ҭ֟ ̆ Ҭ Ҍ ץ ₮Ȃ 

CA ̆ ᴍ CA ׆̆ Ҭ ₮ ⱴ ̆

ԍⱴ CA ֲ └Ȃ ᴍ ⌠ ҬӞ ֲ └Ȃ 

GDCAҌ ᶫ ׆ ᴆ Ҭ ₮ Ӟ̆Ҍᾛ ᵬȂ ԍ

ᴆ Ҭ ̆ ғ ῏ ̆ Һ
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῀ ₮ ̆ ᵬ Ḡפ └ Ȃ 

All keys must be generated in cryptographic modules, and private keys in the cryptographic 

modules cannot be exported in plaintext. 

For the CA system, when it is necessary to transport or backup the CA keys, the keys exported from 

the cryptographic module must be encrypted, and the private keys used to encrypt the CA key must 

be under multiple person control. Importation of the keys into the cryptographic modules must also 

under multiple person control. 

GDCA does not provide the export of subscriberôs private key from hardware cryptographic module 

and allow this operation. As for the private key stored in software cryptographic module, and if 

subscriber is willing to bear the relevant risks, subscriber can choose the way of import and export 

with access control such as password, etc. 

 Ữ Private Key Storage on Cryptographic 6.2.8.

Module 

CA ‰ Ⱶ ̆

Ữ Ⱶ ᴆҬ̆ ҩ Ҍᴪ ₮ ᴆ ӊ Ȃ 

Ữ USB Key׃ ᴆ ӥҬ̆

USB KeyҬ Ữ ̆ ץ Ḡ Ȃ ԍᶏ ᴆ ̆

ᴆ Ҭ Ữ ᶏ ̆ Ӟ ץ Һ ᶏ ῃḠ ᴆ

Ȃ 

The hardware cryptographic equipment used by CA systems had been approved and permitted by 

SCA. Private keys will not be in the form of text outside the hardware cryptographic modules in the 

entire life cycle. 

Subscriber's private key is stored in the USB key medium or file certificate meeting the regulations 

of SCA. All the private keys stored in the USB key are stored in the form of cipher text. For the 

private key generated by software cryptographic modules is preferably stored and used in hardware 

cryptographic modules. Subscriber can also use specific software cryptographic modules with 

security measures. 

 Methods of Activating Private Key 6.2.9.

ᶏ Ⱶ ̆ ᵬ̆ ҈

Ȃ 

ԍ USB Keyȁⱴ ȁⱴ ῒז ᴆ Ҭ

̆ ץ ȁICפ ѿ Ḡ Ȃ ҉ ԅ ꜚ
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̆ USB KeyȁIC ῀ Ҭ̆ ῀Ḡ ↕̆פ Ȃ ԍ

ᴆ Ҭ ̆ ׆ ҉Ḡ ̆

ץ ⌠ ’Ҋ̆ῒֲז ᶏ ῏ Ȃ

ᴆ Ҭ Ḡפ ̆ Ӈ ᴆ ⱴ Ȃ

ᶏ Ḡפ ̆ ᴆ ⱴ ̆ ῀ פ Ȃ 

Key administrators use their own administrative cards to login cryptographic server. Three 

administrators need to be at presence for private key activating operation. 

For the private key saved in such as USB Key, cryptographic card, cryptographic server, or other 

forms of hardware modules, the subscriber can protect through password, IC card, etc. After the 

appropriate driver is installed in subscriberôs computer, the private key is activated by the way that 

the USB Key, smart cards are plugged into the appropriate device to enter the protection password. 

For the private key stored in the subscriber's computer software cryptographic module, the 

subscriber should take reasonable measures to protect the computers physically in order to prevent 

unauthorized personnel from using computers and private keys of subscriber. If the private key is 

stored in software cryptographic module without the password protection, then the loading of 

software cryptographic module means the activation of private key. The private key protected by 

password can be activated via inputting password. 

 Method of Deactivating Private Key 6.2.10.

ᶏ Ⱶ ̆ CA ᵬ̆

҈ Ȃ 

ѿ ̆ ̆ ԍ ꜚ Ȃ ֓ ᶏ

Ҭ̆ ̆ ѿ ᵬ̆ ԋ ᵬ̆ Ῥ

Ȃ 

GDCA ₮ ȁ℗ ȁ ᴆ

ȁ Ȃ ᴋᵥֲ ̆ Ҍ ץ ῏ ᵬȂ 

ῒ ‗ ̆ ᵬ ̆ ᴆ

׆ Ҭ ₮̆℗ ̆ Ȃ 

Key administrators use their own administrator card to login cryptographic server and deactivate the 

CA private key. Three administrators at presence can execute above operation. 

Once the private key is activated, unless the state is deactivated, the private key is always active. In 

some cases, the private key is activated for one operation and reactivated for another operation. 

The ways of deactivating private key include exit, shutdown, removing hardware cryptographic 

module and logout of user or system. Unauthorized person cannot execute above operation. 

Subscriber can deactivate the private key by themselves. And private key will be deactivated when 
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logout, or remove hard cryptographic module from card reader, or turn off the power supply. 

 Method of Destroying Private Key 6.2.11.

ҌῬ ᶏ ̆ ҍ Ὲ ⌠ ̆ ῒ ԍ

ᴆⱴ ῤ̆ Ӈ ᴆⱴ ̕ ᵝԍ ᴆⱴ ῤ̆

Ӈⱴ IC ҹ Ȃ ̆ ԍ PIN ȁIC

Ӟ Ȃ 

ҌῬ ᶏ ̆ ҍ Ὲ ⌠ ̆ ‗

ῒ ̆ Ḡ ῒ ̆ ῏ ᴋȂ ⌠ ⌠ Ḡ

̆ CPS Ȃ 

If the private key is no longer in use, or after the corresponding public key is expired or revoked, for 

the circumstance that the key is in software encryption module, it must be cleared by methods of 

mulching. For the circumstance that the key is in hardware encryption module, it should be cleared 

in the encryption device or IC card. Meanwhile, all the PIN codes, IC cards for activating private key 

also must be destroyed or recovered. 

Private key no longer being used, or the public key corresponding to private key expired or revoked, 

the method of destruction is determined by the subscriber. The subscriber must destroy the private 

key effectively and assume the relevant responsibilities. Storage and archive of the key after 

expiration must conform to the provisions of this CPS. 

 ᵀ Cryptographic Module Capabilities 6.2.12.

GDCAᶏ ‰ ֟ Ȃ 

GDCA uses the cryptographic products approved and permitted by SCA. 

6.3. ῒ ז Other Aspects of Key Pair 

Management 

 Ὲ Public Key Archival  6.3.1.

֟ Ὲ Ḡ ̆ Ḡ Ὲ Ḥ ⱴ ̆

Ḡ ῃ Ὲ Ḥ Ȃ 

Ὲ ⌠ ̆GDCA 10 ῤ ᵬȂ 

GDCA should carry out archiving and preservation timely for public key data generated by the 
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system and use symmetric encryption for public key information. Ensure to obtain the safe and 

complete public key information. 

If public key has expired, GDCA should complete archiving operation in 10 days. 

 ӥ ᵬ ᶏ Certificate Operational Periods and 6.3.2.

Key Pair Usage Periods 

Ὲ ᶏ ҍ ӥ ῏̆ᵖ Ҍ ῃḠ ѿ Ȃ 

ԍ ӥ̆ῒ ӥ ῤ ץ ԍ ̆ ᶏ

Ҍ ӥ Ȃᵖ ̆ҹԅḠ ӥ ῤ Ḥ ץ ̆

Ὲ ᶏ ץ ӥ ץ Ȃ 

ԍⱴ ӥ̆ῒῈ ӥ ῤ ץ ԍⱴ Ḥ ̆Ὲ ᶏ

Ҍ ӥ Ȃᵖ ̆ҹԅḠ ӥ ῤⱴ Ḥ ץ ̆

ᶏ ץ ӥ ץ Ȃ 

The usage period of public key and private key is related to the validity period of certificate, but they 

are not completely consistent. 

For the signing certificate, its private key can only be used for signing within the certificate validity 

period and not be used beyond the validity period of certificate. However, in order to ensure 

signature information can be verified within the certificate validity period, the public key can be used 

beyond the validity period of certificate. 

For the encryption certificate, its public key can only be used for encryption within the validity period 

of certificate and not be used beyond the validity period of certificate. However, in order to ensure 

information encrypted can be used to unlock the information within the validity period of certificate, 

the private key can be used beyond the validity period of certificate. 

ԍ ᴍ ≢ ӥ̆ῒ Ὲ ӥ ῤ ᶏץ Ȃ 

ѿҩ ӥ ҩ ̆Ὲ ᶏ ҉ץ ’ Ȃ 

ӥ CA ӥ̆ ӥ⌠ ̆ Ḡ ῃ ’Ҋ̆

ᾛ ᶏ ӥ Ȃᵖ Ҍ ᶏ Ȃ 

For the certificate used for authentication, the private key and public key can only be used within 

the validity period of certificate. 

If a certificate has multiple usages, the usage periods of public key and private key follow the rules 

described above. 

In addition, after the expiration of certificate, under the circumstances of ensuring security, original 

key pair can be used to update the certificate. But the key pair canôt be used indefinitely. 

ԍҌ ӥ̆ῒ ᾛ ӥ ᶏ Ҋ̔ 
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1. ROOTCÂ SM2̃ CA ӥ ῒ̆ ᾛ ᶏ 20 ̆

ԍ 20 ̕ 

2. ԍ GDCA GM SM2 ROOT CĂῒ ᶏ 25 ̆

ԍ 25 ̕ 

3. ԍ SSL/TLS Ⱶ ӥ̆ῒ ᾛ ᶏ 397 ̆ ԍ

397 ̕ 

4. ԍף ӥ ῒ̆ ᾛ ᶏ 39ҩ ̆ ԍ 39ҩ ̕ 

5. ԍ ӥ̆ῒ ᾛ ᶏ 10 ̆ ԍ 10 ̕ 

6. ԍ ӥ̆ῒ ᾛ ᶏ 3 ̆ ԍ 3 ̕ 

7. ԍ ᴆ ӥ̆ῒ ᾛ ᶏ 3 ̆ ԍ 3 ̕ 

8. ԍ ӥ̆ῒ ᾛ ᶏ 10 ̆ ԍ 10 Ȃ 

For different certificates, the maximum usage period of the key pair can be obtained via certificate 

renewal: 

1. For ROOTCA (SM2) CA certificate, the maximum usage period of the key pair is 20 years or 

less than 20 years. 

2. For CA certificates issued by GDCA GM SM2 ROOT, the maximum usage period of the key 

pair is 25 years or less than 25 years. 

3. For the SSL/TLS server certificate, the maximum usage period of the key pair is 397 days or 

less than 397 days. 

4. For the codesigning certificates, the maximum usage period of the key pair is 39 months or 

less than 39 months. 

5. For the timestamp certificates, the maximum usage period of the key pair is 10 years or less 

than 10 years. 

6. For the document signing certificates, the maximum usage period of the key pair is 3 years or 

less than 3 years. 

7. For the e-mail certificates, the maximum usage period of the key pair is 3 years or less than 3 

years. 

8. For the client-end equipment certificates, the maximum usage period of the key pair is 10 

years or less than 10 years. 
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6.4. Activation Data 

 ֟ Activation Data Generation and Installation 6.4.1.

ҹԅḠ ῃ̆ ӥ ֟ Ḡ ῃ ׆̆ ᾧ

ȁ ẽ ȁ ᶏ ȁ ȁ Ȃ 

CA ̆ ῏ №◓ Ⱳ ̆Ҥ

ȁ№ ᶏ Ȃ ̆ ԍҊ ӥ ץ̂פ Ḥ

ᶫ ȁ̃USB KeyȁIC פ ̆ ῃ Ҋ ֟ Ȃ 

GDCA ֟ ̆ ԍҊ ӥ ̂̂פ ץ Ḥ ᶫ ȁ̃

USB KeyȁIC פ ̆ ῃ Ҋ ֟ Ȃ ֓ ̆

ῃ ̆ᶛ ֜ȁ Ғ ֜ Ȃ ԍ ѿ

ᶏ ̆GDCA ḱ Ȃ 

Subscriber must use secure and reliable generation and installation of activation data to protect the 

private key from exposure, theft, unauthorized usage, modification, or unauthorized disclosure. 

Activation data of CA private key must be generated, distributed and used strictly according to the 

requirements which are related to the segmentation of key activation data and key management. 

Activation data of subscriber private key, including password (provided in the form of password 

envelope) used to download the certificate, USB Key, login password of IC card, must be generated 

randomly in secure and reliable environments. 

Activation data generated by GDCA, including password (provided in the form of password 

envelope) used to download the certificate, USB Key, login password of IC card, must be generated 

randomly in secure and reliable environments. The activation data are delivered to subscribers 

safely and reliably, such as through offline face-to-face submission, post courier delivery, etc. For 

activation data of non-single usage, GDCA suggests users to modify by themselves. 

Ḡ פ Ҍ ⌠ ̆ Ҋ₃ҩץ ↕̔  

1. 8ᵝ  

2. ѿҩ Ώ  

3. Ҍ  

4. Ҍ ᵬ  

5. Ҍ ᶏ ȁ  

6. Ḥ Ҭ ұ 

All the protection passwords should not be something easily guessed, and should follow the 

following principles: 
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1. Contain at least eight characters 

2. Contain one lowercase letter at least 

3. Not contain many of the same characters 

4. Not be the same as operatorôs name 

5. Not use birthdays, telephone numbers 

6. Longer substring in user name information 

 Ḡ Activation Data Protection 6.4.2.

ԍ CA ̆ №◓ Ҍ Ḥֲ

̆ ғ ֲ №◓ Ȃ 

ῃ Ҋ֟ ̆ Ḡ ̆ ᵟץ

̆Ҍ ֲז Ȃ ӥ ᶏ פ PIN Ḡ ̆

Ḡ ῒ פ PIN ̆ Ȃ ӥ ᶏ Ḡ ̆

Ӟ ῒ ֲ Ȃ ҹԅ ҙⱵ ῃ ̆

ḱ Ȃ 

Activation data of CA private key must be separated in a reliable way and kept by different trusted 

personnel. Administrator must meet the requirements of responsibility division. 

Subscriberôs activation data must be generated in the safe and reliable environment and be 

properly safeguarded or destroyed, and cannot be leaked to others. If the certificate subscriber 

uses a password or PIN to protect private key, the subscriber should take good care of password or 

PIN to prevent the leakage or theft. If the certificate subscriber uses biological characteristics to 

protect the private key, the subscriber should also pay attention to prevent his/her biological 

characteristics from illegal obtaining. Meanwhile, in order to meet the security requirements of 

business systems, activation data should be modified regularly. 

 ῒז Other Aspects of Activation Data 6.4.3.

ᴰ ̆ Ḡ ױז ᴰ Ҭᾧԍҡ ȁẽ ȁḱ ȁ

ȁ ᶏ Ȃ 

Ҍ ̆ Ḡ ױ Ҭᾧԍҡẽ ȁ

ᶏ ̆ ᵩḤ ȁ׃ №

ῃ ̆ פ Ȃ 

⌠ ῃ ̆ ԍ ӥ ̆ Ҋ̔ 

1ȁ ԍ ӥ ̆פ ⱳ Ȃ 
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2ȁ ԍḠ IC ȁUSB Key ̆פ ҙⱵ

ԇץ Ȃ 

Activation of private key shall be protected from loss, theft, modification, unauthorized disclosure, or 

unauthorized usage during the transmission. 

The activation data of private key which is no longer used should be destroyed and protected from 

theft, disclosure or unauthorized use during the destruction. The result of destruction is that some 

or all of activation data canôt be recovered directly or indirectly from the residual information and 

medium, papers recorded with passwords must be shredded. 

For the security reasons, the rules of certificate applicant activate data of lifecycle as below: 

1. The password used to apply for certificate becomes invalid after successful application. 

2. The password used to protect the private key, or IC card, USB Key, could be modified by 

subscriber at any time based on business application. 

6.5. ῃ └ Computer Security Controls 

 ≢ ῃ Specific Computer Security Technical 6.5.1.

Requirements 

GDCA Ḥ ῃ ̆ ȇḤ ῃ  ӥ ῒ

῏ ῃ Ȉȁ ҙ Ḥ Ὲ ȇ Ⱶ Ⱳ Ȉ̆ ISO27001

Ḥ ῃ ‰ ץ ῒז ῏ Ḥ ῃ ‰̆└ ₮ῃ ȁ ῃ

└ ̆ Ҭԇץ ȁ ȂҺ ῃ └ ̔ ᴍ ≢

ȁ └ȁ └ȁֲ № ȁ └ Ȃ 

Information security management of GDCA certification system meets 

"Information security technology--Specifications of cryptograph and related security technology for 

certificate authentication system" published by Standardization Administration Committee, 

"Measures for the Administration of Electronic Certification Services" published by Ministry of 

Industry and Information Technology, standards of information security in ISO 27001 and security 

standards of other relevant information. GDCA draws up comprehensive and perfect security 

management strategies and standards, which have been implemented, reviewed and recorded 

within operation. The main security technologies and control measures include: Identification and 

authentication, logic access control, physical access control, management of personnel's 

responsibilities decentralization, network access control, etc. 

Ҥ └̆ҹ ᵝ ̂ CA ȁRA ̃

ֲ № ѿ ̆ └ҹ ᵬ Ȃ

ȁ ץפ ӥ Ȃ 
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Ҥ ῃ └ ̆ ḠCA ᴆ ᴆ ῃ Ḥ ̆Ҍ

ᴪ ⌠ Ȃ 

Dual-factor authentication mechanism shall be utilized in the login process to validate the digital 

certificate and username/password of user. GDCA assign each user of CA/RA system a unique 

account with minimum permissions according to the requirements of user. 

Strict security controls ensures that the system of CA software and data files is secure and reliable 

and will not be accessed without authorization. 

ҍῒז № ̆ ֟ ҍῒז Ȃ № ץ

Ȃᶏ ῤ׆ ῀᷅ ֟

̆ └ ֟ ꜚȂ CA ᵬҍ Ҭ ȁ ᵬ ȁ

Ḥֲ ץ פ CA Ȃ 

Core system must be separated physically from other systems and the production system must be 

separated from other system logically. This separation can prohibit network access except for 

specific applications. The usage of firewall is to prevent the intrusion from the internal and external 

network production system and restrict activities of access production system. Only trusted persons 

in operation and management group of CA system, when necessary to access the system can 

access the CA database using password. 

 ῃ ᵀ Computer Security Rating 6.5.2.

GDCA ̆ ԅ ῃ Ȃ 

GDCA ȁ ῃ̆ Һ

ȁ ȁ ῃ ᵀ ̆ ̆ ῏Ғ ̆

ῃ Ȃ  

GDCA certification systems pass the security review of SCA. 

Authentication system, computer and network security of GDCA should be evaluated by SCA each 

year. According to the opinion of the relevant experts and leaders, GDCA may upgrade the 

authentication system and system security when necessary. 

6.6. └ Life Cycle Technical Controls 

 └ System Development Controls 6.6.1.

GDCA ᴆ Ҋץ ↕̔ 

1. └ Ὲ ῤ └ ̆ ᵬֲ Ҥ ̕ 
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2. └ Ὲ ῤ └ ̕ 

3. Ҥ ⱳ ̆Ῥ ԍ ֟ ̕ 

4. ╠ ᴍ̕ 

5. ҈ ̕ 

6. ῃ № ̕ 

̆GDCA ᴆ ᵬ ̆ ISO15408 ‰̆ ῏ ⅞

└Ȃ 

Software design and development of GDCA process follows principles: 

1. Establish internal system of corporation about update, alteration and application. The 

employees should follow this system strictly. 

2. Establish internal purchasing process and management system of corporation. 

3. After the programs have passed strict test in development environment, they can be 

deployed to production environment. 

4. Effective online backup must be done before deployment changes. 

5. Verification and review of third-party. 

6. The security risk analysis and reliability design. 

The operation specifications of software development, which refer to ISO15408 standard, 

implement relevant plan and development control. 

 ῃ └ Security Management Controls 6.6.2.

GDCA Ḥ ῃ Ҥ̆ ῏

ᵬȂ 

GDCA ᶏ ΐ Ҥ └ ̆ Ҥ

ῃ ᶏ ̆ᴋᵥḱ ᴪ └ȁⱳ Ȃ

GDCA Ҍ Ȃ 

GDCA ѿ ᵣ └ ץ̆ ḱ Ȃ 

Information security management of GDCA certification system conforms to the relevant operation 

management specification of SCA strictly. 

GDCA authentication system has a strict control measures, and all the systems can be used only 

after being rigorously tested and verified. Any modifications and upgrades will be recorded for 

reference and made for version control, functional test and record. GDCA also carries out regular 

and irregular inspection and test on certification system. 

GDCA uses the flexible management system to control, monitor system configuration and prevent 
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unauthorized modification. 

ᴆ ⌠ ̆ᴪ ῃ ̆ ≢ ῀᷅̆

ῃ Ȃⱴ ΐ ⱴҤ ῃ └ └Ҋ̆

ȁ Ȃ 

GDCA ᴆ ץ ̆ ̆ ᾢ

ῒ ῃ Ḥ Ȃ 

Hardware devices are checked from the perspective of intrusion and security holes, etc. Encryption 

devices must be examined, installed and accepted in a strict security control mechanism. 

After all the hardware and software equipment of GDCA authentication system are upgraded, 

GDCA must confirm the existence of information which affects the security in waste equipment. 

 ῃ └ Life Cycle Security Controls 6.6.3.

GDCA ᴆ ΐ ⅞ ῒ̆Ҭ ԅ ȁ ᴆ

Ȃ 

Software and hardware of GDCA certification system have sustainable upgrade plan such as 

arrangement of software and hardware lifetimes. 

6.7. ῃ └ Network Security Controls 

GDCA ῃ └ Ḡ ̆ ғ

└ Ȃ 

ҍ ӥȁ ӥ ῏ ᵬⱳ ̆ᶫ Ȃ

GDCA ῀ GDCA ӥ Ⱶ ȁGDCA ӥ Ⱶ ȁGDCA

ᵬҬ Ȃ 

ҹԅ Ḡ ῃ̆GDCA ҙⱵ ԅ῀᷅ ȁ ῃ ȁ

̆ ғ ȁ͂ ᷅ ȁ ῃ ȁ ̆

ץ ᵞ ԍ Ȃ 

GDCA authentication system has multi-level firewalls and the protection of network resource 

security control systems. It also has complete access control technology. 

Authentication system only provides the operations such as application and query of certificate to 

subscribers over the network. Only employees authorized by GDCA can access the GDCA 

certificate server, GDCA certificate directory server, GDCA operation center and other equipment or 

systems. 

In order to ensure network security, GDCA authentication business system has been equipped with 
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intrusion detection, security auditing, virus protection and network management systems, and 

updated to the version of above systems, as much as possible to reduce the risks from the network. 

6.8. Time-Stamping 

GDCA RFC 3161 ‰ ᶫ Ⱶ̆ ‰ ȁ

ץ ̆ Ҭ ᶫ ‰ Ȃ 

GDCA provides time stamp service that complies with RFC 3161, adopts standard timestamp 

request, timestamp response, and timestamp coding format, and uses the standard time provided 

by the National Time Service of China as the time source.   

7. ӥȁ ӥ ↓ ӥ Certificate, CRL, 

and OCSP Profiles 

7.1. ӥ Certificate Profile 

GDCAᶏ ӥ ῏ ‰ ̆ ITU-T ѿҩ ‰

ITU-T X.509v3̂ 1997̃̔Ḥ - ԑ - ̔ ̂1997 6 ̃ ‰

RFC 5280̔ Internet X.509 Ὲ ӥ CRL ̂2008 5 Ȃ̃ 

GDCA CSPRNG ԍ 0ғ ҹ 64ᵝ ↓ ӥ ↓ Ȃ 

The format of GDCA certificates conforms to national standard, i.e. ITU-T X.509 V3 (1997): 

Information Technology - Open Systems Interconnection - the Directory - Authentication Framework 

(June 1997) recommendation by ITU-T and RFC 5280: Internet X.509 Public Key Infrastructure 

Certificate and Certificate Revocation List (CRL) Profile (May 2008). 

GDCA generates non-sequential certificate serial numbers greater than zero containing 64 bits of 

output from a CSPRNG. 

 Version Number(s) 7.1.1.

GDCA ӥ X.509 V3 ӥ ̆ Ḥ ӥ ῤȂ 

GDCA certificates are compliant with X.509 V3 certificate format. The version information is listed in 

the version field of the certificate. 
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 ӥ Certificate Extensions 7.1.2.

GDCA ԅᶏ X.509 V3 ӥ ‰ ‰ ץ ̆ ᶏ ԅ ӈ

Ȃ 

 ̧ ӥ ‰  

1. ӥ (Version) 

X.509 ӥ ̆ṿҹ V3Ȃ 

2. ӥ ↓ ̂SerialNumber̃  

GDCA№ ӥ ѿ Ȃ 

3. ̂Signaturẽ  

GDCA ӥ ᶏ Ȃ 

4. ̂Issuer̃  

ӥ CA X.500 DN Ȃ GDCA ҩ ̆ ȁ ȁ

ȁ ȁ ᵝ ȁ Ȃᶛ ̔ 

CN = GDCA Guangdong Certificate Authority 

OU = Guangdong Certificate Authority 

O = GDCA Certificate Authority 

L = Guangzhou 

S = Guangdong 

C = CN 

5. ӥ ̂Validitỹ 

ӥ ̆ ӥ ץ Ȃ

ᶏ ӥ ̆ ӥ ῤȂ 

6. ӥ ̂Subject̃  

ӥ X.500 ѿ Ȃ ȁ ȁ ȁ ȁ ᵝ ̆

email ҩֲḤ Ȃ 

7. ӥ Ὲ Ḥ ̂subjectPublicKeyInfõ  

ӥ Ὲ Ḥ ңҩ Ḥ ̔ ӥ Ὲ ṿ̕Ὲ

ᶏ Ȃ Ὲ hash Ȃ 

In addition to the X.509 V3certificate standard items and standard extension items, GDCA also 

uses customized extensions. 
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 ̧ certificate standard items 

1. Version 

This field describes the version of X.509 certificate. 

2. Serial Number 

The serial number is a unique integer assigned by GDCA to each certificate. 

3. Signature Algorithm Identifier 

The algorithm identifier is used to identify a signing algorithm with which GDCA used to Issuer. 

4. Issuer 

The issuer field identifies X.500 DN of CA that has signed and issued the certificate, namely each 

attribute of GDCA, including country, province, city, organization, department and common name, 

e.g.: 

CN = GDCA Guangdong Certificate Authority 

OU = Guangdong Certificate Authority 

O = GDCA Certificate Authority 

L = Guangzhou 

S = Guangdong 

C = CN 

5. Validity 

The certificate validity period is the time interval during which the CA warrants that it will maintain 

information about the status of the certificate, including two dates: the date on which the certificate 

validity period begins and the date on which the certificate validity period ends. The validity must 

be checked each time using certificates. 

6. Subject 

The subject field identifies X.500 DN of subscriber, including country, province, city, organization, 

department and common name. It may also contain email addresses and other personal 

information. 

7. Subject Public Key Info 

This field is used to carry the public key and identify the algorithm with which the key is used. This 

identifier identifies public key algorithm and hash algorithm. 

 ̧ ӥ  

1.  ̂authorityKeyIdentifier̃  

ᶫԅѿ ץ̆ ≢ҍ ӥ Ὲ Ȃ

ԍ ҩ ῍ ԍ ΐ ҩ ᶏ Ȃ 
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2.  Һᵣ ̂subjectKeyIdentifier ̃ 

ᶫѿ ≢ ѿҩ Ὲ ӥ Ȃ ԅ Ὲ

Ȃ № ѿҺᵣᶏ Ҍ ̂ᶛ ̆ Ȃ̃ 

3.   (key usage)  

̔ ̆Ҍ ̆ ⱴ ̆ ⱴ ̆ ̆

ӥ ̆ CRL ̆ ⱴ ̆ ̆ Ȃ 

4.  CRL   

GDCA CRL Ȃ 

 ̧ Certificate extensions 

1. Authority Key Identifier 

The authority key identifier extension provides a means of identifying the public key corresponding 

to the private key used to sign a certificate. This extension is used where an issuer has multiple 

signing keys (either due to multiple concurrent key pairs or due to changeover). 

2. Subject Key Identifier 

The subject key identifier extension provides a means of identifying certificates that contain a 

particular public key. The extension identifies the authorized public key. It provides a means to 

identify different keys used by the same subject (e.g. when rekeying). 

3. Key usage 

The key usage extension defines the purpose (e.g., electronic signature, non-repudiation, key 

encryption, data encryption, key protocol, certificate signature verification, CRL signature validation, 

only encryption, only decryption and only signature g) of the key contained in the certificate. 

4. CRL Distribution Points 

It refers to CRL Distribution Points specified by GDCA. 

 ̧ ӈ  

Ҍ ӥ Ⱶ ĞDCA ӈѿ֓ ̆ ᵖҌ ԍ Ҋ

̔ 

1. ᴪḠ ̔ ԍ ᴪḠ Ȃ 

ף .2 ̔ ԍ ᴑҙ ף Ȃ 

3. Ύ ̔ ԍ ᴑҙ Ύ  

4. ̔ ԍ ᴑҙ  

5. Ḥᴋ Ⱶ ̔ ӥ ֟ ԍ ѿ Ȃ 

6. ̔ ԍ ᴑҙ Ȃ 

7. ҩֲ ᴍ ̔ ԍ ᴍ ѿ Ȃ 
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 ̧ Customized extensions 

To satisfy different requirements for certificate application service, GDCA can define some 

extensions flexibly, including but not limited to the following extensions: 

2. Insurance number: It is used to indicate the subscriber's insurance number. 

3. Organization Code: It is used to indicate the Organization code. 

4. IC registration number: It is used to indicate enterprise IC registration number. 

5. Taxation registration certificate number: It is used to indicate enterprise national taxation 

number. 

6. Trusted service number: It is used to indicate subscriberôs unique number generated by 

GDCA. 

7. Land taxation registration certificate number: It is used to indicate enterprise land taxation 

number. 

8. Resident identity card number: It is used to indicate unique number of residentôs identity card. 

 Algorithm Object Identifiers  7.1.3.

GDCA ӥ̆ ҹ SM3WithSM2Ȃ 

The cryptographic algorithm identifiers of certificates issued by GDCA include SM3WithSM2. 

 Name Forms 7.1.4.

GDCA ӥ ῤ X.501 Distinguished Name(DN)

≢ Ȃ 

SSL/TLS ӥҺ Ҍ ֽ ľ.Ŀ̆ľ-Ŀ̆ ľ Ŀ̂ ̃ ̆ / ῒז

ᴋᵥ ҹ ȁҌ ȁ Ҍ ῤ Ȃ 

Name of certificate issued by GDCA is formatted in accordance with X.501 DN. 

SSL/TLS server certificates cannot only contain metadata such as ó.ô, ó-ô and ó ô (empty) characters 

and/or any other indication that the value/field is absent, incomplete, or not applicable.  

 └ Name Constraints 7.1.5.

Ҍ Ȃ 

Not applicable. 



                                    GDCA SM2 ҙⱵ ↕̂ V1.0 ̃ 

129 

 ӥ Certificate Policy Object Identifier  7.1.6.

ӥ CPS 1.4.1.6 Ȃ 

See CPS section1.4.1.6. 

7.2. ӥ ↓ CRL Profile  

GDCA CRL̆ᶫ ᶏ Ȃ 

GDCA issues CRL regularly for the subscribers to query. 

 Version Number(s) 7.2.1.

GDCA ӥ ↓ X.509 v2 Ȃ 

CRL issued by GDCA is formatted in accordance with X.509 v2. 

 CRL CRL CRL and CRL Entry Extensions 7.2.2.

GDCA ӥ ↓ ̂CRL̃ ѿҩ ғ ӥ

↓ ȂCRL CĂGDCA CRL ᶫ ӥ

Ḥ Ȃ 

1. CRL ̔ CRL Ḥ ĞDCA X.509 V3 ӥ

CRL V2 Ȃ 

2. ̔GDCA SM3WithSM2 Ȃ 

3. ̔ DN ̆ ȁ ȁ ȁ ȁ ᵝ

Ȃ 

4. ̔ ѿҩ / ṿ̆ ץ CRL Ȃ 

5. ̔ ѿҩ / ṿ̆ ץ Ҋѿ CRL ̂ ‰

└ᶏ Ȃ̃ 

6. ӥ↓ ̔ ӥ↓ Ȃ ↓ Ҭ ӥ ↓ ӥ

Ȃ 

7. ̂Issuer Unique Identifier̃̔ CRL҉

Ὲ Ȃ ≢ ѿ CAᶏ Ҍ Ȃ 

CRL is a revoked certificate list with time stamp and digital signature. The issuer of CRL is CA. 
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GDCA provides certificate status information through releasing CRL. 

1. CRL version: It refers to version information of CRL, GDCA adopts CRL V2 corresponding to 

X.509 V3 certificate. 

2. Signature algorithm: GDCA adopts SM3WithSM2 signature algorithms. 

3. Issuer: It refers to DN of issuing authority, including country, province, city, organization, 

department and common name, etc. 

4. Effective time: It refers to date/time which indicates CRL issuing time. 

5. Update time: It refers to date/time which indicates next issuing time of CRL. (It's an enforced 

field in this CPS). 

6. Certificate Revocation List: It refers to a list of revokedcertificates. The list contains certificate 

serial number and certificate revocation date and time. 

7. Issuer Unique Identifier: It is used to authenticate the public key which is used to verify 

signature of CRL. It can distinguish different keys used by the same CA. 

7.3. ӥ OCSP Profile 

GDCA IETF PKIX ᵬ ѿҩ ӥ  (Online Certificate 

Status Protocol̆ OCSP̆ RFC6960)̆ ӈԅѿ ‰ Ḥ ץ

ӥ ԅȂ GDCA Ҋ OCSP GDCA

OCSP ᵬ ̆ ᶏ GDCA ӥ ⱵȂGDCA

OCSP Ҋץ OCSP ῤ ̔ 

1. Version̔ ᶏ OCSP G̕DCA ӥ ҹ v1 Ȃ 

2. signatureAlgorithm̔ OCSP ̕ 

3. responderID̔ OCSP ᵣȂ ӥ ≢ Ȃ 

4. producedAt̔ OCSP ̕ 

5. Signature̔ OCSP Ȃ 

6. Nonce(ѿ )̔ Ҭ ѿҩ requestExtensions

Ҭ responseExtension Ҭ ѿ ̆ ₯Ȃ 

7. ӥ ̔ ӥ ̆ ȁ Ȃ 

GDCA adopts an Online Certificate Status Protocol (OCSP, RFC6960) developed by IETF PKIX 

working group. This protocol defines a standard request and response information formats to query 

whether a certificate is revoked. Subscribers can download the OCSP query client from GDCA 

official website and follow the OCSP guide book published at GDCA official website for 

configuration. Then subscribers can use GDCA's online certificate status query service. OCSP 

response message issued by GDCA contains at least OCSP organization basic domains and 
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contents described below: 

1. Version: OCSP protocol version number used by client. The version of GDCAOCSP is v1. 

2. SignatureAlgorithm: Algorithm used for signing and issuing OCSP. 

3. ResponderID: ID of entity who issues OCSP. It consists of SM3 of issuerôs public key and DN 

of certificate. 

4. ProducedAt: Date and time when OCSP response message is generated. 

5. Signature: Digital signature of OCSP response message 

6. Nonce: The nonce, which is used to prevent replay attacks, is included in requestExtensions 

variable of state request message and responseExtension of response message. 

7. Certificate status: The latest status of a certificate, the status can be valid, revoked, and 

unknown. 

 OCSP OCSP Request and Response Resolution 7.3.1.

ѿҩ OCSP Ҋץ ̔ ȁ Ⱶ ȁ ӥ

Ȃ ѿҩ ӊ ̆OCSP Ⱶ Ҋ ̔ 

 ̧ Ḥ  

 ̧ Ⱶ ᶫ Ⱶ 

 ̧ ԅ Ⱶ Ḥ ̆ ᴋᵥѿҩᾢ‗ ᴆ ̆ Ӈ OCSP 

Ⱶ ֟ ѿҩ Ḥ ̕ ↕ ̆ ѿҩ  

Protocol version, service request, target certificate identifier and optional extensions, etc. 

After receiving a request, OCSP server does the following tests during response: 

 ̧ Information is formatted correctly 

 ̧ The response server is configured to provide the request services 

 ̧ The request contains all the information needed by response server. If any pre-condition is not 

met, the OCSP server will return an error message. Otherwise, it returns a determinate 

response. 

 GDCA ӥ ̆Һ ̔

ӥ ȁ ȁ Ȃ Ḥ Ҋץ № ̔ 

 ̧  

 ̧ Ⱶ  

 ̧ ӥ  

 ̧  
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 ̧  

 ̧ Ḥ ↓  

All determinate responses are signed by GDCA certificate issuer. The main response statuses are 

valid, revoked, and unknown. The response message consists of the following components: 

 ̧ Reply syntax version 

 ̧ Response server name 

 ̧ Response to the request client certificate 

 ̧ Optional extensions 

 ̧ Signature Algorithm object identifier 

 ̧ The signature after the response information is hashed 

₮ ̆OCSP Ⱶ ᴪ ѿҩ₮ Ḥ ̆ ֓ Ḥ  GDCA ӥ

Ȃ₮ Ḥ Һ ̔ 

 ̧ ̂malformedRequest̃  

 ̧ ῤ ̂internalError̃  

 ̧ Ῥ ̂trylater̃  

 ̧ ̂sigRequired̃  

 ̧ ̂unauthorized) 

If an error occurs, OCSP server will return an error message, which doesn't contain key signature 

signed of GDCA certificate issuer. The error message includes: 

 ̧ malformedRequest 

 ̧ internalError 

 ̧ trylater 

 ̧ sigRequired 

 ̧ unauthorized 
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8. ῒז ᵀ Compliance Audit and Other 

Assessments 

8.1. ᵀ Frequency and Circumstances of 

Assessments 

GDCA Ҍ ҙⱵ ѿ ᵀ Ḡץ̆ ӥ Ⱶ

ȁ ῃ ̔ 

1ȁ ѿ ῤ Ȃ 

2ȁ Һ ȁ ῏ ‰ȁ CPS ץ Ὲ ῃ

̆ ѿ ῤ ᵀ ̆ GDCA ῤ ῒ ᵣ̂RAȁ

̃ ᵀ Ȃ 

3ȁ ѿ ᵀ ᵬ̆ ≢ῤ ҍ ̆ ᵀ Ԋᴆ

̆ ᵀ ╠ ȁ ȁ ץ ῏

̆ ᵀ̆⇔ ȁ ῃ ȁ ֟ ῃ ⅞Ȃ 

GDCA conducts an internal compliance audit and an operation assessment regularly or irregularly 

to ensure the reliability, security and controllability of certification services:  

1. Internal audit on a quarterly basis; 

2. Internal assessment at least on an annually basis is executed according to the reuiqrements 

from the national supervising authority, relevant industry standards, requirements of this CPS, 

and the requirements of the GDCA security policy committee. Such assessment extends to the 

entities including GDCA itself, RAs and LRAs etc.   

3. GDCA performs a risk assessment once a year to identify internal and external threats, and to 

evaluate the possibility of occurrence and potential damages, and to assess if the current 

strategies, technologies, systems and relevant measures are able to mitigate these risks. 

Based on the risk assessment, GDCA develops, implements, and maintains a security plan 

consisting of security procedures, measures, and products. 

ԅῤ ᵀ ̆GDCA ᵀ̆ ȇҬ ֲ ῍

Ȉȁȇ Ⱶ Ⱳ Ȉ ̆ Һ ᵀ Ȃ 

In addition to internal audits and assessments, GDCA also engages external audit firms to perform 

assessments and evaluations. For example, GDCA is assessed and inspected once a year in 

accordance with the "Electronic Signature Law of the People's Republic of China", "Measures for 
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the Administration of Electronic Certification Services" and other requirements by administrative 

authorities. 

8.2. ᵀ Identity/Qualification of Assessors 

GDCA ῤ ̆ GDCA ῃ ᴪ ᵀ ̆

ᵀ ᵬȂ 

Cross department audit assessment group organized by GDCA Security Policy Committee 

performs internal audit of GDCA. 

8.3. ᵀ ҍ ᵀ ӊ ῏ Relationships between the 

Assessor and the Assessed Entity 

GDCA ҍ ȁҙⱵ ȁҙⱵ ᵬ ᵬ ᵝҌ

Ȃ 

Segregation of duties is required between the GDCA auditors, and the GDCA system 

administrators, business administrators, and business operators. 

8.4. ᵀῤ Topics Covered by Assessments 

GDCAҬ ᵬ Ҋῤץ ̔ 

1) ῃ ⌠ᾟ№ ̕ 

2) ᵬ └ ⌠Ҥ ̕ 

3) Ҥ CPSȁҙⱵ ῃ ҙⱵ̕ 

4) ȁ ̆ ̕ 

5) ῒז ῃ Ȃ 

GDCAôs audit contents include: 

1) Whether the security strategy is fully implemented 

2) Whether operation procedures and processes strictly followed  

3) Whether strictly following the CPS, business specifications and security requirements when 

conducting authentication services 

4) Whether all kinds of logs and records are preserved and if there is any question 

5) If thereôs any other potential security risks 
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8.5. ҍҌ Resolution for Problems and 

Deficiencies 

ԍ Ҭ ̆ ᵀ ֓ ᴋ

ҙⱵ ’Ȃ ̆ ᵀ

֜ҙⱵ ᵬ Ȃ 

ԍ GDCA Ύ ̆ CPS GDCA└

ῒזҙⱵ ҹ̆GDCA ԇץ└ ̆ ῒפ Ả ֓ ҹ̆

GDCA ҙⱵ ȂҙⱵ ҹ Ҥ Ύ ̆GDCA

ҙⱵ ῏ Ȃ 

Audit assessment group monitors responsible departments for improvements and complete status 

of issues that were mentioned in audit reports. After improvement of audit results have completed, 

various functional departments should submit summary of improvement to audit assessment group. 

For authorized RA mentioned in GDCAôs audit report, if they are violating the CPS and other 

business standards defined by GDCA, GDCA will stop the above behaviors immediately and ask 

them to make changes in accordance with the requirements of GDCA.GDCA will terminate relevant 

authorization of electronic certification services of RA if the above behaviors are seriously violated.  

8.6. ᵀ ᴰ ҍ Communications of Results 

GDCA ץ ӥ Ύ

̆ ῃ ̆GDCA Ȃ 

Audit results are formally informed to relevant departments of GDCA and related RA. GDCA will 

notify the subscribers of any potential security risks timely. 

8.7. ᵀ Self-Audits 

8.1 Ȃ 

See section 8.1. 
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9. ᴋ ῒזҙⱵ Other Business and Legal Matters 

9.1. Fees 

 ӥ Certificate Issuance and Renewal Fees 9.1.1.

GDCA ᶫ ῏ Ⱶ ӥ ΐ̆ᵣ

‗ԍ ↕ ῏ ȂGDCA ’̆ Ҍ ᵣ

₮Ҍ ᴨ Ȃ 

GDCA Ҭ ᴇ GDCA Ὲ ᴇ Ҍѿ ץ̆ Ҭ ᴇ

ҹ‰Ȃ 

GDCA can charge subscriber certification fees for the digital authentication service provided. The 

specific charge will be determined by market rules and regulations of relevant administration 

department. GDCA has the rights to launch different charging and discount policies targeted to 

different subscriber groups. 

If the price specified in GDCA agreements with subscribers is different from the one published, the 

agreement price prevails. 

 ӥ Certificate Inquiry Fees 9.1.2.

ӥ ῤ̆ ӥḤ ̆ ╠ GDCA Ҍ Ȃ

₮ ̆ GDCA ט ̆GDCA ҍ

Ȃ 

ӥ ᴋᵥ ̆GDCA ᴪ www.gdca.com.cn

҉ԇץῈ Ȃ 

Currently, GDCA doesn't charge for inquiry during the certificate validation period. Unless the 

subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with the 

subscriber for appropriate charges. 

If certificate inquiry charging policy has any changes, GDCA will promptly post the changes at its 

website (www.gdca.com.cn). 
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 ӥ Ḥ Revocation or Status Inquiry Fees 9.1.3.

GDCA ԍ ӥ ̆ ╠Ҍ ᴋᵥ Ȃ ₮ ̆

GDCA ט ̆GDCA ҍ Ȃ 

Ḥ ᴋᵥ ̆GDCA ᴪ

www.gdca.com.cn҉ԇץῈ Ȃ 

GDCA currently does not charge any fees for the certificate revocation and status inquiry. Unless 

the subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with 

the subscriber for appropriate charges. 

If revocation and status information inquiry charging policy has any changes, GDCA will promptly 

post the changes at its website (www.gdca.com.cn). 

 ῒז Ⱶ Other Service Fees 9.1.4.

1ȁ GDCA CPS ῒז ῏ ᵬҙ ᴆ ̆GDCA 

֟ Ȃ 

2ȁGDCA ᶫ ӥ Ữ׃ ῏ Ⱶ ĞDCA ҍ ῒז ᵣ

Ҭ ᴇ Ȃ 

3ȁῒז GDCA ᶫ Ⱶ ̆GDCA ᴪ Ὲ ̆ᶫ

Ȃ 

1. If subscriber requests paper version of CPS or other related documents from GDCA, GDCA 

will charge postage and processing fees. 

2. GDCA provides certificate storage media and related services to subscribers. GDCA declares 

the prices of above items in the agreements signed with subscribers or other entities. 

3. Other services fees that GDCA may or will charge will be published timely for referencing.  

 Refund Policy 9.1.5.

GDCA ̆ ԅ ӥ ҹ ץ ̆

GDCA Ҍ ᴋᵥ Ȃ 

ӥ ᵬ ӥ Ҭ̆GDCA Ҥ ᵬ Ȃ

GDCA ԅ CPS ᴋ ῒ ӈⱵ̆ ץ GDCA ӥ

Ȃ GDCA ԅ ӥ ̆GDCA ҹ ӥ ט

ῃ Ȃ 

http://www.gdca.com.cn/
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Ҍ └ ⌠ῒ ễȂ 

̆ ᶏ ӥ̆GDCA ῒ ᴋȂ 

GDCA does not refund any fees to subscribers except fees charged for certificate application and 

renewal because of specific reasons. 

In the process of the certificate operation and the certificate issuance, GDCA complies with strict 

operating procedures and policies. If GDCA violates its defined responsibilities under this CPS or 

other material obligations, subscribers can request GDCA to revoke certificates and refund. After 

GDCA revokes subscriberôs certificates, GDCA will immediately refund the full amount that 

subscribers have paid for the certificate application. 

This refund policy does not limit users from obtaining other compensation. 

After refund completion, if a subscriber continues to use the certificate, GDCA shall investigate 

his/her legal liabilities. 

9.2. Ⱶ ᴋ Financial Responsibility 

 Ḡ Insurance Coverage 9.2.1.

₮ Ҋ↓ GDCA ̆ ӥ ȁᶭ ᵣ ץ GDCA

ễ ᴋ̂ ᾧ Ȃ̃ 

 ̧ GDCA ӥ ץ ҈ ̆ ᶭ

̕ 

 ̧ ᶫԅ Ẋ ΎḤ ̆GDCA ׅ ԅ ӥ̆ ᶭ

̕ 

 ̧ GDCA ӥ Ḥ ԅ ӥ̆

ᶭ ̕ 

 ̧ ԍ GDCA ӥ ȁ ̆ ᶏ ᶭ

̕ 

 ̧ GDCA ӥ̆ ᶭ ̕ 

 ̧ GDCA ԍᴋᵥ ӥ ȁɰ ᵣ ῏ ӥ ễ ᴋҌ ₮ ӥ

ӯᴇ 10ṐȂ 

If the following circumstances occur and is confirmed by GDCA, certificate subscribers, relying 

parties and other entities can request GDCA assume compensation liabilities (except for statutory 

or contractual exemptions). 

 ̧ GDCA issues certificates to a third-party instead of the subscriber by mistake, which leads to 
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losses of the subscriber or relying party. 

 ̧ After GDCA knows the fact that subscriber provides fake registration information or data, 

GDCA still issues certificate, which leads to relying party suffering losses. 

 ̧ GDCA issues certificates without authenticating subscribersô application and it leads to the 

losses of subscribers or relying party. 

 ̧ If the private key of the certificate is deciphered or stolen due to the fault of GDCA, which leads 

to the subscriber or relying party suffering losses. GDCA fails to revoke the certificate in time. 

 ̧ The compensation maximum amount for the certificate does not exceed 10 times of the 

certificate market price.  

 ῒז ֟ Other Assets 9.2.2.

Ҍ Ȃ 

Not Applicable. 

 ᵣ Ḡ Ḡ Insurance or Warranty Coverage for 9.2.3.

End-Entities 

GDCA ԅ CPSҬ ̆ ӥ ȁᶭ ᵣ ץ GDCA

ễ ᴋ̂ ᾧ Ȃ̃ GDCA ̆ ץ ᵣ ễȂ

ễ └ Ҋ̔ 

1) GDCA ễӈⱵҌ ₮ 9.2.1Ҭ Ḡ ̆ ễ Ҍ ԍ

ễ ҉ ̆ ễ ҉ ץ GDCA ’ └ ̆GDCA ᴪ

└ ’ ┴ ῏ ԊֲȂ 

2) GDCA ӥ ῤ ễ ᴋȂ 

If GDCA violates the provisions of this CPS, certificate subscribers, relying party and other entities 

can request that GDCA shall assume the liability for compensation (except for statutory or 

contractual exemption). After confirmation, GDCA can compensate for the entity. Limitations of 

compensation are as follows: 

1. All the compensation obligation of GDCA shall not exceed the insurance coverage stipulated in 

section 9.2.1.The amount of compensation shall not be higher than the compensation 

maximum amount. GDCA can reset the compensation maximum amount. GDCA will notify 

relevant parties immediately after the reset. 

2. GDCA only assumes compensation liabilities when the certificate is valid. 
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 ᴋᾧ Liability Exemption 9.2.4.

Ҋ↓ ӊѿ ̆ ᾧ GDCAӊ ᴋ̔ 

1. ᶏ GDCA ӥ ̆ ҊӈⱵӊѿ ̔ 

1) ӈⱵ ᶫ ȁ ȁ‰ Ḥ ̆Ҍ ᶫ Ẋȁ

Ḥ ̕ 

2) Ḡ GDCA ӥ ᵣ Ḡ PIN Ҍ̆ PIN

ӥ ᵣ  ֲ̕זט֜

3) ᶏ ӥ ̆ ᶏ ᶭ ȁ ῃ ̕ 

4) └ᵬ ̆

GDCA ῏ ̆ ᶏ └ᵬ ̕ 

5) ᶏ ӥ ȁ └ ȂҌ

ӥᵬҹ GDCA ᶏ ῒזᴋᵥ ᶏ ̕ 

6) ӥ ῃ ῤᶏ ӥ̕Ҍ ᶏ ȁ

ȁ ‟ ȁ ӥ̕ 

7) ӈⱵ GDCA ҙⱵ ֜ Ⱶ Ȃ 

If one of the circumstances below has occurred, the responsibilities of GDCA shall be exempted: 

1. If one of the following obligations are violated when subscribers are applying and using GDCA 

digital certificates: 

1) The subscriber has the obligation to provide real, complete, accurate material and 

information, and forbid to provide fake, invalid materials and information; 

2) The subscriber shall properly keep the certificate carrier issued by GDCA and protect PIN 

code, and forbid to leak the PIN code or deliver the certificate carrier to others at 

discretion; 

3) When the subscribers are using their own keys or certificates, they shall use reliable and 

secure systems; 

4) If the subscriber has known data used for making electronic signature (private key) has 

been compromised or may have been compromised, he/she should inform GDCA and 

related parties promptly, and terminate the use of data used for making electronic 

signature; 

5) Subscribers shall abide by national laws, regulations and administrative rules and 

regulations during the use of certificate. Subscribers are prohibited to use the certificates 

out of the scope which specified by GDCA; 

6) Subscribers must use the certificate within the period of validity. Subscribers are 

prohibited to use certificates that have compromised or may have been compromised, 



                                    GDCA SM2 ҙⱵ ↕̂ V1.0 ̃ 

141 

expired, frozen or revoked; 

7) Subscribers have obligations to pay the service fees to GDCA and local service 

acceptance points promptly. 

2. ԍҌ ⱬ ӥ ȁ ȁҬ ȁ ̆ Ảȁ

ῃ № ӥ Ⱶ ̕ ӊľҌ ⱬĿ̆ Ҍ ȁҌ ᾧ

Ҍ ᾥ ’̆ ᵖҌ ԍ̔ 

1) ̆ ȁ ȁ ȁ ȁ ȁ ȁ

ȁ ̕ 

2) ᴪ ȁ ᴪ Ԋᴆ ҹ̆ ȁ

̆ Ԉȁ ȁ Ӱ ᴪ ԊᴆȂ 

2. If the certificate has problems of issuance in error, delay, interruption, failure issuance, 

suspension, or termination in all or parts of the certificate services due to force majeure. 

"Force Majeure" refers to unforeseeable, unavoidable and insurmountable circumstances, 

including but not limited to: 

1) Natural phenomenon or natural disaster: earthquake, volcano eruption, landslide, debris 

flow, avalanche, flood, tsunami, typhoon and other natural phenomenon. 

2) Social phenomenon, social abnormal events or government actions: the government 

issues new policy, laws and administrative regulations, or other social abnormal events 

like war, strikes, chaos, and etc. 

3. GDCA ӥ ȁ ȁҬ ȁ

̆ Ảȁ ῃ № ӥ Ⱶ ̕ ӊľ Ŀ

ᵖҌ ԍ̔ 

1) Ҍ ⱬ̕ 

2) ῏ ᵝ ⱬȁ Ḥȁ ̕ 

3) ₯̕ 

4) GDCA Ȃ 

3. If the certificate has problems of issuance in error, delay, interruption, failure issuance, 

suspension, or termination in all or parts of the certificate services due to equipment, network 

or other technical failures of GDCA. "Technical Failure" refers to the following circumstances, 

including but not limited to: 

1) Force majeure 

2) Failure due to relevant departments such as electricity, telecommunication and 

communication departments 

3) Hacker attacks 

4) Equipment or network failure of GDCA 
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4. GDCA ԅ ȁ ӥ ҙⱵ ↕̆ ׅ

֟ Ȃ 

4. If GDCA has been compliant with certificate authentication rules defined by national laws and 

regulations, but the losses still occur. 

9.3. ҙⱵḤ Ḡ Confidentiality of Business Information 

 Ḡ Ḥ Scope of Confidential Information 9.3.1.

GDCA ᶫ ⱵҬ̆ץҊḤ ҹḠ Ḥ ̔ 

1) GDCA Ȃ 

2) ̔ ȁ Ⱶ ȁ Ḥ ̆ ֓Ḥ GDCA ҹ

Ḡ Ḥ ̆ ῃ ҙⱵ ץ Ȃ ̆Ҍ Ὲ

Ȃ 

3) ῒז GDCA RAḠ ҩֲ Ὲ Ḥ ҹḠ ̆ ̆Ҍ Ὲ Ȃ 

In the electronic certification service provided by GDCA, the following information is treated as 

confidential information: 

1) GDCA subscriberôs digital signature and decryption key 

2) Audit records including local logs, server logs, archive logs information, which is treated by 

GDCA as confidential information. These records can only be accessed by security auditors 

and business administrators. Unless for law requirements, this information cannot be released 

outside of the company 

3) Other individual and company information preserved by GDCA and RA and should be treated 

as confidential. Unless for law requirements, this information cannot be released to the public 

 Ҍ ԍḠ Ḥ Information Not Within the Scope of Confidential 9.3.2.

Information  

GDCA ҊḤץ ҹҌḠ Ḥ ̔ 

 ̧ GDCA ӥ CRLҬ Ḥ Ȃ 

 ̧ GDCA ȁCPS ≢ ӥ Ҭ Ḥ Ȃ 

 ̧ GDCA ̆ GDCA ᶏ ̆ GDCA Ὲ Ḥ Ȃ 

 ̧ ῒ̔זGDCAḤ Ḡ ‗ԍ Ȃ 

GDCA treats the following information as non-confidential information: 
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 ̧ Information in the certificate and CRL issued by GDCA 

 ̧ Information in certificate policy supported by GDCA and recognized by CPS 

 ̧ Information that is permitted by GDCA, only used by GDCA subscribers and published at 

the GDCA website 

 ̧ Others: The confidentiality of GDCA information depends on particular data items and 

applications 

 Ḡ Ḡ Ḥ ᴋ Responsibility to Protect Confidential 9.3.3.

Information  

GDCA Ḡ ҍḠ 9.3.1Ҭ Ḡ Ḥ ᴋҍӈⱵȂ 

GDCA has the responsibility and obligation to protect the confidential information described in 

section 9.3.1. 

9.4. ҩֲ Ḡ Privacy of Personal Information 

 Ḡ Privacy Plan 9.4.1.

GDCA ӥ ҩֲ Ḡ̆ ῃ ҩֲ Ḡ

῏ Ȃ ĞDCA Ḡῃᵣ Ҥ ׆ ῃ Ḡ ‰ ҩֲ

ԇḠ Ȃ 

GDCA respects the privacy of the certificate subscriberôs personal data and guarantees to fully 

comply with the relevant national laws and regulations. In the meantime, GDCA requires all 

employees strictly comply with security and confidential standards for personal privacy.  

 ᵬҹ Ḥ Information Treated as Private 9.4.2.

ԅ ӥҬ Ḥ ץ ӥ Ḥ ̆ ᶫ ῒז Ḥ

ҹ ̆GDCA ӈץҊḤ ҹ ӥ Ḥ ̔ 

 ̧ ᴆ ᴍ Ȃ 

 ̧ Ȃ 

 ̧ Ḥ ᵟ Ȃ 

 ̧ Ȃ 

Except for the information already included in the subscriber certificates and the certificate status i

nformation, other basic information provided by the subscribers is deemed private. GDCA defines 
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the following information as certificate subscriberôs privacy information: 

 ̧ Subscriberôs valid documents number such as ID number 

 ̧ Subscriber's telephone number 

 ̧ Subscriberôs mailing address and living address 

 ̧ Subscriber's bank account number 

 Ҍ ҹ Ḥ Information Not Deemed Private 9.4.3.

GDCA ӈ ᵖҌ ԍץҊḤ Ҍ ҹ ӥ Ḥ ̔ 

The information of certificates subscribers not deemed as private by GDCA include   but not 

limited to the following: 

 ̧ ȁ ᵝ Ȃ 

 ̧ ≢ȁ ᵝ Ȃ 

 ̧ Ḥ Ȃ 

 ̧ Ȃ 

 ̧ Subscriberôs name, organization name 

 ̧ Subscriberôs gender, organization nature 

 ̧ Subscriberôs postal code of mailing address 

 ̧ Subscriberôs email address 

 Ḡ ᴋ Responsibility to Protect Private Information 9.4.4.

GDCA Ḡ ҍḠ 9.4.2Ҭ ӥ ҩֲ ᴋҍӈⱵȂ 

GDCA has the responsibility and obligation for proper custody and protection of the certificate 

applicant personal privacy described in section 9.4.2. 

 ᶏ Ḥ ҍ Notice and Consent to Use Private 9.4.5.

Information  

GDCA Ḡ ӥ ҩֲ ̆ ῃ Ḡ

Ữ ҩֲ Ḥ Ȃ └ ̆ ⌠ ӥ

ӊ╠ ĞDCAḠ Ҍᴪ ӥ Ώ῀ ӥ ҩֲ ҩֲḤ ᶫ

῏ ҈ ̂ Ὲ ҩֲ Ȃ̃ 
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GDCA takes appropriate steps to protect the certificate subscriber's personal privacy, and takes 

reliable security measures to protect stored personal privacy information. GDCA guarantees not to 

provide the certificate subscriberôs personal information, except personal information written in the 

certificate, to unrelated third parties (including companies and individuals), without the permission 

of certificate subscriber, unless base on provisions of the law or government. 

 ᶭ Ḥ Disclosure Pursuant to Judicial or 9.4.6.

Administrative Process 

῏ GDCA ᶫ ӥᶏ ῏Ḥ ̆GDCA ᶫ Ҋ

Ḥ ̔ 

 ̧ Ḥ Ȃ 

 ̧ ҩֲⱴ ⱴ Ḥ Ȃ 

 ̧ GDCA ’Ȃ 

 ̧ GDCA ֲ ᶫ ῏Ḥ Ȃ 

When administrative organization requires GDCA to provide subscriberôs information of 

corresponding certificates, GDCA needs to provide the following information: 

 ̧ Subscriberôs basic information 

 ̧ Information encrypted by subscriberôs personal encryption key 

 ̧ GDCA website login information of subscribers 

 ̧ GDCA will provide related information to law-enforcement officials in accordance with the law 

requirements. 

 ῒזḤ Other Information Disclosure Circumstances 9.4.7.

ӥ GDCA ᶫ Ⱶ ̆GDCA↕

ӥ Ḥ ᶫ ҈ Ὲ Ȃ 

If certificate subscriber requires GDCA to provide some particular customer support services such 

as mailing materials, GDCA needs to send the subscriberôs name, mailing address and other 

related information to a third-party such as mailing company. 

9.5. ֟ Intellectual Property Rights 

 ̧ GDCA֣ Ḡ ӥץ GDCA ᶫ ᴆ ῃ ֟ Ȃ 

 ̧ GDCA ӥ ᴆΐ ȁ ȁ≠ №֣ Ȃ 

 ̧ GDCA ‗ ᵥ ᴆ Ȃ 
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 ̧ GDCA ҉Ὲ ѿ℗Ḥ ҹ GDCA ֟̆ GDCAӥ ᾛ Ҍֲז̆

ԍ ҙ ҹȂ 

 ̧ GDCA ӥ CRL ҹ GDCA ֟Ȃ 

 ̧ ҹ GDCA ֟Ȃ 

 ̧ Ҭ GDCA Ҭ ᵣ ≢ Ҋץ̂ DÑץ Ҭ

ᵣ ӥ̆ ҹ GDCA ֟Ȃ 

 ̧ GDCA reserves and remains full intellectual property rights for all the certificates and software 

offered by GDCA. 

 ̧ GDCA holds ownership, the right of name, the right to share the benefits for certificate system 

software. 

 ̧ GDCA has the right to decide to use which software system. 

 ̧ All the information published at GDCA website is GDCA property. Without written permission of 

GDCA, others cannot repost them for commercial activities. 

 ̧ Certificates and CRLs issued by GDCA are both the properties controlled by GDCA. 

 ̧ External operation management strategy and specification are GDCA properties. 

 ̧ The distinguished name (hereinafter referred to as DN) used to express the GDCA domain 

entity in the directory and the certificate issued to the terminal in the domain entity are the 

properties of GDCA. 

9.6. ҍ Ḡ Representations and Warranties 

 Ⱶ ҍ Ḡ CA Representations and Warranties 9.6.1.

GDCA ᶫ Ⱶ ꜚ Ҭ Ҋ̔ 

 ̧ ӥ GDCA CPS Ȃ 

 ̧ ӥ ᴋᵥ ̆ ҉ ӥ ԊᴆȂ 

 ̧ CPS ӥȂ 

 ̧ ӥ ̆ ӥ ט ῃ Ȃ 

 ̧ ↓ ӥҺ Һ ≢ ̂ ֽ̆ ̆ ԅ

ᶏ └ ֲ ̃Ҭ IP ᶏ └ ̕ 

 ̧ ԅ ӥ ץ ף ԅ ףץ̆ ӥ  ̕

 ̧ ӥҬ ῃ Ḥ ‰ ̂organizationalUnitNameḤ ̃̕  

 ̧ ⁞ץ ӥҺ ľorganizationalUnitNameĿҬ Ḥ
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̕  

 ̧ CPS 3.2 ֲ ᴍ̕ 

 ̧ GDCAҍ ῏ ̆↕ GDCAҍ ғ ̕

GDCAҍ ҹ ѿ ᵣ ῏ ̆↕ ףֲ ᶏ ̕ 

 ̧ ӥ ╠ Ḥ ̂ ̃ ῃ Ṝ ̂24x7̃

Ὲ Ḥ Ȃ 

During the process of providing electronic certification service activities, GDCA makes following 

commitments: 

 ̧ Certificates issued to subscribers by GDCA must be in line with all substantive requirements of 

this CPS. 

 ̧ Informs subscribers any known events, which will fundamentally affect the validity and 

reliability of the certificate. 

 ̧ Revokes the certificate acoording to this CPS. 

 ̧ After refusing to issue a certificate, GDCA would immediately refund the fee that the applicant 

has paid for the certificate. 

 ̧ Verifies that the applicant either had the right to use, or had control of, the Domain Name(s) 

and IP address(es) listed in the certificateôs subject field and subjectAltName extension (or, 

only in the case of Domain Names, was delegated such right or control by someone who had 

such right to use or control). 

 ̧ Verifies that the applicant authorized the issuance of the certificate and that the applicant 

representative is authorized to request the certificate on behalf of the applicant. 

 ̧ Verifies the accuracy of all of the information contained in the certificate (with the exception of 

the organizationalUnitName information). 

 ̧ Implements a procedure for reducing the likelihood that the information contained in the 

certificateôs subject: organizationalUnitName attribute would be misleading. 

 ̧ Verifies the identity of the applicant according to section 3.2 of this CPS. 

 ̧ That, if GDCA and subscribers are not affiliated, the subscriber and GDCA are parties to a 

legally valid and enforceable subscriber agreement, or, if GDCA and subscribers are the same 

entity or are affiliated, the applicant representative acknowledged the terms of use. 

 ̧ Maintains a 24 x 7 publicly-accessible repository with current information regarding the status 

(valid or revoked) of all unexpired certificates.   

GDCAҌ ᵀ ӥ ῤᶏ ̆ ᶭ ᶭ ᶭ

Ḡ ӥ ԍᾛ ᶏ Ȃ 

GDCA is not responsible for the assessment of whether a certificate is used within an appropriate 

scope. Subscriber and relying party ensure the certificate is used for appropriate purposes based 

on the subscriber agreements and relying party agreements. 
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 Ύ ҍ Ḡ RA Representations and Warranties 9.6.2.

GDCA Ύ ҍ Ⱶ Ҭ Ҋ̔ 

1. ᶫ ӥ Ύ ῃ GDCA CPS Ȃ 

2. GDCA ӥ Ҍ̆ᴪ ҹ Ύ ӥҬ Ḥ ҍ ӥ

Ḥ Ҍѿ Ȃ 

3. Ύ CPS ̆ GDCA ֜ ȁ Ⱶ Ȃ 

During participation in the process of electronic certification services, registration authority of GDCA 

makes following commitments: 

1. The registration process provided for subscribers is compliant with all the substantive 

requirements of GDCA CPS. 

2. When generating certificates, GDCA does not allow the inconsistencies between certificate 

information and certificate applicant information due to mistakes of registration authority. 

3. Registration authority will submit the applications of revocation, update and other services to 

GDCA in time according to the provisions of CPS. 

 ҍ Ḡ Subscriber Representations and Warranties 9.6.3.

ѿ GDCA ӥ̆ ҹ GDCAȁ Ύ Ḥ ӥ

῏ Ԋֲᵬ₮ץҊ ̔ 

 ̧ GDCA ľ ӥ ᴋӥĿ CPSҬ ᴆȂ 

 ̧ ӥ ῤ Ȃ 

 ̧ ӥ Ύ ᶫ Ḥ ȁ ‰ ̆ ᴋᵥ

ᶫ Ẋȁᴺ Ḥ ᴋȂ ף ֲ̆ Ӈ ף ֲң

ᴋȂ ᴋ ף ֲ ᵬ ᴋᵥҌ ҍ ̆ GDCA ῒ

ӥ Ⱶ Ȃ 

 ̧ ҍ ӥ Ὲ ѿ ̆ ̆

ғ ̆ ӥ ӥ̂ ӥ ȁ ̃̆ ӥ ҹ

ᶏ Ȃ 

 ̧ ӥ ̆ Ḡ Ҍ׆Ԋ ̂ ᵌ

̃ Ԋ׆ ҙⱵȂ 

 ̧ ѿ ӥ̆ CPSҬ ᴆ̆

Ȃ 
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 ̧ ѿ ӥ̆ Ҋ ᴋ̔ Ḡ ῒ └̆ᶏ Ḥ

̆ ȁ ȁ ᶏ Ȃ 

 ̧ Ҍ ᴋᵥ GDCAῈ ȁ ȁ ȁ ̆ ᵖҌ ԍ ȁ

ḱ ӥ Ⱶ ⱴ −⁞ Ȃ 

 ̧ ӥ CPSҬ ᶏ ῤ ᶏ ̆ ӥ ԍ ῒז

ᶏ Ȃ 

 ̧ ῃȁ ӥ ȁ ԊᴆȂ 

 ̧ ԍ SSL/TLS ӥ̆ ᴋ ӈⱵḠ ӥҬ↓₮ Һ ≢ Ⱶ

Ҭ ӥȂ 

 ̧ ԍף ӥ ̆ Ҋץ ’̆ GDCA ӥ̔1̃

ӥҬ Ḥ ҹ ҹ Ҍ‰ Ḥ ̕2̃ ӥҬҍῈ ῏

̕3̃ ̆ ף ӥ ԍ ף Ȃ 

Once subscribers accept a certificate issued by GDCA, the subscriber is considered to make the 

following commitments to GDCA, registration authority and related parties who trust the certificate: 

 ̧ Acknowledged and accepted all the terms and conditions of GDCA "certificate application 

responsibility" and CPS. 

 ̧ The subscriber uses digital signatures if the certificate is valid. 

 ̧ All information that subscriber provides to registration authority during certificate 

application process must be true, complete and accurate. The subscriber is willing to take 

legal responsibility for any false or forged information. 

 ̧ If there is an agent, then both the subscriber and agent take jointly responsibility. The 

subscriber is responsible for notifying GDCA and its authorized certification services 

agencies any false statements and omissions made by the agent. 

 ̧ Each signature is generated using the private key corresponding to the public key 

included in certificate by subscribers themselves. The certificates shall be valid at the 

moment of signing, i.e. certificate is not revoked or expired. The private key for the 

certificate is accessed and used by the subscriber itself. 

 ̧ Subscribers ensure that they don't engage in business performed by the issuing agency 

(or similar institutions) unless they sign written agreements with the issuing agency on 

such matters. 

 ̧ Once the certificate is accepted, subscribers are considered as knowing and accepting all 

the terms and conditions in the CPS as well as corresponding subscriber agreements. 

 ̧ Once the certificate is accepted, the subscriber should assume the following 

responsibilities: always maintain control of their private keys; use trustworthy systems; 

and take reasonable precautions to prevent the loss, disclosure, alteration, or 

unauthorized usage of the private keys. 
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 ̧ Prohibited for rejecting any statements, changes, updates and upgrades published by 

GDCA, including but not limited to modification of strategies and standards as well as 

additions and deletions of certificate services. 

 ̧ The subscriber only uses certificate for the authorized or other lawful purpose within the 

range specified by this CPS. 

 ̧ The subscriber use secure and reasonable measures to prevent the private key from loss, 

disclosure, alteration and other events. 

 ̧ For the SSL/TLS certificates, the subscribers undertake an obligation and warranty to 

install the certificates only on servers that are accessible at the subjectAltName(s) listed in 

the certificates. 

 ̧ Subscribers of CodeSigning certificates shall promptly request the revocation of their 

certificates by GDCA in case of the following situations: 1) any information in the certificate 

is or becomes incorrect or inaccurate; 2) there is any misuse or compromise of the 

subscriberôs private key associated with the public key included in the certificate; 3) there 

is evidence that such CodeSigning certificates are used to sign suspicious codes. 

 ᶭ ҍ Ḡ Representations and Warranties of Relying 9.6.4.

Party 

 ̧ CPS Ȃ 

 ̧ ӥ ᶏ ӥȂ 

 ̧ Ḥ ӥ╠̆ ӥ Ḥᴋ Ȃ 

 ̧ Ḥ ӥ╠̆ CRL OCSP ӥ Ȃ 

 ̧ ѿ ԍ ῒז ԅ ̆ᶭ GDCA

ễ̆ ғ ֲז Ȃ 

 ̧ Ҍ ᴋᵥ GDCAῈ ȁ ȁ ȁ ̆ ᵖҌ ԍ ȁ

ḱ ӥ Ⱶ ⱴ −⁞ Ȃ 

 ̧ Abide by all provisions of this CPS. 

 ̧ Ensure that the certificate is used in prescribed scope and duration. 

 ̧ Verify certificateôs trust chain before trust the certificate. 

 ̧ Before trust a certificate, verify whether the certificate is revoked or not through querying CRL 

or OCSP. 

 ̧ The relying party is willing to compensate GDCA for the losses and accept liabilities for any 

loss of self or others, due to negligence or other reasons violating the terms of a reasonable 

inspection. 

 ̧ Prohibited for rejecting any statements, changes, updates and upgrades published by GDCA, 



                                    GDCA SM2 ҙⱵ ↕̂ V1.0 ̃ 

151 

including but not limited to modification of strategies and standards as well as additions and 

deletions of certificate services. 

 ῒז ҍ ҍ Ḡ Representations and Warranties of Other 9.6.5.

Participants 

GDCA׆Ԋ ꜚ ῒז ҍ ᵬ₮ Ҋ ̔ 

CPS Ȃ 

Other participants engaged in GDCA electronic certification activities make the following 

commitments: 

Abide by all provisions of this CPS. 

9.7. Ḡᾧ Disclaimers of Warranties 

CPS9.6.1Ҭ ̆GDCAҌ ῒזᴋᵥ Ḡ ӈⱵ̔ 

 ̧ ҌḠ ӥ ȁḤ ȁῒז ҍ ῤ Ȃ 

 ̧ Ҍ ꜚҬᶏ ᴋᵥ ᴆẠ₮Ḡ Ȃ 

 ̧ Ҍ ӥ ₮ ץ ᴋᵥ ᴋȂ 

 ̧ ԍҌ ⱬ̆ Ԉȁ ⱵҬ

ᴋȂ 

 ̧ CPS9.6.3ӊ ̆ ᶭ CPS9.6.4ӊ ̆ ᾧץ

GDCAӊ ᴋȂ 

Except for the commitments declared in CPS Section 9.6.1, GDCA does not assume any other 

forms of guarantee and obligation: 

 ̧ Do not guarantee the statements of certificate subscribers, relying party and other. 

 ̧ Do not guarantee any software used in electronic certification activities. 

 ̧ Do not assume any liability when certificate is used beyond the prescribed purposes. 

 ̧ Do not assume any responsibility for service interruption and customer losses caused by force 

majeure, such as war, natural disasters, etc. 

 ̧ When subscriber violates the commitments defined in CPS Section 9.6.3, or relying party 

violates the commitments defined in CPS Section 9.6.4, GDCA can exempt from liability. 
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9.8. ᴋ Limitations of Liability  

ӥ ȁᶭ GDCA ᶫ Ⱶ׆Ԋ Ԋ ꜚ ̆GDCA

Ҍ CPS9.9 ễ ᴋȂ 

If the certificate subscriber and the relying party specialized in civil activities suffered losses due to 

electronic certification services provided by GDCA, GDCA will assume limited compensation liability 

no more than the amount stipulated in the CPS Section 9.9. 

9.9. ễ Indemnities 

 GDCA ễ ᴋ Indemnification by GDCA 9.9.1.

GDCA ԅ CPS9.6.1Ҭ ̆ ӥ ȁᶭ ᵣ ץ GDCA

ễ ᴋ̂ ᾧ Ȃ̃ ₮ Ҋ ̆GDCA ễ ᴋ̔ 

1. GDCA ӥ ץ ҈ ̆ ᶭ ̕ 

2. ֜Ḥ ‰ ȁ ’Ҋ̆GDCA ӥ₮ ԅ Ḥ ̆

ᶭ ̕ 

3. GDCA ֜Ḥ Ẋ ’̆ᵖׅ ӥ̆

ᶭ ̕ 

4. ԍ GDCA ӥ ȁ ȁ ̆ ᶭ

̕ 

5. GDCA ӥ̆ ᶭ Ȃ 

If GDCA violates statements in CPS Section 9.6.1, certificate subscribers, relying parties and other 

entities can request GDCA assume compensation liabilities (except for statutory and contractual 

exemptions). If the following circumstances occur, GDCA will assume limited compensation liability: 

1. GDCA issues certificates to a third-party instead of the subscriber by mistake, which leads to 

losses of the subscriber or relying party. 

2. If subscriber submits accurate and true information to GDCA, but GDCA issues certificates 

with error information and the error leads to losses of the subscriber or relying party. 

3. After GDCA knows the fact that subscriber provides fake registration information or data, 

GDCA still issues certificate, which leads to relying party suffering losses. 

4. If the private key of the certificate is deciphered, stolen or disclosed due to GDCA, which leads 

to the subscriber or relying party suffering losses. 

5. GDCA fails to revoke certificates in time, which leads to relying party suffering losses. 
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̆GDCA ễ └ Ҋ̔ 

1. GDCA ễӈⱵҌ ԍ CPS 9.2.1̆ ễ҉ ץ GDCA

’ └ ̆GDCAᴪ └ ’ ┴ ῏ ԊֲȂ 

2. ԍ ᶭ ̆GDCAҌ ᴋ̆ ᶭ

Ȃ 

3. GDCA ӥ ῤ ễ ᴋȂ 

In addition, GDCAôs compensation limitations are as follow: 

1. All the compensation obligation of GDCA shall not exceed the insurance coverage stipulated in 

section 9.2.1.The maximum amount of compensation can be reset by GDCA based on 

different situations. GDCA will notify related parties immediately after the reset. 

2. For the losses caused by subscribers or relying party, GDCA does not assume responsibilities. 

Subscribers or relying themselves should assume their own responsibilities. 

3. GDCA assumes the liability for damages only when the certificate is valid. 

 ễ ᴋ Indemnification by Subscribers 9.9.2.

Ҋ GDCA ᶭ ̆ ễ ᴋ̔ 

1. Ύ ӥ ̆ ȁ ᶫҌ ̆ GDCA ῒ

ӥ Ⱶ ҈ ̕ 

2. ῒ ȁ ̆ ȁ

GDCA ῒ ӥ Ⱶ ץ̆ Ҍ ᶏֲזט֜ GDCA ῒ

ӥ Ⱶ ȁ ҈ ̕ 

3. ᶏ ӥ ҹ̆ CPS ῏ ᵬ ̆ ӥ ԍ CPS

ҙⱵ ̕ 

4. ӥ ῒ ₮ ӥ ᵣ ₮ ⌠̆ GDCA ӥ

Ḥ ԇץ ̆ ӥ ץ ֜ ̆ ֜ ֟

̆ GDCA CPS ԅ ῏ ᵬ̆ Ӈ ӥ

ễ ᴋ̕ 

5. ᶫ Ḥ Ҍ ȁҌ Ҍ‰ ̕ 

6. ӥҬ Ḥ ᵖ Ả ᶏ ӥ GDCA ᶭ ̕ 

7. Ḡ ̆ ҡ ȁ ȁ ̕ 

8. ҡ ̆ Ả ᶏ ӥ GDCA ᶭ ̕ 

9. ӥ⌠ ᵖׅ ᶏ ӥ̕ 
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10. ӥḤ ᷅ ԅ ҈ ֟ ̕ 

11. ᶏ ӥ̆ Ԋ׆ ꜚȂ 

If the following situations cause losses to GDCA or relying party, subscribers shall assume the 

compensation liability: 

1. GDCA and its authorized service agencies or third-party suffer losses due to unreal 

information, such as deliberate, negligent or malicious provision of unreal information, by 

applicants when applying for certificates. 

2. GDCA and its authorized service agencies or third-party suffer losses due to disclosure and 

loss of private keys deliberately and by mistake; due to not informing GDCA and its authorized 

service agencies or third-party of the leakage and loss of private keys with knowing the facts; 

and due to handing keys to others inappropriately.  

3. Subscribers violate the CPS and related operation practices when using certificates as well as 

using the certificates activities outside of the CPS. 

4. If the certificate is used for illegal transactions or causes disputes during the period from 

revocation requests submitted by the subscribers or other entities authorized by GDCA to this 

information of certificate revocation published by GDCA, if GDCA operates in accordance with 

the requirements of the CPS, subscribers must assume any responsibility of losses according 

to this CPS. 

5. Unreal, incomplete or inaccurate information provided by subscribers. 

6. Subscribers continue to use the certificates and do not notify GDCA and relying parties 

promptly when information in the certificates is changed. 

7. The private key is compromised, damaged, stolen, disclosed, and etc. due to not taking 

effective protection measures. 

8. Subscribers continue to use the certificate and do not notify GDCA and relying parties 

promptly when they are made aware that private keys are lost or at the risk of being 

compromised. 

9. The certificate has expired but is still in use. 

10. The subscriberôs certificate information infringes upon the intellectual property rights of a 

third-party. 

11. Using certificates beyond specified scope, such as the use of certificates for illegal and 

criminal activities. 

 ᶭ ễ ᴋ Indemnification by Relying Parties 9.9.3.

Ҋ GDCA ̆ᶭ ễ ᴋ̔ 

1. GDCAҍᶭ CPSҬ ӈⱵ̕ 

2. ᶭ CPS ̆ GDCA ῒ ӥ Ⱶ ҈
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̕ 

3. Ҍ ҊḤ ӥ̆ ᶭ ӥ ȁ ᶏ

ӥ ֲ ̆ᵖׅ Ḥ ӥ̕ 

4. ᶭ ӥ Ḥᴋ ̕ 

5. ᶭ CRL OCSP ӥ Ȃ 

If the following circumstances lead to the losses of GDCA or subscribers, relying party shall be 

assumed compensation responsibility: 

1. Obligations defined in the CPS and agreements between GDCA and relying parties are not 

fulfilled. 

2. GDCA and its authorized service agencies or a third-party suffer losses due to inappropriate 

reviews against this CPS. 

3. Trust certificates in unreasonable circumstances. For example, relying party still trusts the 

certificate with knowing that the certificate usage is beyond its scope or period or the certificate 

has or may have been stolen. 

4. Relying party does not verify trust chains of the certificates. 

5. Relying party does not check whether a certificate is revoked through querying CRL or OCSP. 

9.10. ҍ Term and Termination 

 Term 9.10.1.

CPS ̆҉ѿ CPS ̕ CPS Ҋѿ

CPS ӊ GDCA Ⱶ Ȃ 

This CPS will enter into force at 12 oôclock midnight of the release date, and the last version CPS 

will become invalid. This CPS will become invalid when the next version CPS enters into force or 

the electronic certification services of GDCA are terminated. 

 Termination  9.10.2.

GDCA Ⱶ ̆ CPS Ȃ 

When GDCA terminates electronic certification services, this CPS is terminated. 

 ⱬ ҍḠ Effect of Termination and Survival 9.10.3.

CPS ̆ῒ ⱬ ̆CPSҬ ῤ ҹ ᶏ ̆ᵖ ӊ
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╠ Ԋ ̆CPSҬ ᴋ ᴋᾧ ׅ Ȃ 

After the termination of this CPS, its effect will terminate at the same time. The contents in CPS will 

be considered as invalid. However, for the legal facts occurred before the date of termination, the 

regulation and the exemption of responsibilities defined in CPS for all parties are still applicable. 

9.11. ҍ ҩ ≢ ҍ Individual Notices and 

Communications with Participants 

CPS ̆GDCA ῏Ԋ ҍ ꜚ

῏ ԊֲȂ 

After the termination of this CPS, GDCA will notify all related parties who have participated in GDCA 

electronic certification activities about related matters on document expiration. 

9.12. ḱ Amendments 

 ḱ Procedures for Amendment 9.12.1.

GDCA ῃ ᴪ ̆CPS Ώ ѿ CPS̆ Ḡῒ

Һ ῏ ‰̆ CP ̆ ҙⱵ

Ȃ 

CPS ḱ ̆ CPS Ώ ₮ḱ ̆ GDCA ῃ ᴪ

‰ ̆ CPS Ώ ḱ ̆ḱ CPS GDCA ῃ ᴪ

‰ Ȃ 

As authorized by GDCA Security Policy Committee, CPS composition team reviews this CPS at 

least once a year to ensure that the CPS meets the requirements of national laws and regulations 

and administration department as well as relevant international standards; to ensure it meets the 

requirements of CP and actual needs of certification business operations. 

Revisions and updates of this CPS should be initiated by the CPS composition team and approved 

by GDCA Security Policy Committee. The revised CPS shall be officially released after being 

approved by GDCA Security Policy Committee. 

 └ Notification Mechanism and Periods 9.12.2.

ḱ CPS ‰ GDCA www.gdca.com.cn҉ Ȃ ԍ

ᴆȁḤᴆȁ ᵣ ḱ ̆GDCA ῤ ῏
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̆ Ḡ ῏ ⌠ Ȃ 

After approval of the revised CPS, it will be posted on GDCA official website www.gdca.com.cn 

immediately. For the modification notified by email, mail, media and other ways, GDCA shall notify 

the relevant parties in reasonable time, which ensures that the relevant parties have minimum 

implications. 

 ḱ ҙⱵ ↕ Circumstances under which CPS Must be 9.12.3.

Changed 

GDCA CPS ḱ C̔PSҬ ῏ῤ ҍ Ҍѿ ̆

ҙⱵ Ȃ 

The situations that GDCA must modify this CPS include: discrepancies between CPS and 

governing laws, clear requirements of changes or adjustments for GDCA certification services 

initiated by national regulatory departments. 

9.13. Ԉ Dispute Resolution Provisions 

GDCAȁ ӥ ȁᶭ ᵣ ꜚҬ֟ Ԉ Ҋץ ‗  ̔

1. CPSҬ ̆ ᴋ ̕ 

2. GDCA ῏ ҍ ֲ ̕ 

3. ̆Ῥ ῏ ‗̕ 

4.  ᴋᵥҍ GDCA CPS ᴋᵥԈ ̆ GDCA

Ύ ֲ Ȃ 

If GDCA, certificate subscribers, relying parties and other entities have disputes in the electronic 

certification activities, following steps can be taken for resolution: 

1. Confirm the party to be held responsible according to this CPS;  

2. GDCAôs related departments are responsible for coordinating with the applicants; 

3. If coordination fails, these parties should reach out to the legal authorities; 

4. Prosecutions against GDCA or its authorized agencies over any disputes arising from this CPS 

should be governed by the people's court in the place where GDCA is registered.  

9.14. Governing Law 

GDCA CPS ȇҬ ֲ ῍ Ȉ ȇ Ⱶ



                                    GDCA SM2 ҙⱵ ↕̂ V1.0 ̃ 

158 

Ⱳ Ȉ Ȃ 

The CPS of GDCA is governed by the law of ñElectronic Signatures Laws of Peopleôs Republic of 

Chinaò and the regulation of ñMeasures for the Administration of Electronic Certification Servicesò 

promulgated by the country. 

9.15. ҍ Compliance with Applicable Law 

GDCA ӥ ȁɰ ᵣ ᵥ ᵟץ ᵥ ᶏ GDCA ӥ̆

CPS ȁ Ҭ ֲ ῍ Ȃᴋᵥҍ GDCA

Ύ CPS ᴋᵥԈ ̆ Ҭ ֲ ῍ Ȃ 

Regardless of the place of residence for the subscribers, relying parties and other entities or place 

of use of the GDCA certificates, the execution, explanation and procedure should be compliant with 

laws of the Peopleôs Republic of China. Any disputes involved by GDCA and its RA in relation to this 

CPS should also be compliant with laws of the Peopleôs Republic of China. 

9.16. ѿ Miscellaneous Provisions 

 Entire Agreement 9.16.1.

GDCA CPS ̔ ȁ ȁҺᵣῤ 3 №Ȃ῏ԍ

Һᵣῤ ḱ ῤף ̆ ῃף ᾢ╠ №ȁ GDCA

Ҭץᶫ Ȃ 

Complete document structure of GDCA CPS includes 3 parts: titles, table of contents and main 

contents. Modified alternative content of the table of contents and the main contents will completely 

replace all previous parts. The previous parts would be placed at the GDCA web site for browsing. 

 Assignment 9.16.2.

GDCA ̆ CPSҬ ᵣ ≠ ӈⱵ̆ Ԋֲ

῏ ≠ ӈⱵ Ȃ ҹ Ҍ ⌠ ѿ

ᴋᵥṽⱵ ᴋ Ȃ 

GDCA represents that, according to the rights and obligations of certification entity parties detailed 

in this CPS, all parties can transfer the possession of rights and obligations in accordance with the 

relevant provisions of the law. The occurrence of the above transfer behavior does not affect the 

change of any debt and liability among the transferors. 
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 №◓ Severability 9.16.3.

CPS ᴋᵥ ῒ ԍҍ GDCA ֟ ‖ ∞

ҹ Ҍΐ ⱬ ĞDCA ץ ᵞ Ҋḱ ᶏ̆ῒ ̆

ῒᵩ №Ҍ ̆GDCA ḱ ῤ Ȃ 

In case any clause or provision of this CPS is held to be unenforceable or invalid due to any 

conflicts with the laws of any jurisdiction in which GDCA operates, GDCA may modify any 

conflicting clause or provision to the minimum extent necessary to make them continue to be valid, 

and other clauses and provisions will remain valid without being affected. GDCA will disclose the 

modified contents in this section.  

 └ Enforcement 9.16.4.

GDCA ̆ ӥ ȁᶭ ᵣ GDCA CPSҬ ̆Ҍ

ҹ ᵣ Ҍ ῒז Ȃ 

GDCA declares that, if the subscribers or relying parties did not execute any items within this CPS, 

it shall not be considered that they will not be executed in the future. 

 Ҍ ⱬ Force Majeure 9.16.5.

GDCAҌ Ԉȁ ȁ ȁ ῒז Ҍ ⱬ Ԋᴆ CPS

Ḡ ᴋ ȁ Ȃ 

GDCA do not assume responsibilities for losses incurred by the violation, delay or inability to 

perform the CPS regulations due to the force majeure events like wars, epidemics, fires, 

earthquakes and other natural disasters. 

9.17. ῒז Other Provisions 

GDCA CPSΐ Ȃ 

GDCA has final interpretation rights to this CPS. 
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̔GDCA ҙⱵ ↕ḱ  

Appendix: GDCA CPS Revision Records 

 

    

1.0 └ ∆ Ȃ 2020 12 22  ῃ ᴪ 
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