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1. Introduction
1.1. Overview
1.1.1. E° : Company Profile
0 M 'E™" Global Digital Cybersecurity Authorito., Ltd™ GDCA
I a4 ul K i T E G 2003 3 6 A2005
9 ~ GDCAuw ey A H “ 3 T ou
fi é " T 7 7' ECP4401025007 F H W’
2008 12 ~ 0 é * I’ 2011 4 ~
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Global Digital Cybersecurity Aut hor ity CO. , LTD. (abbr eywi)atwdd has h@DQa Ao,r

name of Guangdong Digital Certificate Authority CO., LTD was founded on March 6, 2003. In September
2005, GDCA passed the security review by the State Cryptography Administration (abbreviated as SCA)
and the former Ministry of Information Industry by law, as one of the first eight electronic authentication
authorities with "Electronic Authentication Service License" (license number: ECP44010215007) in China.
In December 2008, GDCA obtained the "Commercial Cryptography Products Sales License" issued by
SCA. GDCA passed through the assessment of E-government and Electronic Authentication Service
Ability by SCA with the qualification certificate of "E-government and Electronic Authentication Service
Authority” (number: A021) in April 2011. In 2013, GDCA upgraded electronic authentication service system
for SM2 algorithm and passed through the security review by SCA. In 2015, GDCA passed the assurance
review for Certification Authority by WebTrust with the international level of operation management and
service to provide digital certification service globally. For business development, GDCA changed its name
from "Guangdong Digital Certificate Authority CO., LTD." to "Global Digital Cybersecurity Authority CO.,
LTD." in May, 2016. On 11 August 2017, GDCA was admitted to the National Equities Exchange and

Quotations (NEEQ) of China, with a stock abbreviation of I 0 L and stock code I' 871932L .
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Since then, all assets, debt, rights and business of "Guangdong Digital Certificate Authority CO., LTD."

were inherited by GDCA. Meanwhile, and all the rights and obligations of the contracts and agreements
signed by "Guangdong Digital Certificate Authority CO., LTD." were inherited by GDCA.

n I AaEHaAfF3a - L o3Ev ~ I Hk NL o
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GDCA upholds the corporate values offAuthority, Credibility, Professionalism, and Innovationo fulfils t

corporate mission of ATrust Connects Parties from al/l
ificlsatss online trust service providero

1.1.2. SM2 SM2 Certificate Policy (CP)

) GDCA i ~ SM2CP~ GDCA ok v G
GDCA © Wi " abhr Auw %a 0a aa 3 A
i " "H kL 3ta 3t A G
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This document describes the Certificate Policy (SM2 CP) of GDCA and explains the policy statement for
GDCA digital certificate service. It applies to all digital certificates issued and managed by GDCA and their
related participants. The CP sets forth business, legal and technical requirements and specifications for
certificate approval, issuance, management, usage, renewal, revocation and related trusted services.
These requirements and specifications protects the security and integrity of GDCA digital certificate
services and includes a comprehensive set of consistently applicable single rule sets in the GDCA scope.
Therefore it provides the same extent of trust guarantee throughout the GDCA architecture. The CP is not
a legal agreement between GDCA and all participants; contractual rights and obligations between GDCA
and participants are established by other means of agreements with such participants.

CP éc¢ X.509 'E i i3k T Internet X.509

Public Key Infrastructure Certificate Policy and CertificatPractices Framework 4 ¢

%0 I € b L Internet Engineerindask Forcgé L RFC3647 %o
p v 3 é GB 26855201%T H n E 7 b
3k 1 P - T GDCA
i A

The CP complies with the structure and content requirements of both Internet X.509 Public Key
Infrastructure Certificate Policy and Certification Practices Framework, also called RFC3647 defined by
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The Internet Engineering Task Force, and GB 26855-2011-T Information Security Technology Public Key
Infrastructure Certificate Policies and Certification Practice Statement Framework. It would also make
appropriate changes in accordance with Chinese laws and regulations together with operational
requirements of GDCA.

GDCAbuWwae # F ~ CA™ CP ! m CA #n~ 0
nA b by i " va i
nG an a » a a ™ b Auw W CPT”
G u yF v Hk W i AGDCA SM2 3F 1t~ CPS
i CP v v GDCAD u F L na v v iyl
a b G A GDCA i 1w a CPi 7 CPS

v i a Hk A

As a Certification Authority (CA), GDCA generates root and intermediate certificates, and issues
certificates to subscribers under CP restrictions. Based on different types and application scope, digital
certificates may be used by subscribers to process SSL, CodeSigning, e-mail signing, document signing,
identity authentication, and other different applications. Relying party could decide whether to trust a
certificate i n with the requi rtomennhsCP. GDCAISMZ
Certification Practice Statement (CPS) accept the discipline of CP, elaborates the definition of GDCA
digital certificates and the methods to provide these certificates as well as the corresponding managerial,

accordance

operational and security measures. All certificate subscribers and relying parties under GDCA must refer to
to the provisions of the CP and its relevant CPS to determine the usage and reliability of the certificates.

1.1.3. GDCA GDCA Architecture
CP GDCA * GDCA 7 ~ CA” cPL CPS RA
CPI CPS Wk #"” aw tir T CPI
" CPS_ i a aHk HFAGDCA- = CAAT CA N
% aNeT asthi R GDCA r Ppb Fh: A

The CP is the highest strategy throughout the GDCA architecture. Certification authority (CA) under GDCA
formulates CPS in accordance with CP. Registration Authority (RA) authenticates certification requests
according to this CP and its related CPS. Subscribers, relying parties along with other correlative entities
determine their rights for using and trusting the certificates as well as perform corresponding obligations on
the basis of the CP and its related CPS. GDCA has established services entities at different levels,
including root CA, subordinate CA, related RA, registration authority terminals and business acceptance
points.
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1.1.4. GDCA i1 Hierarchical Architecture of GDCA Certificates

1) ROOTCA(SMZ

ROOTCA(SM2)

A 4

Guangdong Certificate Authority’ GDCA
TrustAUTH E1 CA”™

l A A 4 A

EV SSL OV SSL IV SSL DV SSL
Certificate Certificate Certificate Certificate
ROOTCA i~ SMZ n- W SMZ Y
256bif 14  Guangdong Certificate AuthofityGDCA TrustAUTH EL CA i~ Y
256bif 0 W SM2 w 256bit SSL it A Guangdong Certificate Authority
" GDCATIUStAUTHELICA i 0O 11 # w7 é O
M B @ 1" https://lwww.gdca.com.cn/cp/ch

ROOTCA (SM2) certificate is a root certificate of SCA using SM2 algorithm with root key length of 256-bit.
There is a Guangdong Certificate Authority (GDCA TrustAUTH E1 CA SM2) certificate with key length of
256-bit under this root CA, used for issuing SSL certificates with SM2 algorithm. For the certificate policy of
other types of certificates issued by Guangdong Certificate Authority (GDCA TrustAUTH E1 CA SM2),
please refer to <Global Digital Cybersecurity Authority CO., LTD. Certificate Policy>
(https://www.gdca.com.cn/cp/cp).

GDCA SM2 i ROOTCA SMZ 14 Guangdong Certificate Authority GDCA
TrustAUTHELCA 0 A

All of the SM2 certificates from GDCA are issued by Guangdong Certificate Authority (GDCA TrustAUTH
E1 CA).

ROOTCA i~ SMZ 6 2042 7 7 | A

ROOTCA (SM2) will expire on July 7, 2042.
Guangdong Certificate Abority GDCA TrustAUTH E1 CA A 2034 6 21
[ 2030 1 1 -~ bPag CA i 0 SSL A
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Guangdong Certificate Authority (GDCA TrustAUTH E1 CA) certificate will expire on June 21, 2034. From

January 1, 2030, GDCA will no longer use it to issue SSL certificates.

2) GDCAGM SM2 ROOT

@CA VS RIOF
] ] ] 1 ] i l
bl b D | osawn| |oumo| | Tmam | |TAZEe] e
I ! — ! ! l — !
B S o/ s VL || S| | g | | QESming | |ormimsap) | oo || v || Btity
Certificate Certificate Gertificate || Gertificate Qertificate Certificate Certificate Gertificate Certificate Certificate
GDCA GM SM2 ROOT i W SMZ w 256hit 1 8e T
CA #~ 1 T'" 1" GDCAEV SSL SM2 CA w 256bit 0 W 256hit
EVSSL F i~ 2° GDCAOQV SSL SM2 CA w 256bit O
w 256bit OV SSL '~ 3 GDCASSLSM2CA ii~ w 256hit 0O
w 256hbit IVSSL DVSSL i~ 4 GDCAEV CodeSighing SM2 CA
W 256bit 0O w 256bhit EVAH n” 5 GDCA CodeSigning SM2
CA W 256bit 0O w 256bit 1 "'~ 6 GDCA TimeStamp
SM2CA i~ W 256hit 0 W 256hit i~ 7 GDCA DocSign
SM2 CA i~ w 256bit 0 W 256hit aa. i’
~ 8 GDCA Generic SM2 CA w 256bit 0O W 256bit E-mail i a
i A
GDCAGM SM2ROOT # ¢ 2045 11 20 [ A
GDCAEVSSLSM2CA i 6 2035 11 23 [ ~ 2032 1 1 ~ ©bP
a CA i 0 i A
GDCAOVSSLSM2CA it ¢ 2035 11 23 [ -~ 2032 1 1 ~ ©bP
a CA # © i A
GDCASSLSM2CA i 6 2035 11 23 [ “2032 1 1 ~ b'Pa
CA @ O i A
GDCAEV CodeSigningSM2CA it ¢ 2035 11 23 | ~2032 1 1 ~
bPa CA i 0 i A
GDCA CodeSigning SM2CA it ¢ 2035 11 23 [ ~ 2032 1 1 °
bPa CA i 0 i A
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GDCATimeStampSM2CA it 6 2035 11 23 [ ~2032 1 1 ~ b
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GDCADocSign SM2CA 4 ¢ 2035 11 23 [ ~ 2032 1 1 ~ ©bP
a CA i O i A

GDCA Generic SM2CA 4 ¢ 2035 11 23 [ ~ 2032 1 1 ~ ©bP
a CA i 0 i A

GDCA GM SM2 ROOT certificate use SM2 algorithm with root key length of 256-bit. There are eight
subordinate CAs under this root CA, including: (1) GDCA EV SSL SM2 CA with key length of 256-bit, used
for issuing 256-bit EV SSL Server Certificates. (2) GDCA OV SSL SM2 CA with key length of 256-bit, used
for issuing 256-bit OV SSL certificates. (3) GDCA SSL SM2 CA with key length of 256-bit, used for issuing
256-bit IV SSL and DV Server Certificates. (4) GDCA EV CodeSigning SM2 CA with key length of 256-bit,
used for issuing 256-bit EV CodeSigning Certificates. (5) GDCA CodeSigning SM2 CA with key length of
256-bit, used for issuing 256-bit CodeSigning Certificates. (6) GDCA TimeStamp SM2 CA with key length
of 256-bit, used for issuing 256-bit Timestamp Certificates. (7) GDCA DocSign SM2 CA with key length of
256-bit, used for issuing 256-bit Organization and Individual Document Signing Certificates. (8) GDCA
Generic SM2 CA with key length of 256-bit, used for issuing 256-bit Email and Equipment Certificates.

GDCA GM SM2 ROQOT certificate will expire on November 20, 2045.

GDCAEV SSL SM2 CA certificate will expire on November 23, 2035. From January 1, 2032, GDCA will no
longer use it to issue subscriber certificates.

GDCA OV SSL SM2 CA certificate will expire on November 23, 2035. From January 1, 2032, GDCA will no
longer use it to issue subscriber certificates.

GDCA SSL SM2 CA certificate will expire on November 23, 2035. From January 1, 2032, GDCA will no
longer use it to issue subscriber certificates.

GDCA EV CodeSigning SM2 CA certificate will expire on November 23, 2035. From January 1, 2032,
GDCA will no longer use it to issue subscriber certificates.

GDCA CodeSigning SM2 CA certificate will expire on November 23, 2035. From January 1, 2032, GDCA
will no longer use it to issue subscriber certificates.

GDCA TimeStamp SM2 CA certificate will expire on November 23, 2035. From January 1, 2032, GDCA will
no longer use it to issue subscriber certificates.

GDCA DocSign SM2 CA certificate will expire on November 23, 2035. From January 1, 2032, GDCA will no
longer use it to issue subscriber certificates.

GDCA Generic SM2 CA certificate will expire on November 23, 2035. From January 1, 2032, GDCA will no
longer use it to issue subscriber certificates.

W |ETF PKIX RFC 3647 CP/ICPS ~  CP" Nav Xe  ~ GDCA it F
i n L T3k i Aw G RFC3647 [ S
L Y b A

Pursuant to the IETF PKIX RFC 3647 CP/CPS framework, this CP is divided into nine parts that cover the
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security controls and practices and pr ocwdhe ouige

specified by RFC 3647, section headings that do not apply are accompanied witht he st at ement

applicabl eo
1.2. b Document Name and Identification

beé 0 M EY SM2 i I Ié GDCA SM2 CP La
I CPrA 7 CP k H a A CPTu i i No
Wae W N P CP 141 A

This document is called "Global Digital Cybersecurity Authority CO., LTD. SM2 Certificate Policy"
(abbrevi at e 8M2aCP oNAths CRY. Please refer to Appendix for detailed revisions of this
version. This CP specifies a unique object identifier for Certificate Policy of each kind of certificates (see
CP section1.4.1 for details).

CPYT i

Ci:

N LT F Kuy H YT Y
%oA

This document is the Chinese-English bilingual edition of GDCA CP. In case any inconsistency or conflict
between the Chinese and English versions, the Chinese version shall prevail for all purposes.

1.3. PKIab  PKI Participants

1.3.1. F Certification Authorities
F " Certification Authority CA~ 0 + A GDCA
eTy., 1aé F Wl T T H 2
F A GDCA tH N hr O na v i
F W * abh: ACA i W CA 0 i
r il Wa © CA Wa CA W i A

Certification Authority (abbreviated as CA) is an entity which issues certificates. GDCA is a trusted
third-party electronic authentication service authority established by law based on "Electronic Signature
Law of t he Peopl eds Republic
"Measures for the Administration of Electronic Certification Services". GDCA becomes a participant in
electronic authentication activities by issuing certificates and providing certificate verification services to
the parties who are engaged in electronic transaction activities. CA also means an element in certificate
architecture that is issuing certificates to terminal subscribers or subordinate CAs. Root CA is a special
entity, which is at the top of certificate architecture.

16

for

of

GELC
i



[] = Eﬂﬁﬁﬂ_iiqit\ﬁ EIEIZIEIL

Sooa GDCAM2 “VLOo 7
1.3.2. Y Registration Authorities
'Y 7 Registration Authority RA"n CA Y N i
M™% i A i F Y MY @A

i [ CA RA Y Y YH " CA RAA
CA RA M1 i v _ 0 A

O Wt i 0 ARA " Y 7 CA

b~ e~ [ i I (CRLTA

Registration Authority (RA) establishes registration process, confirms the identity of certificate applicants,
and approves or rejects the request of certificate applicants on behalf of CA. Before a subscriber obtains
certificate, he/she must apply for a certificate as an applicant. Certificate applicants must follow registration
process established by CA or RA, and submit registration forms and related application documents to CA

or RA. CA or RA will authenti cat eandithepdecide ahethedacceptdent i t y
or reject this application. If CA issues the certificate, the certificate will be sent to the applicant. While RA
could initiate certificate revocation process accordin

to complete the revocation operation and add the certificate to the certificate revocation list (CRL).

1.3.3. Subscribers

Y4 CA i P i GDCA i a@_. ay B A

R bW ~ bW 3 G a A
@, T Noy ( 6 WelP @, I8~ N aoH3 1B i
U Y Ty B I 0 S ¢ n-
G WT " hy ) Y 1B @

{8 Q. yFA

Subscribers, the entities that receive certificates from CA, include individuals and organizations accepting
certificates from GDCA. Subscribers and applicants would not always be the same; in this case, applicants
need to ensure that they have obtained explicit and appropriate authorization. Individuals can be divided
into a natural person and person who belong to an organization; Organization contains all kinds of
government organizations, enterprises and institutions and other social groups. Usually, an organization
has a legal personality or National Organization Code; for equipment certificates, due to the particularity of
the entity contained in certificates, subscribers are usually organizations or individuals who own the
equipment, and would assume the corresponding obligations.

a nTE W bi W L
A CP D a i CP HFA
Subscriber is the unigue entity with corresponding public key in certificate and has ultimate rights to control
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control corresponding private key in certificate. Subscriber should use certificates under CP restrictions,
and assume the obligations agreed in this CP.

1.3.4. w Relying Parties
w Hk #aa W e. VP AuW Y i 37 yvb
i A

Relying parties are entities who trust and use the certificates. These entities may, or may not be a
certificate subscriber.

H K a W n- u i H i !
" CRL™ g OCSP i Auw Hk W
i A
To trust or use a certificate, a relying party must verify revocation information of the certificate by looking up

the Certificate Revocation List (CRL) or searching the certificate status with OCSP servers. Before relying
party trusts a certificate, a proper review process must be executed.

)

1.35. i1 &b Other Participants

irab 4 GDCA A N Y-\

Other participants are the entities that provide related services in electronic authentication activities of
GDCA.

1.4. i Certificate Usage
1.4.1. Appropriate Certific ate Uses
GDCA "oy Fa FT i Y M a
a’ Y A

GDCA subscriber certificate can be widely used in e-government, e-commerce and other social activities
to realize identity authentication, electronic signature, and encryption of data etc. Meanwhile, it can be
used to ensure the validity and authenticity of identity between peers of communication via Internet as well
as the integrity and confidentiality of information.

GDCA Woocw sy ni n ‘

Certificates issued by GDCA can meet the following security requirements by functionalities:

M -G GDCAHK F i Mo A

5

Authenticity of identity: the certification can ensure the validity of certificate holder using GDCA trust

B
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services.
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Verification of integrity: the assurance to an entity that data has not been altered and further verifies
the consistency of information between sender and receiver using certificate of GDCA.

) H G D H "bwy i o A

Confidentiality: the certification can ensure the confidentiality of information during transmission, and
avoid the leakage to other non-authorized parties.

“ Hk:r b W A

5

Non-repudiation: the certification can ensure the non-repudiation of transaction entities by verifying
the digital signatures.

i * GDCA 0 7 SSL + ian na

w PN

naEmal na na n A

According to the type of certificate, the certificates signed by GDCA include SSL/TLS Server Certificates,
CodeSigning Certificates, Document Signing Certificates, E-mail Certificates, Equipment Certificates and
Timestamp Certificates etc.

~

Y ) h o n b i1 b
A

Subscriber can choose suitable type of certificates based on actual requirement. Different certificates are

applicable for different cases.

1.4.11.SSL F i SSL Server Certificates
SSL/TLS F i Web Web F M* " Y G
M a ¢ SSL/TLSw b e\ ~ a v A

SSL/TLS server certificate is a digital certificate that identifies the website or server, applicable for
verification of website certificates and provides SSL/TLS channel. It cannot be used for signature or
verification of transaction and payment.

GDCA 0 SSL F | ‘

SSL server certificates of GDCA include the following:

EV SSL i~ Extended Validation SSL Certificatés v F "

EV SSL certificate (Extended Validation SSL Certificates), the extended validation SSL certificates.

OV SSL i1~ Organization ValidatioCertificate§™

B

M % SSL
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OV SSL certificate (Organization Validation Certificates), the SSL certificate requires to verify the
identity of the organization that owns the website.

I[VSSL i~ Individuals Validation SSICertificateS™ Q@
M % SSL i

IV SSL certificate (Individuals Validation SSL Certificates), the SSL certificate requires to verify the
individual identity of website owner.

DV SSL i~ Domain Validation SSICertificateS™ 4 -
SSL i

DV SSL certificate (Domain Validation SSL Certificates), the SSL certificate that only verifies the
ownership of the website.

i T EVSSL i H M 0 W F noi
CA/ 0 M %A OV SSL #MnalvsSsSL i’
H v Vi M w ° DVSSL 7 ot H v w A

GDCA perfomrs rigorous indentity validation prior to issuing an EV SSL certificates, such validation
process complies with the extended validation requirements published by the CA/Browser forum. OV SSL
certificate and IV SSL certificate provide the functions of information encryption and verification of website
identity. DV SSL certificate only provides information encryption.

SSL b L v 3 a A

The types of domain names in SSL/TLS server certificates are not restricted, e.g. .com, .gov etc.

1.4.1.2.9 n CodeSigning Certificates
0 i D 9 T ¢\ 19 b
e\ ~ a vavw A

CodeSigning certificate is a digital certificate that identifies the source or owner of the software code. It can

only be used for digital signature and cannot be used for transaction, payment and encryption, etc.
0 i b 9 n ¢ pa n a
pa ) A

Subscriber must commit not to sign malicious software, virus code, infringement software and hacker

software using CodeSigning certificate.

1.4.1.3. n Document SigningCertificates
i G G 3 A GDCA
i 0 @. ~ No# W OV 7Y, i A
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Document Signing Certificates apply to the situations where the authenticity, integrity, and confidentiality of
a document are required.GDCA issues document signing certificates to organizations and individuals,
namely the OV document signing certificates and IV document signing certificates respectively.

OV document signing certificates requires validation on the identities of the organizations, IV document
signing certificates reuiqre validation on the identities of individuals.

1.4.1.4.E-mail A E-mail Certificates

GDCA D’ E-mail i & IVE-mail # OVEmail i A
E-mail it E-mail L b  E-mail M
" vy G E-mailP Tb 1. 1 G E-mailp A
IV E-mail ¥ E-mail L~ E-mail @
. a M A
OV E-mail i E-mail L~ E-mail
M A

The e-mail certificates issued by GDCA include Primary E-mail certificates, IV E-mail certificates, and OV
E-mail certificates.

For the Primary E-mail certificates, only the ownership or control of an e-mail address will be validated, and
the identity of the e-mail address owner will not be validated. Such certificates ensure the integrithy of the
e-mail and make sure that it will not be tampered or read by those other than the targeted recipient during
the transmission.

Prior to issuing an IV E-mail certificate, GDCA validates the ownership or control of an e-mail address and
the individual identity associated to such e-mail address.

Prior to issuing an OV E-mail certificate, GDCA validates the ownership or control of an e-mail address and
the organization identity associated to such e-mail address.

1.4.1.5. i Equipment Certificates

4 0 i ’ Fooa 3 v i G
3t M - H nH D An ~ F 0 i a Ty
# - M~  « SSL/TLS¥ Y al v w A

Equipment certificate is a digital certificate that is issued to equipment, including servers, firewalls, routers,
and etc. It is usually used for network equipment identification and secure communications. For example,
certificates issued to servers enable browsers to authenticate the identity of website with certificate and
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create SSL/TLS channel for secure session.

1.4.1.6. n Timestamp Certificates

| cbcar © ov - h 6 Fooon F A
oV i M A

GDCA currently issues OV timestamp certificates for timestamp servers to provide digital signature
service.

QV timestamp requires the vladation of an organization identity.

1.4.1.7.N i i CP Obiject Identifiers of Certificates

V)

CPTwu i i Ne e W e W

We assign a unigue object identifier to certificate policy items of different types in this CP, the regulation is
as follows:

OVSSL i © 1.2.156.112559.1.3.1.1
DVSSL # © 1.2.156.112559.1.3.1.2
IVSSL i * 1.2.156.112559.1.3.1.3
EVSSL # © 1.2.156.112559.1.3.2.1

9 n ' 1.2.156.112559.1.3.4.1
EV 9 " * 1.2.156.112559.1.3.3.1
ov " * 1.2.156.112559.1.3.5.1
Y i © 1.2.156.112559.1.3.5.2
OV b» # © 1.2.156.112559.1.3.6.1
vV b 0 * 1.2.156.112559.1.3.6.2

D 0 © 1.2.156.112559.1.3.6.3

" © 1.2.156.112559.1.3.7.1

i © 1.2.156.112559.1.3.8.1

OV SSL server certificate policy: 1.2.156.112559.1.3.1.
DV SSL server certificate policy: 1.2.156.112559.1.3.1.2
IV SSL server certificate policy: 1.2.156.112559.1.3.1.3
EV SSL server certificate policy: 1.2.156.112559.1.3.2.1

General CodeSigning certificate policy: 1.2.156.112559.1.3.4.1
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EV CodeSigning certificate policy: 1.2.156.112559.1.3.3.1

OV Document Signing certificate policy: 1.2.156.112559.1.3.5.1
IV Document Signing certificate policy: 1.2.156.112559.1.3.5.2
OV E-mail certificate policy: 1.2.156.112559.1.3.6.1

IV E-mail certificate policy: 1.2.156.112559.1.3.6.2

Primary E-mail certificate policy: 1.2.156.112559.1.3.6.3
Equipment certificate policy: 1.2.156.112559.1.3.7.1

Timestamp certificate policy: 1.2.156.112559.1.3.8.1

1.4.2. L i Prohibited Certificate Uses
W “ GDCA i W "y b W H e DA
“GDCA @ w iz 1 [ L e, v G, b b
W ok ha Ab bW b CP #u HkA

In general, GDCA certificates are general certificates. These certificates can be used among different
relying parties for mutual operations. However, some features of the certificates are prohibited. For
example, the Individual Certificate can only be used as individual case rather than the cases being used as
Equipment or Organization Certificate. Certificates shall not be deemed as trusted by this CPS if they are
not corresponding to their respective usages.

b cab caldb G T L G
v b a a T L L

L K v ) T a, H H A

Special note here, the certificate is not designed for, not intended for, not authorized for control equipment
in danger, or for the occasion where the failure is required to avoid, such as operation of nuclear equipment,
navigation or communication systems of shuttles, control systems of air traffic or weapons, since these
faults or failures may lead to death, personal injury or serious environmental damage.

i Ky 1 a n Na ~ 3 K v

" "3FWa " A
The certificate is prohibited to be used in such circumstances, such as any violation of state laws,
regulations and national security or legal consequences, in addition, a certificate is prohibited to be used in
business that involves criminal activities, or in business forbidden by laws, otherwise all legal liability that
triggered by this will be taken consciously by user themselves.
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1.5. Policy Administration
1.5.1. Organization Administering the Document
GDCA n v  GDCA + - L 3
CPA

GDCA Security Policy Committee is the highest management authority responsible for review and
approval of electronic certificate services, as well as the highest decision organization to perform
inspection and supervision of the CP.

GDCA 1 W = a T a T a T a
T - w0 A
GDCA Security Policy Committee is assigned as the document management authority responsible for
establishing, publishing and updating this CP. The committee consists of the relevant representatives with

the right of decision-ma k i ng from GDCAds management , admini strat
technology center, and and customer service center, etc.

<l

GDCA 1 w i %o _

~ ” "

A

—_—C

Y hk

Member of GDCA Security Policy Management Committee has the right to vote over management and
approval of certificate policy. The Chairman of the committee may have two votes for decision in case of tie
of votes.

(o b A

Consultation of this policy document to the external parties and other routine jobs are undertaken by the
administrative cernter.

1.5.2. . Contact Person
1521 1 Certificate Problem Report
i [ Yy 1 TR Y il
. 0 b ° capoc@gdca.com.cn

Any certificate problem reports or certificate revocation requests shall be submitted through the following
ways and certificate revocation requests must be submitted in writing:

E-mail to: capoc@gdca.com.cn
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1.5.2.2.CPS CPS Related Issues

* GDCA

Contact Department: GDCA Administrative Department

Contact: Ms. Wang

o) gdca@gdca.com.cn

E-mail: gdca@gdca.com.cn

" +8620-83487228
Tel: +86 20-83487228
D ' +8620-83486610
Fax: +86 20-83486610
LT K

4438

MK

Addr ess: 23F,

* 510030

Dongfeng Zhong

Postal Code: 510030

1.5.3. CP

- i

Policy

CP GDCA 1 v % CP k

T 448

/A

Road,

i A

23
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Committees Determining CP Suitability for the

This CP and the corresponding modifications and version changes should be approved by GDCA Security

Policy Committee.

GDCA n Y T GDCA CPS

CPS L CP A

CP

%0

GDCA

GDCA Security Policy Committee is responsible for assessing whether GDCA CPS is in accordance with
this CP as well as approving and deciding whether the CPS of GDCA corresponds with the CP or not.

1.5.4. CP %o CP Approval Procedures

CP GDCA 1 Y hK

L 4 %o A

GDCA 1

The CP is drafted by the team designated by the director of GDCA Security Policy Committee, and will be
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submitted to GDCA Security Policy Committee for review after the draft.

1.5.5. CPk CP Revision

GDCA CP H L~ n w "H A
GDCA a & % 1. T 3FOD N CP
CP Q i : CPk ~ 7 GDCA n W -
v % GDCA 220 A
CP k w A o T R 0 a
1k A

GDCA will implement strict version controls on this CP, and such work will be arranged by the GDCA
Security Policy Committee.

The proposed suggestion of revision will be submitted by the team which is responsible for writing CP
based on relevant changes, then it would be reviewed by the GDCA Security Policy Committee. After
approved by the committee, GDCA will publish the updated CP on its official website.

This CP is updated at least once every year. Even if no other changes are made to the contents of this CP,
GDCA will increment the version number and update the release date, effective date, and the revision
records of this CP.

1.6. H Q Definitions and Acronyms

1.6.1. HW List of Term Definition
)
GDCA 1 w | GDCA Fro P CPW
F ©0 i i @ A
G CAsl T CASA
Y 'Y 7 Registration Authority RA™ 7
i F N H F Ty
; y - i
M £ 0 D i -
F %o i A
a p° 6 E b ™ A
l 0 u F " CA = N
f i LA
3F 8 i T 0 1 a WM pA
T Ne @ A
n S T A
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WebTrust CPAv F WebTrust %oA
Term Definition

GDCA Security Policy
Committee

It is the highest management and monitor function for CPS and the
decision-making agency pursuant to CP within the GDCA certification
services system.

Certification Authority

An organization that is responsible for the creation, issuance,
revocation, and management of certificates. The term applies equally
to both Roots CAs and Subordinate CAs.

Registration Authority

A Registration Authority (RA) is responsible for processing service
requests from certificate applicants and certificate subscribers, and
submitting them to the certification authority for the final certificate
applicant to establish registration process. RA is also responsible for
identifying and verifying certificate applicants, initiating or transferring
certificate revocation request, and approving certificate renewal or
re-key request on behalf of the certification authority.

Certificate

An electronic document that uses a digital signature to bind a public
key and an identity.

Certificate Revocation List

A regularly updated time-stamped list of revoked certificates that is
created and digitally signed by the CA that issued the certificates.

Certification Practice

Statement

One of several documents forming the governance framework in which
certificates are created, issued, managed, and used.
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Domain Name

The label assigned to a node in the Domain Name System.

Fully Qualified Domain
Name

A Domain Name that includes the labels of all superior nodes in the
Internet Domain Name System.

Online Certificate Status

An online certificate-checking protocol that enables relying party

Protocol application software to determine the status of an identified certificate.
Private Key The key of a key pair that is kept secret by the holder of the key pair,
and that is used to create digital signatures and/or to decrypt electronic
records or files that were encrypted with the corresponding public key.
Public Key The key of a key pair that may be publicly disclosed by the holder of the

corresponding private key and that is used by a relying party to verify
digital signatures created with the holder's corresponding private key
and/or to encrypt messages so that they can be decrypted only with the
holder's corresponding private key.

Public Key Infrastructure

A set of hardware, software, people, procedures, rules, policies, and
obligations used to facilitate the trustworthy creation, issuance,
management, and use of certificates and keys based on public key

cryptography.

Publicly Trusted
Certificate

A certificate that is trusted by virtue of the fact that its corresponding
root certificate is distributed as a trust anchor in widely-available
application software.

Qualified Auditor

A natural person or legal entity that meets the requirements of section
8.3 of this CP.

Relying Party

Any natural person or legal entity that relies on a valid certificate.

Subscriber

A natural person or legal entity to whom a certificate is issued and who
is legally bound by a subscriber agreement.

Subscriber Agreement

An agreement between the CA and the Applicant/Subscriber that
specifies the rights and responsibilities of the parties.

WebTrust Th e current ver sion of CPA Car
Certification Authorities
1.6.2. ti yw List of Abbreviations and their Meaning
CA Certification/Certificate Authority F
CAA Certification Authority Authorization
CP Certificate Policy i
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CPS Certification Practice Statement 3F 1
CRL Certificate Revocation List i !

CSR Certificate Signing Request i 12)
DBA Doing Business As 3
DNS Domain Name System
EV Extended Validation /
FIPS (US Government) Federal Information Procesg )
Standard %o
FQDN Fully Qualified Domain Name n
0 M
GDCA GlobalDigital Cybersecurity Authority CO., LTD. -
gTLD Generic TopLevel Domain
IANA Internet Assigned Numbers Authority No
ICANN Internet Corporation for Assigned Names ¢ b7 Ne
Numbers
ISO International Organization f@tandardization %0
KM Key Management
LDAP Lightweight Directory Access Protocol \
LRA Local Registration Authority Y
OCSP Online Certificate Status Protocol i \
SCA State Cryptography Administration
PIN Personaldentification Number M #
PKCS Public KEY Cryptography Standards %0
PKI Public Key Infrastructure
RA Registration Authority Y
%o(W €

RFC Request For Comments

%o)
SSL Secure Sockets Layer n
TLS Transport Layer Security n
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2.0 bH K Publication and Repository Responsibilities

21. H Repositories

— I u ~ ~

GDCAH W@ E H - G ab ni b w7 H A
GDCAH p ~ Pb GcYWP ' CP CPS A a i aCRLA
AR GDCA 0 H AGDCA i 0 i & CPSk i

p AGDCAH "y " https://www.gdca.com.cn  ~ GDCA
i A

GDCA repositories are open to the public. It can store, retrieve certificates and their related information.
GDCA repository includes but not limited to the following: current and historical CPs and CPSs, certificates,
CRLs, subscriber agreements and other information published by GDCA when necesary. GDCA will
release certificates, CP and CPS revisions and so on timely that must remain consistent with the CPS,
relevant laws and regulations. You can search at https://www.gdca.com.cn or via any other communication
methods specified by GDCA at any time.

2.2. H 0  Publication of Information
GDCA https://www.gdca.com.ca H  ~ GDCAD H
a 1 a A

GDCA publishes repositories on its official website (https://www.gdca.com.cn). The official website is the

primary, most prompt and authoritative channel to publish all information about GDCA.

~

GDCA F 0 i CRL W Y GDCA
O ”u H il ~ GDCA 7 F W
7 H A

GDCA publishes certificates and CRLs via LDAP. Subscriber or relying party can obtain information of
certificates and CRLs through GDCA® official website. Meanwhile, subscriber or relying party can get the
current status of certificate instantly via OCSP service provided by GDCA.

* GDCA3 w ot 1 H 0 A

Meanwhile, GDCA may also release any related information in other possible forms.

23. 0 Time or Frequency of Publication

GDCA im0 - : W CRLO A
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b 24 A
¢ GDCAGM SM2ROOT i 0 T CA 0 i~ CRLOD Y
24 ~ CRL b 48 A
" J” GDCA™ Yy _ i CRL 0 A GDCA 0 W
F CA i1 I " ARL"A

GDCA releases automatically the latest certificates and CRLs via its official website when the certificates
are issued or revoked.

The subscriber certificates issued by the subordinate CAs of ROOTCA (SM2), the CRLs are issued every
8 hours and are valid for no more than 24 hours.

For the subscriber certificates issued by the subordinate CAs of GDCA GM SM2 ROOQT, the CRLs are
issued every 24 hours and are valid for no more than 48 hours.

H itp 0 - GDCA A% _ ~ 0 1 a

- f A

GDCA can individually choose the time and frequency of releasing other information of repository. The
release is efficient, timely and consistent with the requirements of the laws.

24. H L Access Controls on Repositories

GDCAH T H E 0 7Ky, - "H 7
bi K v LA

GDCA n a n a n L G+

H va- ak ab b A

The information in GDCA repository is publicly available. Anybody can read the relevant information, and
there are no restrictions on the read-only access of such information.

With network security, secure system design and security policy, GDCA ensures that only authorized
employees can add, delete, modify and publish the repositories.
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3. M b # Identification and Authentication
3.1. Naming
3.1.1. Type of Names
GDCA © . X509 % Neo i he # ° X.500
A

The certificate issued by GDCA format meets X.509 standard and the identifier which is assigned to the
subscriber as the DN meets X.500 standard.

G SSL/TLS F n- v [ [h # T° h W h

o We ¥ h # T n IP A

For SSL/TLS server certificate, all domain names or IP addresses are added as the Subject Alternative
Name and the common name is a primary domain name which must be one of the domain names or IP
addresses from the Subject Alternative Name.

3.1.2. H Need for Names to be Meaningful

n o W 0 ™ Y ih T @, a

The subscr i ber dmeanimgiulmesualtywcentainskthe semantics which could be understood.
The name could be used to confirm the identity of individuals, organizations or equipment in the certificate
subjects.

3.1.3. \ N Anonymity or Pseudonymity of Subscribers

b g Y an - WT3b g Y an A

Subscribers cannot use anonymous or pseudonyms to apply for certification. Also, anonymous or
pseudonyms cannot be used in certificates.

3.1.4. b t Rules for Interpreting Various Name Forms

w X500 # t A

The interpretation should conform to naming rules of X.500 DN.
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3.1.5. W  Uniqueness of Names
GDCA G 0 @ W" i hr # ~ GDCAHk p W A
¥ TY® noa A

DN of certificate must be unique for different subscribers in GDCA trust domain. When DN is not unique to
different subscribers, the first applicant of this DN shall govern.

3.1.6. za #6b

Recognition, Authentication, and Role of Trademarks

GDCA © m hy # Tb’ A

Subjectds DN of certificate issued by GDCA does

3.2. A M Initial Identity Validation
3.2.1. Method to Prove Possession of Private Key
" b Y'E i ’ i
T ~ PKCS#10ai b - GDCA i
A

Applicants must prove that he/she holds the corresponding private key to the public key being registered.
You can use the ways of digital signature contained in certificate request messages (PKCS#10) or other
equivalent method to identify the secret keys, or some ways required by GDCA to prove that you holds the
relevant keys.

3.2.2. @ M # Authentication of Individual Identity

-

@. M % np

Authentication of individual identity includes the following:

1) M A W
0 a a M D~ M 3 3 (I §
~ GDCA ) K v N il * GDCA™ Yy
0 M ) 273 - M A
2) a a o b @ M H N i
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1) Ensure the identity of the subscriber. This mustbe validated by obtaining at least one currently valid
government-issued photo ID (e.g. ID card, passport, military ID, or equivalent document type), GDCA
inspects the copy for any indication of alteration or falsification. GDCA cross-checks with an
authoritative third-party database that issues the valid identification document.

2) GDCA confimrs the application information identity information through a voice communication, video,
and e-mail communication etc. with the applicant, to verify the authenticity of the application.

3) In case the subject of the certificate contains an address, GDCA may verify the address of the
applicant using a utility bill, bank statement, credit card statement etc., or directly rely on the address
on the identification document issued by the government.

4) When the application information contains some information of an organization, it is necessary to
confirm the existence of the organization and whether the applicant belongs to the organization.
GDCA could require the applicant to submit the certificate of incumbency, or validating by a third-party
third-party database, making phone calls, or sending e-mails to the organization etc.

5) In case the subject of the certificate contains a domain name, an equipment name, or an e-mail
address, GDCA verifies the ownership or control right of such domain, equipment, or e-mail address.

" * GDCA Y [ 22 0 H Q. M
GDCA L 2 [ H ~ 7 a2 } L
H A
| f necessary, GDCA can also verify the suthfsomnheber sé i

third-party. If GDCA cannot get all the required information from a third-party, it may delegate the third-party
to conduct an investigation or require certificate subscribers to provide additional information and evidence
materials.

“ * GDCA "y i # A
If necessary, GDCA may also establish other required identification methods and information.

y+G - b ’ K A

The applicant is obliged to ensure the authenticity of the application materials and bear the corresponding
legal responsibility.
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3.2.3. M # Authentication of Organization Identity
K v ) aoH3 YR ™ ¥y H i a n N
o H MoE np

Organizations (government agencies, enterprises and institutions, etc.), which apply for organization
certificates, equipment certificates, and other types of certificates, shall be authenticated strictly, including
the following:

- ~

1. a, r A y 0

1. GDCA must authenticate that the organization is valid and legal. Authentication attestation such as
valid government issued documents, including but not limited to business license or organization
code certificate, or valid documents from authoritative third-party database.

2. i | H b b e i wH Q
P YH Y W %oA
2. GDCA verifies to a reasonable level of assurance that key information in certificate application
matches valid documentorthird-par ty database. But final confirmatio
govern.
3. a HPa ) b 30
H v [ yii H A

3. GDCA shall verify the organization information through telephone, postal mail, required attestation or
other similar methods.

~

4, Hp ’ 0 p A

4.  Subscribers can submit valid government issued document through methods such as face-to-face
submission or postal mail.

5. W, [ " Ty W,
W iR pl W M B /AP ip A

5. GDCA authenticates the representativeds authority t
document from applicant and valid original and copy of personal ID.

- “ GDCA " Y i # A
If necessary, GDCA can also set other required identification methods and information.
3.2.4. M # Authentication of Equipment Identity

M 2y i b b ~ GDCA M -
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Authentication on equipment identity varies by different according to different owners. GDCA must
authenticate the identity of subscriber, including the following:

M E b b M E N Y a. -
M # CP 322 «, n # ’ Yy - CP 3.23
W # A

Authentication of Individual equipment Identity will be different according to the different owner of the
equipment. If Subscriber are individuals, GDCA performs the verification of identity according to the CP
section 3.2.2 individual certificate identification process; Subscriber are institutions, GDCA performs the
verification of identity in accordance with the CP section 3.2.3 organization certificate identification
process.

bu h p n - z
Y L >} a i Y
E A
When the device name is applying for a certificate as the certificate subject content, GDCA also need to
verify whether the applicants have the right to do so. Confirmation can be done as follows: Applicants shall

provide the certificate of ownership or the written commitment of the ownership or use-right from the
institution with company chop.

~ 3 o

Y ~ GDCA Y L 22 o H @ . M
GDCA ¢ 12 [ H ~ 7 i L
H A
I f necessary, GDCA can also verify the applicantsdo i

third-party. If GDCA cannot get all the required information from a third-party, it may delegate a third-party
to conduct an investigation or require certificate applicants to provide additional information and evidence
material.

~

il * GDCA Y i # A

GDCA can also set other required identification methods and information.

3.2.5. SSL F M # Authentication of SSL Server Identity

0 i b b Z b SSL i Z

N

& GDCA SM2 3F 1 T A

GDCA must perform different authentication methods depending upon the types of SSL certificate applied
by the subscribers, details of the validation methods must be disclosed in the <GDCA SM2 Certification
Practice Statement>.
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3.2.6. 0 M # Authentication of CodeSigning Identity
0 M # i 9 b b M # v Y
N CP 3.23 n # ’ vyae, CP 322 «a
- A
EV h 0 Tiowm # & GDCA SM2 3

Different authentication of subscriberséidentity for a CodeSigning certificate is performed based on
different subscribers. For organization subscriber, GDCA performs certificate validation process in
accordance with the Type OV organization authentication in CP section 3.2.3; for individual subscriber,
GDCA performs certificate validation process in accordance with the Type IV individual authentication in
CP section 3.2.2.

0 b @. i 9 i a A%

D~ b (L G p a 0 a pa D
A

Subscriber must make a statement and prove for the use of the CodeSigning certificate. Subscriber must

promise not to sign malicious software, virus codes, infringement software and hacker software using the
CodeSigning certificate.

3.2.7. i M # Authentication of Document Signing

Certificates ldentity

0 i b b # '
G IV i “ GDCA CP 3.22 @, M # A
¢ OV 7 “ GDCA CP 3.23 M A

GDCA performs different validation based on the types of document signing certificates issued:

For IV document signing certificates, GDCA validates the identities of individuals in accordance with
section 3.2.2 of this CP.

For OV document signing certificates, GDCA validates the identities of organizations in accordance
with section 3.2.3 of this CP.

3.2.8. E-maill 1 ™ # Authentication of E-mail Certificates ldentity
0 D il b b # ‘
G E-mail # ~ GDCA E-mail 0 v [ a
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v E-mail L A
G IV E-mail #n “ GDCA E-mail i N
CP 3.22 @, M # A
G OVEmail # “ GDCA E-mail @ “
CP 3.23 M #

GDCA performs different validation based on the types of document e-mail certificates issued:

For the Primary E-mail certificates, GDCA validates the ownership or control of an e-mail address by
sending a Random Value via email and then receiving a confirming response utilizing the Random Value.

For IV E-mail certificates, GDCA validates the identities of individuals according to section 3.2.2 of this
CP in addition to completing the validation procedures for the Primary E-malil certificates.

For OV E-mail certificates, GDCA validates the identities of organizations according to section 3.2.3
of this CP in addition to completing the validation procedures for the Primary E-mail certificates.

3.2.9. n ™ # Authentication of Timestamp Identity

W™ # CP 323 A

GDCA validate the timestamp identity according to section 3.2.3 of this CP.

3.2.10. # Domain name recognition andvalidation
G v r Y E* " FE * GDCA
Y # T o
1 Y F a2 T [ D"
D 0 v’ [ a v } I
L A # Baseline Requirmestv1.7.0 3.2.2.42 A
2. .0 D" W v p 0 | adminl”

| administratof’ | webmastdf | hostmastdf | postmastatb uw | «: T @ Y

Y ” [ a v - i L A
# Baseline Requirments v1.7.0 3.2.2.4.4 A
3. ° FQDN ~ URl W - 5t H
T Y FQDN L A # Baseline
Requirmerg v1.7.0 3.2.246 A G 2020 6 3 a GDCA
b'Pa o
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FQDN L A # Baseline Requirments v1.7.0

3.2.2.4.18 A

For the purpose of domain name validation, entities to be validated may also be the applicant's parent
company, subsidiary company, or affiliate. GDCA may use one of the following ways for the validation of
domain names:

1.

Obtain the e-mail address of the domain name owner listed by the domain name registrar or other
authoritative third party database, and contact the owner by sending a Random Value via email, and
then receiving a confirming response utilizing the Random Value to confirm its ownership and control
of the domain name; This way of validation conforms to section 3.2.2.4.2 of the Baseline
Requirements v1.7.0.

Sending an constructed email to domain contact to confirm the ownership and control of the domain
name, by sending an email including a Random Value to one or more addresses created by using
‘admin’, 'administrator’, 'webmaster','hostmaster’, or 'postmaster' as the local part, followed by the
at-sign ("@"), followed by an authorized Domain Name, and receiving a confirming response utilizing
the Random Value. This way of validation conforms to section 3.2.2.4.4 of the Baseline Requirements
v1.7.0.

By making a change to the agreed-upon information found on an online Web page identified by a

uniform resource identi f i er containing the FQDN, to confirm the
FQDN. This way of validation conforms to section 3.2.2.4.6 of the Baseline Requirements v1.7.0.

[This method is no longer used because it is deprecated as of 3 June 2020].

By confirming the presence of a Random Value or Request Token in a DNS CNAME, TXT, or CAA

record to confirm the applicantds practical control

section 3.2.2.4.7 of the Baseline Requirements v1.7.0.

Confirming the applicant's control over the FQDN by verifying that the Request Token or Random
Value is contained in the contents of a file (such as a Request Token, Random Number that does not
appear in the request used to retrieve the file and receipt of a successful HTTP 2xx status code
response from the request). This way of validation conforms to section 3.2.2.4.18 of the Baseline
Requirements v1.7.0.

G ~ GDCA u N

o)
@
<l
e
“w

>

a v i Y

GDCA T

Q
y
<

39



Il semrnnnpencs

oo GDCBM2 i " V6LO T

* GDCA 01 Ty v
L vt b A
As for the validation of a wildcard domain name, GDCA verifies the domain name in the right position of the
wildcard to ensure the domain name in the right position of (*) is obtained through registration, and
explicitly owned or controlled by a business entity, a social organization, or a government authority etc.

GDCA rejects any certificate request with a domain name in the right position of the wildcard (*) being a
gTLD, public suffix, or a registry i controlled domain name, unless the applicant proves its rightful control
of the entire domain namespace.

If necessary, GDCA may also perform the independent investigation to confirm the ownership of the
domain name. The subscriber shall not refuse the requirements when corresponding assistance is needed
from GDCA.

3.2.11. 3 Verification of DBA/Tradename
nh T DBA 3 * GDCA™ Y 1 T VR
a DBA 3 '
1 V _— 3 ) b
2 ~ ]
3. b DBA 3 ’
4 o) Pp’
5 3 1" 1> H ' 0 1~ i1 GDCA wu~
A

If the subject identity information is to include a DBA or tradename, GDCA verifies that the applicants have
right to use the DBA/tradename using at least one of the following:

1. Documentation provided by, or communication with, a government agency in the jurisdiction of the

applicantés | egal creation, existence, or recognitio
2. Avreliable data source;

3. Communication with a government agency responsible for the management of such DBAs or
tradenames;

4.  An attestation letter accompanied by documentary support; or

5. Autility bill, bank statement, credit card statement, government-issued tax document, or other form of
identification that GDCA determines to be reliable.
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3.2.12. b # Verification of Country
nh T " GDCA a3 DNS
IP IP i G IP b
WA
In case the fAcountryNameo field is present in the sub

subject though checking the IP address of the applicant or the IP address on the DNS record from an
authoritative third party database, to ensure the IP address of the applicant is consistent with a country
where the applicant is actually located.

3.213. IP # Authentication of an IP Address
GDCA YW L p
1. ’ IP URT W - 3t H T
Y IP L A # Baseline Requirments v1.6.6
32251 A
GDCABL”™ u IP O EVSSL it A

GDCA adopts the following way for the authentication, to confirm the applicant owns or practically controls
the IP address:

1. By making a change to the agreed-upon information found on an online Web page identified by a
uni form resource identifier containing the | P addre
the IP address. This way of validation conforms to section 3.2.2.5.1 of the Baseline Requirements
v1.6.6.

GDCA must not issue EV SSL certificate for an IP address.

3.2.14. %0 Data Source Accuracy
K v bu  w a H [ GDCA Tw T % T

i NG T T ywm
1. L H ’
2. H ’
3. L Tl ’
4. En [ ’
5. N A

6 GOCA 0 SSL i~ ¢ Twu w T pb

41



[] ﬁﬁﬂﬂﬁﬂ_ﬁl‘if’\ﬁ EIEIBIEIL

oo GDCBM2 i " VLO
m 0 |F825 “ 1 GDCA g i A 6 GDCA © SSL ™
Ty ouw T D b CP i Tl

GDCA 3 i oA

Prior to using any data source as a reliable data source, GDCA evaluates the source for its reliability,
accuracy, and resistance to alteration or falsification, and considers the following during its evaluation:

1. The age of the information provided,

2. The frequency of updates to the information source,
3. The data provider and purpose of the data collection,
4. The public accessibility of the data availability, and
5. The relative difficulty in falsifying or altering the data.

GDCA may use the documents and data to verify certificate information, provided that it obtained the data
or document no more than thirteen months prior to issuing the certificate.

For the SSL certificates, GDCA may use the documents and data to verify certificate information, provided
that it obtained the data or document no more than 825 days prior to issuing the certificate. For non-SSL
certificates, GDCA may use the documents and data to verify certificate information, provided that it
obtained the data or document within the maximum validity as stipulated in this CPS prior to issuing the
certificate.

3.2.15. H  Non-Verified Subscriber Information

nmT H i H b Q° nA

The information contained in the certificate must be validated, the information that is not validated shall not
be written into the certificate.

3.2.16. Validation of Authority
W, W i3k ~ GDCA 7
1 22 M F a h 0 ) '
2 P a a Hea - K v
G Yiin W A
GDCA "H Q. i A Y i Y
i @, t GDCAb i LY Kv A [
i * GDCA L i1 A

The following verification will be conducted while the representative of organization subscriber applying for
certificate:
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1. Confirming the organization from third-party identity verification service or database,
documents issued by government.

2. Using telephone, postal letter with return receipt, employment proof document or any
equivalent way to confirm that the person belongs to above organization and his/her behavior is
authorized by these organization.

GDCA should allow an applicant to specify individuals to request certificates. If an applicant specifies, in
writing, the individuals who may request a certificate, then GDCA shall not accept any certificate requests
that are outside this specification. GDCA should provide an applicant with a list of its authorized certificate
requesters upontheap p | i c aified @rigstenveguest.

3.2.17. & b %ot Criteria for Interoperation

Gi T + " Yb GDCA e b p +
CPS . GDCACP ~ b GDCA 1 A

Other certificate authorities can interoperate with GDCA. These CAs must ensure that their CPS are in
compliancewi t h the requirements from GDCA6s CP and sign re

GDCA w p - T GDCA £ H ° wnH O
i A
GDCA accepts the information authenticated by other CAs and issue corresponding certificates based on
the agreement.

“GDCA H 13Y A

If there are provisions of national laws and regulations regarding interoperations of issuing certificate,
GDCA will perform strictly according to relevant legislations.

- ebcA Okv T WA

To date, GDCA has not issued any cross certificates.

3.3. L #

Identification and Authentication for Rekey Requests

CP 47 i |- £y G

ron A

Before rekey operation described in CP section 4.7, GDCA shall authenticate the key to confirm that the
request of rekey is from the original key owner.
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3.3.1. L #

Identification and Authentication for Routine Rekey

G | v " GDCA i + v
S I £ a uw 17 - i " GDCA
i M A 3" y[GDCA Y -
GDCA 'Y L W p A

In general, subscriber can apply for rekey via GDCA certificate service website. The system can get
former certificate information automatically such as DN, serial number, etc. Above operations can
complete the application of rekey; Certificate authentication system of GDCA authenticates identity for
rekey application. Subscriber can also apply for rekey to RA. RA must authenticate valid documents of
subscriber and agent.

L~ a |/ v > v * GDCA b
K A

The renewal of the secret key will cause that the original secret key is unable to decrypt the files or data.
Therefore, the subscriber shall make sure the encrypted documents or data have been decrypted before
they apply for the secret keybs wupdating. GDCA
decryption by the renewal of the secret key.

3.3.2. b #

Identification and Authentication for Rekey After Revocation

7 b A

Re-key/renewal after revocation is not permitted.

3.4. L #

Identification and Authentication for Revocation Request

i Ty 37y GDCAA Y A GDCA Y
CP4.9.1.1 W W i : AGDCA
Y i v i Ty A
h- 7 CP 3.2 M #A ® Ty
¥ * CA RA y* " pbu 2w ~ b'P i
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Revocation requests can be made by subscriber, GDCA or RA. GDCA or RA can revoke certificate based
on the reasons stated in section 4.9.1.1 of this CP without authentication. Revocation requests of GDCA
or RA must be approved by its management or supervision authority. Subscribers who request to revoke
certificates shall follow identity procedures described in CP section 3.2. If the revocation requests are
from judicial authority by law, CA or RA will use revocation request documents of judicial authority as
authentication evidence and will not use any other methods for authentication.

4. N b

Certificate Life Cycle Operational Requirements

4.1. i Certificate Application
4.1.1. i r  Who Can Submt a Certificate Application
ii O | ( "aH3ziPaA w
r r )A

Entities of certificate applicants may be individuals and organizations with independent legal entities
(such as administrative organizations, institutions, social organizations, people's organizations and other
organizations).

4.1.2. Y b K Enrollment Process and Responsibilities

1. Y
1. Registration Process
i 0 [ RA RA v i Y i0 CAA
Applicant sends certificate request to RA. RA verifies and signs the request, then sends the results to CA.
CA [ v RA © 0 nA e Y T 0
G
CA validates the RA signature after receiving the request and issues the end-user subscriber certificate.

In the whole registration process, it is necessary to take enough measures to ensure that:

RA H #

5

RA must verify the information of application and the identity of applicant.
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5

RA ensures the security, confidentiality and integrity of information transmission in the process of
sending certificate request to CA.

2. K

Responsibilities

GDCAT Y K i a p’

5

GDCA and Registration Authority have the responsibility to inform the subscribers about the usage
condition of digital certificate and electronic signature.

GDCAT Y K + %o

5

GDCA and Registration Authority have the responsibility to inform the subscriber on service charging
items and standards.

. GDCAV Y K G a H K’

GDCA and Registration Authority have the responsibility to inform the subscribers on the rights and
responsibilities of preserving and using subscriber information.

GDCAT Y K GDCA K '

5

GDCA and Registration Authority have the responsibility to inform the subscribers on the
responsibility scope of GDCA.

GDCAT 'Y K K '

5

GDCA and Registration Authority have the responsibility to inform the subscribers on the
responsibility scope of subscriber.

. HIG) 2 1 acCPi CPS b H - #2 1T 6 i
a #zaykh G p

The applicants should learn about the agreed-upon matters stipulated in the subscriber agreement,
the CP and CPS etc. in advance, particularly those in relation to certificate usage, rights, obligations
and warranties.

im T % H K’

B

The subscriber has the responsibility to provide accurate application information and data to GDCA.
Y L i H b ™ Y b~

K A

RAs shall ensure the consistency between certificate application information and identification which
subscribers provided and bear corresponding responsibilities of review.
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4.2. i Certificate Application Processing
4.2.1. #b # Performing Identification and Authentication Functions
GDCAa Y [ i ” CP 32 v
M £2b #A

After GDCA and its registration agencies mwidlpegforme t he
identity recognition and verification of identification over the subscriber according to the requirements of
CP section 3.2.

O # | GDCA CP3214 L H A

Prior to issuing a certificate, GDCA confirms whether or not to re-use the validated information according
to the requirements stipulated in section 3.2.14 of this CP.

4.2.2. i %0 Approval or Rejection of Certificate Applications

GDCAa Y 5T %o A t

a o i A

GDCA and RA should approve or reject applications based on authentication. If GDCA and RA reject an
application, they should inform the applicants with appropriate ways and within reasonable time period.

4221 # %o Approval of Certificate Applications

M P RATY % W

1. n CP 32 "6 M =
2. i i \ o ’
3. 0 3 A

RA will approve the certificate requests, if the following conditions are met:

1. The application shall completely meet the requirements from CP section 3.2 regarding the
subscriber's identification information and authentication.

2. Applicant accepts or has no opposition regarding the content or requirements of the subscriber's
agreement.

3. Applicant has paid already in accordance with the provisions.
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4222. #K Rejection of Certificate Applications

0 Nt " RA i '

RA shall refuse the certificate application in case of the following situations:

1. b CP 32 "6 M # ’

1. The application does not meet the specifications of
CP section 3.2.
2. b L M ’

2 The applicant candét provide the required identity d
3. i b1 \ TP ’

3. The applicant opposes or cannot accept the relevant content or requirements of the subscriber's
agreement.

4. b 0 ’

4. The applicant has theagpropiateafebs.or candt pay
5. i ICANN" The Internet Corporation for Assigned Names and Nurfibers

T gTLD -

5. The requested certificates contain a new gTLD under consideration by ICANN (The Internet
Corporation for Assigned Names and Numbers).

6. GDCA Y W %o v  GDCA Ju a A

6. GDCA or RA considers that the approval of the application will bring about controversies, legal
disputes or losses to the GDCA.

@ v GDCA 4 %o i * GDCA
* GDCA i a A i a n HF
720 i1 E" +E T H °~ GDCAH | ¢
[ i i i Ll
y T 0 W I H A 61 TF* .~ GDCA
i A
G i " GDCA i A

If the application is prohibited explicitly by laws and regulations, or GDCA considers that there are highly
risks to approve the application, GDCA shall reject it. GDCA establishes and maintains a list of high risk
certificate applicants according to the list provided by anti-phishing alliance, antivirus vendor or related
alliance, government agencies which are responsible for network security affairs and other third parties,
or the disclosure of information through public media reports, or previously rejected certificate requests by
GDCA due to suspected phishing or other fraudulent usage or concerns. GDCA will query information
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from the list during accepting certificate application. If the applicants appear in this list, GDCA will reject
their application directly.

For the rejected certificate application request, GDCA will notify the applicant about the failure of
application.

4.2.3. i Time to Process Certificate Applications

GDCA 3F 1" CPS i A GDCA Y
CPS o i - %o A a 2e b A
GDCA CPS should specify the processing period of certificate application. No matter approving or

rejecting, GDCA and RA should process certificate application within the period specified by CPS. The
period is 2 working days in general.

4.2.4. ~ CAA"™ Certification Authority Authorization (CAA)
6 GDCA 0 SSL/TLS iW"GDCA 0 #h # T @ dNSName
A CAA v [ A
GDCA RFC6844 D 5065k ~ I issuéd issuewild-T I iodefl
' [ issueal issuewild: Tb~ I gdca.comchi 1 GDCAb 0
i’ CAA TF I iodef: “ t GDCAb _ wi 0
i A
GDCA Y 1 CAA "bu” 0 W p' I GDCA
T CAA L W CAA ' 3J M b
ICNNA DNSSEC A

For the SSL/TLS certificates issued by GDCA, GDCA will check the CAA records and follow the
processing instructions found for each dNSName in the subjectAltName extension of the certificate to be
issued.

GDCAshallpr ocess "issue", "issuewil d", and fas amended by
Errata 5065: GDCA shall not issue corresponding certificates if the "issue”, "issuewild"property tags do
not containfigdca. com. cno. | i;1 preseatdnethe tICALerecqrds,0GDEA ghall

determine whether or not to issue certificates after communicating with the applicant.

GDCA shall treat a record lookup failure as permission to issue certificates if: 1) the failure is outside the
GDCA's infrastructure; 2) the lookup has been retried at least once; and 3) the domain's zone does not
have a DNSSEC validation chain to the ICANN root.
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43. # 0 Certificate Issuance
4.3.1. m 0T RA CA 4 CAActions During Certificate Issuance
CA 0 GDCA " H, 0 D" a CA i
b A

A trusted person authorized by GDCA should deliberately issue a direct command with respect to
certificate issuance by the root CA, in order for the root CA to perform a certificate signing operation.

i 0 T RA i v b RA 0
i 0 CA @it © ARAD CA it © H RA ™M #b
H G Y G 0 CA i ¥ A
I'n the process of i ssuing certificate, t hokcerificales ad mi n

application, and sending certificate issuance request to the certificate issuance system of CA via the RA
system. Issuance request which RA sends to CA must include identification with the measures of
information security. RA must ensure that the request is sent to the correct CA certificate issuance
system.

CA @ 0 RA @ 0  ° RA H b
G m 0O 7 i 0 0 i A

After obtaining the RA certificate issuance request, CA certificate issuance system authenticates and
decrypts the requests. For the valid certificate issuing request, certificate issues system issues the
subscriber certificate.

4.3.2. CA RA i 0

Notifications to Subscriber by the CA of Issuance of Certificate

GDCA n 0 0o n - RA 7 0~
L7y 7 v A Y - i b
v i A

After GDCA certificate issuance system issues certificates, subscribers will be informed by GDCA or RA
that the certificate is issued and how to obtain certificates. Subscriber can get the certificate via face-face,
online download, or other methods specified by subscriber.
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4.4.1. i W Conduct Consituting Certificate Acceptance

1. F GDCA i + i T 419 i
v WA

2.GDCA 'Y "H "9 |7; i i pi T 1 GDCA

W~ 0 Y49 P2 A
3. (Y i N Fi i nT p A

1. Subscribers access to specialized GDCA certificate service website and download the certificate.
When the certificate is completely downloaded, it represents that the subscriber have received a
certificate.

2. GDCAO6s RA downloads <certificate on behalf of
certificate from RA through e-mail represents that the subscriber has received the certificate.

3. Subscribers have received the way of obtaining the certificates, and no objection of the certificates or
their contents.

442. CA W O Publication of the Certificate by the CA

i # ~ GDCA b [ GDCA F A

After a subscriber receives a certificate, GDCA publishes the subscriber certificate to directory service
system.

-

4.4.3. CA Tr ¢+ 0 0

Notification of Certificate Issuance by the CA to Other Entities

7 * GDCAT Y b [ A 0 A

GDCA and RA do not need to notify the certificate issuance to other entities except for subscribers.

4.5. i a Key Pair and Certificate Usage
45.1. M @&  Subscriber Private Key and Certificate Usage
v 0 i .GDCA 7 W L GDCAa
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After the subscribers have submitted certificate application and received certificates issued by GDCA,
they are deemed to have agreed to comply with the terms of GDCA, relying party related rights and
obligations. The subscriber who receives the certificate shall take appropriate measures to properly keep
the corresponding private key to the certificate from unauthorized use. Subscribers can only use the
private key and certificate in the CP specified range, and under applicable laws and the subscriber
agreement.

For the signature certificate, the private key can be used for the signature of a message. The subscriber
should know about and confirm the signature content. For the encryption certificate, the private key can
be used to decrypt the information which uses the corresponding public key to encrypt. After the

certificate expires or is revoked, the subscriber must
For the SSL/TLS certificates, the subscribers should undertake an obligation and warranty to install the
certificates only on servers that are accessible at the subjectAltName(s) listed in the certificates.
4.5.2. W E i a Relying Party Public Key and Certificate Usage
i [ v H ~ yr  YQ b
When the relying party has received the message with digital signature, the party has the obligation to
carry out the following operations to confirm:
1. N
1. Obtain digital signatureds corresponding certificat
2. i GDCA {°

2 Confirm that the signatur eds trostedbhythesrplgngpaityn g cer t i f i c

3. CRL OCSP i '

3. Confirm whether the signature corresponding certificate has been revoked by querying the CRL or
OCSP.

4, i G '

4. Certificate usage is suitable for the corresponding signature.
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5. Usecertificate 6s public key to verify the signature.
6. i

6. Check the validity of the certificates
YirKv Wae Ty K H A
If the above conditions are not met, relying party has the responsibility to refuse to sign information.
W 0 v H i A i v i

a m: E H v Aw v @ v H W 0 [

>

When the relying party needs to send an encrypted message to the receiving party, the party must first
obtain the encryption certificate of receiving party through proper channels, and then encrypt the
information using public key of the certificate. The relying party should send the encryption certificate and
encrypted information to receiving party.

4.6. i Certificate Renewal

i b T AT E iTrkvH 7 " O
i A
Certificate renewal is the issuance of a new certificate to the subscriber without changing the public key or
any other information in the certificate.

4.6.1. i Circumstances for Certificate Renewal
¢ GDCA i n [ | i A GDCA CP
324 1 s H A
i - i A
G SSL/TLS i~ GDCA 1 b i A i
* GDCA ’ Y i W Ty Tt
A

For the subscriber certificates issued by GDCA, the subscribers need to submit the certificate update
request before the expiry of the certificate. GDCA confirms whether or not to re-use the validated
information according to the requirements stipulated in section 3.2.14 of this CP.

If the certificate had expired, the subscriber must apply for a new certificate.

For SSL/TLS certificate, GDCA accepts the subscriber to apply for certificate renewal without updating
the key. When a subscriber requests to renew a certificate, GDCA will check whether a key submitted is a
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weak key, and will require the subscriber to renew the key pair if the submitted key is proved to be weak.

4.6.2. i r Who May Request Renewal

7 FYo0n A

The entity who requests certificate update is the subscriber.

4.6.3. i Processing Certificate Renewal Requests
¢ i T ’ a #za 0 #nA #
GY s @ '

For certificate renewal, its process includes application and verification, identification, and issuance of the
certificate. The verification and authentication of application shall be based on the following:

1. I f GDCA 0’

1. The original certificate of subscriber is exist and issued by GDCA

2 i o

2. Validate the certificate update request is in validity period.

3. 64 YH Mo #A
3. Identity verification based on the original registration information.
it # GDCA =~ % 0 #A
GDCA can issue certificate only if all the verification and identification above are passed.

37 y W A 7 7 v ’ 7

~

M AGDCA kv ' I A i # bu i

# A

When the certificate is updated, subscribers can use the original private key to sign the update request,
and GDCA will verify and identifythev al i di t vy, |l egality and uniqueness of
key, user information of the update request.

4.6.4. i 0

Notification of New Certificate Issuance to Subscriber

CP 432 A

See CP section 4.3.2
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4.6.5. i i Y

Conduct Constituting Acceptance of a Renewal Certificate

CP 441 A

See CP section 4.4.1

4.6.6. CA 7 )

Publication of the Renewal Certificate by the CA

CP 442 A

See CP section 4.4.2

4.6.7. CA irT 0 0

Notification of Certificate Issuance by the CA to Other Entities

CP 443 A

See CP section 4.4.3

4.7. i Certificate Rekey

i iTab W w E 0OWea i A
Certificate Rekey refers to generating a new key and requesting to issue a new certificate for the new

public key by the subscriber or other participants.

4.7.1. i Circumstances for Certificate Rekey

GDCA i “ Pb ey

GDCA certificate Re-key including but not limited to the following circumstances:

1. i n’

1. Revocation certificate due to private key leakage.
2. W[

2. The certificate expires.

3. G a nt ~ GDCA i A
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3. GDCA- requires certificate key update based on the security reasons of technology and policy.

4.7.2. 7] r

Who May Request Certification of a New Public Key

n rYuon A

The entity who requests re-key is the certificate subscriber.

4.7.3. i Processing Certificate Rekeying Requests

CP 463 A

See CP section 4.6.3.

4.7 4. i 0

Notification of New Certificate Issuance to Subscriber

CP 432 A

See CP section 4.3.2.

4.7.5. i i Y

Conduct Constituting Acceptance of a Rekeyed Certificate

CP 441 A

See CP section 4.4.1.

4.7.6. CA mn 0

Publication of the Rekeyed Certificate by the CA

CP 442 A

See CP section 4.4.2.

i 24 pL A

Re-Keyed Certificate must be published within 24 hours.
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4.7.7. CA ir ¢+ 0 0

Notification of Certificate Issuanceby the CA to Other Entities

CP 443 A

See CP section 4.4.3.

4.8. it Certificate Modification

4.8.1. it Circumstances for Certificate Modification

L YH 0O T GDCA ¥ i A

If the registered information which subscriber provide is changed, the subscriber has the obligation to
report certificate modification to the GDCA.

np  H [ £yt T b 7R
7 n- P n A

If information contained in the certificate changes that may affect the rights and obligations of subscribers.
The subscriber cannot apply for the certificate change, and he/she can only revoke the certificate then
apply for a new certificate again.

7R 7 a » W A

Both of the procedure and conditions of the certificate application and modification is the same.

4.8.2. it r Who May Request Certificate Modification

ni rY M A
The entity who requests the certificate modification is the subscriber of the certificate.
4.8.3. i f Processing Certificate Modification Requests

7R A 7 Y - CP3.A

The certificate modification is processed following the registration procedures where the first application
for a certificate, see CP 3.2.
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4.8.4. i 0

Notification of New Certificate Issuance to Subscriber

CP 432 A

See CP section 4.3.2

4.8.5. i iA "

Conduct Constituting Acceptanceof Modified Certificate

CP 441 A

See CP section 4.4.1

486. CA f{ i O  Publication of the Modified Certificate by the CA

CP 442 A

See CP section 4.4.2
4.8.7. CA [ 0

Notification of Certificate Issuance by the CA to Other Entities

CP 443 A

See CP section 4.4.3

4.9. i Certificate Revocation and Suspension
4.9.1. i Circumstances for Revocation
49.1.1. i A Reasons for Revoking a Subscriber Certificate
F oYyyn T W * GDCA 24 HP i
1 Y n’
2 GDCA A 7 [ fb [ Y’
3. GbCA = ~ L WE [~
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2. GDCA = i | ’
3. GDCA [ \ A CPCPST W K’
4. GDCA VK v FQDN IP a bP AR R @
v Y. a z” Y. b S B S
N Y. w -
5. GDCA i G #1 :
6. GDCA nT H ¥ T
7. GDCA i 0 . GDCA CP CPS
8. GDCA wKy ¥ T H w H
9. GDCAL H 3 F - - i CRL/OCSP
Ho
10. CPST ib" oz ’ ’ H ’ 3
i i W' @ L T
11. GDCA Y yF * _ o
12. CA F 3 a - " E
v™ D Debian ' http://wiki.debian.org/SSLkeys N
A

GDCA shall revoke a certificate within 24 hours if one or more of the following occurs:
1. The subscriber requests in writing that GDCA revoke the certificate;

2. The subscriber notifies GDCA that the original certificate request was not authorized and does not
retroactively grant authorization;

3. GDCA obtains evidence that the subscriber's private key corresponding to the public key in the
certificate suffered a key compromise; or

4. GDCA obtains evidence that the validation of domain authorization or control for any Fully-Qualified
Domain Name or IP address in the certificate should not be relied upon.

GDCA should revoke a certificate within 24 hours and must revoke a certificate within 5 days if one or
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more of the following occurs:
1. The certificate no longer complies with the CP section 6.1.5 and 6.1.6;
2. GDCA obtains evidence that the certificate was misused,;

3. GDCAis made aware that a subscriber has violated one or more of its material obligations under the
subscriber agreement and CP/CPS;

4. GDCA is made aware of any circumstance indicating that use of a fully-qualified domain name or IP
address in the certificate is no longer legally permitted (e.g. a court or arbitrator has revoked a
domainnameregi strant 6 s domgrhnamef aorelevasitdicerisihgeor services agreement
between the domain name registrant and the applicant has terminated, or the domain name

registrant has failed to renew the domain name);

5. GDCA is made aware that a wildcard certificate has been used to authenticate a fraudulently
misleading subordinate fully-qualified domain name;

6. GDCA s made aware of a material change in the information contained in the certificate;
7. GDCAIis made aware that the certificatewas not i ssued in accordance with

8. GDCA determines or is made aware that any of the information appearing in the certificate is
inaccurate;

9. GDCAOGs r i g kertificates urider this EP expires or is revoked or terminated, unless it has
made arrangements to continue maintaining the CRL/OCSP repository;

10. The fulfillment of the obligations in the CPS is delayed or encounters force majeure, such as natural
disasters, computer or communications failures, changes of laws and regulations, government
actions or other causes beyond the reasonable control, causing threats to the information of others;
or

11. Subscribers fail to pay the service fees after GDCA performed the obligations of notifying the
subscribers to pay;

12. GDCA is made aware of a demonstrated or proven method that exposes the subscriber's private key
to compromise, methods have been developed that can easily calculate it based on the public key
(such as a Debian weak key, see http://wiki.debian.org/SSLkeys), or if there is clear evidence that
the specific method used to generate the private key was flawed.

0 N1 © 6 GDCA i F Ta i~ » CAaRAAT i
Fhe o F T a - oa 7Y [
1. CAb RAAT \ 0 (.
2. i 0 n 0 n ’
3. ¥o6 A

If the following circumstances occur, for the certificates using in GDCA certificate service system, such as
certificate using in CA, RA, LRA or other services entities (including equipment using certificate in service
system), GDCA can revoke the certificate:
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1. Agreement between GDCA and RA, LRA has changed or stopped.
2. The private key of the certificate has security damage or is suspected with security damage.
3. The need of management.
i 0 i n o il ‘ CA A ¢
SSL/TLS F+ n- ¥ YUK W 3 © 3 i b
1. CA b o, 0 ab Y ’
2. CA W @ i W @ '
3. CA G A i f i1 CA ¢ i b’
4., CA 0 Z N CA b¥* i CRL/OCSP
5 i o e” ptL W b i A
If certificate subscribers discover or suspect the security of private key of the certificate has been
damaged, they shall immediately notify GDCA to revoke the certificate. For the SSL/TLS server certificate,

if the following one or several cases have occurred, GDCA also need to carry out the certificate
revocation:

1. Domain name that CA knows is no longer valid, such as the domain name has been judged by the
court, domain name registration agency contract termination, etc.

2. GDCA knew a wildcard certificate was used for a fraudulent misrepresentation sub domain name.

3. GDCA terminates the operation for some reasons and
supporting operation of revocation certificates.

4. Unless GDCA make special arrangements, GDCA will continue to maintain CRL/OCSP, under the
circumstance of that GDCAO®s r i ghtevokedoriersnimated. cer t i fi c.

5.  Technical content or format of certificate causes unacceptable risk for application software vendor or
relying party.

49127 CA # A Reasons for Revoking a Subordinate CA Certificate
F Ymn 1T W * GDCA 7 HP T CA '

1. GDCA =~ L NE T CA [~ ~ BP , CP
615 i 6.1.6 i '

2. GDCA = i | ’

3. GDCA i 0 .. CPICPS

4, GDCA wky ¥ T CA WT H b% ab i ’

5. GDCA kv 1 A “f ba W CA N\ Y 4 W@ F°

6. GDCACL H 3k v v i CRL/OCSP
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H A
GDCA shall revoke a subordinate CA within 7 days if one or more of the following occurs:

1. GDCA obtains evidence t hvatékey coreespsndimgdorthe public kegintGeAd s pr
certificate suffered a key compromise or no longer complies with Section 6.1.5 and 6.1.6 of this CP;

2. GDCA obtains evidence that the certificate was misused;
3. GDCA s made aware subordinate CAs were not issued in compliance with the GDCA CP or CPS;

4. GDCA determines that any of the information appearing in the subordinate CA certificate is
inaccurate, unreal or misleading;

5. GDCA ceases operations for any reason and has not made arrangements for another CA to provide
revocation support for the certificate;

6. GDCA's qualifications to provide electronic certification services expire or are revoked or terminated,
unless GDCA has made arrangements to continue maintaining the CRL/OCSP Repository.

4.9.2. i r Who Can Request Revocation
YR "y W @ N
1. GDCA Y T oyw CP 491 W @ i’
2. G @ Wi Ty T @ i’
3. G o7 o 0 i’
4, G n" 7 0 0 in’
5. P2 h 1T E z y w i A
6. u 3 L T Y i -
GDCA i A

The following entities can request revocation of subscriber certificate:

1. GDCA or Registration Authority can revoke one subscriber certificate based on the requirements of
this CP section 4.9.1.

2. For individual certificate, certificate subscribers can submit a request to revoke their own individual
certificates.

3. For organization certificate, only representative authorized by this organization has the right to
submit a request to revoke certificate which has been issued to this organization.

4.  For equipment certificate, only representative authorized by this organization who has the equipment
has the right to submit a request to revoke certificate which has been issued to this organization.

5. The court, government departments and other public power department can revoke subscriber
certificate in accordance with the law.
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6. Relying parties, application software suppliers, anti-virus organizations and other third parties may
submit certificate problem reports informing GDCA of reasonable grounds to revoke the certificates.

7 GDCA™ Yy i T CA A

Only GDCA can revoke root certificate or Subordinate CA certificate.

4.9.3. i Procedure for Revocation Request
49.3.1. U The subscriber actively proposed to revocation application.
1 Y N A

2 Y r M ’

3. Y " GDCA  GDCA A

4. GDCA v 7*24 FA

1. Subscriber submits revocation application form and identification material to registration authority and
indicates revocation reason.

2. Registration Authority verifies the identity of entities applying for revocation and the appropriateness
of revocation reasons.

3. RA submits application form of revocation to GDCA and GDCA completes the revocation operation.

4. GDCA offers 24x7 certificate revocation requests service.

4.9.3.2. L U The subscriber is forced to reoke the certificate
1. GDCA Y "HNe HE CP 4911 T ' ~~ 5
i

2. GDCA t 7*24 i :

w3 a o - 4 i * GDCA
= n’

4. GDCA W .- b 3 . i

1 A

1. When GDCA or RA has sufficient reasons to confirm that circumstances described in CP section
49.1.1 have occurred, they can revoke subscriber certificates through determined internal
processes;

2. GDCA maintains a 24x7 certificate problems reporting and processing procedures;

3. GDCA will take actions to investigate the certificate problem reports submitted by relying parties,
judicial institutions, application software providers, anti-virus organizations and other third parties,
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and will decide whether or not to revoke the certificates based on the results of the investigation;

4. After the certificate revocation, GDCA or RA will use appropriate ways, including email, phone, and
fax to notify the final subscriber that the certificate has been revoked and the reason why it is

revoked.
4.9.4. Revocation Request Grace Period
¥ Hup ~ 0 8
p FAI T A i 48 p FA

If key exposure occurs or suspected occurs, revocation request must be submitted in finding leakage or
leakage suspicion within 8 hours after key exposure or suspected exposure is found. Revocation
requirements caused by other reasons must be made within 48 hours.

4.9.5. CA

Time Within Which CA Must Process the Revocation Request

GDCA [ [ H b 24@ A

The cycle of GDCA processes revocation request is no more than 24 hours.

4.9.6. W i

Revocation Checking Requirements for Relying Parties

u W wae @ f GDCA 0 CRL 11 HKk i

A

Relying parties must check the CRL published by GDCA before trusting a certificate to check whether the
certificate is revoked.

49.7. CRLD CRL Issuance Frequency

6 ROOTCA(SMZ i# 0 T CA 0 i~ CRLO w8
CRL b 24 A

6 GDCAGM SM2ROOT i 0 T CA 0 "~ CRLOD "
24 ~ CRL b 48 “ f nextUpdate v b ¥ thisUpdatey
10 y:': A

T CA i  GDCA CRLD W 12@ A T CA i1~ GDCA
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24 H P CRL f nextUpdate v b ¥ thisUpdatey 12a@ Y

"W~ Ya CRL ~ Xa D ) G ~ CRL ‘

GDCA L 0 _ A

The subscriber certificates issued by the subordinate CAs of ROOTCA (SM2), the CRLs are issued every
8 hours and are valid for no more than 24 hours.

For the subscriber certificates issued by the subordinate CAs of GDCA GM SM2 ROOQT, the CRLs are
issued every 24 hours and are valid for no more than 48 hours, and the value of the nextUpdate field is
not more than ten days beyond the value of the thisUpdate field.

For the subordinate CA certificates, GDCA shall update and publish certificate revocation list (CRL) every
12 months. In case the subordinate CA certificates are revoked, GDCA shall update and publish the
certificate revocation list (CRL) within 24 hours after the revocation, and and the value of the nextUpdate
field shall be no more than twelve months beyond the value of the thisUpdate field.

However, CRL can come into effect immediately determined by release strategy made by GDCA in
special emergency circumstances (assuming that the network transmission condition can guarantee).

4.9.8. CRL O Maximum Latency for CRLs

We Wt [ 0 [ CRE: b 24 A

A revoked certificate will be added to CRL within 24 hours.

4.9.9. - Online Revocation/Status Checking Availability
GDCA i Lu L i F AOCSP . RFC6960
“ f OCSP F AOCSP F b i Wae CA
0" OCSP F i ~  Wae RFC6960 Y W id-pkix-ocspnocheck A

GDCA should support OCSP responses for subscribers and the relying parties. The OCSP responses
should conform to RFC 6960, and signed by an OCSP Responder whose Certificate is signed by the CA
that issued the Certificate whose revocation status is being checked. The OCSP signing certificates
should contain an extension of type id-pkix-ocsp-nocheck, as defined by RFC6960.

4.9.10. Online Revocation Checking Requirements
Ty * GDCAb K v 0 A
GDCA . Get PostH OCSP FA
G i~ GDCA OCSPH AOCSP w10 A
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G o OCSHA
T CA i~ GDCA 12 OCSPH A T CA i ~
24 P OCSPH A
G 0 i * GDCAb I good: A
Users may feel free to inquire status online. GDCA must not impose any access limits.
GDCA offers the OCSP service using both the Get and Post methods.

For subscriber certificates, GDCA should update the OCSP information at least every four days.OCSP
responses from this service have a maximum expiration time of ten days. For the revoked certificates,
OCSP status will be updated immediately.

For subordinate CA certificates, GDCA should update the OCSP information at least every twelve months,
and within 24 hours after revoking a subordinate CA certificate.

GDCA must not respond with a "good" status for the request for status of a certificate that has not been
issued.

4.9.11. H T10

Other Forms of Revocation Advertisements Available

2 CRLA OCSP ° GDCA™ y H itTo P b A

GDCA may provide other publication forms of revocation information in addition to CRL and OCSP,
however, such publication forms are not mandatory.

4.9.12. # Special Requirements related to Key Compromise
CP 491 ' Y i T [ n v

4 GDCA F i A CA ~ CA T CA 0
i po. i W A

Except for the case described in CP section 4.9.1, when certificate key of subscriber or RA has security
damages, certificate revocation request should be made to GDCA immediately. If CA key (root CA or
Subordinate CA key) is compromised or may have been compromised, subscriber and relying party shall
be notified by reasonable means timely.

4.9.13. i Circumstances for Suspension

GDCAb " A

GDCA does not support certificate suspension.
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4.9.14. i r Who Can Request Suspension

GDCAb n A

GDCA does not support certificate suspension.

4.9.15. Procedure for Suspension Request

GDCAb " A

GDCA does not support certificate suspension.

4.9.16. L Limits on Suspension Period

GDCAbB " A

GDCA does not support certificate suspension.

4,10. # I Certificate Status Services
4.10.1. b Operational Characteristics
Y CRLA LDAP Fa OCSP i it i F
0 z A
G i~ GDCAb W[ |- ¥ CRLT A GDCA b
- CRLTH i A
GDCAb - OCSPT A

Subscribers can query certificate status through the CRL, LDAP and OCSP. Certificate status services
described above should have reasonable response time and concurrency process capability for query
request.

For the revoked certificates, GDCA shall not remove their revocation records from CRL prior to expiration
of such certificates. GDCA does not remove the revocation records of CodeSigning certificates from the
CRL.

GDCA does not remove the revocation records in the OCSP.

4.10.2. = Service Availability

~ ~

" F G 7X24 TOf b 10 A
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Certificate Status Services must be available in 24 x 7 hours, and the response time must be of ten

seconds or less.

4.103. ° Operational Features

b A

Not applicable.

4.11. End of Subscription

nE N1 W '

The following circumstances of certificates
formally terminated:

1. i [ '
1. The certificate is not renewed after the expiration.

2. [ A

2. The certificate is revoked before the expiration.

4.12. b Key Escrow and Recovery

4.12.1. b b w

Key Escrow and Recovery Policy and Practices

A a

GDCA b K A GDCAb FA

indicate

The key pairs of subscribers shall be generated by the subscribers themselves. Subscribers shall
undertake the responsibilities by themselves for the losses incurred by the loss of signature private key,
and GDCA refuses to take the corresponding responsibilities. GDCA does not provide key escrow and

recovery services for the subscribers' private keys.

4122. w b E vy

Session Key Encapsulation and Recovery Policy and Practices

b A
Not Applicable.
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5. a p L

Facility, Management, andOperational Controls

5.1. L Physical Controls
51.1. B b Site Location and Construction
GDCAT w h  Noy Ma FMa Ma DBMAE " MgeV A
M We AA° v E n ° ITT a N w 2mm
‘ - N v 3mm ' A w CO2G A v N
A - A 0
A y Y A G v A

According to the functions of GDCA central area, it consists of core area, service area, management area,
operation area, public area. The core area is a high-performance electromagnetic shielding room. Its shell
is made of six sides of high quality cold-rolled steel plate. The roof and wall panel is made of cold-rolled
steel plate with thickness of 2 mm. The floor is made of cold-rolled steel sheet with thickness of 3 mm.
Welding process is CO2 protection welding. Glass is thickened and bulletproof with metal mesh added on
it. Shielding door is manual locked. Vent is configured with honeycomb type ventilation duct shielding
room window according to the specifications of the shielding room. Power filter is single phase
high-performance low leakage filter. Safe with confidential information stored must be placed in the core
area.

5.1.2. L Physical Access
F Ve n W a L~ ¢ G F Ve
n A GDCA CPS L A

The activities of accessing to each physical security layer shall be recorded, audited and controlled in
order to ensure that all above activities of certain person have been authorized. GDCA CPS must define
detailed rules for physical access control.

5.1.3. zb Power and Air Conditioning
GDCA na’ zt [ v G b z
L As | F 3 L T A
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The computer room of GDCA shall be equipped with secure and reliable electric power system and
electric backup system to ensure continuous, uninterrupted access to electric power. In addition, these
systems shall have temperature and relative humidity of special air-conditioning system and wind system
control operation facilities.

5.1.4. Water Exposures

GDCA F i a 2 ¥

A

The computer room of GDCA should have specialized technical measures to prevent and detect leaks,
and be able to reduce the influence of leakage on the certification system to the maximum extent.

5.1.5. Fire Prevention and Protection
GDCA 0 - L o -
n A

The room of GDCA should take preventive measures, and formulate the corresponding program to
eliminate and prevent the occurrence of the fire. These measures shall meet local applicable safety
regulations.

5.1.6. : Media Storage

n ¥ H G Y : a A

GDCA meets the security requirements for media storage, including fire-proof, water-proof,
earthquake-proof,  moisture-proof,  corrosion-proof, pest-proof, static-proof, electromagnetic
radiation-proof, etc. Meanwhile, GDCA takes strict measures to prevent the media from unauthorized use

and access.
5.1.7. Waste Disposal
GDCA 1) bP i 0 T a
H A H 0 b L L L
iAo A

The written documents and materials of GDCA should be destroyed when they are no longer needed or
exceeded the expiration date, and must not be recovered. Cryptographic devices and media with

sensitive information should be initialized and physically destroyed by usi ng manuf acturer

before disposal.
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5.1.8. m Off-Site Backup
GDCA ey MT ~ g F p a i
T H M A

GDCA has established a remote data backup center. It backups the core system data, audit log data and
other sensitive information by the specialized software at off-site location on a daily basis.

5.2. L Procedural Controls
521. " H Trusted Roles
GDCA = T ¢ sk i Daaq A
i b B GDCA 4~ H A o

In the process of electronic authentication service provided by GDCA, a person who can essentially affect
the processes of certificate issuance, usage, management and revocation, and other related positions
which are involved in key operation is considered as trusted roles. The trusted roles include:

1. ’

1. Administrator of key and password devices.
2. ’

2. System administrator.

3. n ’

3. Security auditor.

I ~

4. 3 F 13F b, A

4. Business administrator and business operator.

5.2.2. K F Number of Persons Required per Task

-

~

GDCA i 3F T 7 «kF H L G e  H

Qr
o

GDCA should strictly control key task for specific business specification to ensure that various trusted
roles jointly participate in completeness of some sensitive tasks:

1. b ' 5" H, T 3e” ’
2. w0 B 3a . T 2e” H, -~ ’
3. 0 n' 2e” H, " A
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1. For operation and storage of the key cryptographic equipment, it requires at least three of five trusted
persons to operate.

2. For background operation of the certificate issuance system, it requires at least two of three trusted
persons to operate.

3. For review and issuance of the certificate, it requires two trusted persons to operate.

5.2.3. (0} #b £ ldentification and Authentication for Each Role

G H L H # © Gl C H
b A GDCA . o T A

All persons who undertake trusted roles must be identified and authenticated strictly to ensure that they
can meet the requirements of their jobs. The identification procedure is given in the GDCA personnel
management regulations.

5.2.4. Noe Roles Requiring Separation of Duties
No= ~ Wa. K W i b P Kz W
A No= " fb G

Segregation of duties means a person who plays a specific role cannot be the person who plays
another specific role. Roles requiring segregation of duties include but not limit to:

1. 3 kT

2 W CRL 0
3 b

4. CA

5 n

1. The acceptance of the certificate businesses
2. The issuance of certificates or CRLs

3. System Engineering and Maintenance

4. CAkey management

5. Security auditing

72



[] SEMNNRIXIRIGBIRAE
m Bobl DRl Dy Sescon ity Acthonity Cow Lok GDCAMZ V-l ~ w-. 0 ~

5.3. L Personnel Controls

-

5.3.1. a A

Qualifications, Experience, and Clearance Requirements

GDCA H b. '

o o &~ w bhkE
e
=
—
—_
oy

>

The qualification requirements of person who undertakes trusted role in GDCA are as follows:
1. Good social and working background.

2. Compl ying wi t h stateodnss. | aObsey amdg GPbGgAd=atiuni fied é
management.

3. Complying with the GDCA related security management norms, regulations and specifications.
4. Having good personalities and working attitudes, with good working experience.
5. Agood team player.
6. Noillegal and criminal records.
GDCA "H " H i a H i b a CA
[ ba 3

>

A person required by GDCA as trusted role personnel must have loyalty, trustworthiness and dedication to
work, without other part-time work that affects CA daily operation, no major bad records of this industry

and etc.
5.3.2. Background Check Procedures
GDCAL ~ b~ " H A

GDCA collaborates with governments and investigation organizations to complete background review for
the trusted roles.

H ~ H i i A No
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All employees who are trusted or apply for should have a written consent that they must go through a
background investigation. Background review including: basic review and full review.

’ b AT 3 - vy A
Basic review includes reviewing work experience, job recommendation, education and social relation.
n ’ ’ Ty v o A
GE Hk #“3kF ° B n A

Full review includes reviewing criminal records, social relation and social security besides basic review.
Full reviews must be carried out for key roles that involve with publicly trusted certificates business.

a) . H Q. 3 Y A v n ' Aa A
3 ha B na Y i A
b) . H aHPa a (I A
c) 3 a i A
d) " GDCAb G \ Y b CA n F G
H A ~ GDCA T " H
B “VYB ‘ " H b z A

The review procedure includes:

a) The HRdepart ment is responsible for c onf i rddatesg
should provide the following information: resume, the highest degree graduation certificate, degree
certificate, qualification certificate and identity card and other related valid certificates.

b) The HR department identifies the authenticity of the information provided by candidates through
telephone, correspondence, network, visits and other forms.

c) The HR department checks candidates through on-site assessment, daily observation, situational
test and other methods.

d) After the review, GDCA signs a confidentiality agreement with employee in order to restrain
employee not to reveal any confidential and sensitive information of CA certificate services. At the
same time, GDCA will also be in accordance with the relevant organization regulations of personnel
management and make job examination on in-service staff who assumed trusted role, so as to
continuously reviewt h e s e e mpustwortieiress and working ability.

5.3.3. Training Requirements

w4 K b~ s BT P Yy

b B A " Prb GcYWUp

In order to make the employees to be competent at his/her jobs, pre-training and re-training must be
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conducted for employees to meet the requirements of the job positions. Content of training shall include
but not limit to:

1. GDCA i 3F 1’

1. CPand CPS issued by GDCA.
2. PKI '

2. PKIl basic knowledge.
3. '

3. Electronic Signature Law of the People's Republic of China related laws and regulations.
4 GDCA . a n L

4. GDCA operation system, technology system and security management system.

5. b B A

5. Working responsibility and job description.

5.3.4. P Retraining Frequency and Requirements
GDCA P T yYG B ¥ B oz
i b A

GDCA shall arrange for continuous re-training for employees at important positions regularly to ensure
employees can meet their job requirements and complete their jobs more smoothly.

5.3.5. b P Job Rotation Frequency and Sequence

GDCA u n L b B A

Job rotation cycle and the sequence of GDCA serving officer will be based on organization security
management strategy.

5.3.6. Y Sanctions for Unauthorized Actions

©
.
O
>
i
S
£

GDCA shall establish and maintain a set of measures for the administration, including termination of labor
contracts, position removing, fines, criticism and education, submitting to Judiciary for processing, etc., to
appropriately discipline the personnel unauthorized activities. Above discipline activities shall comply with
laws and regulations.
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5.3.7. - - Independent Contractor Requirements
b 6 GDCA o b, “PrtHGDCA3IF 7 b 3 F Ne
3k, a . . GDCA W n
1. . '
2. GDCA + ¥ |- bT P p ~ Pb 6 GDCA i
i t 3F 1A

For persons who do not belong to the GDCA but participate in the relevant works for GDCA businesses,
such as business personnel of business branch organization, management personnel and other
independent contractors, GDCA has requirements are as follows:

1. Record management of personnel profiles

2. GDCA provides unified training and retraining, includes but not limited to the GDCA certificate
acceptance rules and electronic certification business rules.

5.3.8. L P Documentation Supplied to Personnel

GDCA t p p b p 7 A

Documents provided to internal employees by GDCA include training documents and related personnel
working documents.

5.4. Audit Logging Procedures
54.1. Hp Types of Events Recorded

CA RA b T He A v *
T Y AH

1. Hbp 0 ’

2 L

3. ’

4 b

5 Hb r A

All major security incidents occurred in GDCA will be logged in the audit trail records. Regardless of
manual or automatic generation, these records should contain the following information:

1. The date and time of the event
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2. Sequence number for the record
3.  Type of record
4. Record source

5. Event recording entity

GDCA Hp" PbL G
1. CA o He~ ~ CA a ma Ua aa a
2. i P Heo ™ ~ " a  %oa a ’
3 a nHe™ = ' w b w CA o *
D’ i '
4. H n n He'’
5 bHD™ - a- - k ’
6 T . ¥ a . ¥
7. 7 H, T - a- i1t A
These events include but not limited to:
1. Management events in keyds | ife cycle, including g

revocation, archiving, destruction, private key leakage, etc.
2.  Management events of certificate life cycle, including application, approval, update, revocation, etc.

3. System and network security events including: successful or unsuccessful access attempts for CA
system, logs generated during the daily system operation and system updates etc.

4. Security events recorded via information security devices.

5. System operating events, creation or deletion of permission, configuration or modification of
password.

6. Access to CA facilities, including the access of authorized or unauthorized personnel and attendants,
and other relevant records.

7. Management record of trusted roles and personnel, including system access application, deletion
and modification.

5.4.2. Frequency of Processind.og

Cci
Ca

GDCA “YBO n b HB” n He

>
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All the audit logs should be checked by GDCA regularly in order to discover the significant security and
operation events and take corresponding measures.

5.4.3. G Retention Period for Audit Log

GDCA G (o -G Y M oA

GDCA saves electronic certification service audit logs properly. The preservation limitation period is ten
years after the date of expiration of the electronic signature certification.

5.4.4. G  Protection of Audit Log
Y 0 H L~ a k
All the audit logs should be handled with strict physical and logical access control measures to avoid
unauthorized reading, modification and deletion, etc.
5.4.5. M Audit Log Backup Procedures

M " L~ M A

GDCA should set up and carry out the reliable system for backups of audit logs, and full backups are
performed periodically.

5.4.6. Audit Collection System (Internal vs. External)

b A

Not applicable.

5.4.7. Hb h Notification to Event-Causing Subject

We Hp ~ Hep @. & A
When audit record reports an event, GDCA shall notify individuals, organizations who cause this event.
5.4.8. T Vulnerability Assessments

* GDCA n T T 0 A

GDCA should conduct security vulnerability assessments regularly according to audit records and take
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remedial measures according to assessment reports.

5.5. Records Archival
5.5.1. Types of Records Archived
~ 3 CP 541 - " I
In addition to the records need to be archived specify in CP section 5.4.1, the following records should be
archived:
1. i H

1. Information of certificate application.
2. w0 T A

2.  Supporting documents of certificate issuance.

5.5.2. G Retention Period for Archive
GDCA 3F 1t~ CPS G A
CPS of GDCA shall provide reasonable retention period for archive.
5.5.3. p G Protection of Archive
L G T "H, H
” ak a- i w A

All archive records shall take appropriate measures to control physical and logical access so that only
trusted personnel can access records. Archive records shall be protected from the unauthorized browsing,
modifying, deleting and other illegal operations.

5.5.4. 1) M Archive Backup Procedures
G - M°™ M P A

Electronically archived records generated by the systems should be backed up weekly. The backup file
should also be stored off-site.

G il b M P O H G i n A

For the written archiving data, they do not need to be backed up, but some strict measures need to be
taken to ensure the security.

79



[] SEMNNRIXIRIGBIRAE
m Bobl DRl Dy Sescon ity Acthonity Cow Lok GDCAMZ V-l ~ w-. 0

5.5.5. Requirements for Time-Stamping of Records

GDCA N b : v A
All the GDCA records are labelled with time, and the time will either be added manually by the operators

or automatically by system.

5.5.6. Archive Collection System (Internal or External)

\ r o v GDCA Y A

All the entities including GDCA and RA should construct internal archive collection system.

5.5.7. H

Procedures to Obtain and Verify Archivelnformation

GDCA n . Nez G H 2@ A H
2@ A
Security auditors and operation and maintenance team of GDCA retain 2 copies of the GDCA file
information respectively. While obtaining the complete archived information, comparison of the 2 copies
should take place to confirm the integrity.

5.6. f  Key Changeover
CA # [ ~ GDCA CA i Az CA
CP 632 T * HCA i ya | A 3
* - CA AJa p~ GDCA3™ Yy
” CA WA We CA i H i T
Yy G @ CAr T r L CA [ A

When the certificate of CA expires, GDCA will renew the certificate of CA. As long as CA key pair does not
exceed the maximum lifetime specified in Section 6.3.2, the certificate of CA could renew using original
key. Otherwise, new key pair shall be generated to replace the expired key pairs of certificate of CA. Also,
even in the key pair life cycle, GDCA could generate new certificate of CA by using new key pair. Before
the certificate of former level CA expires, key changeover shall be performed to ensure that the entities in
the CA system shall switch from original key pair to new key pair smoothly.

CA - H GDCA” ¢ A

ap

* GDCA 0 CA n~ 1 0 W [ 0 CA
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New CA key pair is generated according to the key management rules of GDCA strictly. While generating

new key pair’ GDCA shall issue and publish the new CA certificate timely’ and it shall be available for
subscriber and relying party to obtain new CA certificate.

CA “ G @ W Z A

Make sure that the entire certificate chain transits smoothly in CA key changeover.

5.7. b Compromise and Disaster Recovery
5.7.1. H Incident and Compromise Handling Procedures
GDCA L N H Ny H A

GDCA should make handling schemes of different kinds of accidents and handling pre-scheme of
emergency, stipulate corresponding handling procedures of accidents and damages.

5.7.2. a » |/

Computing Resources, Software, and/or Data Are Corrupted

¥ a » |/ Hp™ GDCA 4 =~ H "

- 78 A

Following corruption of computing resources, software, and/or data, GDCA shall utilize the incident and
compromise handling procedures promptly. If necessary, the disaster recovery procedures could be used.

5.7.3. r Entity Private Key Compromise Procedures
a_. u " 1~ GDCA 0" Y n '
1. GDCA oD 3F ask b a (I
2. N Ne 1 i H '
3 a b i R n CRL
4. i n - b’
5 3+ p- '
6. GDCA3 + b Pt s W GDCA n3t b
3k i A
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In case of any intentional, man-made or natural disasters, GDCA will take the following steps to restore
security environment:

1. GDCAverification systembés password is changed by the busine
and system administrator.

2. According to the type of disaster, some or all certificates will be revoked or re-verified later.

3. Directory data, encryption certificate and CRL are needed for recovery if the directory is unavailable
or directory with impure suspicion.

4. Timely access to security site as far as possible to restore operation reasonably

5. While restore the business administrator's configuration file, it will be done by the system
administrator.

6. While restore the GDCA busi ne swll beodgorerbpn anothie®GDCA onf i g u |
security business operator or administrator.

CA © GDCA - Hup N n W
TOF T L0 %A CA i~ w byy
When CA root private key has been damaged, missed, tampered or leaked, GDCA starts a major

emergency treatment process, which is assessed by GDCA Security Policy Committee and the relevant
experts to make a plan. If the CA certificate must be revoked, the following measures will be taken:

1. w h '

1. Notify relying parties and state administrative department.
2. 0 i [H

2. Publish certificate revocation status to repositories.

3. GDCA i H 0 "6 CA i ’

3. Publish handling notification about revoked certificates at GDCA website or by other communication
methods.

ap o ~

4. i Y v MNA

4. Generate new root private key and re-issue certificate to subscriber.

5.7.4. 3 F Z Business Continuity Capabilities After a Disaster

GDCA © v s a 3k z'

GDCA should have the following continuity capabilities after a disaster:

1. h o 3k v b 48

1. Recover business system as soon as possible, not exceeding 48 hours.
2. H '’

2. Recover information of customers.
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3. G W N
3. Ensure the operation site meets the security requirenseafter recovered.

4, 3F b T No=~ A
4. There are enough employees to operate the business and not violating segregation of duties.

58. CA RA CA or RA Termination
GDCAT i Y A T3F ~ H 3 i 1a
é + w it 7 T F v
b A

When GDCA and its RA need to stop their business, it shall enforce termination procedures strictly

according to A El ectroni c Signature Law of t he Peopl e's

Re |

Admi ni stration of Electroni c a@sandreghlatangat i on Servi ceso

GDCA  |& '
1. 3 F 1B’
2. GDCA '
3. L GDCA 7 ¢
4. 7 ¢ o
5. i ’
6. >} ’
7. A T F
8. h Fo
9. 7 h o
10. GDCA3 F GDCA3 F b b ’
11. ¥ '
12. o ’
13. GDCA h p A

Before termination, GDCA must:

1. Arrange the business to undertake

2. Draft GDCA termination statement

3. Notify the entities that are related to GDCA termination.
4.  Shut down subordinate LDAP

5. Certificate revocation
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6. Treatment of archive file record

7. Termination of certificate authority service.

8.  Archive main LDAP

9.  Shutdown main LDAP.

10. Dispose the access of GDCA business administrator and GDCA business operator.
11. Process encryption key.

12. Process and store sensitive documents.

13. Remove GDCA mainframe hardware

-~ -~

RA F ~ GDCA bi "N "3k o
TH A

When RA terminates its services, GDCA deals with all the relevant business in accordance with the

agreements.
6. n L Technical Security Controls
6.1. b Key Pair Generation and Installation
6.1.1. Key Pair Generation
6.1.1.1.CA Generation of CA Key Pair
CA n T @ H, h %o
T A 3 a 0a w v
A ¢ h 2 A
CA ‘EW Yy Gi CPy 1 Neo
A b G A

The key pairs of CAs are generated within the cryptographic devices approved and licensed by State
Cryptography Administration (SCA) of China, in a physically secure environment and under the control of
multiple trusted persons. The generation, management, storage, backup and recovery of the key pair
shall comply with the relevant regulations of SCA. Hardware Security Module used for key generation
must be authenticated and certified by SCA.

The generation of the CA key pairs shall be video recorded or witnessed by a qualified auditor to ensure
the generation process complies with the requirements of this CP and follow the separation of roles
principle. The procedures and operations related to key pair generation shall be recorded and archived.
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6.1.1.2. Generation of Signing Key Pair
T A GDCA
* T vya ) ~ ' USBKey” 37 vy a % P
“37 va % P ~ '"'Web F p wo
i ) i Ab “ v n [G A
GDCA ask s v NG A

The generation of the subscriber® key pairs must comply with the national laws and regulations. GDCA
supports multiple patterns to generate signing key pair. Subscriber can use a hardware cryptographic
module (such as USB Key), or software cryptographic module approved by SCA, or a standard software
cryptographic module (such as the key generation function offered by web server software, etc.), so
subscribers can choose according to their needs.In any case, the security of key pair®& generation shall
be guaranteed. GDCA shall implement adequate security measures in technology, business processes
and management.

G SSL/TLS i a na i G A
G ® #~ GDCA'H v G n D
- " CSR 0 WA

G 9 na n- %o ) - USBKey
y S L i1t n A ) T
b L ¥ a oD * GDCA n o DD
A
7 G n K HF K A

For SSL/TLS certificates, timestamp certificates and equipment certificates, subscribers
generated and kept by the subscribers themselves.

For e-mail certificates, GDCA allows the subscribers to generate key pairs online and will deliver the
encrypted private keys to the subscribers through secure channels. Subscribers may submit the CSR for
the issuance of such certificates.

For the CodeSigning certificates and document signing certificates, subscribers shall use the hardware
equipment (such as USBKey or cryptographic machines) that meets relevant requirements, or other
secure ways controlled by the subscribers to generate key pairs. If the key pairs are generated by
hardware equipment, the private keys shall not be duplicated or exported, and the activation of which
must require a password. GDCA will deliver the activation passwords to the subscribers thorugh secure
channels.

Certificate subscribers have the responsibilities and obligations to protect the security of private keys, and
assume the legal responsibilities for this.
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6.1.2. D Private Key Delivery to Subscriber

p W ~ GDCAb D A ¢ D SR
v G n D A

GDCA does not need to send private keys to subscribers. For the e-mail certificates that require the
delivery of private keys, the private keys shall be delivered encrypted and protected via secure channels
to the subscribers.

6.1.3. E D 7 ) Public Key Delivery to Certificate Issuer
VY n- RA PKCS#10 " H i
P’ Ty E " GDCA b p~ D
a nyv G ~ n 1\ "~ SSI'A

In order to obtain a digital certificate, end subscriber and RA sends certification issuance request to GDCA
electronically. The request contains public key for GDCA to issue the certificate. The request information
is encoded as PKCS#10 or other packing format with digital signature.The transmission of these requests
or file packages needs to use security protocol for protection, such as secure sockets layer protocol
(SSL).

RA PKCS#10 i H i D’ ”
Y E ~ GDCA (0°GDCA 0 1# | ‘ T A

End subscriber and RA sends certification issuance request to GDCA electronically. The request contains

public key for GDCA to issue the certificate. The request information is encoded as PKCS#10 or other
packing format with digital signature. The subscriberéd
issuing the certificate.

6.1.4. CAE D W CA Public Key Delivery to Relying Parties

GDCA n CAE D y RO M a
A
GDCA shall use secure and reliable way to deliver CA public key to relying party, including download from
security site, face to face submission, etc.

GDCA3 0O I CA WA

GDCA also publishes CA certificate through server directory.

86



[] SEMNNRIXIRIGBIRAE
m Bobl DRl Dy Sescon ity Acthonity Cow Lok GDCAMZ V-l ~ w-. 0

6.1.5. Key Sizes

GDCA SM2 W 2568 A

The size of SM2 key which GDCA supports is minimum 256 bit.

6.1.6. E a

Public Key Parameters Generation and Quality Checking

G g ) GDCA “E a a h %o Y
D : Yoy av \ aUSBKeya IC\ 0~ c
%A GDCA w ' 1A [V
n A

Public key parameters of subscriber who use hardware cryptographic modules must be generated in
encryption equipment and hardware medium approved and permitted by SCA, such as cryptographic
server, cryptographic card, USB Key, IC card, and follow generation standards of these devices. GDCA
considers that built-in protocols, algorithms for these devices and medium have already met sufficient
level of security requirements.
G Q - h % v D
T oy av \VaUSBKeplICV A

Quality of public key parameters is also checked through the encryption equipment and hardware medium
approved and permitted by SCA, such as cryptographic server, cryptographic card, USB Key, IC cards. Of
course, GDCA considers that built-in protocols, algorithms for these devices and medium have already
met sufficient level of security requirements.

6.1.7. a Key Usage Purposes (as per X.509 v3 Key Usage Field)

GDCA 0  X.509v3 it~ = T L RFC 5280 %o(Internet
X.509 Public Key Infrastructure Certificate and CRL Profifgy 2008) A GDCA i

0 o ey i a A

X.509v3certificates issued by GDCA contains key usage extension which meets the RFC 5280 (Internet
X.509 Public Key Infrastructure Certificate and CRL Profile, May 2008).If the key usage is defined in the
certificate by GDCA, the certificate subscriber must use the key according to the key usage defined.

a CP7.1.274

See CP 7.1.2.
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6.2. G L
Private Key Protection and Cryptographic Module Engineering

Controls

A L G CA n A \

s ~
h4 w w

7 " 0 K a a a A

Physical, logical and process control approaches must be synthetically used to ensure the security of
CAOGs pr i Sabsceberkagraement will require certificate subscriber to take necessary measures to
prevent the loss, leak, changes, or unauthorized use of the private key.

6.2.1. %0 L Cryptographic Module Standards and Controls
GDCA a “a % b CAa 0 @
CA i1 CA v o " cAa A

GDCA must use the Hardware Security Module approved and permitted by SCA to generate and store the
key pair of root CA, issuing CA and other CAs.

6.2.2. . L m n" Private Key (n out of m) Multi-Person Control
[ L L "H., " &b CAvw
bA i L™ a I No- L 4 a Wae CA
Ne @ N& Nez " H. A wile B No-~ W
m H ne ~ H, o T CA A mb

65 nb ¢ 3A

CA must use technology and process control mechanisms to achieve multi-reliable personnel jointly
participate in the operation of CA encryption equipment. The i Secr et t&hrlogy is gdopted,
namely, the activated data required in operating the private key of CA is split into the several parts and the
parts are held by several trusted personnel. If hardware cryptography module® secret division amount
ism, then at least the number of n of trusted personnel must be required to activate CA private key stored
in this cryptography module. It notes that m is not less than 5, n is not less than 3.

6.2.3. Private Key Escrow

b A
Not applicable.
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6.2.4. M Private Key Backup
wuG 3F * GDCA -~ CA M~ Y a A
MY ¥ G ) TA UcA . CP 621
G TACA L[ m » T . CP 626 A

In order to ensure ongoing operations, GDCA must create backup of the CA private key for disaster
recovery. Such keys are stored in encrypted form in hardware cryptographic modules and associated key
storage devices Backup of the private key in encrypted form is stored in the hardware cryptographic
module, and cryptographic modules used for CA private key storage meet the requirements of section
6.2.1 and are stored in safety box. CA private key is copied to backup for hardware cryptographic module
to meet the requirements of section 6.2.6.

G 7 i ) T M~
M o DG L~ k A
For subscribers signing certificate, if the private key is stored in the software code module, it is proposed

that subscriber& backup the private key, the backup private key using the password for access control
authorized to prevent unauthorized modification or disclosure.

G ¥ ooy K T M M Y

A

For s u b s c r entryptiord certificate, its encryption private key is backed up by Guangdong electronic
key management center, and backup private key exists in the form of cipher text.

6.2.5. Private Key Archival
CA [ - a CP 621 ) G 7 A
v CA . CP 6.2.10 A

After the expiration of private key, GDCA must use the hardware cryptographic module specified by CP
section 6.2.1 to archive and store at least 7 years. After the expiration of archival period, the destruction of
private key shall meet the provision of CP section 6.2.10.

6.2.6. Fa -~

Private Key Transfer Into or From a Cryptographic Module
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a A

GDCA private key backup is run strictly in accordance with procedure and strategies specified by GDCA,
in addition, any data import and export operations are not be allowed. When CA key pair is backed up to
another hardware cryptographic module, by the way of the encrypted form to transmit between the
modules, and made a authentication before the transmitting to prevent the CA private key from being lost,
stolen, modified, disclosure non-authorized, used unauthorized.

GDCAb L » T * “3b'H bA ¢
D T v f v " h ~F
- b o G L A
GDCA does not provide the export of subscriber& private key from hardware cryptographic module and
allow this operation. As for the private key stored in software cryptographic module, and if subscriber is

willing to bear the relevant risks, subscriber can choose the way of import and export with access control
such as password, etc.

6.2.7. O Private Key Storage on Cryptographic Module

CA Y h %o )
TA

The private key of CA systems in encrypted form must be stored in Hardware Security Module approved
and permitted by SCA.

o . USB Key: p NT” USB
Key T U Y G A Ga ) v )
T O a ° 3"y h a néG ) A

Subscriber's private key is stored in the USB key medium or file certificate meeting the regulations of SCA.
All the private keys stored in the USB key are stored in the form of cipher text. For the private key
generated by software cryptographic modules is preferably stored and used in hardware cryptographic
modules. Subscriber can also use specific software cryptographic modules with security measures.

6.2.8. Method of Activating Private Key
CA G b T i CP 6.2.2 Ne-" ¢ G
IC\ p: T m n Nez ~ A

The private key of CA shall be saved in hardware cryptographic module, and its activation data shall be
spilt in accordance with Section 6.2.2, and be saved in the hardware media such as IC card. The private
key must be activated through entering the data using n out of m.

G USB Keyaw \ av [ ) T
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For the private key saved in such as USB Key, cryptographic card, cryptographic server, or other forms of
hardware modules, the subscriber can protect through password, IC card, etc. After the appropriate driver
isinstalledins ub s cr i ber 6 s privatekgy is acévated by theavay that the USB Key, smart cards
are plugged into the appropriate device to enter the protection password. For the private key stored in the
subscriber's computer software cryptographic module, the subscriber should take reasonable measures
to protect the computers physically in order to prevent unauthorized personnel from using computers and
private keys of subscriber. If the private key is stored in software cryptographic module without the
password protection, then the loading of software cryptographic module means the activation of private
key. The private key protected by password can be activated via inputting password.

6.2.9. " Method of Deactivating Private Key

il .o G A a

<l

T 7 W b~ H b~ P A

Once the private key is activated, unless the state is deactivated, the private key is always active. In some
cases, the private key is activated for one operation and reactivated for another operation.

* ’ ¥ a® a ) a

A
The ways of deactivating private key include exit, shutdown, removing hardware cryptographic module
and logout of user or system. Any unauthorized person can& execute above operation.

¢ CA ; N A

The private key will be deactivated when its storage device powers off.

" i v b v ) c N

TOF ® - “ A

Subscriber can deactivate the private key by themselves. And private key will be deactivated when logout,
or remove hard cryptographic module from card reader, or turn off the power supply.

6.2.10. Method of Destroying Piivate Key

bPa ab G N T WK aé
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When private key is no longer used and do not need to be saved, it shall be destroyed so as to avoid loss,
stealing and disclosure or unauthorized usage.

G ¥ i i G W “YBe

For end subscriber& encryption certificate private key, after the termination of lifetime, it should be kept
certain time so as to decrypt the encrypted information. For end subscriber signature certificate private
key, after the termination of lifetime, if it does not need to be kept, subscriber shall determine the method
of destroying the private key, including deletion of private key, initialization of system or cryptographic
module, physically destroying the private key storage module and other methods.

CA N i CA W @ @ M (I CA

M n A CA i H, &t ' 1}

n ACA pv VT CA CA v VT

— v VA A

After the termination of lifetime, GDCA need archive one or more backup of CA private key and securely
destroy other CA private key backup. The archived private key of CA shall be destroyed by multiple
Trusted Persons during its archiving period. The CA private key is stored in the hardware encryption card,
the destruction of CA private key must use the method that the CA private key is deleted from the
encryption card completely or is destroyed with encryption card initialization.

6.2.11. T Cryptographic Module Capabilities

GDCA g h %o oy Fi 0N %o a
T a e i N * GDCA” * a b ar A

D~ A

GDCA uses the products approved and permitted by SCA, and accepts various standards, specifications,
assessment, evaluation certification and other requirements published by SCA. GDCA could select the
module according to product performance, efficiency, supplier qualifications and other aspects.

6.3. i Other Aspects of Key Pair Management

6.3.1. ‘E Public Key Archival
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GDCA must archive CA and end subscriber certificate, and archived certificate can be stored in database.

6.3.2. n o a Certificate Operational Periods and Key

Pair Usage Periods

‘E a b i P b nG W A

The usage period of public key and private key is related to the validity period of certificate, but they are
not completely consistent.

Y i Yy A

For the signing certificate, its private key can only be used for signing within the certificate validity period
and not be used surpass the validity period of certificate. However, in order to ensure signature
information can be verified within the certificate validity period, the public key can be used surpass the
validity period of certificate.

GV W 1 E =+ i 0 Y v H ~ E a
b i Ar ~ uwaG i R H "y v a
Ty i Yy A

For the encryption certificate, its public key can only be used for encryption within the validity period of
certificate and not be used surpass the validity period of certificate. However, in order to ensure
information encrypted can be used to unlock the information within the validity period of certificate, the
private key can be used surpass the validity period of certificate.

G M # 7 E 7 i p " vya A

For the certificate used for authentication, the private key and public key can only be used within the
validity period of certificate.

Wa @ T E a yiiso w A
If a certificate has multiple usages, the usage periods of public key and private key follow the rules
described above.
3 i CA i~ i G " H

a |/ n Ap b a A

In addition, after the expiration of certificate, under the circumstances of ensuring security, original key

pair can be used to update the certificate. But t he key pair canét be wused

6 b Wi "H i a n
1, ROOTCA SMZ © CA i~ i "H a
G 20 ’
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6 G oo H a 3 "7 3"

7 G p i "H g 3" 63"

8 G 7 "H g 10 °° 6 10 A
For different certificates, the maximum usage period of the key pair can be obtained via certificate
renewal:

1. For ROOTCA (SM2) CA certificate, the maximum usage period of the key pair is 20 years or less

6.4.

6.4.

than 20 years.

For CA certificates issued by GDCA GM SM2 ROOT, the maximum usage period of the key pair is 25
years or less than 25 years.

For the SSL/TLS server certificate, the maximum usage period of the key pair is 397 days or less
than 397 days.

For the codesigning certificates, the maximum usage period of the key pair is 39 months or less than
39 months.

For the timestamp certificates, the maximum usage period of the key pair is 10 years or less than 10
years.

For the document signing certificates, the maximum usage period of the key pair is 3 years or less
than 3 years.

For the e-mail certificates, the maximum usage period of the key pair is 3 years or less than 3 years.

For the client-end equipment certificates, the maximum usage period of the key pair is 10 years or
less than 10 years.

Activation Data
1. * Activation Data Generation andInstallation
CA N "G No= wW T H
aNb a A

Activation data of CA private key must be generated, distributed and used strictly according to the

requirements which are related to the segmentation of key activation data and key management.
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Activation data of subscriber private key, including password (provided in the form of password envelope)
used to download the certificate, USB Key, login password of IC card, must be generated randomly in
secure and reliable environments.

6.4.2. G Activation Data Protection

¢ CA - No=  Ne- b H.
T F No= - \ T No= K A

Activation data of CA private key must be separated in reliable way and kept by different trusted
personnel .Administrator must meet the requirements of responsibility division. The responsibilities of key
sharing holders should be confirmed by signing related agreements.

G 7 o9 PIN ° n A A
G ToD PIN ~ 0 A W , 3F n -

S u b s ¢ s achivationbdata, including password and PIN, must be generated in the safe and reliable
environment. The subscriber should take good care of password or PIN to prevent being exposed or
stolen. Meanwhile, in order to meet the security requirements of business systems, activation data should
be modified regularly.

6.4.3. i Other Aspects of Activation Data

a a A

Activation of private key shall be protected from loss, theft, modification, unauthorized disclosure, or
unauthorized usage during the transmission.

b G 1 TOckxé& a
a o H a: Ne n

o D A

The activation data of private key which is no longer used shall be destroyed and protected from theft,
disclosure or unauthorized use during the destruction. The result of destruction is that some or all of
activation data ¢ a tbé recovered directly or indirectly from the residual information and medium, papers
recorded with passwords must be shredded.
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6.5. n L Computer Security Controls
6.5.1. # n Specific Computer Security Technical

Requirements

GDCA H n - é H n i [ S
a 3 H. E & F W 1 & 1S027001H n
% YUiit 7 H n % L ¥n a n L~ T
3 Y 3 Ah n L S VI 3 La
La. Ne a L A

Information security management of GDCA certification system meets “Information security
technology--Specifications of cryptograph and related security technology for certificate authentication
system" published by Standardization Administration Committee, "Measures for the Administration of
Electronic Certification Services" published by Ministry of Industry and Information Technology, standards
of information security in ISO27001 and security standards of other relevant information. GDCA draws up
comprehensive and perfect security management strategies and standards, which have been
implemented, reviewed and recorded within operation. The main security technologies and control
measures include: Identification and authentication, logic access control, physical access control,
management of personnel's responsibilities decentralization, network access control, etc.

~

H n L ~ GcCcA » ) n~ H T buwi
[ A
Strict security controls ensures that the system of CA software and data files is secure and reliable without
unauthorized access.

ap

LiT Ne ~ Lit A Ne =y
A a Cp .- ~ L
* * A CA bb T 3 b a " H

>

Y o D CA

Core system must be separated physically from other systems and the production system must be
separated from other system logically. This separation can prohibit network access except for specific
applications. The usage of firewall is to prevent the intrusion from the internal and external network
production system and restrict activities of access production system. Only trusted persons in operation
and management group of CA system, when necessary to access to the system can  access the CA
database using password.
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6.5.2. n T Computer Security Rating

GDCA v W n A
GDCA certification systems pass the security review of SCA.
6.6. L Life Cycle Technical Controls
6.6.1. 0 L System Development Controls

GDCA » 0 Yy ma s

1. 2%z ’

2 n Ne ~ A

* GDCA p 0 b a4 1SO15408 %o v 7% 0O

LA

Software design and development of GDCA process follows principles:
1. Verification and review of third-party
2. The security risk analysis and reliability design

The operation specifications of software development, which refer to 1ISO15408 standard, implement
relevant plan and development control.

6.6.2. n L Security Management Controls
GDCA H n T H h i
b A

Information security management of GDCA certification system conforms to the relevant operation
management specification of SCA strictly.

GDCA a | H L~ H
n a ~ kv Kk 1 v Law A GDCA

b A

GDCA authentication system have a strict control measures, and all the systems can be used through
rigorous testing and verifying .Any modifications and upgrades will be recorded for reference and made
for version control , functional test and record. GDCA also carries out regular and irregular inspection and
test for certification system.

GDCA W ¢ L Ty k A
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GDCA uses the flexible management system to control, monitor system configuration and prevent
unauthorized modification.

) [ Y n #
n A v H n L iy a
A
Hardware devices are checked from the perspective of intrusion and security holes, etc. Encryption
devices must be examined, installed and accepted in a strict security control mechanism.

GDCA b 1Ty - @ i
n H A
After all the hardware and software equipment of GDCA authentication system are upgraded, GDCA must
confirm the existence of information which affects the security in waste equipment.

6.6.3. n L Life Cycle Security Controls
GDCA b i N % iT v A b
A

Software and hardware of GDCA certification system have sustainable upgrade plan such as
arrangement of software and hardware lifetimes.

6.7. n L Network Security Controls

o
-

GDCA n L
L A

GDCA authentication system has multi-level firewalls and the protection of network resource security
control systems. It also has complete access control technology.

yu G n- GDCA V7T a a
TFd a~ " a n a Ty 7
i G A

In order to ensure network security, GDCA authentication business system has been equipped with
intrusion detection, security auditing, virus protection and network management systems, and updated to
the version of above systems, as much as possible to reduce the risks from the network.

6.8. Time-Stamping

GDCA RFC 3161 \ %0 L F- %0 a
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Vi v T L % A

GDCA provides time stamp service that complies with RFC 3161, adopts standard timestamp request,
timestamp response, and timestamp coding format, and uses the standard time provided by the National
Time Service of China as the time source.

7. na n ! i \ Certificate, CRL, and

OCSP Profiles

7.1. i Certificate Profile
GDCA it ITU-T X.509v3 1997" H - e - ~ 1997
6 ~ % RFC5280 Internet X.509'E i CRL "~ 2008 5 “A

The format of GDCA certificates conforms to national standard, i.e. ITU-T X.509 V3 (1997): Information
Technology - Open Systems Interconnection - the Directory - Authentication Framework (June 1997)
recommendation by ITU-T and RFC 5280: Internet X.509 Public Key Infrastructure Certificate and
Certificate Revocation List (CRL) Profile (May 2008).

GDCA CSPRNG G Of W 648 ! 1T A
GDCA generates non-sequential certificate serial numbers greater than zero containing 64 bits of output
from a CSPRNG.

v ~

i ’ X.509v1 i VARRY L i A

Certificate contains at least basic X.509 v1 domain, and its specified value or limited value is described as

follow:
-0
Table - Basic domain of Certificate structure
Y L
X509 0 vy V3

L i W

0 W a ~ CP 713 ~
0 DN U #

G uTcy . N RFC5280

G (uTtcy .. ) RFC5280 A

CP 6.3.2 LA
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h DN n r #
E RFC5280 ~ a4 CP 713 T N CP
6.1.5
domain Value or value limitation
Version Format version of X.509 certificate with the value is V3

Serial number Unique identifier of certificate

Signature Signature algorithm for issuing certificate” see CP section 7.1.3”
algorithm
Issuer DN | s s ulRistingwsh Name
Start period Based on the Coordinated Universal Time (UTC), Synchronized with Beijing

time, encoding follows the requirements of RFC 5280.

End period Based on the Coordinated Universal Time (UTC), Synchronized with Beijing
time, encoding follows the requirements of RFC 5280. The setting of valid
period follows the limitation of this CP Section 6.3.2 specified.

Title DN Certificate holder or entity DN

Public key Using specified algorithm of CP Section 7.1.3 according to the encode of
RFC 5280 key length meets specified requirements of CP Section 6.1.5.

7.1.1. “ Version Number(s)

GDCA W . X.509V3 i - H i H p A

GDCA certificates are in line with X.509 V3 certificate format. The version information is stored in the field
of the certificate version column.

7.1.2. ] Certificate Extensions
GDCA =33  X.509 V3 i %o Y ° a » H A H
a "H T G # ’ b G a A

In addition to the X.509 V3certificate standard extensions, GDCA also uses custom extensions. The use
of custom extensions is allowed, but unless special application contains these extensions, GDCA does
not guarantee the use of these extensions.

7.1.2.1. %o Standard Extensions

(key usage)

Key Usage

" ' b A v N T

B
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The key usage extension defines the purpose (e.g., electronic signature, non-repudiation, key encryption,
data encryption, key protocol, certificate signature verification, CRL signature validation, only encryption,
only decryption and only signature) of the key contained in the certificate.

0 " authorityKey Identifier”

5

Authority Key Identifier

Wi T CA v~ O 0 h
© 0 1608 0 i E SHA-1 |
v A 1~ ’ 0 CA h DNA e criticality w FALSEA

The authority key identifier extension of issuer shall be added to subscriber and intermediate CA
certificate. If the certificate of issuer contains subject key identifier extension, its authority key identifier is
composed of the 160-bit SHA-1 hash of the value of issuer's public key. Otherwise, it contains subject DN
of issuer CA. The criticality field of the extension should be set to FALSE.

h ~ subjectKey Identifier”

5

Subject Key Identifier

ap ~

i h v © #ih E Aa
T criticality w FALSEA

The public key in a certificate shall be used to generate an identifier when the subject key identifier
extension in a certificate is initialized. The criticality field of this extension is set to FALSE.

CRL D "~ CRL Distribution Point§

CRL Distribution Points
"T CRL Neb W e Ty ow L CRL H
Y Bi i A criticality W FALSEA
The CRL distribution points extension in the certificate contains a local link that can offer CRL information
to relying party for querying certificate status. The criticality field of the extension should be set to FALSE.

i ~ certificatePolicie$

B

Certificate Policies

i T CPT i CP 1 A @

B

criticality w FALSEA

The certificate policies extension contains corresponding certificate CP object identifier and strategy
qualifier of this CP. The criticality field of the extension should set to FALSE.

L ~  basicConstraint

5

Basic Constraints
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Global Digital D

= GDCSM2 i~ V1.0 ~
CA i L T h W CAA i L

h W r  (EndEntity)A @ criticality w FALSEA ~ @

i " @ criticality =~y w TRUEA

The subject type of basic constraints extension of CA certificate is set to CA. The subject type of basic
constraints extension of end subscriber certificate is set to End-Entity. The criticality field of the extension
is set to FALSE. In the future, for other certificate, the criticality field of the extension can be set to TRUE.

CA i1 L T W i T i H CA A
G i O CA T CA iiApadenConstr av nu @ i
W@ 7Y @ CA i A

The path Len Constraint field of CA certificate gives the maximum number of non-self-issued intermediate
certificates that may follow this certificate in a valid certification path. For CA who issues end subscriber
certificate, the value of path Len Constraint filed of CA certificate is set to 0, which indicates that only one
end subscriber certificate can follow this CA certificate in a certificate path.

7.1.2.2. H Custom extensions
b i = * GDCA "R P b 6 W '
1. vG 7' 6 wG ~ A
2. 0 ' 6 o3 q A
3. Y G o3 Y
4. o G o3 -
5. Hk F° ' @ 0 7 G w T A
6. 6 o3 ~ A
7. e, M © ' @ M w T A

To satisfy different requirements for certificate application service, GDCA can define some extensions
flexibly, including but not limited to the following extensions:

1. Insurance number: It is used to indicate the subscriber's insurance number.

2. Organization Code: It is used to indicate the Organization code.

3. IC registration number: It is used to indicate enterprise IC registration number.

4. Taxation registration certificate number: It is used to indicate enterprise national taxation number.

5, Trusted service number: It is used to indicate subs.
6. Land taxation registration certificate number: It is used to indicate enterprise land taxation number.

7. Resident identity card number: It is used to indicate unique numberofi ndi vi duadard.s i dent it
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7.1.3. Algorithm Object Identifiers

GDCA i~ W SM3WithSM2A
The cryptographic algorithm identifiers of certificates issued by GDCA inchMgWithSM2

7.1.4. Name Forms
GDCA © i p . X.501 Distinguished Name(DN) #
A
SSL/TLS i h b FEr - fr (¢ ) “1/77i1ky
W ab a b p A

Name of certificate issued by GDCA is formatted in accordance with X.501 DN.

SSL/TLS server certificatescannot only cont ai n -dmeatnadd aét ab s(uecnhp tays) o&c.héa,r
any other indication that the value/field is absent, incomplete, or not applicable.

7.1.5. L Name Constraints

b A

Not applicable.

7.1.6. i Certificate Policy Object Identifier
a " N hnT’ i i b
o # A

When the certificate policy extension is used, the certificate contains object identifier of CP, and the object
identifier is in accordance with the corresponding certificate category.

7.1.7. L Usage of PolicyConstraints Extension

b A

Not applicable.

7.1.8. y Policy Qualifiers Syntax and Semantics
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GDCBM2 i h

Not applicable.

7.1.9. i

Y Processing Semantics for the Critical

Certificate Policies Extension

b X509 PKIX W

A

Itis in accordance with X509 and PKIX regulations.

7.2. 7 ! CRL Profile
GDCA 0 CRL t a A
w CP 0 CRL RFC5280 %A CRL - "

The CRL determined in this CP is accordance with RFC5280. CRL contains at least basic domain and

content described in the following table:

Y L
V2
0 OCRL ~ 0 £ A
CRL
! CRLW 0 ACRL 24
0 CRL g
0 1608 0 E ! Y
! | ¥ W i L
Domain Value or value limitation
Version V2
Issuer Entity for issuing CRL, issuer distinguish.
This update Issuance date of CRL.

Next update

Next issuance date of CRL. CRL is updated every 24 hours.

Signature

signature algorithm used for issuing CRL.

Authority key identifier

It's composed of a 160-bit hash of the value of C A @psblic key.

Revoked Certificates

List of the revoked certificates, including serial

revocation date of revocation certificate.

104

number and




[] SEMNNRIXIRIGBIRAE
m Bobl DRl Dy Sescon ity Acthonity Cow Lok GDCAMZ V-l ~ w-. 0

7.2.1. Version Number(s)

GDCA | 0 X.509Vv2 CRL " CRL TA

GDCA currently issues CRL of X.509 V2 version. This version number is stored in format column of CRL.
7.2.2. CRL CRL CRL and CRL Entry Extensions

b A

Not applicable.

7.3. OCSP OCSP Profile

GDCAwu L OCSP i ™~ OCSPbu CRL "H B
i i i H A

As an effective supplement of CRL, OCSP provided by GDCA is used to check the information of
certificate status for subscriber online.

7.3.1. “ Version Number(s)

RFC8960 §y OCSP A

The field conforms to OCSP defined in RFC6960.

7.3.2. OCSP OCSP Extensions

b A

Not applicable.
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8. (G T Compliance Audit and Other
Assessments
8.1. T Frequency and Circumstances of Assessment
GDCA b 3+ W Ty G B a
N :

GDCA conducts an internal compliance audit and an operation assessment regularly or irregularly to
ensure the reliability, security and controllability of certification services:

13 V) A

23 h a " %a CPS Yi EE n

” wop T 7 GDCA p 1 r © RAA T -

T A

3 W T b #p b cT Huo O " i
. Tk “ “ v o .

T o 3 n a [ n %A

1. Internal audit on a quarterly basis;

2. GDCA conducts operations and services accordi
specifications of stateb6s relevant standards
and audit to other entities (including RA or LRA, etc.) in GDCA at least once a year.

3. Internal assessment at least on an annually basis is executed according to the reuigrements from
the national supervising authority, relevant industry standards, requirements of this CPS, and the
requirements of the GDCA security policy committee. Such assessment extends to the entities
including GDCA itself, RAs and LRAs etc.

P T ° GDCA i T eTH.

l 38 Foow i T A

In addition to internal audits and assessments, GDCA also engages external audit firms to perform
assessments and evaluations. GDCA is assessed and inspected once a year in accordance with the
"Electronic Signature Law of the People's Republic of China", "Measures for the Administration of
Electronic Certification Services" and other requirements by administrative authorities.
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8.2. T M/ |dentity/Qualifications of Assessor
GDCA ¢ *  GDCA n v T
T b A

Cross department audit assessment group organized by GDCA Security Policy Committee performs
internal audit of GDCA.

8.3. T b T H i

Assessoros Relationship to Assesse

GDCA b ask ask b b Bb NA

Segregation of duties is required between the GDCA auditors, and the GDCA system administrators,
business administrators, and business operators.

8.4. T p  Topics Covered by Assessment

GDCAp b

GDCA®G internal audit includes:

1. n [ "HNe :

2

3 H CPa 3 F n 3 F’
4. N a “ '
5

1.  Whether the security strategy is fully implemented
2. Whether operation procedures and processes strictly followed

3.  Whether strictly following the CP, business specifications and security requirements when

conducting authentication services
4.  Whether all kinds of logs and records are preserved and if there is any question

5. I'f thereds any other potential security risks

4

8.5. bb 0 ® Actions Taken as a Result of Deficiency

¢ GDCAp T 7 T K
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3 F A TN T

3 F b A

Audit assessment group monitors responsible departments for improvements and complete status of
issues that were mentioned in audit reports. After improvement of audit results have completed, various
functional departments should submit summary of improvement to audit assessment group.

¢ GDCA Y v i CcPi GbcAL i
T3k w” GDCA 3y L ~ oi JA B GDCA
3 F As F W H 'Y ~ GDCA
3k 7 A
For authorized RA mentioned in GDCA6s audit report,

standards defined by GDCA, GDCA will stop the above behaviors immediately and ask them to make
changes in accordance with the requirements of GDCA. GDCA will terminate relevant authorization of
electronic certification services of RA if the above behaviors are seriously violated.

8.6. T D b0 Communications of Results

GDCA p \ Yi 1 Y v
n * GDCA i A

Audit results are formally informed to relevant departments of GDCA and related RA. GDCA will notify the
subscribers of any potential security risks timely.

8.7. T SeltAudits

8.1A

See section 8.1.

9. K 113F Other Business and Legal Matters
9.1. Fees

GDCA” L Tk i 0 0 0 _
G 0 7 A

GDCA can charge subscriber certification fees for the digital authentication service provided. The specific
charge will be determined by market rules and regulations of relevant administration department.
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9.1.1. " Certificate Issuance or Renewal Fees
GDCA i T E GDCA www.gdca.comcn s~ b
A

The fees of GDCA adding and renewing certificates are published in the website www.gdca.com for user
to query.

GDCA T E GDCA E E bW "y T E w
%A

If the price specified in GDCA agreement is different from the one published, the agreement price

prevails.
9.1.2. ] Certificate Access Fees
¢ # - |FGbcAb Gk A ¥ v GDCA
0 * GDCA b \ 0 0 A

Currently, GDCA doesn't charge for inquiry during the certificate validation period. Unless the subscriber
has special requests, which makes GDCA to pay extra fees, GDCA will interact with the subscriber for
appropriate charges.

i Kv i, ~ GDCA wi www.gdca.comen’s 3 Y
E A
If certificate inquiry charging policy has any changes, GDCA will promptly post the changes at its website
(www.gdca.com.cn).

9.1.3. H Revocation or Status Information Access Fees
G H * |[ebcab Gk A ¥ v
GDCA 0 * GDCA b \ 0 0 A

GDCA currently does not charge any fees for the certificate revocation and status inquiry. Unless the
subscriber has special requests, which makes GDCA to pay extra fees, GDCA will interact with the
subscriber for appropriate charges.

H Kv I, °~ GDCA wi
www.gdca.comen': 3 Y E A

If revocation and status information inquiry charging policy has any changes, GDCA will promptly post the
changes at its website (www.gdca.com.cn).
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9.1.4. ir F Fees for Other Services
1. GDCA ¥ CP it ° b3 » ~ GDCA 0
ap A
2. GDCA . w O T F GDCA b [
N T E A
3. i 1 GDCA " L F “GDCA wi E "t A

1. If subscriber requests paper version of CP or other related documents from GDCA, GDCA will
charge postage and processing fees.

2. GDCA provides certificate storage media and related services to subscribers. GDCA declares the
prices of above items in the agreements signed with subscribers or other entities.

3. Other services fees that GDCA may or will charge will be published timely for referencing.

9.1.5. Refund Policy

GDCA 0 VR W Y * GDCA
b K v A

GDCA does not refund any fees to subscribers except fees charged for certificate application and renewal
because of specific reasons.

b 0 T~ GDCA H b A GDCA
3 CP K T HF" Ty GDCA i A
GDCA U n - GDCA Y Y " 0 n

A

In the process of the certificate operation and the certificate issuance, GDCA complies with strict
operating procedures and policies. If GDCA violates its defined responsibilities under this CP or other
material obligations, subscribers can request GDCA to revoke certificates and refund. After GDCA
revokes s wertficates, ®BDECA Wilsimmediately refund the full amount that subscribers have paid
for the certificate application.

b L [ é A
This refund policy does not limit users from obtaining other compensation.

- a i~ GDCA i K A

After refund completion, if a subscriber continues to use the certificate, GDCA shall investigate his/her
legal liabilities.
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9.2. I K Financial Responsibility

9.2.1. G Insurance Coverage

G h CP 99 T é A

Insurance Coverage mainly focuses on compensation specified in CP Section 9.9.

9.2.2. i T ¥ OtherAssets

b A
Not applicable.
9.2.3. r G G
Insurance or Warranty Coverage for End-Entities
i W i GDCA i~ \ ok i H
i CP" GG G A

The acceptance of the certificate or its services specified by the agreement by the subscriber means that
subscriber has accepted the specification and constraint of insurance and warranty coverage in this CP.

9.3. 3FH G Confidentiality of Business Information

9.3.1. G H Scope of Confidential Information
GDCA t FT"YAH  wG H
1. GDCA i ’
2. oo a F a H - " H GDCA
G H ~ =+ n 3 F Ty A b FE
5o
3. it GDCA RAG @, E H wG - b E A

In the electronic certification service provided by GDCA, the following information is treated as

confidential information:

1. GDCA s u b s zdigitabsgmatdre and decryption key
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2. Audit records including local logs, server logs, archive logs information, which is treated by GDCA as
confidential information. These records can only be accessed by security auditors and business
administrators. Unless for law requirements, this information cannot be released outside of the
company

3. Other individual and company information preserved by GDCA and RA and should be treated as
confidential. Unless for law requirements, this information cannot be released to the public

9.3.2. b ¢G H

Information Not Within the Scope of Confidential Information

1. GDCAD hna “WT E
1. Certificate issued by GDCA and its public key.
2. nT H

2. Information of subscriber in the certificate.

3. i T
3. CRL
4. i " CPa 3F 1~ CPSA

4. CPandCPS

9.3.3. G G H K Responsibility to Protect Confidential Information
GDCAa Y a Yib 3F 7 ab - yF CcP -
G G H K~ i G A

GDCA, RA, subscribers, relevant entities and parties involved in certification business, have the
obligations to assume appropriate responsibility of keeping confidential information in accordance with
this CP, and must protect it through effective technical means and management process.

G H ¥o Ao GDCA E T G H -
GDCA i ’ * GDCA G H i v
Y i E A G H W 1T KylT é
HF" GDCAb Kv b i G E G H AG H

b 7 GE G H é kA

As confidential-information holder requires GDCA to publish or reveal all his/her/its own confidential
information due to some causes, GDCA shall satisfy his/herl/its requirements; Also, GDCA shall require
t h e h ododirmentarg application and authorization to express his/her/its own will of publishing or
revealing.
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If any other obligation of compensation is involved in the act of revealing confidential information of the u
ser by GDCA, GDCA will not assume any responsibility for damage concerning it or caused by the act of
publishing the user's confidential information. The confidential-information holder shall assume
compensatory responsibilities related with it or caused by the opening of confidential information.

GDCA K v a a yiitE z N

_<
8
I

L CPT G H ° GDCA a

E " G H ~ GDCA Kv KA

gt
£
&
o
[y

FA

When facing any requirements of laws and regulations or any demands for undergoing legal process of
court and other agencies, GDCA must provide confidential information in this CP, and could publish the
relevant confidential information to law-enforcing department according to requirements of laws,
regulations, legal doctrines or court judgments. Under this circumstance, GDCA shall not assume any
responsibility. The reveal shall not be regarded as a breach of confidential requirement and obligations.

94. a. G Privacy of Personal Information
9.4.1. G 7 Privacy Plan
GDCA L G 7 e. H G A

GDCA should establish the Non-disclosure plan to protect the privacy information of subscriber.

9.4.2. Dy H Information Treated as Private
v AT H vi i H Lo H Y
Ab H =~

Except for the information already included in the subscriber certificates and the certificate status
information, other basic information provided by the subscribers is deemed private. Information treated as
private includes:

1. p”~ M T

2

3. '
4 ~ A

1. Subscrib egvalid documents number such as ID number
2. Subscriber's telephone number

3. Su b s c rsimaileng adldress and living address
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4. Subscriber's bank account number

9.4.3. b Y H Information Not Deemed Private

A

All information in a subscriber certificate and the status information of the certificate, etc. is deemed not
private, and shall not be regarded as privacy information.

9.4.4. G K Responsibility to Protect Private Information
GDCAa Y G bG CP 942 T H Kby
FA

GDCA has the responsibility and obligation for proper custody and protection of the certificate applicant
personal privacy described in section 9.4.2.

9.4.5. a H b Notice and Consent to Use Privaténformation
GDCA i 3k P a K v H 7 & VIR
F A a " H - T * GDCA HE
3 [ A

Any subscriber information GDCA obtaining within the scope of certification business can only be used for
identifying, managing and serving subscribers. When using the information, no matter the privacy is
involved or not, GDCA has no obligations to notify subscribers, and no need to obtain subscriber&
consent.

GDCA K v yi E z - H
" 0 H 3 yET fb

A

Under any requirements of laws and regulations, and demands for undergoing the legal process of other
agencies, or under the circumstance where private information holder submits the written authorization to
certain object for publishing the information, GDCA has no obligations to notify subscriber, and to obtain

the consent from the subscriber.
GDCAa Y H ¢f TRk

ToF ’ ~ b aHP "A

—_
—<

IfGDCAand registration aut prieateiinforynatisnhiadther papoges heyondshe r 6 s

functions agreed between two sides, CA and RA shall notify subscriber to obtain his/her/its agreement
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and authorization, and the agreement and authorization shall be in the form which can be archived (such
as fax and business letters etc.).

9.4.6. w H

Disclosure Pursuant to Judicial or Administrative Process

G a ° GDCA H L

Due to the need of legal execution as well as administrative execution permitted by legal authorization,
GDCA shall provide subscriber& private information to relevant law enforcement agency and
administrative enforcement authorities. The above behaviors are permitted. It includes:

1. f ' ¥

1. Submit the application following the legal process required by relevant agencies pursuant to the
provisions of laws and regulations.

2. Yi E z a 7 ¥ :
2. The formal application by court and other agencies when dealing with the dispute of using certificate

3.1 ) 2] A

3. The formal application by arbitration agency with legal jurisdictionA

9.4.7. iTH Other Information Disclosure Circumstances

GDCA t F " GDCA'
Ho v E A

33>

If certificate subscriber requires GDCA to provide some particular customer support services such as

mailing materials, GDCA needs to send the subscriberdés name, mai |l ing

information to a third-party such as mailing company.

9.5. “  Intellectual Property Rights
1. GDCA, G myi GDCA 5 N o
2. GDCA i p i a az Ng
3. GDCA ::E WeH w GDCA ~~ GDCAi# "H ~ 1. b
G 3 4’
4. GDCAD i CRL wi GDCA
5. w GDCA
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6. T GDCA T r £ "YW DN™ y i T O

ap

r n~ v GDCA A

1. GDCA reserves and remains full intellectual properties rights for all the certificates and software
offered by GDCA.

2. GDCA holds ownership, the right of name, the right to share the benefits for certificate system
software

3. All the information published at GDCA website is GDCA property. Without written permission of
GDCA, others cannot repost them for commercial activities.

4. Certificates and CRLs issued by GDCA are both the properties controlled by GDCA.
5. External operation management strategy and specification are GDCA property.

6. The distinguished name (hereinafter referred to as DN) used to express the GDCA domain entity in
the directory and the certificate issued to the terminal in the domain entity are the properties of

GDCA.
9.6. b G Representations and Warranties
9.6.1. CA L G CARepresentations and Warranties
GDCA i A¥ I G

GDCA must make the following warranties to subscriber:
1. GDCA ¥ W . CP ’

1. Certificates issued to subscribers by GDCA must be in line with all substantive requirements of this
CP.

2. nT - n H % = organizationalUnitNamel
2. Verifies the accuracy of all of the information contained in the certificate (with the exception of the
organizationalUnitName information).

3. GDCAG | [ n G ~ GDCA n b

3. GDCA ensures that its private key shall be stored and protected securely, and GDCA shall establish
and implement security mechanism pursuant to the terms of national relevant policies.

4. GDCA CP | 7N

4. GDCA shall revoke certificate timely in accordance with this CP.
5. GDCA " K v ; 3t i

Hb A
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5. GDCA informs subscribers any known events, which will fundamentally affect the validity and
reliability of the certificate.

6. ! i h 1 h # ST v ¥
a L. " T TP a L
6. \Verifies that the applicant either had the right to use, or had control of, the Domain Name(s) and IP
address(es) listed in the certific at e6s subject field and subjectAlt Nam

of Domain Names, was delegated such right or control by someone who had such right to use or
control);

7. v W Oy 9 oy AL i’

7. Verifies that the applicant authorized the issuance of the certificate and that the applicant
representative is authorized to request the certificate on behalf of the applicant;

8. g y i W h I organizationalUnitName T~ H

8. Implements a procedure for reducing the likelihood that the informat i on cont ai ned in the
subject: organizationalUnitName attribute would be misleading;

9. CP 3.2 M’

9. Verifies the identity of the applicant according to section 3.2 of this CP;

~

10. GDCAbL " "1 GDCAbL f A\

GDCAL w W T .9 " a '

10. That, if GDCA and subscribers are not affiliated, the subscriber and GDCA are parties to a legally
valid and enforceable subscriber agreement, or, if GDCA and subscribers are the same entity or are
affiliated, the applicant representative acknowledged the terms of use;

11. i o H" -

—_—I3

n R~ 24x7T

E H A

11. Maintains a 24 x 7 publicly-accessible repository with current information regarding the status (valid
or revoked) of all unexpired certificates.
GDCA u AF I G

GDCA must make the following warranties to relying party:
1. H TOORT i H %o

1. GDCA guarantees that the subscriber information in the certificate is accurate except the
unauthenticated subscriber information.

2. GDCA n CP1 CPS 0 i’

2. GDCAI s in full compliance with the provisions of the CP and relevant CPS to issue certificate.

3. GDCAH TO i VN VR CPT
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3. Certificates published in GDCA repositories should have been issued to subscribers and accepted
by subscribers in accordance with the provisions of the CP.

9.6.2. RA L G RARepresentations and Warranties
1. ¢ i Y n . CP '
2. GDCA n " bw 4w Y nT H b i
H bW ’
3. Y CP i GDCA ~ i a a F A

1. The registration process provided for subscribers is compliant with all the substantive requirements
of GDCA CP.

2. When generating certificates, GDCA does not allow the inconsistencies between certificate
information and certificate applicant information due to mistakes of registration authority.

3. Registration authority will submit the applications of revocation, update and other services to GDCA
in time according to the provisions of CP.

9.6.3. b G Subscriber Representations and Warranties
W 1 GDCA 0 i~ w GDCAA Y i u bEFYN
1. i o '
2 i Y L H a %o ) K v
L XaN H K’
3. n .7 H 9 . H K A K 9 . b
Kv b b “ GDCA 1 n ’
4. b i E W } }
F o0 n" i a - i Y
a
5 y o l G br HU - 3
T LK 3F’
6. W (I I i CPT D~ i
N
7. W I I M k' G i L~ 3 " H
S . . a
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11. 6 SSUTLS W~ K HFG = WTLF h # +
T n’
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Once subscribers accept a certificate issued by GDCA, the subscriber is considered to make the following
commitments to GDCA, registration authority and related parties who trust the certificate:

1.

2.

10.

11.

The subscriber uses digital signatures if the certificate is valid.

All information that subscriber provides to registration authority during certificate application process
must be true, complete and accurate. The subscriber is willing to take legal responsibility for any
false or forged information.

If there is an agent, then both the subscriber and agent take jointly responsibility. The subscriber is
responsible for notifying GDCA and its authorized certification services agencies any false
statements and omissions made by the agent.

Each signature is generated using the private key corresponding to certificate by subscribers
themselves. The certificates shall be valid at the moment of signing, i.e. certificate is not revoked or
expired.

Subscribers ensure that they don't engage in business performed by the issuing agency (or similar
institutions) unless they sign written agreements with the issuing agency on such matters.

Once the certificate is accepted, subscribers are considered as knowing and accepting all the terms
and conditions in the CP as well as corresponding subscriber agreements.

Once the certificate is accepted, the subscriber should assume the following responsibilities: always
maintain control of their private keys; use trust worthy systems; and take reasonable precautions to
prevent the loss, disclosure, alteration, or unauthorized usage of the private keys.

Prohibited for rejecting any statements, changes, updates and upgrades published by GDCA,
including but not limited to modification of strategies and standards as well as additions and
deletions of certificate services.

The subscriber only uses certificate for the authorized or other lawful purpose within the range
specified by this CP.

The subscriber use secure and reasonable measures to prevent the private key from loss, disclosure,
alteration and other events.

For the SSL/TLS certificates, the subscribers undertake an obligation and warranty to install the
certificates only on servers that are accessible at the subjectAltName(s) listed in the certificates.
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12. The subscriber must not use the CodeSigning certificates for signing suspicious codes and other
illegal or malicious software.

9.6.4. w L G Relying Party Representations and Warranties

1. CP '

2. W i e i a

3. u i |- o Hk ’

4, u i e CRL OCSP i ’

5. W G i 2, Ty GDCA

e” F T ’

6. b K v GDCA'E a ta an T Pb 6 a

k 7 v -1 A

1. Abide by all provisions of this CP.
2. Ensure that the certificate is used in prescribed scope and duration.
3. Verifyc e r t isftrustchainédédiore trust the certificate.

4. Before trust a certificate, verify whether the certificate is revoked or not through querying CRL or
OCSP.

5. The relying party is willing to compensate GDCA for the losses and accept liabilities for any loss of
self or others, due to negligence or other reasons violating the terms of a reasonable inspection.

6. Prohibited for rejecting any statements, changes, updates and upgrades published by GDCA,
including but not limited to modification of strategies and standards as well as additions and
deletions of certificate services.

9.6.5. itrab b G

Representations and Warranties of Other Participants

CP A

Abide by all provisions of this CP.

9.7. G® Disclaimers of Warranties
CP 9.6.1T * GDCAb {1 Ky G yF
1. b6 # aw airtéasb p
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2. b *Ta Kv DAFG '’
3. b i ¥ Y Kv K’
4. cb” z~ Jua FT
<
5. i CP9.6.34 W i CP9.6.44 “ Y& GDCA
H KA

Except for the commitments declared in CP Section 9.6.1, GDCA does not assume any other forms of
guarantee and obligation:

1. Do not guarantee the statements of certificate subscribers, relying party and other.
2. Do not guarantee any software used in electronic certification activities.
3. Do not assume any liability when certificate is used beyond the prescribed purposes.

4. Do not assume any responsibility for service interruption and customer losses caused by force
majeure, such as war, natural disasters, etc.

5. When subscriber violates the commitments defined in CP Section 9.6.3, or relying party violates the
commitments defined in CP Section 9.6.4, GDCA can exempt from liability.

9.8. K Limitations of Liability
7 auw GDCA FcHO K © * GDCA-
CP 991 K A

The certificate subscriber and the relying party specialized in civil activities suffered losses due to
electronic certification service provided by GDCA, GDCA only assume limited liability amount stipulated in
CP section 9.9.1.

9.9. & Indemnities

9.9.1. & K Indemnification by GDCA
GDCA {3 CP 961 T l 3w e GDCA
& «° o ~ Y
1. GDCA i 0 Y S w i ’
2 H %o & " )° GDCA © nE = H ~
u i '
3. GDCA " H X TP 0 0
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If GDCA violates statements in CP Section 9.6.1, certificate subscribers, relying parties and other entities
can request GDCA assume compensation liabilities (except for statutory and contractual exemptions). If
the following circumstances occur, GDCA will assume limited compensation liability:

1. GDCA issues certificates to a third-party instead of the subscriber by mistake, which leads to losses
of the subscriber or relying party.

2. If subscriber submits accurate and true information to GDCA, but GDCA issues certificates with error
information and the error leads to losses of the subscriber or relying party.

3. After GDCA knows the fact that subscriber provides fake registration information or data, GDCA still
issues certificate, which leads to relying party suffering losses.

4. Ifthe privatekeyof CA i s di scl osed due to GDCAd6s fault.

5. GDCAfails to revoke certificates in time, which leads to relying party suffering losses.

9.9.2. €& K Indemnification by Subscribers

v

n - A GDCAa w - é «'

If the following situations cause GDCA or relying party suffering losses, subscribers shall be assumed the
liability to compensate:

1. Y i a L b v GDCA i
n F i ’
2 [ a N a
GDCA1 i ok “yYib 01T, a4 GDCAT |
n F a 3’z i '
3 a i W i cPi " b - G CP
3 F ’
4. i ¥ i P F " [ GDCA i
H 3Y0 i i y y ""
v GDCA CP % 7 b H i
é k'
5 WT H O T p A g 7 GDCA w ;
6 0 G v X a 0a ’
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1. GDCA and its authorized service agencies or third-party suffer losses due to unreal information, such
as deliberate, negligent or malicious provision of unreal information by applicants when applying for
certificates.

2. GDCA and its authorized service agencies or third-party suffer losses due to disclosure and loss of
private keys deliberately and by mistake; due to not informing GDCA and its authorized service
agencies or third-party of the leakage and loss of private keys with knowing the facts; and due to
handing keys to others inappropriately.

3. Subscribers violate the CP and related operation practices when using certificates as well as using
the certificates activities outside of the CP.

4. If the certificate is used for illegal transactions or causes disputes during the period from revocation
requests submitted by the subscribers or other entities authorized by GDCA to this information of
certificate revocation published by GDCA, if GDCA operates in accordance with the requirements of
the CP, subscribers must assume any responsibility of losses according to this CP.

5.  Subscribers do not stop to use the certificate which its information have changed and don't notify it to
GDCA or relying parties in time.

6. The private key is lost, compromised, stolen, exposed, and etc. due to not taking effective protection
measures.

7. Subscribers continue to use the certificates and do not notify GDCA and relying parties promptly
when they are made aware that private keys are lost or at the risk of being compromised.

8. The certificate has expired but is still in use.

9. Thesu b s c rsicdstiicaté information infringes upon the intellectual property rights of a third-party.

10. Using certificates outside the provisions of specific application scope, such as the use of certificates
for illegal and criminal activities

9.9.3. W & K Indemnification by Relying Parties

m o w / GDCAa - & k'

If the following circumstances lead to the losses of GDCA or subscriber, relying party shall be assumed

responsibility to compensate:

1. GDCAb u \ CPT N

32>
553

2. W CP - GDCA i ok ’
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1. Obligations defined in the CP and agreements between GDCA and relying parties are not fulfilled.

2. GDCA and its authorized service agencies or a third-party suffer losses due to inappropriate reviews
against this CP.

3. Trust certificates in unreasonable circumstances. For example, relying party still trusts the certificate
with knowing that the certificate usage is beyond its scope or period or the certificate has or may
have been stolen.

4. Relying party does not verify trust chains of the certificates.

5. Relying party does not check whether a certificate is revoked through querying CRL or OCSP.

9.10. b Term and Termination
9.10.1. Term

CP ¥ T W CP ’ CP NW CcP
H GDCA F A

This CP will enter into force a t 1 2 k of the relense date, and the last version CP will become invalid.
This CP will become invalid when the next version CP enters into force or the electronic certification
services of GDCA are terminated.

9.10.2. Termination

GDCA FoC CP A

When GDCA terminates electronic certification services, this CP is terminated.

9.10.3. b Effect of Termination and Survival
CP - 3 F Top 3 F b
K A 3+ 0., - Fo[i G
z A

The termination of this CP means that the termination of CA business, but the termination of certification
business does not mean the termination of CAS sesponsibility. After the termination of business, CA shall
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take reasonable measures to transfer certification service to other CA so as to ensure the interests of the
subscriber.

9.11. ab Q@ # I H €

W A

The circumstances that CA actively revokes the s u b s c $ celifecated finds out subscriber using
certificate out of specified usage, or behaviors of subscriber violating subscriber agreement have
occurred, CA can use appropriate way, such as telephone, E-mail, letter, Fax, etc., to notify subscriber
and relying party if necessary.

9.12. k  Amendments

9.12.1. k Procedure for Amendment
GDCA 1 w T CP Q W cP Gi
ah yi 7 %o . 3 F A

Through the authorization of GDCA Security Policy Committee, CP composition team shall review this CP
at least once a year, to ensure that CP meets the requirements of national laws and regulations and
administration department, to meet the latest SSL baseline requirements and specifications, and satisfy
the actual requirements of certification business operation.

CP k - CP Q Fk - GDCA v %o "
CP Q k ~ k CcP GDCA n W %o 0 A

The revised version of this CP will be revised by CP composition team and approved by GDCA Security
Policy Committee. CP composition team will be responsible for the revision and the revised CP will be
officially released after being approved by GDCA Security Policy Committee.

9.12.2. L Notification Mechanism and Period
k CP %o 4 GDCA www.gdca.com.git 0 A ¢
paHDPA k ~ GDCA o TN
G T A
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After approval of the revised CP, it will be posted on GDCA official website www.gdca.com.cn immediately.
For the modification notified by email, mail, media and other ways, GDCA shall notify the relevant parties
in reasonable time, which ensures that the relevant parties have minimum influence.

9.12.3. k Circumstances Under WhichCP Must be Changed

F W. '~ GDCA cpP k
If the following situations occur, this CP must be modified:
1. ¥ SR CP ’

1. The encryption technology develops significantly enough to affect the effectiveness of existing CP.

2. ° 3k T %o ’

2. The relevant standards have been updated.
3. v 0 1 i’
3. Certification system and relevant management regulations take significant upgrade or changes.

4. h '

4. The laws and the administration departments require the CP to be modified.

5. CP*%* A

5. There is some significant deficiency in the existing CP.

9.13. Ju - Dispute Resolution Provisions

GDCAa u H ¥ Ju N W \ oA

~ ~

_b=r _A

Any disputes between GDCA and subscribers or relying parties shall be resolved through negotiations as
agreed, and those cannot be settled by negotiations will be resolved by laws.

9.14. Governing Law

GDCA CPi eT . | & + W Ta
é F W A

The CP of GDCAisgovernedby t he | aw of @A El ectronic Signat,ures
t he r e g uMeasuieofor the Admidistration of Electronic Certification Servicesoand dMeasures for
the Administration of Cipher Codes for Electronic Certification Servicesdpromulgated by the country.
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9.15. Compliance with Applicable Law
3kFa " a, an . eT . 1ae
+ W Taé F W Tyiit T
A

All businesses, activities, contracts, and agreements of GDCA must conform to "Electronic Signatures
Laws o f Peopl eds R e @ WMedSures foo the A@rhinistradion of Electronic Certification
Serviceso fMeasures for the Administration of Cipher Codes for Electronic Certification Serviceso and

other | aws and r egulblcofGhinas of Peopl eds Repu
9.16. W Miscellaneous Provisions
9.16.1. \ Entire Agreement

CPa CPS oA v o1 i THY PKIG™~ H 1 A

The entire agreement is composed of CP, CPS, Subscriber Agreement and Relying Party Agreement as
well as its supplementary agreement.

9.16.2. Assignment

CPT e\ z gFE N H,,
z gt A w0 b [ a W Kv VFT K A

According to the rights and obligations of certification entity parties detailed in this CP, all parties can
transfer the possession of rights and obligations in accordance with the relevant provisions of the law. The
occurrence of the above transfer behavior does not affect the change of any debt and liability among the
transferors.

9.16.3. Ne=  Severability

ao

CP Ky i ¢ b GDCA v I o Y
bi z ~ GDCA ! 1 k T gl “i ¢ Neb
i * GDCA k p A

In case any clause or provision of this CP is held to be unenforceable or invalid due to any conflicts with
the laws of any jurisdiction in which GDCA operates, GDCA shall modify any conflicting clause or
provision to the minimum extent necessary to make them continue to be valid, and other clauses and
provisions shall remain valid without being affected. GDCA shall disclose the modified contents in this
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section.

9.16.4. L Enforcement
b A

Not applicable.

9.16.5. b~ z Force Majeure

w CcPL CPS ~ b~z “yYyG N 2 A
CPS formulated in accordance with this CP shall include a force majeure clause to defend the benefits of
each party.
9.17.1 1 Other Provisions

GDCA CPi A

GDCA has final interpretation rights to this CP.
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129



