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1. MEFEMHR Introduction
1.1. #EiR Overview

1.1.1 AFfEi4 Company Profile

B R A A R A ®) (Global Digital Cybersecurity Authority Co., Ltd., f&#x
GDCA 8 “#zif ™, J5A I REFIERHIGEF OERA R ", BaLT 2003 4 3 H
6 H .2005 49 H , GDCA izl it T [ 52 2 A B J A i L R A JE = Mk B 1) W A o 2
B A E E O\ F3RAE CBRFINERSVFATIE) (FATHiFS: ECP44010220007) (1) HLT
WIEIRSS IR 2 —: 2008 4 12 F, RAFEFH 0D B RMUL I (2500 = S A 5 vr
FIUEY; 2011 4F 4 H, Jdid 1 A0 H R BT S B AR R SS RE TIPS, 3R18 (R
TBES T WIERSHAY (Jis: A02L) ik, 2013 4, XTHTFWIEIRS RGudtiT
SM2 AT, BN T E X ELE HERALS 7 A A, 2015 £, GDCA @il T
WebTrust [E bRz 48 tH0iE. AERNL S K BT EE, 2016 45 H, “J RECTFUEF L
PLHRAR” BN B AR A IR AR 7, 2017 £ 8 F] 11 H, GDCA {£
B =R 5y, B MRIRR: Bz AR, BCEEAD: 871932,

Global Digital Cybersecurity Authority Co., Ltd. (abbreviated as GDCA or “#(zH[4X” ), formerly
known as Guang Dong Certificate Authority Co., Ltd., was established on March 6, 2003. In
September 2005, GDCA passed the qualification review of the State Cryptography Administration
(SCA) and the former Ministry of Information Industry, becoming one of the first eight electronic
certification service providers nationwide to obtain the Electronic Certification Service License
(License No.: ECP44010220007). In December 2008, GDCA obtained the Commercial
Cryptography Product Sales License issued by the SCA. In April 2011, GDCA passed the
e-Government electronic certification service capability assessment organized by the SCA and
obtained the qualification of e-Government Electronic Certification Service Provider (No.: A021). In
2013, GDCA upgraded its electronic certification service system with the SM2 algorithm and passed
the security review organized by the SCA. In 2015, GDCA obtained WebTrust international security
audit certification. To meet business development needs, the company was renamed Global Digital
Cybersecurity Authority Co., Ltd. in May 2016, replacing its former name Guang Dong Certificate
Authority Co.,Ltd. On August 11, 2017, GDCA was listed on the National Equities Exchange and
Quotations (NEEQ), with the stock abbreviation “#{ZF{X” and stock code 871932.

1.1.2 EPREES B ARSI (CP/CPS)

ASAE 508 5 B TR SN (fATRR CPICPS) VE4H iR T GDCA 2 4E [ HL Tl
TEAR S HEAN R . FEFUIE AR S5 BT F A I DL K FLFIAIE AR 45 AH 5% 5 5 3 BT A HH K 52
{f. A CPICPS B GDCA #id AT AT FITE G T P Mg AR A RS 53
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K CP/CPS i& F T-A 45 L R oW SUAS (1 SR | 48 B AR HE BT K (1) SSLITLS k% 2%
EAS:
® CA/B Forum A 3LAMEIERZ K 58 HEMZ K (TLS BRs);
® CA/B Forum ¥ J&5iE (EV) IEiER (EVGS);
® CA/B Forum M4 5iEH R 4122 225K (NCSSRs);
®  Microsoft FJ{EARIEZE T 2K s
® 360 MUidE CA TG 2K,
®  Mozilla fRIE 15 22 A HE B K 5
®  Apple HIUETSEETHRIER;
®  Chrome ARIES X E R
o il HIFNIEE (CCADB) SRlg 2K,

This CP/CPS provides a detailed description of the entire process of electronic certification services
provided by GDCA, the rules governing such services, and the responsibilities borne by subscribers,
relying parties, and other participants involved in electronic certification services. This CP/CPS is
made available to subscribers, relying parties, and other relevant participants through public
disclosure by GDCA.

This CP/CPS governs the SSL/TLS server certificates issued under the following latest policies,
guidelines and standards:

e The CA/B Forum Baseline Requirements for the Issuance and Management of
Publicly-Trusted Certificates (“TLS BRs");

e  The CA/B Forum Guidelines for Extended Validation Certificates (‘EVGs”);

e  The CA/B Forum Network and Certificate System Security Requirements(“NCSSRs”);
®  Microsoft Trusted Root Program Requirements;

e 360 Browser CA Policy;

®  Mozilla Root Store Policy;

®  Apple Root Store Program;

®  Chrome Root Program Policy;

e  Common Certification Authority Database (CCADB) Policy.
k¥ IETF PKIX RFC 3647 CP/CPS HE4Z, % CP/CPS 343 NI, i GDCA

UEFS RS TS S i) 2 ezl o, b 55 MU LA . D9 fRB RFC3647 ORI RYY Sk
X BWHE “AEH” MR EONZENAEN.

Pursuant to the IETF PKIX RFC 3647 CP/CPS framework, this CP/CPS is divided into nine parts
that cover the security controls and practices and procedures for GDCA's certificate services. To
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preserve the outline specified by RFC 3647, section headings that do not apply are accompanied
with the statement “Not applicable”.

1.1.3 GDCA iEFE%ZE#] GDCA Certificate Hierarchical Architecture

GDCA HHiH 3 MBIEF T2 % SSLITLS AR %% #3345, 4354 GDCA TrustAUTH
R5 ROOT.GDCA TLS ROOT R52. 2 GDCA TLS ROOT E52. & /MfE CA R4 CA,
DAZE R FE1S . GDCA R R MBI CAE.
GDCA HRIF 15 2.
(1) GDCATrustAUTH R5 ROOT
SHA256 R 4L:
BFFF8FD04433487D6A8AAB0C1A29767A9FC2BBBO5E420F713A13B992891D3893
(2) GDCATLS ROOT R52
SHA256 $54L:
77AE39E8D124F6BC747C74FASDA2AEN89358C4930566ED7369144672D74C6471
(3) GDCATLS ROOT E52
SHA256 $54L:
D50FDF57D3CEC20EE91256 A4A6DA768C36A510DFE5771F23EF4B1833290BF012
GDCA HRIE+ 2 CAE+HiEE GDCA Mk Chttps://www.gdca.com.cn) K Aii.

GDCA currently operates three root certificates for issuing SSL/TLS server certificates, namely
GDCA TrustAUTH R5 ROOT, GDCA TLS ROOT R52, and GDCA TLS ROOT E52. Each root CA
contains subordinate CA certificates for the issuance of end-entity certificates. GDCA does not
issue externally operated subordinate CA certificates.

GDCA Root Certificate Information:
(1) GDCA TrustAUTH R5 ROOT
SHA-256 Fingerprint:
BFFF8FD04433487D6A8AA60C1A29767A9FC2BBB0O5E420F713A13B992891D3893
(2) GDCA TLS ROOT R52
SHA-256 Fingerprint:
77AE39E8D124F6BC747C74FA8DA2AE089358C4930566ED7369144672D74C6471
(3) GDCA TLS ROOT E52
SHA-256 Fingerprint:
D50FDF57D3CEC20EE91256A4A6DA768C36A510DFES771F23EF4B1833290BF012

GDCA root certificates and subordinate CA certificates are published on the GDCA website

3



[] SR RIXZIRIGBEIRDE
m (RO TR e Secun ity AThonityg Coe Lo GDCA SSL/TLS CP/CPS (Vl. 0)

(https://www.gdca.com.cn).

1.2. X154 #E5#7R Document Name and Identification

ASCREFRAE (B2 AR AR R 22 5] SSLITLS iE -+ 5 Mg f2 B I IE L 55 0] )
(fai#k GDCA CP/CPS. 7% CPICPS). 7< CP/CPS AH# L XMETE KA, GDCA N
{RYESCRRA S SRR TE B KA — BT

This document is titled the “GDCA SSL/TLS Certificate Policy and Certification Practice Statement”
(abbreviated as GDCA CP/CPS or this CP/CPS). This CP/CPS is published in both Chinese and
English, and GDCA should make sure that there are no material differences between the Chinese
and English version.

1.2.1. BT Pi ¥ Revisions

H 3T % PRk B

2026.10.31 | AShiACK: SSLITLS EF5)MV 55 A5 G IIAE i R B (CP) HiliEk 1.0
ZHN (CPS) ¥4y —43MSr i) CP/CPS SCRY, FHAE NI
WA R AR o T3 SERRAS PN 28] 2 [ A 5 g 52 S0

Date Revisions Version

2026.10.31 | This version consolidates the Certificate Policy (CP) and 1.0
Certification Practice Statement (CPS) related to SSL/TLS certificate
services into a standalone CP/CPS document and formally releases
it as a new version. Previous versions may be referenced in the

historical documentation.

1.3. PKI 2 53 PKI Participants

1.3.1. EFINIERREPLI Certification Authorities

GDCA 2t (e NRILAE 24 (AT IMERSEHIMNE) e, K
IR 2 =7 T INIE R % LK - GDCA JE It 45 M= HL 158 5 15 sl (1 4% 07 AR i
REBCFUESS S SR AUE P 90 UE AR 55 55 T Bam SOV L MBS s 2 5 4K
GDCA is a publicly trusted third-party electronic certification service provider established in
accordance with the Electronic Signature Law of the People’s Republic of China and the
Administrative Measures for Electronic Certification Services. By issuing digital certificates to

parties engaged in electronic transactions and providing certificate validation services, GDCA
serves as a participating entity in electronic certification activities.
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1.3.2. T P Subscribers

W GDCA MU TIE ISk, ATLGEAN AL WU, Bk . 1T IE % &
%7 GDCA 21T 5 20 ASRAFE S, I AR IEIT 7 M TTE.

A subscriber refers to an entity that receives a digital certificate from GDCA, and may be an
individual, an organization, or a device. Subscribers typically must enter into an agreement with
GDCA to obtain a certificate and assume the responsibilities as a certificate subscriber.

1.3.3. #&k#5 Relying Parties

GDCA FHEF AR #5215 EE T X GDCA 25k FRIE 5 B A R348 44 (5 My AN
H RGN ZIARFT L, AT AAE GDCA [ MEFIT /.

A relying party of GDCA refers to an entity that engages in relevant activities based on its trust in
the certificates issued by GDCA and the associated digital signatures. Such an entity may or may
not be a subscriber of GDCA.

1.3.4. HEAth2 52 Other Participants

HAh 2 5% #4879 GDCA [FHL T G ZhH- HAH AR 55 i Hofh S

Other participants refer to entities that provide relevant services for GDCA's electronic certification
activities.

1.4. iEFH M Certificate Usage
1.4.1.1. EEHAEF A Appropriate Certificate Usage

GDCA %R 1) SSLITLS R4S #UEThRis Web Wuhal s Web %5 35 & 4y, wILL
FH TR B Rk (1 B . A SSL % i@iE . SSLITLS AR5 25 J8E5 3 4 DV SSL
(Domain Validation SSL) iE45. OV SSL (Organization Validation SSL) iE45 1 EV SSL
(Extended Validation SSL) iEf5. i1/ nf URIE LR T2, B F WA R MR A
IR
SSL/TLS server certificates issued by GDCA identify the identity of a website or web server, and
can be used to prove the website’s identity, as well as to provide an SSL-encrypted communication
channel. SSL/TLS server certificates are further categorized into DV SSL (Domain Validation SSL)
certificates, OV SSL (Organization Validation SSL) certificates, and EV SSL (Extended Validation

SSL) certificates. Subscribers may determine and select the appropriate certificate type based on
their actual needs.
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1.4.1.2. iEP IR T SR IE X % AR TR CP Object Identifiers of Certificates

UEFRA REERT R RRF FE R

DV  SSL | 1.2.156.112559.1.1.4.3 | %40 Mk By 4, SN,
WP N 2.23.140.1.2.1 Hhem A A RSS2 G 30T .
OV  SSL | 1.2.156.112559.1.1.4.1 | AR s, 9.
WP J 2.23.140.1.2.2 Hhem A A A RSS2 G 30T .
EV  SSL | 1.2.156.112559.1.1.6.1 | 4. $FE 4, Z9NE.
WP K 2.23.140.1.1 o SN Ve RSS2 S A BIE o
Types of Certificates Policy OIDs Key Usages

KU: Digital Signature, Key

1.2.156.112559.1.1.4.3 ;
DV SSL Certificates Encipherment.
and 2.23.140.1.2.1

EKU: Server Authentication.

KU: Digital Signature, Key

1.2.156.112559.1.1.4.1 ;
OV SSL Certificates Encipherment.
and 2.23.140.1.2.2

EKU: Server Authentication.

KU: Digital Signature, Key

1.2.156.112559.1.1.6.1 :
EV SSL Certificates Encipherment.
and 2.23.140.1.1

EKU: Server Authentication.

1.4.1.3. FR#&IEH M Prohibited Certificate Uses

AR L AEAT AR S B SR RN B R [ K e SR N AE T, AR IR A
VR IU RIS B B AR 1L AR Sk 85 A AE S, 75 0 i i v B s R T P B AT
CiER

The use of certificates issued by GDCA is prohibited in any circumstances that violate national laws
or regulations or jeopardize national security. The use of certificates in any illegal or criminal
activities or in business activities prohibited by law is also strictly forbidden. The subscriber shall
bear all legal consequences arising from any such misuse.

1.5. SRMGE B Policy Administration

GDCA %4 5IEZ 472 GDCA H-FIIEAR S AT SRS i s s #H LK, BT
¥ttt CP/CPS.,

The GDCA Security Policy Committee is the highest governing body for all policies related to
GDCA's electronic certification services and is responsible for reviewing and approving the
CP/CPS.
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1.5.1 SERESCRYE MM Organization Administering the Document

SRS SR BEHLAL Y GDCA % 4 SRR 2R A 2, VRN SIS BALR T 5T 3T« A
BT A CPICPS. GDCA # 4R I~ kB TAFEHEZE . ATBH L. BoRF L,
B E MRS T S SR A IE AR A K

The policy document management body is the GDCA Security Policy Committee, which, as the
policy management authority, is responsible for formulating, publishing, and updating this CP/CPS.
The GDCA Security Policy Committee is composed of appropriate representatives with
decision-making authority from the company’s management, administrative center, technical center,
and operations service center etc.

1.5.2 BEt&A Contact Person
1.5.2.1. iEHFE#HR S Certificate Problem Report

RS 1) 35 A IR R 1 SR AU DA 77 Nz — 3258, HAE B g R L AL 15
B AU AL -

® KHRPEZ: webtrustreport@gdca.com.cn; BY

® Hi: 4007008088

Any certificate problem reports or certificate revocation requests shall be submitted through one of
the following ways, and certificate revocation requests must be submitted in writing:

® E-mail to: webtrustreport@gdca.com.cn

® Call: 4007008088

1.5.2.2. CP/CPS |ajf CP/CPS Related Issues

R4 2% CPICPS [y, f . % 4E, HEmT LLZ LT 7 sGEAT IR

PKARHTT]: GDCA 17 BUE HE]

WAk bk https://www.gdca.com.cn/

H PR AR . gdca@gdca.com.cn

PRA L. A NREAIE -4 N TR 55 DOB R 112 5 BRIV EFRORJE 30 #4
3001 =

MEEfY: 510030

L5 A%: +86 20-83487228

Any questions, suggestions, or inquiries regarding this CP/CPS may be directed to the following
contact:


mailto:webtrustreport@gdca.com.cn
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Contact Department: GDCA Administrative Department

Website: https://www.gdca.com.cn/

E-mail: gdca@qgdca.com.cn

Address: Unit 3001, 30F, Pearl River International Building, No. 112 Yuehua Road, Yuexiu District,
Guangzhou City, Guangdong Province, the People’s Republic of China

Postal Code: 510030

Tel: +86 20-83487228
15.3 PE CPS fF&REGHIALM Person Determining CPS Suitability for the

Policy

GDCA ‘% 4= il 2 b1 o T DTRA E AR ST 1A 3 AT P v

The GDCA Security Policy Committee determines the suitability and applicability of this document.

1.5.4 CP/CPS #it#EFERF CPS Approval Procedures

AN CPICPS H GDCA %4 5RHgZ i e4H41 CPICPS 4n'5 /INA I & SCAY,
CP/CPS %% 5 /N5 #2738 GDCA %A R R =¥ i%, KR RaSitiE s, EXRE
GDCA & J7 Mk & Af

The GDCA CP/CPS is drafted by the CP/CPS drafting team organized by the GDCA Security Policy
Committee. Upon completion, the draft is submitted to the GDCA Security Policy Committee for
review. After approval by the committee, the CP/CPS will be officially published on the GDCA official
website.

1.5.5 CP/CPS &i] CPS Revision

GDCA X} CPICPS AT ™ 4% (R A2 ], I Hh % 2 RIg 22 R DT RS EL .
A% CPICPS Z/DERRFMEI] — IR WIRT N B, WEEHRRA T BRI A E &
BiTidsx.

GDCA implements strict version control over the CP/CPS, with the Security Policy Committee
responsible for all related matters.

This CP/CPS is updated at least once every year. Even if no other changes are made to the
contents of this CP/CPS, GDCA will increment the version number and update the release date,
and the revision records of this CP/CPS.


https://www.gdca.com.cn/
mailto:gdca@gdca.com.cn
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1.6. B X M85 Definitions and Acronyms

1.6.1 RiEE X—¥%F List of Term Definition

ARIE 7 X

GDCA %4 5RIEZE 12 | GDCA NUF RS54 2 P 1) 8 v oF s 2R MR B LA A CP/CPS
— MR

HLFIIE IR 25 WL RS, 5K, WA LE BB A . ZAREEH
TR CAs K2 CAs.

EM LAY ALK (Registration Authority, RA) 4t 5t A FAIE 5 H i 2
AREFT P IR SR, I8 2 IR A VARSI, N
SAE HE ALV E M AR R SR, AR STXE A HE AT
SO AR RIS S, R AL EE B IR, AR FAE
B 25 W LAL A B0 AE 15 8 3 S ) H S

iEP SBT3, HTBRAAS G 0h90E.

S RECELTIES FH 2% R AETS IR B T AIE AR S LA (CAD B i AT %5 4
L2 B HEGHT I R 5 1 B T R B R

L TR 45 R0 FRIEF ST, 25k, B3 R FH A SR SR 1 — 10 S

W4 14 ARG ol B N SRR

564 IR E 44 FLHE IR 44 RS BT A ST bR A4 .

Linting il

— TS A IR N, WTHET (RFC 6962) . ilE1S.
WEF M52 B OCSP M, BifFas 43Xt % (RFC 5280
% 4.1.1.1 FFTIR Y thsCertificate) HEATH AL FE, LLAfALR
AP R R e S B S RbR A

TELRUEFRRAS P TELRUE PR B ML, P ARG 7 N FH A4 Wi e e e 1
WA

A P 3 X A TS R F AR R, TR s
B, By AR BT B2 AR I I e S B

N O ] AR LRV A AT EH, TR AN
i, DIZSe5EAA NN — 0@ 784, K&k
AT INEEE,  DUEM R AR & ATt s Bk TR

NERAFERE — AR AR N AR MR TR ES%E, H
TSP T AHEE S OE B Eal . &k, FH
F AL FH T EE -

A () T FFE A CPICPS #717 8.2 AR ELR 1) H AR N BA S A4

Wt 77 WA ROIE 10 B 2R N A Sk .

T H 2 RAE T AR NBGE SR, B A20T 7 PN E s A 4Kk
AP =F/ PN RERE 25NN

ADRR7IPS INEAR LA SEH G NAT P 2 B, ZEsie 7
KT IR 5 BT

WebTrust CPA I K& XTAE RS WA 1) WebTrust I H FI3RATFRifE
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Term

Definition

GDCA Security Policy
Committee

The highest policy management and supervisory body within the
GDCA certification service system, and the authority responsible for
determining CP/CPS consistency.

Certification Authority

An organization that is responsible for the creation, issuance,
revocation, and management of certificates. The term applies equally
to both Roots CAs and Subordinate CAs.

Registration Authority

A Registration Authority (RA) is responsible for processing service
requests from certificate applicants and certificate subscribers, and
submitting them to the certification authority for the final certificate
applicant to establish registration process. RA is also responsible for
identifying and verifying certificate applicants, initiating or transferring
certificate revocation request, and approving certificate renewal or
re-key request on behalf of the certification authority.

Certificate

An electronic document that uses a digital signature to bind a public
key and an identity.

Certificate Revocation List

A regularly updated time-stamped list of revoked certificates that is
created and digitally signed by the CA that issued the certificates.

Certification Practice

Statement

One of several documents forming the governance framework in
which certificates are created, issued, managed, and used.

Domain Name

The label assigned to a node in the Domain Name System.

Fully Qualified Domain
Name

A Domain Name that includes the labels of all superior nodes in the
Internet Domain Name System.

Linting

A process in which the content of digitally signed data such as a
Precertificate [RFC 6962], Certificate, Certificate Revocation List, or
OCSP response, or data-to-besigned object such as a tbsCertificate
(as described in RFC 5280, Section 4.1.1.1)
conformance with the profiles and requirements defined in the TLS
BRs.

is checked for

Online Certificate Status
Protocol

An online certificate-checking protocol that enables relying party
application software to determine the status of an identified certificate.

Private Key The key of a key pair that is kept secret by the holder of the key pair,
and that is used to create digital signatures and/or to decrypt
electronic records or files that were encrypted with the corresponding
public key.

Public Key The key of a key pair that may be publicly disclosed by the holder of

the corresponding private key and that is used by a relying party to
verify digital signatures created with the holder's corresponding private
key and/or to encrypt messages so that they can be decrypted only

10
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with the holder's corresponding private key.

Public Key Infrastructure

A set of hardware, software, people, procedures, rules, policies, and
obligations used to facilitate the trustworthy creation, issuance,
management, and use of certificates and keys based on public key

cryptography.

Qualified Auditor

A natural person or legal entity that meets the requirements of section
8.2 of this CP/CPS.

Relying Party

Any natural person or legal entity that relies on a valid certificate.

Subscriber

A natural person or legal entity to whom a certificate is issued and who
is legally bound by a subscriber agreement.

Subscriber Agreement

An agreement between the CA and the Applicant/Subscriber that
specifies the rights and responsibilities of the parties.

WebTrust

The current version of CPA Canada’s WebTrust Program for
Certification Authorities

1.6.2 45mEiE R H A L —% 3K List of Abbreviations and their Meaning

CA Certification/Certificate Authority H T USE RS ALK
CAA Certification Authority Authorization YGENUREZ AL
CP Certificate Policy TE s
CPS Certification Practice Statement LT UE Y 55 0
CRL Certificate Revocation List TEB RO 53
CSR Certificate Signing Request TEA 3 sk S Ak
DBA Doing Business As R
DNS Domain Name System 4 25
EV Extended Validation 3 FE IO IE A BRI E
(US  Government)  Federal Information CEEBUT) BIE B
FIPS Processing Standard
b F AR
FQDN Fully Qualified Domain Name e A e gl 47
Global Digital Cybersecurity Authority CO., K2 R B4 76 TR
GDCA LTD.
AL
gTLD Generic Top-Level Domain i T 238 4
IANA Internet Assigned Numbers Authority H IR 2R 43 B AL A

11
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Internet Corporation for Assigned Names and H R 4 5 42 40
ICANN Numbers
LIk
1SO International Organization for Standardization B b vHEA, 4 21
LDAP Lightweight Directory Access Protocol B H 5 ML
OCSP Online Certificate Status Protocol TERIEFR AL
SCA State Cryptography Administration 5B T I
PIN Personal Identification Number AN AR 5D
PKCS Public KEY Cryptography Standards N BR B B R A
PKI Public Key Infrastructure DN LR
RA Registration Authority LI
Request For Comments T SR VP bR v (— R O
RFC o
TP X LU )
SSL Secure Sockets Layer Pl AR
TLS Transport Layer Security Y

2. s B R 5 B & # Publication and Repository
Responsibilities
2.1. GDCA 15 B FE Repositories

GDCA {5 2R — AN ATFHIE R, ARG EART LR N%: CP/CPS L
ATRITTSERRAS . HRAEFS . 2% CAUETS. CRL. TP i, LAK It GDCA fE 24 B i}
RATHIME S . GDCA {5 B 0T L@ ME:  https://www.gdca.com.cn P51, 5ifH GDCA
B 46 8 L EE R VAR AR

The GDCA repository is a publicly accessible information repository that includes, but is not limited
to the current and historical versions of the CP/CPS, root certificates, subordinate CA certificates,
CRLs, subscriber agreements, and other information published by GDCA as necessary. The GDCA
repository can be accessed at https://www.gdca.com.cn, or through other communication methods
designated by GDCA from time to time.

2.2. {8 B XA Publication of Certification Information

GDCA 7E 5 /7 Mk https://www.gdca.com.cn & Aifs B2, iZ M2 GDCA KA it
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HEBEE. AN BBUSFEE. 1178087 T PUE U5 i GDCA B MIFREL
RAET . 2 CAET G BEAREIE T 51R; [FR, GDCA IAU7ELIEIRS A AR
%, VT P B AR 7 AT S2I AR E B IRASE B

GDCA publishes its repository on the official website https://www.gdca.com.cn, which serves as the
primary, most timely, and most authoritative channel for all information released by GDCA.
Subscribers or relying parties may obtain information regarding root certificates, subordinate CA
certificates, and certificate revocation lists by accessing GDCA's official website. In addition, GDCA
provides OCSP service, enabling subscribers or relying parties to query certificate status
information in real time.

2.3. RATHINR]FISZ Time or Frequency of Publication

TR PUEF) CA, GDCA N Z/D4 7 REH I KA —IX CRL, WA IEF5 1
WS, BAEICSIZIE BRI S 24 /NP S8 R A BT CRL.
PR CAEFK) CA, GDCA ZiiZE /DA 12 /N HFi I R Ai—iX CRL,
AUEFAE, MAEICSAZIEBREPIRA S 24 /NG SRR KA Hi 1 CRL.
R A N R R R AT TR R, 1 GDCA SR e, 3 h & A % A2
I R, I HRF A B R A KB AR .

For CAs issuing subscriber certificates, GDCA shall update and publish a new CRL at least every
seven (7) days. If a certificate is revoked, GDCA shall update and publish a new CRL within
twenty-four (24) hours after recording the certificate as revoked.

For CAs issuing subordinate CA certificates, GDCA shall update and publish a new CRL at least
every twelve (12) months. If a certificate is revoked, GDCA shall update and publish a new CRL
within twenty-four (24) hours after recording the certificate as revoked.

The publication time and frequency of other repository contents are determined independently by
GDCA. Such publications shall be timely, efficient, and compliant with national laws and applicable
technical standards.

2.4. 15 B EEVT 34 Access Controls on Repositories

GDCA 15 B {5 B X AN ATER AT, ATFT NHBREDS 5], WX 2845 2 R ik
Y 18] AN SZAE AT B o

GDCA il WM& 247 . Rt aieit 224 Bl EE i iR XA 2 =AU A R
A REBEATAE BEERIG N WBR L B KA SRR

The information in the GDCA repository is publicly available, and anyone may access it. Read-only
access to this information is not subject to any restrictions.

GDCA ensures, through cybersecurity protection measures, secure system design, and security
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management controls, that only authorized personnel are permitted to add, delete, modify, or
publish information in the repository.

3. B hriR5 % 5] Identification and Authentication

3.1. 74 Naming
3.1.1. AFRAEAE Types of Names

GDCA MR B FAE BT & X.509 tnif, rEC4UEH1T 7 S5 4 KB X.500 #5
i 4 77 3o

The digital certificates issued by GDCA comply with the X.509 standard, and the distinguished
names assigned to certificate subscribers adopt the X.500 naming convention.

PITA 342 B 1P 3ty BB I 81 2 42 e, T8 P 44 D R 3044 B IP Mk, AR
> B I R U 42 R A B 1P Sk

All domain names or IP addresses are added as the Subject Alternative Name and the common
name is a primary domain name which must be one of the domain names or IP addresses from the
Subject Alternative Name.

3.1.2. MAHEALKIESR Need for Names to be Meaningful

GDCA {#/i] DN TR FRIEF E4R, DN I A2 FK B A — 2 FARERTER 3, N
RENSE WA € UE T3 A LA LA TR IR A R 48 AU 55 &% BCELIR R I4%, JF HorT A
BRI IR o

GDCA uses Distinguished Name (DN) attributes to identify the certificate subject. The names
contained in the DN have representative significance and shall be sufficient to clearly identify the
certificate-holding organization and the network host server or Internet domain name to be
identified, and shall be recognizable by relying parties.

3.1.3. IT P HIE 484 Anonymity or Pseudonymity of Subscribers

GDCA [F13T P AEREAT Uy e 45 FRE I AN R A Y B 44 i Py 44

Subscribers shall not use anonymous or pseudonymous identities when applying for digital
certificates from GDCA.

3.1.4. BEAFBREIFERIFN Rules for Interpreting Various Name Forms

GDCA 2 % WU ZAE B4 X.500 V3 b, B4 k% 3% sF X.500 Frifk. B4
I 4 0 B GDCA & X .
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The digital certificates issued by GDCA comply with the X.509 Version 3 standard, and the
distinguished name format conforms to the X.500 standard. The naming rules for distinguished
names are defined by GDCA.

3.1.5. Z#RAIME—E Uniqueness of Names

f£ GDCA fEHEIRA, AFRT T RRES K B ARE A2 A REA R, 22—, {H
XFFE—1T 7", GDCA R L e — [ AR B 44 9 28 % 2 5KAIE

Within the GDCA trust domain, the subject distinguished names of certificates issued to different
subscribers must be unique and shall not be identical. However, for the same subscriber, GDCA
may issue multiple certificates using the same unique subject distinguished name.

3.1.6. BHHIRA . £55 M Recognition, Authentication, and Role of
Trademarks

GDCA 28 WAE S 1 EAR B A 44 AL S R AR 4

The subject distinguished names of certificates issued by GDCA do not contain trademark names.

3.2. ¥IMEBAH5A Initial 1dentity Validation
3.2.1. EBAHA FAEH R 71 Method to Prove Possession of Private Key

RS FIEE L AUIE A 5 I ZEE M A SAR R S AL, IR B 75 2 B AR 45 R
HHEPE SR TS (PKCSHI0). HE SIS &P R %, 8% GDCA 23K
BRI T

The certificate applicant must demonstrate possession of the private key corresponding to the
public key to be registered. Acceptable methods of proof include incorporating a digital signature in
the certificate request message (PKCS#10), other equivalent key identification methods, or other
forms of proof as required by GDCA.

3.2.2. HLH & 4 #8444 5 Authentication of Organization and Domain

Identity
3.2.2.1 PLEE G4 %5] Authentication of Organization Identity

FEATLHLINY (BURDLIE . Fl A5, 78 LA S 44 SCHR TSN ST,
ISEFEAT R ) B 453, Qi ) A e 6 S LR LA R DASRAT R
W B ) B 0015 2 A 5 3055 o HURASRAT Y BOAIE 5 HE R AT FRIE 38 A B B8 70 S HAAEE
PHEERENET (A8 FoREESFIE AR, JREMNITHUE. $5]
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I

(LD WU RIASEAALER . AVER . BINRT7 T U BURBLI AR
MR, EREEARRT TR EW IR, A3 A s AN NS, HiEidsk
AT BB = 75 B8 FE AT A% B A

(2) BN = EAR AR EE S MBS R Bl U HE L
FREAT IR, DARAA i3 AT i S B s k.

(3) KAWL G0 N IS TR 3 B AU R B I N 5
PHIERE, #ORZ TP NS 2 FREHLA AL

(4) WA NATE, GDCA & Al LUl I EE =77 SREL A5 BRI UE 1Z H i AL
HEI Sy, W GDCA Toik N =752 A Tl i 8, AT &858 = T i A,
By LR AR A A5 SORE B AL R

Ak, AEERT, GDCA & A] LA E I8 AT 7 B 4 i) 77 ORI B R

HIE 5 S5 ORIE RIS MR ST, IR AH 5 AR G R 5T AT

GDCA ZESLyPAt AR FH TR AR AE W8 7 v KBS R VE G L IE g oK o TR N
“TARE” MR, GDCA BT LAE4.

Any organization (including government entities, enterprises, or public institutions etc.) applying for
an organization-type certificate in the name of the organization shall undergo strict identity
authentication. Such authentication may include validating its authenticity through trusted
databases and other methods capable of obtaining clear and reliable identity information of the
applicant. The certificate application form for an organization subscriber shall bear the signature (or
official seal) of the applicant itself or a duly authorized representative of the applicant, indicating
acceptance of the relevant terms of the certificate application and assumption of the corresponding
responsibilities.

(1) Confirm that the organization is a genuine and legally established entity. Verification methods
may include valid documents issued by government authorities, including but not limited to
business licenses, organization code certificates of enterprises and public institutions, and
verification through authoritative third-party databases maintained by the issuing authorities.

(2) Contact the applicant organization through telephone numbers obtained from third parties,
postal correspondence, or other means to verify the authenticity of specific information, such as
verifying the position of an agent or confirming whether an individual named in the application
form is affiliated with the applicant.

(3) Examine the authorization documents issued by the organization authorizing the handling
representative to apply for the certificate, as well as the valid identity documents of the
representative, to ensure that the representative has been duly authorized by the applicant
organization.

(4) Where deemed necessary, GDCA may also verify the identity of the applicant organization
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using information obtained from third parties. If GDCA is unable to obtain all required
information from third parties, GDCA may engage third parties to conduct investigations or
require the applicant to provide additional information and supporting documentation.

In addition, where necessary, GDCA may establish other required verification methods and
documentation requirements.

Applicants are obligated to ensure that the application materials provided are true and valid and
shall bear the corresponding legal liabilities.

GDCA establishes evaluation criteria to identify certificate requests that present potential high-risk
fraud indicators. Certificate requests identified as “high risk” shall be directly rejected by GDCA.

3.2.2.1.1 EV SSL iT PR S 4 RI%H] Authentication of Organization Identity for EV

SSL Subscriber

(1) HFER

GDCA {XIAHLF 32t EV SSLAE-FHIEARS, A0y IP ik, A4, A
NN NEER EV UEF . HURTE FRAFIEFS I 75 4% FREIEF5 I S0 R S B0+ R 17 R 55 AH
RHTEMEL BZAUET EA KK, I REARIEAH R 5T

X HLAL 4y 1) 25 0 FAE A% FF & CAIII UG 45 1 3= ( CA/Browser Forum) i i
www.cabforum.org & AR 1) EVGs MIE K. [FIE, 244F 15 B i b A& E bR ik 4
(internationalized domain names, IDNs) i}, GDCA X844 F#45 A ) B 433k 47 B0AIE LUK
M2 AFAE IDNs ¥ [FJ% 7 U3 (homographic spoofing) 174

XfF BB, GDCA WA T AT 4 5 A58 IE «

1 S S0 KEVETEAE,

2. HIHE NUETS A A I A B

3. HUEAS TR A SEARAT ORI RIS VA E T 2

4. AEPHIEE I NDAERR NI FAL .

[FII, BV AIEFS B & L AU AN M ClC & GDCA 58 B HF % A% -

1. ZJpN: BV IEBHIERHRASE LT RHEZKARN . IEBEHPAZE—1H
SRON, T LA B 2 ) Ji 5 AT A 3 AR 3R FR 1 A LRSS E 15 FR i 1) 3%
BUAREN

2. UEFEHEALN: BV IERERMAER EFE RN EBHERAZ—DNERN, TR
HA ZH 2 e 3 BELAT W B A B SR HR 17 AL AL E 5 R A SR BRI

3. ARZFEN: BV IERITAhEEN. GREENLE—DMERN, TTLUE
I ZH 2 e 03 BEAT W B AU FR IR AL AR BT P A SR BRI N
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HTE 2 ZUR] AR — AN NFEAE i B s 2 AN 1, B SR AT LA — A
PA_b i AR 6 £y 6 (R AT —

(2) BFHIER

® NIy G AR AE

GDCA R4 EVGs £ 3.2.2 75 H1 I BER X AN R RS i WA AT 9 4%, BAAIL
R SARTE M BRI S, RN SRR SEM D, S A HE 5% . GDCA
I A B = 7 O EE AT R A A

SEFAMETR . A kAL Sk, GDCA b 7 38 i WA i %ot 1 1) 75 246 IE
FEMTTN.

® i\ HiEH LS ik

GDCA AJ LA I LA R 7 b i — PR BEAT#A . @) I8 IEAUBEE = 77 Budls PE kAT
AN b ZIGE (1 TIE B R AL E b ik (1 M B o o

o Hi\HIEEIEE

GDCA @id LA R 7 Rz — 47N : @) @ Bc e MU MIeSt, 56IE FRiEHL
. MEH . AR TFAREDEE 34 b HiEH. EHME. BEAR K
TN T AT OUATOAURES =7 8ii i b o {3 CLRAIE A& AR B s, 2 9
TEHLRAITE 2 W 8 1 S R LR A V8 R (R TR A2 R 7

o IERHIELIAN. HRBEN. IEDBHEHA G HHIIL

HEHLR T AR — AN AR se 2 ANt AT LA 2 AR 5E i GDCA BiEAH
RNAM Gy, il SRR RS M55 a7y S P TI R AL,
NG TP B FEENSAERHEMNR A E G0 (i BRI KA SIAL.
GDCA VARIFF: 75 2B UEIE 5 i ST P B b 12844 9 LS R

o {EELRTT AN

GDCA il i LA F 7 A ) — R R BTN« @) I8 55 =77 FiIE 2 7] Al ik b)
M AU SR = 07 B B AT I . AIEIRR T T DU B TR B IRAR L HIDEUE B
507

(1) Application Requirements

GDCA provides EV SSL certificate application services only to organizational applicants. EV
certificates shall not be issued for IP addresses, wildcard domains, or individuals. When applying
for a certificate, organizations shall submit a digital certificate application form and other relevant
supporting materials according to the certificate type applied for, accept the terms and conditions
related to the certificate application, and agree to assume the corresponding responsibilities.
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The verification of organizational identity shall comply with the EVGs issued by the CA/Browser
Forum at https://cabforum.org.

Where certificate applications contain Internationalized Domain Names (IDNs), GDCA shall verify
the identity of the domain name holder to detect and mitigate homographic spoofing risks
associated with IDNs.

For applicant organizations, GDCA shall perform the following identification and verification
procedures:

1. Verify the identity and legal existence of the Applicant;

2. Verify that the Applicant is the registered owner or controller of the domain name to be included
in the certificate;

3. Verify a reliable means of communication associated with the entity identified in the certificate
subject;

4. Verify that the Certificate Requester has been duly authorized by the Applicant.

In addition, the following Applicant roles are required for the issuance of an EV Certificate and shall
cooperate with GDCA in completing the verification process:

1. Certificate Requester: The individual who submits the EV Certificate Request and serves as
the contact person for certificate request verification. The Certificate Requester shall be a
natural person who may either be an employee of the Applicant or an authorized agent
expressly authorized to submit EV Certificate Requests on behalf of the Applicant.

2. Certificate Approver: The individual responsible for approving the EV Certificate Request. The
Certificate Approver shall be a natural person who may either be an employee of the Applicant
or an authorized agent expressly authorized to approve EV Certificate Requests on behalf of
the Applicant.

3. Contract Signer: The individual who signs the EV Certificate Subscriber Agreement. The
Contract Signer shall be a natural person who may either be an employee of the Applicant or
an authorized agent expressly authorized to sign the Subscriber Agreement on behalf of the
Applicant.

The Applicant may authorize one individual to occupy two or more of these roles. The Applicant
may also authorize more than one individual to occupy any of these roles.

(2) Authentication Requirements
e  Verification of organizational identity and legal existence

GDCA shall conduct verification of different types of applicants in accordance with Section 3.2.2 of
the EVGs. GDCA shall confirm that the applicant is a valid and legally existing entity, including its
legal name, registration number, and other registration information. Verification shall be performed
through authoritative third-party databases.

For sole proprietorships, partnerships, and other similar business entities, GDCA shall additionally
verify the identity of the principal representative through video-based face-to-face verification.

e  Verification of Applicant’s physical address
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GDCA shall verify the Applicant’s physical address using one of the following methods:
a) verification through authoritative third-party databases; or

b) a verified professional reference letter capable of evidencing the Applicant's business
address.

e  Verification of Applicant operational existence

GDCA shall verify the Applicant’s operational existence using one of the following methods: a)
verification through records of the registration authority confirming that the Applicant, affiliated entity,
parent company, or subsidiary has existed for at least three (3) years; b) confirmation that the
Applicant, affiliated entity, parent company, or subsidiary appears in a current authoritative
third-party database; or c) a verified professional reference letter demonstrating that the Applicant
maintains an active demand deposit account with a regulated financial institution.

e  Verification of identity of Certificate Requester, Contract Signer, and Certificate Approver

The Applicant may authorize one individual to fulfill multiple roles, or multiple individuals may be
assigned to these roles. GDCA shall verify the identity of the relevant individuals and confirm,
through validated communication methods such as telephone and email, the roles and
authorization of the Certificate Requester, Contract Signer, and Certificate Approver (including
name, title, etc.). GDCA shall also verify the authenticity of signatures on the certificate application
and the Subscriber Agreement using the same methods.

e  Verification of reliable means of communication

GDCA shall verify a reliable means of communication using one of the following methods: a)
confirmation via a third-party telephone service provider; or b) verification through authoritative
third-party databases. Reliable means of communication may include telephone, facsimile, email,
or postal mail.

3.2.2.2 HLHIELZFRIAE Verification of DBA/Tradename

FAEPEM P DBA L4k, GDCA ALt BL T 5 2 i & b —Ff DU S
H 1 & BUS % DBA B3 Mk 44 FK -

1. G FITCEEE X A BUR LA B L A o] UE B B AR RO A ZE B AT R SR,
B AZBUR LR IR 38

2. AIEEMEEE R

3. HH I DBA ZARER b4 BRI BUR LA VA i 5

4. PR SCRESCA (A E B R A

5. Pk, HATOIKE, [FHRMKE, BUFSKAELSR, B4 GDCA LA
EE NN yE .

If the subject identity information is to include a DBA or tradename, GDCA verifies that the
applicants have right to use the DBA/tradename using at least one of the following:
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1. Documentation provided by, or communication with, a government agency in the jurisdiction of
the applicant’s legal creation, existence, or recognition;

2. Areliable data source;

3. Communication with a government agency responsible for the management of such DBAs or
tradenames;

4. An attestation letter accompanied by documentary support; or

5. A utility bill, bank statement, credit card statement, government-issued tax document, or other
form of identification that GDCA determines to be reliable.

3.2.2.3 FIEEKINAE%%] Verification of Country

A e I AL S [ 5L T, GDCA AR = J7 HHfs PE A i DNS 5%
TR P bk B AR 1P sk R B BT E [, B OR FR I NR 1P HLhEFTAE [ 5 HHE A
KRR PITLE [ — 2

In case the “countryName” field is present in the subject, GDCA verifies the country associated with
the subject though checking the IP address of the applicant or the IP address on the DNS record
from an authoritative third party database, to ensure the IP address of the applicant is consistent
with a country where the applicant is actually located.

3.2.2.4 BARBIAR4SH] Domain name recognition and identification

XTI A44 I 38U, 3 30 UF 1) SR v] LU Bl # M REA R, 72 7 8@ H LA, GDCA
AR DUR 25075 b i — b

1 AR AR N SOE MR, Bk — B S R UE AP A% 45 i “admin’,
‘administrator’, ‘webmaster’, ‘hostmaster’ Y ‘postmaster’ {ENETZ L
@, VAP N REMIERE, FFUSBE FZBENUE R BAEE, #hil
FORHE 4 1) B A B AL . BEMUE PIRIE /775 y: (1) GDCA [l iZ i {4 Hh
HERGEBENUE, BENUVE B RS, IFHME—: (2) HiEHEEIIAIE RS
ZBEHVEZEATH#IA: (3) GDCA WEIEE, HH4 & a5 K% 1 bE
FUEREATEEXS, & HOX 4 R —50 WS R . FEUE A 80 R R ™ 4

ZBEHUEIT IR 30 K. %577 2UAE TLS BRs 5 3.2.2.4.4 7.
2. AL RIEE A E DNS CNAME. TXT 5k CAA it F KE S ekig k4
FRIIAEAE RN BB A% FQDN (g 4BR 344 ) il 407 20EAE TLS
BRs £ 3.2.2.4.7 ¥i. GDCA &7 CP/CPS %5 3.2.2.9 i (I 1& SLiti Z AL f 25
RIAE (MPIC). N T iR NEGUESS A, WRE% A A e 250 I 3] 5 3= 10X 2% 40 A A

Al PR AE S CENBEALE ERiE R 42D .
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3. AT SRAE EBEAE I T HEA SO A b (i, N1 R AR BB
BUEAS LT F T USOBGZ A g SR, FRUSOTE SR HiS 8 Dy () HT TP 2xx
WAARB AR, LARfA F i & % FQDN [ SERrfafil AL . %% )77 BAE TLS
BRs £f 3.2.2.4.18 #, GDCA %84 CP/CPS £ 3.2.2.9 7 [y ¥ 5 S it %2 41 M1 2%
KEAE (MPIC). N 7 NSRS A, 240 A 00 200 0 281 5 = X 2% 400 £ AH
[l BkRAE B CEIBELE S R4 R .

For the purpose of domain name validation, entities to be validated may also be the applicant's

parent company, subsidiary company, or affiliate. GDCA may use one of the following ways for the

validation of domain names:

1.

Sending an constructed email to domain contact to confirm the ownership and control of the
domain name, by sending an email including a Random Value to one or more addresses
created by using 'admin’, 'administrator’, ‘webmaster','hostmaster’, or 'postmaster' as the local
part, followed by the at-sign ("@"), followed by an authorized Domain Name, and receiving a
confirming response utilizing the Random Value. The validation steps include: (1) GDCA sends
a Random Value to such e-mail address and the Random Value will be generated by a system
to ensure its uniqueness; (2) The applicant receives the Random Value via an e-mail and
sends back a confirming response with such Random Value; (3) GDCA receives the Random
Value from the applicant and compare such value with the one sent by GDCA, the validation
completes once GDCA confirms that the Random Value received matches the one it sends.
The Random Value remains valid for use in a confirming response for no more than 30 days
from its creation. This way of validation conforms to section 3.2.2.4.4 of the TLS BRs.

By confirming the presence of a Random Value or Request Token in a DNS CNAME, TXT, or
CAA record to confirm the applicant’s practical control over the FQDN. This way of validation
conforms to section 3.2.2.4.7 of the TLS BRs. GDCA implements Multi-Perspective Issuance
Corroboration as specified in section 3.2.2.9 of this CP/CPS. To count as corroborating, a
network perspective must observe the same challenge information (i.e. Random Value or
Request Token) as the primary network perspective.

Confirming the applicant's control over the FQDN by verifying that the Request Token or
Random Value is contained in the contents of a file (such as a Request Token, Random
Number that does not appear in the request used to retrieve the file and receipt of a successful
HTTP 2xx status code response from the request). This way of validation conforms to section
3.2.2.4.18 of the TLS BRs. GDCA implements Multi-Perspective Issuance Corroboration as
specified in section 3.2.2.9 of this CP/CPS. To count as corroborating, a network perspective
must observe the same challenge information (i.e. Random Value or Request Token) as the
primary network perspective.

WLEL, GDCA & Fy BRI BN () o A i, AN 284 R AR, SR 22

REFTEHRBAB AP, % G SRR R,

H 2026 4 3 3 15 2, MR ARAT BT 5 3840 B2 BRI AR R

DNS #5if], GDCA % ZiithJE T IANA DNSSEC M5 /R4 1Y) DNSSEC %k . FH T E W 2%
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KSR T BT Sk 44 P2 AL Sl il BUSR U AH 26 DNS 25111 DNS AT 25 420

® %/ RFC 4035 % 5 771 7E LI FLIL AT DNSSEC 4ilE

® U ¥F RFC 5155 H1E X [ NSEC3;

® I fF RFC 4509 1 RFC 5702 5E X K SHA-2;

® EffiAbIE RFC 6840 25 4 15 1 51|28 (1) 22 42 1] /L

H 2026 4 3 H 15 Hit:

ST AATER 1 P44 %) 77 2 R (0 R g L AR P BRAIE TV, TR T I 4540 A
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BAIE

St T HARRIIR AR B0 AE 710, AT IEAR A AT 1) T 5 304 A i AL IR
FHZ< ) DNS 2], GDCA 2L T IANA DNSSEC HR15 L4 ) DNSSEC 3&ilF . GDCA
AN FH A SR A P AT A 5 3804 43 A B BB AH 5% 1) DNS 25141119 DNSSEC i

VBN Z A R IAE 353, T2 W2 AR A m] LASKT 5 358 4 S5 A o AL UE A G
[¥] DNS £ i3 473% T IANA DNSSEC R15 /T4 () DNSSEC Kl

T IANA DNSSEC R {5 {T 4 1) DNSSEC 3 uEAN/E A CP/CPS 5 8.7 i v (1) H vF A
EnsEI P

H£T IANA DNSSEC 15 F4#i () DNSSEC Kl A7EA CP/CPS & 5.4.1 i [ H &
TG A .

If necessary, GDCA may also perform the independent investigation to confirm the ownership of the
domain name. The subscriber shall not refuse the requirements when corresponding assistance is
needed from GDCA.

Effective March 15, 2026: DNSSEC validation back to the IANA DNSSEC root trust anchor must be
performed on all DNS queries associated with the validation of domain authorization or control by
the primary network perspective. The DNS resolver used for all DNS queries associated with the
validation of domain authorization or control by the primary network perspective must:

e  perform DNSSEC validation using the algorithm defined in RFC 4035 Section 5; and
e  support NSEC3 as defined in RFC 5155; and

®  support SHA-2 as defined in RFC 4509 and RFC 5702; and

e  properly handle the security concerns enumerated in RFC 6840 Section 4.

Effective March 15, 2026:
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For e-mail Domain Validation methods described in section 3.2.2.4.1, DNSSEC validation back to
the IANA DNSSEC root trust anchor must be performed on all DNS CNAME, CAA, TXT queries
attempting to obtain the authorization domain name associated with the validation of domain
authorization or control by the Primary Network Perspective and GDCA must not use local policy to
disable DNSSEC validation. For all other DNS queries, DNSSEC validation back to the 1ANA
DNSSEC root trust anchor should be performed and GDCA should not use local policy to disable
DNSSEC validation.

For all other Domain Validation methods, DNSSEC validation back to the IANA DNSSEC root trust
anchor must be performed on all DNS queries associated with the validation of domain
authorization or control by the Primary Network Perspective and GDCA must not use local policy to
disable DNSSEC validation on any DNS query associated with the validation of domain
authorization or control.

DNSSEC validation back to the IANA DNSSEC root trust anchor may be performed on all DNS
queries associated with the validation of domain authorization or control by remote network
perspectives used for Multi-Perspective Issuance Corroboration.

DNSSEC validation back to the IANA DNSSEC root trust anchor is considered outside the scope of
self-audits performed to fulfill the requirements in section 8.7 of this CP/CPS.

DNSSEC validation back to the IANA DNSSEC root trust anchor is considered outside the scope of
the logging requirements of section 5.4.1 of this CP/CPS.

3.2.2.5 1P HihkRAEIAFI XA Authentication of an IP Address

GDCA RFHLATT730, AiA H 5 I B bz i 1P stk

1. fEEE P HHER URICG— B IEAR R A IITE LRI 0T 24058 15 B kAT ),
I 7 LA R IE G 1P bk S bR IR . %5077 5GBS TLS BRs 25
3.2.25.1 1i. GDCA #%[A CP/CPS % 3.2.2.9 17 IHE 52t 22 401 25 K BeiE
(MPIC). T TR NIRAIESE A, W24 A 00 200 et 00 1) 5 32 X 2 HEL £ 4 [ Bk i
FE CRIBEALEEE R AR .

GDCA adopts the following way for the authentication, to confirm the applicant owns or practically
controls the IP address:

1. By making a change to the agreed-upon information found on an online Web page identified
by a uniform resource identifier containing the IP address, to confirm the applicant’s practical
control over the IP address. This way of validation conforms to section 3.2.2.5.1 of the TLS
BRs. GDCA implements Multi-Perspective Issuance Corroboration as specified in section
3.2.2.9 of this CP/CPS. To count as corroborating, a network perspective must observe the
same challenge information (i.e. Random Value or Request Token) as the primary network
perspective.
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3.2.2.6 EEABLHIA Wildcard Domain Validation

X EECATAL . GDCA HiAZEBCAT A M4, PRAEIERCRT (%) A 344 2
W& TR A DR . 2 HASBUF IR, TRl iE M SRAG 1.

GDCA R () A iskAs EEGR TRIEAL . AL S g 44 VM 2
HUR P kAL FRIE S B, BRAR S 2 RE W IR W L 58 AR 12k A4 (K P A i 44 25 1)

As for the validation of a wildcard domain name, GDCA verifies the domain name in the right
position of the wildcard to ensure the domain name in the right position of (*) is obtained through
registration, and explicitly owned or controlled by a business entity, a social organization, or a
government authority etc.

GDCA rejects any certificate request with a domain name in the right position of the wildcard (*)
being a gTLD, public suffix, or a registry-controlled domain name, unless the applicant proves its
rightful control of the entire domain namespace.

3.2.2.7 BHERIEH)ER M Data Source Accuracy
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0 AT A A TR AR SR V5E SR AR 1 B0 S AR e T AN LE 48 K AT 398 K,
Il GDCA mfd FZ 854 S S o XF T4 A< CPICPS 3.2.2.4 %44 A CP/CPS 3.2.2.5
XTIP kb EAT AVSIE, B A BE T EAE . SR e D S I EE, U AERS RIE T
A FLAE N R ATMLE M B KPR (RARONERA) SR ER 58 K«

a c w N
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P i% EV SSL UE 5§ A% 56 UE AT FH 1 SE AR S0 A LR B SR U o FEA 2R FOIE 53807

B RUE R BEAT AL B 03 1 AL IR
S ACHE ML A5 26 0 2 /DI i DA P2
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® U F & W W 4% % MW M : “ subjectjurisdictionLocalityName ” ( OID:
1.3.6.1.4.1.311.60.2.1.1 ) , “ subject:jurisdictionStateOrProvinceName ” ( OID:
1.3.6.1.4.1.311.60.212 > , J “ subject:;jurisdictionCountryName ” ( OID:
1.3.6.1.4.1.311.60.2.1.3), i FH SR G C ARG Hh A BRI, BRI f4
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Prior to using any data source as a reliable data source, GDCA evaluates the source for its reliability,
accuracy, and resistance to alteration or falsification, and considers the following during its
evaluation:

1. The age of the information provided,

2. The frequency of updates to the information source,
3. The data provider and purpose of the data collection,
4. The public accessibility of the data availability, and
5. The relative difficulty in falsifying or altering the data.

GDCA may use the documents and data to verify certificate information, provided that it obtained
the data or document no more than 398 days prior to issuing the certificate. For validation of
domain names and IP addresses according to Section 3.2.2.4 and Section 3.2.2.5 of this CP/CPS,
any data, document, or completed validation used must be obtained within the maximum number of
days prior to issuing the certificate, as defined in the following table:

Certificate issued on or after Certificate issued before Maximum data reuse period
March 15, 2026 398 days

March 15, 2026 March 15, 2027 200 days

March 15, 2027 March 15, 2029 100 days

March 15, 2029 10 days

Effective as of 1 October 2020, GDCA shall ensure that, prior to the use of an Incorporating Agency
or Registration Agency to fulfill the verification requirements for EV SSL certificates; the
Incorporating Agency or Registration Agency data sources used for EV SSL Certificates will be
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publicly disclosed in the repository described in section 2.1 of this CP/CPS. GDCA also uses this
data sources to validate the identities of organizations for other types of certificates.

This Agency Information shall include at least the following:

® Sufficient information to unambiguously identify the Incorporating Agency or Registration
Agency (such as a name, jurisdiction, and website); and,

® The accepted value or values for each of the ‘subject:jurisdictionLocalityName’ (OID:
1.3.6.1.4.1.311.60.2.1.1), ‘subject:jurisdictionStateOrProvinceName’ (OID:
1.3.6.1.4.1.311.60.2.1.2), and ‘subject:jurisdictionCountryName’ (OID: 1.3.6.1.4.1.311.60.2.1.3)
fields, when a certificate is issued using information from that Incorporating Agency or
Registration Agency, indicating the jurisdiction(s) that the Agency is appropriate for; and,

® The acceptable form or syntax of Registration Numbers used by the Incorporating Agency or
Registration Agency, if the CA restricts such Numbers to an acceptable form or syntax; and,

® A revision history that includes a unique version number and date of publication for any
additions, modifications, and/or removals from this list.

3.2.2.8 INENIMTERIESR CAARecords

GDCA X2 A AEAS T4 3 eI ) 45—~ dNSName fil CAA Lt &, JFiE
R ESNE =R

GDCA ¥ RFC8659 [1JHE AL “issue”. “issuewild” J%z “iodef” (1))@ bR
5 “issue”. “issuewild” FrZEh AU fr “gdca.com.cn”, ] GDCA AN%E & xok v fRIAIE 45 ;
2 CAA LR F L “iodef” #r2%, N GDCA 5 Hiif & Vil J& v g & 15 N AU IE

GDCA LAF 51 CAA LR ARG DU AT B RAE R A F: 1) #£9F GDCA )
FLAH B A CAA LRI 2) EAASHAE —IREH &K CAA id3x; 3) GDCA
CUfiN %384 J& T RFC 4035 %5 4.3 5 FITE LI “A2e4” IRA.

GDCA checks the CAA records and follow the processing instructions found for each dNSName in
the subjectAltName extension of the certificate to be issued.

GDCA processes "issue”, "issuewild", and “iodef” property tags according to RFC8659: GDCA will
not issue corresponding certificates if the "issue", "issuewild" property tags do not contain
“gdca.com.cn”. In case the property tag “iodef” is present in the CAA records, GDCA will determine
whether or not to issue certificates after communicating with the applicant.

GDCA treats a record lookup failure as permission to issue certificates if; 1) the failure is outside the
GDCA's infrastructure; 2) the lookup has been retried at least once; and 3) GDCA has confirmed
that the domain is “Insecure” as defined in RFC 4035 Section 4.3.

3.2.2.9 ZUMZRIUE Multi-Perspective Issuance Corroboration

LA R BAE B AAEIEPE R AT, IR B 2T RS R UESE R, Xt
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Multi-Perspective Issuance Corroboration attempts to corroborate the determinations (i.e., domain
validation pass/fail, CAA permission/prohibition) made by the primary network perspective from
multiple remote network perspectives before certificate issuance. This process can improve
protection against equally-specific prefix Border Gateway Protocol (BGP) attacks or hijacks.

GDCA may use either the same set, or different sets of network perspectives when performing
Multi-Perspective Issuance Corroboration for the required 1) domain authorization or control and 2)
CAA record checks.

The set of responses from the relied upon network perspectives shall provide GDCA with the
necessary information to allow it to affirmatively assess:

a. the presence of the expected 1) Random Value, 2) Request Token, 3) IP Address, or 4)
Contact Address, as required by the relied upon validation method specified in sections
3.2.2.4 and 3.2.2.5 of this CP/CPS; and

b. GDCA's authority to issue to the requested domain(s), as specified in section 4.2.4 of this
CP/CPS.

Sections 3.2.2.4 and 3.2.2.5 of this CP/CPS describe the validation methods that require the use of
Multi-Perspective Issuance Corroboration and how a network perspective can corroborate the
outcomes determined by the primary network perspective.

Results or information obtained from one network perspective shall not be reused or cached when
performing validation through subsequent network perspectives (e.g., different network
perspectives cannot rely on a shared DNS cache to prevent an adversary with control of traffic from
one network perspective from poisoning the DNS cache used by other network perspectives). The
network infrastructure providing Internet connectivity to a network perspective may be administered
by the same organization providing the computational services required to operate the network
perspective. All communications between a remote network perspective and GDCA shall take place
over an authenticated and encrypted channel relying on modern protocols (e.g., over HTTPS).

A network perspective may use a recursive DNS resolver that is not co-located with the network
perspective. However, the DNS resolver used by the network perspective shall fall within the same
Regional Internet Registry service region as the network perspective relying upon it. Furthermore,
for any pair of DNS resolvers used on a Multi- Perspective Issuance Corroboration attempt, the
straight-line distance between the two DNS resolvers shall be at least 500 km. The location of a
DNS resolver is determined by the point where unencapsulated outbound DNS queries are typically
first handed off to the network infrastructure providing Internet connectivity to that DNS resolver.
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GDCA may immediately retry Multi-Perspective Issuance Corroboration using the same validation
method or an alternative method (e.g., GDCA can immediately retry validation using "Email to DNS
TXT Contact" if "Agreed-Upon Change to Website " does not corroborate the outcome of
Multi-Perspective  Issuance Corroboration). When retrying Multi-Perspective  Issuance
Corroboration, GDCA shall not rely on corroborations from previous attempts. There is no
stipulation regarding the maximum number of validation attempts that may be performed in any
period of time.

The "Quorum Requirements" Table describes quorum requirements related to Multi- Perspective
Issuance Corroboration. If GDCA does not rely on the same set of network perspectives for both
Domain Authorization or Control and CAA Record checks, the quorum requirements shall be met
for both sets of network perspectives (i.e., the Domain Authorization or Control set and the CAA
record check set). Network perspectives are considered distinct when the straight-line distance
between them is at least 500 km. Network perspectives are considered "remote" when they are
distinct from the primary network perspective and the other network perspectives represented in a
quorum.

GDCA may reuse corroborating evidence for CAA record quorum compliance for a maximum of 398
days. After issuing a certificate to a domain, remote network perspectives may omit retrieving and
processing CAA records for the same domain or its subdomains in subsequent certificate requests
from the same applicant for up to a maximum of 398 days.

Quorum Requirements Table

Distinct Remote Network Perspectives Used )Allowed non-Corroborations
2-5 1
6+ 2

Remote network perspectives performing Multi-Perspective Issuance Corroboration:
MUST:
®  Network Hardening

» Rely upon networks (e.g., Internet Service Providers or Cloud Provider Networks)
implementing measures to mitigate BGP routing incidents in the global Internet routing
system for providing internet connectivity to the network perspective.

SHOULD:
®  Facility & Service Provider Requirements

» Be hosted from an ISO/IEC 27001 certified facility or equivalent security framework
independently audited and certified or reported.

» Rely on services covered in one of the following reports: System and Organization
Controls 2 (SOC 2), IASE 3000, ENISA 715, FedRAMP Moderate, C5:2020, CSA STAR
CCM, or equivalent services framework independently audited and certified or reported.

e  Vulnerability Detection and Patch Management
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» Implement intrusion detection and prevention controls to protect against common
network and system threats.

»  Document and follow a vulnerability correction process that addresses the identification,
review, response, and remediation of vulnerabilities.

»  Undergo or perform a Vulnerability Scan at least every three (3) months.
» Undergo a Penetration Test on at least an annual basis.

»  Apply recommended security patches within six (6) months of the security patch’s
availability, unless GDCA documents that the security patch would introduce additional
vulnerabilities or instabilities that outweigh the benefits of applying the security patch.

e  System Hardening
» Disable all accounts, applications, services, protocols, and ports that are not used.
»  Implement multi-factor authentication for all user accounts.

° Network Hardening

»  Configure each network boundary control (firewall, switch, router, gateway, or other
network control device or system) with rules that support only the services, protocols,
ports, and communications identified as necessary to its operations.

»  Rely upon networks (e.g., Internet Service Providers) that: 1) use mechanisms based on
Secure Inter-Domain Routing (RFC 6480), for example, BGP Prefix Origin Validation
(RFC 6811), 2) make use of other non-RPKI route-leak prevention mechanisms (such as
RFC 9234), and 3) apply current best practices described in BCP 194. While it is
recommended that under normal operating conditions Network Perspectives performing
Multi-Perspective Issuance Corroboration forward all Internet traffic via a network or set
of networks that filter RPKI-invalid BGP routes as defined by RFC 6811, it is not required.

Beyond the above considerations, computing systems performing Multi-Perspective Issuance
Corroboration are considered outside of the audit scope described in section 8 of this CP/CPS.

If any of the above considerations are performed by a delegated third party, GDCA may obtain
reasonable evidence from the delegated third party to ascertain assurance that one or more of the
above considerations are followed. As an exception to section 1.3.2, delegated third parties are not
required to be within the audit scope described in section 8 of this CP/CPS to satisfy the above
considerations.

Phased Implementation Timeline:

e Effective September 15, 2024, GDCA should implement Multi-Perspective Issuance
Corroboration using at least two (2) remote Network Perspectives.

e  Effective March 15, 2025, GDCA shall implement Multi-Perspective Issuance Corroboration
using at least two (2) remote Network Perspectives. GDCA may proceed with certificate
issuance if the number of remote Network Perspectives that do not corroborate the
determinations made by the Primary Network Perspective ("non-corroborations") is greater
than allowed in the Quorum Requirements table.
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Effective September 15, 2025, GDCA shall implement Multi- Perspective Issuance
Corroboration using at least two (2) remote Network Perspectives. GDCA shall ensure that the
requirements defined in Quorum Requirements Table are satisfied. If the requirements are not
satisfied, GDCA shall not proceed with issuance of the certificate.

Effective March 15, 2026, GDCA shall implement Multi-Perspective Issuance Corroboration
using at least three (3) remote Network Perspectives. GDCA shall ensure that the
requirements defined in Quorum Requirements Table are satisfied, and the remote Network
Perspectives that corroborate the Primary Network Perspective fall within the service regions
of at least two (2) distinct Regional Internet Registries. If the requirements are not satisfied,
then GDCA shall not proceed with issuance of the certificate.

Effective June 15, 2026, GDCA shall implement Multi-Perspective Issuance Corroboration
using at least four (4) remote Network Perspectives. GDCA shall ensure that the requirements
defined in Quorum Requirements Table are satisfied, and the remote Network Perspectives
that corroborate the Primary Network Perspective fall within the service regions of at least two
(2) distinct Regional Internet Registries. If the requirements are not satisfied, then GDCA shall
not proceed with issuance of the certificate.

Effective December 15, 2026, GDCA shall implement Multi-Perspective Issuance
Corroboration using at least five (5) remote Network Perspectives. GDCA shall ensure that the
requirements defined in Quorum Requirements Table are satisfied, and the remote Network
Perspectives that corroborate the Primary Network Perspective fall within the service regions
of at least two (2) distinct Regional Internet Registries. If the requirements are not satisfied,
then GDCA shall not proceed with issuance of the certificate.

3.2.3. PABMEIER Authentication of Individual Identity

GDCA ANa AR NZ & SSLITLS iE+5.

GDCA does not issue SSL/TLS certificates to natural persons.

3.2.4. WAERIERIIT 45 B Non-Verified Subscriber Information

P B 0, RERAEMEEARENIES.

All information included in a certificate shall be verified. Information that has not been verified shall
not be included in the certificate.

3.2.5. AN Validation of Authority

PV P I TP NIPEEIEFS ML 55 5, GDCA #E4T 40 R 98k -

M B =7 B 3 E W IR 55 BRSO B U A8 AR T B8R K SO A 5 s A IZA LG 77
1

A T A R BRI R s R AR I B AT [R] 55 05 FOR SRR 2 N & T EIRHLA
DL HAREAT AP IAL -
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GDCA FVFHIEE 4R E ML AR I IET 27 il # AR 4652 1 AT LAY
S B AL N, ) GDCA AESZAEIZARE N S LSNAETIES K. 721k
B G O SR IE R, GDCA K[ HHiE# f2 hH O R AN A I

Where an organizational subscriber authorizes a representative to handle certificate-related
matters, GDCA shall perform the following verification procedures:

1. Verify the existence of the organization through methods such as third-party identity verification
services or databases, or documents issued by competent government authorities;

2. Verify, through telephone calls, postal correspondence with proof of delivery, employment
verification, or equivalent methods that the individual belongs to the organization and is duly
authorized by the organization to act on its behalf.

GDCA permits an applicant to designate specific individuals to submit certificate requests. Where
the Applicant has designated, in writing, specific individuals authorized to request certificates,
GDCA shall not accept certificate requests from any individual other than those designated
persons.

Upon receipt of a verified written request from the applicant, GDCA shall provide the applicant with
a list of its authorized individuals.

3.2.6. E#MEHEN] Criteria for Interoperation

ST AR R FUGER S, ATLLS GDCA HEAT H MR, (H2i%HE FUAEIRS:
HUFI) CPS W Zii#F 4 GDCA CP/ICPS 3k, Jf H'5 GDCA %558 AH B 1 WML o

GDCA K IRAE LI N2, #3%24E GDCA HIRIENM ST MEE, A8k
FHREFRIE S o

BEHAI, GDCA RZEREMAEXAEF,

Other electronic certification service providers may interoperate with GDCA; however, the CPS of
such certification service providers shall comply with the requirements of GDCA's CP/CPS, and
appropriate agreements shall be executed with GDCA.

GDCA may, in accordance with the terms of such agreements, accept identity verification
information validated by non-GDCA issuing authorities and issue corresponding certificates based
on such information.

To date, GDCA has not issued any cross-certificates.

3.3. HAFHIERKIARIRE LS Identification and Authentication

for Re-key Requests

FEVT PR BIIIRT, 1T T B UL 5 LUORAFUE 548 F 2 . GDCA — i
BRI e AN E s P A I s I, ARAE R
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Prior to the expiration of a subscriber certificate, the subscriber shall obtain a new certificate in
order to maintain continuity of certificate usage. GDCA generally requires the subscriber to
generate a new key pair to replace the expiring key pair, which is referred to as “Re-key”

331 HHEHKWEHKRESXR Identification and Authentication for

Routine Re-key

X IR UL SR RS, 3T AR A RENS R IFAE I 2 B 5,
WP ERIA S BB, X HE SR DU LA 5T -

®  HIIEXS I BIE P A AR I H A EN LR s

® JHJFUES LT AP R IR A4 AT IS E s

® L TFEME BT B 5.

For routine re-key requests under normal circumstances, the subscriber shall submit sufficient
information capable of identifying the original certificate, such as the subscriber Distinguished
Name and certificate serial number. Authentication of the request shall be based on the following
aspects:

e  Confirmation that the original certificate corresponding to the request exists and was issued by
GDCA,;

e  Verification of the signature on the request using the subscriber public key contained in the
original certificate;

e |dentity verification based on the original registration information.

332 HEEEZEHEFREEXR Identification and Authentication for

Re-key After Revocation

GDCA AFRAEIE 80 fm 8 .

GDCA does not provide re-key services after a certificate has been revoked.
3.4. BB RKIRIRE X% Identification and Authentication for

Revocation Request

21 GDCA H A CP/CPS 4.9.1.1 FriREH i 75 RS 1T 7 FUE TR, B BURESIE TS, X
P LT AGHAT S0 o WA P E S RS UE S, W% B8 A CP/ICPS #f 3.2 Fiffiid st
T a0 %5,

Where GDCA has grounds to revoke a subscriber certificate as described in Section 4.9.1.1 of this
CPI/CPS, it shall have the authority to revoke the certificate without further authentication.
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Where the Subscriber voluntarily requests certificate revocation, identity verification shall be
performed in accordance with section 3.2 of this CP/CPS.

3.5. HRUREH A EIFRIRF LT Identification and Authentication

for Authorized Service Organization

GDCA HATHEAEIE RA, AR 5T RA.

GDCA serves as RA by itself and does not assign another RA.

4, TERAGABMEER Certificate Life Cycle Operational

Requirements

4.1. JEHHE Certificate Application
4.1.1. WP HIEEE Who Can Submit a Certificate Application

EAS R SEAR A N BAT IR N B I AL SR (R [ X BLG SRl spr
A2 HRSE)

The certificate applicant entities include individuals and organizations with independent legal
personality (including government agencies, public institutions, social organizations etc.).

4.1.2. ¥ EMEREE 54 Enrollment Process and Responsibilities

IEPIEMERIERS & CAE#8Ts (CA/Browser Forum) il www.cabforum.org
RATEER . FENHRFR AR 2 2 R X, A& A LEEE (B
N PIEF FRIETE R G E RS T T P . R CPICPS S5 SC 445 (5T,
R H A TR S HVE L BUR). A IR AR AR DG I 2%

1PV BT ) GDCA $R s, SEBERIAERS 19IE+ s 5 S A1 k)

GDCA ZAAEX T R AERIE TS B S B 5 S UE ] BORIK — SR & TAE, [RI 2
THAH L 5 A% 54 E

The certificate enrollment process complies with the requirements published by the CA/Browser
Forum at www.cabforum.org. The enrollment process includes the use of secure methods to
generate key pairs and the submission of certificate signing requests containing all necessary
information, including the public key. Applicants shall review in advance the provisions set forth in
documents such as the Subscriber Agreement and this CP/CPS, patrticularly those related to the
scope of certificate usage, rights, obligations, and warranties.

Subscribers are responsible for providing GDCA with truthful, complete, and accurate information
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and documentation for certificate applications.

GDCA is responsible for verifying the consistency between the certificate application information
provided by subscribers and their identity verification documents, and assumes corresponding
review responsibilities.

4.2. EFHIFEAREE Certificate Application Processing

4.2.1. RPN 5L HThEE Performing Identification and Authentication Functions

Y GDCA #2 FiT P IFIEF S5, Rid%A CPICPS 3.2 IR, XAT kT & 6y
W %50

GDCA 7EARHEE TS Hif I A o, H@ 5 20T B RIE 1345 S5 5 TR 8 1 45 B A
F HRIEBA R A BRI HIE & .

5 AP A Ay A0 530 SRR b SR A 1) 508 s ST e ) AN UE A T 398 K,
Il GDCA m g FHiZ 8504 S S o X TR 4 A< CPICPS 3.2.2.4 X444 A CP/CPS 3.2.2.5
PP HhEHEAT S UE, s AR B . SO E SE BB E, RS KR T2
i ELTE R R FTE (R KRR CBAR N EAAL) Y FRENER 56 Ao

HEF AR H M Rz 5 WERMUR HTE M R Z A0 | oK E R K
2026 -3 H 15 H 398 K

2026 43 H 15 H 2027 43 H 15 H 200 K

2027 43 H 15 H 202943 H 15 H 100 K

2029 3 H 15 H 10 K

Upon receiving a certificate application from a subscriber, GDCA shall perform identity identification
and authentication of the subscriber in accordance with Section 3.2 of this CP/CPS.

During the certificate application processing, GDCA shall ensure, through effective means, that the
certificate information corresponds to the correct application information and shall issue the
certificate to the correct applicant.

GDCA may use the documents and data to verify certificate information, provided that it obtained
the data or document no more than 398 days prior to issuing the certificate. For validation of
domain names and IP addresses according to Section 3.2.2.4 and Section 3.2.2.5 of this CP/CPS,
any data, document, or completed validation used must be obtained within the maximum number of
days prior to issuing the certificate, as defined in the following table:

Certificate issued on or after

Certificate issued before

Maximum data reuse period

March 15, 2026

398 days

March 15, 2026

March 15, 2027

200 days
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March 15, 2027 March 15, 2029 100 days
March 15, 2029 10 days

4.2.2. IEHHERHEATEZ Approval or Rejection of Certificate Applications
4.2.2.1. iEHHEKALHE Approval of Certificate Applications

GDCA FIh 58 B T UE T H i A A 2 75 A D BRI IR S T0iE 3R 5, GDCA I
HRAEZIEF SR AEUE T i
WRFFA iR 4ME, GDCA n UHLHEIE 1 Hi i
1. ZHIE R4 A CPICPS 3.2 ¢ FT /7 B AR IR AN % I E 5
2. HUEE B EE A ROMT P IL 2R R
3. HIEE CEIMBHLE ST T AR 2 o

After GDCA has successfully completed all required verification steps for the certificate application
and submitted the certificate request, the certificate application is approved through the issuance of
a certificate by GDCA.

GDCA may approve a certificate application if the following conditions are met:

1. The application fully complies with the subscriber identification and authentication requirements
specified in Section 3.2 of this CP/CPS;

2. The applicant has accepted, or has not objected to, the terms and requirements of the
Subscriber Agreement;

3. The applicant has duly paid the applicable fees as required.

4.2.2.2. iFHHHERIEL Rejection of Certificate Applications

WAR R TFHIETE, GDCA JELiES H1if
1) ZHIFEAFFAEA CPICPS 3.2 K T11 1 B 43 AR A 5l HUE ;
2)  HIEH ARSI T Z W S e WA R
3)  HIHE A EE AR T P AT R A MK
4) B RAT B AN RE AL B E SOAHRE LR 2 H
5) HIHMAEF S ICANN (The Internet Corporation for Assigned Names and
Numbers) % EHHT gTLD (TR A )5
6) GDCA i\ flbifEiZ HiEK 2 % GDCA i kg, =R Ly el E ik,
GDCA shall reject a certificate application if any of the following conditions occur:

The application does not comply with the subscriber identification and authentication requirements
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specified in Section 3.2 of this CP/CPS;
The applicant is unable to provide the required identity verification documents;

The applicant objects to or cannot accept the relevant terms and requirements of the Subscriber
Agreement;

The applicant has not paid, or is unable to pay, the applicable fees as required,;

The requested certificate contains a new gTLD (generic top-level domain) under consideration by
ICANN (the Internet Corporation for Assigned Names and Numbers);

GDCA determines that approving the application may result in disputes, legal liability, or losses to
GDCA.

N R HE AR AR 1L B i, B GDCA YN HE % Fi % B s XU 1, GDCA
AR LEZ T, GDCA MRS R AELEE . BiieE) misi SCHc i . 51 5T 2 A F %1
BURN B S 56 =77 AT 4 5, BA LA A TFRE PR 15 5, B0 GDCA Z Rl H
TP I £ 4 1 s A VR B FH 3k 0 R T 4 465 (0 E 51 SR B RS, SRR R
5 R B AN B3R, TEHZ IR FERN IS S B Wi sRAE B o X T 2R b B F i
N, GDCA ¥ HEEARA I ik,

XFFIRLA AL g, GDCA I A1 i il 5 H i 2R .

GDCA shall reject an application if it is explicitly prohibited by laws or regulations, or if GDCA
determines that approving the application presents a high risk. GDCA establishes and maintains a
list of high-risk certificate applicants based on information from third parties such as anti-phishing
alliances, antivirus vendors, relevant industry alliances, and government authorities responsible for
cybersecurity, as well as information disclosed in public media reports, or records of certificate
requests previously rejected or certificates revoked by GDCA due to suspected phishing or other
fraudulent activities or concerns. GDCA will check this list when processing certificate applications,
and applications submitted by applicants appearing on the list shall be directly rejected.

For rejected certificate applications, GDCA will notify the applicant of the failure of the application.

4.2.3. MEIEFHERIFE Time to Process Certificate Applications

GDCA Rl i 5 HH 2% J1 RIS PR IE T FIE (5 B R AL 2 A TTAF H AR BE S FRE .
GDCA RESAE LIRS [A] R P AL BHIE 5 B AR THE i AR RS, 528 1
PR AE T AHOCAE BRI 15 A I i 5 7 GDCA [ BEEEK o

GDCA will make reasonable efforts to verify certificate application information as promptly as
possible and will process certificate applications within two (2) business days.

Whether GDCA can process a certificate application within the above time frame depends on
whether the applicant has submitted true, complete, and accurate information and has responded
in a timely manner to GDCA's requirements.
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4.2.4. INENIFIEZEL (CAA) Certification Authority Authorization (CAA)

GDCA MR E R A Y FEIirh )4 — 1 dNSName fif CAA ik, Jfild
TEAE W RN R

GDCA #i#ls RFC8659 fI}lE AL “issue”. “issuewild” Jz “iodef” 1@ HEFRE:
7 “issue”. “issuewild” FrZEHAELE “gdca.com.cn”, N GDCA ANE KXt v frAE 155
i CAA L HIBL “iodef” #7525, N GDCA 5 1% & 43 J5 1R 5E & 75 N H A A I35

GDCA LT %1 CAA ek EHRIME DU N T 2 A 26 1) 729k GDCA 1Y
ERHBO AW CAA WDKK 2) Bl —IRE B A CAA id%: 3) GDCA
CHIINZI5 4 JE T RFC 4035 58 4.3 FTHE X “A24” RS

GDCA checks the CAA records and follow the processing instructions found for each dNSName in
the subjectAltName extension of the certificate to be issued.

GDCA processes "issue", "issuewild", and “iodef” property tags according to RFC8659: GDCA will

“gdca.com.cn”. In case the property tag “iodef” is present in the CAA records, GDCA will determine
whether or not to issue certificates after communicating with the applicant.

GDCA treats a record lookup failure as permission to issue certificates if: 1) the failure is outside the
GDCA's infrastructure; 2) the lookup has been retried at least once; and 3) GDCA has confirmed
that the domain is “Insecure” as defined in RFC 4035 Section 4.3.

4.2.4.1. CAA iE ) DNSSEC HHIE DNSSEC Validation of CAA Records

H 2026 4 3 H 15 Hig, M EMEAPATHIIA 5 CAA Lk EHIAHICH] DNS 7
], GDCA #2247 H:T IANA DNSSEC HR15 41 DNSSEC 40k . FH 5 M0
F T BT CAA & A 1A 55 DNS 25141 (1) DNS ffHT 04 il -

® %[ RFC 4035 %% 5 71 7€ L HIHE AT DNSSEC 4l

® 7kF RFC 5155 HiaE X[ NSEC3;

® I RFC 4509 Il RFC 5702 1 5E X[ SHA-2;

® EffiAbFE RFC 6840 5 4 15 h A 24 ) 22 Ax 1] .

H 2026 4 3 ] 15 Hji2, GDCA NGl FI A S g 25 FIAEAT 5 CAA C &I AH S
() DNS 251/ DNSSEC 4l .

H 2026 £ 3 H 15 Hig, EMEUMATE DNSSEC Wikl #E R I R (fFltn
SERVFAIL) AN AIE BRIV

VER Z 2 R IAE R — 50, AR 2R A FT LAXT 5 CAA ek B AR I e
DNS #ifj /7% T IANA DNSSEC R 15 fE4i ) DNSSEC 4&ilF .
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5T IANA DNSSEC R{Z1F ) DNSSEC %iilE AfEA CP/CPS 48 8.7 15 iy H Ak
LA

Effective March 15, 2026: DNSSEC validation back to the IANA DNSSEC root trust anchor must be
performed on all DNS queries associated with CAA record lookups performed by the primary
network perspective. The DNS resolver used for all DNS queries associated with CAA record
lookups performed by the primary network perspective must:

e  perform DNSSEC validation using the algorithm defined in RFC 4035 Section 5; and
e  support NSEC3 as defined in RFC 5155; and

®  support SHA-2 as defined in RFC 4509 and RFC 5702; and

e  properly handle the security concerns enumerated in RFC 6840 Section 4.

Effective March 15, 2026: GDCA must not use local policy to disable DNSSEC validation on any
DNS query associated CAA record lookups.

Effective March 15, 2026: DNSSEC-validation errors observed by the primary network perspective
(e.g., SERVFAIL) must not be treated as permission to issue.

DNSSEC validation back to the IANA DNSSEC root trust anchor may be performed on all DNS
queries associated with CAA record lookups performed by remote network perspectives as part of
Multi-Perspective Issuance Corroboration.

DNSSEC validation back to the IANA DNSSEC root trust anchor is considered outside the scope of
self-audits performed to fulfill the requirements in section 8.7 of this CP/CPS.

4.3. FHEZEK Certificate Issuance

431, IEPERIREPEMYLE (RA) FETFIMERSHLIHE (CA) KITAH CA

Actions During Certificate Issuance

i CA HIEH%5 & HH GDCA ALK 20 2 BB N1 25, Hrp— NiEEM KM E
BAR4S, (H CA BUTIE P L1k,

TEUE R R FE i RA [ HE 5L FOSIE B B s ik, JRB #0E RA REG0K %
KAEF IR KL CA BIE R K £ 5. RA KiE CA KIE B2 K ER1EBHH RA K
B S 515 BARB S, FREORIE SRR B IER) CAIE K R4

CA MIERAK RATEIRTT RA HIERZRERE, WRE RA 15 BTSN
fifss, T BIIERRERE R, IEHERRGE KT UETS.

GDCA TEHtHEIE B HIiE 2 5, B RIET. IEB%R EW®E GDCA &4 E
M AHE TIE T I .

XFT 2025 4 3 H 15 H AR JG2 K 1) SSLITLS k-4, fEIEHA KT, GDCA
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WA RFREAAUETS (TBS UE+) #E47 linting il .

At least two trusted persons authorized by GDCA are required in order for the root CA to perform a
certificate signing operation, one of whom deliberately issues a direct command with respect to
certificate issuance by the root CA.

During the certificate issuance process, the RA administrator is responsible for approving certificate
applications and, through operation of the RA system, submitting certificate issuance requests to
the CA's certificate issuance system. The certificate issuance request information sent from the RA
to the CA shall be subject to RA authentication and information protection measures, and shall
ensure that the request is delivered to the correct CA certificate issuance system.

Upon receiving a certificate issuance request from the RA, the CA's certificate issuance system
shall authenticate and decrypt the information from the RA. For valid certificate issuance requests,
the system shall issue subscriber certificates.

After approving the certificate application, GDCA will issue the certificate. The issuance of a
certificate signifies that GDCA has formally and fully approved the certificate application.

For SSL/TLS certificates issued on or after March 15, 2025, GDCA must perform pre-issuance
linting to check the tbsCertificate (to be signed Certificate).

4.3.2. BTN IFRRESAAFAEMHLAXT P K% Notifications to Subscriber

by the CA of Issuance of Certificate

GDCA HIEHER KRG U Ja, KRl ET b Ok, IF8 kT anfar 3k
FUEF.

After the GDCA certificate issuance system issues a certificate, GDCA will notify the subscriber that
the certificate has been issued and inform the subscriber how to obtain the certificate.

4.4. EFEESZ Certificate Acceptance

4.4.1. MBHESZIERRATA Conduct Constituting Certificate Acceptance

WP BN 2 U R HUE 5 AT A FE R AR T -

1. i BATVI % T GDCA EF IR 5% M H e+ T 2k, EH R a e SRR AT
P TUE.

2. GDCATEV F'HISVF R, ARBT P FEIES, FFCiEFhaid lit 2 HAh GDCA
WARTEE ) RIRAIT P, BIRFEIT P82 T .

3. PR TIMIEBM TN, I HRARHRAEBSEIEB TN E.

A subscriber is deemed to have accepted an issued certificate through conducts including, but not
limited to, the following:
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1. The subscriber independently accesses the designated GDCA certificate service website to
download the certificate, the completion of the download constitutes acceptance of the
certificate.

2. With the subscriber’s authorization, GDCA downloads the certificate on behalf of the subscriber
and delivers it to the subscriber via email or other reliable methods deemed appropriate by
GDCA; such delivery constitutes acceptance of the certificate by the subscriber.

3. The subscriber accepts the method of obtaining the certificate and raises no objection to the
certificate or its contents.

4.4.2. BFERSHIMXTIEF KA AR Publication of the Certificate by the CA

WA /5 , GDCA TE 24 /NN PURZAT 1 IEF R AT 3] GDCA 1Y) H k55 R 4
[F]i}, GDCA #R# Google ¥ CT Mg Chttps://github.com/chromium/ct-policy), 1T/
s (5 B AR 20 =4 CT kg5

GDCA K F: M H SR 55 a5 G kb R o AT Fr 25 R UEAD o 25 % 56 B i de B4 % A1 5]
FH MRS A, R JE R T NS, K 32 H s IR S5 a5 B 5 3 A0 B H iR 95 2%
BT R AR AR

After a subscriber accepts the certificate, GDCA will publish the subscriber’s certificate to its
directory service system within 24 hours. In addition, in accordance with Google’s Certificate
Transparency (CT) policy (https://github.com/chromium/ct-policy), GDCA will publish the
subscriber’s domain information to at least three CT logs.

GDCA adopts a master—secondary directory server architecture for distributing issued certificates.
Upon issuance, certificate data is first published to the primary directory server and then
automatically synchronized to secondary directory servers through master-secondary mapping,
enabling access and download by subscribers and relying parties.

4.4.3. BFEARS AT H AL SEAKE S Notification of Certificate Issuance

by the CA to Other Entities

X B IIETS, GDCA REAN HoAl AR AT I8 5

For issued certificates, GDCA will not notify any other entities.

45, FHHAXMAER KA Key Pair and Certificate Usage
45.1. TP RIRAREEREIE R Subscriber Private Key and Certificate Usage

WP e T GDCA iR IMIET G, MM ACAFRZEETS GDCA. KM
FRMIBURIAN LS5 B 2% o VT 7 NLR IS B il 22 36 OR A7 FLAIE 50T DL )R B 38 B R 22354
I
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After accepting a certificate issued by GDCA, the subscriber is deemed to have agreed to comply
with the terms and conditions governing the rights and obligations between GDCA and relying
parties. The subscriber shall take reasonable measures to properly safeguard the corresponding
private key and prevent unauthorized use.

45.2. fKHET5 ABAFER K Relying Party Public Key and Certificate Usage

MR 5 L 2

1 ERBUEBATZRAETRE, B EWIEBREE S,

2. BORIEBMCH THBUE A%, JFBARERA BN

3. XAEZ CPICPS A AH WM & ) ve Fl AR ASIE 1 o

TR —IEF R thE MR R, BREUT BT 151,

Relying parties shall:
1. Verify the status of a certificate prior to reliance, including checking revocation information
2. Ensure that the certificate is used only for its intended purpose and within its validity period
3. Rely on a certificate only to the extent permitted by this CP/CPS and applicable agreements

The decision to rely on a certificate shall remain the sole responsibility of the relying party.

4.6. IEFHHEHT Certificate Renewal
46.1. iIEBEHKITER Circumstances for Certificate Renewal

VTP TR B IR ZOR R AIENHE B

Subscribers shall submit registration information in accordance with the requirements for a new
application.

4.6.2. ERIEFBEHAISL/E Who May Request Renewal

Vi SRR S B O SEAA O IE T
The entity who requests certificate update is the subscriber.

4.6.3. IFPEIHIERMILHE Processing Certificate Renewal Requests

VL e AR UE S RS R AT UE S ST, 4% A CP/CPS 2 3.2 (122
SRAESEAHRLIFIUEFS BB A S UE B BERE . GDCA KX I AR IE 5 FR & 1 % 1) 07 A E A iE
FEEE I A AL BT B

Subscribers may choose to use the initial certificate application process for certificate renewal and
shall submit the corresponding certificate application and identity verification materials in
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accordance with Section 3.2 of this CP/CPS. GDCA will treat the identity verification method used in
the initial certificate application process as the authentication procedure for certificate renewal.

4.6.4. TARIAEIH XT84 Notification of New Certificate Issuance to

Subscriber

[F] 4% CP/CPS %7 4.3.2 71,

See CP/CPS Section 4.3.2.
4.6.5. MBEZEINEFRKFTA Conduct Constituting Acceptance of a Renewall

Certificate

[f]4~ CPICPS % 4.4.1 715,

See CP/CPS Section 4.4.1.

4.6.6. HFIAUERR 55 VLA 53 58 ik B K 4 Publication of the Renewal

Certificate by the CA

[i] 4 CP/CPS % 4.4.2 i,

See CP/CPS Section 4.4.2.

4.6.7. BFINERS AT HALSLAKE S Notification of Certificate Issuance

by the CA to Other Entities

[f]4< CPICPS % 4.4.3 i,

See CP/CPS Section4.4.3.

4.7. IEPFELEH Certificate Rekey

UEF PR R T 7 AR i — B S A I B R AP R — AN EE .

Certificate Rekey refers to the process in which a subscriber generates a new key pair and applies
for the issuance of a new certificate corresponding to the new public key.

4.7.1. FPBFEHAEIHIE R Circumstances for Certificate Rekey

VT P R T A T

Subscribers may apply for rekey update when necessary.
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4.7.2. {ERIFHHEE B LK Who May Request Certification of a New Public
Key
TE SR UE 52 BH BB (1) S e T 1.
The entity who requests re-key is the certificate subscriber.

4.7.3. IERBHAE T ERAIAHE Processing Certificate Rekeying Requests

[F] 4% CP/CPS %f 3.3 7.

See section 3.3 of this CP/CPS.
4.7.4. FRIEBE ST P HES Notification of New Certificate Issuance to
Subscriber

[i] 4 CP/CPS % 4.3.2 7.

See CP/CPS Section 4.3.2.

4.75. WREZEHFEFIERKITHN Conduct Constituting Acceptance of a

Rekeyed Certificate

[f]4~ CPICPS % 4.4.1 715,

See CP/CPS Section 4.4.1.

4.7.6. BFIANEREVIMINT FHEFIEF K RAT Publication of the Rekeyed

Certificate by the CA

[f]4< CPICPS % 4.4.2 i,

See CP/CPS Section 4.4.2.

4.7.7. BT INIERRESDLIE N HAh 2R K38 45 Notification of Certificate Issuance

by the CA to Other Entities

[F A< CP/CPS %% 4.4.3 77,

See CP/CPS Section 4.4.3.
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4.8. IEFEETE Certificate Modification
4.8.1. IERZEERIEE Circumstances for Certificate Modification

ANERAT AR BERIENME BB, A2 GDCA R HHIEFSA 5 . kAR 5 F
HANES HAE T RS . 2612 — U,

If any of the registration information provided by the subscriber changes, the subscriber must
submit a certificate change request to GDCA. The procedures and requirements for certificate
change requests are the same as those for certificate applications.

4.8.2. #HRIEPEZERISAE Who May Request Certificate Modification

5 SRAEF5 22 5 SEAOIEAS T 7
The entity requesting certificate modification is the certificate subscriber.

4.8.3. IEPEEIFERKAFEE Processing Certificate Modification Requests

EF528 BEAZ MRS UE S A E M A AT A 2

The certificate modification is processed following the registration procedures where the first
application for a certificate.

4.8.4. HRIEBER ST P HES Notification of New Certificate Issuance to
Subscriber

[f]4~ CP/CPS % 4.3.2 1i.

See CP/CPS Section 4.3.2.
4.8.5. WBEZETEIEBRITHN Conduct Constituting Acceptance of Modified
Certificate

[F] A< CP/CPS % 4.4.1 i,

See CP/CPS Section 4.4.1

4.8.6. BT\ VE IR 55 ML A 6 2S 55 4 5 B9 K A Publication of the Modified

Certificate by the CA

[f]4< CPICPS % 4.4.2 i,

See CP/CPS Section 4.4.2.
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4.8.7. BT IANUEARSE ML HA SE4R )38 25 Notification of Certificate Issuance

by the CA to Other Entities

[d] 4~ CP/CPS % 4.4.3 7.

See CP/CPS Section 4.4.3.

4.9. IEPEBSFIER Certificate Revocation and Suspension

4.9.1. iEB#ESHIER Circumstances for Revocation

4.9.1.1. T FERAAKEE Reasons for Revoking a Subscriber Certificate

A I LA BB ) — R 2 Fl, GDCA WAJIFE 24 /NEF 2 NI -

1
2
3.
4

VTP DA T R 200 SR AU IE 135

VBT GDCA ST IFIIE i SR A B AL HASREE I BB AUT

GDCA K13 T iE#E, UE SR AP RIT I AVHIE 2 1 ) s

GDCA 458 TiEdE, EBIXHIET 1 FQDN, P Huhik sl mi 4 ik iy 35k 42 #2 A alid%
B SR UEAS B AR A6, 145 GDCA SR Ag IEMITAT CAA K & BiR 4 A& CP/CPS
5424 TTARVZER TGO

CA M5 JIHBL T T P RVHI B A BAE I 71, IO I i A R
Syt HAFAEAME (510 Debian §5%4H, W.: http://wiki.debian.org/SSLkeys), 5%
TELE BT (RS .

A PN S OUA B — R ERZ A, CA NAE 24 /NN Z WAEHIE S, HAMAIHE 5 RZ
A E S -

1.

2
3.
4

© © N o o

EBATRF 4 TLS BRs 4 6.1.5 15 )45 6.1.6 T [lIAH S ER ;

GDCA 3RAF 1 k518 2115 F e

GDCA KR i 73T . CP/CPS i) — I sl % 11 # K 37 4F

GDCA K& 7L FQDN Bk IP Huhik (4 R By vr vl (fldn, a9k
B B A CLE B 1 3804 v A 4 BT s

GDCA Gk B IR ECFFUEFS Bl T~ 40 B = M (11842

GDCA FRZEET T 5 15 & H B KA A

GDCA RZRIE T2 R AR BERF & TLS BRs Z3k 5, GDCA ) CP/CPS;

GDCA W ATA B 25 1 HH ILAE TEFS o (45 BN R (E R

GDCA {4} TLS BRs 2 K UEH AU A0, By Bib 2 ik, BRalE H ke
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" CRL/IOCSP 13 B %

10. CP/CPS HHRT: IJEATHIER B2 A W Bt /I PHAT: ARRKE: THEHEGEE
DRI VR, MR R BRI EOR s BURAT s SO A AR S
B A B BB 5

11. GDCA G JEATHES 5, T ARGk 9% -

GDCA shall revoke a certificate within 24 hours if one or more of the following occurs:

1.

2.

The subscriber requests in writing that GDCA revoke the certificate;

The subscriber notifies GDCA that the original certificate request was not authorized and does
not retroactively grant authorization;

GDCA obtains evidence that the subscriber's private key corresponding to the public key in the
certificate suffered a key compromise; or

GDCA obtains evidence that the validation of domain authorization or control for any
Fully-Qualified Domain Name. IP address or mailbox address in the certificate should not be
relied upon, including cases where GDCA failed to perform CAA checking correctly or where
issuance was not permitted according to section 4.2.4 of this CP/CPS; or

GDCA is made aware of a demonstrated or proven method that exposes the subscriber's
private key to compromise, methods have been developed that can easily calculate it based
on the public key (such as a Debian weak key, see http://wiki.debian.org/SSLkeys).

GDCA should revoke a certificate within 24 hours and must revoke a certificate within 5 days if one

or more of the following occurs:

1.

2.

The certificate no longer complies with the TLS BRs section 6.1.5 and 6.1.6;
GDCA obtains evidence that the certificate was misused;

GDCA is made aware that a subscriber has violated one or more of its material obligations
under the subscriber agreement and CP/CPS;

GDCA is made aware of any circumstance indicating that use of a fully-qualified domain name
or IP address in the certificate is no longer legally permitted (e.g. a court or arbitrator has
revoked a domain name registrant’s right to use the domain name);

GDCA is made aware that a wildcard certificate has been used to authenticate a fraudulently
misleading subordinate fully-qualified domain name;

GDCA is made aware of a material change in the information contained in the certificate;

GDCA is made aware that the certificate was not issued in accordance with TLS BRs or
GDCA's CP/CPS;

GDCA determines or is made aware that any of the information appearing in the certificate is
inaccurate;

GDCA's right to issue certificates under the TLS BRs expires or is revoked or terminated,
unless it has made arrangements to continue maintaining the CRL/OCSP repository;
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10. The fulfillment of the obligations in the CP/CPS is delayed or encounters force majeure, such
as natural disasters, computer or communications failures, changes of laws and regulations,
government actions or other causes beyond the reasonable control, causing threats to the
information of others;

11. Subscribers fail to pay the service fees after GDCA performed the obligations of notifying the
subscribers to pay.

TEFT P i SRR B PR EEIE A 22 4 R A i, BISZ EE 1 GDCA HEATHil o
AL MR — T LIS T, & AT IR R

1. {EAELfT GDCA F550AE ik (g 42 5k 1P bk )45 FAS B iR T SR VRO T
N3 44 W A6 3844 R RCR U BBVE e B S LA B 5344 T LA )
g2l BRAL T TR AL R R

2. GDCA f351— /M@ L AF IR B F R BHIE — MR VEME 1R T 1 T34

3. GDCA TR ZIEE1T, I HARZHEFH AR CA SLALRUETIE T3 K3 Rtk
1E:

4. GDCA ZEHAEH A C Jm i sl B sl % 1k, FrdAF GDCA T 4k, 4k
#:4E" CRLIOCSP;

5. UEFIIHEIAR P AR B 23 i T X L R A A I B B AT AN P S2 1 KU

If a certificate subscriber discovers or suspects that the security of the certificate private key has
been compromised, the subscriber shall immediately notify GDCA to revoke the certificate.
Revocation is also required if any of the following circumstances occur:

1. GDCA becomes aware that the use of the domain name or IP address contained in the
certificate is no longer legally permitted, such as when the domain registrant’s right to use the
domain name has been revoked by a court or arbitral authority, the agreement with the domain
name registrar has been terminated, or the domain registrant fails to renew the domain name;

2. GDCA becomes aware that a wildcard certificate has been used to authenticate a fraudulent or
misleading subdomain;

3. GDCA ceases operations for any reason and has not arranged for another CA to provide
certificate revocation support;

4. GDCA's authorization to issue certificates has expired, been revoked, or terminated, unless
GDCA has made arrangements to continue maintaining CRL/OCSP services;

5. The technical content or format of the certificate presents an unacceptable risk to application
software vendors or relying parties.
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49.1.2. F14% CA EHHM4EERE Reasons for Revoking a Subordinate CA

Certificate

FHBLLL RS — Rk £ Al GDCA i 7 K2 WIS 2% CAIEH:
1. GDCA 38 T4, iEM SiEB A R 2 CA RIS T H%E, BAH
6 TLS BRs 28 6.1.5 11 )¢ 28 6.1.6 19 [RIAHCEE K

2. GDCA 348 T iE il £ 3% F e

3. GDCAZRRIE P K KRR A TLS BRs 3K, o H 2% CA K REFF & CP/CPS;

4. GDCA I\ HATATHHILTE R CA TER A S BAMERM . A SLalH A 17 5,

5. GDCA B TAEM R 12 E, HARE 57— CA ARG S AR HEIE P it
%

6. GDCA #4fi TLS BRs 25K UE S IR IR, BRABHRH sl & 1k, BRARFL 4k 24k
J* CRL/IOCSP 15 EJ#
GDCA shall revoke a subordinate CA within 7 days if one or more of the following occurs:

1. GDCA obtains evidence that the subordinate CA’s private key corresponding to the public key
in the certificate suffered a key compromise or no longer complies with Sections 6.1.5 and
6.1.6 of the TLS BRs;

2. GDCA obtains evidence that the certificate was misused;

3. GDCA is made aware that the certificate was not issued in accordance with TLS BRs or that
subordinate CA has not complied with the GDCA CP/CPS;

4. GDCA determines that any of the information appearing in the subordinate CA certificate is
inaccurate, unreal or misleading;

5. GDCA ceases operations for any reason and has not made arrangements for another CA to
provide revocation support for the certificate;

6. GDCA's right to issue certificates under TLS BRs expires or is revoked or terminated, unless
GDCA has made arrangements to continue maintaining the CRL/OCSP Repository.

4.9.2. {EREFHES 24k Who Can Request Revocation

TESRIE A LR NIT 7. GDCA. G rlENUEBUIN RIVEN 51 o BLAN, AT
SRR SRBER DR B AR 0 55 =75 T USRS IE B i iRk 7, 75 %0 GDCA
o BB A
Entities authorized to request certificate revocation include the subscriber, GDCA, and judicial

personnel authorized by judicial authorities. In addition, relying parties, application software
providers, antivirus organizations, or other third parties may submit certificate problem reports to
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inform GDCA of reasonable grounds for certificate revocation.

4.9.3. B8 E R Procedure for Revocation Request

493.1. 3T P SR B WM4E HIE The subscriber actively proposed to revocation

application.

T[] GDCA $2& tHuE s H i, GDCA A% S FH I HUEs S A4 (1) B AU A S A4 (1)
LR
GDCA $2ft 724 /NI HIEFS U FRVE R S5, T 7 Al ad BAR J7 X F i 4 -
® E-mail: webtrustreport@gdca.com.cn
® Hiif'5g: 4007008088
GDCA W ZIH11% J5 24 /INEF A AL BRI I

The subscriber submits a certificate revocation request to GDCA, and GDCA verifies the identity of
the requesting entity and the authorized entity.

GDCA provides 24x7 certificate revocation request services. Subscribers may apply for revocation
through the following methods:

® E-mail to: webtrustreport@gdca.com.cn
® Telephone: 4007008088

GDCA shall process the revocation request within 24 hours after receipt of the application.

4.9.3.2. T P g #4%E 3 The subscriber is forced to revoke the certificate

1. 4 GDCA Fi 4% CP/CPS 4.9.1.1 A iR ¥ i T ZHUT 1T ) [FE 155, GDCA {145 5%
N GART DA I P 0 R RIS S i U IE 1

2. fEUEBHEN)S, GDCA RuEild gy, WHEMEM. mihss, wAR&IT
R ORI SR B . R BEIRERAT N, 7E L EE LT, GDCA
XoF SRR I P B T Pl AT 3 15

3. GDCA $4Ht 724 /NS FRIEF il AR 75 R4 BRI o

4. BEITT FNEN . N RAESRAE RS . B R AF 5 =5 A AR T e AR
FE 0] R, GFAEH B ER PR GE H IR  IE 53 UE T4 F T AT RS 2 44 4,
A i s PA R 5 AT i) A o -
® E-mail: webtrustreport@gdca.com.cn
e rfiifi'5fig: 4007008088

GDCA W EHk & )5, 1E 24 /NI ARHZIET W)@k & W AT R, JFE T LU T bR
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THER RS A 15 UL -
(1 Bl i
(2)  AHJSL A R HE B AT 5
(3) AR o B R AR S
(4>  F X5 GDCA CP/CPS FHLT J1 i S5 AH SR AT FRI B 175 0«
(5)  BUTEAHEMIIENE .

1. Where GDCA has grounds as described in Section 4.9.1.1 of this CP/CPS to revoke a
subscriber’s certificate, relevant personnel of GDCA may initiate a certificate revocation
request in accordance with internally established procedures.

2. After a certificate has been revoked, GDCA will notify the subscriber of the revocation and the
reasons for revocation through appropriate means, including email or telephone. If the
subscriber cannot be contacted, GDCA may, where necessary, publish an announcement
regarding the revoked certificate on its website.

3. GDCA provides 24x7 certificate problem reporting and handling procedures.

4. Where relying parties, judicial authorities, application software providers, antivirus
organizations, or other third parties identify potential issues with a certificate—such as actual or
suspected private key compromise, certificate misuse, or use of a certificate for signing
suspicious code, they may promptly submit a certificate problem report through the following
channels:

® E-mail: webtrustreport@gdca.com.cn
® Telephone: 4007008088

5. Upon receipt of a report, GDCA shall investigate the reported certificate issue within 24 hours
and determine whether to revoke the certificate based on the following criteria:

(1) the nature of the reported issue;
(2) the number and frequency of occurrence of the issue;
(3) the entity submitting the report or complaint;

(4) the subscriber’'s compliance with GDCA CP/CPS, the Subscriber Agreement, and other
applicable requirements;

(5) compliance with applicable laws and regulations.

4.9.3.3. B FNERE DA HEF K#4S Revocation of electronic certification service
organization certificate

X T GDCA FARIE AT 2 E 15, GDCA AR HE AN CP/CPS HIHI 2 i e /& A e i 15

For GDCA root certificates and subordinate CA certificates, GDCA shall determine whether to
revoke the certificates in accordance with the provisions of this CP/CPS.
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4.9.4, WA TER %R Revocation Request Grace Period

T SR H B B i P A M R R ST, U SR ZE e I S AT i R 8
NI AR HY

In the event of a key compromise or suspected compromise, a revocation request must be
submitted within eight hours of discovery of the compromise or suspected compromise.

4.9.5. BT INERS VA EBEERKE R Time Within Which CA Must

Process the Revocation Request

GDCA AbFE U 15 =K 11 B B R 24 /MBS o

GDCA processes revocation requests within 24 hours.

4.9.6. #H7 R AUE B4 E R Revocation Checking Requirements for

Relying Parties

GDCA UL/ IR, K77 nl7E GDCA 1M sk L4721,

GDCA provides an online certificate revocation status checking service, and relying parties may
perform such checks via the GDCA website.

49.7. CRL RAFHiZE CRL Issuance Frequency

XFFRERAT PAET ) CA, GDCA /b4 7 REF I A AT —Ik CRL, WA IEF#
Y, NAEICTIZAE BRESIRA S 24 /NP BB & A BT CRL.

XFRR K CAUEF CA, GDCA Zi# /b4 12 4> H B HIf Kk Ai—ik CRL, 0
AUEBARR, MAEICTZUEBRAEPIRE G 24 /N Py 5883 R A ¥ 1 CRL.

For CAs issuing subscriber certificates, GDCA shall update and publish a new CRL at least every
seven (7) days. If a certificate is revoked, GDCA shall update and publish a new CRL within
twenty-four (24) hours after recording the certificate as revoked.

For CAs issuing subordinate CA certificates, GDCA shall update and publish a new CRL at least
every twelve (12) months. If a certificate is revoked, GDCA shall update and publish a new CRL
within twenty-four (24) hours after recording the certificate as revoked.

4.9.8. CRL RATKI B AH J5IE] Maximum Latency for CRLs

GDCA 1] CRL & A e A Jei B 18] Ry AT BB A 2 5 1 24 7/NEF Y .

The maximum latency for GDCA CRL publication shall not exceed 24 hours after the end of the
publication interval.
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4.9.9. ZELIRAE T A Online Revocation/Status Checking Availability

GDCA [ F 51T 7 UK 8 77 $e A 7E 26 UF PR S &l IR % . OCSP i B 20 75 &
RFC6960 {123k, Jf H i OCSP Mli45 #2544 . OCSP Hi 45 &8 M 13 5 IE/E B R A E
FiHEl—A CA %Kk, OCSP Mk % #% HAFE 458 & — 4> RFC6960 & X MK AN
id-pkix-ocsp-nocheck {13 & 15 .

GDCA supports OCSP responses for subscribers and the relying parties. The OCSP responses
conform to RFC6960, and signed by an OCSP Responder whose Certificate is signed by the CA
that issued the Certificate whose revocation status is being checked. The OCSP signing certificates
contain an extension of type id-pkix-ocsp-nocheck, as defined by RFC6960.

4.9.10. FE RSB W ER Online Revocation Checking Requirements

PRI LAE TR T ), GDCA BA 1 BEATAT IR .

GDCA $2it Get Al Post PiFH /5 21y OCSP & ifi 55 -

XFFAT FHIESS, GDCA Z/ Y KB H OCSP 15 & OCSP i B (11 i A 2 4 10
Ko W T O ruE+, SZHEIFEH OCSP.

X H 2 CAEF, GDCA #4412 A B8 OCSP 5 /5. i+ 4% CA IE+H
i, T 24 /N A BEE OCSP {5 2.

XFFARZERANEFHPIRS A WIEK, GDCA AR “good” K7
Subscribers may feel free to inquire status online. GDCA does not impose any access limits.
GDCA offers the OCSP service using both the Get and Post methods.

For subscriber certificates, GDCA updates the OCSP information at least every four days. OCSP
responses from this service have a maximum expiration time of ten days. For the revoked
certificates, OCSP status will be updated immediately.

For subordinate CA certificates, GDCA updates the OCSP information at least every twelve months,
and within 24 hours after revoking a subordinate CA certificate.

GDCA does not respond with a "good" status for the request for status of a certificate that has not
been issued.

4.9.11. #4515 BN HAb R AR, Other Forms of Revocation Advertisements

Available

GDCA MR (5 B I H Al A AT

GDCA does not provide any other forms of publication for revocation information.
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4.9.12. AR ERIEHER Special Requirements related to Key Compromise

FRA CPICPS % 4.9.1 HiHUERIEILAL, T T HREBEHC AR ENE TR CE
REEWE, A2 ) GDCA $ HiIEF5 i 18 3K o

UEFAT 7 BLARM S =5 AR R A< CP/CPS (1% 1.5.2 & 1 1k & J7 X, &1 % B GDCA
SR ELAR MG B S A HARAE TS, ) GDCA & HE P Z2 (s, sl o AifE
AR I 2 — UE W R B % X B ) FA B
> R ER I ALAEHAE A1) CSR, FRAEE H A TN “Proof of Key Compromise

for GDCA”; Bk
> BRSO R AL .

GDCA AJ 175 75 4% B 5 19 Jin HAth 1iF B FA 1k 82 1 7792

Except for the circumstances specified in Section 4.9.1 of this CP/CPS, where a subscriber’s
certificate private key has been compromised or is suspected to have been compromised, the
subscriber must promptly submit a certificate revocation request to GDCA.

A third party other than the certificate subscriber may, in accordance with the contact information
provided in Section 1.5.2 of this CP/CPS, submit a key compromise report to GDCA regarding a
certificate issued by GDCA that has not been revoked and has not expired. The reporting party shall
demonstrate possession or control of the private key corresponding to the certificate by one of the
following methods:

»  submitting a CSR signed with the compromised private key, with “Proof of Key Compromise for
GDCA” included in the Common Name (CN) field; or

»  directly providing the compromised private key.

GDCA may, at its discretion, include additional methods in this section for demonstrating private key
compromise.

4.9.13.iEHEHERER Circumstances for Suspension

AEH

Not applicable.

4.9.14 FERIEFHEE RS2 Who Can Request Suspension

ANEH .

Not applicable.
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4.9.15 HEFERKRFE Procedure for Suspension Request

ANHEH
Not applicable.

4.9.16. FH2 K HAFRFR#) Limits on Suspension Period

AEH

Not applicable.

4.10. M FIRA AR S Certificate Status Services
4.10.1. #AERF4E Operational Characteristics

AT LL#EE CRL. LDAP. OCSP #EH#IIEHRRAS, Bk 75 sURIE R A IR S5 B 1%
X B )1 SR AT TR e 2 IR [] A5 i b P

X T AR IIE TS, GDCA FEIEH B AT AR HAE CRL Hr 3 10 5%

GDCA il gk OCSP ik 45 %8 1 i 10 %

Subscribers may query certificate status via CRL, LDAP, and OCSP. The above certificate status
services shall provide reasonable response times and adequate concurrent processing capability
for query requests.

For revoked certificates, GDCA shall not remove their revocation records from the CRL prior to
certificate expiration.

GDCA does not remove revocation records from the OCSP server.

4.10.2. IR % W] Fi i Service Availability

GDCA $2ftt 7%24 /o FIIE IR BT W AR S, How REE () ANE I 10 #b . BPAER 2% 70
YFHBET, 3T/ Bets Sei 3R BE TR S B RS .

GDCA provides 24x7 certificate status query services, with a response time not exceeding 10
seconds. Subject to network availability, subscribers are able to obtain certificate status information
in real time.

4.10.3. HJ IEAFAE Operational Features

UEFRES B H A AT iR 5577 91T M ] GDCA fi5 %€ 1) CRL Hiuhik, il H k5%
PR A RS, AW TR CRL B4, HATIE ARSI A ]

An additional optional method for certificate status checking is for subscribers to use the CRL
distribution point designated by GDCA to query and download the CRL via a directory service, and
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perform certificate status verification locally.

4.11.3TM4 3 End of Subscription

WIS RS LN DL

1. BT 5L A GDCA $RBEMEF U5, 201 GDCA i Hi 4 i H
5. HIEIENAS CPICPS 2 4.9.3 "W IHLE . GDCA HUHIE+ )5, R
AT NIE RS R

2. HEBARIETAIGE, 1T ARG BRSSP, R I AT 9 1R A4S
Ho

3. RS ROYIYIG, AT HEATUE A SR B B R, sl AT AT N IR AR

Termination of subscription includes the following circumstances:

1. When a subscriber ceases to use the certificate provided by GDCA, the subscriber must submit
a certificate revocation request to GDCA. The application process shall follow the provisions of
Section 4.9.3 of this CP/CPS. Upon revocation of the certificate by GDCA, the subscriber’s
subscription shall be deemed formally terminated.

2. When the certificate validity period expires and the subscriber fails to renew the service fee in a
timely manner, the subscription shall be deemed formally terminated.

3. When the certificate expires and no certificate renewal or rekey is performed, the subscription
shall be deemed formally terminated.

— BRI PAEE PR RO 2 1B ] GDCA FEFAERSS, GDCA FEAL#E LA 137 5K
J&, K SERHEZAT P UE Y, IR CRL KA S #E4T K AT s GDCA TEAHIC T AU Ik
PR R I IR T T S5 TR R BRSSO BT 7 Bl AT A

If a subscriber terminates the use of GDCA's certificate services during the certificate validity period,
GDCA shall, upon approval of the termination request, revoke the subscriber’s certificate in a timely
manner and publish the revocation in accordance with the CRL publication policy. GDCA shall
maintain detailed records of the revocation process and periodically archive the certificates and
corresponding subscriber data following termination.

4.12. FBHAER &4 5K E Key Escrow and Recovery

GDCA AEEARMAEFIT 7 AL, Bt AR B PIIR E R 55 .

GDCA does not escrow any subscriber private keys and therefore does not provide key recovery

services.
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4.12.1. B R B n 51K B 1) 5588 5478 Key Escrow and Recovery Policy and

Practices

AEH

Not Applicable.

4122 &SEBRHAR B ESKE R RIEAITA Session Key Encapsulation and

Recovery Policy and Practices

AEHT

Not Applicable.

5. INENUAIWIE. BB MEEMERER] Facility, Management, and

Operational Controls

5.1. ¥pEFEH| Physical Controls
5.1.1. b E 5EH Site Location and Construction

GDCA (¥ SUAIHL G5 2 A% IR N 41 b S -

GB/T 25056-2018 (5 B ZAHAR UEFSIAUE RGEE D A HAH R 22 2R TE )
GB/T39786-2021 ({5 E Za&HA 158 KRG H N FAENK)
GB50174-2017 {Hdls L i HEVE )

GB/T36340-2018 [y it FEL 2l MBIt I HL 7 )

GB/T 2887-2011 {5 ALIz i FH AT )

GB50462-2024 (Hj#E O JE Atk B i it 1 S B ISR )
GB50222-2017  (EEFLNFFAB BT KHTED)

GB50116-2013 (k% H AR E RS RIHHLTE)

GB50057-2010 (ALY & it e )

GB5054-2011 (IR Hs e F e it HVE )

GB50019-2015 Tl 3 A 38 X5 2 S 1 Be TR )

V V V ¥V ¥V V V VYV VYV VY

A\

The GDCA’s building and data center shall be constructed in accordance with the following
standards:

»  GBJ/T 25056-2018 “Information Security Technology- Specifications of cryptograph
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and the related security technology for certificate authentication system”.

» GB/T39786-2021 “Information Security Technology-General Requirements for Information
System Cryptography Application”.

» GB50174-2017 “Design Code for Data Centers”.

» GB/T36340-2018 “General Specification for Anti-static Access Floors”.

» GB2887-2011 “Specification for computer field”

» GB50462-2024 “Code for Construction and Acceptance of Data Center Infrastructure”.
» GBb0222-2017 “Code for Fire Prevention in Design of Interior Decoration of Buildings”.
» GB50116-2013 “Code for design of automatic fire alarm system”

» GB50057-2010 “Design code for protection of Structures against lightning”

» GB50054-2011 “Code for design of low voltage electrical installations”

» GB50019-2015 “Design Code for Heating, Ventilation and Air Conditioning of Industrial
Buildings”
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The GDCA data center is located in Shishan Town, Nanhai District, Foshan City. It is a standalone
building equipped with earthquake resistance, fire protection, water protection, and lightning
protection capabilities. There is only one entrance and access road to the data center building area.
The GDCA central data center is functionally divided into five areas: the core area, service area,
management area, operations area, and public area. Only authorized personnel are permitted to
access their designated authorized areas.

5.1.1.1. AFEX I Public Area

AFXAFEAD . R, REZE, HEFBREEREMEZ RS

The public area includes the entrance, lobby, and security room, and is equipped with supporting
facilities and monitoring equipment.

5.1.1.2. #EX Operation Area

BAEIGE RABRIE N G2 VE BN U AR X, 5 2 AR 2 S A A AT BN,
N G R E BT H Sl WZRITAG, I A (AT R ey o E I 377 i o

The operations area is the working area for RA personnel and management staff. Access to this
area requires two-factor authentication, and all entry and exit activities shall be logged. From this
level onward, all walls shall be constructed with high-strength protective materials.
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5.1.1.3. F#[X Management Area
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The management area is equipped with RA management workstations, CA administration,
issuance, and audit workstations, as well as network management and monitoring workstations. It
serves as the working area for RA and CA administrators, auditors, and network security personnel.
Access is restricted to authorized management personnel only, and entry requires two authorized
administrators to jointly authenticate using two-factor authentication.

5.1.1.4. fR%X Service Area

ARG IX FE 223 M LDAP RS 25, OCSP AR4578. RA EMIRSS 4%k %, Rl
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The service area primarily hosts equipment such as LDAP servers, OCSP servers, and RA
registration servers. Access is restricted to authorized personnel designated for the service area,
and entry requires two authorized administrators to jointly authenticate using two-factor
authentication.

5.1.1.5. #L X Core Area

O DONBRRX, e msm B A AN B 25 1], BB A CA 4 s as. CA Hidl
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The core area is a shielded zone, equipped with high-strength steel security doors. It primarily
houses critical equipment such as CA signing servers, CA database servers, KM key management
servers, and timestamp servers. Access is restricted to authorized personnel designated for the
core area, and entry requires two authorized administrators to jointly authenticate using two-factor
authentication. A secure cabinet is also located in the core area for storing confidential materials.

5.1.2. #IE5 A Physical Access

GDCA ML N¥A 8 BT 1A LT 1R RGN 1 MBI AR &5, X T 14E R Gt
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The GDCA data center is equipped with nine access-controlled doors fitted with electronic access
control systems and one physical intrusion alarm system. The access control system is monitored
in real time, enabling the retrieval of access records and the configuration of access permissions.
The system can record entry and exit activities in real time and provides door-open timeout alarms.
Personnel are required to use identification cards or a combination of identification cards and
fingerprint authentication to gain access, and each door entry and exit is logged with timestamps
and relevant information. Access to the service area and core area requires two administrators to
jointly authenticate using identification cards and fingerprint verification. In accordance with
standard data center operational procedures, access control records are compiled and archived on
a monthly basis, and such records are retained for one year.
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Physical access control includes the following aspects:

a) Access control system: Controls entry and exit through doors at each level. Personnel are
required to use identification cards, or a combination of identification cards with passwords or
fingerprint authentication, to gain access. Each entry and exit through any door shall be recorded
with timestamps and relevant information.

b) Alarm system: Any abnormal events, such as unauthorized intrusion, forced door opening, or
doors left open for an extended period, shall trigger the alarm system. The alarm system shall
clearly indicate the location of the alarm.

¢) Monitoring system: A video surveillance system is deployed in conjunction with the access
control and physical intrusion alarm systems to provide 24x7 continuous recording of secure and
operational areas. All video recordings shall be retained for at least six months for audit and
reference purposes.

5.1.3. ZP5M#E Security Monitoring

WRIEHLD B IR IR 2 % R ESR, AV RGBT 2504 B
RN 248, UPS kel 7 R 48, MBI 7 R4, B WUl 7 #2498, RIRER
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In accordance with the requirements of the data center power, environmental, and security
monitoring system, the data center environmental monitoring system includes the following
subsystems: power distribution monitoring subsystem, UPS monitoring subsystem, air conditioning
equipment monitoring subsystem, fresh air system monitoring subsystem, temperature and
humidity monitoring subsystem, water leakage detection subsystem, fire protection subsystem,
access control subsystem, and video surveillance subsystem. These systems provide 24x7
real-time monitoring of infrastructure equipment, data center environmental conditions, and security
system status. To support fault diagnosis and post-event auditing, monitoring records are retained
for no less than six months.

5.1.4. #7152 Power and Air Conditioning

AP R P T i AR . — B 28RN, EEA LTI, &L
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The data center is powered by dual utility power supplies and one diesel generator, and is equipped
with a dedicated power distribution room. Each data center area is equipped with independent
power distribution equipment, as well as grounding and lightning protection systems. An
uninterruptible power supply (UPS) system is deployed to provide power for more than eight hours.

Anti-static measures are implemented within the data center to ensure equipotential bonding and
grounding of cabinets, servers, and network equipment.

B3 22 R e e Bt s L4 - HLGS 1% 300keal/h m2 # g it 5. 40
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The data center uses air-cooled condenser units. The data center is designed based on a heat load
of 300 kcal/h-m2. The outdoor design temperature is 35°C in summer and 0°C in winter. The indoor
design temperature of the data center is maintained at 22+1°C, with a relative humidity of 55£5%. In
addition, a fresh air system is installed to provide ventilation, ensuring indoor air quality, supplying
fresh air, and meeting the data center’s air cleanliness requirements.

5.1.5. /KBEH¥E Water Exposures
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To mitigate the risk of water damage to the data center, GDCA has installed a water leakage
detection and alarm system within the air conditioning area. Water leakage detection cables are
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deployed around the air conditioning units, and any leakage will immediately trigger an alarm to
notify relevant personnel to take emergency measures. In addition, drainage channels and floor
drains are installed along the perimeter of the exterior walls to ensure that any water can be
promptly discharged. All external windows have been sealed to prevent water ingress.

5.1.6. ‘KRB Fire Prevention and Protection
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All areas within the GDCA data center are equipped with smoke and heat fire detectors, as well as
an automatic fire alarm system and an automatic gas-based fire suppression system. This system
supports three activation modes: automatic, manual, and mechanical emergency operation.

In automatic mode, when a fire occurs in a protected area, the fire alarm control panel immediately
issues a linkage signal upon receiving two independent fire alarm signals from that area. After a
30-second delay, the fire alarm control panel outputs a signal to activate the fire suppression
system. At the same time, the control panel receives feedback from the pressure switch, and the
door indicator lights in the protected area are activated to prevent personnel from entering
inadvertently.

When personnel are frequently present in a protected area, the system can be switched from
automatic mode to manual mode using the manual/automatic selector switch located outside the
protected area. In the event of a fire under manual mode, the alarm control panel will only issue an
alarm signal without initiating the suppression system. After confirmation of the fire by on-duty
personnel, the system can be immediately activated by pressing the control panel or breaking the
emergency activation button located outside the protected area, thereby discharging the gaseous
extinguishing agent.

If both automatic and manual emergency activation fail, mechanical emergency activation can be
performed within the cylinder storage room.

5.1.7. A-Fif#fE Media Storage

GDCA X B B HIAF TSN E AL 2 B s Bk B Bl Wik, By dess
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GDCA ensures that the storage and use of physical media meet security requirements for
protection against fire, water, earthquakes, humidity, corrosion, pests, static electricity, and
electromagnetic radiation. Measures such as media usage registration, anti-duplication controls,
and information encryption are implemented to ensure the security of the media.

5.1.8. R¥ALE Waste Disposal

2 GDCA A5 MIARSK SCAF AR RE CAS P i 2 A7 R BT BR LI, DA ZBR A it
8 R BRI . FRS R AN TR B A A A BRAE AT IR AL B AT AR S 1) i e 32
BEIR TSR H AT I AT P AR B

When archived paper documents and materials stored by GDCA are no longer required or have
reached the end of their retention period, they shall be securely destroyed using measures that
ensure the information cannot be recovered. Cryptographic devices and storage media containing
sensitive information shall, prior to disposal, be initialized in accordance with the manufacturer’s
instructions and then physically destroyed.

5.1.9. FHLZH Off-Site Backup
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GDCA has established a remote data backup center. It backups the core system data, audit log
data and other sensitive information by the specialized software at off-site location on a daily basis.

5.2. ¥4l Procedural Controls

5.2.1. EJ{&fa £ Trusted Roles
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In the process of providing electronic certification services, any role that can fundamentally affect
key-related operations involving the issuance, use, management, and revocation of certificates is
regarded by GDCA as a trusted role. Such roles include, but are not limited to, key and
cryptographic device administrators, system administrators, security auditors, business managers,
and operational personnel. Specific job titles and requirements shall be defined in GDCA's job
descriptions.
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5.2.2. BIUHESFENFAE Number of Persons Required per Task
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GDCA strictly controls critical operations in its operational procedures. Sensitive operations require
the joint participation of multiple trusted roles. For example:

1. Key and cryptographic device operations and storage: require the participation of 3 out of 5
trusted personnel.

2. Backend operations of the certificate issuance system: require the participation of 2 out of 3
system administrators classified as trusted personnel.

3. Certificate review and issuance: require the joint participation of 2 trusted personnel.

5.2.3. BMNAEKRBE XS] Identification and Authentication for Each Role
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All personnel employed by GDCA who assume trusted roles shall undergo a defined vetting and
verification process. The vetting procedures are specified in GDCA's personnel employment and
management regulations.

5.2.4. BERFEIK A E Roles Requiring Separation of Duties
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To ensure system security, GDCA follows the principle of separation of trusted roles, whereby

trusted roles are performed by different individuals. The roles subject to segregation of duties at
GDCA include, but are not limited to, the following:

a) Certificate service application processing
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b) Certificate or CRL issuance
c) System engineering and maintenance
d) CA key management

e) Security auditing

5.3. A #8#] Personnel Controls

53.1. ¥, £FHMIETKRER Qualifications, Experience, and Clearance

Requirements
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GDCA'’s qualification requirements for personnel performing trusted roles are as follows:
1. Possess a good social and professional background.

2. Comply with national laws and regulations and adhere to GDCA's unified arrangements and
management.

3. Comply with GDCA's security management standards, rules, and policies.

4. Demonstrate good personal qualities, integrity, a responsible working attitude, and relevant
professional experience.

5. Possess strong teamwork spirit.
6. Have no criminal record.

7. Personnel in key and core positions must have relevant work experience or must pass
GDCA-related training and assessments before being appointed.
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GDCA requires that personnel performing trusted roles shall, at a minimum, possess loyalty,
trustworthiness, and a strong commitment to their work, have no other part-time employment that
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may affect CA operations, and have no record of significant professional misconduct in the industry.

5.3.2. BEREERF Background Check Procedures
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GDCA shall cooperate with relevant government authorities and investigative agencies to conduct
background checks on trusted personnel.

All trusted personnel, as well as candidates applying for transfer into trusted roles, must provide
written consent to such background checks. Background investigations shall comply with applicable
laws and regulations. The content, methods, and personnel involved in the investigation shall not
violate any laws or regulations. Background checks shall be conducted using lawful means and,
where possible, through relevant organizations and authorities to verify personnel background
information.
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Background checks are divided into basic checks and comprehensive checks.

Basic checks include verification of employment history, professional references, education, and
social relationships.

Comprehensive checks include all items covered in basic checks, as well as verification of criminal
records, social relationships, and public security-related matters.
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The investigation procedure includes the following:

a) The Human Resources department is responsible for verifying the personal information of
applicants and collecting relevant supporting documents, including but not limited to resume,
highest academic diploma, degree certificate, professional qualification certificates, and
identification documents.

b) The Human Resources department shall verify the authenticity of the submitted materials
through telephone calls, online verification etc.

c¢) During the background check process, candidates may be directly disqualified from trusted roles
if any of the following conditions are identified:

® fabrication of facts or submission of false information;

® reliance on unreliable references;

® use of forged or illegal identity, education, or qualification documents;
® serious dishonest conduct in the workplace.

d) Upon completion of the investigation, GDCA shall complete the approval process in accordance
with its internal procedures.

e) GDCA shall enter into a confidentiality agreement with the employee to ensure that all
confidential and sensitive information related to CA certificate services is not disclosed. In addition,
GDCA shall conduct ongoing job performance assessments of all personnel performing trusted
roles in accordance with its personnel management regulations, in order to continuously verify their
trustworthiness and job competence.

5.3.3. BFJIESKR Training Requirements
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GDCA provides corresponding pre-employment training based on the requirements of trusted roles.
The comprehensive training content includes, but is not limited to, the following:

® GDCA operational framework;

® GDCA technical framework;

® GDCA security management policies and mechanisms;

® Standardized job responsibilities;

® Fundamentals of PKI,

® |dentity verification and validation policies and procedures;
® Disaster recovery and business continuity management;

® CP/CPS policies and related standards and procedures;

® GDCA management policies, rules, and procedures;

® National laws, regulations, standards, and procedures related to electronic certification
services;

®  Other necessary training as required.
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GDCA will maintain records of employee training participation and archive such records. For
operators and auditors involved in the issuance of SSL/TLS server certificates, successful
completion of training and attainment of the skill level required by the TLS BRs for performing such
duties shall be mandatory prior to assuming their roles.

5.3.4. FEYIFIMER Retraining Frequency and Requirements
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Personnel performing trusted roles or other critical roles shall receive training organized by GDCA
at least once per year. Personnel involved in the operation of certification systems shall receive at
least one training session per year on relevant skills and knowledge. In addition, GDCA shall
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require personnel to undergo ad hoc continuing training as needed in response to system upgrades,
policy changes, and other organizational requirements.

5.3.5. TIERALEEEFEIAIRF Job Rotation Frequency and Sequence
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The job rotation cycle and sequence for GDCA personnel shall be established in accordance with
the organization’s security management policies.

5.3.6. REBAAT KA Sanctions for Unauthorized Actions
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If any personnel are found to have used GDCA systems or performed certification operations
without authorization or beyond their granted privileges, GDCA shall, upon confirmation,
immediately revoke the individual’s authentication certificate and terminate their system access
rights. Depending on the severity of the unauthorized actions, GDCA may impose disciplinary
measures including formal warnings, fines, dismissal, and referral to judicial authorities for further
action.

5.3.7. BALAZ AHESR Independent Contractor Requirements
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GDCA does not engage external independent contractors to perform certification-related activities.

5.3.8. 4L R THSCRS Documentation supplied to Personnel

FERFYI BT IE], GDCA F24Ht4s 1 TRYEF I SO AR EA R T BUR LK.

GDCA 7 T.Ft;
GDCA IFEF5Emg . T IAENE S H A 56 B SR TS ;
GDCA Fi AR 22 308

[
[
[
® GDCA AR 5T B 1
& NEFHRAESCME, RS IE S BN K R T SR
® GDCA 4 EHHIfE%.

During training or retraining, GDCA provides employees with training documentation including, but
not limited to, the following:

e  GDCA Employee handbook;
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GDCA CP/CPS, and related agreements and specifications;
GDCA technical system documentation;
GDCA job responsibility descriptions;

Internal operational documents, including business continuity management and
disaster recovery plans;

GDCA security management policies and procedures.

5.4. B HEMRF Audit Logging Procedures

5.4.1. iCREAFRIZEA] Types of Event recorded
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All significant security events occurring within GDCA shall be recorded in audit trail logs and made
available to qualified auditors when necessary. These records, whether generated manually or
automatically by the system, shall include the following information:

1. Date and time of the event;

2. Sequence number of the record;

3. Type of the record;

4. Source of the record;

Entity associated with the recorded event.

These events include, but are not limited to, the following:

1. Key lifecycle management events, including key generation, backup, storage, recovery, use,
revocation, archival, destruction, and private key compromise;

2. Certificate lifecycle management events, including certificate application, approval, renewal,
and revocation;

3. System and network security events, including successful and unsuccessful attempts to access
CA systems, logs generated during routine system operations, and system changes;

4. Security events recorded via information security devices: Logging of router and firewall
activities at a minimum include: 1) Successful and unsuccessful login attempts to routers and
firewalls; and 2) Logging of all administrative actions performed on routers and firewalls,
including configuration changes, firmware updates, and access control modifications; and 3)
Logging of all changes made to firewall rules, including additions, modifications, and deletions;
and 4) Logging of all system events and errors, including hardware failures, software crashes,
and system restarts.

5. System operation events, including the creation and deletion of system privileges, and the
setting or modification of passwords;

6. Access to CA facilities, including records of authorized and unauthorized entry to CA facilities;

7. Trusted personnel management records, including the creation, deletion, and modification of
system privileges.

5.4.2. 43 HHEK A Frequency of Processing Log

GDCA i A AT — Ik H B IRER AL B, 40 B i S BUR KL e R FHAF, R KR
RGHAT HE . P s o HEE & NBHT I B A B, DA B E 2 224
AR, SRR L AR i T AT Ab 2

GDCA conducts log tracking and review on a monthly basis to identify policy violations and other
significant events, and performs log analysis of the certificate issuance system on a quarterly basis.
All audit logs are regularly reviewed and examined by designated personnel to detect important
security and operational events and to ensure that appropriate actions are taken in a timely manner.
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5.4.3. B HEKEELIR Retention Period for Audit Log

GDCA ZH A7 TINIER S KT H &, s FERAF s it H B2, R
A HRAD FAEF R RUA 1L

GDCA shall securely retain audit logs associated with its electronic certification services. Such audit
logs shall be stored in the database for a minimum of two months and retained for no less than five
years after the associated certificates have expired.

5.4.4. #tHHEKERP Protection of Audit Log

GDCA i iF H G AR e B, JF HSel s tn, Horp s e i & {5
BEAHEAHE S . GDCA PUAT ™ i M B AIZ B ) iR Pl 1 i, AR OR OB SBUN B4 RE
BOLIX S H AU, JAERSEAUNTI R B B IHBR SR A

GDCA's audit logs are stored in databases and are backed up, including audit information and
event records documented in relevant materials. GDCA implements strict physical and logical
access controls to ensure that only authorized personnel can access these audit records.
Unauthorized access, reading, modification, or deletion is strictly prohibited.

5.4.5. Bt HELBFRF Audit Log Backup Procedures

GDCA ) T ERER OIS fraz 48 N G3ATe T N B3R BEAT o T H S AT T SO 1
Ao

GDCA'’s audit tracking documents are carried out by the operation and maintenance team and
auditor for the archiving of audit log and audit documents monthly.

5.4.6. FiHUWE RS Audit Collection System

GDCA [Ha#H 1+ HEWE RGRW K-
1 IEREHERS:

2. IEBBRRG:

3. IFPHZXRS:

4. EFHEE RS

5. EHRHERY

6. Uil R

7. MEh. O AR RS
8. HALFHEF RS

GDCA's audit log collection system covers the following systems:
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1. Certificate management system;
2. Certificate issuance system;
3. Certificate directory system;
4. Remote communication system;
5. Certificate application processing system;
6. Access control system;
7. Website and database security management systems;
8. Other systems subject to auditing as required.
GDCA i FH #i v T B @ Xt Bk R o 1) 25 TR

GDCA uses audit tools to meet the auditing requirements for the above-mentioned systems.

5.4.7. % SEEMLARIIE S Notification to Event-Causing Subject

GDCA KRIMIAHIR, RACKBEH KTy, EFERVE AT Va5 2,
R B R IDURH R 6F S it AR o R U eks 5 4T D9 R BB A5 DT W 36 el 2 L TR A
55 IS FENEERT AL B A I

GDCA B GE 7 155 S ELFAF I S AR AT I 75

If GDCA detects an attack, it will record the attacker’s activities and, within the limits permitted by
law, trace the attacker and reserve the right to take appropriate countermeasures. Depending on
the nature of the attack, such measures may include terminating services provided to the attacker
and referring the matter to judicial authorities.

GDCA reserves the right to determine whether to notify the entity responsible for the incident.

5.4.8. MESSHEPEAE Vulnerability Assessments

CA ZEFEFIRIEE. BORNE B, HRAE K AT 590 50, &
T LATRAN RIS AT, R RAh, JE T AT IRAMIEE ST, GDCA R R GEEAT
MegathvrAl,  DARRAR R GTis 4T (X »

The CA security procedures are subject to vulnerability analysis in response to changes in policies,
technologies, management practices, and significant system modifications. Identified weaknesses
that can be remediated shall be promptly addressed, while those that cannot be remediated shall
be managed appropriately. GDCA conducts annual vulnerability assessments of its systems to
reduce operational risks.
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5.5. iE3FJH%Y% Records Archival

5.5.1. JHR4IE R IR Types of Records Archived

GDCA B JH#4 4% CP/CPS 28 5.4.1 TiAHIGIE KA, %) LR J LR F A AT AR e 5%
ALFEAEAR T

1. HIEBRS. i BEHAL. W CA RYi%4H KSR

2. SAEA B ANEFIRAE . 2R AR A S M S0k .

In addition to retaining the records specified in Section 5.4.1 of this CP/CPS, GDCA shall
archive records of the following types of events, including but not limited to:

1. Documents related to the security of the certificate system, certificate management system,
and Root CA system;

2. Documents related to certificate application, certificate validation, certificate issuance, and
certificate revocation.

5.5.2. JHEREIFFF IR Retention Period for Archive

¥4 CPICPS 2 5.5.1 F AT RS HIIE 3%, GDCA H MiZic sk G g i [a] o 22 /R A7
5 4.,

GDCA shall retain the records archived pursuant to section 5.5.1 of this CP/CPS for a minimum
period of five (5) years from the date such records are created.

5.5.3. IHRSCAERIMRI Protection of Archive

B THER B SCR A ORI E LR J 75 TP AR PR DB o e rb R S0 R I B 22 4Ty 5k
TR, I HAREE — AR IREI A, R GDCA [l 55 & B ST A ) .

The protection of audit trail documentation is described in detail in the relevant sections below.
Archival media are protected through physical security measures, and access is restricted to a
strictly controlled entry point. Only GDCA management personnel are permitted to access these
records.

5.5.4. IHMCAFHIZ3FE R Archive Backup Procedures

XHFRGUE R T IAIC SR, AT R AT, A0 SCOF AT AT AR X
IR BORE, ANFR AT R, (H 7 ZERBU™ M A HE Bt R UEH 22 21k

FITA VAR ) R SO RIS PR T ORAFAE GDCA R e, B AE e R A7 LA 1
AAA IR 17— R U B B A R B T 3, SN RS B H. . APl
TAEN ASAE B MG OL T, A REXT R R AT H R . GDCA f£ % 2 HLHI_E AR UESE
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XA 5 S LA AT IR . B R

For electronically generated archival records, backups shall be performed on a weekly basis, and
backup files shall be stored off-site. For paper-based archival materials, backups are not required;
however, strict measures shall be implemented to ensure their security.

All archived electronic files and databases are stored in GDCA'’s repository and are also backed up
off-site. Archived databases are generally isolated through physical or logical separation and do not
exchange information with external systems. Only authorized personnel, or personnel under their
supervision, are permitted to access archival records. GDCA's security mechanisms ensure that
deletion or modification of archival records and their backups is strictly prohibited.

5.5.5. e3¢} ABRE R Requirements for Time-Stamping of Records

GDCA Wiy H E#RA I [AlIE 5%, 2 g F AN 3T ALk B AR 48 H 3hids .

All GDCA logs contain time records and are either manually recorded by operators or automatically
generated by the system.

5.5.6. JAR4WE &4t Archives Collection System

GDCA 5 1T EREEAY RUEE RS A CPICPS 28 5.4 1 /E RSN ULEH

The GDCA audit trail collection system is described in detail in Section 5.4 of this CP/CPS.

5.5.7. REBFRL TR BT Procedures to Obtain and Verify Archive

Information

GDCA REL T W BAZAR IV W H1 55, DR AR A Re X e
BER, AR VIR B BSOS 40

GDCA implements both physical and logical access control measures to ensure that only
authorized personnel can access archival information. Unauthorized access, reading, modification,
and deletion are strictly prohibited.

5.6. HETFINERSHIMZEHKIEE Key Changeover

TEAE R RMALART, GDCA K% A CP/ICPS ML W AR B BHREAT B 6, A= i (HIE
Foo EHATH ALK, PA%4% I GDCA KT #HE M. CA HHT B i
& LA B
1. £ CA LA fw A WSS AT I 22 A00T A F SIE+S, BAORAE CA IR BT
P T ARt 4 2
2. AEAFIERAORTH) N SO Ja A RN, 4K CA APIRE K CRL, HE|
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fJa ik N AR
3. ERFIEBEE CA BN, PR IS A AN .
4. RPRATHR) CA LS.
5. HACREATEERE e, A, AHIUEERE.

Before certificate expiration, GDCA shall replace the root key in accordance with this CP/CPS and
generate a new certificate. Key generation shall strictly comply with GDCA’'s key management
specifications. CA key rollover shall follow the principles below:

1. No new subordinate certificates shall be issued before the end of the CA certificate lifecycle,
ensuring that all subordinate certificates expire no later than the CA certificate.

2. After issuance of new subordinate certificates is stopped and until CA certificate expiration, the
CA private key shall continue to be used to sign Certificate Revocation Lists (CRLS) until the
last subordinate certificate has expired.

3. The generation and management of CA key pairs shall strictly comply with key management
specifications.

4. The new CA certificate shall be published in a timely manner.

5. The entire transition process shall be secure and smooth, ensuring that no trust gap occurs.

5.7. HESRMEWE Compromise and Disaster Recovery
5.7.1. HIMMELERER Incident and Compromise Handling Procedures

N T B IS o LA A PR ORI 45 B R AR BB L, GDCA EE5T 1 — R 51 B S AL BT S AN
R R, Bl

1. GDCA RG i ab B ATE

2. GDCA HKHHM AT

3. GDCA RGi#%hr 5WE T %

G R AR N SR R DL b7 SRR DG BE e , R St A2 1 S v A
i, BT ROE SO RS, BT — R R SN S SR

GDCA il & FF-4E4 1 42T B AT $AT 1 ISR S B2 R, 2R 1 A
RIFTA SSLITLS iE+. GDCA RRAEES S 1Z K HUBLRUES TH R T IR,  DARFSRE Tt
G 0o DR RS < 1) v 45

GDCA [FRRUBSRES THR B & B T HAT BT RHRAERAR, B R IR AE KA
PR IE S PR YUl . — S H AT SR, . GDCA SR iZ i IR A S8 = J7 s itk A
AT, HEEEINZIRIEATINA, # AR
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PRI THRIP A BTG TLS BRs 5 5.7.1.2 AR CHLE «

In order to timely respond to and handle accidents and damages, GDCA establishes a series of
emergency response schemes and accident treatment schemes, for example:

1. GDCA system fault treatment specification.
2. GDCA major accident emergency scheme.
3. GDCA system backup and recovery scheme.

Related personnel will actively carry out the recovery plans in accordance with the regulations of
the above schemes and related systems. And perform the data disaster recovery drill each quarter,
and an emergency response drill on major accidents annually.

GDCA has developed and maintained a comprehensive and actionable plan for mass revocation
events, which is applicable to all SSL/TLS certificates it issues. GDCA performs annual testing of
the mass revocation plan to continually improve its preparedness for mass revocation events over
time.

GDCA'’s mass revocation plan includes clearly defined, actionable, and comprehensive procedures
designed to ensure rapid, consistent, and reliable response to large-scale certificate revocation
scenarios. GDCA will make this mass revocation plan available to our third-party auditors for review
upon request and will annually test, review, and update this plan.

The mass revocation plan includes the contents as required by section 5.7.1.2 of the TLS BRs.

5.7.2. tHERIE. BWAEMBUEIEKBHIR Computing Resources, Software, and/or

Data Are Corrupted

GDCA Xhb 55 248 S HA B E R G BIR . B BBt AT 1 84, JFilE 1AM
ISR PR . 2R A P45 TR SBOR . T RN BER AN RESR BEIE B IS5 . BBk
I < A e R A 5 D B R AN W] T 7738 7 R AE , GDCA R % S ME R R TR S Pk A2

GDCA maintains backups of resources, software, and data for business systems and other critical
systems, and has established corresponding emergency handling procedures. In the event of
damage to network communication resources, failure of computer equipment to provide normal
services, software corruption, database tampering, or disasters caused by force majeure, GDCA
will carry out recovery in accordance with its disaster recovery plan.

5.7.3. SEAAFEHHREMLEFERF Entity Private Key Compromise Procedures

M CA MR B . Bk, Bk EittER, GDCA Ja 3l K F R 2L EFE T,
H 224 MR 23 2 MR ORI L AT VRS, HEATaTHRI . a0 R 208 CA IR, #
S RHL AT 15

1. SCBPIE A I 7 0% 5 E T IAE IR S5 AH R ) R4
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SLHRUES T AR K HIIETS, B8 CRL A OCSP {58, HtiE-5iT Ak
WO, AR GDCA 7 EIVAE BT I 35 84

FMRIE PR E, %I CPICPS X FiFE BARMME, HEHER FHRIEM
T YERIER Y CA TET.

GDCA BIMRIE P2k f5, ¥ L Bi@id GDCA fEEFE. H3 M4 4. HTTP &
Jr R KA.

Mp g CA RV B . BB, B, T ER BN B = B I RO BEEE RS, GDCA

7 RV BEAT P BV AR AR B IR S R ARS8 R, B S R IAE
DANBERS EPRT

SRS TR DA R MIET, B8 CRL 1 OCSP 158, HEIERIT IR
T B

HF % CAERZ KRG, %8 CPICPS X FiE-PE R E, HEHZERIT
e,

GDCA B ZE B R IG, L@ GDCA EEE. HEMWEHAE. HTTP
7 AT KA o

WEFT P FAEA AT fE IS5 8 MR MRk, BB B SR = F SR, 1T/
MN.{% % GDCA CP/CPS Ml e, B2 HiEIEBRAY, g HE = i e+,

If a CA root private key is compromised, lost, tampered with, or disclosed, GDCA shall activate its
major incident emergency response procedures. The Security Policy Committee and relevant
experts shall conduct an assessment and formulate an action plan. If revocation of the CA

certificate is required, the following measures shall be taken:

1.

Relevant relying parties shall be immediately notified to shut down systems related to the

certificate authentication services.

All issued certificates shall be immediately revoked, and CRL and OCSP information shall be
updated for inquiry by certificate subscribers and relying parties. At the same time, GDCA shall
immediately generate a new key pair.

After issuance of the new root certificate, subordinate certificates and subordinate operational

intermediate CA certificates shall be reissued in accordance with the certificate issuance
provisions of this CP/CPS.

Upon issuance of the new GDCA root certificate, it shall be immediately published through the

GDCA repository, directory servers, HTTP, and other distribution methods.

If there is any suspicion that a subordinate CA private key has been lost, tampered with,

compromised, disclosed, or misused by a third party, GDCA shall:
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1. Immediately conduct internal reporting and generate a new key pair and certificate signing
request (CSR) to apply for a new certificate.

2. Immediately notify relevant relying parties.

3. Immediately revoke all issued certificates and update CRL and OCSP information for inquiry by
certificate subscribers and relying parties.

4. After issuance of the new intermediate CA certificate, subscriber certificates shall be reissued
in accordance with the certificate issuance provisions of the CP/CPS.

5. Upon issuance of the new subordinate CA certificate, it shall be immediately published through
the GDCA repository, directory servers, HTTP, and other distribution methods.

If a certificate subscriber’s private key is suspected to have been damaged, lost, compromised,
tampered with, or misused by a third party, the subscriber shall first apply for certificate revocation
in accordance with the provisions of the GDCA CP/CPS, and shall then apply for a new certificate in
accordance with the prescribed procedures.

5.7.4. R M5 RNV %5 S 88 5 Business Continuity Capabilities After a

Disaster

GDCA fEfiEAT 5.7.1. 5.7.2 fl 5.7.3 R kM5, @t H& L, FHE
24 /NBY 2 IR A5 0L 45 1 TE 12 AT .

Following the disasters described in Sections 5.7.1, 5.7.2, and 5.7.3, GDCA shall restore normal
operations of all services within 24 hours through its backup mechanisms.

5.8. HETFNERFSHAABIEMILAKIZIE CA or RA Termination

GDCA Z& 13 1 JRU R RT LA 73 i A S 40 Jt R AR5 B 2 3t S X, A e 4 s B vl
AEtLdh GDCA MBI R R, ARSI R rI e SR A %, /£ GDCA £ 1LHT,

1. BB SRR AL,

HL . GDCA £ 1575 B

AN GDCA 15 1EAHIC K LAk
ENLN =BV & sy

TEF s «

Kb FRAFRY SR 3

12 LA A O AR 55

R F HF RS A5

KW E HF MRS

© © N o a > w D
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10. 4bFE GDCA I %55 B 51 Al GDCA MK 25 #AF 51 (R AE AL PR s

11, AbFR Rt BRSO

12. %Kk GDCA ENLAELE.

BT 2 0 2 40 AR B 2 AR N T 28 1E GDCA, L2258 ik [/ (480, i — 114
ANFIFE GDCA 21t ik En iyt [a] fR ) b, H T2 8H 240 IR K126 11 GDCA, Z:k GDCA
AT PR RGeS T AR 2 R R 2805 GDCA, 7E GDCA i@AnfT A il )/
JG, RHUE X 15 s GDCA & IEXAT 7 IR .

The causes of GDCA termination may be categorized into key compromise-related causes and
non-key compromise-related causes. Key compromise-related causes may include loss of the
GDCA root key, while non-key compromise-related causes may relate to business considerations.
Prior to the termination of GDCA operations, the following actions shall be completed:

1. Appoint a successor entity to assume the relevant services;

2. Prepare a GDCA termination statement;

3. Notify entities affected by the termination of GDCA operations;
4. Shut down subordinate directory servers;

5. Revoke certificates;

6. Process archived records and files;

7. Terminate certification authority services;

8. Archive the primary directory server;

9. Shut down the primary directory server;

10. Revoke or otherwise handle the operational privileges of GDCA business administrators and
operators;

11. Process and securely store sensitive documents;
12. Sanitize or dispose of GDCA host hardware.

Termination of GDCA operations due to key compromise-related causes or non-key
compromise-related causes generally requires substantially the same procedures. The primary
difference lies in the timing requirements for notifications issued upon termination.

Where termination is caused by key compromise-related reasons, GDCA will complete the process
of notifying subscribers as promptly as possible. Where termination is caused by non-key
compromise-related reasons, GDCA will, after notifying all subscribers, take appropriate measures
to mitigate the impact of the termination on subscribers.
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6. INERZF AR Z4#H| Technical Security Controls

6.1. AN AR5 %3 Key Pair Generation and Installation

6.1.1. FEHAXTHIAE R Key Pair Generation
6.1.1.1. CA XA CA Key Pair Generation

CA YR IL AU 2 VI EIA G R, l 22 AR5 N D3 [ 5 65 3 B DL AT
VPRI BB I8 AR e BB AR BB A7 & AR N7 FIPS140-2 Fnik
RIAH R RLE -

BB 0 A I R 7 SR AR B — 44 S IR B T L AIE LA R HGEAR CP/CPS LA
LA B HER . B A O R AR AR 5 E R I IR AT

CA key pairs shall be generated within a secure physical environment by multiple trusted personnel
using cryptographic devices approved and licensed by the national cryptographic authority. The
generation, management, storage, backup, and recovery of keys shall comply with the relevant
requirements of the FIPS 140-2 standard.

The CA key pair generation process shall be video recorded or witnessed by a qualified auditor to
ensure compliance with the CP/CPS and the requirements for separation of duties. The key pair
generation process and related operations shall be documented and retained.

6.1.1.2. 3T P #4I% 4 B Generation for Subscriber Key Pair

VP RS AT 7 H SRR, IEBT P O R RV 2 A ST X5
FEATH B T R A BT
TENAXT R FATE AN B 59 FAEA 5Tl GDCA 22/ N B A FIBH 45 it -

1. %} F Debian 55 % 1K C https://wiki.debian.org/SSLkeys ), GDCA +H 4 {F
https://github.com/cabforum/Debianweak-keys/ 1 51| 1 ) & Fl 235 45 25 B0 (il a0 RSA.
ECDSA) ME K LRI A % 4. X T 228 6.1.5 T E R HAR S, Kk RSA HHK
JERE I 8192 f 1% 4T, GDCA #H4t Debian 55% 4.

2.%}F ROCA Jili, GDCA fE44iE 1 https://github.com/crocs-muni/roca 5453 T H.
BN

3T ZHWIR  Chttps://fermatattack.secvuln.info/), GDCA fE44a] i@ id Fermat
IR TTIRAE 100 6N 2K 555

The subscriber key pair shall be generated and maintained by the subscriber. The certificate
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subscriber shall be responsible for protecting the security of the private key and shall bear the
corresponding legal liabilities arising therefrom.

With respect to public keys corresponding to industry-recognized weak private keys, at least the
following precautions shall be implemented by GDCA:

1. In the case of Debian weak keys vulnerability (https://wiki.debian.org/SSLkeys), GDCA shall
reject all keys found at https://github.com/cabforum/Debianweak-keys/ for each key type (e.g. RSA,
ECDSA) and size listed in the repository. For all other keys meeting the requirements of Section
6.1.5, with the exception of RSA key sizes greater than 8192 bits, GDCA shall reject Debian weak
keys.

2. In the case of ROCA vulnerability, GDCA shall reject keys identified by the tools available at
https://github.com/crocs-muni/roca or equivalent.

3. In the case of Close Primes vulnerability (https://fermatattack.secvuln.info/), GDCA shall reject
weak keys which can be factored within 100 rounds using Fermat'’s factorization method.

6.1.2. FAFMEELST P Private Key Delivery to Subscriber

GDCA A5 B R HL BT o

GDCA does not deliver private keys to subscribers.

6.1.3. APMERSIERZ KRN Public Key Delivery to Certificate Issuer

ZAT it PKCS#10 % aUIE 2544 18 R A5 B B e B v 2 4 Ak sk,
DAL )7 M A 5S04 GDCA 25k, GDCA fESKAEF T4 IE BT H& 5018 SR s (1T
JARE

Subscribers shall electronically submit public keys to GDCA for certificate issuance through
certificate signing requests (CSRs) in PKCS#10 format or through other digitally signed file
package formats. Prior to certificate issuance, GDCA shall verify the subscriber signature contained
in the submitted request.

6.1.4. EHFNERFZ VM AHHEIEL KB CA Public Key Delivery to Relying

Parties

GDCA )AL & 1E GDCA B2 R IR CAUEBAITRZ CAEH Y, #id GDCA &
07 WA AT R A, AIE ST P AR A 7 A ) fd .

GDCA's public key is included in the self-signed root CA certificate and subordinate CA certificates
issued by GDCA, and is published on the official GDCA website for inquiry and use by certificate
subscribers and relying parties.
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6.1.5. FHARIKE Key Sizes

GDCA SZHFI) RSA S4By 2048 sk DL b (A7 ifesk 8 BEER) , SZRFi ECC
K E N 256 5L F.

GDCA supports RSA key lengths of 2048 bits or greater (with bit lengths divisible by 8), and
supports ECC key lengths of 256 bits or greater.

6.1.6. AHAS BN ERA R EKE Public Key Parameters Generation and

Quality Checking

ST SR R AR A, GDCA {3 I80G FIPS140-2 R fIn e B a6 Rl A AN A7t 2%
P, CLRR WL EERER,

For parameter quality verification, GDCA uses cryptographic devices that comply with FIPS 140-2
requirements for key generation and storage, thereby meeting the required security level.

6.1.7. FHMAHER (FET X.509 v3 ZHHBFE) Key Usage Purposes (as per

X.509 v3 Key Usage Field)

GDCA R CA I F25 8 LU N ES:
1. fRFR CA M EZE;
2. 2R CA BIUEF S A8 XAIEFS
3. HITEAHBOMAUES (41 OCSP M N AGIEIE ).
Private keys corresponding to GDCA root certificates are used to sign the following certificates only:
1. The self-signed certificate representing the root CA,;
2. Certificates for cross-certificates of subordinate CA certificates;

3. Certificates used for infrastructure purposes (e.g., OCSP responder verification certificates).

6.2. FAHRI A ZF M T2 %] Private Key Protection and
Cryptographic Module Engineering Controls
6.2.1. FERLHEHLHIFRHERIIZSH] Cryptographic Module Standards and Controls

GDCA H T CA ZHXT M AELRF & FIPS 140-2 58 = Al AR EK

The cryptographic modules used by GDCA for CA key pairs comply with the technical requirements
of FIPS 140-2 Level 3.
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6.2.2. AL AEH] (m ik n) Private Key (n out of m) Multi-Person Control

GDCA FAPIRIAE A ST LA & i AR A4 R 2 N AL, BIRECTL
W=7, KA BIRR 73 13 5 B p1 g B b, /AR b = NI IR AT Y
THOLN, EAE R -RIFA PIN B, A BEXS AL BEAT 8 4E

Activities involving GDCA private keys, including generation, renewal, revocation, backup, and
recovery, are subject to a multi-person control mechanism. Specifically, a “three-out-of-five” control
scheme is implemented, whereby private key management authority is distributed among five key
custodians. Private key activities may only be performed when at least three custodians are present
and authorized, with administrator cards inserted and corresponding PIN codes entered.

6.2.3. FAHHIEE Private Key Escrow

GDCA AT AT HEE -
GDCA does not provide escrow services for subscriber private keys.

6.2.4. FrEH& By Private Key Backup

GDCA XHRALVAM CA RHIEAT 20y, $2 I v il i R 4R S AR AV A P %
SO R E A B, A2 B B LA 2 A7 807 AT A A e it 4, JRAE
2 NAZEH P T REAT 2

GDCA performs backups of root private keys and CA private keys. Backup encrypted files and
backup recovery media are generated in accordance with the operational procedures provided by
the cryptographic device manufacturer. Backups are stored both on-site and off-site an in multiple
geographic locations, under multi-person control.

6.2.5. FAEHIFRY Private Key Archival

GDCA AXFFATHHEAT AR A7 o
GDCA does not archive private keys.
6.26. A FH. FAFBEBE Private Key Transfer Into or From a
Cryptographic Module
FITA ()2 AR b ZTAE R AR b 2 A, BRSO AN R LB SO TE T

Xf CA R4, {ETfEAMEGLH CA BPIN, MR b G i 15 g N
FIFhnas CA SRRV 22 N F2iilo &0 A3 PR 2 21 s A A e b 1 el 22 A3t

All keys shall be generated within cryptographic modules, and private keys within the cryptographic
modules shall not be exported in plaintext form.
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For CA systems, where backup or migration of CA keys is required, keys exported from the
cryptographic modules shall be encrypted. The private keys used to encrypt CA keys shall be
subject to multi-person control. Restoration of backed-up keys into cryptographic modules shall
also be performed under multi-person control.

6.2.7. FEAEBRLBLLKIFEME Private Key Storage on Cryptographic Module

CA R G 15 1B 44 K [ 3 A0 3 R MU v AR ] IR IR 55 28 A0, B 25 g A
e /DFFA FIPS 140-2 = 2R bRl R [l S5 4% 22 427K ¥, RAH I B A7 10 AR 25 4% & i p LA
e, FEEEAN A i R BHAR AN 2 B SC H BB A RS AL 2 4b

The cryptographic devices used in the CA system are server cryptographic modules approved and
licensed by the State Cryptography Administration. The hardware cryptographic modules at least
meet the FIPS 140-2 level 3 standards or equivalent security levels. Private key data are stored
within the server cryptographic hardware and shall not appear in plaintext outside the hardware
cryptographic modules throughout their entire lifecycle.

6.2.8. WOEREARI T L Methods of Activating Private Key

GDCA 1] CA FARHAE e A S h s b, & 75 4% A% CPICPS 2 6.2.2 17, /£ =4
B RAE TSR, R I 8 25 AR AE AR S

GDCA's CA private keys are stored within hardware cryptographic modules. Activation shall be
performed in accordance with Section 6.2.2 of this CP/CPS. It requires the presence and
authorization of three key custodians, and shall be carried out using the operator privileges of the
cryptographic device.

6.2.9. BRERAFBUEIRASKIEE Method of Deactivating Private Key

fiEkR CA RPIRIR IS ERAE, £ I E T, hEglE
B S H OB R R E RS AL, BEATRERAA IR

GDCA fAEER A BBE RS 17 AR HEIR B RIRAS . DI iR Al 1 p A g
Thy ARG RERBUIEM A 5, 48R 0T DU AT AR

The deactivation of a CA private key shall be performed in the presence and with the authorization
of three key custodians. Key custodians shall log in to the server cryptographic module using their
respective administrator cards to carry out the private key deactivation operation.

GDCA’s methods for deactivating private keys include, but are not limited to, logging out of the
system, disconnecting the power supply, removing the hardware cryptographic module, or
terminating user or system sessions. Any unauthorized personnel are strictly prohibited from
performing such operations.
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6.2.10. 4558 R A B 5 ¥E Method of Destroying Private Key

ISR CA RHANEHAE T, BE SAVBAIN B 1 2~ B B B e e, R LAk
TR I RN, AR A I e 25T 78 i 7 I B SR TR s Ak
W, B AINE BB IC REELIWEE S NE. [FR, Bra - TEeE R PIN 9.
IC 55t TR 4 B s i

If a CA private key is no longer in use, or if the public key corresponding to the private key has
expired or been revoked, the following measures shall apply: where the private key resides within a
software cryptographic module, the module shall be securely erased by overwriting; where the
private key resides within a hardware cryptographic module, the cryptographic device, IC card, or
equivalent medium shall be zeroized. In addition, all PIN codes, IC cards, and other activation
materials used to activate the private key shall also be destroyed or retrieved.

6.2.11. BB P4l Cryptographic Module Rating

%K CPICPS % 6.2.1 14,

See section 6.2.1 of this CP/CPS.

6.3. FEXTEHAIHAR T E Other Aspects of Key Pair Management
6.3.1. A%7J3#% Public Key Archival

2% A CPICPS % 5.5 &,

See section 5.5 of this CP/CPS.

6.3.2. IEPRIEIMBLNEFHLIBR Certificate Operational Periods and Key

Pair Usage Periods

£ 2026 4 3 H 15 H Z A2 & 1 SSLITLS AR 25 381k 5, HAT ROW AR #d 397 K,
HAR#E 398 K. 2026 4F 3 15 H4 R K5 HAE 2027 4F 3 H 15 HZ RIZEK 1)
SSLITLS MRESHAE+, HARGHARN T 199 K, HAEL 200 K. 2027 43 H 15
H %R K2 Ja HAE 2029 4F 3 H 15 HZHIA8 K SSLITLS RS #iE+:, HAG RUHAR
HT 99 K, HAMRHIL 100 K. 2029 43 H 15 H MR K2 525K SSLITLS AR %54%
WE, HATRORA R 46 K, HAE#L 47 K. SSLITLS MRS 8$E Bk A 35
AT
WEFAUR IR f5 | iERMUR HIITE S R AT | iR KA 200
2026 £ 3 A 15 H 398 K
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SSL/TLS server certificates issued before 15 March 2026 should not have a validity period greater
than 397 days and must not have a validity period greater than 398 days. SSL/TLS server
certificates issued on or after 15 March 2026 and before 15 March 2027 should not have a validity
period greater than 199 days and must not have a Validity Period greater than 200 days. SSL/TLS
server certificates issued on or after 15 March 2027 and before 15 March 2029 should not have a
validity period greater than 99 days and must not have a validity period greater than 100 days.
SSL/TLS server certificates issued on or after 15 March 2029 should not have a validity period
greater than 46 days and must not have a validity period greater than 47 days. The maximum
validity period for SSL/TLS server certificates is shown in the table below:

Certificate issued on or after Certificate issued before Maximum validity period
March 15, 2026 398 days

March 15, 2026 March 15, 2027 200 days

March 15, 2027 March 15, 2029 100 days

March 15, 2029 47 days

6.4. BUEEFE Activation Data
6.4.1. BWIEBIERIFE A Z3E Activation Data Generation and Installation

CA FAFHMIBSEE, U I8 A B B IE U o BRI B A B NE R, ™
AT AR RS

WP AH SIS EEE, BT FHIEB D4, USB Key. IC R1ER 044,
H WA AL 22 4 AT SE AN B AE

Activation data for CA private keys shall be generated, distributed, and used in strict accordance
with the applicable requirements for activation data splitting and key management procedures.

Subscriber private key activation data, including certificate download passwords, USB Key PINs, IC
card login passwords, and similar credentials, shall be randomly generated within a secure and
reliable environment.

6.4.2. BIEEIEKIRIT Activation Data Protection

Xt CA RIS Bl 0 s s F ey e (175 300 81s A R AT 5 A
PR, T HEE N BT G IR ST 2 HIEK.

VI B e e A 22 4 ] SE U R R, AT 2R RS, B IR LS
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BEATHSE AR NPT -

Activation data for CA private keys shall be securely split using reliable methods and entrusted to
different trusted personnel. Such custodians shall comply with the requirements for separation of
duties.

Subscriber activation data shall be generated within a secure and reliable environment and shall be
properly protected. After being memorized, such activation data shall be destroyed and shall not be
disclosed to any unauthorized party.

6.4.3. BOEEHERFH AR Other Aspects of Activation Data

LA BOE Bl AT Ik, MR AR IR R R T R el B
ARAGH TR BAR AU -

AP B RS A T 2 ROz JFRITEN R R R T R ed . hEE ek
AEAABUE T, BB A R R Tl TR AR AT B A ot B 4% B2 SRAT 0 B8 1 0 70 B
Hail, U D M 4RI SR U T -

When private key activation data are transmitted, they shall be protected against loss, theft,
modification, unauthorized disclosure, and unauthorized use during transmission.

When private key activation data are no longer needed, they shall be destroyed in a manner that
protects them against theft, disclosure, or unauthorized use during the destruction process. The
destruction method shall ensure that none of the activation data, in whole or in part, can be directly
or indirectly recovered from residual information or media. For example, paper records containing
passwords shall be shredded.

6.5. HEN Z4H] Computer Security Controls

6.5.1. KR KITHEN LB ARER Specific Computer Security Technical

Requirements

GDCA RAGHIMEREZAE M, ZRE (FEZEHAR IEFHMERSEN L HAM
RKEEFARIIE) . TAVAE B R AR CRTAMERS & HINE), 2 15027001
5 B LR DL AR OG5 B e bnitE, I A 5838 0 22 4 P SR A
HIRE, FEBE TP LS. HEMNCR . EERNZEBORNEHIE A SR
WA, TR YR R N ERST B B, 2% I PR A

SAT RS DR AR UEN L], VR R4 (045 CA RS, RA RG0) Uil
BR AN B3 0 BCPEE— AP, T B U7 TR0 A R PR A1 AT AR A 53 R B /MU o« 15 17
NN PORE A DR AN RISV I (ST eV F - a v
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R PR T B BER CA BAFAEEE S R G L R E R RS, A
RRBIRGRBIIVT I .

L RGLAGHAM AT E B, £ RS AR GIEEEE . XA BT
BELLE B A5 5 (10 2 FH R e xR 48 1) U5 1] o A8 FHBIT K i BELLE A PAY ARG 1IN AR A2 7 2R 480
g, BREIVIR AR RGMTES . RA CA ARG ESEHATN., ALETERE. U
o] SR GERT AT N AT BLIE R 12 D5 1] CA Hiodfs P

GDCA's information security management system is established and implemented in accordance
with the national standard Information Security Technology - Cryptographic and Related Security
Technical Specifications for Certificate Authentication Systems, the Administrative Measures for
Electronic Certification Services issued by the Ministry of Industry and Information Technology, with
reference to the 1ISO 27001 information security standard and other relevant information security
standards. GDCA has developed comprehensive and well-defined security management policies
and procedures, which are implemented, reviewed, and documented during operations. Major
security technologies and control measures include identity identification and authentication, logical
access control, physical access control, separation of personnel duties, and network access
control.

A strict two-factor authentication mechanism is enforced. Each individual with access privileges to
the systems (including CA systems and RA systems) is assigned a unique account, and account
permissions are restricted to the minimum privileges necessary to perform job responsibilities.
Access requires two-factor authentication using a username, password, and digital certificate.

Through strict security control measures, GDCA ensures that the systems hosting CA software and
data files are secure and trustworthy and are protected against unauthorized access.

Core systems shall be physically separated from other systems, and production systems shall be
logically isolated from other systems. Such separation prevents network access except through
designated applications. Firewalls are used to prevent intrusions into production system networks
from both internal and external networks and to restrict activities accessing production systems.
Only trusted personnel within the CA system operations and management group who have a
legitimate business need may access the CA database using authorized credentials.

6.5.2. THHENZ L PP Computer Security Rating

GDCA ZALIFSEifF B 2 e B EE, WUAE RS tHHNLR G SN IR HEAT 5
232 1K) 22 A A BN RS A% o

GDCA establishes and implements an information security management system to ensure the
continuous security management and risk control of its certification systems, computer systems,
and network environment.

92



[] SR RIXZIRIGBEIRDE
m (RO TR e Secun ity AThonityg Coe Lo GDCA SSL/TLS CP/CPS (Vl. 0)

6.6. A=A A B A= Life Cycle Technical Controls

6.6.1. RZiIT K= System Development Controls

GDCA BB At AT A I AR g LT S5
8 A F N RO S R IR, REER AR N A A R R AT
il 78 2 ] PR S R SR IR A B o
TR AR FF b LT R A B AT PR MR T 5, T RS 30 1A P I R
AR B AT AT A B TE LR & s
B =07 B UE R A
22 A B A TR AT SR PR
[FEF, GDCA WA KERAERTE, 7% 1S015408 (hriE, $ATAHIC BRI FI T
KAz

o g &~ w N

GDCA's software design and development processes follow the principles below:

1. Establishing internal upgrade and change request procedures and requiring personnel to
strictly comply with the prescribed processes;

2. Establishing internal procurement procedures and management policies;

3. Requiring all software applications to undergo rigorous testing in the development environment
before deployment to the production environment;

4. Performing effective online backups prior to change deployment;
5. Conducting third-party verification and review;
6. Performing security risk analysis and reliability-oriented design.

In addition, GDCA's software development and operational procedures are implemented with
reference to the ISO/IEC 15408 standard and related planning and development controls.

6.6.2. A HIMH| Security Management Controls

GDCA \IUE R G IS B2 A B, ks TR 15 5K 5 A B ) 1) DR A7 8 B i
ATHRAE,

GDCA AIUE 2 Gt iAE A BA P A 5 i, T 1) R G 2o P 4% 1 IR 56 UE =
ARAT R ARG, ARATE ORI T 23 10 SRAE R IR AT BOA T I . D RE MR 3%
GDCA & X I\ IE R GEEAT & HIAIAS & 1 e At o

GDCA K Fi —Fh RIS B SR R AIE L R G E , LA 1L R BBUIETL

BV 4 B SR BT, S EAT 2 A tEROR A, SRR &R EWMAR, 25
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AAAE L AT o IR B0 95 RO SR AN 22 20 L A A8 SN ™ A% 1) 22 LA, 3BT e
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IR A R 2 4 (5 B AFE

The information security management of GDCA certification systems is operated in strict
accordance with the relevant operational management requirements issued by the State
Cryptography Administration.

The use of GDCA certification systems is subject to strict control measures. All systems undergo
rigorous testing and verification before being approved for secure operation and use. Any
modifications and upgrades are documented and subject to version control, functional testing, and
record retention. GDCA also conducts periodic and ad hoc inspections and testing of its certification
systems.

GDCA adopts a flexible management framework to control and monitor system configurations in
order to prevent unauthorized modifications.

Hardware devices are subject to security inspections upon procurement and receipt to identify
potential compromises, intrusions, or security vulnerabilities. The procurement and installation of
cryptographic devices are conducted under enhanced security control mechanisms, including
device inspection, installation, and acceptance procedures.

Following upgrades of hardware and software equipment within GDCA certification systems,
obsolete equipment shall, prior to disposal, be examined to determine whether any
security-sensitive information remains stored on the devices.

6.6.3. A= A B 2434 Life Cycle Security Controls

GDCA NIER G A et R T RFEEERI TGt R, Hrp g 7R, BEFE
i Je 3 ) 22 ko

The hardware and software equipment of the GDCA certification systems are subject to sustainable
upgrade plans, including lifecycle management arrangements for both hardware and software
components.

6.7. ML Z41EH] Network Security Controls

GDCA WA IE R Gt K Fl 2 21 B K R AN I 2% B 05 22 APl R GRS, I HL STt 56 2 1)
R I N

WIER G RIFFHCS BEIESS . BMIEBA ARSI BRE TR, BLR i 2 3301 T
R GDCA B A TR #E N GDCA EP/Ik95 a5 GDCA iE1 H 3k 954 . GDCA
BAEROSRER RS

N T HIRN G224, GDCA WIS RA LEHE T NEIM . 41t b

94



Il semrannaemes

= GDCA SSL/TLS CP/CPS (V1.0)

T R GE, I H LN BT KA - AR W 22 4o v L BB AN I R G R RRAR
PUR AT BEHIBRARR B P45 1 XU -

GDCA HM 2 2 il 774 CAIX B2 e ts (CA/Browser Forum) & A [ Network
and Certificate System Security Requirements (NCSSR) fJEi3K,

GDCA Z/DHREZR FEPAT — IR N 28 Il 4140, I ] o0 7 A 288 5 T A 40 e V7 A
JEWE, RBINIFTEAE 96 /NN P 78 O B S 8 2, @/ iR 75 2E 60 IR P HI V. A B¢
Mo XFTBIAMEN, GDCA MgHTits. RS EALIF .

GDCA certification systems are protected through multi-layer firewalls and network resource
security control systems, and comprehensive access control technologies are implemented.

The certification systems expose only operational functions related to certificate application,
certificate inquiry, and similar services for user access through the network. Only personnel
authorized by GDCA are permitted to access devices or systems such as the GDCA certificate
servers, GDCA certificate directory servers, and GDCA operations center.

To ensure network security, GDCA certification business systems are equipped with intrusion
detection systems, security audit systems, anti-malware protection systems, and network
management systems. In addition, GDCA timely updates the versions of its firewall, intrusion
detection, security audit, anti-malware, and network management systems in order to minimize
network-related risks to the greatest extent possible.

The network controls adopted by GDCA conform to the Network and Certificate System Security
Requirements (NCSSR) published by the CA/Browser Forum.

Vulnerability scans of networks are performed at least once a quarter by GDCA. Responding and
remediation timelines are governed by severity, with critical vulnerabilities addressed within 96
hours and high/medium vulnerabilities resolved within 60 days. Exceptions are documented,
assessed for risk, and recorded.

6.8. BYIE]EE Time-Stamping

LA CP/CPS %5 5.5.5 74,

See section 5.5.5 of this CP/CPS.

7. ER. EHBEFNRRELRIE RSP Certificate, CRL,
and OCSP Profiles
7.1. IEF Certificate Profile

GDCA Z K IPIE B EF4 ITU-T X.509v3 Fi1 RFC 5280: Internet X.509 /A 4H 3Ll 15 i
WP A1 CRL 45#). GDCA @ik CSPRNG A kT 0 HKE N 64 A i3E 74 M iiE+
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Certificates issued by GDCA comply with ITU-T X.509 Version 3 and Internet X.509 Public Key
Infrastructure Certificate and Certificate Revocation List (CRL) Profile. GDCA generates

non-sequential certificate serial numbers greater than zero containing 64 bits of output from a

CSPRNG.
GDCA Ji 2 RAE S S5 M BRI T -

1 B BRAE FA PR 1)

JRAS W] X.509 IEFS A% A, 1509 V3

Fe o5 UE S R E— AR AT

ESE AN RN R RAEASIN Bl FH 254 5% ()L CP/ICPS 25 7.1.3 1)

R R BN 44

ARGEGEHS | T EPRE AR E(UTC), FdbREE[FD, 4% RFC 5280 ERK4wiY

ARZEEI | BT E R AN EUTC), ML E[E 22, % RFC 5280 2K 440,
A ROR R I B BT & A CPICPS FIUE HIFR 1 o

F /% DN UEF R & BRI E A A
CA #RIE1 DN: CN. O. C.
$14% CAIETi DN: CN, O. C.
11/ DV SSL iE-+5 DN: CN.
17/ OV SSLiEF DN: CN. O. L. S. C.
17/ EV SSL iET5 DN: CN. O. streetAddress (FJi%). postalCode
(A% >, L. S. C. serialNumber . businessCategory -
jurisdictionLocalityName ( OID : 1.3.6.1.4.1.311.60.2.1.1 ) .
jurisdictionStateOrProvinceName  ( OID:1.3.6.1.4.1.311.60.2.1.2 ) .
jurisdictionCountryName (OID:1.3.6.1.4.1.311.60.2.1.3),

N HR4% RFC 5280 4mfid, ffifH CP/CPS 7.1.3 R EMISE, HHKEWH
A& CP/CPS R E I E R .

Following are the basic certificate fields for the certificates issued by GDCA:

Fields

Value or value limit

Version

The format version of X.509 certificate with a value of V3.

Serial Number

The unique identifier of a certificate.

Signature The signature algorithm used to issue certificates (Section 7.1.3 of this
Algorithm CP/CPS).
Issuer Issuer's distinguished name, including CN, O, and C.
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notBefore Based on Coordinated Universal Time (UTC), synchronized with Beijing time,
encoded according to RFC 5280.

notAfter Based on Coordinated Universal Time (UTC), synchronized with Beijing time,
encoded according to RFC 5280.

Subject Subject DN of a certificate holder or entity may be as follows:
DN of a root CA certificate: CN, O, C.

DN of a subordinate CA certificate: CN, O, C.

DN of a subscriber DV SSL certificate: CN.

DN of a subscriber OV SSL certificate: CN, O, L, S, C.

DN of a subscriber EV SSL certificate: CN, O, streetAddress (Optional),
postalCode (Optional), L, S, C, SerialNumber, businessCategory,

jurisdictionLocalityName (OID:1.3.6.1.4.1.311.60.2.1.1),
jurisdictionStateOrProvinceName (OID:1.3.6.1.4.1.311.60.2.1.2),
jurisdictionCountryName (OID:1.3.6.1.4.1.311.60.2.1.3).

Public key Encoded according to RFC 5280, using the algorithms specified in section
7.1.3 of this CP/CPS, with key sizes meeting requirements specified in this
CP/CPS.

7.1.1. FRAS Version Number(s)

GDCA iEFi 54 X.509 V3 Wil Fitg =, AAAS BAF AR UE TS RRA S A= Y

GDCA certificates conform to the X.509 Version 3 certificate format, and version information is
contained within the certificate version field.

7.1.2. iEBEY BRI Certificate Extensions

GDCA 25K HIUEF A R TUEAE X.509 V3 UEFbri#E. A FEZEANES T B IUE LI

Certificate extensions in certificates issued by GDCA conform to the X.509 Version 3 certificate
standard. Extension for different certificate types is provided in the following sections.

7.1.2.1. ¥RIEH Root CA Certificate

1. EALR

RAEB AR Bz RO, Hzy BN CHEY BRI, FARKMB RN CA,
“pathLenConstraint” 7Bt A H

2. AR

MRUEBR By RO, HAxy ROy R I, V%1% B A KeyCertSign, CRLSign.
ARAE 5% B2 I RA B A 268 OCSP Wil iz .

3. ETSREE
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Y RIAR K E -

4. MR Y I

S RIUR A

5. FAEPIPRIRFT

MRAER A B %Y R, Hizy R NARIC Y I, ERMERM 2 S ER
HEH 25 R IAIE - Fh 1) authorityKeyldentifier 3 2 11 keyldentifier 7B .

7. basicConstraints

This extension shall appear and shall be marked critical. The cA field shall be set true, and the
pathLenConstraint field is not present.

8. keyUsage

This extension shall be present and shall be marked critical. The usage keyCertSign and cRLSign
shall be set. The private key corresponding to a Root CA will not be used for signing OCSP
responses.

9. certificatePolicies

This extension is not set for root CA certificates.

10. extKeyUsage

This extension is not set for root CA certificates.

11. subjectKeyldentifier

This extension shall be present and shall not be marked critical. It shall contain a value that is
included in the keyldentifier field of the authorityKeyldentifier extension in certificates issued by the
Root CA.

7.1.2.2. 4% CA#EF Subordinate CA Certificate

1. EFh SR

14 CATEFR AU Bixd RRIL, HASAREY I, A AR SER AR IR 1
& 81 WA CPICPS f%F 1.4.1.2 %5,

2. CRL ;AR

g CAEF P AR E %Y eI, HAG RS R, %9 R4 & CA CRL
IR 45 1) HTTP Huhik

3. MURHUKE V)i

1% CA TEF S BE MUR NS B U7 109 I, B AR N RREY Ul My Rl
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AEFRRLL CA IEBAREUE HTTP Ml (AccessMethod=1.3.6.1.5.5.7.48.2) Filfs
1] CAOCSP fIR45f¥) HTTP Hilit (AccessMethod=1.3.6.1.5.5.7.48.1).

4. FARZIR

2 CA IE-BAURE ZY RO, Hizy BOUNCHEY RO, FAEMgEN CA,
“pathLenConstraint” ¥ Bt ] 5 & .

5. WML

2 CA IEH AU EZY I, H Ok Jem, HuAikE KeyCertSign,
CRLSign Hi%. H4k CAUEBX N A IA I T-252& OCSP WML,

6. HGaRIY I

XFFTE 2009 4 1 1 HIEZ R CAEF, g CA UEF 240k By 1,
HAN AR R, #iz8 2 CA TR H 128 % SSLITLS UE+:, W%y @ miZi
¥ id-kp-serverAuth [ RFC5280 1, wJ U % id-kp-clientAuth [ RFC52801, A1l
id-kpemailProtection [ RFC5280 1, id-kp-codeSigning [ RFC52801), id-kptimeStamping
[RFC52801], id-kp-OCSPSigning [RFC5280] Az anyExtendedKeyUsage [RFC52801],
WAL E AT AT AR

7. WURHLA B PIPRIRAT

2 CA R B 2y e T, HAR YRS R 12 WU 7 Keyldentifier
FB

8.  FREHIRRAT

2 CAUE-BAT EZY I, HAzy BIA R IC A RS I B RE N %,
EAET Y CA 2% HIAE T T ) authorityKeyldentifier 37 & i) keyldentifier =B,

1. certificatePolicies

This extension for subordinate CA certificates shall be present and shall not be marked critical.
More information about the asserted OIDs is explained in section 1.4.1.2 of this CP/CPS.

2.  cRLDistributionPoints

This extension for subordinate CA certificates shall be present and shall not be marked critical. It
shall contain the HTTP URL of the CA's CRL service.

3. authorityInformationAccess

For subordinate CAs certificates, this extension should be present and shall not be marked critical.
It should contain the HTTP URL of the Issuing CA's certificate (accessMethod = 1.3.6.1.5.5.7.48.2).
It may contain the HTTP URL of the Issuing CAs OCSP responder (accessMethod =
1.3.6.1.5.5.7.48.1).
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4. basicConstraints

This extension for subordinate CA certificates shall be present and shall be marked critical. The cA
field shall be set true. The pathLenConstraint field may be present.

5. keyUsage

The subordinate CA certificates have the "keyUsage" extension, which is a critical extension. Usage
settings are: digitalSignature, keyCertSign, cRLSign. The private key corresponding to a
subordinate CA certificate will not be used for signing OCSP responses.

6. extkeyUsage

For subordinate CA certificates issued after 1 January 2019, this extension shall be present and
should not be marked critical. If such subordinate CA certificates will be used to issue SSL/TLS
certificates, the value id-kp-serverAuth [RFC5280] shall be present. The value id-kp-clientAuth
[RFC5280] may be present. The values id-kpemailProtection [RFC5280], id-kp-codeSigning
[RFC5280], id-kptimeStamping [RFC5280], id-kp-OCSPSigning [RFC5280] and
anyExtendedKeyUsage [RFC5280] shall not be present. Other values should not be present.

7. authorityKeyldentifier

This extension for subordinate CA certificates shall be present and shall not be marked critical. This
extension contains only the "Keyldentifier" field.

8. subjectKeyldentifier

This extension shall be present and shall not be marked critical. It shall contain a value that is
included in the keyldentifier field of the authorityKeyldentifier extension in certificates issued by the
subordinate CA.

7.1.2.3. iTFiE+H Subscriber Certificate

1. UEF R

WRIEBTH AU E &Y R, HAERCEY I, A RIS IR (5 B
i WA CP/CPS %5 1.4.1.2 5.

2. CRL 7K

WRE-RZUR B iy RO, Hity RICYIECEY . Wi BRIt aEEmn
CACRL JIR% ) HTTP URL Hihk.

3. WURMLIE V5

VP IEB B MUK NS S5 T R, HARA Y R R 2ad
Rtk CA IEPBZKFIUETM HTTP Hilk (AccessMethod=1.3.6.1.5.5.7.48.2) Filf5 [
CAOCSP k%) HTTP #hli: (AccessMethod=1.3.6.1.5.5.7.48.1).
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4. FEARLH

AR E Y R, AWE, WZY RIS Y I, Myt “cA” TBRAUL
BN “False”s

5. AL

WPER s B I, A5 5 B, W25 A A3 15 BN keyCertSign & cRLSign.

6. IESRAYE P

VPR v 1 B B FVE g s 2 B PR I T

S B4, N,
DV SSL iF Haem A BBV RS S I

iF.

EAH L B4, BN,
OV SSL iFf Ham BB ARS8 B 1 56

ik

SR s, BHNE,
EV SSL iF Haem RSV IRESE B I

iF .

7. AURMURE SRR IR

PR A By I, AR . 123 R AL Keyldentifier 7
B

8. EMUEPIIRIALT

PRSI, HAzd RN NARC N C i R I, B RS — A
VPR i A IR AE R 1R
1. certificatePolicies

This extension for subscriber certificates shall be present and shall not be marked critical. More
information about the asserted OIDs is explained in section 1.4.1.2 of this CP/CPS.

2. cRLDistributionPoints

This extension shall be present and shall not be marked critical. It shall contain the HTTP URL of
the CA's CRL service.

3. authoritylnformationAccess

This extension shall be present and shall not be marked critical. This extension will contain the
HTTP URL of the Issuing CA’s certificate (accessMethod = 1.3.6.1.5.5.7.48.2) and the HTTP URL of
the Issuing CA's OCSP responder (accessMethod = 1.3.6.1.5.5.7.48.1).

4, basicConstraints

This extension may be present and shall be marked critical if present, and the cA field shall be set
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to "False" if present.

5. keyUsage

This extension for subscriber certificates may be present, and if present, usage keyCertSign and
cRLSign shall not be set.

6. extkeyUsage

Key usage and extended key usage are as follows:

Types of Certificates Key Usages

KU: Digital Signature, Key
DV SSL Certificates Encipherment.

EKU: Server Authentication.

KU: Digital Signature, Key
OV SSL Certificates Encipherment.

EKU: Server Authentication.

KU: Digital Signature, Key
EV SSL Certificates Encipherment.

EKU: Server Authentication.

7. authorityKeyldentifier

This extension for subscriber certificates shall be present and shall not be marked critical. This
extension contains only the "Keyldentifier" field.

8. subjectKeyldentifier

This extension shall be present and shall not be marked critical. It shall contain a value that is
included in the keyldentifier field of the authorityKeyldentifier extension in certificates issued by the
subordinate CA.

7.1.2.4. FrBEEH All Certificates
GDCA &R T A iE B4 RFC5280, X T-H14% CA iEH LA &ZIT FiE+s, Z4HH

v BESEA A VR N UE Y B IS A CPICPS 86 7.1.2.2. J 7.1.2.3 FIEK.

For the subscriber certificates and subordinate CA certificates, key usages, extended key usages
and certificate extensions conform to section 7.1.2.2, and 7.1.2.3 of this CP/CPS.

7.1.2.5. RFC5280 ML Application of RFC 5280
NTEIEHEE I, RFC 6962 5 S “TiiE+” AN A RFC5280 & X ) “iE1”,
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For purposes of clarification, a precertificate, as described in RFC 6962 shall not be considered to
be a “certificate” subject to the requirements of RFC 5280.

7.1.3. BIENREARRAF Algorithm Object Identifiers

GDCA 5K M HC 7k H LR MR —
sha256RSA withRSAENcryption 1.2.840.113549.1.1.11

SHA256 with ECDSA 1.2.840.10045.4.3.2
h4 CAFH. 1T/ UEH . A OCSP iiF 4 1) 35 i5 &y A F shalRSA.

GDCA uses one of the following relevant algorithms to issue certificates:

sha256RSA withRSAEnNcryption 1.2.840.113549.1.1.11

SHA256 with ECDSA 1.2.840.10045.4.3.2

Subordinate CA certificates, subscriber certificates and OCSP certificates are not signed with
sha-1WithRSAEncryption.

7.1.4. &R Name Forms

GDCA R HEH A FR B 2 s s0F1 4 2545 & X.501 Distinguished Name(DN) %
AR I PIEBAIE M ORI N 254 UFF A RFC5280, [ CA/B xR AT
TLS BRs 7.1.4 i K,

GDCA 1A CPICPS HIBE R KAL), WAL RN, IEE /b (s B AT
HETY - GDCA A2 38044 Al IP ik 5 N\ IR 32 38U P h B JE 45 4« CP/CPS % 3.2.2.4
IR 3.2.2.5 FHIAE -

SSL/TLS iEHEMIBARA G H W “.7, “-7, K 7 (B F/F, R/aiHAh
AR RIZTUN T . A e BAE A 2.

The format and content of certificate names issued by GDCA comply with the Distinguished Name
(DN) format defined in X.501. The format and content of subscriber certificate names comply with
RFC 5280 and the requirements set forth in Section 7.1.4 of the CA/Browser Forum TLS BRs.

GDCA issues certificates in accordance with the requirements of this CP/CPS and ensures that the
information contained in the certificate subject field is accurate at the time of issuance. GDCA shall
not include domain names or IP addresses in certificate subject attributes unless such inclusion
complies with the requirements set forth in Sections 3.2.2.4 and 3.2.2.5 of this CP/PS.

SSL/TLS server certificates cannot only contain metadata such as ‘', -’ and ‘’ (empty) characters
and/or any other indication that the value/field is absent, incomplete, or not applicable.
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7.1.5. ZFRPR%] Name Constraints

GDCA mIR#s RFC5280 R A F A4 KPR e IT,  LABRA 2% CA TEA5 M55 B

GDCA may use the Name Constraints extension in accordance with RFC 5280 to restrict the scope
of business applications for subordinate CA certificates.

7.1.6. EFIREEXT RARIRSF Certificate Policy Object Identifier

UE 5 SR M R AR RS [ A CP/CPS 2 1.4.1.2 7,

See CP/CPS sectionl1.4.1.2.

7.1.7. SKREEFRBIFFE WA FIEE Usage of Policy Constraints Extension

ANiEH
Not applicable.

7.1.8. RBEFRERFHIIBHEFIE X Policy Qualifiers Syntax and Semantics

ANiEH
Not applicable.

7.1.9. REERERYT RIMAIAEIN Processing Semantics for the Critical

Certificate Policies Extension

ANEH

Not applicable.

7.2. IEBHEFIFER CRL Profile

GDCA EHI% % CRL, fLH & iffEA.

GDCA issues CRLs on a regular basis for inquiry and use by users.

7.2.1. FRAs Version Number(s)

GDCA HJUE P58l 51126 K F X.509 v2 #% K.

GDCA's Certificate Revocation Lists (CRLs) are issued in X.509 Version 2 format.
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7.2.2. CRL fl CRL 2% H¥ Il CRL and CRL Entry Extensions

GDCA [PHIE P #13 (CRL) & —/ Ny A i (B 80t H &0t 328 44 1) AR e
%)% . CRL 1%k # & CA, GDCA il kA CRL #M4LE &k FIBUFAE BRPIRE

a5
Hitho

1. CRL MlRAS: HIRHEE CRL MIMALE R, GDCA K2 A X.509 V3 iiE-Fxf [
(] CRL V2 fiiA

2. ZBHHEE: GDCA XM sha256RSA. sha256ECDSA. N ECC &4 Hik.

3. MUK TREZKNMM DN 4, mEK, &, 1. . BALET IS 44 44
Jio

4. AERGwFE ARE A HBUREME, HBARBIA CRL KA TR .

5. FEHTEFIE: FRE—ASHWUREME, FHRIRPI R Ik CRL R E R AT ] CAbRE
S| A5 FH %450 6

6. HBSIEPAIR: TEE AR IIERSIR . KPR E AU PS5 FHE -
B ) H AT Ta]

7. WRNIFIEAARRIRAT (Issuer Unique Identifier): ZRTHFRIR I SREHIE/E CRL 2544
WATHEH. EReHHAIE— CA AR H.

8. FMMG: FHIWHEZI, Wi CRL % HY BRI N HEY I, £ CRL % H 24
XA CA B4 CAIEF ), WAZi Ei% CRL 25 HY I, 4 CRL 5 H 24Xt
SSL/TLS T F'iE+5, W CRLReason {i AW &y certificateHold (6). # &% & T
reasonCode ¥ JE T, M| CRLReason {H % 4iA) RFC5280 A e AH < (I HEH

CRL is a revoked certificate list with time stamp and digital signature. The issuer of CRL is CA.
GDCA provides certificate status information through releasing CRL.

1. CRL version: It refers to version information of CRL, GDCA adopts CRL V2 corresponding to
X.509 V3 certificate.

2. Signature algorithm: GDCA adopts sha256RSA, sha256ECDSA and ECC signature
algorithms.

3. Issuer: It refers to DN of issuing authority, including country, province, city, organization,
department and common name, etc.

4. Effective time: It refers to date/time which indicates CRL issuing time.

5. Update time: It refers to date/time which indicates next issuing time of CRL. (It's an enforced
field in this CP/CPS).

6. Certificate Revocation List: It refers to a list of revokedcertificates. The list contains certificate
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serial number and certificate revocation date and time.

7. Issuer Unique Identifier: It is used to authenticate the public key which is used to verify
signature of CRL. It can distinguish different keys used by the same CA.

8. Reason Code: If present, this CRL entry extension shall not be marked critical. If a CRL entry
is for a Root CA or subordinate CA certificate, this CRL entry extension shall be present. If a
CRL entry is for a SSL/TLS certificate, the CRLReason shall not be certificateHold (6). If a
reasonCode CRL entry extension is present, the CRLReason shall indicate the most
appropriate reason for revocation of the certificate based on RFC 5280.

7.3. ELIEFRE MY OCSP Profile

GDCA ¥H IETF PKIX TARHIFKIIFELUEFRA P (Online Certificate Status
Protocol, OCSP, RFC6960), W3 iE X T —Fihnte i1 sRAH i BAE A% X LA UGIE
S AAREE T .

#1 OCSP M BiJii 55 RoNMRUEF a2 CA IET4eft, HAZZEB O, WE
CertStatus [¥] RevokedInfo 4, revocationReason 7B A2 i &

CRLReason W4 A4 CPICPS 25 7.2.2 T fh fe VR BE F A .

GDCA adopts the Online Certificate Status Protocol (OCSP, RFC 6960) developed by the IETF
PKIX Working Group. The protocol defines a standard request and response message format for
determining whether a certificate has been revoked.

Where the OCSP response service is provided for a root certificate or a subordinate CA Certificate
and such certificate has been revoked, the revocationReason field in the Revokedinfo structure of
CertStatus shall be present.

The CRLReason indicated shall contain a value permitted for CRLs, as specified in section 7.2.2 of
this CP/CPS.

7.3.1. fR&ES Version Number(s)

RFC6960 & X [1] OCSP fii A o

The OCSP version defined in RFC 6960.

7.3.2. OCSP # " BIi OCSP Extensions

ANiEH . OCSP M i) singleExtension AN 4L {5 CRL 2% H It reasonCode 3™ & 1l .

Not Applicable. The singleExtension of an OCSP response cannot contain the reasonCode CRL
entry extension.
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8. ANENLM M EABPEAE Compliance Audit and Other

Assessments

8.1. VEERISIEREE Frequency or Circumstances of Assessment

GDCA 25 N EREAT — X — S S RS E PR, FF RO E D 3%3UE AE
PTG, DUREIE RS 1l Sk . e AR m] #5tk

bR 7 N ERE THAPEAL 4, GDCA SENSEMSL I THIm S 55 B, %1 WebTrust
CA [FIHLIIZEAT S50 o LRI VPAL

1. GDCA BEEBMSLIE THIM 55, 4% WebTrust X CA Fs THRUN, f4pik
AT — RN T RIVEAL

2. GDCA FFAEHHT — IR BTl TAE, A NS SR g, PPl s 21
PRI AT REME RO BB, RV H AT R S BIR . RGLL A A R T L
JAT RS, ARSI VEAL, B SEHE IR R A AR . T A R 2 AR

GDCA conducts internal compliance audits and operational assessments on a quarterly basis and
evaluates at least 3% of issued certificates during each assessment cycle in order to ensure the
reliability, security, and controllability of its certificate services.

In addition to internal audits and assessments, GDCA engages independent auditing firms to
conduct external audits and assessments in accordance with the WebTrust for CA criteria:

1. GDCA engages independent auditing firms to conduct external audits and assessments
annually in accordance with the WebTrust for CA audit requirements.

2. GDCA performs annual risk assessments to identify internal and external threats, evaluate the
likelihood and potential impact of threat events, and assess whether existing response
strategies, technologies, systems, and related measures are sufficient to address such risks.
Based on the results of the risk assessment, GDCA establishes, implements, and maintains a
security program covering security processes, controls, and products.

8.2. VREE BB 4r/8 | 1dentity/Qualifications of Assessor

GDCA HIN#EEH T, 1 GDCA 4 Mk il o ST LA #R1 TR i THPRAf N AL
H B PP N AT T T A

GDCA IE AMBE T, ROZ A& LT I3

1 DAURAVERTH. BHOL R VPR, TE T A R %,

2. THETENGERZERR. BEMBRETR, PKI BAR. bRl

3. A& RGIESATIEREM T E AR T,
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4. B AAMSLE VRS

GDCA'’s internal audits are organized by the GDCA Security Policy Committee, which establishes a
cross-department audit and assessment team to perform such activities.

External audit firms engaged by GDCA shall possess the following qualifications:

1. They shall be licensed and professionally qualified assessment institutions with a good
reputation within the industry;

2. They shall possess knowledge of computer information security systems, communication
network security requirements, PKI technologies, standards, and operations;

3. They shall possess the professional expertise and tools necessary to evaluate system
operational performance;

4. They shall maintain independence and objectivity in conducting audits.

8.3. TP F 5 IEMiF Z A KL R Assessor’s Relationship to

Assessed Entity

GDCA i1t A AN M RGE L WA E A S AE R TAE KA ARE
o SNEVPAGE A GDCA ZIAIRMSLIKIICHR, W7 AR 2 LASZ i PP 2 WL (R A 25
KR

The roles of GDCA auditors shall not overlap with those of system administrators, business
administrators, or business operators within the organization. External assessors shall maintain an
independent relationship with GDCA, and neither party shall have any interest or relationship that
could compromise the objectivity of the assessment.

8.4. PEAEHAZ Topics Covered by Assessments

GDCA H& T TARAE LUF 2
1) LRGSR T IS
2) dzE TARRAEAIG B2 15 2™ A 5
3) SR ARALA CPICPS. Mk 55 FITE AN 2 4 EORIT ARV 555
4) HMHE. CREGTE, RO RS
5) & AL A T REAFAE A 2 4 KU
5 =7 W THIM 55 % WebTrust For CA JUEMIZEK, % GDCA BEAT AL i it
The audit activities conducted within GDCA include, but are not limited to, the following:
1. Whether security policies have been adequately implemented;

2.  Whether operational procedures and management policies are being strictly followed;
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3. Whether certification services are performed in strict accordance with this CP/CPS, business
specifications, and security requirements;

4. Whether various logs and records are complete and whether any anomalies exist;
5. Whether there are any other potential security risks.

Independent audits of GDCA are conducted by third-party auditing firms in accordance with the
requirements of the WebTrust for CA criteria.

S HEBSARNERHEREE Actions Taken as a Result of

Deficiency

X AU T4 e 0, /N 53 e R AT 751
HEAT M S5 G SE B O o SRS 4 B MG, 5 IR T 75 1 A A0
PESEAL 55 230 A R RS

TGS A 52 R, GDCA BRI TR HEAT R, JFBESE PR
ERR T

E

For issues identified in internal audit, the audit and assessment team shall be responsible for
supervising the relevant departments in implementing improvements and corrective actions. Upon
completion of the remediation activities, each department shall submit a summary report on the
improvement efforts to the audit and assessment team.

Following completion of assessments conducted by third-party audit firms, GDCA shall perform
remediation in accordance with the audit reports and shall undergo follow-up audits and
assessments as required.

8.6. THL4 RFIfEE S KA Communications of Results

GDCA I TH45 R APURAR O TR TE M, X A RgiE T 7 %48, GDCA
B B T R .
=T IS P el X T T AE R, RIEIE GDCA B M T A A .

GDCA communicates audit results to relevant internal departments. Where identified issues may
pose security risks to subscribers, GDCA shall timely notify the affected subscribers.

Upon completion of assessments conducted by third-party audit firms, the audit results shall be
published on the official GDCA website.

H PEAdi Self-Audits

UL 8.1 T,

See section 8.1.
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9. VEEFRAEMHABILS ZEK Other Business and Legal Matters
9.1. 3% H Fees

9.1.1. IE R K MTEH Certificate Issuance and Renewal Fees

GDCA R HRAE F2 A ¥ L T IAEAR SR 55 [ A KU FRE 53T IO F B A48 FRe
W T T S R A A8 BB T T E - GDCA A BURSE T IR L, XA RILT P Ak
FHE L AR i Bl S s Bl DL AR S it

IR GDCA Z&3& Il iR M A A GDCA AARIIANFE A —2, DL
% i
GDCA may charge fees to certificate subscribers for the certification services it provides. Specific
fees shall be determined based on market practices and the requirements of relevant regulatory

authorities. GDCA reserves the right to introduce different pricing strategies or preferential
measures for different categories of subscribers in accordance with market conditions.

Where the pricing specified in an agreement executed by GDCA differs from the pricing publicly
announced by GDCA, the pricing set forth in the agreement shall prevail.

9.1.2. IEHEHFH A Certificate Access Fees

FEAEBHROAA, SHZIEBE ST AR, HAT GDCA A&z . BRARM
FHRIM AR IR R, 752 GDCA SUATAM 9], GDCA H5-5 i ip i e BB i AU
1% -

I RAE B E W BORA L2, GDCA Riox K FEM L7 LL A A .

During the validity period of a certificate, GDCA currently does not charge any fees for certificate
information inquiry services. However, where a subscriber requests special services that require
GDCA to incur additional costs, GDCA may charge appropriate fees subject to mutual agreement
with the subscriber.

If there are any changes to the fee policy for certificate inquiry services, GDCA shall timely publish
such changes on its website.

0.1.3. IEHHMAEIRAE B E W% Revocation or Status Information Access

Fees

GDCA X TP AR &0, H AT ASSCPAEAT 2% - BRAR 7 32 AR IR 7 3K
i 2 GDCA A4 3 A, GDCA 5 HI - 1 i A HR R iz W i) 9
AR B ACRS (S B SR BOR A R[22k, GDCA Hf 2 K HAE Rk |3
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WA

GDCA currently does not charge any fees for certificate revocation or certificate status inquiry
services. However, where a subscriber requests special services that require GDCA to incur
additional costs, GDCA may charge appropriate fees subject to mutual agreement with the
subscriber.

If there are any changes to the fee policy for revocation or certificate status inquiry services, GDCA
shall promptly publish such changes on the official GDCA website.

9.1.4. EHAhRS-3k B Fees for Other Services

4 GDCA R i) FI P SRR FAF il bt AR SS, GDCA H54E 511 77 sl HoAth sk
PREEZE K PP i I TN A%

Where GDCA provides certificate storage media and related services to subscribers, the applicable
fees shall be specified in the agreements executed between GDCA and the subscribers or other
relevant entities.

9.1.5. iB#KSEME Refund Policy

GDCA X7 P e 9, B 7 A 15 R 37 R0 538 2 IR R e s B ph ] LR IR 41
GDCA AR AR

FESE AT PR A2 AP A2, GDCA 35 ™K IR ERL T AN SEms .t o
GDCA 7 T4 CP/CPS FrfliE ) ST B e B 55, 1T/ AT LAZER GDCA HUHiE
FIFEZK. 7€ GDCA Hds 7T HIAET )G, GDCA H5 7 RIFETT F N HiEZAE TS BT S A+F
) 2 F AR IE 25 1T 7

HH 3B SR AN BT P 5 3 L e R £

Except where certificate application or renewal fees may be refunded for specific reasons, GDCA
generally does not refund any fees paid by subscribers.

In performing certificate operations and issuing certificates, GDCA complies with strict operational
procedures and policies. If GDCA breaches the responsibilities or other material obligations set
forth in this CP/CPS, the subscriber may request revocation of the certificate and a refund. Upon
revocation of the subscriber’s certificate, GDCA shall promptly refund in full the fees paid by the
subscriber for the certificate application.

This refund policy does not limit the subscriber’s right to seek other forms of compensation.
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9.2. %% F4E Financial Responsibility
9.2.1. fREJEH Insurance Coverage

GDCA %l CA/B WInHRER, R T ik — SRR S L ST AEOR R

GDCA maintains Commercial General Liability insurance and Professional Liability/Errors and
Omissions in accordance with the relevant requirements of the CA/Browser Forum.

9.2.2. HAh¥E = Other Assets

ANidEH
Not Applicable.

9.23. XM EH&ALAEK HF KR Insurance or Warranty Coverage for

End-Entities

GDCA Ui )z 7 A< CPICPS il sE HIHR 5T, UE 51T 7 A /7 46 S 4 m] LA Fi i GDCA
ARARMERE ST (e BRI E ST FRAN ). fE4 GDCA HiilJG, Al LA %Sk AT I £ .
W5 R PR A 2 S

1) GDCA Fi G fE LA A AT 9.2.1 e MIRI T, AL &3 A 73

TS IR, WS ERR AT LAl GDCA R4 150 E Bl i, GDCA
S P BT JS I S I AAR DG M
2) GDCA R TEUE i RO B Py A4 R G £ 54T

If GDCA fails to fulfill the obligations specified in this CP/CPS, certificate subscribers, relying parties,
and other relevant entities may claim compensation from GDCA, except where liability is excluded
by applicable laws or contractual agreements. Upon verification by GDCA, compensation may be
provided to the affected entity. The limitations on compensation are as follows:

1. GDCA's total compensation liability shall not exceed the scope of insurance coverage specified
in Section 9.2.1, and the amount of compensation shall not exceed the applicable liability limit.
GDCA reserves the right to adjust the liability limit as appropriate and shall promptly notify the
relevant parties of any such adjustment.

2. GDCA shall only assume liability for losses incurred during the validity period of the certificate.

9.3. W 5E B4R Confidentiality of Business Information
9.3.1. {£%{z S Y8 Scope of Confidential Information
7£ GDCA AL L IIEAR S, BANE BN IR S B -
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1) FibdsaRE: AHE, REFEHE AMHENER, X852 GDCA
MAREGEE, RAERZEH AR SEHRATT AR, RIEHER, A
TEA BN KA -

2) At GDCA LRI NFI A FME BRI, BRZFHELR, An A6,

During the certification services provided by GDCA, the following information shall be regarded as
confidential information:

1. Audit records, including local logs, server logs, and archived log information, shall be treated as
confidential information by GDCA. Such information may only be accessed by security auditors
and business administrators and shall not be disclosed outside the company unless required
by law.

2. Other personal and corporate information retained by GDCA shall be treated as confidential
and shall not be disclosed unless required by law.

9.3.2. RBTHZKIEE Information Not Within the Scope of Confidential

Information

GDCA H5 LU T & BMA A RE(E B
® i GDCA AR [fill H5H CRL (115 K.
® i GDCA I FF. CP/CPS IR 5l {45 5l Hh 145 2 o
® GDCA #n], R45 GDCA T/ Jififl, £ GDCA Ml ATF R ATHIME B o
® ff: GDCA {5 5 MR P BTk T RF IR O Hcdfs T H S
GDCA regards the following information as non-confidential information:
e Information contained in certificates and CRLs issued by GDCA;

e Information contained in certificate policies supported by GDCA and identified within the
CP/CPS;

e Information authorized by GDCA for use by GDCA subscribers and publicly disclosed on the
GDCA website;

e Other information whose confidentiality status depends on the specific data elements involved
and the nature of the relevant application.

9.3.3. R 7-3515 BB T4 Responsibility to Protect Confidential Information

GDCA 1 %5 R 5 R ATT 9.3.1 tPHlE IR E S BT RS X5

GDCA has the responsibility and obligation to properly safeguard and protect the confidential
information specified in Section 9.3.1.
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9.4. ™M ABRFMEEE Privacy of Personal Information

9.4.1. BAREE R Privacy Plan

GDCA % HAEFIT AN N BRI FEARARL, PRIIE 58 238 I8 I SO0 N BURIRERA TRI (1
FARIUE Lo AR, GDCA K Or 4 IR O3 7™ 4% 38 M 22 4 A OR S AR HEXS > N B AL 25
TIRE . AR NEARS AR AIECR AT LLE GDCA B BT &if.

GDCA respects the privacy rights of certificate subscribers with respect to their personal information
and fully complies with applicable laws, regulations, and national requirements relating to the
protection of personal data privacy. At the same time, GDCA ensures that all personnel strictly
adhere to applicable security and confidentiality standards in protecting personal privacy. Relevant
policies concerning personal privacy protection may be accessed through the official GDCA
website.

9.4.2. BN MERIE B Information Treated as Private
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Except for information already contained in certificates and certificate status information, other

basic information provided by subscribers shall be treated as private information. GDCA defines the
following information as subscriber private information:

] Subscribers’ valid identification numbers, such as national identification card numbers
and organizational code numbers;

] Subscribers’ contact telephone numbers;
] Subscribers’ mailing addresses and residential addresses;

. Subscribers’ bank account information.

0.4.3. A NREFAKIFE B Information Not Deemed Private
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® i) HIHLTHRAH

GDCA defines the following information, including but not limited to, as not constituting subscriber
private information:

®  Subscriber names and organization names;
®  Subscriber gender and organization type;
e  Postal codes of subscriber mailing addresses;

] Subscriber email addresses.

9.4.4. BRI BEFEIF/E Responsibility to Protect Private Information

GDCA A Z & R SR AT 9.4.2 HUE IIES HEHE M AR THES X5

GDCA has the responsibility and obligation to properly safeguard and protect the personal privacy
information of certificate applicants specified in Section 9.4.2.

945 HHKBAEEKN S M E R ZE Notice and Consent to Use Private

Information
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GDCA shall take appropriate measures to protect the personal privacy of certificate subscribers and
shall employ reliable security measures to safeguard stored personal privacy information. Unless
otherwise required by law or mandatory governmental regulations, GDCA shall not disclose any
personal information of certificate subscribers, other than information included in digital certificates,
to unrelated third parties (including organizations or individuals) without the prior consent of the
certificate subscribers.

046. RKERBRITHERF I IE E#HE Disclosure Pursuant to Judicial or

Administrative Process
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Pursuant to applicable laws, administrative regulations, rules, decisions, orders, or other legal
requirements, GDCA may be required to provide relevant information to judicial authorities or legally

authorized administrative enforcement authorities for purposes of judicial enforcement or
administrative enforcement.

115



[] SR RIXZIRIGBEIRDE
m (RO TR e Secun ity AThonityg Coe Lo GDCA SSL/TLS CP/CPS (Vl. 0)

9.4.7. HAh{s BPEETZ Other Information Disclosure Circumstances
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FHEAEAS T 7 IR A% AR 27 bk S50 SR 258 = 25 A 7

Where a certificate subscriber requests specific customer support services from GDCA, such as
document delivery services, GDCA may need to provide the subscriber’s name, mailing address,
and related information to third parties, such as courier or postal service providers.

9.5. FRFEML Intellectual Property Rights
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° GDCA owns and retains all intellectual property rights in the certificates and all software
provided by GDCA.

e  GDCA holds ownership, naming rights, and benefit-sharing rights over the digital certificate
system software.

®  GDCA has the right to determine the software systems to be adopted.

e All information published on the GDCA website is the property of GDCA and may not be
reproduced or used for commercial purposes without GDCA'’s prior written consent.

®  Certificates and CRLs issued by GDCA are assets under the control of GDCA.
e  External operational management policies and specifications are the property of GDCA.

e  Distinguished Names (DNs) used to identify entities within the GDCA domain in directories, as
well as certificates issued to end entities within that domain, are the property of GDCA.

9.6. BRiA 5#H{R Representations and Warranties
9.6.1. BTIANERSVIHBI R 53848 CA Representations and Warranties
GDCA 7ESR AL LTI IE AR 5535 Bl A2 Hh i AR T T
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GDCA makes the following commitments in the course of providing certification services:
e  Certificates issued to subscribers comply with all material requirements of GDCA’'s CP/CPS.

e  GDCA will notify certificate subscribers of any known events that materially affect the validity
or reliability of the certificates.

e  GDCA will revoke certificates in a timely manner in accordance with the requirements of this
CP/CPS.

e |f a certificate request is rejected, GDCA will promptly refund all fees paid by the certificate
applicant.

e  GDCA verifies that the applicant has ownership or control rights over the domain names and
IP addresses listed in the certificate subject field and subject alternative name extension (or,
for domain names only, that authorization has been obtained from the party that owns or
controls the domain name).

e  GDCA verifies that the applicant has authorized the issuance of the certificate and that any
authorized representative has been duly empowered to apply for the certificate on behalf of
the applicant.
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®  GDCA verifies the accuracy of all information contained in the certificate.
e  GDCA verifies the identity of applicants in accordance with Section 3.2 of the CP/CPS.

e  That, if GDCA and subscribers are not affiliated, the subscriber and GDCA are parties to a
legally valid and enforceable subscriber agreement that satisfies the TLS BRs and other
requirements published by the CA/Browser Forum, or, if GDCA and subscribers are the same
entity or are affiliated, the applicant representative acknowledged the terms of use.

® GDCA establishes and maintains a 24x7 publicly accessible repository of current status
information (valid or revoked) for all unexpired certificates.

After a certificate is publicly issued, GDCA ensures that the information contained in the certificate
has been verified.

9.6.2. VEMAEIFRIR SR RA Representations and Warranties
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GDCA Registration Authorities make the following commitments in the course of participating in
electronic certification services:

1. The registration process provided to certificate subscribers fully complies with all material
requirements of GDCA’'s CP/CPS.

2. When GDCA issues certificates, no discrepancy shall arise between the information in the
certificate and the information of the certificate applicant due to errors made by the
Registration Authority.

3. Registration Authorities shall submit revocation, renewal, and other service requests to GDCA
in a timely manner in accordance with the CP/CPS.

9.6.3. T FHIBRIR 5FHLR Subscriber Representations and Warranties
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GDCA.
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Once a subscriber accepts a certificate issued by GDCA, the subscriber shall be deemed to have
made the following commitments to GDCA and to all parties relying on the certificate:

The subscriber has acknowledged and accepted all terms and conditions set forth in GDCA's
Subscriber Agreement and this CP/CPS.

All information provided by the subscriber to GDCA during the certificate application process is
true, complete, and accurate. The subscriber agrees to bear any legal liability arising from the
provision of false, forged, or misleading information. Where an agent is involved, both the
subscriber and the agent shall bear joint and several liability. The subscriber is responsible for
notifying GDCA of any false statements or omissions made by the agent.

Subscribers shall examine and verify the accuracy of the information contained in the
certificate before installing and using the certificate.

Acceptance of the certificate constitutes acknowledgment and acceptance of all terms and
conditions contained in this CP/CPS and the applicable Subscriber Agreement.

Upon acceptance of the certificate, the subscriber assumes responsibility for maintaining
continuous control over its private key, using trustworthy systems, and taking reasonable
precautions to prevent loss, disclosure, tampering, or unauthorized use of the private key.
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® The subscriber shall not reject or oppose any public notices, modifications, updates, or
upgrades issued by GDCA, including but not limited to amendments to policies and
specifications, or additions to or reductions in certificate services.

®  The certificate shall be used lawfully within the scope specified in this CP/CPS and only for
authorized or otherwise lawful purposes.

® The subscriber shall take secure and reasonable measures to prevent loss, disclosure,
tampering, or compromise of the certificate private key.

®  The subscribers undertake an obligation and warranty to install the certificates only on servers
that are accessible at the subjectAltName(s) listed in the certificates.

® |Immediately request revocation of the certificate and cease using the certificate and the
associated private key upon becoming aware of any actual or suspected compromise, misuse,
or unauthorized disclosure of the private key.

e |mmediately request revocation of the certificate and cease using the certificate if any
information contained in the certificate is, or becomes, incorrect or inaccurate.

e  Where a certificate is revoked due to private key compromise, subscribers shall immediately
cease using the private key corresponding to the public key contained in the certificate.

9.6.4. KM HIKRIR 53R Representations and Warranties of Relying Party
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®  Comply with all provisions of this CP/CPS.
® Confirm that certificates are used only within the permitted scope and validity period.
® Validate the certificate trust chain prior to relying on a certificate.

®  Prior to relying on a certificate, confirm through CRL or OCSP queries whether the certificate
has been revoked.

® Where, due to negligence or other reasons, a relying party fails to fulfill the obligations of
reasonable verification, the relying party agrees to compensate GDCA for any resulting losses
and to bear any losses incurred by itself or other parties as a consequence thereof.

® Not reject or oppose any public notices, modifications, updates, or upgrades issued by GDCA,
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including but not limited to amendments to policies and specifications, or additions to or
reductions in certificate services.

9.65. Kz 5&H KR S5HR Representations and Warranties of Other

Participants
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Other participants involved in GDCAs electronic certification activities make the following
commitment: To comply with all provisions of this CP/CPS.

9.7. /5% 5% Disclaimers of Warranties
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Except for the express commitments set forth in Section 9.6.1 of this CP/CPS, GDCA assumes no
other warranties or obligations of any kind:

e  GDCA does not warrant any representations made by certificate subscribers, relying parties,
or other participants.

e  GDCA makes no warranties regarding any software used in electronic certification activities.
e  GDCA assumes no liability for the use of certificates beyond their intended purposes.

e  GDCA shall not be liable for service interruptions or customer losses caused by force majeure
events, including but not limited to war or natural disasters.

®  GDCA shall be exempt from liability where subscribers breach the commitments set forth in
Section 9.6.3 of this CP/CPS or where relying parties breach the commitments set forth in
Section 9.6.4 of this CP/CPS.

9.8. B RRF4E Limitations of Liability
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Where certificate subscribers or relying parties suffer losses in the course of engaging in civil
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activities through the use of electronic certification services provided by GDCA, GDCA shall bear
limited liability for compensation not exceeding the limits specified in Section 9.9 of this CP/CPS.

9.9. A% Indemnities

9.9.1. GDCA KJIE#£3#/E Indemnification by GDCA
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Where GDCA breaches the representations set forth in Section 9.6.1 of this CP/CPS, certificate
subscribers, relying parties, and other relevant entities may seek compensation from GDCA, except

where liability is excluded by applicable law or contractual agreement. GDCA shall bear limited

liability under the following circumstances:

1. GDCA incorrectly issues a certificate to a third party other than the subscriber, resulting in

losses to the subscriber or relying parties;

2.  Where the information or documentation submitted by the subscriber is accurate and
authentic, but the certificate issued by GDCA contains incorrect information, resulting in losses

to the subscriber or relying parties;
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3.

5.

GDCA knowingly issues a certificate despite being aware that the subscriber has submitted
false or misleading information or documentation, resulting in losses to relying parties;

Due to reasons attributable to GDCA, a certificate private key is compromised, stolen,
disclosed, or otherwise exposed, resulting in losses to the subscriber or relying parties;

GDCA fails to revoke a certificate in a timely manner, resulting in losses to relying parties.

In addition, GDCA's liability shall be subject to the following limitations:

1.

4.

GDCA's total liability for compensation shall not exceed the limits specified in Section 9.2.1 of
this CP/CPS. Such liability limits may be revised by GDCA as appropriate.

GDCA's aggregate liability to any certificate subscriber, relying party, or other relevant entity
relating to a certificate shall not exceed ten times the purchase price of the certificate.

GDCA shall not be liable for losses caused by the acts or omissions of subscribers or relying
parties, and such losses shall be borne by the subscribers or relying parties themselves.

GDCA shall only assume liability for losses incurred during the validity period of the certificate.

9.9.2. T FHIIEEZTTAE Indemnification by Subscribers
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Where GDCA or relying parties suffer losses due to any of the following circumstances, the
subscriber shall bear liability for compensation:

1. When applying for certificate registration, the subscriber intentionally, negligently, or
maliciously provides false information or documentation, thereby causing damage to GDCA,
its authorized certificate service agencies, or third parties;

2. The subscriber intentionally or negligently causes the disclosure or loss of its private key, fails
to notify GDCA and its authorized certificate service agencies despite knowing that the private
key has been disclosed or lost, or improperly delivers the private key to others for use, thereby
causing damage to GDCA, its authorized certificate service agencies, or third parties;

3. The subscriber uses the certificate in violation of this CP/CPS or related operational
specifications, or uses the certificate outside the scope of business permitted under this
CP/CPS;

4.  After a certificate subscriber or another authorized entity submits a certificate revocation
request and before GDCA publishes the revocation information for the certificate, if the
certificate is used for unlawful transactions or transaction disputes arise, the certificate
subscriber shall bear all liability for damages, provided that GDCA has performed the relevant
operations in accordance with this CP/CPS;

5. The information or documentation provided is false, incomplete, or inaccurate;

6. Information contained in the certificate changes, but the subscriber continues using the
certificate without promptly notifying GDCA and relying parties;

7. The subscriber fails to take effective measures to protect the private key, resulting in loss,
compromise, theft, or disclosure of the private key;

8. Upon becoming aware that the private key has been lost or compromised, the subscriber fails
to discontinue use of the certificate and promptly notify GDCA and relying parties;

9. The subscriber continues to use the certificate after its expiration;

10. Information contained in the subscriber’s certificate infringes the intellectual property rights of
a third party;

11. The certificate is used outside the permitted scope, including for unlawful or criminal activities.

9.9.3. #KHF KM TTE Indemnification by Relying Parties
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Where GDCA or subscribers suffer losses due to any of the following circumstances, the relying
party shall bear liability for compensation:

1. Failure to fulfill the obligations set forth in the agreement between GDCA and the relying party,
or in this CP/CPS;

2. Failure to conduct reasonable verification in accordance with this CP/CPS, thereby causing
damage to GDCA, its authorized certificate service agencies, or third parties;

3. Reliance on a certificate under unreasonable circumstances, such as where the relying party
is aware that the certificate is being used beyond its permitted scope or validity period, or that
the certificate has been or may have been compromised, but nevertheless continues to rely on
the certificate;

4. Failure to validate the certificate trust chain;

5.  Failure to confirm through CRL or OCSP queries whether the certificate has been revoked.

9.10. 8 MR 5% Ik Term and Termination

9.10.1. ARG Term
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This CP/CPS shall become effective at 00:00 on the date of publication, at which time the previous
version of the CP/CPS shall simultaneously cease to be effective. This CP/CPS shall remain
effective until the effective date of the next version of the CP/CPS or until GDCA terminates its
electronic certification services.

9.10.2. 2 1k Termination
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This CP/CPS shall terminate upon the termination of GDCA's certification services.

0.10.3. 3 /1 1L 5438 Effect of Termination and Survival
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Upon termination of this CP/CPS, its validity shall simultaneously cease, and the provisions

contained herein shall no longer apply. However, with respect to legal facts and events occurring
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prior to the termination date, the provisions of this CP/CPS relating to the responsibilities and
limitations of liability of the parties shall continue to apply.

211. XS E5H KA B ES 5 WiE Individual Notices and

Communications with Participants
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Upon termination of this CP/CPS, GDCA shall notify all relevant parties participating in its
certification activities regarding the invalidation of this document.

9.12. 53] Amendments
9.12.1 f&iT#2F Procedures for Amendment
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Authorized by the GDCA Security Policy Committee, the CP/CPS Drafting Team shall review this
CP/CPS at least once annually to ensure compliance with applicable national laws and regulations,
requirements of competent authorities, relevant international standards, and the practical needs of
certification business operations.

Any modification or update to this CP/CPS shall be proposed by the CP/CPS Drafting Team in the
form of a revision report. Upon approval by the GDCA Security Policy Committee, the CP/CPS
Drafting Team shall organize and implement the revision. The revised CP/CPS shall be formally
published after receiving final approval from the GDCA Security Policy Committee.

0.12.2. ;&AM L& A HIPR Notification Mechanism and Periods
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The revised CP/CPS shall be published on the GDCA website immediately upon approval. For
amendments requiring notification by email, written correspondence, media announcement, or
other means, GDCA shall notify the relevant parties within a reasonable period of time. Such
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reasonable period shall be sufficient to minimize the impact on the affected parties.

9.12.3. U FiBEH OID HIfETE Circumstances under which OID Must be Changed

GDCA 11 i Hfi5€ CP/ICPS HIME1T 2 15 i E5 4 OID.

GDCA shall be responsible for determining whether revisions to the CP/CPS require corresponding
modifications to the OID.

9.13. 443 Dispute Resolution Provisions

GDCA. T P K7 25 SR TE B IAIEYE B b = AR 4T 452 LR D SR v

1. MRIEA CPICPS H i, BIfhioIIE )T

2.t GDCA KM 14157 5 Hig N Wi

3. AR, F A RIEERT AT

4. fEf5 GDCA #iA CPICPS Frith K MTA G+l FRACIF VAN, 52 GDCA Lk
Tk BT N BV B 5

Any disputes arising among GDCA, certificate subscribers, relying parties, or other entities in
connection with certification activities may be resolved in accordance with the following procedures:

1. Determine the responsible party in accordance with the provisions of this CP/CPS;
2.  The relevant departments of GDCA shall coordinate with the applicant to seek resolution;
3. If such coordination fails, the dispute shall be resolved by the competent legal authorities;

4. Any litigation arising between GDCA and any party in relation to matters covered by this
CP/CPS shall be subject to the jurisdiction of the People’s Court at the place of GDCA's
business registration.

0.14. B4R Governing Law

GDCA [fJ CP/CPS 3zt N RN EE LI E HE o

GDCA's CP/CPS shall be governed by the laws and regulations of the People’s Republic of China.

9.15. 5@EHEEIIAF & Compliance with Applicable Law

o GDCA FIE 1T P AR &5 S AR A r] b J5 43 DA K 7 A Ak FHf GDCA [FAIE 13,
A CPICPS [HAT « fRREANFE 7 A 2 M3 i 4B N IR SE RN 1324 . ({15 GDCA it
A CPICPS Jirish JL HATA 44, 33 v b e N BT [ 4t

Regardless of where GDCA certificate subscribers, relying parties, or other entities reside or where
GDCA certificates are used, the execution, interpretation, and procedural validity of this CP/CPS
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shall be governed by the laws of the People’s Republic of China. Any disputes relating to this
CP/CPS involving GDCA shall also be governed by the laws of the People’s Republic of China.

0.16. —R& 2%k Miscellaneous Provisions
9.16.1. 58 B Entire Agreement

GDCA [f] CP/CPS 5e 3 [ U ZE M HE: bR, H. FHERNE 3 #8459 KTXTH
KA ERANFEUERBERANE, KRB AL 2. i ERE GDCA K
iy R DA A [58] AR0 BE

The complete document structure of GDCA's CP/CPS consists of three parts: the title, the table of
contents, and the main body. Any revised replacement content relating to the table of contents or
the main body shall fully supersede all previous corresponding sections and shall be published on
the GDCA website for reference and review.

9.16.2. %1k Assignment

GDCA 1], ##EA CP/CPS Hr ik FINIE SR & J7 KIALRIA L 55, & 77 HHENAT
T HEVE AR (P AH O & AT BURI AN LS5 I E Lk o IR RAT AR AR IS AN M B e Lk 05 % oy —
J7 AT 153 55 K ST AE [ B o

GDCA declares that, in accordance with the rights and obligations of the parties to the certification
activities as detailed in this CP/CPS, the parties may transfer their respective rights and obligations
in accordance with applicable laws and regulations. Such transfer shall not affect or release the
transferring party from any debts, liabilities, or responsibilities owed to the other parties.

9.16.3.43 & Severability

AN AR CPICPS [ATA 2% 3Kl H S F H F-55 GDCA FITTE 8 4% X A= A ph i
F 8 NI EA BAAT II0F, GDCA W] LAFE S AR B PR FE T IB AT 156K, (L 4k 8iA
Mo HAREHAZEM, GDCA KL BT N4

TEARPEAEAT J5 ERZE RAE T 2 1T, GDCA H4 R i% B {F 2 question@cabforum.org, i
%1 CAB 1z CPICPS HCVEITINME R, IFHIAIL OB R 2 A JLIAF S RAGZAE T A 3L
}4 41| 3% (nttps://cabforum.org/pipermail/public/) .

HFEEARIER, B CAB WIZHE RN, i GDCA R 5 & CA/B Iz
TLS BRs MiEHER, NAZST LM% GDCA WS E AR S A FHASEH. L
RIS HERAE AT A OG5, X GDCA 1) CP/CPS 1EIT, JiIn) CAIB Wiz I i@ H1H4
£ 90 RN 58 e

If any provision of this CP/CPS, or its application, is held to be invalid or unenforceable due to a
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conflict with the laws of the jurisdiction in which GDCA operates, GDCA may amend such provision
to the minimum extent necessary to ensure its continued validity and enforceability, while the
remaining provisions shall remain unaffected. GDCA shall disclose the details of such amendments
in this section.

GDCA will (and prior to issuing a certificate under the modified requirement) notify the CA/Browser
Forum of any modified content in the CP/CPS by sending emails to guestion@cabforum.org, and
confirm that it has been posted to the Public Mailing List and is indexed in the Public Mail Archives
available at https://cabforum.org/pipermail/public/.

Any modification to GDCA's practice enabled under this section will be discontinued if and when the
law no longer applies, or the requirements published by the CA/B Forum are modified to make it
possible to comply with both them and the law simultaneously. An appropriate change in practice,
modification to the GDCA's CP/CPS and a notice to the CA/Browser Forum, as outlined above, will
be made within 90 days.

9.16.4. 38 $hAT (4RI % B MAURI B FE) Enforcement (Attorneys' Fees and
Waiver of Rights)
GDCA A1, FUEFIT 7 M7 46 SEAR R AT GDCA 1) CP/CPS H R TiHE , AN
BN 9% ARG RAS AT 2 I AR E

GDCA declares that a failure by certificate subscribers, relying parties, or other entities to comply
with any provision of GDCA’'s CP/CPS shall not be construed as a waiver of the obligation to comply
with such provision or any other provision in the future.

9.16.5. A H[$11 }7 Force Majeure

GDCA AXFAIG S« BERE KR MR AN A R 5 S5 AN AT T 7 1A P i A
CP/CPS MU HIR TUEMIIE [+ SEIRERTCIEJBAT 71 5%

GDCA shall not be liable for any breach, delay, or failure in the performance of the warranties or
obligations set forth in this CP/CPS caused by force majeure events, including but not limited to war,
epidemics, fire, earthquakes, or other natural disasters.

9.17. HAhZ&3K Other Provisions

GDCA %} 4% CP/CPS B A5 i &R B AL o

GDCA reserves the final right of interpretation of this CP/CPS.
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